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Abstract: Private set intersection (PSI) is a valuable technique with various practical applications,
including secure matching of communication packets in the Internet of Things. However, most of the
currently available two-party PSI protocols are based on the oblivious transfer (OT) protocol, which
is computationally expensive and results in significant communication overhead. In this paper, we
propose a new coding method to design a two-party PSI protocol under the semi-honest model. We
analyze possible malicious attacks and then develop a PSI protocol under the malicious model using
the Paillier cryptosystem, cut-and-choose, zero-knowledge proof, and other cryptographic tools. By
adopting the real/ideal model paradigm, we prove the protocol’s security under the malicious model,
which is more efficient compared to the existing related schemes.

Keywords: secure multi-party computation; set intersection; malicious attacks; real/ideal model
paradigm

1. Introduction

With more and more attention paid to data value, secure data circulation will give
full play to data value, which is conducive to accelerating social development. With the
rapid development of blockchain, big data, and artificial intelligence, which are all major
technological trends, joint computing from different data sources has great practical signifi-
cance and has become the norm of computing. However, without effective prevention, data
privacy and confidentiality are easily revealed in joint computing [1]. Therefore, protecting
the confidentiality and privacy of data in joint computing is a serious challenge for network
joint computing.

Secure multi-party computation (MPC), as the core technology of privacy computing,
can protect data privacy and realize multi-party joint computing [2,3]. The Millionaires’
problem proposed by Professor Yao Qizhi is the earliest MPC problem [4]. Goldreich,
Cramer, and other researchers have further studied it [5,6], expanding the research field
of MPC, including privacy preserving data mining, geometric computing, set problems,
and confidential scientific computing [7,8]. Research has solved many practical problems
in many fields and continuously promoted the development of MPC.

The secure computation of private set intersection (PSI) is a crucial research field in
the realm of secure multiparty computation [9]. PSI has broad applications in various
domains such as artificial intelligence, data mining, and the Internet of Things, including
safeguarding privacy during data mining, discovering private address books, tracking
COVID-19 close contacts, and more [10,11]. In the context of the Internet of Things, the
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security module examines communication data packets between IoT devices and the
network layer, and matches and filters them using the communication white list to enhance
the security of network communication for IoT devices [12,13]. In the digital economy
era, there is a high demand for both-sided PSI scenarios [14]. For example, in confidential
social contact searches, finding common friends between two parties is also an application
scenario for both-sided PSI.

An existing study [15] proposed a multi-party secure computation intersection scheme
that can defend against malicious adversaries [16]; the authors in [17] proposed a privacy-
preserving set intersection scheme based on Oblivious Linear Evaluation (OLE) primitives.
Currently, most of the PSI schemes are built on Oblivious Transfer (OT) protocols [18], but
OT-based protocols often require significant computational and storage costs and are only
suitable for scenarios with large sets, and their advantages are not significant enough in
small set scenarios [19].

The aim of this study is to introduce a highly efficient two-party secure multiparty
computation (MPC) protocol designed for calculating set intersections under the malicious
model. The key contributions of this paper are outlined below:

(1) This paper proposes an MPC protocol for set intersection under the semi-honest
model, based on the Paillier encryption algorithm. It then analyzes potential malicious
behaviors that could arise.

(2) Building on the semi-honest model protocol and considering potential malicious
behaviors, this paper proposes an MPC protocol for computing set intersection under
the malicious model, utilizing cryptographic tools such as cut-and-choose and zero-
knowledge proof.

(3) Using the real/ideal model paradigm, the paper proves the security of the proposed
protocol under the malicious model and analyzes and compares its efficiency.

(4) The efficacy of the proposed protocols is validated through a range of performance
analyses, comparisons, and simulation experiments when compared to existing
methodologies.

2. Related Work

As an important research field of MPC, the earliest PSI scheme [20] used the naive
hash method to hash the set elements first, and then obtained the intersection by comparing
the hash values. Although this scheme is very efficient, it is vulnerable to collision attack.
In order to solve this problem, some PSI protocols use technologies such as efficient OT
scheme, inadvertent pseudorandom function, and cuckoo hash [21,22], so as to achieve
linear computational complexity and communication complexity.

Efraim et al. presented a PSI MPC protocol under the malicious model in study [15].
The authors in [15] introduce PSImple (Practical Multiparty Maliciously-Secure Private Set
Intersection), which is the first maliciously secure multiparty PSI protocol that demonstrates
concrete efficiency. The construction of PSImple is built upon the concepts of oblivious
transfer and garbled Bloom filters. Furthermore, study [15] provides evidence that PSImple
remains competitive with the most advanced concrete and efficient semi-honest multi-
party PSI protocols available. However, the communication complexity of the protocol is
considerable due to the use of garbled Bloom filter (GBF) [23], which requires extensive
communication for its transmission.

In study [17], a novel method is introduced for calculating the intersection between
sets using Oblivious Linear Function Evaluation (OLE) as a primitive. At an abstract
level, the approach leverages OLE to effectively add two polynomials in a randomized
manner while maintaining the roots of the resulting polynomials. By assigning the roots
of the input polynomials to be the elements of the input sets, this directly leads to an
intersection protocol with an optimal asymptotic communication complexity of O(mκ). The
protocol presented in study [17] achieves information-theoretic security against a malicious
adversary under the assumption of OLE’s availability. Nevertheless, this method exhibits
high computational complexity.
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Given the limitations of the aforementioned protocols, this paper proposes efficient
MPC protocols for set intersection under both the semi-honest and malicious models,
utilizing the Paillier encryption system, zero-knowledge proof, and cut-and-choose method.
The protocol’s efficiency is then compared with that of existing protocols to provide insight
into its effectiveness.

3. Preliminary Knowledge
3.1. Paillier Cryptosystem

Paillier proposed an additive homomorphic cryptosystem in 1999 [24], which consists
of three phases:

Key generation: Two large prime numbers p and q are randomly selected, and N = pq,
with λ = lcm(p− 1, q− 1) and gcd(pq, (p− 1)(q− 1)) = 1. A random number g ∈ Z∗N2 is
chosen as the public key, while λ is the private key.

Encryption: Let m be the message to be encrypted, where 0 ≤ m < n. Choose a
random integer r where 0 < r < n. Compute the ciphertext as:

c = gmrnmodn2.

Decryption:

m = L(cλmodn2)(L(gλmodn2))
−1

modn.

Public key encryption, randomization, completeness, and resistance to attacks are
the primary advantages of the Paillier cryptosystem. These advantages make the Paillier
cryptosystem highly valuable for secure transmission and processing of encrypted data.
The following provides a further explanation of these advantages:

(1) Public key encryption: The Paillier cryptosystem employs public and private keys
for encryption and decryption operations. The public key can be publicly shared,
allowing senders to encrypt data using the recipient’s public key and transmitting
it through insecure channels. Only the holder of the private key can decrypt the
data, ensuring that even if the public key is compromised, attackers cannot access the
plaintext. This public key encryption scheme ensures secure transmission.

(2) Randomization: In the Paillier cryptosystem, the encryption process involves the
use of random numbers to encrypt the plaintext. Even if the same plaintext is en-
crypted multiple times, the resulting ciphertext will differ due to the utilization of
different random numbers. This randomization feature enhances the security of the
cryptosystem by preventing attackers from extracting information about the plaintext
by analyzing multiple ciphertexts.

(3) Completeness: The Paillier cryptosystem is complete, enabling encryption and decryp-
tion of arbitrary integers without limitations on specific data ranges. This flexibility
allows the cryptosystem to handle various types of data, regardless of their size,
through encryption and decryption operations.

(4) Resistance to attacks: Extensive cryptographic research and analysis have demon-
strated the security and reliability of the Paillier cryptosystem. It withstands many
common cryptographic attacks, including chosen plaintext attacks, chosen cipher-
text attacks, and active attacks. These attacks attempt to deduce information about
the keys or plaintext by obtaining plaintext–ciphertext pairs or manipulating the
ciphertext. However, the Paillier cryptosystem effectively thwarts these attacks.

In conclusion, the advantages of the Paillier cryptosystem can be made as an effective
tool for secure transmission and processing of encrypted data.
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3.2. Zero-Knowledge Proof

The concept of zero-knowledge proof, as introduced in [25,26], involves a prover
convincing a verifier that they possess a particular knowledge or answer without divulging
said knowledge or answer. A zero-knowledge proof scheme is deemed secure if it satisfies
three properties:

(1) Completeness: If the statement being proven is true, the verifier will always accept it.
(2) Soundness: If the statement being proven is false, the verifier will always reject it, and

the probability of the prover successfully persuading the verifier is negligible.
(3) Zero-knowledge: During the proof, the verifier does not learn any information about

the knowledge or answer being proven by the prover.

Zero-knowledge proofs offer the following benefits:

(1) Privacy safeguarding: Zero-knowledge proofs enable a prover to validate a state-
ment’s veracity to a verifier without disclosing any specific details about the statement.
By solely presenting the essential proof while keeping sensitive data concealed, indi-
vidual privacy is upheld.

(2) Preservation of confidentiality: Zero-knowledge proofs ensure that the verifier cannot
gain access to additional information regarding the statement, apart from verifying
its validity. Although the prover can establish the truthfulness of a fact, the verifier
cannot extract the specific information underpinning the proof, thereby maintaining
confidentiality.

(3) Reliability and verifiability: Zero-knowledge proofs assure that the prover can cor-
rectly construct the proof in accordance with predefined rules and protocols, allowing
the verifier to verify its validity. This enhances the proof’s dependability and the
overall system’s verifiability.

(4) Efficiency: Zero-knowledge proofs can be executed within relatively short timeframes
without excessive computational demands. This renders them practical and efficient
for real-world applications.

To summarize, the advantages of zero-knowledge proofs encompass privacy pro-
tection, confidentiality preservation, reliability and verifiability, and efficiency. These
advantages contribute to the high value of zero-knowledge proofs in domains such as
secure protocols, identity authentication, and privacy protection, which explains their
adoption in this manuscript.

3.3. Cut-and-Choose Method

The cut-and-choose technique is a commonly used cryptographic tool in the field of
cryptography [27] and is crucial in the development of secure multiparty computation
protocols. The fundamental concept is that one party creates multiple duplicates of garbled
circuits in the protocol, while the other party requests that a subset of the circuits be opened
for scrutiny. If the inspection is successful, the remaining circuits are computed and the
ultimate output of the circuits is determined.

In the field of cryptography, the cut-and-choose technique is a widely used interactive
zero-knowledge proof protocol employed for validating a participant’s accurate compu-
tation while preserving the confidentiality of private information. This approach offers
several notable benefits:

(1) Security: The cut-and-choose method ensures robust security measures. Participants
engage in interactions where one participant (usually the prover) executes the compu-
tation and submits evidence, while the other participant (the verifier) randomly selects
and verifies a subset of the evidence to establish the correctness of the computation.
This mechanism effectively thwarts attacks such as cheating, tampering, and forgery.

(2) Zero-knowledge property: The cut-and-choose method exhibits the zero-knowledge
property, enabling the prover to demonstrate the correctness of their computation to
the verifier without disclosing any sensitive inputs or computational methods. The
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verifier solely verifies that the computation’s outcome is correct, without requiring
knowledge of the computation’s specifics.

(3) Resilience against attacks: This technique demonstrates robust resistance against vari-
ous types of attacks. Even if the prover conducts erroneous computations or attempts
to deceive by manipulating certain evidence elements, the verifier can effectively
identify errors or cheating behaviors through random selection and verification of a
portion of the evidence.

(4) Scalability: The cut-and-choose method can be readily scaled to accommodate differ-
ent application scenarios and computational complexities. Enhancing the precision
and reliability of verification can be achieved by increasing the number of evidence
elements or selecting a larger number of random samples.

(5) Generality: The cut-and-choose method serves as a versatile zero-knowledge proof
protocol applicable across diverse domains and computational tasks. It finds utility
in verifying cryptographic protocols, password cracking results, data privacy, and
numerous other applications.

Given these aforementioned advantages, the utilization of the cut-and-choose method
in this manuscript enhances the protocol’s security.

3.4. Security under the Malicious Model

The real versus ideal model paradigm [28] is a well-established technique for proving
security in the context of malicious models. This approach guarantees that the actual
protocol provides a comparable level of security as the ideal model.

During the computation process, both parties involved rely on a trusted third party
(TTP) to carry out the computation. In the ideal scenario, both parties are only able to obtain
their respective results and no other information. To prove the security of the protocol
under the malicious model, the results obtained through computation in this model must
be identical to those obtained in the ideal model. However, it should be noted that in
the malicious model, the protocol must ensure that at least one party is honest during
execution; otherwise, the protocol cannot be deemed secure and dependable. The security
definition under the malicious model can be found in [29].

3.5. Ranking Method

The fundamental principle and detailed protocol for the ranking method, where
identical numbers are assigned the same rank, are presented in [30]. Specifically, each
identical data in the array are assigned the same ordinal bit, and the ordinal bit of the next
larger data are increased by only one bit. This approach of sorting treats the same elements
in multiple arrays as a single element, and the outcome is equivalent to sorting only the
distinct data in the array.

Problem Description: There are n participants P1, . . . , Pn. For each i ∈ [1, n], each
Pi has a private and orderly array Ti = (ti1, . . . ,tiei ); Ti is a standard array (no duplicate
elements appear in the array). N participants need to conduct confidential calculation
through cooperation. After the calculation, participants Pi can only get the sorting position
ris in the joint array T = (T1, . . . ,Tn) of each element tis; s ∈ [1, ei] in their own array.

Calculation principle:

(1) Participants jointly agree on a complete set J = [1, N], satisfying Ti ⊆ J. Under the
complete set J, each participant Pi constructs an n-dimension vector according to their
own array Ti:

Yi = (yi1, . . . , yiN) (1)

where for each j ∈ J, define:

yij =

{
1, j ∈ Ti
0, j /∈ Ti

(2)
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(2) Let Y1
∗ = Y1, Pi(i = 1, . . . , n − 1) take turns sending the vector Yi

∗ to Pi+1; Pi+1
construct a new vector according to Yi

∗ and Yi+1:

Y∗i+1 = (y∗(i+1)1, . . . , y∗(i+1)N)

where for each j ∈ J, define:

y∗(i+1)j =

{
y(i+1)j, y(i+1)j = 1

y∗ij, y(i+1)j = 0 (3)

(3) Pi calculates the sorting position in the following way:

ris =
tis

∑
j=1

y∗nj (4)

3.6. Coding Method

Coding method 1. Participants Pi (i = 1, 2) construct the coding vector of their own
sets through the ranking method in which the same numbers have the same order [30]: Pi
convert their private sets Si into an ordered array Ti = (ti1, . . . , tiei ), and participants Pi
agree on a complete set J = [1, N] satisfying Ti ⊆ J. The two participants use the ranking
method for cooperative confidential calculation. After the calculation, the participants Pi
could only know the sorting position ris of each element tis; s ∈ [1, ei] in their combined
array T = (T1, T2). At the same time, Pi can know the order r′ is (s = 1, . . . , ei) of each
element in their set. Make the set U = {u1, . . . , un} which contains N elements. The
process in which the participants Pi encode the private set Si as a vector Vi is as follows:
Pi make the elements in which the order are ris in the set U (i.e., k = ris, where k is the
subscript of element u in the set U) which be random even numbers, and the elements in
other positions be random odd numbers, then Pi gets Vi = (vi,1, . . . , vi,n), an n-dimension
vector, respectively.

If the random odd or even numbers selected in the coding process are different, the
coding vectors are different, that is, a set can be coded into many different vectors.

Example 1. The following uses plaintext to demonstrate the coding process: Assume that partici-
pants P1, P2 have sets S1 = {1, 3} and S2 = {3, 2 , 6}, respectively. They convert S1, S2 to an
ordered array T1 = (t11, t12) = (1, 3) and T2 = (t21, t22, t23) = (2, 3, 6). Select N = 7, the
complete set U = {u1, . . . , u7} = {0, . . . , 0}, and two participants construct 7-dimensional
vectors Y1 = (1, 0, 1, 0, 0, 0, 0), Y2 = (0, 1, 1, 0, 0, 1, 0), respectively, according to Formula
(1) in Section 3.5. P1 sends the vector Y1

∗ = Y1 to P2, P2 gets Y∗2 = (1, 1, 1, 0, 0, 1, 0) according
to the Formula (3). According to Y∗2 , each participant determines the sorting position of the elements
of their respective array in the joint array according to Formula (4), and the sorting result is shown
in Table 1.

Table 1. Results of the ranking method in which the same numbers have the same order.

Element Algorithm Sorting Position

1 1 1
2 1 + 1 2
3 1 + 1 + 1 3
6 1 + 1 + 1 + 0 + 0 + 1 4

According to Table 1, Pi makes the elements in which order are ris in the set U (i.e.,
k = ris, where k is the subscript of element u in the set U) and be random even numbers, and
the elements at other positions be random odd numbers, then P1 gets an n-dimension vector
V1 = (2, 1, 6, 5, 3, 7, 9) and P2 gets an n-dimension vector V2 = (3, 2, 8, 4, 3, 1, 9).
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3.7. Transformation Problem of Set Intersection

Problem description
Suppose there are two participants, Alice and Bob. Alice has a private set A ={

ea,1, . . . , ea,la
}

and Bob has a private set B =
{

eb,1, . . . , eb,lb

}
. They want to compute a

set T = A ∩ B without disclosing any additional information. After the implementation
of the protocol, the participants cannot obtain any additional information except the
intersection T and inferable information from T.

Problem transformation
Alice encodes A to Va = (x1, . . . , xn), Bob encodes B to Vb = (y1, . . . , yn), and

makes the set T = ∅. For x1 and y1, . . . , xn, and yn, Alice or Bob gets the corresponding
a(xk − yk) (k = 1, . . . , n) through calculation by using the Paillier cryptosystem, where
a is a random odd number, and then each further determines whether yk or xk is an odd
number or an even number according to what they own xk or yk, then makes T ← T ∪ {uk}
or T ← T ∪∅ , and finally obtains the intersection T of A and B. Taking x1 and y1 as an
example, the specific execution process is as follows:

Alice obtains a(x1 − y1) by calculations. Alice owns x1, and makes the set T = ∅.
1© In the case that x1 is an even number, if a(x1 − y1) is an even number (where a is a

random odd number), according to the properties of odd and even numbers, Alice can
conclude that x1− y1 is an even number, since x1 is even, then y1 is even. Then Alice makes
T ← T ∪ {u1} . If a(x1 − y1) is an odd number, Alice can conclude that x1 − y1 is an odd
number, then y1 is odd. Then Alice makes T ← T ∪∅ . 2© In the case that x1 is an odd
number, Alice makes T ← T ∪∅ .

For x2 and y2, . . ., xn, and yn, Alice performs similar calculations and judgments as
the above execution. Eventually, Alice gets the intersection T of A and B, and tells Bob T.

According to the elements uk (k = 1, . . . , n) in the intersection T, the elements of the
corresponding order position r′ is = k (where i = 1, 2 and s = 1, . . . , ei) in Alice and Bob’s
respective private sets are the plain elements of the intersection set T.

Example 2. Based on Example 1, it demonstrates the judgment process in plaintext: Let the
private sets of Alice and Bob be A = S1 = {1, 3} and B = S2 = {3, 2 , 6}, respectively, and the
corresponding encoding vector be:

Va = (x1, . . . , xn) = V1 = (2, 1, 6, 5, 3, 7, 9),

Vb = (y1, . . . , yn) = V2 = (3, 2, 8, 4, 3, 1, 9).

For x1 = 2 and y1 = 3, let Bob take random odd numbers a = 3. Alice obtained
a(x1 − y1) = (3× (2− 3) = −3) by calculations. Let the set T = ∅, because Alice knows
a is odd, and a(x1 − y1) = −3 is odd; according to the operational properties of odd and
even numbers, Alice can conclude that x1 − y1 is odd (value is −1), and has x1 = 2 which
is an even number, then concludes that y1 (value is 3) is odd, which makes T ← T ∪∅ .

For x2 and y2, . . ., xn, and yn, Alice performs similar calculations and judgments as
the above execution. Eventually, Alice gets the intersection T = {u3} of A and B, and tells
Bob T.

According to Table 1, the element {3} of the corresponding order position r′ is = k = 3
(where i = 1, 2 and s = 1, . . . , ei) in the sets A and B is the plain element of the intersection
set T, so the intersection T = {3}.

4. The MPC Protocol of Set Intersection under the Semi-Honest Model

The outline of the protocol is presented in Algorithm 1 and the detailed procedures of
the Private Set Intersection (PSI) under the semi-honest model are elucidated in Protocol 1.
The development of the MPC protocol in the presence of a malicious model is anchored on



Electronics 2023, 12, 2410 8 of 19

the semi-honest protocol and takes into account potential malicious conduct [29]. Hence, it
is crucial to examine both the protocol and malicious behaviors in Protocol 1.

Algorithm 1. Computing the set intersection under the semi-honest model.

Input: A: Alice’s input; B: Bob’s input; pk (g, N): public key; sk (λ): Alice’s private key; Encode:
encode with the Coding method 1; E: encrypt by the Paillier system; c: ciphertexts; D: decrypt the
ciphertexts.
(1) Encode(A) = Va = (x1, . . . , xn)
(2) Encode(B) = Vb = (y1, . . . , yn)
(3) Epk(x) = c1 = gx1 rN

1 mod N2

(4) Select a and r2

(5) Compute c2 = ca
1(gay1 )−1rN

2 mod N2 = ga(x1−y1)
(
ra

1r2
)Nmod N2

(6) D(c2) = a(x1 − y1)
(7) Make T = ∅
(8) If x1 is even and a(x1 − y1) is even then
x1 − y1 is even;
y1 is even;
make T ← T ∪ {u1} ;
else if a(x1 − y1) is odd then
x1 − y1 is odd;
y1 is odd;
make T ← T ∪∅ ;
else if x1 is odd then
make T ← T ∪∅
(9) Perform the steps (3)–(8) for x2 and y2,. . ., xn and yn
(10) Obtain the intersection T
(11) Obtain plain elements of T according to the elements uk (k = 1, . . . , n) in the T
Output: Intersection of A and B.

Protocol 1. The MPC protocol of set intersection under the semi-honest model.

Input: Private set A of Alice, private set B of Bob.
Output: The intersection T of A and B.
Preparation: The Paillier cryptosystem’s public and private keys, (g, N) and λ respectively, are
created by Alice. Following this, Alice transmits the public key to Bob.
(1) Alice encodes A to Va = (x1, . . . , xn) and Bob encodes B to Vb = (y1, . . . , yn). Since the
following calculations are the same for x1 and y1, . . . , xn, and yn, the calculation of x1 and y1 are
described as an example. In each of the following steps, x2 and y2, . . . , xn, and yn are calculated
at the same time as x1 and y1.
(2) Alice encrypts x1 with the public key to c1 = gx1 rN

1 mod N2 and sends c1 to Bob.
(3) Then Bob selects new random numbers a (a takes a random odd number) and r2 to calculate
c2 = ca

1(gay1 )−1rN
2 mod N2 = ga(x1−y1)

(
ra

1r2
)Nmod N2,

and sends c2 to Alice.
(4) Alice gets a(x1 − y1) by decrypting c2. Alice owns x1, and makes the set T = ∅. 1© In the case
that x1 is an even number, if a(x1 − y1) is an even number (where a is a random odd number),
according to the properties of odd and even numbers, Alice can conclude that x1 − y1 is an even
number, since x1 is even, then y1 is even. Then Alice makes T ← T ∪ {u1} . If a(x1 − y1) is an
odd number, Alice can conclude that x1 − y1 is an odd number, then y1 is odd. Then Alice makes
T ← T ∪∅ . 2© In the case that x1 is an odd number, Alice makes T ← T ∪∅ .
(5) For x2 and y2,. . ., xn, and yn, Alice and Bob perform the calculation and judgment in steps
(2)–(4) above at the same time. Eventually, Alice obtains the intersection T of A and B.
(6) Alice sends T to Bob. According to the elements uk (k = 1, . . . , n) in the intersection T, the
elements of the corresponding order position r′ is = k (where i = 1, 2 and s = 1, . . . , ei) in Alice
and Bob’s respective private sets are the plain elements of the intersection set T.
The protocol ends.
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For Protocol 1 to be secure, it is imperative that both Alice and Bob adhere to the
semi-honest model. Failure to do so would compromise the protocol’s security, and as such,
measures need to be taken to address any malicious behavior in the semi-honest model pro-
tocol. This ensures the protocol can withstand potential attacks by malicious participants.

5. The MPC Protocol of Set Intersection under the Malicious Model

Solution: A widely used approach to designing MPC protocols for the malicious
model is to examine potential attacks on protocols in the semi-honest model and devise
corresponding countermeasures [29]. This ensures that malicious parties cannot engage in
harmful activities, or if they do, they can be detected by the other party.

It is worth noting that certain malicious behaviors that cannot be prevented under the
ideal model are similarly unavoidable under the malicious model. Nonetheless, protocols
under the malicious model must still maintain the same level of security as those under the
ideal model. Malicious behaviors such as refusal to participate, false input, and premature
termination of protocols are not taken into consideration in actual protocols.

In Protocol 1, possible malicious acts include:

(1) If Bob is characterized as being semi-honest, Alice may engage in deceitful behavior,
such as deliberately conveying an incorrect set T to Bob at the conclusion of the
protocol, resulting in an inaccurate outcome for Bob. It is inequitable for either party
to disclose the computation results to the other.

(2) When Alice is semi-honest, Bob can perform malicious acts such as: 1© Bob does
not choose a real random number r2 when calculating c2 = ga(xi−yi)(r1

ar2)
Nmod N2.

However, as the decryption has eliminated the impact of r2, Bob cannot get any
private information from r2. 2© If a selected by Bob is not a random odd number, but
a random even number, then when Alice publishes the value of a(xk − yk), Bob will
get the correct result, but Alice will not get the correct result.

In view of the above malicious acts, Protocol 1 is improved by using such cryptographic
methods such as cut-and-choose method and zero-knowledge proof, and Alice and Bob
jointly generate random odd numbers a in Protocol 1. Neither Alice nor Bob knows the
true value of a, but they can use a to complete the above protocol.

5.1. Specific Protocol

It is important to acknowledge that while the protocol cannot eliminate the possibility
of participants engaging in malicious behavior, it is capable of detecting such behavior.
During the execution of the protocol, if Alice is truthful while Bob is being deceptive,
Alice can identify Bob’s malicious actions. Conversely, Bob can also detect any deceptive
behavior on Alice’s part. However, if both Alice and Bob are acting maliciously, it has been
demonstrated in theory that designing an MPC protocol that can address this scenario is
impossible, and thus will not be further discussed. The outline of the protocol is presented
in Algorithm 2, and the step-by-step procedure for the protocol is presented in Protocol 2.

5.2. Correctness Analysis

Protocol 2 treats Alice and Bob as equal, therefore only Alice’s implementation is
subject to analysis.

(1) Step (1) in Protocol 2 is for the participants to obtain the coding vectors of their own
sets. In this process, Alice converts the elements in her set into random even numbers
in the vector Va, and the elements that do not exist into random odd numbers. In this
way, it is avoided to directly use the original data for calculation.

(2) In step (2), Alice publishes
(
ci

1a , ci
2a
)
(i = 1, . . . , m), but the published information

is encrypted, and Bob cannot obtain any valuable information.
(3) Steps (3)–(5) employ the cut-and-choose technique to ascertain the presence of any

malicious behavior among the participants.
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Algorithm 2. Computing the set intersection under the malicious model.

Input: A: Alice’s input; B: Bob’s input; (ga, Na): public key generated by Alice; (gb, Nb): Public
key generated by Bob; λa: Alice’s private key; λb: Bob’s private key; Encode: encode with the
Coding method 1; c: ciphertexts.
(1) Compute u = gλa

a modN2
a

(2) Compute v = gλb
b modN2

b
(3) Exchange (ga, Na, u) and (gb, Nb, v)
(4) Encode(A) = Va = (x1, . . . , xn)
(5) Encode(B) = Vb = (y1, . . . , yn)
(6) Select m odd numbers ai (i = 1, . . . , m)
(7) Select m odd numbers bi (i = 1, . . . , m)

(8)
(

ci
1a , ci

2a

)
=
(

gai x1
a modN2

a , gai
a modN2

a
)

(9)
(

ci
1b , ci

2b

)
=
(

gbiy1
b modN2

b , gbi
b modN2

b

)
(10) Select m/2 sets of

(
ci

1b , ci
2b

)
from m sets of

(
ci

1b , ci
2b

)
(11) Verify
If bimod2 6= 0 and gbiy1

b modN2
b = ci

1b then continue
else terminate
(12) Select m/2 sets of

(
ci

1a , ci
2a

)
from m sets of

(
ci

1a , ci
2a

)
(13) Verify
If aimod2 6= 0 and gai x1

a modN2
a = ci

1a then continue
else terminate
(14) Select a group of

(
cj

1b , cj
2b

)
and

(
ci

1a , ci
2a

)
from the remaining

(
ci

1b , ci
2b

)
and

(
ci

1a , ci
2a

)
(15) Select random numbers a ∈ Z∗b and b ∈ Z∗a
(16) cb = Eb

(
abj(x1 − y1)

)
=
(

cj
2b

)ax1
(

cj
1b

)−a
rNb

1 modN2
b = g

abj(x1−y1)
b rNb

1 modN2
b

(17) ca = Ea(aib(x1 − y1)) =
(

ci
1a

)b(
ci

2a

)−by1
rNa

2 modN2
a = gaib(x1−y1)

a rNa
2 modN2

a

(18) ma = cλa
a modN2

a
(19) mb = cλb

b modN2
b

(20) Exchange ma and mb
(21) Verify
If logca

ma = logga
u and logcb

mb = loggb
v then continue

else terminate
(22) Compute L(ma)/L(u) to obtain ai(x1 − y1)
(23) Make T = ∅
(24) If y1 is even and ai(x1 − y1) is even then
x1 − y1 is even;
x1 is even;
make Tb ← Tb ∪ {u1} ;
else if ai(x1 − y1) is odd then
x1 − y1 is odd;
x1 is odd;
make Tb ← Tb ∪∅ ;
else if y1 is odd then
make Tb ← Tb ∪∅
(25) Compute L(mb)/L(v) to obtain bj(x1 − y1)
(26) Perform steps similar to step (24) to make Ta ← Ta ∪ {u1} or Ta ← Ta ∪∅
(27) Perform the steps (6)–(26) above for x2 and y2,. . ., xn, and yn
(28) Obtain Ta and Tb
(29) Obtain plain elements of Ta and Tb according to the elements uk (k = 1, . . . , n) in the Ta and
Tb
Output: Intersection of A and B.
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Protocol 2. The MPC protocol of the set intersection under the malicious model.

Input: Private set A of Alice; private set B of Bob.
Output: The intersection T of A and B.
Preparation: Alice and Bob each create a public key, (ga, Na) and (gb, Nb), respectively, for the
Paillier cryptosystem, and compute values u = gλa

a modN2
a and v = gλb

b modN2
b . They then

exchange values (ga, Na, u) and (gb, Nb, v).
(1) Alice encodes A to Va = (x1, . . . , xn) and Bob encodes B to Vb = (y1, . . . , yn). Since the
following calculations are the same for x1 and y1, . . ., xn, and yn, the calculation of x1 and y1 are
described as an example. In each of the following steps, x2 and y2, . . ., xn, and yn are calculated at
the same time as x1 and y1.
(2) For x1 and y1, Alice and Bob each randomly select m odd numbers, denoted as ai and bi,
respectively, where i = 1, . . . , m, and then compute the value of:(

ci
1a , ci

2a

)
=
(

gai x1
a modN2

a , gai
a modN2

a
)
,
(

ci
1b , ci

2b

)
=
(

gbiy1
b modN2

b , gbi
b modN2

b

)
,

then publish
(

ci
1a , ci

2a

)
,
(

ci
1b , ci

2b

)
, respectively.

(3) Alice employs the cut-and-choose technique to randomly select m/2 sets of
(

ci
1b , ci

2b

)
from a

total of m sets of
(

ci
1b , ci

2b

)
. She then requests Bob to make public the corresponding values of bi

and gbiy1
b , which she subsequently validates using bimod2 6= 0 and gbiy1

b modN2
b = ci

1b. The
protocol proceeds if the verification is successful, otherwise it halts.

(4) Bob randomly chooses m/2 groups of
(

ci
1a , ci

2a

)
from a set of m groups of

(
ci

1a , ci
2a

)
, and

requests Alice to disclose the corresponding ai and gai x1
a . Bob then verifies aimod2 6= 0 and

gai x1
a modN2

a = ci
1a. If the verification is successful, Bob proceeds with the protocol; otherwise, the

protocol terminates.

(5) Alice and Bob respectively and randomly select a group of
(

cj
1b , cj

2b

)
and

(
ci

1a , ci
2a

)
from the

remaining
(

ci
1b , ci

2b

)
and

(
ci

1a , ci
2a

)
, and respectively select random numbers a ∈ Z∗b and b ∈ Z∗a .

Alice calculates:
cb = Eb

(
abj(x1 − y1)

)
=
(

cj
2b

)ax1
(

cj
1b

)−a
rNb

1 modN2
b = g

abj(x1−y1)
b rNb

1 modN2
b ,

Bob calculates:

ca = Ea(aib(x1 − y1)) =
(

ci
1a

)b(
ci

2a

)−by1
rNa

2 modN2
a = gaib(x1−y1)

a rNa
2 modN2

a ,
and they send the results to each other.
(6) Alice calculates ma = cλa

a modN2
a , Bob calculates mb = cλb

b modN2
b . Next, ma and mb exchange

one another.
(7) In Section 3.2, both parties employ the zero-knowledge proof technique to demonstrate the
accuracy of their computation results, thereby verifying logca

ma = logga
u and logcb

mb = loggb
v.

If one party fails to pass, it is proved to be malicious.
(8) If all are proved, Bob has the ability to compute L(ma)/L(u), which enables him to derive
aib(x1 − y1), and subsequently acquire ai(x1 − y1). Bob owns y1, and makes the set Tb = ∅. 1© In
the case that y1 is an even number, if ai(x1 − y1) is an even number, according to the properties of
odd and even numbers, Bob can conclude that x1 − y1 is an even number, so x1 is even. Then Bob
makes Tb ← Tb ∪ {u1} . If ai(x1 − y1) is an odd number, Bob can conclude that x1 − y1 is an odd
number, then x1 is odd. Then Bob makes Tb ← Tb ∪∅ . 2© In the case that y1 is an odd number,
Bob makes Tb ← Tb ∪∅ . Alice can calculate L(mb)/L(v) to obtain abj(x1 − y1), and then obtain
bj(x1 − y1). Alice uses similar methods above to make the set Ta ← Ta ∪ {u1} or Ta ← Ta ∪∅ .
(9) Alice obtains the set Ta, Bob obtains the set Tb; the intersection of A and B, T = Ta = Tb.
According to the elements uk (k = 1, . . . , n) in the intersection T, the elements of the
corresponding order position r′ is = k (where i = 1, 2 and s = 1, . . . , ei) in Alice and Bob’s
respective private sets are the plain elements of the intersection set T.
The protocol ends.

(4) In step (7), Alice is required to prove the correctness of the decryption outcome ma

via a zero-knowledge proof. If the ai in the remaining m/2 groups of
(
ci

1a , ci
2a
)

are
also random odd numbers, Bob can calculate ai(xk − yk) (k = 1, . . . , n) and judge the
parity of xk after publishing ma.
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(5) During the implementation of the protocol, the malicious act Alice may successfully
perform is that Bob chooses a certain ai which does not meet the requirements, and
does not find it during the verification in step (3). In step (5), Bob mistakenly selects it,
leading to an incorrect conclusion. Nevertheless, the information of yk remains inac-
cessible to Alice, because abj(xk − yk) is unsolvable for her (there are two unknowns
in an equation), so Alice cannot judge the parity of yk from it.

Alice employs the aforementioned techniques for dishonest purposes. The circum-
stances that offer the highest likelihood of success are as follows: among m groups of(
ci

1a , ci
2a
)

controlled by Alice, m− 1 groups satisfy the stipulated criteria while only one
group fails to do so, thereby yielding a maximum probability of success denoted as 1/m.
Assuming that m = 20, the most probable chance of successful deception amounts to
C10

19
C10

20
× 1

10 = 1
20 . Conversely, if 10 groups do not meet the prescribed criteria, the probability

of successful deception becomes C10
10

C10
20

= 1
184756 . When m = 40, the probabilities are reduced

to 2.5× 10−2 and 7.3× 10−12, respectively. If more than 1/2 groups fail to meet the require-
ments, the probability of successful deception dwindles to zero since it will be discovered
during the verification phase. Consequently, the protocol is deemed secure.

(6) In steps (7)–(9), the two parties exchanged ciphertext and decrypted it by themselves,
avoiding the situation that one party informed the other of the result, which is fair.

5.3. Security Proof

The security of Protocol 2 against malicious attacks is demonstrated through the
application of the real/ideal model paradigm. This proof methodology follows the subse-
quent steps.

Theorem 1. Protocol 2, expressed as Π, is established to be secure in the presence of malicious
adversaries.

Proof. For Protocol 2 to securely compute function F, the participants must identify the
approved policy A = (A1, A2) in the actual protocol. This policy should be indistinguish-
able from the policy B = (B1, B2) used in the protocol under the ideal model. The security
of the protocol can be demonstrated by establishing the indistinguishability between
A = (A1, A2) and B = (B1, B2). �

In the protocol, at least one of A1 and A2 is honest, so there are two cases.

Case 1: A1 is honest, A2 is dishonest.

If A1 is honest, executing the protocol Π will result in:

REAL
Π,

¯
A
(xk, yk) = {F(xk, A2(yk), A2(ci

1a, ci
2a), ma, S}(k = 1, . . . , n)

The sequence of messages received by A2 for zero-knowledge proof can be represented
by the variable S.

Assuming A1 is an honest participant who follows the protocol honestly, the behavior
of B1 can be determined. The objective is to demonstrate that A2 in the actual protocol is
indistinguishable from B2 in the ideal model. To achieve this, it is necessary to identify
an output strategy B = (B1, B2) under the ideal model that is indistinguishable from
REAL

Π,A(xk ,yk)
in the actual model. When the protocol is executed, A2 is the actual executor,

and the correctness of the protocol must be confirmed based on the behavior A2(yk) of A2.

(1) During the execution of the protocol, since A1 is an honest participant, it can be
inferred that B1 is also honest, and will replicate the actions of A1 in transmitting the
authentic information xk to the trusted third party (TTP).
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(2) During the execution of the protocol, as A2 is acting in a dishonest manner, B2 is
also acting dishonestly. The information that they send to TTP is dependent on the
policy of B2, and the policy of B2 aligns with the policy of A2. Consequently, the input
message that B2 transmits to TTP is A2(y2).

(3) The input information obtained by TTP is (xk, A2(yk)), and F(xk, A2(yk)) is calculated.
(4) B2 gets F(xk, A2(yk)) from TTP, uses F(xk, A2(yk)) to get an viewF

B2
(xk, A2(yk)) which

is computational, indistinguishable from the view∏
A2
(xk, A2(yk)) obtained by A2 when

the protocol is actually implemented, and hands viewF
B2
(xk, A2(yk)) to A2 to get the

output of A2. Subsequently, based on its own input and the protocol outcome, the
simulator B2 presumes that the input value of the other party satisfies the outcome,
and conducts the protocol execution. In this case, B2 selects x′k to simulate the protocol
and generates F(x′k, A2(yk)) = F(xk, A2(yk)). The particular steps involved in the
implementation process of B2 are as follows:
1© B2 sends the information required in step (2) to A2;
2© After A2 publishes the information in step (3), B2 will verify it;
3© In step (4), B2 will publish the information that A2 requires A1 to publish;
4© In step (5), B2 chooses the necessary information from the remaining sets,

computes the information, and then publicly discloses it;
5© Calculate m′a in step (6) and publish it;
6© During step (7), zero-knowledge proof is utilized to authenticate the informa-

tion, and as a result, B2 acquires the message sequence S′.

B2 obtains the following information during the execution of the protocol:

IDEAL
F,

¯
B
(xk, yk) = {F(xk, A2(yk)), A2(Ci′

1a, Ci′
2a), m′a, S′}.

In steps (2)–(7) of the protocol, since the probability encryption algorithm adopted

by the protocol is the same, then (Ci
1a, Ci

2a)
c≡ (Ci′

1a, Ci′
2a), m′a

c≡ ma. Zero-knowledge proof

guarantees S′
c≡ S. Then:

{IDEAL
F,

¯
B
(xk, yk)}

c≡ {REAL
Π,

¯
A
(xk, yk)}.

Case 2: If A1 is dishonest and A2 is honest, there are two cases:

(1) If Alice ignores TTP after getting the information, TTP will send ⊥ to Bob. Then:

REAL
Π,

¯
A
(xk, yk) = {A1(ci

1b, ci
2b), mb, S,⊥}.

(2) Otherwise, TTP will send F(A1(xk), yk) to Bob, then:

REAL
Π,

¯
A
(xk, yk) = {A1(ci

1b, ci
2b), mb, S, F(A1(xk), yk)}(k = 1, . . . , n).

The sequence of messages received by A1 for zero-knowledge proof can be represented
by the variable S.

As A2 is an honest participant and executes the protocol as prescribed, the behavior of
B2 can be determined. The objective is to prove that A1 in the actual protocol is indistin-
guishable from B1 in the ideal model. To accomplish this, it is necessary to identify a policy
B = (B1, B2) under the ideal model, whose output is indistinguishable from REAL

Π,
¯
A(xk ,yk)

in the actual model. During the execution of the protocol, the actual executor is A1. Hence,
while proving the protocol’s correctness, it is crucial to verify it based on the behavior
A1(xk) of A1.
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(1) During the execution of the actual protocol, A1 is acting dishonestly; as a result, B1 is
also acting dishonestly. The information transmitted by B1 to TTP is dependent on the
policy of B1, which is the same as the policy of A1. Then B1 will send A1(xk) to TTP.

(2) During the execution of the actual protocol, as A2 is an honest participant, it can be
inferred that B2 is also honest, and it sends TTP the real input information yk.

(3) The input information obtained by TTP is (A1(xk), yk), and TTP calculates F(A1(xk), yk).
(4) B1 uses F(A1(xk), yk) obtained from TTP to obtain viewF

B1
(A1(xk), yk), and

viewF
B1
(A1(xk), yk) should be computationally indistinguishable from

view∏
A1
(A1(xk), yk) obtained from the actual protocol implemented by A1. The out-

put of A1 is obtained by handing over the execution of the protocol to A1 after
viewF

B1
(A1(xk), yk). Subsequently, B1 conducts the protocol execution by presuming

that the other party’s input satisfies the outcome based on its own input and calcula-
tion results, that is, B1 selects y′k to simulate the protocol and makes F(A1(xk), y′k) =
F(A1(xk), y′k). The specific implementation process of B1 is as follows:
1© B1 sends the information required in step (2) to A1;
2© In step (3), B1 will publish the information that A1 requires A2 to publish;
3© After A1 publishes the information in step (4) of the protocol, B1 will verify it;
4© In step (5), B1 chooses the necessary information from the remaining sets,

computes the information, and then publicly discloses it;
5© Calculate m′b in step (6) and publish it;
6© In step (7), ZKP is used to verify the information and B1 obtains the message

sequence S′.

When B1 executes the protocol, there are two situations:

(1) If A1 ignores TTP after getting the information, then:

IDEAL
F,

¯
B
(xk, yk) = {A1(ci′

1b, ci′
2b), m′b, S′,⊥}.

(2) Otherwise,

IDEAL
F,

¯
B
(xk, yk) = {A1(ci′

1b, ci′
2b), m′b, S′, F(A1(xk), y′k)}.

In steps (2)–(7) of the protocol, since the probability encryption algorithm adopted

by the protocol is the same, then (Ci
1b, Ci

2b)
c≡ (Ci′

1b, Ci′
2b), m′b

c≡ mb. Zero-knowledge proof

guarantees S′
c≡ S. Then:

{REAL
Π,

¯
A
(xk, yk)}

c≡ {IDEAL
F,

¯
B
(xk, yk)}.

In conclusion, for any probabilistic polynomial-time policy A = (A1, A2) that is
acceptable during the actual protocol execution, there exists a probabilistic polynomial-time
policy B = (B1, B2) that is acceptable under the ideal model. This makes IDEAL

F,
¯
B
(xk, yk)

and REAL
Π,

¯
A
(xk, yk) indistinguishable during computation. Consequently, Protocol 2 is

secure under the malicious model.

6. Performance and Comparison of Protocols

The authors of [15,17] have implemented the calculation of PSI under the malicious
model. In this study, the performance of Protocol 2 is evaluated by comparing its computa-
tional complexity, communication complexity, and experimental simulation time.

6.1. Computation Complexity

The protocol in study [15] is designed based on OT extension, and the computational
complexity is O(n2). The protocol in study [17] is based on the objective linear function eval-
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uation (OLE), so it requires a lot of public key encryption operations, and the computation
complexity is O(n lb2 n).

In this paper’s Protocol 2, both Alice and Bob are required to encode their respective
private sets into vectors using the secure ranking method where identical elements have
the same order. The computational complexity of encoding vectors generated by both
parties is denoted by O(n). Additionally, Alice and Bob need to generate mn groups of
modular index, where m is the number of randomly selected odd numbers ai or bi, and n
is the number of elements in the set coding vector. Each party needs 2mn modular index
operations, which require 4mn modular index operations in total. Both parties need to verify
n(m/2) modulus index and perform n(m/2) modulus index operations, requiring a total
of mn modulus index calculations. For each zero-knowledge proof of discrete logarithms,
six modular exponential operations are performed, and each participant performs the zero-
knowledge proof of n discrete logarithms, requiring a total of 12n modular exponential
operations. Overall, n(5m + 12) modular exponential operations are required, and m = 20
is usually sufficient. Therefore, Protocol 2 requires 112n modular exponential operations,
and the computation complexity is O(n).

6.2. Communication Complexity

The communication complexity of a protocol is typically measured by the number
of communication rounds required to complete the protocol. For example, the PSI MPC
protocol described in study [15] under the malicious model requires eight rounds of
communication. On the other hand, the PSI calculation under the malicious model in
study [17] requires 12 rounds of communication.

In Protocol 2 proposed in this paper, the private sets of both Alice and Bob are
required to be encoded into vectors, and the two parties need to conduct one round of
communication to generate coding vectors using the secure ranking method in which the
same numbers have the same order. In addition, Alice and Bob need to conduct four rounds
of communication to implement other parts of Protocol 2. Therefore, the implementation of
Protocol 2 requires five rounds of communication in total.

According to the results presented in Table 2, n represents the number of elements in
the sets, it can be observed that for solving the PSI problem under the malicious model, the
computational complexity of Protocol 2 is lower than that of studies [15,17], which implies
that Protocol 2 is computationally more efficient. Moreover, the number of communication
rounds required by Protocol 2 is lower than that of studies [15,17], indicating that the com-
munication efficiency of Protocol 2 is higher. It can be concluded that Protocol 2 provides a
more efficient and practical solution to the PSI problem under the malicious model.

Table 2. Comparison of relevant PSI protocols.

Protocol Study [15] Study [17] Protocol 2

Number of participants 3 3 2
Security model Malicious Malicious Malicious

Communication rounds 8 12 5
Communication complexity O(n lb n) O(n) O(n)

Computation complexity O(n2) O(n lb2 n) O(n)

Key methods Garbled Bloom filters Oblivious Linear Function
Evaluation

Paillier cryptosystem;
zero-knowledge proof;

cut-and-choose

It is worth noting that MPC protocols under the malicious model often require the
use of cryptographic tools such as zero-knowledge proof and cut-and-choose, which
may increase computation complexity and reduce efficiency. However, preprocessing or
computing outsourcing can be used to improve efficiency [29].
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6.3. Simulation Experiment

To assess the efficiency of Protocol 2 in this paper, a simulation was conducted using
Python language on the PyCharm platform. The goal of the simulation is to compare the
performance of Protocol 2 with existing protocols.

Experimental environment: Windows 10 64-bit system, Intel(R) Core(TM) i5-8400 CPU
@ 2.80 GHz, 16 GB RAM.

Experimental parameter setting: The Paillier encryption scheme used in the experi-
ment is based on 512-bit large primes p and q, resulting in a modulus N = pq with a length
of 1024 bits. The discrete logarithm operation uses a module p with a length of 1024 bits,
and the length of the random number is set to 64 bits. The length of PSI elements used in
all calculations is set to 128 bits.

When the number of set elements of each participant is 24, 25, 26, 27, 28, 29, the
simulation of the private set intersection protocol under the malicious model proposed in
this paper was carried out. Table 3 shows the communication traffic and runtime of it.

Table 3. Communication traffic and runtime of protocols with different numbers of set elements.

Set Size
24 25 26 27 28 29

Traffic (kb)/Runtime (s)
Protocol 2 4.72/0.061 9.51/0.118 19.12/0.210 38.19/0.401 76.45/0.799 152.85/1.589
Study [15] 5.03/0.077 12.12/0.123 36.06/0.219 99.95/0.430 340.83/0.910 1001.51/2.110
Study [17] 3.98/0.073 7.92/0.112 15.83/0.205 31.65/0.411 63.19/0.841 126.37/1.799

As shown in Table 3, it can be concluded that Protocol 2 proposed in this paper has
higher computing efficiency and lower communication traffic under the sets of different
numbers of elements.

Next, the communication traffic and runtime of Protocol 2 in this paper are com-
pared with those of related schemes under the sets with different numbers of elements.
Figure 1 shows the communication traffic comparison between Protocol 2 and other exist-
ing schemes.
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Based on the results shown in Figure 1, it can be concluded that Protocol 2 requires
less communication traffic compared to study [15], and the communication efficiency is
higher, especially when the number of elements in each set is the same.

When the number of set elements is different, the runtime comparison between
Protocol 2 and other existing schemes is shown in Figure 2.
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Figure 2 demonstrates that the runtime of Protocol 2 increases as the number of
elements in the set increases. However, when the number of elements in the set is the same,
Protocol 2 has a lower runtime compared to studies [15,17], indicating higher efficiency.

Additional performance assessment was carried out through communication experi-
ments. For this purpose, Python programs were developed using the PyCharm platform to
simulate experiments with a bandwidth of 100 Mbps. The objective was to ascertain the
potential delay duration during the execution of Protocol 2. It should be emphasized that,
in practical settings, the delay time between different networks can vary, which might affect
the performance of protocol execution. Nevertheless, this aspect was not considered in the
performance evaluation. The outcomes of the communication experiments for Protocol 2
are presented in Figure 3.
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Figure 3. The relationship between the delay time of Protocol 2 and the number of elements in the set.

The experiment demonstrates that the proposed Protocol 2 shows consistently low
delay durations, which exhibit a linear increase in correspondence with the number of
elements in the set. This gradual growth rate of the delay time signifies the protocol’s
remarkable communication efficiency.

To sum up, Protocol 2 is compared with the existing schemes through experiments,
which shows that the set intersection protocol based under the malicious model in this paper
is more efficient in terms of communication traffic and runtime. It is important to emphasize
that while the protocol presented in this study demonstrates superior efficiency compared
to existing privacy-preserving set intersection protocols, it is essential to consider practical



Electronics 2023, 12, 2410 18 of 19

limitations such as restricted computational resources and communication bandwidth, as
these factors could potentially impact its overall performance.

7. Conclusions

Private set intersection is considered as a significant aspect of MPC, which has diverse
application scenarios. In this study, the Paillier encryption system, cut-and-choose, and
zero-knowledge proof have been utilized to devise a privacy set intersection protocol under
the semi-honest model. Furthermore, an MPC protocol under the malicious model has also
been developed, which ensures fairness among participants and can effectively combat
malicious attacks. The security of the protocol has been verified using the real/ideal model
paradigm. Additionally, this protocol has demonstrated superior efficiency and practicality
when compared to existing schemes.
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