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Abstract: The difference between sampling data and detection data can degrade the performance of
space-time adaptive processing (STAP). A jamming algorithm with a non-uniform periodic repeater
based on interrupted-sampling is proposed against the reduced dimensional space-time adaptive
processing (STAP) system for the first time. Firstly, the model of m-bins doppler transform (mDT)
STAP training and processing signal samples is described. Then, the method of false targets generated
by the non-uniform periodic repeater is analyzed theoretically based on the principle of interrupted-
sampling. The simulation shows that numerous false targets with different amplitude and intervals
can be generated by changing the retransmitted parameters. The independent identical distribution
(IID) of system sample data can be destroyed after these false targets are received by the radar
system, and the main lobe will be distorted when the system’s adaptive weight vector is formed.
The processing performance of the mDT-STAP system is seriously degraded. The jamming method
proposed based on interrupted-sampling and the non-uniform periodic repeater offers great potential
for the interference research on STAP in real conditions.

Keywords: reduced dimension; space-time adaptive processing; interrupted-sampling; non-uniform

repeater; jamming

1. Introduction

STAP is one of the key technologies of the new generation of high-performance radar.
To improve the accurate detection of targets and suppress clutter, noise and jamming, the
independent identical distribution sample data is processed jointly by the STAP system
in the time domain and space domain [1-4]. Compared with the full-dimensional STAP
system, the mDT-STAP system has the characteristics of a small amount of calculation
and small demand for training samples because m time-domain channels are selected for
filtering. In addition, clutter and jamming can be suppressed effectively in both positive
side-looking and non-positive side-looking mDT-STAP airborne systems. Moreover, the
mDT method is not sensitive to array error [5,6].

Consuming system degrees of freedom is a strategy against the STAP system. The
performance of the STAP system will decline significantly when the degree of freedom
of the system is not large enough to eliminate jamming [3]. In 2013, a way to occupy
the feature space of the system by generating dense interference signals is proposed by
Y. Zhang et al. [7]. However, a large number of jammers are required, which reduces the
possibility of implementation. Clutter scattering jamming is investigated by Q. Zhou's
team from 2016 to 2021, which means that the radar is scattered by the wideband jamming
signal after throwing to the ground [8-10]. In this way, numerous space-time degrees of
freedom will be occupied by the generated scattering jamming. However, clutter scattering
jamming is greatly affected by terrain factors and the communication environment between
multiple signal sources. Additionally, the scattered wave can be received weakly by radar
because of the small energy.
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To construct a heterogeneous environment is another mainstream strategy. Training
samples and detection samples are two kinds of data in the STAP system. The jamming
information in detection samples data is estimated by training the sampling data. A
heterogeneous environment can be generated by constructing differences between sampling
data and detection data [11]. In this way, the jamming information of the detection data
cannot be eliminated by training the sampling data. In 2012, a rapidly changing signal
environment is proposed by X.Tang et al. [12]. However, the implementation method is
undefined. In 2016, modulating and transmitting the pulse compression signal to generate
false target information in the training samples is proposed by C. Liu et al. However, the
number and position of false pulses cannot be set independently [13]. In 2020, a jamming
algorithm based on time-delay aliasing transmission against the reduced dimension STAP
is investigated by Y. Zhao et al. [14]. In 2021, a slow-time-frequency-modulation jamming
method is proposed by X. Chen. Numerous false targets with controllable distribution can
be generated by the above two methods [15]. The above retransmitting jamming methods
are based on the full pulse modulation. However, when the radar pulse width is large, the
limited shape and volume of the jammer sometimes cannot meet the required transceiver
isolation. When the anti-jamming measures of frequency agility and frequency diversity
are used by the radar, the false target generated by retransmitting will jump at multiple
range points, thus being recognized by the radar [16].

In addition, the false targets generated by the above retransmitting methods have a
certain regularity in amplitude and interval and are easily recognized and eliminated by
radar system.

In this paper, we proposed a jamming algorithm of a non-uniform periodic repeater
based on interrupted-sampling [17-20] against the mDT-STAP system by constructing
an heterogeneous environment for the first time. The method can generate numerous
false targets with different amplitudes and intervals, which, in creating heterogeneous
conditions for a radar system, is easier than direct retransmitted jamming and uniform
periodic repeater jamming. Moreover, the jamming method, based on DRFM system, can
be applied to the jamming equipment isolated by the transceiver system and working at
the same time. Compared with the full-sampling, the proposed method does not need
to change the instantaneous transmission power to generate false targets with different
amplitude in the process of non-uniform retransmitting, which reduces the hardware
system complexity and the energy loss caused by frequent power switching. The jamming
parameter modulation can be completed in the digital domain; it requires little difference in
hardware when compared with the widely used jamming equipment based on DRFM. The
engineering implementation of this method is not difficult, and only part of the software
codes needs to be changed. Therefore, the proposed jamming method on interrupted-
sampling and the non-uniform periodic repeater offers great potential for the jamming
research on STAP in real conditions.

The remainder of this paper is organized as follows. The signal model of mDT-STAP
is introduced in Section 2. In Section 3, the interrupted-sampling principle and counter
measure scenario are firstly. Then, the jamming method of the non-uniform periodic
repeater based on interrupted-sampling is illustrated in detail. After that, Section 4 provides
simulation results to verify the performance of the proposed method. Finally, Section 5
summarizes this paper.

2. Signal Model of mDT-STAP

The target information is contained in the detection sample. The covariance matrix of
the detection sample Ry, is composed of clutter covariance matrix R., jamming covariance
matrix R; and noise covariance matrix Ry, which can be expressed Equation:

Ru:E{xxH} — R +R; +R, )
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where x represents the received data. When clutter is suppressed by system suppresses, the
auxiliary range unit echo data is used to estimate R, to protect the target information from
cancellation. This can be expressed Equation (2):

Rscm = i Y xx )

{x/}(I=1,2,--- L) represents data samples from different distance units. Under the
IID condition, when {x;} has the same covariance matrix as the detection sample, the
estimation of Ry is unbiased. According to the Reed, Mallett, Brennan (RMB) criterion [1],
the number of IID samples is required to be at least twice the dimension of the Rscum to
make the SCNR of the system after filtering clutter less than 3 dB. However, the dimension
of full-dimensional STAP is so large that many samples are required. The dimension
reduction space-time adaptive technology is selected for processing.

mDT-STAP [21] is a widely used dimensionality reduction algorithm, and the model is
shown in Figure 1. The data received by the system is sent to the forward filter. The received
signal is preprocessed by doppler filtering with time window to remove the influence of
clutter signal outside the doppler passband, and a large number of input data samples can
be converted into relatively few samples [22]. To balance the performance, computation
and the number of samples, we select three doppler channels for forward filtering [23].
The preprocessing matrix T can be obtained by a priori knowledge estimation of clutter
distribution. It is the balance between the number of samples and the amount calculated
by the system.

Dimensional reduction

o
- ~ B T [¢]
v spatial data ¥ Application | £ &
I |z S —»-2
- = weight vector =g
2= 22 = 2
T ErPc o =
g s ZaN
=% ~N 2.
=
aa | |
I Covariance matrix Weight vector
Angle and : estimation R, calculation w

doppler selection ™~ <

A Steering vector §

Figure 1. Process model of mDT-STAP.

The data received by the system can be divided into two types of samples: training
samples and detection samples, as shown in Figure 2.

Detection Sample

N
SpaceT L
1 Distance
17 » 1

Traning Sample

Figure 2. Input data of mDT-STAP.



Electronics 2023, 12, 152

40f13

The input data of the distance unit to be detected is NK x 1 dimensional space-time
sample x(I), where N represents the number of array elements and K represents the number
of pulses. In Equation (3), the data is converted into D x 1 dimensional vector. The number
of training samples is reduced to D(D << NK).

(1) = THx(l) = a3+ %, 3)

where o is the amplitude of the target signal and s and X, represent the target steering vector
and clutter data after dimensionality reduction, respectively. Thus, the clutter covariance
matrix R, of the distance unit to be detected can be expressed in Equation (4):

- 1 N
Ry = szu(l)qu(l) = TmDTHRuTmDT 4)
=1
where
Towot = [Te(fak—ms2) - Te(fap) - Te(fagsimsz)] © In (@)

fa x represents the center frequency of the k-th doppler channel, K represents the k-
point FFT, and m means the number of doppler channels selected. k — [m/2], ... ,k, ...,
k + [m/2] express a doppler filter bank composed of m doppler filters. m is usually an odd
number. Iy means N identity matrix. ® expresses the Kronecker product.

The optimal solution of the adaptive weight vector w of the system [22] can be obtained
by the Lagrange multiplier method in Equation (6):

~—1 _
_ R,,prSmDT
meT(fd,k/fSP) = ~Hm+lm ©)

SuDTRmDTSMDT

where R,,pr = T R, T, o1, Smpr = Tilors and the final output of the system can be
obtained as follows:

z = Whpra(1) = (Tyupr@mpr) (). @)

The training samples required by the mDT-STAP system must meet the IID condition.
Clutter and noise information are included in the training samples. In addition to clutter
and noise, target information is also included in the samples to be detected. When the
jamming similar to the target information is applied to the training sample, the IID condition
of training samples is destroyed; that is to say, jamming information will be included in
the R, estimated by the training samples. According to Equation (6), the weight vector @
obtained from R, will be distorted.

3. Principle of Jamming Method
3.1. Interrupted-Sampling Principle

The interrupted-sampling can be used to realize the time-sharing mechanism of the
jammer. When a large time width radar signal is intercepted, a small segment is sampled
with high fidelity and processed and retransmitted immediately. Then, the next segment is
sampled, processed and retransmitted. The sampling and retransmission work alternately
in time-sharing until the end of the large time width signal.

The principle of interrupted-sampling can be shown in Figure 3. Firstly, when the
jammer is in the interception window (WR is at high level), the jammer can detect the
intercepted radar signal. Then, when the sampling detection pulse DET is at high level,
DRFM is used to store the sampled signal until the sampling signal pulse width is greater
than the intermittent time 7. Ultimately, the jamming transmission strobe pulse JT is turned
to high level, WR is turned to low level and the stored data will be transmitted. Tj is the
length of jamming window.
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Figure 3. Schematic diagram of interrupted-sampling.
Interrupted-sampling pulse signal c(t) can be expressed by Equation (8):
T (¢]
c(t) = rect(f) Y 8(t—nTy). (8)

n=—0oo

Through the ambiguity function [17], the output expression of interrupted-sampling
and the transmitting signal after pulse compression can be expressed in Equation (9):

e}

ys(t) = Z Ysn(t) = i Ansinc{T[kf(t —T) +nfs](1— @)}o exp(j2rtn fst)

n=—oo n=-—oo (9)

where sinc(x) = sin(7rx)/ 7x, ys(t) can be seen as the result of the synthesis of a series of
target echoes with different frequency shift nfs and time delay T, = T; + T after matched
filtering, and T} is the time delay of jammer.

According to the characteristics of the sinc function [18], the maximum amplitude of
the n-th order signal component can be expressed by Equation (10):

nltma)| = Tisine(nfo)(1 = 8. (10

The position where the maximum amplitude occurs can be expressed by Equation (11):

—n —nfsT
Tsn_max = kffS + T, = 7];5 + T (11)

When n =0 and t = Ty, the maximum amplitude can be expressed by Equation (12):

ys (D)= Tfs. (12)

It can be seen that the interrupted-sampled and transmitted signal will generate the
same main false target as the echo signal of the real target after matched filtering. Its
amplitude is proportional to the duty cycle of the sampling pulse c(t).

3.2. Countermeasure Scenario

To protect the target, a penetration formation is formed by a small RCS jammer
accompanying the target movement during the target movement. The jammer moves in
the direction close to the radar in front of the target. The reconnaissance system is used to
obtain the radar signal and carry out appropriate modulation to achieve the purpose of
suppressing multiple false targets against the radar.

Target detection by mDT-STAP requires training samples to meet IID conditions,
training samples to contain clutter and noise information and the number of distance units
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to be detected. However, when the false targets are added to the training unit, the signal
no longer meets the IID condition.

The geometric configuration of radar and jammer is shown in Figure 4. The uniform
linear array is used by radar antenna. The carrier moves at a velocity v, in the altitude of
H. Azimuth and pitch angles of the antenna beam are denoted by ¢ and 6, respectively.
The incident cone angle of the clutter scatterer relative to the array antenna is expressed by
1, and the included angle between the array antenna and the navigation direction of the
carrier is represented by «.

zZA

e ]

< >
N .
Distance
P . Unt
Jammerm
y P
Target

Figure 4. Geometric configuration of radar and jammer.

3.3. The Proposed Jamming Method

The main idea to achieve multiple false targets jamming is to form a column of false
targets with amplitude decreasing to both sides successively before and after the true target
by the escort support jammer, as shown in Figure 5.

Sy
.
Iy
Figure 5. Geometric configuration of radar and jammer. (The distribution of false targets).

As can be seen form Figure 5, as the center of S, the amplitude of false targets S; on
both sides decreases gradually. To ensure that there is at least one jamming target in the left
and right reference range units of the target, the following conditions in Equation (13) must
be met:

AR<L/2 (13)

where AR is the distance between two targets, and L is the length of reference unit.

The interrupted-sampling and non-uniform periodic repeater jamming is shown
in Figure 6. It is employed to ensure that the number of false targets is sufficient and
has non-uniformity.
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Figure 6. Interrupted-sampling and non-uniform periodic repeater jamming.

As it can be seen from Figure 6, the radar pulse width T is an integral multiple of the
interrupted-sampling period Ts. The number of transmitted pulses in a sampling period
is equal to the number of false targets. The delay time of the false target is expressed
in Ty,. The next transmitted pulse will be delayed one sampling pulse T width based
on the previous transmitted time; that is to say, Tam+1 — T4 = T. When the duration of
transmitted pulse is 7, that is

TN=T="=Ty =T, (14)

the interrupted-sampling and uniform periodic repeater jamming is available.
The output expression of the first transmitted interference pulse after sampling can be
expressed by Equation (15):

yi(t =) = s(Orect(L) ¥ ot —nTu— Ty) (15)

1 n=—00

where s(t) is used to dispel the radar signal. The result of time domain addition can be
expressed by Equation (16):

g = 3 yult — ). 16)
n=1

As can be seen from Equation (16), the non-uniform repeater jamming can generate
multiple main false targets with different amplitudes in the radar receiver. The amplitude
of each false target is proportional to the width of the transmitted pulse, and the interval
between false targets is 7y,.

To achieve jamming effect, the following parameters of the false target need to
be determined:
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e  Sampling pulse width T:
The sampling pulse width T and the length of radar CFAR detection reference unit
shall meet the relationship in Equation (17):
T>L/2 (17)

where L is the length of radar detection reference unit;
e  Retransmitting delay time T:

As can be seen from Figure 6, the delay time of the retransmitted pulse is related to
the distance between the jammer and the target. The distance rm between the m-th false
target and true target can be expressed as Equation (18):

tm=(M—m)L/2+L/4 (18)

where M is the number of false targets. The delay time of the false target generated by each
retransmission can be expressed by Equation (19):

2Rjt 1
where R;; is used to indicate the distance between the jammer and the true target. To obtain
sufficient transmitting time, the distance between the jammer and the true target can be
expressed by Equation (20):

Rjt > 1. (20)

Therefore, T, shall meet the conditions shown in the Equation (21):

L L
> (M — il I
Tim = (M —m)(2+ c) + e T (21)

e  Retransmitting pulse width 7,:

As can be seen from Figure 5, the amplitude Am of the false target is proportional
to the width 7, of the retransmission pulse. Its amplitude decreases gradually from the
inside to the outside, which means that the width of the retransmission pulse gradually
narrows from the inside to the outside:

w<---<1 <L/2 (22)
Tm—1 _ Amfl _ Xm—1 (23)
Tm Am Xm

where X;; indicates the signal to noise ratio of the false target. As the maximum distance
between the main and false targets is L, the maximum retransmitting pulse width is L/2c;

e  Sampling period T&:

One sampling and M times retransmitting are performed in a sampling period. There-
fore, after the sampling pulse width 7, is determined, the sampling period length can be
expressed by Equation (24):

Ts =Ty + Mt (24)

where the sampling pulse width 7 is merged into the leftmost false target delay time T;.

4. Simulations and Analysis of Jamming Effect on mDT-STAP

In this section, simulation results are used to verify the performance of the proposed
method. The general case airborne radar parameters shown in Table 1 are carried out.
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Table 1. Radar system parameters.

Parameter Value
Carrier height 3 km
Carrier velocity 125m/s
Carrier frequency 6 GHz
Pulse width 20 ps
Pulse repetition frequency 10 KHz
Sampling frequency 100 MHz
Pulse accumulation number 20
Number of array element 16

e  The distance AR between two false targets is equal to half of the length L of the radar
CFAR detection reference range unit. The sampling pulse width T is equal to L/2c.

In the first simulation, to evaluate the accuracy of the jamming estimates, the results
are illustrated in this subsection. Figure 7a shows the result after matched filtering by the
jamming with direct retransmission, and Figure 7b,c provides the jamming estimated after
matched filtering by the interrupted-sampling with the uniform and non-uniform periodic

repeater, respectively.

[

JEBYIUE

Normalized amplitude
()
(9}

[u—

A

Normalized amplitude
o
W

0 0
50 60 70 50 60 70
Distance Diatance
(a) (b)
o |
e
2
a
5
205
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=
é MW
Z
0
50 60 70
Distance
(©)

Figure 7. Jamming estimated based on different methods: (a) direct retransmitted jamming;
(b) interrupted-sampling and uniform periodic repeater jamming; (c) interrupted-sampling and

non-uniform periodic repeater jamming; (a) T4 =

13,19,25,28,35 usand T =tm =20 us; (b) Tq =2, 4,

6,8 10us,and T=Tm =5us;(c)T4=3,6,7,8,10 us, t=5pusand 1y =5,3,2,1, 1 ps.

e Asshown in Figure 7a, after the intercepted signal is stored in full pulse, it is delayed
for five times and five realistic false targets are generated. Considering the retransmit-
ted delay time T4 of jammer with signal pulse width, the generated false targets are at
least 33 ps, 39 ps, 45 us, 48 ps and 55 ps behind the true target echo, respectively. The
false targets are 5 km (No. 59 in distance), 5.9 km (No. 62), 6.8 km (No. 65), 7.2 km
(No. 66) and 8.3 km (No. 69) behind the true target (No. 51) in distance, respectively.
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Normalized amplitude

Because the distance between the true and false targets are too large, the false targets
may not be in the radar range gate.

It can be seen from Figure 7b that, after interrupted-sampling, five false targets are
generated by the retransmitting signal five times with the same pulse width. The
interrupted-sampling and uniform periodic repeater can solve the problem that the
distance between the false target and the true target is too large. However, the distri-
bution of the generated false target group shows a certain regularity with the fixed
interval and amplitude. The false target group can be easily identified by radar system.
Figure 7c shows that five false targets are generated by the retransmitting signal five
times with the different pulse width after interrupted-sampling. The non-uniform pe-
riodic repeater can generate false target groups with different amplitude and intervals
by changing the retransmitted pulse width.

The second simulation focuses on the escort support jamming result of the interrupted-
sampling and non-uniform periodic repeater jamming against the mDT-STAP system.
The azimuth angle of the moving target on the ground relative to the radar is 45°
and the elevation angle is —23°. The velocity of target v; = 60 m/s. The azimuth
distribution of clutter ranges from —90° to 90° and CNR = 60 dB. The mDT-STAP
system selects data from three adjacent doppler channels for processing, i.e., m = 3.
The azimuth angle of the escort support jammer with the relative to the radar is 57°
and the elevation angle is —15°. The velocity of jammer v = 42.3 m/s. The interrupted-
sampling pulse width 7 is 4 ps, the delays T4 are 3 ps, 6 us and 9 ps, respectively, and
the widths of the retransmission pulse T, are 3 s, 2 us, 2 ps, respectively.

The false targets can fall into detection samples or training samples by controlling the
jammer position, the amount of delay T4 and the transmitted pulse width . The
different processing results of the 3DT-STAP with the proposed jamming method are
shown in Figures 8 and 9.

Figure 8 shows the processing result when the false targets are contained in the
detection samples of the 3DT-STAP. As can be seen from Figure 8a, the real target
in the distance dimension is surrounded after 3DT-STAP processing. Because there
is coherence between radar signal and jamming signal which exists in the detection
samples. When the true target is detected, the false target is also detected. As shown
in Figure 8b, the azimuth and doppler information of the target cannot be accurately
identified due to the existence of false targets in the space-time two-dimensional
response. This indicates that the false alarm probability of the radar system will be
increased when the non-uniform jamming exists in the detection samples.

1 -1
Target
1 —0.5
0.5 & 0
o
0.5
0 E‘—‘Mﬂ I
50 55 60 -1 -0.8 —-0.6
Distace unit Normalized doppler frequency

(a) (b)

Figure 8. Processing result of detection samples containing false targets: (a) radar echo data after
3DT-STAP processing; (b) two-dimensional response after 3SDT-STAP processing.

Figure 9 shows the processing result when the false targets are contained in the
training samples of the 3DT-STAP. As can be seen from Figure 9a, the real target in the
distance dimension is eliminated after 3SDT-STAP processing. Because the false targets
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contained in training samples are coherent with the target in detection samples, the real
target, recognized by radar as jamming, is eliminated. As shown in Figure 9b, the false
targets included in the training sample cause the 3DT-STAP processor to form a null
at the two-dimensional power spectrum of the direction doppler image. The azimuth
and doppler information of the target cannot be obtained after 3SDT-STAP processing.

1
Q
<
Z
=
5
E 0.5
E
]
Z

0 n

45 50 55 60
Distance unit Normalized Doppler Frequency
(a) (b)

Figure 9. Processing result of training samples containing false targets: (a) radar echo data after
3DT-STAP processing; (b) two-dimensional response after 3SDT-STAP processing.

Figure 10 shows the normalized improvement factors of the system under different
jamming conditions. Condition 1 shows the system performance when false targets are
contained in training samples. The system can get samples with clutter, noise and false
targets to train. The targets in the detection samples can be regard as false targets, which can
cause targets to be eliminated. Moreover, the non-uniform distribution of training samples
will lead to the broadening of clutter suppression nulling, resulting in the reduction of
output SNR and the degradation of system performance. As can be seen form condition
2, the improvement factors of the system have hardly changed; when no jamming exists
or false targets are contained in detection samples, the system can only get samples with
clutter and noise to train. Only clutter and noise are eliminated and the system cannot
identify and eliminate false targets, which increases the false alarm rate of the system.

—40t — Conidtionl |/

Improvement Factor/dB

---------------- Conidtion 2 ||

NGB © > O Q9 O b o ) Q
Ve /Q. /Q. /Q. /Q. Q. . . . .

Normalized Doppler Frequency

Figure 10. Normalized improvement factors of the system. Condition 1 means false targets are
contained in training samples; Condition 2 means false targets are contained in detection samples.

5. Conclusions

A jamming method employing a non-uniform periodic repeater based on interrupted-
sampling is presented to against mDT-STAP. The proposed method constructs a non-
uniform signal environment by non-uniform periodic repeater retransmitting and retains
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the number of false targets to the maximum extent. This method can generate false
targets with different amplitudes and intervals at the algorithm level, without changing
the instantaneous transmit power of the jammer, thus reducing the hardware system
complexity and the energy loss caused by frequent power switching. The effectiveness of
this jamming method against the mDT-STAP system is proved by simulations.
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