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Abstract: Digital document communication between an enterprise and a customer is becoming a
primary form of communication rather than the traditional physical document communication. A
PDF document, the most popular document format, provides an identical document layout regardless
of OS or device and has a content integrity verification feature with a digital signature. However, it
has a bad user experience, such as low readability on a mobile device. On the other hand, an HTML
document has a weakness in verifying the content integrity even though it is the primary document
format and provides a good user experience on mobile devices. There are certified document services
using blockchain technology, but it is still vulnerable to verifying content integrity. Furthermore,
research on the document HTML has proposed the trusted document generation technique by
HTML conformance and digital signature; however, this research does not provide content delivery
verification, and there is a file size overhead. In this paper, we have developed the chained document
HTML by defining HTML conformance, digital signature, and blockchain technology. First, the
chained document HTML has to embed all resources and does not allow loading content on-demand.
Second, the file is signed by a digital signature, and the signature value is added in the file header.
Lastly, the metadata to verify the content integrity is inserted in a blockchain node. We have created
the chained document HTML generation and verification experiment environment by Ethereum
and Python. We have confirmed that the chained document HTML provides content and delivery
integrity verification in the research. We expect the chained document HTML will be widely used
in document communication between an enterprise and a customer, especially if the document has
sensitive personal information that might have a legal dispute.

Keywords: chained document HTML; digital document; blockchain; document communication

1. Introduction

The definition of an electronic document is described as “recorded information struc-
tured for human consumption” [1]. This definition also accommodates various documents
such as contracts, blueprints, email, and video clips. The definition of the electronic
document in Korean law is the information that is sent, received, or archived, which is
created or converted electronically by the information processing system [2]. It means
the electronic document is not just the traditional paper layout document but all kinds of
digital information that can be recorded and reviewed, including video and audio. We
can distinguish an electronic document into those that focus on representing the content
with human readability and those that focus on exchanging information between systems.
A document format such as an XML (Extensible Markup Language) is used to exchange
information between information systems, whereas a PDF (Portable Document Format) is
used to present as a traditional paper document.

Digital document communication by an electronic document and digital delivery
channel between an enterprise and a customer has been a significant communication
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channel since the digital era. There are various digital document formats for the content
representation with human readability, such as MS Word, HWP, PDEF, PostScript, Jpeg,
Tiff, and HTML. A PDF document is the most popular digital document format because
it has the same layout as a physical document, independent format against devices and
OS, and a content integrity verification feature by the digital signature. However, a PDF
document provides a weak readability feature on a mobile device, and there is no way to
track the document delivery. An HTML document has been getting more critical than a PDF
document in recent years, along with the mobile era. An HTML document is the primary
front-end language on a mobile device. An HTML document provides a good customer
experience, such as being easy to navigate and read, and responsive interaction. However,
an HTML document has weak verification features for content integrity compared to a PDF
document as there is no standard content integrity verification feature. Besides, it also does
not provide to track the document delivery like a PDF document.

There are researches and attempts regarding digital document communication to
ensure content integrity. The IT service company DocuSign provides a digital content
signature and delivery service [3], but it is based on PDFE. The Korea Internet and Secu-
rity Agency provides the Certified Electronic Document Intermediary service by using
blockchain technology to deliver digital documents such as PDF or HTML [4]. This service
stores content and delivery metadata in a blockchain node to verify content and delivery
integrity for various dispute situations. However, the service has the vulnerability to
verify content integrity in cases where a digital document consists of multiple separated
resource files. Another research has proposed embedding linked resources and adding a
digital signature for content integrity to overcome an HTML document weakness [5]. The
document HTML from the research provides strong content integrity like a PDF document
and a good user experience on a mobile device. However, this research only solves the
content integrity problem in terms of the document content perspective, even though the
content delivery verification is also a critical section. Moreover, the document HTML has
some file size overheads due to embedding all metadata to verify the content integrity.

In this paper, we have researched blockchain technology and designed the chained
document HTML specification can have content integrity. The chained document HTML
is the restricted HTML specification to ensure content integrity along with the blockchain
technology. The chained document HTML has been proposed to embed a related resource
and prohibit loading content on demand. Moreover, the chained document HTML does
digital signature for the content integrity, and digital signature value and document delivery
tracking information are stored in a blockchain node. The chained document HTML
based on the blockchain can verify both content and delivery integrity by a decentralized
mechanism. We did the related research for the digital document and the blockchain in
Chapter Two, designed the chained document HTML based on the blockchain in Chapter
Three, validated the chained document HTML by the experiment in Chapter Four, and
compared the chained document HTML to the current digital document formats in Chapter
Five. Finally, we have concluded the value of this research in Chapter Six.

2. Related Research
2.1. PDF and HTML

PDF is the ISO 32000 standard specification and developed by Adobe [6]. PDF doc-
ument is an independent format against devices and OS, and it includes all necessary
resources inside of the file to represent the content. A PDF document provides identical
representation on any device and any OS. PDF documents are the de facto standard elec-
tronic document, and Adobe has estimated that there were 2.5 trillion PDF documents in
circulation [7]. Furthermore, PDF has the specification to validate the content integrity
by using the digital signature [8]. The private key can sign the content based on the PKI
certificate, and the signed value and the public key can be added to the PDF document. The
signed PDF document can be verified by a document consumer using the standard PDF
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document viewer software. Lots of the documents, which contain personal information
from an enterprise to a customer, use the PDF document because of these characteristics.

Even though PDF is the de facto standard document format, it is challenging in
the mobile environment. PDF is born to replace the traditional paper, and it shows the
best value when a user reads a PDF document on a big screen device such as a laptop.
However, PDF does not support dynamic re-flow content, unlike HTML, and it can provide
a low readability experience on a mobile device. Moreover, most users expect two-way
communication on the mobile device, like to submit an inquiry for the next step after
reading content. However, PDF has a limited interactive communication feature, whereas
HTML has an interactive communication feature.

HTML is the markup language for the web, and the latest version is HTML5.2 [9].
HTMLS5 supports multimedia content without third-party software, and the responsive
HTML technique provides the best user experience on various devices. As a single HTML
can cover various devices, the hybrid application development methodology, which uses
HTML content as a part of the primary content representation in mobile applications, is
widely used. However, the cons of HTML in terms of a digital document is that HTML
requires related external resources such as an image, and there is no standard feature
to validate the content integrity. Because of that, digital document based on HTML has
the vulnerability of the long-term archive and to be a trusted document. Hence, many
enterprises are servicing both HTML digital documents for user experience on mobile
devices and PDF digital documents for content integrity.

2.2. Document HTML

The document-HTML is the proposal to eliminate the vulnerabilities of an HTML
documents to act as a trusted electronic document [5]. It is hard to treat an HTML document
as a single document because the HTML file and the resource file exist separately. PDF
documents provide a content integrity verification method by a digital signature, whereas
HTML documents do not provide a standard protocol for content integrity verification.
The Document-HTML solves the weakness of an HTML document as a trusted document
through the following rules.

(@) The encoding of HTML documents should be UTF-8.

(b) All related resources such as an image for an HTML document must be embedded
and do not compose the document by linking external resources. HTML documents
have to be single files like PDF and do not allow linking to external resources.

(¢) Do not use <audio>, <video> multimedia tags. Audio and video tags are difficult
to be included in a document due to the file size problem, and these tags are not
essential as a document. Therefore, the <audio> and <video> multimedia tags, which
are multimedia tags provided by HTMLD5, are not used.

(d) Do not use external resources container tags which are <object>, <iframe>, <embed>,
<param>. The external resource container tags are hard to be embedded in a single
document, and the function of the tags can be shown depending on the device.
Moreover, these tags are not an essential element as a document. Therefore, <object>,
<iframe>, <embed>, <param> tags, which are external resources container tags, are
not used.

(e) Do not allow asynchronous data loading. After the HTML document is opened, it is
not allowed to load data by an asynchronous call method using a scripting language
such as JavaScript jQuery library. Data itself is not included with asynchronous data
loading in the HTML document, and HTML document content can be different based
on data loading. The asynchronous data loading can be a vulnerability to the content
integrity of the HTML document.

(f)  The content of the HTML document must be digital signed. The digital signed hash
value and the digital signature public key must also be included so that they can
be verified.



Electronics 2022, 11, 1006

40f 15

The document HTML structure is as shown below in Figure 1. The header of the
document HTML document contains a digital signature value to verify the authenticity of
the document itself, and the linked resource is included in the document HTML document
using the data URL Scheme.

<!-BEGIN DOCUMENT-HTML-TYPE
DocHTML5 ve.1
END DOCUMENT-HTML-TYPE->
<!-BEGIN DOCUMENT-HTML-CONTENT-DIGEST
HEXDIGEST_VALUE
END DOCUMENT-HTML-CONTENT-DIGEST->
<!-BEGIN DOCUMENT-HTML-CONTENT-SIGNED-DIGEST
HEXDIGEST_VALUE
END DOCUMENT-HTML-CONTENT-SIGNED-DIGEST->
<!-BEGIN DOCUMENT-HTML-CONTENT-VALIDATION-KEY
HEXDIGEST_VALUE
END DOCUMENT-HTML-CONTENT-VALIDATION-KEY->
<!DOCTYPE HTML>
<html>
<head>
<title>Document-HTML Sample</title>
</head>
<body>
<div>
<img src="data:image/png;charset=us-ascii;base64,iVBORwOKGgo.. “/>
</div>
</body>
</html>

Figure 1. Document HTML structure with extended tag.

This document HTML provides the best user experience for web and mobile, and it
provides content integrity as much as the PDF document. In addition, it is suitable for
the long-term archive as an HTML document is a single document with all embedded
resources. However, it requires the central management system to generate the document
HTML and validate the document HTML. In addition, it is also a critical point to prove of
delivery of the document HTML from the producer to the consumer. However, there is no
way to validate the delivery of the document HTML.

2.3. Blockchain

Blockchain technology was developed by Satoshi Nakamoto for bitcoin in 2008 [10].
The first fundamental of the blockchain is that data is stored in a block with the previous
block hash value, which is calculated by using the data in the previous block. Therefore,
blocks are linked to the previous block, and any block cannot be altered once a block is
added in the blockchain node unless to change all blocks from the genesis block, the first
block. Blockchain technology provides immutability with this characteristic. The second
fundamental is decentralization. Anyone can download the full dataset of the blockchain,
and any user can contribute to adding the new block into the blockchain. Blockchain has a
consensus algorithm to avoid conflict from the many users who simultaneously try to add
a new block. Blockchain has been started for cryptography, which is bitcoin. In addition,
blockchain is becoming used widely in various domains that require reliable transaction
archival because of its immutability and decentralization. Current cyber risk concerns are
founded on intelligent systems capable of human—computer interactions [11] including
an electronic document system; the blockchain mitigates the current cyber risk by the
decentralized immutable distributed ledger.

Bitcoin, the most famous cryptography by blockchain, allows any anonymous user to
attend the bitcoin blockchain network, and anyone can be a peer. This is called the public
blockchain or permissionless blockchain [12]. The public blockchain allows joining the
blockchain network by anonymous, and it gives a robust decentralization methodology
as anyone can be a peer. However, it requires more processing time to run the algorithm
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for consensus to append a new block into the blockchain network. It could be impossible
to identify who has attended the network. On the other hand, private blockchain allows
joining the blockchain network to whoever has authorization [12]. It provides partial
decentralization, but it is valuable if only authorized entities are needed to be members
of the blockchain network. It can remove the potential risk by anonymity and has a
faster processing time to run the consensus algorithm. In a specific domain such as
finance, a private blockchain is used more than a public blockchain. There are different
blockchain technologies, as shown in Table 1; Ethereum is one of the public blockchains
and Hyperledger is one of the private blockchains.

Table 1. Public blockchain vs. private blockchain.

Public Blockchain Private Blockchain
Open network Closed network
Anyone can join the network The user who is invited can join the network
Anonymous Identified
Bitcoin, Etherium HyperLegder
Anonymous Nonymous
Bitcoin, Ethereum Hyperledger

A service by blockchain is undertaken by the smart contract. The smart contract is the
program that is run on the blockchain network. Once the smart contract is developed, the
binary code of the smart contract is added in the blockchain network as blockchain data
like a normal transaction, and it will be triggered for a service. As the smart contract is
one of the types of data in the blockchain, it has immutability. It requires the front-end
application to trigger the smart contract for a user or a system. DApp (decentralized
application) is an application for blockchain, and works with the smart contract to manage
the blockchain data.

3. Chained Document HTML Generation Technique
3.1. Chained Document HTML Conformance

There is no standard specification to preserve the content integrity in HTML, and an
electronic document based on a digital signed PDF is the de facto standard to preserve
the content integrity. We have proposed the document HTML generation technique in
the previous research to preserve the content integrity in which an electronic document
based on HTML can be a trusted document [5]. However, this previous research has
a weakness, which is the file size overhead due to the certificate value for the content
integrity verification in the header, and vulnerability of non-repudiation for the document
delivery. The chained document HTML is the expanded version of the document HTML.
The chained document HTML stores the certificate value in the blockchain transaction
instead of in the document itself to reduce the file size overhead and the document delivery
history can be proved by the blockchain transaction history which is immutable.

The chained document HTML has the same conformance as the document HTML to
be a single document content as below:

e  Allrelated resources must be in an HTML document internally;
e An HTML document can be opened in a standard web browser without any addi-
tional software.

3.2. Design of the Chained Document HTML Structure

The chained document HTML is a subset definition of HTML, and it does not require
any third-party software to open the file in a browser to view content. A standard HTML
document requires external resources to compose content to display. For the chained
document HTML, the data URI scheme, which is the standard specification as RFC 2397 [13],
is used to convert and embed external resources to internal resources with BASE64 format,
as shown in Figure 2.
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data: [<mediatype>] [;base64],<data>

Figure 2. Data URI scheme.

The chained document HTML has the extended header definition for content in-
tegrity, as shown in Figure 3. The structure of extended header information used the
HTML comment tag so that it will not have any impact on the original HTML5 content
rendering. The extended header DOCUMENT-HTML-TYPE indicates the document type
and the version of the chained document HTML. In this research, we use the constant
value, which is CDocHTML5 v0.1. The DOCUMENT-HTML-CONTENT-DIGEST has
the hash algorithm name and the HTML content hash digest value with a colon (:) to
distinguish the algorithm name and the HTML content hash digest value. The HTML
content except the extended header definition section is calculated for the HTML content
hash digest value. The DOCUMENT-HTML-CONTENT-SIGNED-DIGEST has the digi-
tal signed value of the DOCUMENT-HTML-CONTENT-DIGEST value. The document
creator signs the DOCUMENT-HTML-CONTENT-DIGEST value by using a private key,
and the signed value is recorded in the DOCUMENT-HTML-CONTENT-SIGNED-DIGEST.
TRANSACTION-ADDRESS has the blockchain transaction address to verify the
content integrity.

<!-BEGIN DOCUMENT-HTML-TYPE

CDOCHTML5 v@.1

END DOCUMENT-HTML-TYPE->

<!-BEGIN DOCUMENT-HTML-CONTENT-DIGEST

Hash algorithm:hash digest value

Ex) sha256:884DE890BDCABE2EE65DD5124BF2AB00286B16918AC78A77C89EDB28B6303623
END DOCUMENT-HTML-CONTENT-DIGEST->

<!-BEGIN DOCUMENT-HTML-CONTENT-SIGNED-DIGEST

Digital signed value

Ex) Cmw5TooDnBamnvchi@r3kJ88KB+/TTwxL8Mmlb4umdyVcrCQMP1CIzdIo414yrYR
EqcLIioqcGfpxnIQYdyjLFaW9rzf916jhuwSIFAFR5BIH/ZmANOL+LSkQ+KTbYI3
8b1ifF5SA2vkb/oWT34s1IPXxjCR3/828nmjqOPKEFQPFmskLePUOoetscUCOIIS
zjDOP+1mQmxmVXtyR7Y3w3MQYrmNI3qyn6SCDOk3MUHyh70LPSRgKUAhwaS5HPNV
mP+1N1am+CGg3GPeKRNXQkysipgxBRWWIk8T83X1bIKZeDBdiGTSz22PCmIU3bwz
e2jg+17ntcAPX5kiLdgRmQ==

END DOCUMENT-HTML-CONTENT-SIGNED-DIGEST->

<!-BEGIN TRANSACTION-ADDRESS

Blockchain transaction address

Ex) 0x091ff0ca58c349f27aded41e4dd3f019e5473d5¢ce1061d89060e3d7e561d067fe
END TRANSACTION-ADDRESS->

<!DOCTYPE html>

<html>

<head></html>

<body></body>

</html>

Figure 3. Extended header information of the chained document HTML.

Hence, the chained document HTML structure can be expressed, as shown in Figure 4.
The HTML content, in which all resources are embedded, is the target area for content integrity.
The content hash digest value is stored in the DOCUMENT-HTML-CONTENT-DIGEST, and
the digital signed value of the DOCUMENT-HTML-CONTENT-DIGEST is stored in the
DOCUMENT-HTML-CONTENT-SIGNED-DIGEST. The validation value, including the
public key, is stored in the blockchain, and the blockchain transaction address is stored in
the DOCUMENT-HTML-TRANSACTION-ADDRESS
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Chained Document HTML

(U A DOCUMENT-HTML-TYPE )

§ % DOCUMENT-HTML-CONTENT-DIGEST * Hash digest

gL DOCUMENT-HTML-CONTENT-SIGNED-DIGEST + Signed hash digest
L - DOCUMENT-HTML-TRANSACTION-ADDRESS ] « Blockchain

HTML Transaction Address

» Target area for
digital signature

Figure 4. The Chained Document HTML Structure.

3.3. Design of the Chained Document Blockchain Structure

A user who opens the chained document HTML needs to validate the fact that the
content has not been altered after it was created. So, the validation value for the content
integrity is required for the chained document HTML. The chained document HTML uses
the blockchain to store the validated value for content integrity. The validation values are
shown in Table 2. Timestamp shows the document creation date and time, Creator is the
document creator, and the value of the DOCUMENT-HTML-CONTENT-DIGEST from the
chained document HTML file is also stored in the blockchain in the same key. Also, the
public key and the certificate information are stored in the Certificate.

Table 2. The validation values in the chained document Blockchain.

Key Description
TIMESTAMP Timestamp for the document creation
CREATOR Document creator
DOCUMENT-HTML-CONTENT-DIGEST Hash digest value of the HTML content
CERTIFICATE Public key for the

document-HTML-content-signed-digest

Each chained document HTML is linked to the transaction of the chained document
Blockchain, and the validation values can be found in the transaction value, as shown
in Figure 5. First, the chained document HTML and the transaction of the chained doc-
ument Blockchain must have the identical DOCUMENT-HTML-CONTENT-DIGEST to
identify the content has not been altered. Second, CERTIFICATE value is used for the verifi-
cation of the DOCUMENT-HTML-CONTENT-SIGNED-DIGEST. CERTIFICATE has the dig-
ital signature certificate information and the public key to verify the DOCUMENT-HTML-
CONTENT-SIGNED-DIGEST. The unsigned value from DOCUMENT-HTML-CONTENT-
SIGNED-DIGEST should be identical to DOCUMENT-HTML-CONTENT-DIGEST, which
is in the chained document HTML header.
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( o 1 DOCUMENT-HTML-TYPE ( Block N |
t3 DOCUMENT-HTML-CONTENT-DIGEST
£ @ [ DOCUMENT-HTML-CONTENT-SIGNED-DIGEST
- DOCUMENT-HTML-TRANSACTION-ADDRESS [ Transaction N |
HTML
( TIMESTAMP )
( CREATOR )
([ DOCUMENT-HTML-CONTENT-DIGEST |
( CERTIFICATE )

Figure 5. The chained document HTML Structure with Blockchain.

3.4. Chained Document HTML Generation and Verification Process

The chained document HTML system has two major processes: the chained document
HTML generation process from a standard HTML and the chained document HTML
validation process. It has four major sub-sequence processes for the chained document
HTML generation process, as shown in Figure 6. First, a standard HTML file will be
validated whether it has incompatible HTML objects for the chained document HTML.
Second, all external resources in the HTML document will be downloaded and converted to
internal resources using the Data URI scheme. Third, the encrypted hash digest value to be
used for the document validation will be added to the blockchain as blockchain transaction
data. Lastly, the metadata, including the blockchain transaction address, will be added in
the chained document HTML metadata. The finalized chained document HTML will be
returned to a user.

( ) ( A

Standard HTML ,| Validate HTML | Convertto
objects internal
- § p, \__resources )
|
v
4 ™ e ~N -
Add transaction Add metadata Chained
to blockchain to HTML Document HTML
I\ J 1\ J -

Figure 6. The chained document HTML generation process.

A user who receives the chained document HTML can open and view the document
using standard HTML viewer software, as the chained document HTML uses standard
HTML specification. If the user wants to verify the content integrity of the chained docu-
ment HTML, the user can request the document verification. The verification process has
four major sub-sequence processes, as shown in Figure 7. The verification process reads
the metadata from the chained document HTML and compares the content digest from
the HTML body and the content digest from the metadata. This is the first verification
process by the content digest value in the file. Furthermore, the transaction data from the
blockchain is retrieved by using the transaction address in the metadata to find the public
key and content digest. In addition, the signed-content-digest will be verified by using the
public key. This part is the second verification process.
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Chained
Document HTML

Result

Read metadata Verify
from HTML Content Dlgest
{ Read Verify Signed

transaction data Content Digest

Verification
from blockchain

Figure 7. The chained document HTML verification process.

4. Experimental Verification
4.1. Experiment Environment

We used the python script and Ethereum blockchain network in Linux for the exper-
iment, as shown in Table 3. We have created the python script to generate the chained
document HTML and verify the chained document HTML. The certificate from the Let’s
Encrypt [14] is used to sign the content digest by using the OpenSSL. The Ethereum lo-
cal network is used for the blockchain to save the blockchain metadata of the chained
document HTML; the blockchain network was run by the Geth console.

Table 3. Experiment environment.

0s Ubuntu 20.04.2 LTS 64bit
Geth 1.10.4-stable
OpenSSL OpenSSL 1.1.1f
Certificate Let’s Encrypt SSL Certificate 2048bit key
Python Python 3.8.8
Web3

The Ethereum local network was running in the backend, and the python script could
connect to the network by using the Web3 library. Furthermore, the python script could
execute the OpenSSL to sign the content digest or validate the signature. So, the python
script was the entry point for the experiment; it can read the sample HTML document
and generate the chained document HTML. After that, the python script also verified the
content integrity of the chained document HTML.

4.2. Sample HTML Document for Experiment

We have researched the most common HTML tags and external resources from finan-
cial enterprises. We also prepared the sample HTML document based on the research, as
shown in Figure 8. The sample HTML document used HTML tags which were found from
the research, and most tags were mainly for the layout display and linked as shown in
Table 4. in addition, the sample HTML document had external resources such as JavaScript,
as shown in Table 5. The sample HTML document contained a personal customer address
area, amount to pay area, detailed transaction list area, and the interaction button area to
simulate a billing statement in a financial enterprise.
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Personalized Billing Statement
Below is an example personalized billing statement
Billing address

Andrew Hwang
ahwang@tomatocreamsoup.com
06355 Seoul, South Korea

Amount this month

2,335 USD
DATE TYPE DESCRIPTION PAYMENT AMOUNT  BALANCE
01-Sep-2021 AMAZON 123-123-123 2,345 USD 2,345 USD
04-Sep-2021 SING WATER X SEA 80 USD 2,425 USD
20-Sep-2021 HAPPY CASHBACK 90 USD 2,335 USD

Continue to pay

Figure 8. Sample HTML.

Table 4. The tags in the sample HTML.

Tag Count Tag Count Tag Count Tag Count
td 15 li 3 form 1 h2 1
th 9 hr 3 table 1 thead 1
div 9 h4 2 head 1 tbody 1
p 6 script 1 style 1 html 1
meta 5 title 1 footer 1
tr 4 img 1 body 1
a 4 link 1 ul 1

Table 5. The external resources in the sample HTML.

Type Description

Image PNG logo
Style Sheets Bootstrap CSS
JavaScript jQuery JS library

4.3. Generate Chained Document HTML

The chained document HTML was generated from the sample HTML document,
as shown in Figure 9. All resources are embedded by data URI format, as shown in
Figure 9-(4), so the chained document did not require to open an external resource to
display the content. The hash digest value, which was calculated by the content, including
internal resources, can be found in the DOCUMENT-HTML-CONTENT-DIGEST metadata,
as shown in Figure 9-(1). Furthermore, the digital signed value, which was signed with
the DOCUMENT-HTML-CONTENT-DIGEST as an input by a private key, can be found in
the DOCUMENT-HTML-CONTENT-SIGNED-DIGEST metadata, as shown in Figure 9-(2).
The file size of the sample HTML document was 303,775 bytes, including external resources,
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and the file size of the chained document HTML is 405,064 bytes because of adding metadata
and converting resources to data URI format.

tdoctype html>
lkhtml lang="en">
<head>

<meta charset="utf-8">
<meta name="viewport" content="width=device-width, initial-scale=1,
shrink-to-fit=no">
<meta name escription"
<meta name="author" conte
contributors">
<meta name='"generator" content="Jekyll v4.1.1">
<title>Document-HTML Sample Test</title>

g=nn>
Mark Otto, Jacob Thornton, and Bootstrap

<link rel="stylesheet" href="bootstrap.css">
<style>
.bd-placeholder-img {
font-size: 1.125rem;
text-anchor: middle;
-webkit-user-select: none;
-moz-user-select: none;
-ms-user-select: none;
user-select: none;
}

@media (min-width: 768px) {
.bd-placeholder-img-lg {
font-size: 3.S5rem;
}
}

</style>

<l-- Custom styles for this
</head>
<body class="bg-light">

<div class="container">

<div class="text-start py-2">

<div class="mx-auto">
<div class="">
<div class="text-end">
<h4 class="mb-3">Billing address</h4>

{-BEGIN DOCUMENT-HTML-TYPE
ICDOCHTMLS v0.1
ND_DOCUMENT-HETML-TYPE-3

[€!-BEGIN DOCUMENT-HTML-CONTENT-DIGEST
Isha256:285F047CS90DESB85A44A6889A21C8452EB2E112A01754C55BA3DS50756605C2B8
END DOCUMENT-HTML-CONTENT-DIGEST-3>

K!-BEGIN DOCUMENT-HTML-CONTENT-SIGNED-DIGEST

73 3WCh1uhMNC44GNKW1lhiiEyacWzxSbQFRJuoPqek9167KJIQ] 8czSnF+uhkSxi3w
KpHySdccAn27EQhCLgDWRUC2v7 FwRyHUGUBY 6v/ PpSYUHXRrnXWweraLk8wYJeve
BLAGDrEDhbVRGMIvuvSGKO£fmkLylAAya7THVX8QIbF7VTa3LuBModOwlj 1SMUEzb]
R7qZ2£jUQdt0IAqItyNgVOBzgskGfb2Ui1lRpWngS5+1FyCA42z]8bYm8bbpSCglBH/ £
PnXCtcoVvIZrVCARYnh£K64g2bZgcFAWIOFZErgIOkM8bQRIOhXTARLMva/ANZ17
|Mx+swS3Cdjadul PLTRu/ Q==

END DOCUMENT-HTML-CONTENT-SIGNED-DIGEST-3

[K!-BEGIN TRANSACTION-ADDRESS
Pxa53196150280ea087efaffe0l1££72386540a%a71886ac92a% b2eal36ec2960e4
END TRANSACTION-ADDRESS-3

[KIDOCTYPE html>

“html lang="en">
<head>

="utf-8"/>

="width=device-width, initial-scale=l, shrink-to-fit=no" name=

o u

<
-
o
3
0
H
o~

" name="description"/>
="Mark Otto, Jacob Thornton, and Bootstrap contributors" name=

<meta
"author"/>

<meta content="Jekyll v4.1.1" name="generator"/>
<title>

Document-HTML Sample Test

</title>

£l

<img src="tomatocreamsoup logo.png" alt="" width="150" height="72">

<h2>Pe lized Billing Sta t</h2>

<p class="lead">Below is an example lized billing st /9>
</div>

<link href=

"data:text/css;charset=us-ascii base64,QGNoYXJzZXQgI1VURi041jsKLychCiAqIEJVH3H
2dHJThcCB2NS4XLj h0dHBZO18vZ2VOYr wLmNvbS8pCiAqIENvcHlyaWdodCAyMDEXI)
TIwMjEgVGh1IEJvb3RzdAHThcCBBAXRob3TZzCiAqI ENveHlyaWdodCAYMDEXLT I wMjEgVHApdHR1civ
gSW5§LgogKiBMaWN1bnN1ZCB1bmR1ciBNSVQGKGhOdHBZzO18vZ210aHVi LmNvbS90d2J2zL2Jvb3Rzd
HJhcC93ibG93L21haW4vTEIDRUSTRSKKICovCjpyb290 IHSKICAtLWIzLWISAWU6 1CMwZDZ12ZmQ7CiA
gLS1icylpbmRpZ2861CM2NIEwWZ) I 7CiAGLS1icylwdXIwbGU6ICM2Z jQyYZzETCiAGLS1icylwaWsrd
iAjZDY2zMzg00OwogICOtYnMtemVkOiAj ZGMZNTQ10wogI1CO tYnMtb3Thbmd10iA ZmQ3ZTEOOWog1C(
£¥YnMteWVsbGI30iAjZmZ JMTA30wog1COtYnMtZ3T1ZW4 61 CMXOTg3NTQ7CiAgLS1icyl0ZWFSOiAjM
jBjOTk30wogICOtYnMtY31hbjogl zBkY2FmMDSKICAtLWIzLXdoaXR10iAS ZmZmOwog 1 COtYnMtZ3]
heTog12z2ZjNzU3ZDsKICAtLWIzLWdy Y kt ZGFyazog 1 zMOM2EOMDSKICAtLWIzLWdy YXk tMTAWOiA3 2
JhmOWZhOwogICOtYnMtZ3JheSOyMDA6ICNLOWVS ZWY 7CiAgLS1icylnemFS5LTMwMDog I 2R1ZTI1INS o

KICAtLWJIzLWdyYXktNDAWOiAjY2VKNGRhOWogICOt¥nMtZ3TheSOIMDA6ICNhZGI1YmQ7CiAgLS1id

Figure 9. HTML vs. chained document HTML.

(1)

(4)

The value of TRANSACTION-ADDRESS metadata is indicated to the transaction of
Ethereum as shown in Figure 9-(3), and the transaction value in the transaction address can
be found as shown in Figure 10. Chained document HTML blockchain metadata is in the
input key section as binary, and the binary value contains DOCUMENT-HTML-CONTENT-
DIGEST and digital signature certificate as JSON format, as shown in Figure 11.

'blockNumber': 5514,
'nonce': 18,

"transactionIndex': 0,
*valu=": 10000000000000,
"type': '0x07,

fv': 1le07,

gt
'gas': 2000000,
"gasPrice': 50000000000,

"input':

{ "blockHash': HexBytes('0x172f6f8ecb7e68d674e834£fc08d0d0d44c57485b0249b5ad53d3e9208Bafa2£952"),
"from': 'Oxl1cB844475EEb7b07£fba4BESTEf471lac8elalliae3l",

"to': '0x5B3BE07E92554faabb086lESLfOEECALEB9C1T7dE2",

'r': HexBytes('0xblS66d73d835bdbectbeatB67c95ac2bdof2a5a5570c736£5a54323562d8£dde"),
: HexBytes ('0x0bcB2b792651b7547857227adcdd7872£827755689da35£895c4£29££2625a4£") }

'hash': HexBytes('0xa53196150280=a087=faffe01£f£72386540a%a71886ac%2a%ab2sa36sc2960:4"),

"0xTb22444£43554d4542542d48544d4c2d434£42544542542d444547455354223a202232383546303437433535304445
38383541343441363838394132314336834353245423245313132413031373534433535424133443530373536363035433
24238222c202243455254454645943415445223a20222d2d2d2d2d42454745422043455254494645434154452d2d2d2d2d)
5c6e4d4949465a444343424579674177454241674553417a6£704142553570574e6c2£382b456b476£2bET73943624d41 3
0474353714753459623344514542437755415c624d444578437a414a4267425642415554416c56544d525577464155445¢
51514b4577314d5a58516e€63794246626d4e75655842304d51737743515544565151445c€6e45774a534d7a41654677307|
94d5441754d444d774=7a4d7a4d7a6461467730754d5441314d4451774e7a4d7a4d7a64614d427778476a415542674e5¢
42414d545c6e45576cTa4c6e4631595752705a5735304c6d4=764c6d74754d4549424596a414242676b71686b694735773)
0424151454641414£43415138414d45454243674b435c6e4151454176626355674e55746d42414b6450445055756c4£7¢)
61507054386446424c35585a5571324£5662734254494d584a47593070314b46597650362f71715c62616136424b4b643
16£6£41454b556dE9459647761747367566£69655a574d6c52426325466dEb4cT16c34354bEb55334d33575150756=376d
70504f39763149455c6263516533536138755a415855794c414862632b706145416b487a355a38606134667732336961¢
€315a457a52762£7361634a3355384b624465455051724746555c624730622b434662665595a4261659453231656c774£7¢
564a6d4b78615031457a33416148445551526639337036335347746c45706a7541566838577278476531585c624542417
94b5437483237546£566450756a744d69795275445568384£31747862694c4=69466b7a637136564d746e2b5as516b704k|
4353756934753947627431725c626d675a796169706946746568637063534d5447432143547275514544415141426£344
94369444343416£517744675944565230504151482£42415144416757675c624d423047413155644a5151574d42514743]
4373474151554642774d42426767724267454642516344416a414d42674=5648524d4241663845416a41414d4230475c¥

Figure 10. Chained document HTML metadata in Ethereum.
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{'DOCUMENT-HTML-CONTENT-DIGEST":
'285F047C590DE885A44A6889A21C8452EB2E112A01754C55BA3D50756605C2B8 ",

'"CERTIFICATE': '----- BEGIN CERTIFICATE-----
\nMIIFZDCCBEygAwIBAgISAzopABY5pWN1/8+IkGo+g9CnMABGCSqGSIb3DQEBCWUA\NMDIXCzAIBGNVBAYTAL
VTMRYwFAYDVQQKEw1MZXQncyBFbmNyeXBOMQswCQYDVQQD\nEwISMzAeFwlyMTAyMDMwNzMzMzdaFwoyMTAIMD
QwNzMzMzdaMBwxGjAYBENVBAMT\nEW1zLnF1YWRpZWSOLmNvLmtyMIIBIjANBgkghkiGOwOBAQEFAAOCAQBAMI
IBC

r/ytc5q3F04Q==\n----- END CERTIFICATE----- \n'}

Figure 11. Chained document HTML structure in Ethereum.

DOCUMENT-HTML-CONTENT-DIGEST is the identical value to DOCUMENT-HTML-
CONTENT-DIGEST in chained document HTML metadata, and CERTIFICATE contains
digital signature information and a public key to verifty DOCUMENT-HTML-CONTENT-
SIGNED-DIGEST.

4.4. Verify Chained Document HTML

We verified the chained document HTML by using the verification python script.
The python script can generate the verification report after finishing to verify the chained
document HTML integrity. We cloned the chained document HTML from the generation
experiment step, and we harmed the file to simulate altering the file in an unauthorized
manner. The verification reports for the original chained document HTML and the harmed
chained document HTML can be seen, as shown in Figure 12. The verification report from
the original one showed all of the content digest and the signed content digest are valid.
However, the verification report from the harmed file showed the content was not identical
and it was invalid.

Verification Result

Verified OK

Message

Verified OK

Certificate Message

Certificate:
Data:-
Yersion- 3 (0x2)
Serial Mumber:

Issuer: C = US
Yalidity
Hot After -

Subject Public Key Info:

Hodulus-

Chained Document HTML Content Digest

285F047C590DEBB5A44A6889A21C8452EB2E112A01754C55BA3D50756605C2B8

03:3a:29:00-16:39:a5-63:65-ff -cf-86-90-6a:3e:83:d0:a7
Signature Algorithn: sha256WithRSAEncryption
0 = Let’s Encrypt, CN = R3

Hot Before: Feb 3 07-33:37 2021 GHT
Way 4 07:33:37 2021 GHT
Subject: CN = is.quadient.co.kr

Public Key Algorithm- rsaEncryption
RSA Public—Key: (2048 bit)

Verification Result

Verification is failed

Chained Document HTML Content Digest

Content Digest in Header:
285F047C590DES85A44A6889A21C8452EB2E112A01754C55BA3D50756605C2B8 Current

Digest in Document:
2A51D72FD76338DA1EBE18375E175F503766BAFBF27D41AF9286119989FAFA39

Message

Hash digests are different

Certificate Message

00:be:-77-14-80-d5:2d-98-10:0a-74-10-cf-62-e9:
de:bd:a3:e9:4f:c7:45:34:bf :57:65:4a:b6:39:59:
ec:05:32:0c-5c-91:98:d2:9d-4a-15:Bb:cf-eb:=fa:
aa’69:ae:81:28-a7:75:a2:80:08:29:49:a2:21 Zdc:
1a:b6:cB:15-a2-27-99:58:¢9:51:05°cf :c5:9a-42:
ea 97:8e-4a-91-4d-cc-dd-64:0f-ba-Te-e6-ad-{3:
bd:bf:52:04-71:07:b7:49:af :2e:64:05:d4-cB8:-b0:
07:6d:cf:a9:68:80:24:1f:3e:59:12:46:b8:7f-0d:
b7:8a:87:15:64:4c:d1:bf:fb:1a:70:9d:d8:f0:ab:
¢3-a0:83:d0-ac-61:54-1b-46"fe-08-59-df -61-93"
5a-88:8d-b5-Ta-5¢c-0e-bd-52:66-2b-16-8f -d4-4c-
£7:01:al :c3:51:-04:5¢f:f7:7a:Ta-dd-21:ad-94-4a:
63:¢8:05:61:f1:6a:f1:19:ed:57:10:10:32:29:3e:
¢7-db-bA:-eB-55-d3-ee-Be-d3:22:¢9-1b-83-52:11-

Figure 12. The verification result report.

The content digest value can be easy to be altered in an unauthorized manner. How-
ever, the signed content digest, DOCUMENT-HTML-CONTENT-SIGNED-DIGEST, was
generated by a private key in a digital signature. It takes around 2100 MIPS years to find a
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private key for unauthorized access in case RSA-140bit, and takes 3423 years for the time
estimation for factoring RSA-1024 bit [15]. In the experiment, the digital signature with
RSA-2048bit length was used, and we can say that it is impossible to alter the content in
an unauthorized modification manner as the time estimation for factoring RSA-2048 bit is
4.00633 x 10'2 years [15]. In addition, the metadata in the transaction in the blockchain is
immutable, so it also shows that computing to find a private key is useless as it cannot alter
the metadata in the transaction in the blockchain.

5. Comparison
5.1. PDF vs. HTML vs. Document HTML vs. Chained Document HTML

The chained document HTML is the enhanced version of the document HTML based
on HTML for the trust document communication. The chained document HTML has
the advantage against a PDF, a standard HTML, and the document HTML, as shown in
Table 6. A PDF document does not provide a good user experience on a mobile device
as well as a content delivery verification. A user experience is the most important factor
in the interaction between an enterprise and a customer, so an HTML document is more
widely used as it provides a good user experience. The chained document HTML and
the document HTML use related resources as an embedded internal format, whilst the
standard HTML allows external and internal resources. In addition, the chained document
and the document HTML do not allow to use of a specific HTML tag, such as iframe, to
avoid changing the content on the fly. Therefore, the chained document HTML and the
document HTML provide strong content integrity with this characteristic. The chained
document HTML and the document HTML have the metadata for the content integrity
verification. The checksum and the signed checksum in the metadata are used for document
verification. In addition, the signed checksum by using a private key protect to modify the
content against unauthorized manner. The document HTML needs to embed all metadata,
including a public key and a certificate, to verify the content integrity with the signed
checksum. It provides the content integrity feature as well as the chained document HTML.
However, there is no way to trace the document delivery status between an enterprise
and a customer. The chained document HTML contains the minimum metadata, and
the metadata for the content integrity and content delivery verification is stored in the
blockchain node. As a result, the chained document HTML minimizes overhead files and
verifies content integrity and delivery based on the blockchain.

Table 6. Comparison among HTML vs. document HTML vs. chained document HTML.

Chained Document

PDF HTML Document HTML HTML
HTML compatibility Incompatible Compatible Compatible Compatible
Structure Single file with internal Multiple files with Single file with internal ~ Single file with internal

resources external resources resources resources

Resources format

Any resources on PDF

Any resources on Any resources with Any resources with

specification HTML specification Data URI scheme Data URI scheme
Any HTML tags under . Don’t all(.)w to use . Don’t all(.)w to use
HTML tags Nonsupport HTML specification iframe, object, video, iframe, object, video,
p audio audio
Data lgaci.lng Allow Allow Don’t Allow Don’t Allow
by scripting
. Content digest, Content digest,
Metadata in the XMP, Pieceinfo - Signed digest, Signed digest,

document

Certificate Transaction address
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Table 6. Cont.

Chained Document

PDF HTML Document HTML HTML
Timestamp
Metadata in the ) ) ) Creator
blockchain Content digest
Certificate
User experience on a Bad readability, Good readability, Good readability, Good readability,
mobile No interaction Responsive Responsive Responsive
e e . Verification by Verification by chained
Verlfl.catlonlcontent Ver1f1cat.10n by a digital Nonsupport document HTML document HTML
integrity signature
metadata metadata
Verification content Verification by chained
Nonsupport Nonsupport Nonsupport document HTML

delivery

blockchain metadata

5.2. File Size Overhead

There is a file size overhead in the document HTML and the chained document
HTML because these need to include all resources and necessary information. However,
the chained document HTML contains the minimum metadata, and the metadata for
document verification is stored in the blockchain node. As a result, the chained document
HTML minimizes overhead files and verifies content integrity and delivery based on the
blockchain. The file size overhead from the chained document HTML and the document
HTML shows different overhead sizes as shown in Figure 13. The file size overhead of the
document HTML is the sum of the content digest, signed content digest, content verification
key, and each resource’s size, increasing by data URI conversion. The file size overhead
of the chained document HTML is the sum of the content digest, signed content digest,
transaction address, and each resource’s size increases by data URI conversion. The size
of the transaction hash address is about 66 bytes as string format with Ethereum, whilst
the size [16] of the content verification key has no limitation of the file size. The chained
document HTML can reduce more than 2000 bytes of overhead file size as the content
digest certificate is more than 2000 bytes in general.

n
Sa=My+Ms+M,+ ) f(R;)
i=0

n
Se=My+M;+ M+ ) f(R)
i=0

S4: Document HTML overhead file size S.: Chained document HTML overhead file size

My: Content digest metadata M;: Signed content digest metadata

M,,: Content verification key metadata M,: Transaction address

R: Resource f(R): Data URI conversion

Figure 13. The file size overhead in the document HTML and the chained document HTML.

6. Conclusions

In this paper, we researched and designed the technique of chained document HTML,
which provides strong content integrity by using blockchain technology. The chained
document HTML treats a traditional HTML document as a single document like a PDF doc-
ument. Hence, a user can store and review the chained document HTML without breaking
a document due to external resources regardless of network connection status. Moreover,
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the chained document HTML validates the content integrity by using a digital signature
and the metadata for the content integrity is treated as the extended header information.
The extended header information is stored in the chained document Blockchain, so it is
impossible to modify once the information is recorded. As a result, a user who receives a
personal electronic document based on the chained document HTML can ensure content
integrity and expect an enhanced user experience in a mobile environment. The electronic
document based on the chained document HTML could be a new de facto electronic docu-
ment standard format on the mobile environment beyond the electronic document based
on PDF as the chained document HTML has both mobile-friendly user experience and
content integrity verification feature. Therefore, we expect the chained document HTML
technique can be widely used in an enterprise such as a financial enterprise that needs to
deliver sensitive personal information via a mobile channel. In future research, we will
research to optimize the data capacity of the metadata strong for the chained document
content integrity verification in the chained document block for more efficient blockchain
block size processing.
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