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Abstract: Digital freelancing refers to hiring potential employees to work on specific projects on
a contract basis by organizations, companies, and individuals. Existing freelancing systems are
based on client-server models and managed in a centralized way. Centralized freelancing systems
are originating several issues: lack of trust, payment delays, central control over all operations,
less reliability, online frauds, and lack of fairness. Hence, we propose a decentralized freelancing
system based on blockchain and biometrics. Blockchain in the freelancing system makes contracts
decentralized, and no one can control the interaction and deals between buyers and sellers. Biometric
signatures on smart contracts in the freelancing system enhance the authenticity and validity of
agreements between buyers and sellers. Our decentralized freelancing system is an online web-based
platform based on blockchain and biometrics and built on Python. It makes the interaction and deals
between buyers and sellers via the innovative approach of smart contracts. The proposed work
illustrates the development, implementation, and functionalities of the freelancing system, such as
registration as buyer or seller, logging in to the system, posting a job, bidding on jobs, hiring process,
finalizing deals with smart contracts having a biometric signature of both parties and distributing
smart contracts among all stakeholders via blockchain. Our system proves the fairness, clarity,
security, and reliability in all processes of posting and hiring without the involvement of any central
management authority.

Keywords: blockchain; biometrics; decentralized freelancing; smart contract; biometrics

1. Introduction

Freelancing is a contract-based job where companies, organizations, or individuals
recruit potential professionals [1–3]. Companies hire freelancers according to projects
via online platforms specifically designed for said purpose. Based on their expertise,
skills, experience, and knowledge, freelancers complete the assigned job and charge from
organizations against the provided services [4]. Freelance professionals are always free to
sign projects with multiple clients without remaining committed to a single company or
organization simultaneously [5,6]. Clients usually post a job in online freelancing platforms,
and freelancers bid on several jobs. Clients hire a freelancer for their projects based on
several characteristics, such as experience and freelancers’ ratings [7]. The global freelance
workforce is increasing rapidly. The study found that approximately 51% of the population
will become freelance professionals in several developed countries in the coming years [8].

Currently, all major freelancing platforms, such as Upwork, Fiverr, and Guru, are
based on traditional client-server models and managed centrally by officials of said organi-
zations [9,10]. In the client and server architecture, organizations use servers to host their
web applications and provide access to those servers to online communities worldwide [11].
People connect with that server to use the services provided by organizations. Existing
client-server architecture allows the complete control and access to data of all users to
organizations [12]. In centralized systems, organizations can alter their policies, such as

Electronics 2022, 11, 789. https://doi.org/10.3390/electronics11050789 https://www.mdpi.com/journal/electronics

https://doi.org/10.3390/electronics11050789
https://doi.org/10.3390/electronics11050789
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/electronics
https://www.mdpi.com
https://orcid.org/0000-0003-1107-9941
https://doi.org/10.3390/electronics11050789
https://www.mdpi.com/journal/electronics
https://www.mdpi.com/article/10.3390/electronics11050789?type=check_update&version=1


Electronics 2022, 11, 789 2 of 18

terms and conditions, transactions fees, and other statements, at any time to facilitate
the users or handling of complaints. However, several issues are associated with these
centralized platforms, such as the owners of centralized freelancing platforms charging
high fees, lack of fairness, and deleting any user’s account from platforms without any
intimation or notice [13]. The possibilities of online scams and fraud are always present in
centralized freelancing platforms. Several studies suggest the decentralized freelancing
platform avoids payment delays and unfair treatment with accounts [14]. In contrast,
decentralized system nodes are not dependent on a single master node; control is spread
among many nodes. Cryptocurrency service suppliers, such as Bitcoin, Litecoin, Ethereum,
and many other providers use this model [15,16].

A blockchain is a decentralized ledger holding records of transactions in blocks, and
all blocks are connected via a chain [17]. The concept of blockchain was introduced and
developed in 2008 [18]. A wide range of features of blockchain technology [19] make it the
most demanding technology in several application areas, such as the government sector,
education sector, business sector, healthcare sector, and law and judicial sector [20–24]. The
previous study developed a decentralized freelancing system named Hire Chain, based on
the Ethereum blockchain using solidity [25]. In the Hire Chain project, developers assign
the Ethereum address to each user consisting of public and private keys generated with
an elliptical curve cryptography algorithm [26,27]. The decentralized system based on
blockchain technology was proposed to protect temporary workers’ rights and manage
their employment [28,29]. White et al. [30] introduced a decentralized network-based
fundraising and a freelancing system where financiers use the IRT protocol token to deliver
the funds for the projects submitted by clients. Lim et al. [31]. proposed a solution
based on blockchain to improve a reputation system in the gig economy to build trust
between freelancers and clients. Rodrigo et al. [32]. introduce a blockchain system that
allows smart contract to access and use real-world information within the blockchain.
Oscar et al. [33]. discuss the opportunities and challenges in integrating blockchain and
biometrics, emphasizing biometric template storage and protection. Recently, a study
proposed an advanced method of implementing a collaborative business process based on
the Hyperledger fabric permissioned blockchain to improve centrally controlled business
model performances and overcome the most severe issues of centralized systems [34–36].

However, no study reports a decentralized freelancing system using blockchain where
the biometric signature on smart contracts helps to reduce the percentage of online fraud in
any means. In our research work, we use a survey through Google forms to ask freelancers
whether they face any online fraud in their freelancing career or not. Most freelancers
reported, as given in Appendix A, that they face sudden changes in project requirements
after the delivery of projects, and as a result, they lose their money and the deletion of
accounts after the bogus complaint to the freelancing platform management from the
client’s side. Based on the opinions of the freelance community in an online survey, we
extract the functional requirements of our system, such as the fact that the system should
be reliable, secure, transparent, and unbiased from all aspects primarily related to user
account treatments.

In the present study, we propose a decentralized freelancing system using blockchain
and smart contracts to solve the above stated issues of centralized freelancing platforms.
Biometric signatures on smart contracts and the further distribution of those smart contracts
via decentralized blockchain technology mitigate fraud in freelancing platforms, such as
once the deal is conducted via smart contracts, both parties, i.e., clients and freelancers,
become unable to change the content of the agreement on the smart contract, as, otherwise,
all parties are notified about the alteration. The users of our proposed system are buyers
and sellers. Buyers can post a job on the platform with specific details about the projects,
such as the job’s budget, timeline, and requirements. Sellers are freelancing professionals
who join our system to sell their services. The proposed system will remove the burden of
high fees from clients and freelancers. The system will provide equal opportunities to both
clients and freelancers to bid for projects by reducing scams and fraudulent activities.
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2. Methodology and Development of System Design
2.1. Methodology

To develop the proposed decentralized freelancing platform system, we followed
the agile software development methodology explained somewhere else [37]. Agile soft-
ware development methodology has five phases of system development. Each phase
continues the development process towards completion and remains concurrent with other
phases. Table 1 describes the connection of agile methodology with the development of the
proposed decentralized freelancing system.

Table 1. Connection of agile methodology with the proposed decentralized freelancing system.

Agile Methodology Phases Tools and Technology Timespan (Days)

Brainstorm
X Online survey on Google forms and

literature review 60

System Design

X Unified modeling language for
high-level sketching of system design

X Drawing and prototyping tools
60

System Development

X Python programing language
X Hypertext Markup language (HTML)

and Cascaded Style Sheets (CSS) for
frontend development of the system.

X ChainSQL database API with MySQL
at the backend.

120

Quality Assurance

X Security and Reliability quality test
X Speed matric, efficiency, and

accuracy tests
15

Launching

X Running on the localhost and
accessing the interface of the system
on the browser

5

Documentation/dissertation
writing

X Microsoft Office (MS Word) 60

2.2. System Design and Development

The system design included the different perspectives of several system prototypes,
including the system’s working process for both types of users, i.e., buyers and sellers,
layered architecture of the system, database design, profile creation, job posting, bid placing,
and project submission.

2.2.1. Transaction Processing Architecture of the Proposed System

The Hyperledger fabric blockchain platform has three steps in the unique transaction
processing mechanism as shown in Figure 1:

X In the first phase of the transaction, systems users initialize the transaction with
some necessary parameters for transaction identification, including Chain Code ID,
Timestamp, and transaction payload.

X In the next phase, a verification signature is generated by approving nodes in the
network to ensure the authenticity of the user, i.e., whether they are authorized to
perform transactions in the system.
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X After the signature verification of the user, the user is allowed to propose several
parameters specified in the system, such as the identity of the user, signature of the
user, and channel identity. Channel identity is referred to as an address of private
blockchain between two or more users involved in the project, and they can share the
ledger privately with other users of the system.

X After broadcasting the required information in the system, the validity is confirmed
by time status, i.e., assigned or not assigned, before engaging the professionals with
that broadcasted job.

X After the confirmation of validity, the user is allowed to participate in it. After
the necessary documentation, such as deal, time, and agreements, the transaction
becomes part of the blockchain and smart contracts are executed when conditions are
met successfully as stated in the agreement form.
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According to the above-described details, the three steps involved in transaction
processing in our platform are given in Figure 2:
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Figure 2. Validation phase of the transaction.

Order: Order the information in the required form, i.e., entering job specifications,
identity, cost matric, and timespan required to complete the job.

Validate: Checking the job validation, i.e., either available or assigned and active
or canceled. When ordering the transaction, the confirmation of posting authority with
identity and other details are specified. Validation steps help to avoid the double-spending
problem, i.e., making the same deal with more than one professional in our system case.
Figure 2 illustrates the validation of the transaction in the case of our system.

Execute: The execution of an agreement process after the confirmation of the transac-
tion’s validity by sending a proposal and accepting the proposal by the other side.

The unique three-step transaction processing mechanism in the Hyperledger fabric
platform offers several key benefits to our system.
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2.2.2. Work Process of System

As described earlier, there were two main system actors: seller and buyer. Sellers are
freelancing professionals in our proposed system and clients are buyers. Both types of
system actors have different work processes in the system. First, we define the buyer’s
work process in the system. Figure 3 illustrates the buyer work process.
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Figure 3. Buyer work process in the system.

Figure 3 shows that, at the time of starting with the system, buyers sign up with the
system by providing the required details. After the successful registration with the system,
the buyer logs into the system by providing valid credentials. After logging in to the system,
buyers post the job. After posting the job, the buyer must wait for some operation from the
seller’s side. The seller operations on the system is given in Figure 4.
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Figure 4. Seller work process in system.

As in the case of the buyer, the seller also signs up and signs in to successfully start
the system as shown in Figure 4. After signing into the system, the seller can find jobs
posted by buyers, as discussed earlier. After searching for a job according to interest and
professional field, they can place a bid on the job. More than one seller can place a bid on a
single job. Buyers can review all bids placed by several sellers on the posted job. Based on
some personal criteria, the buyer accepts a single proposal out of many. The seller will be
notified accordingly upon acceptance by the buyer. The buyer initialized the agreement
by accepting the bid of the seller. After that, the seller responds to the understanding and
places the biometric signature on the smart contract. After this step, the transaction will
become part of the blockchain, and the information will be dispatched to each stakeholder
via blockchain. One copy of the data will also be saved into the database in hashed format
for recovery if required. After completing the job, the seller will submit the job to the buyer
based on the job specifications described earlier in the agreement. If the requirements are
fulfilled in the submitted work, the smart contract will be executed, and the state of the
transaction will be changed accordingly.
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2.2.3. Layered Architecture of the System

The presentation, application, and data access layers in the proposed decentralized
freelancing system are shown in Figure 5. From the user’s perspective, the presentation
layer is a high-level layer that interacts with the system. Users perform required operations
on a system via the presentation layer. The application layer holds the system’s core li-
braries, binaries, and coding between the system database and the interface. The innermost
layer of the system is the data access layer. From the user’s perspective, the data access
layer is a low-level layer and holds the actual database schema. As the name suggests, the
data access layer is responsible for accessing the data from the database according to the
queries generated by users from the presentation layer. After accessing the data from the
database, the data access layer transmits data to the layer above it, i.e., the application layer.
The application layer shows the data to the presentation layer according to rules defined
in the application layer. The layered model of the system, discussed specifically from
blockchain architecture, has four layers and holds some differences from the traditional lay-
ered architecture. Blockchain layered architecture consists of a presentation, decentralized
application, and hardware [38].
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2.2.4. Database Design

ChainSQL has blockchain integrity and can process queries of the traditional database
systems quickly [39]. The building blocks of ChainSQL include application interface,
network consensus, database operations, and access grants. The application interface
provides access to the blockchain. Our proposed decentralized freelancing system sends
commands in SQL format. The given commands are wrapped up in transaction format
by the application interface and dispatched to the Blockchain network for agreement.
Network consensus is paramount to data integrity. If agreement on the transaction is not
achieved, the transaction is restricted to become a part of the blockchain. Precisely to
our system context, if an agreement is not achieved between buyer and seller after the
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buyer accepts the seller’s bid, all existing operations are rolled back, and the transaction
does not change its state from available to assigned. The transaction will become part of
the blockchain and database once an agreement between both parties is achieved. After
achieving a consensus, the blockchain transmits the data of transactions to the concerning
database. The database maintains the record of all transaction data and can be retrieved
when required via a traditional database’s easy query processing mechanism. Figure 6
illustrates the database design of the system. The owner can authorize or deauthorize the
rights of several operations via simple SQL commands.
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2.2.5. Prototype Design
Prototype Design

Figure 7a describes the steps required for creating the user profiles. During the sign-up
phase, all the details about users are stored in the data store. The unique user id must
be guaranteed with hashing. Detailed information is required to register with the system
for both users, i.e., buyers and sellers. The information that is collected from the users
at the time of profile creation is name, username, user type, email, phone, and password.
Figure 7b illustrates the registration interface of the system. Upon successful registration
with the system, the user can log into the system by providing the valid credentials set at
registration. The login interface of the system is shown in Figure 7c.
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Job Posting and Bid Placing on Job

Figure 8 display the graphical representation of the job posting and bid placing
mechanism in the system. For posting a job in the system, the buyer provides the required
details and information about the job, including the job’s title, the job’s budget, the time
required to complete the job, skills needed to handle the job, and a detailed description
about the job. Once the required details are provided, the job is appended into the database
and becomes visible in the uploaded, but unassigned jobs list. All details entered with the
job become public and visible to every seller. Sellers can select a job according to their skills
and expertise from the list and place a bid. The freelancer submits a detailed proposal and
bid amount on the posted job to establish a bid on the job.
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Both buyers and sellers can view their activities on the system via a separate dashboard
developed for both buyers and sellers. From the respective dashboard, the buyer can see
the bids placed by all sellers on a particular job with a detailed proposal and bidding
amount from the seller’s side.

Job proposals are stored in a database, and buyers can retrieve the proposal informa-
tion by using its hash value. After reviewing all the bids placed on the job posted by the
buyer, the buyer will select the best seller based on several parameters, i.e., experience,
qualification, proposal statement, age, gender, and interest. The system does not specify
these parameters for choosing the best seller because every buyer can choose the seller
according to their criteria. When the buyer decides the appropriate seller, the seller is
notified accordingly, and the agreement process starts with the contract form. A contract
form is shown to both parties. The contract form holds a detailed description of the job,
including time, budget, requirements, and other details. At first, the buyer places the
fingerprint on an electronic biometric reader device to place the biometric signature on
the contract form. After carefully reading the contract form, the seller must establish a
biometric signature, i.e., fingerprint on the contract form, to make the deal. Once the deal is
achieved, the posted job’s transaction state is changed from unassigned to assigned and
becomes invisible from the available job list. If the seller did not sign the contract for any
reason, then, they can discard the contract form. In this case, the state of the posted job
transaction will remain the same as it was previously, i.e., unassigned, and stay visible
in the available jobs list so other sellers can place a bid on that job to complete the job
against money.
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Job Submission after Completion

Figure 9 illustrates the job submission after completion of the prototype design. After
successfully matching the job requirements, the job is declared completed from the seller’s
side. The seller submits the completed job via the interface provided at the respective
dashboard. The buyer will be notified accordingly after submitting the job files marked as
completed by the seller.
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The smart submission contract in this diagram is a code that validates specific details
from the smart contract form signed by the buyer and seller with the biometric signatures
as described in the previous section. Smart submission contract marks the job completion
time and requirements on the contract form and displays the report to buyer, i.e., valid or
invalid. If the job is marked valid and completed by smart submission contract, it retrieves
the submitted files and sends them to the buyer. The buyer checks the files submitted by
the seller and confirms the job completion.

3. Results and Discussion
3.1. User Registration and Login

Users can be registered via accessing the user registration interface of the system.
The system allows two types of users to register, either buyer or seller. Therefore, the
registration page provides a list box for selecting appropriate user types during registration
with the system. Figure 10a shows the system’s user registration web interface, which
allows the user to open the account in our blockchain and biometric-based decentralized
freelancing system. After registering and login, they can check the opportunities in the
system according to their role.
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The required fields for successfully registered users are name, user id, type, mobile
number, and password. Submitted user details are stored in the database. Additionally,
with each agreement in the system, a hash of user information is associated with the trans-
action to identify the user based on unique constraints, such as email, user id, and mobile
number. The user registration form requires only basic information from users. Users can
modify their information and add extra information in their profile, i.e., profile pictures
and addresses, from their private dashboards generated for each user upon successful
registration with the system. Users can land on their dashboards after the successful login
to the system. Figure 10b illustrates the login interface of the system. The user has to enter
valid credentials to access the private dashboard and profile at the system’s login interface.

3.2. Users Dashboard and Profile
3.2.1. Seller Dashboard

After logging into the system, the user can perform the operations according to their
role from the dashboard. Each user, i.e., seller and buyer, has different performance options
in the system dashboard. Figure 11 shows the seller dashboard and profile after logging
into the system.
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User dashboard provides the facility for users to perform almost all system function-
alities for which they join the system. As shown in Figure 11, the user dashboard allows
the users to access different operations, including the current month’s statistics, messages,
notifications, total sales, an average of canceled sales, recent activities in the system, bid
status, pending agreements, invoices, buyers request, and calendar, on the first page of
the dashboard.

3.2.2. Buyer Dashboard

The dashboard of buyers is different from the seller from several perspectives accord-
ing to the changing nature of the role. Figure 12 illustrates the system’s buyer dashboard.

The proposed system allows the buyers to perform different dashboard tasks, includ-
ing posting jobs, accessing seller’s requests, reviewing the agreements and invoices.
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3.3. Job Posting

The system provides the interface to the buyer for posting the job from the dashboard.
Figure 13 shows the job posting interface of the system for buyers.
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Posting a job on the platform system requires some mandatory input fields to be
completed to add job details, such as the subject of the job, nature of the job, budget, time
duration for completing the job, job description, and files of job to upload if required. After
entering the data in all the necessary input fields, the user can post the job. All posted jobs
by the same buyer are visible in the form of a list at the next tab of the dashboard. Figure 14
shows the list of all posted jobs by the same buyer.

This list of jobs is public and visible to all sellers in the system. Sellers can filter the job
searching according to their expertise, and only filtered jobs can become visible to those
according to their search criteria. Figure 15 illustrates the interface of job searching from
the seller dashboard.
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As shown in Figure 15, the seller selects the job area of web design and development
from all categories. The system filters the jobs related to the specified area and gives the
option to bid on several jobs to the seller. Required input fields for placing the bids on
the job are the budget specification and description of the bid. After completing the fields
needed for placing the bid, the seller confirms the bid placement. These bids become visible
to the buyer and notify the buyer in the notification bar of the system.

3.4. Approving the Placed Bids on Jobs

Once the seller places the bid on a job, the next step towards finalizing the deal is the
approval of the bid from the buyer’s side. The system notifies the buyers when sellers
bid on their posted job. More than one seller can place a bid on a single job until the
buyer accepts a bid and the state of the posted job transaction changes from unassigned to
assigned. Figure 16 illustrates the interface where buyers can review the bids placed on
their job.
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was signed by the buyer earlier with a biometric fingerprint and which holds the job 

Figure 16. A bids review interface where bids are placed on jobs posted by the buyer.

The interface shown in Figure 16 shows the bids placed by the seller on jobs. The
seller’s name, bid description, and budget quotes are also visible. The buyer can review
the bids by keeping several aspects in mind, i.e., the qualification and efficiency level of
the seller. The buyer can view the details about the seller by simply clicking on the seller’s
name at this stage. Once the seller’s proposal is approved, the next step is to agree, as
shown in Figure 16.

3.5. Agreement on the Contract Form

As shown in Figure 16, once the buyer clicks on the “Proceed to agreement” link after
approving the seller’s proposal, the system displays the agreement form or smart contract
form, which automatically extracts the job requirements and descriptions and only requires
verification from the buyer via a biometric signature to confirm the agreement. When
the buyer places their finger on the biometric signature reader device, the API reads the
fingerprint scan and puts it in the buyer area of the contact form. Figure 17a shows the
concept graphically, described above.
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Figure 17. (a) Finalize agreement with a biometric signature from the buyer side. (b) Options for the
seller to sign the contract of canceling the agreement.

The seller will notify the system accordingly when the buyer finalizes the signed
biometric contract. At this stage, the seller has two options: (1) to sign the contract form to
confirm the agreement or (2) to discard the deal if they do not want the work. Both options
are available on the seller’s dashboard, as shown in Figure 17b.

As shown in Figure 17b, the seller has two options: either proceed towards signing
the contract form or cancel the transaction. In our case, to test the system functionality, we
moved towards signing the contract form. Once the seller clicks on the “Proceed to Sign”
link shown in Figures 6 and 10, the system displays the contract form to the seller, which
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was signed by the buyer earlier with a biometric fingerprint and which holds the job details
in it. To confirm the agreement, the seller places the biometric signature on the contract
form, and the agreement between buyer and seller will be achieved, as shown in Figure 18.
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Figure 18. Finalization of the agreement with the biometric signature from the seller’s side.

Once the seller completes the biometric signature on the smart contract form, the job
posting transaction will be validated and executed to change its state from unassigned
to assigned. Further, the transaction will become part of the blockchain network after
execution. Once the agreement between buyer and seller is achieve on smart contract
form with a biometric signature, the hash code of smart contract form is generated and
transferred to blocks of the blockchain. One copy of hashed data is stored in the database
to recover the needed information. Figure 19 illustrates the storage of the hash code of all
job details mentioned on the smart contract form in the data store.
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All parties involved in this transaction and a part of the blockchain network can
retrieve the data from the store using a hash code of information. However, no one can
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alter the information already stored without being notified because a minor change in
information can change the entire stream of the hash code, and the defaulter can easily be
identified. Thus, our system ensures information security and the validity of the agreement
or contract.

4. Conclusions

We implemented a decentralized freelancing platform based on blockchain and bio-
metric technology in this research work. The system allows users to create accounts, post
jobs, place bids, update profiles, and come to an agreement between sellers and buyers
via a smart contract form. In this study, we implemented and demonstrated the complete
workflow of the system, from posting a job by buyers to finalizing an agreement with bio-
metric signatures on the smart contract form. This research demonstrates how blockchain,
smart contracts, and biometric technology create decentralized freelancing platforms. It is a
better choice than traditional centralized freelancing platforms. Due to the decentralization
and autonomous operations of the system, the platform fees are eliminated, ensuring a
fair treatment with accounts as accounts are never deleted or frozen based on bogus or
vague complaints, and no one can alter the requirements of the tasks at any stage of the
work. Smart contracts handle the independent verification of the completed tasks. Hence,
fraudulent activities are mitigated in the proposed system, which is present in centralized
freelancing platforms.

The proposed system lessens the commission earned by a centralized freelancing
system from freelancing professionals. The free, open-source blockchain platform Hyper-
ledger Fabric by Linux foundation was used in this research work for several reasons,
such as its unique three-phase transaction processing mechanism, permissioned, private
blockchain, and the fact that it is supported by several programing languages, including
Python and Java. The proposed system demonstrates the transparent means of agreeing
between buyers and sellers and mitigates the chances of fraudulent activities, unfair and
biased treatment of accounts, and high fees with enhanced security, reliability, validity;
it also offers authenticity to clients and freelancers who do not face the burden of high
fees or additional charges. In brief, the proposed system’s main feature is providing equal
importance for both clients and freelancers and equal opportunities to bid to both new and
old freelancers in the system. The proposed system mitigates accounts’ unfair treatment by
avoiding scams and fraudulent activities. Moreover, the system allows the posting of jobs
and bids to clients and freelancing professionals.
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