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Abstract

:

In vehicular ad hoc networks (VANETs), due to the fast-moving mobile nodes, the topology changes frequently. This dynamically changing topology produces congestion and instability. To overcome this issue, privacy-preserving optimization-based cluster head selection (P2O-ACH) is proposed. One of the major drawbacks analyzed in the earlier cluster-based VANETs is that it creates a maximum number of clusters for communication that leads to an increase in energy consumption which reflects in a degradation of the performance. In this paper, enhanced rider optimization algorithm (ROA)-based CH selection is performed and that optimally selects the CH so that effective clusters are created. By analyzing this, the behavior of the bypass rider’s CH is chosen, and this forms the optimized clusters, and during the process of transmission, privacy-preserving mobility patterns are used to secure the network from all kinds of malfunctions which are performed by the new vehicle blending and migration process. The proposed P2O-ACH is simulated using NS-2, and for performance analysis, two scenarios are taken, which contain a varying number of vehicles and varying speeds. For a varying number of vehicles and speeds, the considered parameters are energy efficiency, energy consumption, network lifetime, packet delivery ratio, packet loss, network latency, network throughput, and routing overhead. From the results, it is understood that the proposed method performed better when compared with earlier work, such as GWO-CH, ACO-SCRS, and QMM-VANET.
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1. Introduction


Vehicular ad hoc networks (VANETs) are a type of mobile ad hoc network (MANETs), and their main motivation is to control accidents and obtain better road safety. VANETs consist of intelligent vehicles to monitor and control the traffic of intelligent transportation systems, and they concentrate on issues such as accident control, congestion control, traffic patterns, and energy [1]. Here, for connectivity purposes, vehicles are equipped with the onboard unit (OBU). The types of communication in VANETs are vehicle-to-vehicle, vehicle-to-Internet, and vehicle-to-infrastructure [2]. VANETs’ intelligent vehicles are highly talented at accessing new services to provide road safety [3]. Now, the Internet of Energy (IoE) is newly introduced to compete for the industrial application to satisfy the utilization of energy and demand [4]. For effective communication, delay, and scalability, the dangerous issues this creates cause most of the damage in the network. In this situation, intelligent clustering approaches were introduced into a process that plays a significant role in the vehicular communication system. Clustering represents a grouping of the network based on the similarity according to certain parameters, such as node distance, bandwidth, etc. A cluster is a group of members that selects one among the nodes as the cluster head (CH) and all other nodes are cluster members (CM) [5,6]. In a vehicular network, cooperative communication is a preferable choice. It examines the V2V links based on VANETs in depth; particularly because the vehicle-to-vehicle (V2V) connections have more difficult mobility contexts than vehicle-to-infrastructure (V2I). Dynamic nature is a crucial property of VANETs; dynamic topology commonly happens and that leads to unreliable communications. Clustering, in reality, makes network structures and communication more reliable, and an adaptable manner and stable power control (RPC) technique could produce higher outcomes even when the mobile channel fluctuates. The joint clustering and RPC techniques are critically based on these findings [7].



VANET categorization is recognized as a critical strategy for improving the network efficiency. It is linked to several different aspects. Stable clustering, for instance, has been evident through strong MAC scheduler efficiency, efficient routing, and, as a consequence, a durable and secure system [8]. There are many different types and classes of clustering in VANET. Both single-hop networks and multi-hop networks are differentiated based on their architecture [9]. In regard to systems, there are centered as well as distributed forms of the present network; there are highway vs. urban models; based on volume, there are dense vs. sparse concepts; and based on capability, there are high vs. slow speed concepts. Morphology statistics, such as the kind of vehicle, driver’s goal of moving from one place to another, and so on, and movement knowledge, including direction, velocity, and acceleration, can all be utilized to cluster VANETs [10].



Clustering is scalable and stable network structures provide an easy way for effective communication. Vehicles inside the clusters are CH, CM, and gateway. CH acts as an access point to manage the traffic pattern of the cluster. All of the CM nodes will communicate with the CH, and then inter-cluster communication is initiated to reach the destination. Cluster-based routing improves the network capacity, which leads to efficient data delivery and utilization of bandwidth [11]. In certain protocols, parameter-based CH is initiated, which is based on distance, direction, and speed. Such processes increased the network overhead. Some clustering protocols concentrate on reducing malfunctions and vulnerabilities in the network [12,13,14]. Infrastructure-less vehicular communication and group communication is essential in providing effective communication. To improve the security of the network, new methods need to be introduced in VANETs [15,16,17]. However, due to the huge dynamic mobility of vehicles, these protocols become inefficient for VANETs. To overcome these drawbacks in this research, privacy-preserving optimization-based advanced CH selection (P2O-ACH) is proposed, which helps to reduce network congestion and instability. The two main sections of the protocol are enhanced rider optimization algorithm-based CH selection and privacy-preserving mobility patterns. By using these methods, the network stability is increased, which leads to effective communication in VANETs.



Contribution of the Research


	
The purpose of the development of the proposed P20-ACH method is to improve the privacy and energy efficiency of the VANETs network by reducing energy consumption, delay, and routing overhead.



	
Effective cluster heads are chosen using the advanced ROA-based CH selection process that results in improving network connectivity and stability that reflects in the reduction of energy consumption and delay in the network.



	
To protect the vehicles from malicious activities in this paper, the privacy-preserving mobility model is introduced so that the vehicle behavior is monitored, which reflects in the increase of the trustworthiness of the network.



	
Through this effective CH selection and privacy-preserving mobility model, the effectiveness of the network is highly increased, which reflects in the increase of the network lifetime.






The rest of the paper is organized into the following sections. The related works are discussed in Section 2. The system model with network model assumptions is elaborated on in Section 3. The proposed P20-ACH method is detailed in Section 4. The simulation results are evaluated in Section 5. Finally, in Section 6, the conclusion as well as the possible future directions are given.





2. Related Works


2.1. Clustering Associated Research


Clustering is utilized in a variety of communication networks [18] and VANET cluster analysis [19]. The clustering of VANETs is the emphasis of this research study. Some additional method uses density as the major parameter for several VANET clustering techniques. A strategy for clustering depending on density measure is presented in [20].



In [21], the idea is proposed of presenting two CHs in a single cluster, which are the main CH and secondary CH. The maximum weight is given to the main CH (PCH), which is calculated using parameters such as the average rate of speed between vehicles. To enhance cluster stability, the secondary CH will act as the backup to the PCH and assumes responsibilities when the PCH leaves the cluster. Presented in [22] is the double-head clustering (DHC) approach, which used new measures for channel access to improve cluster stability and efficiency. It analyzes the signal strength and the connection expiry time, in addition to the vehicle’s velocity, orientation, and location (LET).



Presented in [23] is a clustering algorithm to reduce power consumption. To enhance the lifetime of the network cluster, head and load balancing are concentrated. Elective CH election with CH rotation is done. This method improves the throughput and lifetime of the network, but fails to achieve a high packet delivery ratio; hence, this is not suitable for a network with dynamically varying topology.



In [24], the author recommended a destination-aware context-based routing scheme to increase the packet delivery ratio and reduce network delay. This structure includes cluster formation, motor location, and speed of the vehicles. The cluster creation and CH selection are done with the help of the motor mobility and connection details, but this method fails to achieve high throughput.



In [25], the author suggests a novel clustering method to improve the throughput and packet delivery ratio of the VANETs. The proposed method combines the modified k-means algorithm and the maximum stable set problem. Effective cluster formation and CH selection are done through this method. However, this method produces more overhead and delays during the process of transmission.



Presented in [26] is a two-fold model for a stable CH election process, which consists of one or many kinds of communication with the hyper-graph spectral clustering method and cluster maintenance. This method greatly helps to increase the lifetime of the network and achieves moderate improvement in the throughput and delivery ratio. Furthermore, this produces high routing overhead and delay.



Suggested in [27] is a fuzzy logic-based cluster selection to improve the stability of the network. This method greatly improves the lifetime and efficiency of the network, but fails to achieve high throughput and packet delivery ratio.



Presented in [28] is a cluster-based routing protocol to improve the path length and data delivery ratio, as well as to reduce the average end-to-end delay. Here, a named data network technique is used in a hybrid communication model for dedicated short-range communication. However, this method produces more overhead and fails to achieve high throughput.



Introduced in [29] is a multi-channel clustering-based congestion control algorithm to significantly improve the network performance by minimizing the energy consumption in VANETs. It is one of the proactive infrastructure-based clustering approaches. Though this method’s energy efficiency has increased, this type of approach is not suitable for a network with a huge dynamic mobility model.




2.2. Optimization-Associated Research


Suggested in [30] is a novel approach to improve the packet delivery ratio of the network called reliability aware multi-objective optimization using the enhanced Gaussian mutation harmony searching method. The core process of this method is Gaussian mutation, objective decomposition, and a harmony memory extraction algorithm. This method improves the packet delivery ratio and reduced the delay. However, the routing overhead is high.



Promoted in [31] is a two-hop routing algorithm to improve the throughput, delay, packet delivery ratio, packet loss rate, and communication overhead of the VANETs. This algorithm is based on multi-objective Harris Hawks optimization. Though this method achieves a better overall performance, this type of approach is not suitable for a network with a huge dynamic mobility model.



In [32], the author described the federated learning and blockchain to improve the trust and integrity of the network. This paper shows the current research challenges of the VANETs in terms of security and privacy perspectives.



Introduced in [33] is a method to improve the convergence speed of the network called the Hybrid Genetic Firefly Algorithm-based Routing Protocol. The essential feature of GA is combined with the Firefly Algorithm and it is applied in both the lightly populated and heavily populated areas. The performance is better in both scenarios, but it fails to achieve higher throughput.



Suggested in [34] is a reactive routing protocol called AODV with ant colony optimization (ACO) to improve the data transmission in VANETs during the process of communication. The multicasting approach is used for path establishment. Due to this method, the system achieves high throughput, low packet loss, and low end-to-end delay, but it produces more routing overhead during transmission.



Developed in [35] is a method to improve the packet delivery ratio and throughput of unmanned aerial vehicles (UAVs). Here, the particle swarm optimization algorithm is utilized for finding the optimal deployment of UAVs, which is based on vehicle density, heading direction, and previous coverage information. This method produces high routing overhead.



In [36], the instability is reduced, which is created by random topology in VANETs after the author introduced a grey wolf optimization-based clustering algorithm. In this concept, the cluster head is chosen according to the social behavior and hunting mechanism of grey wolves. This method produced a high packet delivery ratio with reduced energy consumption, but the network throughput is very low. The efficiency of the network is reduced with the increase of the throughput in the network.



Proposed in [37] is a street-centric routing scheme (SCRS) for the process of optimal path selection in the VANET network. Concepts such as multipath routing and ant colony optimization (ACO)-based clustering play a major role in improving the performance of the network. This method greatly reduces the computational cost and end-to-end delay, and produced more packet delivery ratio. However, the routing overhead is high and throughput is moderate.



In [38], the author proposed the concept called QMM-VANET, which is the quality of service (QoS)-based mobility management; it is the reliable and stable CH selection method with the trustier vehicle. Additionally, it concentrates on retransmitting the packets using gateways and gateway recovery algorithms. This method achieves a high packet delivery ratio and network stability. However, throughput is moderate. Table 1 shows the summary of previous related works.



After analyzing the earlier study, the major limitations which are present in the earlier research are improper mobility management in dynamic communication range, improper inter-vehicular link reliability, ineffective cluster formation, and lack of security. Due to these drawbacks, the effectiveness of VANETs’ communication is highly affected, which leads to a reduction in the performance of the network.



So, there is a need to develop a new model which fulfills these criteria. Therefore, in our proposed work, the privacy-preserving mobility mode and optimization-based advanced cluster head selection are performed. ROA-based CH selection is done to improve efficiency and reduce the congestion and overhead in the network. The privacy-preserving mobility model is used to improve the accuracy of the network by enhancing security. A detailed elaboration of the proposed method is given below.





3. System Model


Due to the increase in population in urban areas, the enhancement of infrastructures with appropriate facilities becomes essential. Hence, IoT-based smart cities are introduced to meet the requirements of the city inhabitants. The required system model with a WSN embedded IoT network is constructed. At the initial stage, clusters are generated and it is improvised in Section 4. Generally, the network is subdivided into N clusters. Each cluster consists of one cluster head (CH) and N number of cluster members (CM). The sink node    S  n o d e     is used to collect the data packets from the CHs from each cluster and then transmit that to the required end user. The core objectives, which are used for the selection of CH are residual energy, coverage area, latency, and network traffic. Thus, the CH node is only able to communicate with the    S  n o d e     and the other nodes in the network. Hence, the selection of CH becomes a more complex process in an IoT network; we are using multiple objectives for the selection of CH in our proposed work. In Table 2 the symbols and descriptions used for the entire proposed work are given.



3.1. Network Model Assumptions


The nodes are static in nature as well as homogeneous. The residual energy allocated to each CM node is 0.5 Joules. The structure of the    S  n o d e     is centralized. At the initial stage, all the nodes are localized randomly. Then, groups are divided and CH is chosen, which helps transfer the data packets to the    S  n o d e     using a single or multi-hop communication model. The node with maximum residual energy is chosen as a CH for better performance. Mobility model selection is given in Table 3.




3.2. Initial CH Selection


The major objective functions used for the selection process of the CH and CM are velocity, link capacity, latency, and residual energy of the node. The expression for the calculation of


  R  E  C H − C M   e n e r g y   =     ∑   i = 1  n  O  F  C H   e n e r g y    (  r e m  )  − O  F  C H   e n e r g y    (  i n i t i a l  )      ∑   i = 1  n  O  F  C M   e n e r g y    (  r e m  )  − O  F  C M   e n e r g y    (  i n i t i a l  )     



(1)




where,   O  F  C H   e n e r g y    (  r e m  )    represents residual energy of the CH,   O  F  C H   e n e r g y    (  i n i t i a l  )    represents initial energy of CH,   O  F  C M   e n e r g y    (  r e m  )    represents remaining energy of the CM,   O  F  C M   e n e r g y    (  i n i t i a l  )    represents initial energy of CM.


  O  F  C H   e n e r g y    (  r e m  )  − O  F  C H   e n e r g y    (  i n i t i a l  )  =   ∑   i = 1  N  R E  (  C  H j   )  −   ∑   i = 1  N  I E  (  C  H j   )   



(2)






  O  F  C M   e n e r g y    (  r e m  )  − O  F  C M   e n e r g y    (  i n i t i a l  )  =   ∑   i = 1  N  R E  (  C  M j   )  −   ∑   i = 1  N  I E  (  C  M j   )   



(3)




where, N is the number of nodes inside the cluster,   R E  (  C  H j   )    represents the remaining energy of the CH inside the cluster,   I E  (  C  H j   )    represents the initial energy of the CH inside the cluster,   R E  (  C  M j   )    represents the remaining energy of the CMs inside the cluster,   I E  (  C  M j   )    represents the initial energy of the CMs inside the cluster,



Velocity calculation of the network is calculated according to the average speed of the network. For example, a vehicle moves at the speed of 72 km/h and 100 km/h. Hence, the average speed (   A  s p e e d    ) for the assumption is given below [38].


  O  F  v e l o c i t y   =  A  s p e e d   =   2 × 72 × 100    (  72 + 100  )    = 66.27    (  Km / h  )   



(4)







In Equation (4) the numerical values 72 and 100 denote the varying speed of the vehicle. The link capacity is defined as the maximum throughput produced for each transmission. The mathematical expression for link capacity is given below.


  O  F  L C   =    S  p a c k e t s     (  P  r e a d y   −  P  r e c e i v e d   )  T o     



(5)




where,    S  p a c k e t s     represents the packet size,    P  r e a d y     represents the calculation of packets ready to transfer,    P  r e c e i v e d     represents the calculation of packets received, and    T o    represents the time taken for the transmission.



Latency Calculation: The latency calculation of the nodes is calculated using Equation (6) by the ratio of the number of CH nodes in the network with the number of nodes in the network. The math expression for the calculation of latency is given below.


  O  F  l a t e n c y   =     ∑   i = 1  M   L  C H − C M    M   



(6)




where, M represents the transmission count among the CH and CM,    L  C H − C M     represents the latency produced during the process of communication between the CH and CM.



Using these parameters in weight, the node to become CH is measured. The expression for the calculation of a node to become CH is described.


  W  C  N − C H   =  (   W 1  × R  E  C H − C M   e n e r g y    )  +  (   W 2  × O  F  v e l o c i t y    )  +  (   W 3  × O  F  L C    )  +  (   W 4  × O  F  l a t e n c y    )   



(7)







In Equation (7) the terms    W 1  ,  W 2  ,  W 3  ,   and    W 4    are the experimental constants. Using Equation (7), initially CH is chosen and the optimal CH is selected using the ROA-based CH selection process, which is elaborated on in the upcoming section.





4. Privacy-Preserving Optimization Based on Advanced CH Selection (P2O-ACH)


The privacy-preserving optimization-based advanced CH selection (P2O-ACH) method is designed to improve the overall performance of the network. The major category which affects the network performance is lack of security and increased energy utilization due to the usage of a huge number of devices in the network. The proposed P2O-ACH method is mainly designed to overcome these issues, such as security and energy utility. The proposed method is subdivided into two sections, namely ROA-based CH selection and the privacy-preserving mobility model. ROA is a rider optimization-based algorithm used for the optimization-based CH selection approach, which concentrates both the energy consumption reduction and reducing the congestion in the network. The privacy-preserving mobility model is used to provide security to the network mainly during the process of new member blending and leaving the cluster in the network. The diagrammatical representation of the proposed P2O-ACH method is given below in Figure 1.



The proposed P2O-ACH methods concentrated on improving both the energy efficiency and privacy of VANETs. For the purpose, the enhanced ROA-based CH selection and privacy-preserving mobility model are introduced. In the enhanced ROA algorithm, optimization issues are solved, and with the help of the principle of ROA the process of CH is performed so that the CH is highly optimal, which reflects in the reduction of energy consumption, delay, and overhead during communication. On the other hand, the privacy-preserving mobility model is employed, which provides security during the process of node joining and migration process. This is the proposed methodology which is done in this research.



4.1. Data Routing in Clustering


At the initial stage, the network is subdivided into several clusters that are headed by the CH. CH will collect the data packets from the CM nodes and transfer that to the SINK    S  n o d e    . To reduce the delay and energy consumption, the data are fused and the volume is reduced. The core concept of clustering is data routing and data collection, and then forwarding that to that    S  n o d e    . For the process of data routing, we are using a model called anchor-based routing. N number of anchors γ can be used for experimentation. In our research simulation, we used γ = 3. In the first segment, the    S  n o d e     chooses the nearest node as an anchor and that is represented as   A  R 1   , Then,    S  n o d e     transmits the DiscoverNearestNode message to all the nodes in its coverage area. The nodes which are in that coverage area will receive the message and transmit an acknowledgement message with its ID and the residual energy at each instance of time. According to the signal strength, the best node is chosen by the    S  n o d e    . The    S  n o d e     transmits the SINKRequest message (   S  n o d e   , A  R 1  , E ,  δ  t h    ); here, E is represented as the event and the    δ  t h     is represented as the threshold value of the event.



  A  R 1    transmits the EVENTRequest message (  A  R 1  , E ,  δ  t h   , H = 0  ) in a flooding manner. The node which receives the transmitted message is represented as    N j    for the first time and then the hop count is incremented by 1. That node that transmits the message is denoted as the parent node P. Then, currently the packet format of the EVENTRequest message becomes (   N j  , E ,  δ  t h   , H  ). Finally, the flow of the process becomes: the CM node transmits the event report to CH, from CH to   A  R 1    along with P and   A  R 1    to the    S  n o d e     only in case the    S  n o d e     is in the coverage area of the   A  R 1   . If the    S  n o d e     is not in the coverage area, then the new anchor node   A  R 2    is selected. Then, the new anchor request message will be transmitted by the    S  n o d e     LatestAnchorRequest (   S  n o d e   , A  R 1   ). The node that receives the message becomes    N j   , and transmits the latest message to the next hop called (   S  n o d e   , A  R 1  ,  N j   ). If this process is successful, then the node    N j    becomes the next anchor with the reply message LatestAnchorAck (   S  n o d e   , A  R 1  ,  N j   ). Finally, the flow of the path becomes (  n o d e → C H → A  R  1   → A  R 2  →  S  n o d e    ). The same process will be continued to   A  R 3   , if required.




4.2. Conventional ROA


Generally, rider optimization algorithm (ROA) is developed based on the concept of the riders being grouped to achieve the target. Here, bypass rider, follower, overtaker, and attacker are considered groups of riders. All the riders are arranged and then divided into groups according to this order. Each group produces their performance separately to achieve their goal. This algorithm pursues a sequential process in a step-by-step manner. At the initial stage, parameter initialization of riders and groups take place. In the ROA method, the determined groups are together represented as T and it randomly takes their position. Hence, the mathematical expression for the process of their group initialization is given below.


   G t  =  {   G t   (   S a  ,  S b   )   }  ; 1 ≤  S a  ≤ N  R t  ; 1 ≤  S b  ≤ D  I t   



(8)







In Equation (8),   N  R t    denotes the number of riders present in the race concerning time,   D  I t    denotes represents the dimension concerning time t. The position of the riders is denoted as    G t   (   S a  ,  S b   )   . The notation represents the total number of riders such as bypass rider, follower, overtaker, as well as attacker are BR, F, O, and AT, where (T = BR + F + O + AT). The parameters that are considered are steering angle, acceleration, gear, as well as the brake, and they are installed in each group of riders. The mathematical expression for the calculation of steering angle (  S  A t   ) is given below.


  S  A t  =  {  S  A   S a  ,  S b   t   }  ; 1 ≤  S a  ≤ N  R t  ; 1 ≤  S b  ≤ D  I t   



(9)







In Equation (9), the steering angle of the current rider is denoted as   S  A   S a  ,  S b   t    and the beginning stage of the steering angle is shown in Equation (10).


  S  A   S a  ,  S b    t = 0   =  {       θ a  ;                                                                   i f    S b  = 1       S  A   S a  ,  S b    t = 0   = 1 + α                           i f    S b  ≠ 1             0 ;                                                                             O t h e r w i s e        



(10)







The angle of the current rider is represented as    θ a    and the term  α  is the current rider position. To measure the success rate, the group leader is created. The leaders are centralized in nature and use the idea of an arbitrary search in all directions that reflects in the improvement of the success rate. The major parameter which is considered for the measure of the success rate is distance. The mathematical expression for the calculation of distance (  C  R  d i s    ) is given below.


  C  R  d i s   =    S a  +  D v     S a  −  D v     



(11)







In Equation (11),    S a    denoted the location of the current rider and    D v    denotes the location of the destination. To increase the success, the rate of the process of leader identification is preceded. The major principle behind the process of leader selection is that the leader that is chosen has the minimum distance (high success rate) from the destination and the leaders are dynamic in nature, varying according to speed, position, and time. Now, the position update takes place according to the groups of riders. At the initial stage, the position update of the bypass rider is mathematically expressed below.


   G  t + 1   B  R j     (   S a  ,  S b   )  = γ  [   G t   (  η ,  S b   )  × μ  (   S b   )  +  G t   (  ϵ ,  S b   )  ×  [  1 − μ  (   S b   )   ]   ]   



(12)







In Equation (12),  γ  denotes an arbitrary number which lies between 0 and 1,  η  denotes a random value which ranges from 1 to T,  ϵ  a random value which ranges from 1 to T,   μ   represents an arbitrary value ranging between 0 and 1 of size 1 × D. Secondly, the position update of the follower rider is mathematically expressed below.


   G  t + 1  F   (   S a  ,  S b   )  =  G   L  i n d e x      (   L  i n d e x   , c  )  +  [  cos  (  S  A   S a  ,  S b    t = 0    )  ×  G   L  i n d e x      (   L  i n d e x   , c  )  ×  d   S a   t   ]   



(13)







In Equation (13),    G   L  i n d e x       denoted the leader location,    L  i n d e x     denoted the leader index,   S  A   S a  ,  S b    t = 0     denotes the current rider steering angle, and    d   S a   t    denotes the additional distance needed to cover the current rider. Thirdly, the position update of the overtaker rider is mathematically expressed below.


   G  t + 1  O   (   S a  ,  S c   )  =  G t   (   S a  ,  S c   )  + [  Y t I   (   S a   )  ∗  G   L  i n d e x      (   L  i n d e x   ,  S c   )   



(14)







In Equation (14),    G t   (   S a  ,  S c   )    denotes the current rider location, and    Y t I   (   S a   )    denotes the current rider direction. Finally, the position update of the attacker rider is mathematically expressed below.


   G  t + 1   A T    (   S a  ,  S c   )  =  G   L  i n d e x      (   L  i n d e x   ,  S b   )  +  [  cos  (  S  A   S a  ,  S b    t = 0    )  ×  G   L  i n d e x      (   L  i n d e x   ,  S b   )   ]  +  d   S a   t   



(15)







In Equation (15),    G   L  i n d e x      (   L  i n d e x   ,  S b   )    denotes the leader position, and   S  A   S a  ,  S b    t = 0     denoted the steering angle of the current rider. After the calculation of the group updates, the success rates are estimated among the riders. Based on those measurements, the newer positions and the leaders are chosen. To obtain improved performance, it is essential to update the steering angle and gear values. The process of leader selection is repeated according to the allocated time.




4.3. Enhanced ROA-Based CH Selection


In general, the ROA algorithm is used to solve complicated optimization issues. So, it is essential to improve the algorithm when it is applied to the dynamically varying VANETs. To improve the performance further, a trusted ROA is introduced. In general, ROA consist of four patterns, such as bypass, follower, overtaker, and attacker, which are chosen randomly to obtain the solution. Here, the pattern consists of an order to obtain better performance. Simultaneously, to protect the network from route request flooding, the selected patterns have to be encoded properly. Now, the patterns are processed in the order that is represented as   C  H  b y   , C  H  f r   , C  H  o t   , C  H  a t    . Only this sequence will be repeated again and again. If any order changes occur, then we can identify if route request flooding happens.



So, detection and prevention of route request flooding are essential to finding the shortest path. To protect the network from this, an express trust model is initiated. The parameter which is considered for the express trust model is the rate of packet delivered, rate of packet loss, average latency, average energy, and integrity. The calculation of these parameters is given below.



Rate of packet delivered: Delivered packet rate is defined as the ratio of the total number of packets transmitted from the sender   T  P s   ( t )    to the total number of packets accepted by the receiver   A  P r   ( t )   . The computation of delivered packets is given below.


  D  P  r a t e    ( t )  =   T  P s   ( t )    A  P r   ( t )    × 100  



(16)







Rate of packet loss: Loss of packet rate is defined as the ratio of the total number of packets accepted by the receiver to the total number of packets transmitted by the sender. The computation of packet loss is given below.


  L  P  r a t e    ( t )  =   A  P s   ( t )    T  P r   ( t )    × 100  



(17)







Average latency: Average latency is defined as the delay in time taken during the process of communication from the sender to the target. The latency can occur during route finding and request flooding. The computation of average latency is given below.


   L  a v e r a g e   =     ∑   i = 1  N   (  P  T i   (  t i m e  )  − P  A i   (  t i m e  )   )    T  P s   ( t )     



(18)




where,   P  T i   (  t i m e  )    represents the packets transmitted time to the receiver and   P  A i   (  t i m e  )    represents the packets allocated time by the sender to reach the receiver.



Average energy: The average energy remaining in the CH after the process of energy indulgence is computed below.


   E  a v e r a g e   =     ∑   j = 1   C  H *    R  E j  C H   − C  E j  C H     I  E j  C H      



(19)




where,   R  E j  C H     represents the residual energy of   C  H j    and   C  E j  C H     represents the consumed energy of   C  H j   .



Integrity calculation: It is the final trust measure to improve trustworthiness. The trust values of CH and the CM are determined using the history that considers the normal joining, abnormal joining, normal leaving, and abnormal leaving of the neighbors, as well as the multiple distributions. Integrity is calculated according to the successful and unsuccessful transmission.


   I  C H − C M    ( t )  =  1 r       S  C H − C M    ( t )     S  C H − C M    ( t )  + U  S  C H − C M    ( t )     



(20)




where, r represents the node’s overall neighbors,    S  C H − C M    ( t )    represents the successful transmission, and   U  S  C H − C M    ( t )    represents the unsuccessful transmission. These are the parameters calculated to protect the network from the route request flooding attack using an express trust-based ROA optimization approach. The process of ROA-based CH selection is described in a pseudo code in Algorithm 1.



Pseudo code for ROA-based CH selection:








	Algorithm 1. ROA-based CH selection



	Inputs—Rider inputs

Output—Optimal CH selection

Start

Step 1—For CH selection

	
ROA rider’s initialization—bypass rider, follower, overtaker, and attacker;



	
ROA group initialization—   G t  =  {   G t   (   S a  ,  S b   )   }  ; 1 ≤  S a  ≤ N  R t  ; 1 ≤  S b  ≤ D  I t  ;  






	
ROA steering angle of riders—  S  A t  =  {  S  A   S a  ,  S b   t   }  ; 1 ≤  S a  ≤ N  R t  ; 1 ≤  S b  ≤ D  I t  ;  






	
Distance calculation for the current rider to reach the destination—  C  R  d i s   =    S a  +  D v     S a  −  D v    ;  





Step 2—Update the rider’s positions

	
Bypass rider position update—   G  t + 1   B  R j     (   S a  ,  S b   )  = γ  [   G t   (  η ,  S b   )  × μ  (   S b   )  +  G t   (  ϵ ,  S b   )  ×  [  1 − μ  (   S b   )   ]   ] ;   






	
Follower rider position update—   G  t + 1  F   (   S a  ,  S b   )  =  G   L  i n d e x      (   L  i n d e x   , c  )  +  [  cos  (  S  A   S a  ,  S b    t = 0    )  ×  G   L  i n d e x      (   L  i n d e x   , c  )  ×  d   S a   t   ]  ;  






	
Overtaker rider position update—   G  t + 1  O   (   S a  ,  S c   )  =  G t   (   S a  ,  S c   )  + [  Y t I   (   S a   )  ×  G   L  i n d e x      (   L  i n d e x   ,  S c   ) ;   






	
Attacker rider position update—   G  t + 1   A T    (   S a  ,  S c   )  =  G   L  i n d e x      (   L  i n d e x   ,  S b   )  +  [  cos  (  S  A   S a  ,  S b    t = 0    )  ×  G   L  i n d e x      (   L  i n d e x   ,  S b   )   ]  +  d   S a   t  ;  





Step 3—Enhanced ROA-based CH selection—riders’ pattern bypass, follower, overtaker, and attacker CH is chosen;

	
CH pattern—  C  H  b y   , C  H  f r   , C  H  o t   , C  H  a t   ;  





Step 4—Attack prevention—trust model initialization—packets delivered, rate of packets loss, average latency, average energy, and integrity;

	
Calculation for packets delivered—  D  P  r a t e    ( t )  =   T  P s     ( t )    A  P r   ( t )    × 100 ;  






	
Calculation for rate of packet loss—  L  P  r a t e    ( t )  =   A  P s     ( t )    T  P r   ( t )    × 100 ;  






	
Calculation for average latency—   L  a v e r a g e   =     ∑   i = 1  N   (  P  T i   (  t i m e  )  − P  A i   (  t i m e  )   )    T  P s     ( t )    ;  






	
Calculation for average energy—   E  a v e r a g e   =     ∑   j = 1   C  H *    R  E j  C H   − C  E j  C H     I  E j  C H     ;  






	
Calculation for integrity for a node to become CH—   I  C H − C M    ( t )  =  1 r       S  C H − C M    ( t )     S  C H − C M    ( t )  + U  S  C H − C M    ( t )    ;  





Step 5—Process is repeated until finding the best CH;

Step 6—Return

End.







4.4. Privacy-Preserving Mobility Model


A privacy-preserving mobility model is introduced here to secure the devices in the network. The major steps involved in this model are new node fusion and migration process. The process of new node fusion is defined as the frequent action taken to improve the computation and memory so as to reduce the transmission overhead of the network. The process of migration process is defined as for the active mobile node to endow with security during the process of joining the new code and migrating the node. The process of cluster creation and CH selection is done using a rider optimization-based CH selection approach. For the privacy-preserving mobility model, we concentrate on new node fusion and node migration.



4.4.1. New Node Fusion


Every node in the network is constructed with a chaotic map-based hash pin   P I  N  h a s h     which helps to compute the secure key among the CH and the CM. In case the node    N j    is interested in joining a cluster of   C  H j   , the joining process is described below. At the initial condition, the    S  n o d e     is ready to transmit the   P I  N  h a s h     into a new node to compute the hash key among the   C  H j    and the node    N j   . Next, the    N j    transmit the joining request message to the   C  H j    with its identification   I  D   N j     , time stamp   T  S   N j      with the   P I  N  h a s h     code. After receiving the joining request message, the   C  H j    completely checks the message and then the network maintains its blocked node list. The   C  H j    checks whether the current ID is present in the blocked node list or not, then the   C  H  j     asks the    S  n o d e     to transmit the   P I  N  h a s h     code. The PIN code request message   P I N C o d  e  R E Q     is encrypted with the help of the symmetric of the    S  n o d e     as well as the   C  H  j    . The encrypted message consists of the   I  D   N j      details and   P I  N  h a s h     is retransmitted to the   C  H  j     from the    S  n o d e    . In this process, the   C  H  j     computes the   P I    N ′    h a s h     and then checks that this pin is equal to the   P I  N  h a s h     or not. The cluster head   C  H  j     also transmits the key creation request message   K e y C r e a  t  R E Q     to the node    N j   . This request message maintains   I  D j    and    n  C  H j     .



After the process of this key creation,    N j    transmits a reply message to   C  H  j    , which is the encrypted acknowledgement including the newly created hash key and the new message contains (  I  D   N j     , nonce,   K e y C r e a  t  R E P   )  . If the nonce of the message is not a valid one, then the message is neglected and the node is block listed. Once the node    N j    is added as a CM node of   C  H  j     it transmits a join success encrypted data packet to the node    N j   . After joining, the node    N j    becomes the CM of the   C  H  j     and then the CM node transmits the secure data to its destination through   C  H  j    . By using the same method, the   C  H  j     also transmits the data to the    S  n o d e    .




4.4.2. Node Migration Process


As we know that the nodes used in our network are mobile in nature, during the process of communication they will migrate from one place to another. Due to this process at each instance of time anywhere in the network, new nodes joining and leaving the cluster will occur simultaneously. To secure this process of migration in the network, the concept of node migration is initiated. The core idea of this process is to provide both forward privacy as well as backward privacy in an effective way. In the above section, each node uses the authenticate key to join or leave a cluster and the presence and absence of the node in each cluster are periodically monitored by the   C  H  j     with the help of transmitting the beacon signals. If any node is absent in the group, then automatically,   C  H  j     neglects the node from its routing list. At the time of migration, the node    N j    moves away from the coverage area of the   C  H  j     as well as receives a request message from the neighbor CH. If the node in any cluster leaves the current cluster   C  H  j    , then that node    N j    tries to transmit a joining request message to any neighbor cluster   C  H  n e w     with the transfer ID   I  D  j    . Then,   C  H  n e w     will accept the request of the node    N j   . Then, the   C  H  n e w     will check the neglect list. If the current node ID is not present in that list, then it will precede the process further. Otherwise, neglect the request. If the   I  D  j     is not found, then the   C  H  n e w     will send the key request message to the    N j   . Continued on from that, the   C  H  n e w     transmits the encrypted request message with the   I  D  j     and time stamp. Then, the    S  n o d e     sends the encrypted request message to the   C  H  n e w    . Next,   C  H  n e w     transmits the message to the    N j    along with the encrypted key received from the    S  n o d e    . Now, this message consists of the   I  D  j    , nonce, as well as the transmitted request message.



Following this, the node    N j    transmits the reply message to the   C  H  n e w     in response to the transmitted request message. This reply also consists of the   I  D  j    , nonce, and time stamp, and the message is encrypted. The time stamp and the worth of the nonce is checked by the   C  H  n e w    . Once all the verification is done and after obtaining satisfaction, the   C  H  n e w     node will accept the    N j    node as its CM node. Finally, the   C  H  n e w     node will update the finalized list to its    S  n o d e    .






5. Results and Analysis


The major operations which are proposed in the P2O-ACH approach are ROA-based CH selection and the privacy-preserving mobility model. At the initial stage of simulation, the vehicles are distributed randomly. Then, CH selection parameters are measured using the Equations (1)–(7) and the optimal CH is chosen according to the process of the ROA algorithm from Equations (16)–(20). Following that, the mobility model is assigned according to the rekeying and mobility supervision process, which consists of vehicle blending and the vehicle migration process.



To calculate the performance of the network, we assess the parameters, which, concentrated in this research, are energy efficiency, energy consumption, network lifetime, packet delivery ratio, packet loss, network latency, network throughput, and routing overhead. For the process of performance comparison, our proposed P2O-ACH is compared with earlier works, such as GWO-CH [36], ACO-SCRS [37], and QMM-VANET [38]. The software used for the simulation experimentation is NS2.35 with frond-end OTCL and back-end C language on Ubuntu 16.04. OTCL is used for network construction, data transmission, and configuration. The initial energy allocated for the network is 1000 Joules, and the data transmission and reception energies are 0.005 Joules and 0.001 Joules, respectively. The network coverage area is 1500 × 1500 m. Eight clusters are deployed and the coverage area of each cluster is 500 m and the sensing range of the cluster head is 15 m. The network parameters [39,40,41] are listed in parameter Table 4.



5.1. Scenarios Details


For the performance analysis process, two scenarios are taken, which are according to the number of vehicles and speed of vehicles. The parameters, which are calculated according to the number of vehicles, are energy efficiency, energy consumption, network lifetime, packet delivery ratio, packet loss, network latency, network throughput, and routing overhead. The parameters, which are calculated according to the various speed of vehicles, are cluster head efficiency and cluster member efficiency. All the calculations are elaborated on below.




5.2. Performance Analysis Based on the Number of Vehicles


In Figure 2, the graphical representation of the energy efficiency calculation of the proposed P2O-ACH is given and it is compared with the earlier approaches. The major parameters, which are concentrated by the proposed P2O-ACH, are to reduce the energy consumption of the network using the enhanced ROA-based CH selection. During the simulation, it is greatly achieved and the energy efficiency of the proposed P2O-ACH is much better than others. Because of using the rider optimization-based CH selection process, an optimized stable CH is chosen that reduces the energy consumption of the network.



In Figure 3, the energy consumption of the network is shown. In Table 5 the simulation result values of energy efficiency and energy consumption are given.



The values stated in Table 5 prove that the efficiency achieved by the proposed P2O-ACH is better than earlier works where the efficiency of the P2O-ACH is 864 Joules and the efficiency of the GWO-CH, ACO-SCRS, and QMM-VANET is 357 Joules, 598 Joules, and 657 Joules, respectively. Then, the energy consumption of the proposed P2O-ACH is lower than earlier works where the consumption of the P2O-ACH is 157 Joules and the consumption of the GWO-CH, ACO-SCRS, and QMM-VANET is 658 Joules, 486 Joules, and 358 Joules, respectively. In the proposed P2O-ACH method, advanced CH selection is done using a rider optimization algorithm, especially to reduce the energy consumption of the network. The network becomes more stable with the help of this CH selection process.



In Figure 4, the pictorial representation of the calculation packet loss is shown where the performance of the proposed P2O-ACH is compared with the earlier approaches. With the use of the enhanced ROA method privacy-preserving mobility model, congestion of the network is reduced and security is improved, which leads to the reduction of the packet loss in the network. From the results, it is proven that the proposed P2O-ACH generates very low packet loss when compared with the others. In the proposed P2O-ACH method, the concept of a privacy-preserving mobility model is used that works on the fusion of nodes and the node migration process. In a maximum of the cases, the packet loss will occur during grouping and migration. This mobility pattern creates a stable grouping and migration; this leads to reducing the loss of packets in the network.



In Figure 5, the lifetime of the network is calculated. Hence, our method achieves high energy efficiency, which automatically reflects in the generation of a higher lifetime. This is achieved with the help of the stable and optimized cluster head selection process where energy consumption is reduced during the process of communication in the network, which increased efficiency and lifetime. In Table 6, the simulation result values of packet loss and network lifetime are given.



The values stated in Table 6 prove that the lifetime achieved by the proposed P2O-ACH is better than earlier works where the lifetime of the P2O-ACH is 97.46% and the lifetimes of the GWO-CH, ACO-SCRS, and QMM-VANET are 65.22%, 71.86%, and 85.47%, respectively. The proposed P2O-ACH method achieved around 10% to 30% more life time by using the rider optimization-based CH selection process. Hence, firmer and more effective CH is created, which helps communication with minimum utilization of energy. Then, the packet loss of the proposed P2O-ACH is lower than earlier works where the packet loss of the P2O-ACH is 458 packets and the packet losses of the GWO-CH, ACO-SCRS, and QMM-VANET are 1578 packets, 1248 packets, and 867 packets, respectively. The proposed method works with an effective mobility pattern where the grouping and migration of the vehicle are processed stably. This reduces the packet loss of the network, which amounts to 400 packets to 1000 packets lower than the earlier works.



From Figure 6, the graphical representation of the packet delivery ratio calculation of the proposed P2O-ACH is given and it is compared with the earlier approaches. The packet delivery ratio is one of the core parameters which decide the quality of the network. The proposed P2O-ACH has a higher packet delivery ratio when compared with the earlier works. Lower packet loss reflects an increase in the packet delivery ratio of the network. In the proposed P2O-ACH method, the packet loss is very low using the mobility patterns that lead to improving the packet delivery ratio.



In Figure 7, the latency is calculated, which is defined as the overall delay time of the network. In Table 7, the simulation result values of packet delivery ratio and latency are given.



The values stated in Table 7 prove that the packet delivery ratio achieved by the proposed P2O-ACH is better than earlier works where the packet delivery ratio of the P2O-ACH is 95.13% and the packet delivery ratios of the GWO-CH, ACO-SCRS, and QMM-VANET are 75.12%, 81.28%, and 89.46%, respectively. This is achieved because the privacy-preserving mobility pattern provides security during the process of vehicles joining and leaving the cluster, which reduces the loss of packets, and automatically increases the packet delivery ratio. Then, the latency of the proposed P2O-ACH is lower than earlier works where the latency of the P2O-ACH is 253.79 ms and the latencies of the GWO-CH, ACO-SCRS, and QMM-VANET are 681.92 ms, 546.23 ms, and 502.48 ms, respectively. The network is constructed stably so as to reduce the latency. Due to the advanced clustering method, the communication is highly standardized, which reduced the latency in the network. In Figure 8, the routing overhead is calculated and in the comparative graph the values of all the methods are shown. The main aim of the research is to reduce the energy consumption and overhead of the network. From the results, it is understood that the overhead produced by the proposed P2O-ACH is very much lower than that of the other works. This is because the privacy-preserving mobility pattern generation measures each action of the clusters, such as vehicle migration and fusion. Additionally, hash-based security is provided in it. So, the traffic pattern is secured and stable, which reflects in the overhead.



In Figure 9, network throughput is calculated and the throughput achieved by the proposed P2O-ACH is higher than the earlier works. The parameters, such as latency and overhead, are comparatively low in the proposed P2O-ACH method. That is the main reason to achieve high throughput in the network.



The values stated in Table 8 prove that the routing overhead achieved by the proposed P2O-ACH is low when compared with the earlier works where the overhead of the P2O-ACH is 2547 packets and the overheads of the GWO-CH, ACO-SCRS, and QMM-VANET are 7658 packets, 5967 packets, and 3467 packets, respectively. This performance is achieved mainly using the idea of CH selection that makes the network more reliable during the process of communication. Hence, VANETs are networks with huge mobility. The mobility pattern is properly scheduled so that the overhead should be low. Then, the throughput achieved by the proposed P2O-ACH is higher than earlier works where the throughput of the P2O-ACH is 1047.467 Kbps and the throughputs of the GWO-CH, ACO-SCRS, and QMM-VANET are 301.124 Kbps, 457.128 Kbps, and 857.845 Kbps, respectively. Lowering the network overhead increases the throughput of the network. In the proposed P2O-ACH method, around 1000 packets to 5000 packets are comparatively saved from overhead, which reflects in the increase of throughput from 200 Kbps to 500 Kbps.



Discussion Performance Analysis Based on the Number of Vehicles


The major conceptual concentration of the proposed P2O-ACH method is the creation of advanced CH selection with rider optimization algorithm and security-based privacy-preserving mobility pattern generation. Due to this, we can increase the efficiency, throughput, and packet delivery ratio, whilst likewise reducing the latency, overhead, and packet loss. Because the major drawbacks identified from the earlier works are, in the GWO-CH method, energy efficiency and the lifetime are moderate, in ACO-SCRS, the overhead is high and throughput is low, and in QMM-VANET the throughput is low. These are the major drawbacks of the earlier works.



The parameters that are used for performance analysis of the proposed research are energy efficiency, energy consumption, packet loss, network lifetime, packet delivery ratio, latency, routing overhead, and throughput. According to these parameters, the proposed P2O-ACH is compared with earlier works. Some of the common drawbacks which are identified in this earlier work are low throughput, low efficiency, high congestion, overhead, and delay. So to overcome these drawbacks in the proposed P2O-ACH, CH selection, optimization, and secured mobility models are constructed. Due to ROA optimization-based clustering in the proposed method, network efficiency reached up to 864 Joules, whereas the earlier work reached up to 650 Joules at maximum. The network energy consumption is reduced up to 157 Joules, whereas the earlier works range from 358 Joules to 658 Joules. By the use of ROA optimization, congestion is reduced, which reduced the packet loss and routing overhead of the network. The packet loss of the proposed P2O-ACH is 458 packets, whereas the earlier work ranged from 867 packets to 1578 packets. The routing overhead of the proposed P2O-ACH is 2547 packets, whereas the earlier work ranged from 3467 packets to 7658 packets. Similarly, by using the secured mobility model, the parameters which are improved are packet delivery ratio, throughput, and latency. The packet delivery ratio of the proposed P2O-ACH is 95.13%, whereas the earlier work ranges from 75.12% to 89.46%. The throughput achieved by the proposed P2O-ACH is 1047.467 Kbps, whereas the earlier work ranges from 301.124 Kbps to 857.845 Kbps. The latency produced by P2O-ACH is 253.79 ms, whereas the earlier work ranges from 502.48 ms to 681.92 ms. Finally, by analyzing all the parameters, it is understood that our proposed P2O-ACH outperforms the earlier methods in many cases.





5.3. Performance Analysis Based on Speed


In Figure 10, the graphical representation of energy efficiency calculation is performed. The results show that the proposed P2O-ACH outperforms when compared with the earlier works in terms of energy efficiency. It is achieved by using the optimization-based CH selection process.



The consumption of energy is highly reduced using this method. This leads to an increase in the energy efficiency. The graphical representation for the calculation of energy consumption is shown in Figure 11, but according to speed variation, it is understood that an increase in speed reduces efficiency and increases the energy consumption of the network.



In Figure 12, the packet loss is shown, where the performance of the proposed P2O-ACH is compared with the earlier approaches, such as GWO-CH, ACO-SCRS, and QMM-VANET. In the proposed P2O-ACH, congestion control is properly done, which helps to reduce packet loss compared to the earlier methods. Meanwhile, from the figure, it is understood that, according to the increase in speed, packet loss also increased.



In Figure 13, the lifetime of the network is calculated. The network lifetime is high when compared with the earlier methods, such as GWO-CH, ACO-SCRS, and QMM-VANET; however, according to the increase in speed, the lifetime of the network is reduced.



In Figure 14, the graphical representation of the packet delivery ratio calculation of the proposed P2O-ACH is given and it is compared with the earlier approaches. The packet delivery ratio of the proposed P2O-ACH is high because, here, optimization-based CH selection is done and the privacy-preserving mobility pattern is initiated, which helps to increase the packet delivery ratio of the P2O-ACH compared to the earlier works, but due to the increase in speed, the packet delivery ratio is slightly reduced.



In Figure 15, the latency of the proposed P2O-ACH is the calculation and it is compared with the earlier works. The proposed P2O-ACH is highly concerned with reducing the congestion in the network, which reflects in the reduction of latency when compared with the earlier works, but according to the increase of speed the latency is also increased.



In Figure 16, the routing overhead of the network is calculated. Hence, by using the enhanced ROA-based CH selection in the proposed P2O-ACH, energy consumption of the network is reduced, which reflects in the reduction of the routing overhead in the network. According to the varying speed, if the speed increases that will increase the overhead, comparatively.



In Figure 17, the throughput of the proposed P2O-ACH is calculated and then compared with the earlier works. The throughput performance of the proposed work is high when compared with the earlier works. According to the varying speed, the throughput of the proposed is maintained. That leads to an increase in the performance of the network.



Results Discussion


The parameters that are calculated according to the varying speed are energy efficiency, energy consumption, packet loss, network lifetime, packet delivery ratio, latency, routing overhead, and throughput. In Table 9, the performance analysis values of the parameters, such as energy efficiency, energy consumption, packet loss, and network lifetime, are given.



The energy efficiency of the proposed P2O-ACH varies from 97% to 91%, whereas earlier works, such as GWO-CH, ACO-SCRS, and QMM-VANET, vary from 73% to 55%, 75% to 62%, and 88% to 78%, respectively. In terms of speed variation, the efficiency of the P2O-ACH is reduced by up to 6%, and the performance of the earlier work GWO-CH reduced by 18%; ACO-SCRS reduced by 13%; and QMM-VANET reduced by 10%. Finally, according to the analysis, it is understood that the overall energy efficiency performance of the proposed P2O-ACH is more improved than the others.



The energy consumption of the proposed P2O-ACH increases from 8% to 22%, whereas earlier works, such as GWO-CH, ACO-SCRS, and QMM-VANET, increase from 18% to 48%, 15% to 41%, and 11% to 33%, respectively. In terms of speed variation, the consumption of the P2O-ACH increased by up to 14%, and the performance of the earlier work GWO-CH increased by 30%; ACO-SCRS increased by 26%; and QMM-VANET increased by 20%. According to the analysis, it is understood that the overall energy consumption performance of the proposed P2O-ACH is reduced compared to the existing works.



The packet loss of the proposed P2O-ACH increases from 86 packets to 182 packets, whereas earlier works, such as GWO-CH, ACO-SCRS, and QMM-VANET, increase from 169 packets to 359 packets, 153 packets to 350 packets, and 125 packets to 287 packets, respectively. In terms of speed variation, the packet loss of the P2O-ACH is increased by up to 100 packets, and the performance of the earlier work GWO-CH increased by 250 packets; ACO-SCRS increased by 200 packets; and QMM-VANET increased by 150 packets. According to the analysis, it is understood that the overall packet loss performance of the proposed P2O-ACH is lesser than the other works.



The network lifetime of the proposed P2O-ACH varies from 98% to 94%, whereas earlier works, such as GWO-CH, ACO-SCRS, and QMM-VANET, vary from 72% to 65%, 78% to 71%, and 85% to 81%, respectively. In terms of speed variation, the lifetime of the P2O-ACH is reduced by up to 4%, and the performance of the earlier work GWO-CH is reduced by 7%; ACO-SCRS is reduced by 7%; and QMM-VANET is reduced by 5%. From the analysis, it is understood that the network lifetime of the proposed P2O-ACH is superior to the earlier works, such as GWO-CH, ACO-SCRS, and QMM-VANET. In Table 10, the performance analysis values of the parameters, such as packet delivery ratio, latency, routing overhead, and throughput, are given.



The packet delivery ratio of the proposed P2O-ACH is reduced from 98% to 95%, whereas earlier works, such as GWO-CH, ACO-SCRS, and QMM-VANET, are reduced from 68% to 57%, 73% to 65%, and 88% to 84%, respectively. In terms of speed variation, the packet delivery ratio of the P2O-ACH is reduced up to 3%, and the performance of the earlier work GWO-CH is reduced by 11%; ACO-SCRS is reduced by 8%; and QMM-VANET is reduced by 5%. From the analysis, it is stated that the packet delivery ratio performance of the proposed P2O-ACH is more improved than the others.



The latency of the proposed P2O-ACH increases from 55.13 ms to 88.76 ms, whereas earlier works, such as GWO-CH, ACO-SCRS, and QMM-VANET, increase from 168.24 ms to 243.68 ms, 142.71 ms to 167.28 ms, and 102.41 ms to 151.23 ms, respectively. In terms of speed variation, the latency of the P2O-ACH is increased up to 33 ms, and the performance of the earlier work GWO-CH is increased by 75 ms; ACO-SCRS is increased by 25 ms; and QMM-VANET is increased by 50 ms. According to the analysis, it is understood that the overall latency performance of the proposed P2O-ACH is lesser than the earlier works.



The routing overhead of the proposed P2O-ACH increases from 568 packets to 692 packets, whereas earlier works, such as GWO-CH, ACO-SCRS, and QMM-VANET, increase from 1356 packets to 1869 packets, 1243 packets to 1689 packets, and 865 packets to 1142 packets, respectively. In terms of speed variation, the routing overhead of the P2O-ACH is increased by up to 130 packets, and the performance of the earlier work GWO-CH is increased by 310 packets; ACO-SCRS is increased by 400 packets; and QMM-VANET is increased by 280 packets. From the analysis, it is proved that the routing overhead performance of the proposed P2O-ACH is lesser than the other works.



The throughput of the proposed P2O-ACH improved from 356 Kbps to 489 Kbps, whereas earlier works, such as GWO-CH, ACO-SCRS, and QMM-VANET, improved from 121 Kbps to 156 Kbps, 153 Kbps to 175 Kbps, and 212 Kbps to 259 Kbps, respectively. In terms of speed variation, the throughput of the P2O-ACH increased up to 150 Kbps, and the performance of the earlier work GWO-CH improved by 35 Kbps; ACO-SCRS improved by 30 Kbps; and QMM-VANET improved by 45 Kbps. From the analysis, it is stated that the throughput of the proposed P2O-ACH is more improved than the others. This detail’s analysis in terms of both the number of vehicles and speed shows that the overall performance of the proposed P2O-ACH is better when compared with the earlier works, such as GWO-CH, ACO-SCRS, and QMM-VANET.





5.4. Algorithm Comparison


In the GWO-CH method [36], a grey wolf optimization algorithm-based clustering approach is proposed to solve the scalability issues in the VANETs. The social characteristics and hunting of the grey wolf are utilized to find the effective CHs in the network. Through this method, the energy consumption, delay, and routing overhead of the network fail to improve the packet delivery ratio and throughput of the network. Due to a lack of security, packet loss occurred in the network, which affects the effectiveness of the network. In the ACO-SCRS method [37], the ant colony optimization (ACO) algorithm is used to rely on the bus selection and effective clustering to improve the communication standard of VANETs. The model improves the energy efficiency of the network, but fails to reduce the data loss which happens due to the ground-level obstacles in the VANETs environment, which is reflected in the effective communication in the network. In the QMM-VANETs model [38], to improve the connectivity and network stability, an improved trust-based clustering algorithm is proposed so that trusted vehicles are introduced in the network, which leads to reduced packet loss, and the energy consumption is also reduced; however, this method consumes more energy when it reaches high speed with dynamic mobility. The major drawbacks, which are identified in the earlier approaches, are low density of vehicle, high packet loss due to ineffective security, and high delay and overhead. To solve these issues, in the proposed P2O-ACH approach, an efficient optimization with CH selection and the privacy-preserving mobility model is introduced, which concentrates on reducing the energy consumption and packet loss in an effective manner so that it directly improves the energy efficiency, packet delivery ratio, and network throughput.



In terms of algorithm, when compared with the grey wolf optimization and the ant colony optimization, our enhanced ROA optimization shows better performance in the parameters such as delay, overhead, and energy consumption. When compared with other CH selection processes, our method is highly effective in achieving high energy efficiency. The whole the overall performance of the proposed P2O-ACH is better when compared with the earlier approaches, namely GWO-CH, ACO-SCRS, and QMM-VANET.





6. Conclusions


In this research, the major drawbacks to concentrate on are reducing energy consumption and improving security during the process of communication in VANETs. For this purpose, an efficient privacy-preserving mobility model and enhanced ROA-based CH selection are implemented, and they greatly improve the overall performance of the network by reducing energy consumption and congestion as well as improving the security of the network. Advanced CH selection is performed, which becomes a great solution for security and energy utility issues. By using an optimization-based CH selection process, the congestion is reduced. The enhanced ROA model solves the complication in the high-speed VANET network, which reflects in the trustworthiness of the network. Through the privacy-preserving mobility model, each data transmission at each instant of time is protected, and the data are free from the malfunction that occurred in the eternal environment. Results of the proposed P2O-ACH are found effective when compared with the GWO-CH, ACO-SCRS, and QMM-VANET. By the use of an enhanced ROA-based CH selection method, the energy consumption is reduced, which leads to improving energy efficiency and the lifetime of the network. The privacy-preserving mobility model provides security, especially during the process when the nodes leave the cluster during the process of communication and when the nodes try to join in the other cluster. Then, the routing list of all the clusters is securely updated to the SINK. From the simulation analysis, according to the number of vehicles, it is proven that our proposed P2O-ACH produced around 200 Joules with higher efficiency, 200 joules lower energy consumption, around 800 packets lower loss, around 2000 packets lower overhead, around 10% higher packet delivery ratio, and around 400 Kbps high throughput when compared with the earlier approaches, such as GWO-CH, ACO-SCRS, and QMM-VANET. According to the speed variation, the differences achieved are very low and normal. Our proposed research is highly beneficial to the community because it is a highly-cost effective method, which can achieve high energy efficiency and high security as well. For vehicular communication, the proposed method can provide an effective experience in communication. In future work, many scenarios will be introduced and the performance of the network will be analyzed using the proposed P2O-ACH method.
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Figure 1. Architecture of the Proposed P2O-ACH Method. 
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Figure 2. Energy Efficiency Calculation. 






Figure 2. Energy Efficiency Calculation.



[image: Electronics 11 04163 g002]







[image: Electronics 11 04163 g003 550] 





Figure 3. Energy Consumption Calculation. 
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Figure 4. Packet Loss Calculation. 
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Figure 5. Network Lifetime Calculation. 






Figure 5. Network Lifetime Calculation.



[image: Electronics 11 04163 g005]







[image: Electronics 11 04163 g006 550] 





Figure 6. Packet Delivery Ratio Calculation. 
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Figure 7. Latency Calculation. 
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Figure 8. Routing Overhead Calculation. 
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Figure 9. Network Throughput Calculation. 
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Figure 10. Energy Efficiency Calculation. 
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Figure 11. Energy Consumption Calculation. 
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Figure 12. Packet Loss Calculation. 
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Figure 13. Network Lifetime Calculation. 
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Figure 14. Packet Delivery Ratio Calculation. 
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Figure 15. Latency Calculation. 
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Figure 16. Routing Overhead Calculation. 
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Figure 17. Network Throughput Calculation. 
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Table 1. Summary of the Literature.
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	Ref. No
	Method
	Advantage
	Disadvantage





	[24]
	Destination aware context-based routing scheme
	Packet delivery ratio is high and network delay is low
	Throughput is low



	[25]
	Modified k-means algorithm and maximum stable set problem
	Packet delivery ratio is high and throughput is high
	Overhead and delay is high



	[26]
	Hyper graph clustering model
	Efficiency, throughput, and packet delivery ratio is high
	Delay and routing overhead is high



	[27]
	Fuzzy and game theory-based clustering
	Lifetime and efficiency are high
	Throughput and packet delivery ratio is low



	[28]
	Cluster-based routing protocol
	Packet delivery ratio is high and network delay is low
	Overhead is more and throughput is low



	[29]
	Multi-channel clustering-based congestion control algorithm
	Energy consumption is low and energy efficiency is high
	Throughput is low



	[30]
	Reliability aware multi-objective optimization
	Packet delivery ratio is high
	Routing overhead is high



	[31]
	Multi-objective Harris Hawks optimization
	Packet delivery ratio is high, throughput is high, and network delay is low
	Not suitable for a network with huge dynamic mobility model



	[32]
	Cuckoo search optimization
	Packet delivery ratio is high
	Overhead is more and throughput is low



	[33]
	Hybrid Genetic Firefly Algorithm-based Routing Protocol
	Convergence speed of the network is high
	Throughput is low



	[34]
	AODV with ant colony optimization
	Throughput is high, packet loss is low
	Routing overhead is high



	[35]
	Particle swarm optimization algorithm
	Packet delivery ratio is high and throughput is high
	Overhead is more



	[36]
	A grey wolf optimization-based clustering algorithm
	Throughput is high
	Efficiency is low



	[37]
	Ant colony optimization (ACO)-based clustering
	Computational cost and end-to-end delay are low
	Routing overhead is high, throughput is moderate



	[38]
	Quality of service (QoS)-based mobility management
	Packet delivery ratio and network stability is high
	Throughput is moderate
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Table 2. Communication Model.
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	Symbols
	Descriptions





	CH
	Cluster Head



	     NR    energy        
	Normalized Residual Energy



	     OF   velocity     
	Objective Function for Velocity



	     OF   LC     
	Objective Function for Coverage Area



	     OF   latency     
	Objective Function for Latency



	RE
	Residual Energy



	IE
	Initial Energy



	    A  speed     
	Average Speed



	    T o    
	Transmission Time



	    S  n o d e     
	Sink Node



	   AR   
	Anchor Node



	E
	Event



	    δ  th     
	Threshold Value of the Event



	K
	Probability Factor



	BR
	Bypass Rider



	F
	Follower



	O
	Overtaker



	AT
	Attacker
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Table 3. Communication Model.
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	Communication Type
	Communication Items
	Model Type





	Short-Distance Communication
	Between CM and CH
	Free Space Mobility Model



	Long-Distance Communication
	Between CH and    S  n o d e    
	Multi-Path Fading Model
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Table 4. Simulation Parameters.
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	Parameters
	Values





	Simulator Version
	NS-2.35



	Simulation Time
	200 ms



	Simulation Coverage Area
	1500 m × 1500 m



	MAC Interface
	MAC/802.11



	Number of Vehicles
	150 Vehicles



	Cluster Radius
	500 m



	Transmission Range
	150 m



	Vehicle Speed Range
	10 m/s to 35 m/s



	Channel
	Channel/Wireless



	Radio Propagation Model
	Two-Ray Propagation Model



	Antenna Type
	Omni-Directional Antenna



	Queue Type
	DropTail



	Initial Power
	1000 Joules



	Transmission Power
	0.005 Joules



	Receiving Power
	0.001 Joules



	Data Packet Size
	512 bytes



	Agent Type
	Transmission Control Protocol
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Table 5. Performance Values of Energy Efficiency and Energy Consumption of the Network.
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	S. No
	GWO-CH
	ACO-SCRS
	QMM-VANET
	P2O-ACH





	Energy Efficiency
	357 Joules
	598 Joules
	657 Joules
	864 Joules



	Energy Consumption
	658 Joules
	486 Joules
	358 Joules
	157 Joules
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Table 6. Performance Values of Packet Loss and Lifetime Calculation of the Network.
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	S. No
	GWO-CH
	ACO-SCRS
	QMM-VANET
	P2O-ACH





	Packet Loss
	1578 Packets
	1248 Packets
	867 Packets
	458 Packets



	Network Lifetime
	65.22%
	71.86%
	85.47%
	97.46%
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Table 7. Performance Values of Packet Delivery Ratio and Latency Calculation of the Network.
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	S. No
	GWO-CH
	ACO-SCRS
	QMM-VANET
	P2O-ACH





	Packet Delivery Ratio
	75.12%
	81.28%
	89.46%
	95.13%



	Latency
	681.92 ms
	546.23 ms
	502.48 ms
	253.79 ms
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Table 8. Performance Values of Routing Overhead and Throughput Calculation of the Network.
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	S. No
	GWO-CH
	ACO-SCRS
	QMM-VANET
	P2O-ACH





	Routing Overhead
	7658 Packets
	5967 Packets
	3467 Packets
	2547 Packets



	Network Throughput
	301.124 Kbps
	457.128 Kbps
	857.845 Kbps
	1047.467 Kbps
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Table 9. Performance Analysis of Energy Efficiency, Energy Consumption, Packet Loss, and Network Lifetime in Terms of Varying Speed.
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Parameters

	
Speed (m/s)

	
GWO-CH

	
ACO-SCRS

	
QMM-VANET

	
P2O-ACH






	
Energy Efficiency (%)

	
10

	
72.86

	
75.16

	
88.18

	
97.17




	
15

	
68.17

	
72.18

	
87.35

	
96.35




	
20

	
65.17

	
71.96

	
86.89

	
95.92




	
25

	
61.23

	
66.86

	
85.27

	
96.75




	
30

	
58.39

	
65.19

	
82.17

	
94.17




	
35

	
55.84

	
62.11

	
78.16

	
91.17




	
Energy Consumption (%)

	
10

	
18.46

	
15.43

	
11.75

	
8.26




	
15

	
25.79

	
22.76

	
15.63

	
11.76




	
20

	
31.22

	
27.13

	
21.75

	
14.86




	
25

	
35.46

	
32.49

	
29.43

	
16.78




	
30

	
41.74

	
35.55

	
31.28

	
18.85




	
35

	
48.32

	
41.76

	
33.86

	
22.17




	
Packet Loss (packets)

	
10

	
169

	
153

	
125

	
86




	
15

	
218

	
196

	
149

	
113




	
20

	
249

	
238

	
182

	
135




	
25

	
283

	
276

	
205

	
148




	
30

	
329

	
309

	
246

	
161




	
35

	
359

	
350

	
287

	
182




	
Lifetime (%)

	
10

	
72.86

	
78.06

	
85.98

	
98.17




	
15

	
70.17

	
76.18

	
84.31

	
97.25




	
20

	
68.17

	
75.96

	
86.19

	
96.12




	
25

	
66.23

	
72.86

	
85.07

	
96.85




	
30

	
66.39

	
72.19

	
84.25

	
95.07




	
35

	
65.84

	
71.11

	
81.25

	
94.65
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Table 10. Performance Analysis of Packet Delivery Ratio, Latency, Routing Overhead, and Throughput in Terms of Varying Speed.






Table 10. Performance Analysis of Packet Delivery Ratio, Latency, Routing Overhead, and Throughput in Terms of Varying Speed.





	
Parameters

	
Speed (km/h)

	
GWO-CH

	
ACO-SCRS

	
QMM-VANET

	
P2O-ACH






	
Packet Delivery Ratio (%)

	
10

	
68.16

	
73.19

	
88.14

	
98.15




	
15

	
65.17

	
72.45

	
87.16

	
98.01




	
20

	
62.17

	
71.26

	
86.29

	
97.46




	
25

	
58.29

	
68.46

	
86.11

	
96.17




	
30

	
57.19

	
69.17

	
85.13

	
95.44




	
35

	
57.24

	
65.24

	
84.25

	
95.02




	
Latency (ms)

	
10

	
168.2

	
142.7

	
102.41

	
55.13




	
15

	
171.2

	
145.8

	
114.80

	
72.19




	
20

	
189.2

	
153.2

	
129.76

	
78.14




	
25

	
201.3

	
152.4

	
141.27

	
81.25




	
30

	
221.5

	
164.2

	
145.76

	
85.76




	
35

	
243.6

	
167.2

	
151.23

	
88.76




	
Overhead (packets)

	
10

	
1356

	
1243

	
865

	
568




	
15

	
1475

	
1386

	
874

	
567




	
20

	
1538

	
1427

	
892

	
586




	
25

	
1689

	
1628

	
964

	
625




	
30

	
1758

	
1625

	
1028

	
645




	
35

	
1869

	
1689

	
1142

	
692




	
Throughput (Kbps)

	
10

	
121.3

	
153.4

	
212.45

	
356.2




	
15

	
129.4

	
158.3

	
221.35

	
386.1




	
20

	
136.2

	
161.2

	
235.27

	
425.1




	
25

	
137.1

	
165.2

	
245.69

	
452.1




	
30

	
141.8

	
171.4

	
249.38

	
486.2




	
35

	
156.7

	
175.2

	
259.36

	
489.2
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