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Abstract: The public network access to smart grids has a great impact on the system’s safe operation.
With the rapid increase in Internet of Things (IoT) applications, cyber-attacks caused by multiple
sources and flexible loads continue to rise, which results in equipment maloperation and security haz-
ard problems. In this paper, a novel ensemble learning algorithm (ELA)-enabled security anomaly
identification technique is proposed. Firstly, the propagation process of typical cyber-attacks was
analyzed to illustrate the impact on message transmission and power operation. Then, a feature
matching identification method was designed according to the sequence sets under different situa-
tions. The classification rate of these abnormal attack behaviors was acquired thereafter, which could
aid in the listing of the ranking of the consequences of abnormal attack behaviors. Moreover, the
weights of training samples can be further updated according to the performance of weak learning
error rates. Through a joint hardware platform, numerical results show that the proposed technique
is effective and performs well in terms of situation anomaly identification.

Keywords: cyber-physical power system (CPPS); Internet of Things (IoT) scenario; ensemble
learning algorithm; analytic hierarchy process; abnormal attack behaviors

1. Introduction

The last decade has witnessed the increasing popularity of the Internet of Things (IoT)
applications, in which physical devices connect with each other in high speed, low latency,
and flexible ways. The IoT aims to achieve the goal of the interconnection of everything in
industry, power systems, smart cities, and other fields [1]. In the train of such a tendency,
the IoT cyber security of modern power systems has drawn increasing attention in recent
years. With the amount connections between physical devices, perceiving cyber-attacks be-
comes a difficult task. Recent studies have begun to focus on cyberattack perception issues.
Lallie et al. [2] proposed an adapted attack graph method to refine cyberattack perception.
Liang et al. [3] established optimal attack models for different cyber-topology attack sce-
narios, and a metaheuristic optimization algorithm was proposed thereafter. Meanwhile,
in Ref. [4], Zhang et al. designed a cyber-attack detection system, which was established
on the concept of defense-in-depth, to enhance the cyber security of cyber—physical sys-
tems (CPSs). The dependence of the IoT cyber—physical system on information systems
continues to increase, which highlights the importance of cyber security in the operation
of the system.

Cyber-attacks in the context of the IoT has a significant influence on cyber—physical
power systems (CPPSs). With the advancement of digital substations, the risks to IoT
power systems risks will result in an era dominated by information-based risks. Many
cyber-attack have happened in practice: in 2015, the Ukrainian blackout event was caused
by a BlackEnergy cyber-attack, which caused the grid energy management system to fail.
The Stuxnet cyber-attack also significantly affected the Iranian nuclear power plant SCADA
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system, which laid too much burden on relevant security researchers [5]. Choras et al. [6]
proposed a machine learning-based technique to model behaviors and detect cyber-attacks.
Meanwhile, Xin et al. [7] concluded that system operations become seriously vulnerable
to line outages and failures if cyber—physical attacks occur.

Many fault diagnosis methods have been addressed in system fault detection. Differ-
ent evaluation methods have been discussed for assessing the security of cyber-physical
systems. Li et al. [8] proposed an enhanced IoT CPS security model, via which different
cyber-topology attack scenarios can be recognized and classified. In [9], a risk assessment
method was presented by Liu et al. to evaluate the cyber security issues with the aid of
customized protection module.

On the other hand, Bi et al. [10] described the relationship between the context, the
attack, the degree of vulnerability, and the network flow, which was proven to reflect the
state of IoT CPS security. In [11], an IoT network security situation awareness model was
designed by Xu et al. to enhance the reasoning ability of an ontology model. Xiao et al. [12]
realized the online security assessment of the power grid via situation awareness technol-
ogy. However, this type of method is not suitable for the real-time measurement of power
grids [13,14]; when the information obtained by the state estimation is not accurate and
comprehensive enough, this will cause a power grid dispatch center response delay and
even ultimately damage to the operational stability of the power system [15].

Jinjie et al. [16] analyzed the situation of network topology being tampered with based
on graph theory knowledge. In [17,18], two effective cyber-attack schemes for remote con-
trol units (RTUs) were proposed by Lallie et al. and Wang et al., respectively. Meanwhile,
amethod was proposed based on an improved attack graph to evaluate the hazard of cross-
space cascading faults in cyber—physical power systems [19,20]. Zhu et al. [21] underlined
the comparison requirement in a broader range of settings, which provided promising sug-
gestions for further work.

At present, the research on the identification methods of network attacks on the grid
side mainly focuses on the identification of malicious data injection, and the coverage of
attack types is insufficient. Amir et al. [22] introduced a method to detect FDIAs target-
ing the AGC system by developing a stochastic unknown input estimator. The datasets
in attack detection rely on the collection of abnormal traffic or vulnerability data [23] and
multi-source network data information fusion [24]. The collection of the measured data
considers single factors to analyze the overall operational state of the system, while the in-
formation fusion has the associated problems of the weak correlation between various ele-
ments and difficult data fusion, so it lacks mature and effective methods [25]. Recently, ma-
chine learning-based technologies were studied by Benisha et al. [26]., and Tahir et al. [27]
proposed a false data injection attack detection with an adaptive distributed sampling se-
quence, which can improve detection efficiency while ensuring robustness; however, data
fusion was processed to train a cyber-attack detector more effectively. To achieve better
efficiency, ensemble learning techniques are proposed in attack detection.

Ensemble learning techniques can achieve higher accuracy and efficiency by improv-
ing the machine learning performances of diverse base learners. Ensemble learning meth-
ods train multiple base learners to obtain improved performance and become better at
transferring information than each diverse base learner [28]. Meanwhile, the base learner
algorithms result in high variance, high bias, and low accuracy. The ensemble learning
algorithm usually chooses three main ensemble methods: bagging, boosting, and stack-
ing. Several studies have shown that ensemble models often achieve higher accuracy than
single machine learning models [29]. The fundamental idea behind ensemble learning
is the recognition that machine learning models have certain limitations and can make
errors. Hence, ensemble learning aims to improve abnormal identification performance
by adjusting the weight coefficient of multiple base models. Ensemble methods can limit
the variance and bias errors associated with single machine learning models; for example,
bagging reduces variance without increasing the bias, while boosting reduces bias [30,31].
Overall, ensemble classifiers are more robust and perform better than the individual ensem-
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ble learner. These methods have resulted in the promotion of security studies of CPPSs.
Notwithstanding, the existing methods above mainly focuse on single-source data scenar-
ios in IoT CPSs because it is difficult to trace the abnormality from physical faults and
cyber-attack accurately. Meanwhile, research on multi-source heterogeneous data scenar-
ios, which is an inevitable trend for IoT CPSs, is still lacking. Motivated by such a challenge,
the main contributions of this paper are concentrated upon three aspects: (1) A hierarchi-
cal structure model of consequences under typical attack types was built and the effects of
the abnormal behaviors were quantified. (2) Message data collected under different cyber-
attacks was fitted by a novel ensemble learning algorithm (ELA) to identify anomalies,
including power side data and information side status. (3) The security value and its prob-
ability under different cyber-attacks were determined by the combination of the feature
matching method and ensemble learning algorithm. Aiming at the abnormal behaviors
of cyber—physical power systems, a method to identify different attack types and physical
faults is proposed to provide system situations through the proposed algorithm.

2. System Abnormal Behaviors in the IoT CPPS Hierarchical Structure

Figure 1 shows the typical architecture of an IoT CPPS [32,33], which includes the
physical layer, sensor/actuator layer, network layer, control layer, and information layer.
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Figure 1. Architecture of an IoT CPPS.

Unlike the other layers, the network layer penetrates through the entire CPPS from
bottom to top [34]. Specifically, the measurement data are delivered from sensors to control
units. By contrast, the operation commands are delivered from control units to actuators.
Cyber-attacks in an IoT CPPS usually interfere with the normal communication between
the information layer and the physical layer, which affects the information layer, causing
it to send the wrong instructions to the physical layer.

The cyber-attack first occurs in the information layer. As the abnormal attack behav-
iors mentioned are inconsistent with the characteristics of the data set, the consequences
on the information side are difficult to distinguish. For example, network flow, protocol,
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and business abnormality will cause the information side probe to detect a sudden change
in the network flow. Table 1 describes six typical types of abnormal attack behaviors.

Table 1. Category of cyber attack.

Type Name Description
1 Denial of service attack TCP, UDP
2 Abnormal port scan ICMP.VNC
3 Violent cracking Ssh brute force
4 Network flow anomaly Abnormal direction
5 Protocol abnormal Message header abnormal
6 Business abnormal Exceeds the standard

According to the above mentioned six typical CPS cyber-attacks and abnormal mes-
sage, the type of attack is classified according to “CIA”, with “C” representing confiden-
tiality, “1” referring to integrity, and “A” denoting availability.

(a) “A” is for the purpose of destroying the available communication information:

(1) Denial-of-service attack.

A denial-of-service attack is a type of resource exhaustion attack. It uses the defects
of network protocol/software or sends many useless requests to exhaust the resources of
the attacked object (such as its network bandwidth), so that the server or communication
network cannot provide normal services. DoS attacks can be generally divided into the
following four categories: o using protocol vulnerabilities to attack (such as in a SYN flood
attack); o using software defects to attack (such as in an OOB attack, teardrop attack, land
attack, IGMP fragment packet attack, etc.); o sending a large number of useless requests to
occupy resources (such as in an ICMP flood attack, connection flood attack, etc.); and @ a
blocking buffer spoofing attack (such as an IP spoofing DoS attack):

(2) Abnormal port scan.

Abnormal port scans include ICMP scanning, 3389 external scanning, vnc scanning,
etc. For example, the Windows system prohibits 135, 137, 138, 139, 445, 3389, and other
high-risk ports vulnerable to malicious attacks as service ports.

(b) “C” is to destroy the confidentiality of information.

(3) Violent cracking.

Violent cracking includes SSH brute force cracking, FTP brute force cracking, etc.,
and refers to the most widely used attack techniques, with hackers using the password
dictionary to guess the user’s password by employing exhaustive methods.

(c) “1” is to destroy data integrity.

(4) Network flow anomaly.

Network flow anomalies includes abnormal directions, sizes and types of network
flow:

(5) Abnormal protocol.

Abnormal protocols include message header format exception, the length of the for-
mat exception, and control domain format exceptions, etc.

(6) Abnormal business.

The cumulative number of remote-control trips exceeds the limit, and the interval
value in terms of transmission times exceeds the limit; thus, the telemetry information
exceeds the limit.

It is difficult to identify abnormal attack behavior on the data of information side. The
abnormal information behavior propagates to the physical layer, which affects the stability
of the frequency, the voltage values of the buses, and the current values of flexible loads.
In this paper, the flexible loads are considered to be interruptible loads and transferable
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loads. Considering the constraints of power supply interruption capacity and times, the
model of providing power for interruptible load is as follows:

U =Y .
P < P+ < PujjeOn @
Y e < Nij (2)
teQr

where Py ; ; is the power of interruptible load j at time ¢, r}i it is the upper reserve capacity

of interruptible load j at time f, Py ; and FIL,J- are the minimum and maximum values of
interruptible load j, respectively, Q) is the collection of interruptible loads, and uy ;; is
the state variable of interruptible load j at time t. If uy ;; = 1, this indicates that the standby
capacity of load j at time f is interruptible; otherwise, if the uy ;; = 0, this indicates that
it is not interruptible. Qr is the statistical time set, and Ny ; is the maximum number of
interruptions allowed for interruptible load j.

The power consumption of the transferable load can be flexibly adjusted, while the
total power consumption in a dispatching cycle is unchanged. The model is as follows:

Popx < Psppr < Psp ik € Qgp. 3)

U U )
Popk < P jer +uigyrsp i < Psik 4)

where Pgp i ; is the power consumption of the transferable load k at time ¢, Pgp ; and

_  are the minimum and maximum values of transferable load k, respectively, Qg is
PsLk

a collection of transferable loads, rgL i+ 18 the adjusted capacity of the transferable load k at
time ¢, and ukUt is the state variables of the transferable load k at time t.

The flexible loads have time variable and stochastic characters. The probability den-
sity function of the flexible loads can be described as:

1 (Ps — up)?
P = —_—— _
f( ﬂ) vV 27T0'fl eXP( 20’]%1

where Py is the active power of the flexible load, iy is the average value of the active
power in several dispatching cycles, and o7 is the standard deviation of active power.

Referring to the aforementioned abnormal attack behaviors, the hierarchy of abnor-
mal consequences is shown in Figure 2.

©)

The importance of abnormal

attack behavior
easurement end wrong raffic brea Device shut Mal i Fail to
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Denial of ‘ Violent ‘ Abnormal Network flow Protocol Business
service bruce port scan abnormal abnormal abnormal

Figure 2. Correlation analysis under different abnormal modes.

The attacker can obtain the port number through the vulnerability scanning device.
After obtaining the port number, the attacker can use the operating system and the device
memory vulnerability to log in through the Xshell software and connect with the device IP,
so that the attacker can invade the editing interface and execute the attack instructions. The
attacker can tamper with the instructions of the master station to attack the stability con-
trol device in the execution station, thus affecting the power side. Table 2 shows different
abnormal behaviors and the caused possible maloperations.
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Table 2. Consequence hierarchical analysis of abnormal behavior hazards.

Abnormal Behavior Possible Performances with Abnormality

Traffic breakdown; device shut down/reset;

Denial of service .
failure to operate

Violent brute force Send wrong message; traffic breakdown;

maloperation
Abnormal port scan Measurement error; failure to operate
Network flow abnormal Send wrong message; traffic breakdown
Protocol abnormal Traffic breakdown; device shut down/reset
Business abnormal Send wrong message; device shut down/reset

3. Feature Matching Method Based on Cyber-Physical Cooperation

The cyber-attacks and fault events targeting the power system may cause abnormal
phenomena on the user side. When the training data is sufficient, the gradient decision tree
is used to detect the abnormality of the power system. Therefore, the current research has
the problem of whether the abnormal phenomenon is caused by network attacks or failures.
For example, certain common faults in a power system, such as different phase-to-phase
short-circuit faults or offline faults, may cause the system to fail to operate. Meanwhile,
network attacks such as man in middle attacks and denial of service attacks may cause
system maloperation. All failures caused by cyber-attacks and physical faults are classified
as abnormal phenomena.

To analyze whether the abnormal phenomenon is caused by a network attack or a
fault, a feature sequence matching method is proposed based on cyber—physical coopera-
tion. The causes of abnormal phenomena cannot be analyzed from the section data alone;
the state transition process should be also considered. Taking denial of service (DoS) at-
tacks as an example, the consequences caused by a DoS attack are similar to the commu-
nication delay in the system under normal conditions. How to extract features from the
process of state transition to trace the causes of abnormal phenomena is the subject to be
analyzed. Therefore, a feature sequence matching method was used for different abnormal
phenomena to trace the cause.

3.1. Establish a State Transition Matrix

The physical elements are collected from the SCADA (Supervisory Control and Data
Acquisition) system, which can reflect the operating process on the physical side. The
information data mainly includes network traffic changes, log records of commands, mod-
ification records of the master station, etc. The information data mainly represents the
network, protocol, and system, etc., so as to reflect the abnormal phenomena. To establish
the state transition matrix, various physical elements and information data are handled to
cooperate with the cyber—physical data.

Firstly, to discretize the physical analog data, the specific method is to discretize the
continuous value into a value that can be used to represent the anomaly states. The advan-
tage is that the data fluctuation caused by a small disturbance can be ignored, and only
the abnormal change in the system state needs to be focused on. Considering that large
disturbances, such as a frequency stability problem after line failures, the numbers impact
little on the simulating results. Therefore, our specific aim was to discretize the continu-
ous value into the a value that can be used to represent the voltage state, current state, and
frequency state. The advantage of this process is that the data fluctuation caused by small
disturbances can be ignored, and only the change in the system state needs to be focused
on when large disturbances occur, which can be easily handled in the training and learn-
ing process. Thus, the physical measurement data includes the bus voltage, line current,
system frequency, and control signals such as relay protection device action records and
security control records.
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3.1.1. Voltage Value Processing Method

The setting of the voltage rating generally involves certain standards according to
different equipment. The equipment generally operates under the rated voltage value U,
so it is discretized as a judgment of voltage level. The measured voltage value is converted
into a standard unit value. If the measured voltage value U < 0.9U,,, the discretized voltage
state Sy is described as 0. If 0.9U, < U < 1.1U, and the discretized voltage state S; is
described as 1. Otherwise, if U > 1.1U,, the discretized voltage state S;; is described as 2.

3.1.2. Current Value Processing Method

The line current processing method is when the measured current values of multiple
loads are compared with the current values in the steady state I;. The sharp fluctuation
in the measured current can be regarded as abnormal. The measured current value is
converted into a standard unit. If the measured current value I < 0.9];, the discretized
current state Sy is described as 0. If 0.9; < I < 1.5 and the discretized current state S; is
described as 1. Otherwise, if [ > 1.5];, the discretized current state S; is described as 2.

3.1.3. Frequency Processing Method

A fluctuation in the frequency between 0.996 and 1.004 of the rated frequency value
fn is considered normal, while a fluctuation below 0.996f, or above 1.004f, is abnormal.
Therefore, the frequency can be divided into three levels, as in the case of the voltage value
processing method. If the measured frequency value f < 0.996f,,, the discretized frequency
state Sy is described as 0. If 0.996f, < f < 1.004f, and the discretized frequency state Sy is
described as 1. Otherwise, if f > 1.004f,, the discretized frequency state Sy is described as 2.

3.1.4. Information Processing Method

Since the information values are originally discrete quantities, it is necessary to con-
vert the event contents into numerical values.

The development process of each event can be represented by the system state transi-
tion process with a subscript. When an event occurs, an event state transition table can be
obtained and each state can be numbered. After discretization, the states of each physical
measurement or information value are limited, so the total number of the transition table
is also limited. In the state transition table, the features can be extracted from the state
transition process to represent the anomaly of this event.

Therefore, the state transition table E; can be expressed E; = [S1, Sa,..., Si] T which
can be shown as follows:

t  frequency vy - Uy i e ip switchy  ---  switchy, commy -+ commiy
S1 h f1 vi1 o Uiy B cc i, switchyy  --- switchy, commyy  --- commiy,
52 tr fz 021 ot U2n 1'2,] s 1'2,,1 switchzl s switchz,n commy 1 s commyy
S tm fm Ul Omm w1 o dmpm  SWitchyy -+ switchy, commyy - cOmNyy

In the horizontal direction of E;, t is the record time, v,, is the measured voltage value
in node n, i, is the measured voltage value in node n, switch,, is the switch state in node n,
and comm,, is the measured information value in the order of n.

Since the record discrete information value is inconsistent in the time dimension with
the physical values, it is necessary to make up the values in the same time dimension. Thus,
the event state transition table can be used to facilitate the analysis of change during the
state transition process.

3.2. Feature Extraction during the State Transition Process

When an abnormal phenomenon occurs, there is no operational difference on the
physical side, and it is difficult to distinguish between physical faults and cyber-attacks.
Due to the various processes of the system state transition among different events, the ex-
tracted feature sequence will also be different. Thus, based on cyber—physical cooperative



Electronics 2022, 11, 4043

8 of 22

detection, the real cause of the abnormal phenomenon can be traced and the abnormal
phenomenon can be classified.

Through the generation of the event state transition sequence, the characteristic events
on the information side can help distinguish the types of cyber-attack and physical faults.
For the preset event simulations, the feature sequences that meet the preset possibility
degree are extracted from the event sequence set, and the possibility degree related to the
feature sequences is formed from the preset event. Among them, the feature sequences cor-
responding to different possibility degrees will be different for different events. Through
the idea of sequence matching, i.e., by comparing whether the sequence of unknown events
contains the same sequence as the feature events extracted from a certain type of event, the
unknown events are classified.

Abnormal identification can be used to analyze an abnormal behavior through the
preset feature sequences. If the abnormal identification method traverses the database to
detect the difference, the efficiency is slow. Therefore, to improve the accuracy and speed of
identification, the ensemble learning algorithm is proposed for abnormality identification.

4. Abnormality Identification Based on the Ensemble Learning Algorithm

The machine learning solution process can be regarded as looking for a learning model
with a good generalization ability and robustness in in terms of classification, but it is not
easy to find an appropriate model in different situations. Therefore, as a combinatorial
learning method, the ensemble learning algorithm can not only form an excellent combina-
torial model by combining multiple single models, but it can also design flexible strategies
for specific machine learning problems to obtain more useful solutions.

4.1. Ensemble Learning Algorithm for Anomaly Label Classification

Ensemble learning is the combination of several base machine learning learners to
form a model with a smaller variance, smaller deviation, or better classification predic-
tion effect. The ensemble learning algorithm can summarize the selection of base learners,
model training, and model combination in integrated learning. In a CPPS, abnormality
identification accuracy can be improved by an ensemble learning algorithm when consid-
ering the training of multiple sub-learners.

4.2. Selection of Base Learners

To guarantee classification accuracy in ensemble learning, certain algorithms are in-
troduced as base learner candidates: the decision tree (DT), radial basis function (RBF),
backward propagation (BP), least square support vector machine (LSSVM), and extreme
learning machine (ELM) algorithms, as shown in Table 3.

Table 3. Comparison of several regression algorithms in ensemble learning.

Algorithm Advantage Disadvantage
Decision tree (DT) Easy to understand and implement Discrete output
Least square s&};};ﬁ;‘ﬁ/{\;ector machine High accuracy Parameter optimization
Radial basis function (RBF) Strong generalization ability Slow training rate
Backward propagation (BP) Parameter optimization Parameter optimization
Extreme learning machine (ELM) Quickness Simple network structure

Since ensemble learning has a diversity property, the characteristics of its different
algorithms can be different. Theoretically, to improve the diversity of the ensemble learn-
ing model, the number of base learners should be large. Such a preference, however, is
opposed to computational situations in practice. Thus, a tradeoff should be considered ac-
cording to practical requirements. Generally, the error of the ensemble model is related to
both the accuracy and the ambiguity of the base learners. In other words, the performance
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of the ensemble model has a strong correlation with the accuracy or ambiguity of the base
learners. Therefore, DT, RBT, and ELM base learners were selected from five candidate
datasets in the ensemble learning algorithm.

4.2.1. Select Decision Tree (DT) as a Base Learner

In the DT method, a classification tree and a regression tree are involved. The Gini
index can be defined as:

gini(DX) =Y Y pipr =1-Y p? (6)
i1

i=1i'£i

which is used to determine the order of the internal nodes. In the above equation, D is the
dataset, gini(D¥) is the Gini index of the k-th class in D, and p; is the proportion of the i-th
class. To feature k in D, the Gini index can be expressed as:

K
Gini(D, k) = Y T —lgini(D) @)

where K is the class amount, | D¥| is the number of the k-th class, and | DI is the sample
amount.

When all the features have been sorted by the Gini index, a complete classification tree
can be easily established via arranging all the features in sequence.

4.2.2. Select Radial Basis Function (RBF) as a Base Learner
The RBF neural network is designed using radial basis functions, and there are no lo-

cal minimum points and slow learning rates, as shown in Figure 3. The Gaussian function
is used as the kernel function in the hidden layer nodes, which can be written as:

Nz = cill
20’1'2

Ri(Zy) = Gl Z¢ - il = exp[ ®

where Zj is the k-th sample vector; C; is the center of the i-th hidden layer neuron; o; is the
variable of the hidden layer node i; and || Z; — C;|| is the norm.

Input Layer Hidden Layer Output Layer

Figure 3. RBF neural network structure.

The output value of the network is:

y=) wiRi(Z) ©)
i
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where y is the output value, and wj is the network weight between the hidden layer nodes
and the output layer nodes.

4.2.3. Select Extreme Learning Machine (ELM) as a Base Learner

Compared to the RBF algorithm, which features an iterative parameter generation
process, ELM, which instead features a random parameter generation process, has a much
faster training speed. The structure of ELM is shown in Figure 4.

Input Laver Hidden Layer Output Layer
H T

(D
7\
Zo
R ()
N

ﬁ Activation

< Function
Figure 4. ELM neural network structure.

The mathematical relation can be expressed as:
HB=T (10)

where H denotes the hidden layer output matrix, 8 represents the output weight vector
connecting hidden layer and output layer, and T is the target output matrix. In practice,
the output weight vector 8 can be solved by § = H*T, where H* is the Moor—-Penrose
generalized inverse of H.

4.3. Basic Learner Combination under Ensemble Learning

Ensemble learning for abnormality identification is achieved via the following steps.
(1) The training subset is generated by randomly sampling the dataset, which can effec-
tively reduce the training time consumption; (2) each subset is then input into each al-
gorithm (DT, RBT, ELM) correspondingly, which ensures that the algorithm can compre-
hensively learn data characteristics; (3) the input of the test set into each model will then
provide the identification results; (4) lastly, the results are aggregated to obtain the final
abnormal identification results. The entire processes above can be visualized as Figure 5
illustrates.

Trainin,
L~ Subset#1 g DT |steeny,
/ Lty

/ ‘\*\rc“‘“h# )
. / g .

Random sampling Identification result 2~ Aggregation | .Abn(?rmal.lty
Dataset ™ \ Subset #2 *  RBT = identification

R \ “,s\x\ e results

\ AN e \r\/\'\cﬁ\‘o“
RN * Subset#3 —» Tt
\\\\
A
Test set

Figure 5. Basic learner combination process under ensemble learning.
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4.4. Abnormality Identification under Ensemble Learning

The ensemble learning process to identify attack behaviors can be described
as follows.

Firstly, the weight distribution of training data is initialized. The initial weight w of
the data set D; under the machine learning algorithm is divided by the average value:

Dl = {wl,l,wl,z,...,wl,i,...,wLN},i: 1,2, ...... ,N (11)

where N is the size of the data set Dy, wy; = %

In the experiment, the characteristic values of the network sample data are time stamp,
message length, source, and destination address, source and destination port, data off-
set, check code, message version number with the length, identifier, serial number, confir-
mation number, check sum, emergency pointer, voltage values, current values, frequency
value, switch states, and so on. As these alarm data only contain information layer data,
the power change, frequency oscillation amplitude, voltage drop value, and operation con-
dition of the related measuring equipment caused by the information layer fault in the
dataset are combined.

Secondly, the training data set are used to obtain the basic classifier G, (x) with the
weight distribution Dy,. Dy = {Wy 1, Wi, , Wi+, WN}, m=1,2,..., M. In the
ELA machine learner, DT, RBF, and ELM were chosen as the three different base learners.

Then, the classification error rate e, of G, (x) on the training data set is calculated,
with y; referring to the output, which is defined in the training date.

N
em = Prob(Gu(x;) #yi) = Y Wy il (G (x;) # yi) (12)
i=1

where G, (x;) represents the type of abnormal behavior under m-th base learner, while y;
is the actual type of the abnormality in the dataset.

According to the ¢, obtained by each base learner algorithm, a;, is used to determine
whether this part of the data set should increase the weight distribution in the

next iteration.
1—ey

1
am = 5 log (13)

€m
When the weight distribution of the training data set is updated, the weight w1 ;
can be written as:

Win,i

Win+1,i = 7 exp(—amyiGm(x;)) (14)

where Wyt 1,i refers to the weight updated in D41,
Dyt1 = {Wms11, Wms12, - » Wt1is -+ » W1, N }- Zm is the normalization factor, which
makes D,, 1 become a probability distribution.

N
Zm =Y Wy i€Xp(amyiGm(x;)) (15)
i=1

Finally, a linear combination of basic classifiers is constructed:

M
flx) = Zl amGm (x) (16)

This shows that the smaller the classification error rate, the greater the role of the
classifier in the final classifier. After that, the weight distribution of training data can be
updated for the next round preparation. Equation (14) can then be written as:

Wi ,—am G (x) — 1.
w _ Zmle r Gm(Xi Yi (17)
e { o™, G () # i
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In feature selection, cross-validation is used to divide the training set features, which
are divided into 10 sub-training sets. Each sub-training set has been trained. It is under-
stood that the time stamp, message length, source and destination address, source and
destination port, message version, and other features in 30 sub-training sets have a signifi-
cant influence on the feature identification result. Therefore, the data eigenvalues obtained
from the above cross-validation are used as the dataset for ensemble learning.

It can be seen that the weight of samples misclassified by the basic classifier is in-
creased, and the weight of samples correctly classified is reduced. Thus, the weight of
the misclassified samples is enlarged by 2" = 74— multiples, so that the misclassified
samples play a vital role.

Through the combination of these measures, the bias and variance of the result can
be used to identify different abnormal behaviors. An indicator RSME is used to express
the quality of the established model when ensemble learning is used to solve regression
problems,

m
RSME = % Y Apsw_m (18)
i=1

Apsw m = |psw_m(actual) — psw_m(prediction)| (19)

where Apg,, i represents the absolute difference between the real situation value and the
predicted situation value under the training data of group m, psw_m/(actual) refers to the
actual situation value of the group m, and Apsw_m (prediction) means the prediction value
of group m.

The model of machine learning is very dependent on data. Bias? means the square
of deviation and variance refers to the complexity of the training set. Figure 6 shows the
optimum model complexity under ensemble learning. The errors in ELA are computed as
(Bias* + variance). Generally, the more complex the model, the lower the deviation, which
leads to the reduction in the total error. Therefore, the optimal model should balance the
deviation and variance.

4 Total Error Variance

Optimum
model
complexity

=~ 0o mm

Bias2

/

Model complexity

v

Figure 6. Optimum model complexity under ensemble learning.

5. Case Verification
5.1. Simulation Platform

From the above analysis, we can see that network attacks and failures have many
similar features in the process of feature transfer. Both the information side and the phys-
ical side increase the difficulty of identification, and the existence of a communication de-
lay further increases the difficulty in terms of identification. Therefore, the hardware in
the loop-based joint simulation platform is used to conduct batch data simulation and
feature variable screening of a large number of original data, providing the original ba-
sis for event sequence generation and feature sequence extraction based on the ensemble
learning algorithm.

According to the collected information side and the physical side state, the discretized
cyber—physical sequence training set D is formed, the base learners are initialized from
Equation (11), and the number of training rounds is set to 30 in the ensemble learning al-
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gorithm. Then, the classification error rates are calculated from Equation (12). The weight
of the classifier and the weight distribution of the training data set are calculated using
Equation (14). During the training process, the ensemble learning size is tested to divide
different training subsets. Finally, Equation (16) is applied to combine the base classifiers
to obtain the final strong classifier.

Batch data simulations are carried out based on the hardware joint simulation plat-
form, which provides original data for event sequence generation. The simulated CPPS
architecture is shown in Figure 7.

Station

\ controller
- 22
Control center N~ !

Figure 7. Abnormality identification scene test in a CPPS.

To verify the effectiveness of the proposed machine learning algorithm, the dataset
was analyzed based on a variety of test events in a CPPS. The packets were captured
through the Wireshark packet capture tool and analyzed by the communication protocol
to obtain partial datasets.

The software simulation platform mainly consisted of RT-LAB and OPNET, as shown
in Figure 8. The main power system network was modeled in RT-LAB to form an equiva-
lent physical network to a power system. RT-LAB uses Ethernet to communicate with the
outside, and the main communication protocols were TCP/IP and UDP protocols. The net-
work interface included communication control, packet acceptance, and sending modules.
The sampling frequency of measured data was 1000 Hz. OPNET allows for the detailed
modeling of communication devices and the simulation of a digital informative system.

Figure 8. Hardware joint simulation platform in CPPS.
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5.1.1. Abnormal Behavior Identification in a 4-Gens CPPS

A 4-Gens CPPS was built in the hardware joint simulation platform, as shown in Fig-
ure 9. The fault protection workflow can be described as follows. When a fault process is
detected in this area, the corresponding control action is to disconnect the circuit breakers,
and the connection between switch R1 and switch R2 is disconnected. At this time, the
voltage between bus conductor B3 and bus conductor B8 is overloaded. According to the
protection action, bus conductor B3's load will be immediately cut off, i.e. the linkage L1
becomes disconnected, so as to prevent the accident from causing more serious phenom-
ena and maintain the stability of the power grid.

B7 BS | B3 B4
i ! -
B9 j = —= B11
S
B6
B10 __.RI L] R2 U
B B2 BS B12

Figure 9. Fault protection workflow of test system in a 4-Gens CPPS.

The communication network was built in OPNET to simulate different communica-
tion environments. Wireshark was used to acquire the data in the information layer with
different abnormal behaviors. Based on the fault protection workflow in Figure 9 above,
our following simulations were carried out to show the influence of network attacks or
physical failures. Without loss of generality, the basic configuration of a two-area four-
generations power system were adopted, as in the widely acknowledged method used
in [35]. Figure 10 showcases the tendencies of the communication transmission delays
between devices and the control center. Considering the information signals with a trans-
mission delay, the IoT CPP is a multi-delay system. In this experiment, communication
environments 1, 2, and 3 were set with different locations. Specifically, environment 1
(nodes 1-4) and environment 3 (nodes 9-12) were set for no fault process scenarios, while
environment 2 (nodes 5-8) was set for fault detected scenarios. To fully represent input
delay in each communication environment, we introduce a single time varying delay 4(t)
satisfying 0 < d(t) < d;;. In communication environments 1, 2, and 3, the d,;, was 0.02, 0.05,
0.1 s, respectively. Different delay messages were obtained in the different communication
environments and applied in the operation schemes.

As we can observe in Figure 10, in average delay performance in practical situations
is marginally worse than that in test situations. This is due to the situations designed for
test situations being limited, while the practical negative occurrences cannot be traversed
via testing. In practice, a small number of uncontrollable factors (e.g., processing request
interruptions, communication distortions, etc.) will affect the actual delay performance.
The second phenomenon to observe relates to the comparison of different communication
environments. Specifically, nodes belonging to a same kind of communication environ-
ment have similar delay performances. Environment 3 (nodes 9-12) has a higher average
delay performance than that of environment 1 (nodes 1-4), which is mainly caused by the
the average divergence (about 0.8 s) between their time-varying delays. While for envi-
ronment 2 (nodes 5-8), the delay performance is distinctly degenerated by the influence of
fault detection and the protection process, as the above Figure 9 shows. Fortunately, as the
practical and steady operation of a power system is tolerable for second class delay oscilla-
tions [36], such a gap (highest about 0.6 s) among different communication environments
is acceptable.
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Figure 10. Communication transmission delays between devices and the control center.

5.1.2. Feature Sequence Extraction

Based on the measured data from the informative and physical side, collaborative
datasets can be used to form the state transition matrix. The feature sequences are extracted
from the state transition matrix. In the test system platform, more than 2000 events were
simulated including network attacks and physical failures. Similar test scenarios of the
consequences were classified as caused by simulated faults. The sampling scenarios of the
test cases are shown in Table 4.

Table 4. The sampling scenarios of simulations.

Classification Number. Scenarios Scenario Description
No. 1 Q1-Q3 Short-circuit grounding faults on line L1 with different communication delays
No. 2 Q4-Q6 Remote control of the relays at R1 and R2 of line L1 by the dispatcher

g Tripping request forgery attack at R1 or R2 of line L1 with different
No.3 Q7-Ql2 communication delays by the attacker
No. 4 Q13-Q15 Tripping request forgery attack on tripping protection equipment of line L1
Tripping request forgery attack on the changing protection equipment

No.5 Q16-Q19 thresholds of line L1
No. 6 Q20-Q23 The physical failure of the protection equipment to operate flexible loads
No. 7 Q24 Normal scenario

To take scenario Q1 after the three-phase short-circuit grounding fault and scenario
Q4 after the tripping command forgery attack as examples of a comparison, these events
lead to the action of the protection device and physical changes.

Table 5 shows a portion of the data sequence in a short circuit grounding fault. In this
Table, state refers to system state order number, where S1-S10 means 10 states correspond-
ing to 10 moments; t(s) refers to the time parameter; VB1-VB4 and IB1-1B4 refer to the
discretized current state corresponding to the measured voltage and circuit values in node
1-4; f refers to the discretized frequency state corresponding to the system frequency; R1
and R2 refer to the state of switches R1 and R2. If the switch is on, the state value is 1, other-
wise if the switch is off and the value is 0. During the state transition process, VB3 changes
in 51-S2, circuit breaker R1 acts in S2 to S3, seven measure quantities change in S3-54,
three measure quantities change in S4-S5, and the remaining number of state changes is
one or two. The feature sequence set is listed with the largest state change in characteristic
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quantity. The matching probability is calculated as the percentage of the data matching
sequence length to the common data sequence length. Therefore, the extracted feature
sequence is 53-54-S5, and the matching probability is 30%.

Table 5. Data sequence in a short circuit grounding fault.

State t(s) VB1 VB2 VB3 VB4 IB1 IB2 IB3 1B4 f R1 R2
S1 0 1 1 1 1 1 1 1 1 1 1 1
S2 25.064 1 1 0 1 1 1 1 1 1 1 1
S3 25.083 1 1 0 1 1 1 1 1 1 0 1
S4 25.084 0 0 0 0 1 1 2 2 2 0 0
S5 25.124 0 0 0 1 1 2 2 2 1 0 0
S6 25.125 1 0 1 1 1 2 2 2 1 0 0
S7 25.126 1 0 1 1 1 2 2 1 1 0 0
S8 25.131 1 0 1 1 1 2 1 1 1 0 0
S9 25.133 1 0 2 1 1 2 1 1 1 0 0
510 50.314 1 0 1 1 1 1 1 1 1 0 0
In scenario Q4, a tripping request forgery attack leads to the disconnection of R1 and
R2. In the scenarios in classification No. 1, if the line between node B3 and B8 is over-
loaded, the protection device acts to cut off B3 load. However, under the cyber-attack in
the scenarios in classification No. 2, the attacker would control the protection device to
refuse to act when the forgery command is injected. Therefore, the state transition process
under the tripping request forgery attack can be obtained in Table 6.
Table 6. Data sequence in a tripping request forgery attack.
State t(s) VB1 VB2 VB3 VB4 IB1 1B2 IB3 1B4 f R1 R2
Sw-1 17.751 1 1 1 1 1 1 1 1 1 1 1
Sw-2 18.811 1 1 1 1 1 1 1 1 1 1 0
Sw-3 18.777 1 1 1 1 1 1 1 1 1 1 0

Since the main change in the forgery attack state is the information side state during
the transition, the extracted feature sequence is Sy 1-Sw.5.

5.1.3. Abnormal Event Matching Process

When matching the events in the feature matching method, the data sequence S1-
S10 is compared with the feature database. If the features can be fully matched, it will
be regarded as a three-phase short-circuit grounding fault and the matching probability
is set to 100%. If the matching value is not successful, the data sequence S3-54-S5 is tried
for feature matching and the matching possibility is reset as 30%. If the matching value is
successful, the event is regarded as a fault similar to the short-circuit event.

When matching tripping request forgery attacks and other phenomena occur, the data
sequence Sy 1-Sw-2-Sw-3 is used to match in the feature database. If the matching is suc-
cessful, it is considered a tripping request forgery attack and the probability is set to 100%.
If the matching is unsuccessful, the data sequence Sy 1-Sw.; is used to match again. If
the matching is successful, the event is regarded as a forgery attack but not conclusively a
tripping request attack, and the matching probability is set to 67%.

5.1.4. Selection of Ensemble Learning Size

To showcase the influence of the ensemble learning size, we simulated and obtained
the accuracy of ensemble learning for different ensemble learning sizes, as Figure 11 illus-
trates. Aswe can see in Figure 11a, the initial classification accuracy p=0.5 is a watershed, at
which the final ensemble learning accuracy will be kept constant, regardless of the learning
size. When the initial classification accuracy p < 0.5, with the increase in learning size, the
final ensemble learning accuracy will continue to decline towards zero. On the contrary,
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Figure 11b reflects that when the initial classification accuracy p > 0.5, the final ensemble
learning accuracy will approach 100%.
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Figure 11. The accuracy of ensemble learning for different ensemble learning sizes.

5.1.5. Accuracy Comparison of Different Methods

The proposed ELA was used to identify abnormal behavior with the extracted
feature matching method. The data sequences were selected as training import values,
and the abnormal behavior types and identification probability were chosen as training
output values.

The sequence matching results for the sampling scenarios are shown in Figure 12.
There was no error in the classification of Q1-Q3, Q7-Q15. There was misjudgment
between Q7 and Q13 in the classification of Q4, and certain misjudgments among Q5,
Q9, Q10, and Q14. Similarly, certain scenarios in Q16, Q17, Q20, Q22, and Q23 were clas-
sified incorrectly.
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Figure 12. Abnormal phenomenon feature matching results.

The total classification accuracy rate was 91.5% (88/1040). The cyber-attack
classification accuracy rate was 85.0% (63/420), and the physical faults classification ac-
curacy was 96.0% (25/620). The classification running time was within the range of 30 s to
several minutes.

If the error rate which deviates from the normal distribution is regarded as an error
value, the box chart can intuitively show those data deviate from the normal data distribu-
tion. As shown in Figure 13, certain test results were selected to show the iterative updat-
ing process of the weights in ELA. The red “+” indicates the degree of error rate deviation
from the normal data distribution during the learning process. This means that ELA can
increase the weight of this data set in the next test to obtain a better fitting effect if the error
rate deviation is large.

T T T T
09 + + 4
0.8 [~ _l_ 1
+
0.7 - + | |

g |

S

‘= 06 | B

=

o

=

5 o5 I i

w2

.4

4 I

o 04 -

=

=)

‘D 03 -
0.2 1
oa L €L L 1 |

— 1
o 4
Il L 1 L 1 1
1 2 3 4 5 6

Sample number

Figure 13. The box diagram of the sample weight distribution.

Figure 14 shows the accuracy of the proposed ELA with RBF and BP algorithms in
attack type identifications. Compared with traditional machine learning results, ELA ef-
fectively greatly improves the identification accuracy. In this case, the accuracy in terms
of BP is not satisfactory. Such a phenomenon results from the network falling into a local
extreme value, which should be induced by the selection of the initial connection weight
as well as the threshold value of the neural network.
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Figure 14. Comparison between traditional machine learning and ensemble learning.

It can be seen clearly that the prediction rate has been greatly improved. The identi-
fication accuracy is greatly improved by ELA. The selected 2018-line message data gener-
ated in the attacks was verified, and the 404-line training data ensured a 100% recognition
rate. The accuracy of the test data ratio was 1533/1614, and the average recognition rate
rose to 97%. ELA can gradually eliminate the possibility of large errors in training the
unprocessed data.

In order to reduce the phenomenon of scenario misjudgment, the training effective-
ness of ELA was compared, and the weight coefficients of the misjudgment data were
increased in the integrated machine learning classification. Without loss of generality, we
adopted the widely adopted ELM technique [37] as the benchmark to showcase the perfor-
mance of the proposed ELA technique. In order to reduce errors, more feature paths were
adopted in the feature library after specific analysis. After 10 rounds of verification, the
results shown in Figure 15 were obtained.

10 fold 10 times verification

N Eim

4 —— 4 -

Error

10 epoch

Figure 15. The errors for a cyber—physical power system security situation.

The results show that the classification effects of certain samples affected by delay
was significantly improved. This means that the majority of the abnormal features in the
sequence matching results were information side state abnormalities, so the integrated ma-
chine learning algorithm can identify whether the same abnormal phenomenon is caused
by cyber-attacks or physical faults. ELA canimprove the generalization ability of the model
through the feature verification of the training set and the test set, thus improving the ac-
curacy in terms of identification.
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Another interesting phenomenon in Figure 15 is the contrast between the ELM and
ELA techniques. As we know, ELM is a promising learning algorithm developed for train-
ing single-hidden layer feedforward neural networks which has a fast learning speed and
an excellent generalization capability [38]. However, in Figure 15, ELM shows an unsatis-
factory error performance in the context of CPPS security when compared to the proposed
ELA technique. Such a result is reasonable because the randomness of input weights and
bias may result in unstable and diverse results [39]. The randomness involved in ELM
parameters results in individual ELMs suffering from degradation in terms of consistency
and robustness [40]. Confronted with these factors, ELM cannot perfectly address secu-
rity anomaly identification applications for IoT CPPSs. By contrast, ELA provides a good
opportunity for designing ensemble learning models since the randomness involved can
inherently increase the diversity of an ensemble learner and significantly improve the clas-
sification accuracy.

6. Conclusions

This paper studied the security anomaly identification issue for IoT CPPSs. The re-
search work jointly evaluated the consequences of abnormal behaviors as well as the pro-
cessing of information transmissions in physical faults. Multiple abnormal behaviors were
identified by an ensemble learning algorithm, and the consequences of abnormal attack
behaviors were quantified by employing a feature matching method. Specifically, the ab-
normal behaviors in different scenarios were first analyzed in the abnormal spread process
from the information layer to the physical layer. Then, using an ensemble learning based
feature matching method, the system behavior identification rate was largely improved.
The key factors in terms of the physical model extracted from the state data were combined
through three base learners in an ELA. The DT, BP, and ELM base learners were ensem-
bled after verifying the relationship between classification accuracy and training subset
size. The numerical results showed that the proposed technique distinctly improved the
identification ratios of the CPPS with multiple flexible loads, which is promising for the
practical deployments of IoT CPPSs.
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