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Abstract: The cube attack was proposed at the 2009 Eurocrypt. The attack derives linear polynomials
for specific output bits of a BlackBox cipher. Cube attacks target recovery keys or secret states. In this
paper, we present a cube attack on a 5-round Sycon permutation and a 6-round Sycon permutation
with a 320-bit state, whose rate occupies 96 bits, and whose capacity is 224 bits. We found cube
variables related to a superpoly with a secret state. Within the cube variables, we recovered 32 bits of
the secret state. The target algorithm was Sycon with 5-round and 6-round versions of permutation.
For the 5-round Sycon, we found a cube variable and recovered a state with a total of 2'°2 Sycon
computations and 2% bits of memory. For the 6-round Sycon, we found cube variables and recovered
a state with a total of 2192 Sycon computations and 270 bits of memory. When using brute force
in a 5-round attack, 22?* operations were required, but the cube attack proposed in this paper had
2% offline operations, and 232 operations were required. When using brute force in a 6-round
attack, 2224 operations were required, but the cube attack proposed in this paper required 2°° offline
operations, and 2%% operations were required. For both attacks, offline could be used continuously

after performing only once. To the best of our knowledge, this is the first cube attack on Sycon.

Keywords: sycon; cube attack; state recovery

1. Introduction

Currently, wireless communication technology supports the high-speed communica-
tion of various devices, such as cellular phones, lightweight devices, and industrial sensors.
In addition, wireless communication makes smart factories, smart cities, and self-driving
cars possible and provides many conveniences for human beings. However, the importance
of information security must be emphasized, because there are risks of being exposed
to cyber security threat, manipulation or leakage of data and invasion of privacy during
the transmission of data by wireless communication [1-3]. In wireless communication,
information security may be provided through cryptographic algorithms [4,5]. However,
since the security strength of cryptographic algorithms does not provide immutability, it
must be continuously re-evaluated and reviewed for proper use.

A cube attack is the first type of attack to utilize existing linear, logarithmic, and
correlation at the same time [6]. A cube attack can apply to block ciphers, stream ciphers,
and MACs. With a cube attack, key recovery is possible. A cube attack creates a polynomial
in GF(2) using a set of variables defined as a cube. A cube is the set of all cases with the
given variables. The polynomial is associated with a cryptographic algorithm’s output
treated as a black box, expressed with a quotient and a remainder. The goal is to find the
coefficient of the quotient. Then, the secret data are recovered using the obtained coefficient
of the quotient.

At Eurocrypt 2009, a cube attack against Trivium, a block cipher-based stream cipher
suitable for wireless communication environments, was announced [6]. Trivium is a stream
cipher using an 80-bit key and 1152 initializations [7]. Since then, it has been proven
through several papers that a cube attack is possible for several cryptographic algorithms
such as SIMON-64/96, Ascon, ACORN, MROUS, GILMI, and Keyak [8-13].
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This paper proposes a cube attack on Sycon. Sycon is an AEAD cipher sponge con-
struction with a 128-bit key. Sycon was submitted to the NIST Lightweight Cryptography
Competition [14] and was selected among the ciphers for the first round of this project.

In this paper, Sycon using a rate of 96 was reduced to five rounds and six rounds.
Based on the low algebraic degree of Sycon, we were able to construct a cube attack with a
complexity of 2192 for the 5-round Sycon permutation, described in Section 4. A total 248
operations and 2% bits of memory were required to recover the 32-bit state in the 5-round
Sycon. In Section 6, we describe the use of similar algebraic properties to construct a cube
attack to obtain a state recovery attack for the 6-round Sycon permutation. We recovered
the same 32-bit state on the 6-round Sycon with 2°° operations and 2”° bits of memory. To
the best of our knowledge, this paper describes the first cube attack on Sycon. The main
contributions of this paper are summarized as follows:

¢ The cube attack against Sycon shows the potential threat applicable to wireless com-
munication. Sycon could be considered in wireless communication for confidentiality
and integrity, since Sycon is a lightweight AEAD algorithm.

¢ This is the first known state recovery attack against Sycon. The time complexity
to recover the state of the 5-round and 6-round Sycon was 2192, faster than brute
force. This paper shows the possibility of transmission data tampering or sniffing by
an attacker.

This paper proceeds as follows. Section 3 introduces cube attacks and the Sycon cipher.
Section 4 describes a cube attack on Sycon. The Results and Discussion section describes
the complexity of the attacks. Conclusions are provided in Section 6 with a summary of the
proposed attack and the results.

2. Related Work

A cube attack was proposed on Trivium with 672 initialization rounds with 2!° bits
operations, 735 initialization rounds with 2% bits operations, and 767 initialization rounds
with 2% bits operations. Since then, an improved attack with an MILP model on Trivium
with 675/735/840/841/842 initialization rounds was proposed in 2021, and an attack on
Trivium with 843 initialization rounds was proposed in 2022 [15,16].

Ascon was selected as a finalist in the NIST Lightweight AEAD Cryptography Contest
in 2017, and the strongest attack at that time was a cube attack, which had the time
complexity of 2°7 under the nonce misuse condition in the 7-round Ascon initialization
step [17]. However, for Ascon in 2022, an improved cube attack was also conducted under
the condition of nonce misuse in the initialization phase [18]. The complexity of the key
recovery for a full-round Ascon was 2130

In [19], Dinur et al. presented a cube-like attack against Keccak hash function-based
message authentication codes, authenticated encryption, and stream cipher. The key
recovery attack was performed for up to seven rounds. Key recovery and forgery attacks
were proposed for AE based on the Keccak hash function. In the case of the key recovery,
the attacks were performed up to six rounds under the nonce respected condition, and
the attacks were performed up to seven rounds under the nonce reused condition. A
key recovery attack and keystream prediction attack were proposed for the Keccak hash
function-based stream cipher, and it was shown that six rounds of key recovery and key
stream prediction could perform attacks for up to nine rounds.

In [20], Salam et al. proposed a cube attack against the authenticated encryption
stream cipher ACORN. This attack recovered a 128-bit key with a complexity of 2%° in
477 initialization rounds in ACORN, a proposed candidate for NIST CAESAR (Competition
for Authenticated Encryption: Security, Applicability, and Robustness). In addition, full-
round ACORN showed that a state recovery attack could be performed with a complexity
of 2728 using a linear equation associated with the initial state. In [12], Yang et al. proposed
a method of measuring the algebraic order and numerical mapping in NFSR-based ciphers
and a method of finding a cube based on a greedy algorithm. It was shown that a key could
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be recovered with a complexity of 212746 with cube variables using 123 variables for the
772 reduced-round ACORN.

In [21], Huang et al. introduced an efficient key recovery attack for the Keccak hash
function-based MAC or Keccak hash function-based AE algorithm Keyak using a condi-
tional cube attack. In [19], a MAC-based 7-round Keccak hash function was proposed . With
28 times more data, the time complexity could be decreased to 272. An attack against Keyak
was feasible with the time complexity of 274 and a data complexity of 274 for eight rounds.

3. Preliminaries

In this section, we briefly introduce the necessary background for this paper. Firstly,
we provide the notations used in this paper. Then, we provide a brief description of Sycon
and the concept of a cube attack.

3.1. Abbreviations and Notations

The abbreviations used in this paper are listed in Table 1.

Table 1. Abbreviations.

Abbreviation Full Word
AEAD Authenticated Encryption with Associated Data
LSB Least Significant Bit
MSB Most Significant Bit
LFSR Linear Feedback Shift Register
SB S-box layer
SD Subblock Diffusion
RC Add Round Constant Layer

The symbol notations used in this paper are listed in Table 2.

Table 2. Notations.

Symbol Meaning
xXQy Bitwise XOR of x and y
(x < n) Left circular shift by n-bits
re; Round constant at round i
Irr An iterated permutation with p rounds over (0,1)32°
X||Y Concatenate data X and Y
Si Most Significant 32 bit of si
Siy Least Significant 32 bit of si
st The i-th bit of s
0" n bit sequences of 0
XoY Y(X(data)) where the data are input, and X and Y are functions.
Q Quotient of a polynomial
R Remainder of a polynomial

3.2. Sycon Authenticated Encryption with the Associated Data Algorithm Specification

Sycon is an authenticated encryption with an associated data (AEAD) cipher [22].
AEAD is an encryption algorithm with a built-in integrity process using a secret key [23].
AEAD usually performs better than using two separate cryptographic processes with
two different secret keys. Sycon provides two authenticated encryption algorithms with
associated data and one hash algorithm in a sponge structure. In this section, we specify
the Sycon whose rate is 96.

Sycon consists of initialization, related data processing, encryption/decryption, and
finalization. The initialization phase loads 128-bit keys, a 128-bit nonce, and a 64-bit
injtialization vector into the 320-bit state variable. Then, it conducts two permutation calls,
truncating the key by 64 bits and XORing it. The relevant data processing is applied after the



Electronics 2022, 11, 3605

40f11

initialization phase, if the related data are not empty. Relevant data processing performs the
permutation with the associated data (AD) and the current state as input. The relevant data
processing will not perform if the relevant data are empty. In encryption/decryption, the
encryption algorithm generates the ciphertext with the same length as the input plaintext.
In this case, the size of the plaintext is a multiple of 96, and padding is performed if it is
less than 96 bits. Then, we conduct the permutation to update the state. This process is
repeated until all 96 bits of plaintext are processed. The finalization absorbs the key back
into the state via a ratio of two permutation calls, and a 128-bit tag is output. A tagis a
value that concatenates the contents of S2 and S3 among the state variables.

The state is XORed with a key or plaintext after permutation as shown in Figure 1.
The LSB 224 bits of the state are XORed with a domain separator. The domain separator
of Sycon is as follows: 0224 for initialization, 100 || 0%2! for AD processing, 010 || 0?*! for
massage, and 001 || 022! for tag generations. If the additional data are empty, 001 || 0?%! is
replaced by 010 || 0221

Ko Ky M, M, Ko Ky
A Ld Lda Lad il La
K— A% (% (% (% N (%
14 14 14 5 5 14 14
V=[] [ [ [ [1 [ [
w— Pany Pany Pany any m Pany T
AR g RN
0 1 2 4 4 4

Figure 1. Sycon -AEAD-96 (when the length of the associated data is 0).

Sycon permutation is an iterative computation in a round function. In the round
function, Sycon uses a 320-bit state. In the state, the first 64/96 bits are user message bits
along the rate. The round function (R) of the Sycon permutation consists of a sequence of
three distinct transformations: SBox (SB), SubBlockDiffusion (SD), and AddRoundConstant
(RC), i.e.,, R = RC o SD o SB. The p-round permutation, denoted by I1°, is constructed as
I[IP =Ro...oR.

The first layer is a nonlinear computation. Sycon’s round function is SPN. Thus, for
nonlinear computation, Sycon uses 64 S-boxes. The process of the S-boxes in the equation
is as follows:

Y0 = x0 @ x1x3 @ x2x3 © x3x4 © x4

y1 = x0x1 D x0x3 & x0 ® x1x3 © x1 O x2 D x3 © x4

y2 = x0x2 ® x1 O x2x4 © x2 O x3 )
Y3=x00x2x3 D x2® x3x4 B x3 D1

y4 = x0x4 © x0 © x1 @ x3

The second layer is a diffusion layer that performs linear transformation on five 64-bit
sub-blocks. The diffusion layer uses the following linear transformation:

S50 + (S0 (50 <« 59) @ (S0 <« 54)) <« 40

51+ (S1® (S1 <« 55) ® (S1 « 46)) < 32

S2+ (2@ (52« 33) @ (S2 x 02)) « 16 )
S3+ (S3® (83« 21) @ (S3 x 42)) <« 56

5S4+ (S4@ (54 K 13) d (54 « 26))

The third layer is the add round constant layer. Round constants use a four-bit
LFSR defined by the polynomial x* + x + 1 over F». The LFSR status is expressed as
rc = (rci1s3, 1Ciya,Ciy1,1¢;i), where rcip g = rc; @ rciyq. Starting from the initial state
rc = (0,1,0,1), we generate a p = 12 round constant, where each state of the LFSR is
given as a unique constant. The four-bit LFSR with status (rc3, rca, rc1, rcg) is converted to
a byte equal to (0,0,0,0,7c;y3,7ci12,7cit1,7¢;). The round constants are given in Table 3.
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Table 3. The round constants rc;.

Round Constants Round Constants
0 Oxaaaaaaaaaaaaaalb 4 Oxaaaaaaaaaaaaaal”
1 Oxaaaaaaaaaaaaaala 5 Oxaaaaaaaaaaaaaalb
2 Oxaaaaaaaaaaaaaald 6 OxaaaaaaaaaaaaaaOd
3 Oxaaaaaaaaaaaaaale 7 Oxaaaaaaaaaaaaaa(06

3.3. Cube Attack

Let the cryptography algorithms be expressed with a polynomial f. The input of the
cryptographic algorithm (e.g., plaintext, initial vector, nonce, associated authentication data)
will be f’s input parameter, and the output of the cryptography algorithm (e.g., ciphertext,
tag) will be the value of f’s computed result. If the block cipher has input as plaintext P,
initial vector IV, and key K, and the output is ciphertext C, we can express the block cipher
f(P,IV,K) = ¢ with P = pop1paps ... Pn, IV = ivgivyivoivs .. .iv,, K = kokikoks ...k,
and C = cocicac3 . . . ¢y, Where p;, ki, and c; is a bit representation, respectively.

*  Degree The dense polynomial f of degree d has Zflzo (2";“") possible polynomials

over GF(2). To eliminate the nonlinear terms on the polynomials, the attack needs to

eliminate Y7 , (2”?””). Thus, when the degree becomes higher, it is hard to eliminate
the nonlinear terms.

*  Cube Variables To eliminate the nonlinear terms from the polynomial f, an attacker
needs to divide the polynomials f by the other polynomial ¢, whose degree is d — 1.
If f(P,IV,K) divided by t = pgp; ... puy—1, then f can be expressed as f(P,IV,K) =
tQ(pn, IV, K) + R(P, IV, K). In this term,  is n — 1 bit cube variables.

*  Superpolys We assume that dense polynomial f divided by t = pop1...pn-1,
f(P,IV,K) = tQ(pn,IV,K) + R(P,IV,K), as above. In this term, Q(pn, IV,K) is
a superpoly with degree 1. In order to obtain a superpoly, the attacker can compute
Trco, F(P,IV,K) = Q(p, IV, K).

In a cube attack, finding cube variables is important, because when the degree of
the polynomial becomes higher, an attacker needs more polynomials to use Gaussian
elimination. When the cube variables are larger, the attacker breaks more rounds. Moreover,
f can be divided by m — 1 variables, and the quotient will be a degree 1 polynomial. A cube
attack should first formulate the polynomial f. If f is not a dense polynomial, superpoly
Q’s degree will be changed along the chosen cube variables. For example, when we define
cube variables as t = pop; ...pn—1, and if A is bits that multiplied with [,/ <= n bits,
then f could be f(P,1V,K) = tQ(pn, A) + R(P, 1V, K). That is, the polynomial Q degree is
| — m. Thus, in order to obtain Q, the attacker needs to use fewer cube variables | — m — 1.

To make m independent polynomials, the attacker needs to analyze where there are
no multiplication values between the target bits and the input bits that the attacker can
control. The attacker will select the control bits that do not have multiplication with the
target bits. The attacker can know whether multiplication will be computed by analyzing
the cryptographic algorithms’ process. A typical example that has a multiplication step in
a cryptography algorithm is an S-box. After the attacker finds the proper cube variables
from the polynomials, a cube attack can decide the round that an attacker can use. Then,
the cube attack is presented as follows:

1. Offline Phase The attacker computes and stores the Q(py, IV, K). The targeted data
bits can be expressed as linear polynomials Q(p,, A). The attacker computes a linear
polynomial from the Q values. The attacker assigns 0 except for the cube variables.
Then, the attacker sets bit by bit on x. From the data, the attacker computes each
coefficient of x.

2. Online Phase Considering the oracle as given, the attacker derives the cube sum of
the oracle query results Q(pn, A). From the polynomials saved in the offline phase,
the attacker recovers target bits A. If A has I —m — 1 variables, the attacker needs an
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I —m — 1 cube sum result. The attacker computes the Gaussian elimination to obtain
the recovered target bits.

3. Brute Force Phase If the cube variables are not enough to obtain all rounds or all target
bits, the attacker performs a brute force attack on the remaining bits. For example, if
the recovered bits are [ bits and the targeted bits are m bits, the attacker performs a
2"=! exhaustive search.

4. State Recovery Attack on a Reduced-Round Sycon

In this section, we focus on state recovery attacks. First, we analyze the round-reduced
Sycon. Then, in the later part of the section, the cube attacks on five-round Sycon and
six-round Sycon are described.

4.1. Idea and Scenario

We propose an attack idea and scenario to recover the secret state of Sycon. Sycon
has a 320-bit state variable, as described in Section 3. In this paper, the state variable S is
expressed as a truncated form to 32-bit units as follows:

S = 500 504 [|S1o|[S11 |20 521 | S30|S31]|S40/|S4: 3)

The polynomial of the output from the S-box has degree 2. After five rounds of the
permutation are performed, the result S has a polynomial of degree 2¢. Therefore, we
require 2* — 1 variables in the cube for an attack against the 5-round Sycon. In the same
way, after six rounds, the degree of S is 25, Thus, we need 2° — 1 variables in the cube. We
choose bits from the state variable that we have control over. We select S0p, S0;, and S1;
as the cube variables. The cube attack is feasible if the variables are uniquely multiplied
by S0p, 501, and S1j. The variable with this characteristic in the S-box is §3¢. S1j is only
multiplied by S0y and S3j. Choosing S1j as the cube variable allows us to recover S3y.
With the cube variables, we obtain the linear equations as follows:

Li(S) = a9S13 +alS1y +a?S13 4 ... +a?S13 +¢;,i = 0,1,2,...,31 )

To construct L;, we obtain the result of the permutation by M @ C, and we choose the
message bits that construct the cube variables. Figure 2 shows the attack scenario.

Q=M&G
(known)

My
Rater = M, @ Cy (known) —>@—> Ciphertext C,(known)
! Recovery Target : :
i Capacity = Secret State Capacity = Secret State(unknown)
! (unknown) i ~—
__________________________________ ! 2 4

Figure 2. State recovery attack scenario on the reduced-round Sycon.
4.2. Attack on the Five-Round Sycon
4.2.1. Offline Phase

Sycon encrypts plaintext by truncating it in units of 96 bits. We chose 96 bits of
plaintext. The state variable S was concatenated as S0g, 501, S1p, S11, 529, 521, S3p, and
531, where each size was 32 bits.

S = 500|501 ||S10][S11(|S20][S21]|S30 || S31| S40]| S41 (5)
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Py, P;, and P, were the plaintext values chosen. Ciphertext Cy, C;, and C, were
computed by performing XOR of the current state variables MSB 96 bits 50y, S0;, and S1p
and the plaintext Py, P;, and P,.

Cop = S0y Py
Ci =50 P (6)
G=51)yoPr,

Since the ciphertext and the plaintext were known, we computed the XORing of the
ciphertext and the plaintext to obtain S0y, S0;, S1p.

S0p=Cod Py
S0, =C, @ P, @)
Slp=C P,

We set the cube variables in S0;. Since the degree of the S-box was 2, the result after five
rounds had a polynomial of degree 16. The attacker chose a 15-bit cube in the 5-round Sycon
state variable to obtain a polynomial of degree 1 and the rest of the values as constants.
We recovered 16 bits of MSB and 16 bits of LSB of S3y, respectively. Therefore, two cube
variables were required, and each cube variable set had 215 elements. The cube variable
could be Cgy,, := {0x0, Ox1, ..., Oxffff} and Cg,, := {0x00000, 0x10000, . .., Oxffff0000}. We
assigned all the other variables to 0 except for the cube variable S0; and used S0y in the
attack. S1p was used in the attack as it was multiplied only by S0y and S3, as described in
Section 2.

Since 53( depends only on 50y, after five rounds, the polynomial could be expressed
as a polynomial for the quotient of S0y and S3y.

S = $3,Q(S00, S31) + R(S0, 51,52, 53, 54)
Qs)= ). f(5)

S19eCs1, 8)
=a%510 +a'S1' ... +a%1S13 + cwherea' € {0,1}
We used the process shown in Table 4 to find the variable coefficients of a polynomial

for Q(S). As a result, we obtained the following values. The results obtained were stored
in the memory and used in the online phase.

Z f(SOOI 50115101511/ SZO/ 521/ 5301 53115401 541) = Q(SOOI 530)/

(01,--015)€Cs1,,

with SOg = 0x00000000, 0x00000001, 0x00000002, . . ., 0x0000£fff, ©
53 = 0x00000000, 0x00000001, 0x00000002, . . ., 0x0000£fff
Z f(SOOI Sol/ S10/ Sll/ 520/ 521/ S30/ 531/ 540/ 541) = Q(SOO/ S30)/
(v16/--,031)€ECs1,
(10)

with S0p = 0x00000000, 0x00010000, 0x00020000, . . ., 0x£f£f0000,
53¢ = 0x00000000, 0x00010000, 0x00020000, . . . , 0x{fff0000
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Table 4. Attack on the five-round Sycon: Offline phase process.

Offline Pseudo Code

Input : State S = 5095071519511 529521 539531540541, Cube Set Cs1,
Output : CubeSum CS[216] = {0510,0510, .., 0510}
Algorithm :
S :— 320
For i in 0 to 0x0000ffff:
CS[i] := 0510
S3p:=1i
For j in 0 to 0x0000fffe:
500 = ]
For cube value in Cgy,:
S = Sycon(S)
CStmp := CSli] ® S1g
S .= (320
CS[i] := CS[i]||CStmp
For i in 0 to Oxffff0000:
CS[i] := 0°10
S3p:=1i
For j in 0 to 0xfffe0000:
500 ::j
For cube value in Cgy,:
S = Sycon(S)
CStmp := CSli] ® S1g
S .= (320
CSli] := CSli]||CStmp
return CS

4.2.2. Online Phase

In the online phase, we implemented an oracle. The oracle allowed the choice of
arbitrary plaintext S0; and 51y, and the cube variables Cgg, were defined internally as a
fixed set. The oracle computed Q(S0y, S3¢) for the plaintext chosen. We computed two
times for the MSB 32 bits and LSB 32 bits of S3p. The oracle calculated the superpolys
as follows:

2 f(SOOI 501/ SlOI Sll/ 520/ 521/ 530/ 531/ 540/ 541) = Q(SOO/ 530)/
(”01,...,1115)6(:510 (11)
with S0y = 0x00000000, 0x00000001, 0x00000002, . . ., 0x0000ffff

) £ (800,504, S1¢, S11, 529, S21, S30, S31, S40, S41) = Q(S00, S3p),
(Z)16,.A.,U31)€C510 (12)
with S0y = 0x00000000, 0x00010000, 0x00020000, . . ., 0x£fff0000.
We explored the superpoly Q(S0y, S3) obtained by querying the oracle in the memory
space stored during the offline phase. If the same value as Q(S0y, S3p) was in the memory,

we determined S3, because the memory stored Q(S0g, S3p) for every S3y. The Q(S0y, S3p)
that we explored in the memory was as follows:

Q(0x00000000, S3;), Q(0x00000001, S3), Q(0x00000002, S3), . . ., Q(0x0000££Ef, S39)  (13)
Q(0x00000000, S3;), Q(0x00010000, S3), Q(0x00020000, S3y), . . ., Q(Ox£FF0000,539)  (14)

4.2.3. Brute Force Phase

We recovered the remaining 192 bits of state by brute force. There was no memory
required, but we needed 2'%? computations.
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4.3. Attack on the Six-Round Sycon
4.3.1. Offline Phase

We chose the 32-bit S0;. With the chosen plaintext, we assigned the LSB 31 bits of
S1 as the cube variable Cgy, := {0, ... Oxffffffff}. The cube variable 232 of S0;, S2y, S2;,
$31, S4p, and S4; was fixed as 032, because S1j was only multiplied with S0y and S3,. We
used the process shown in Table 5 to find the variable coefficients of a polynomial for Q(S).
S3p could be rephrased as Sycon(S) = S39Q(S0y, S31) + R(S0, 51,52, 53, 54). S3pQ(S) was
25106C510 Sycon(S). For each j € {0,1}%*, we computed the following:

2 f£(S0p, S04, S1p, S11, 520, 521, S30, S31, S4p, S41) = Q(S00, S3p),

(01,---,v31)€Cs1,
S0y = 0x00000000, 0x00000001, 0x00000002, . . . , Oxffffffff,
53¢ = 0x00000000, 0x00000001, 0x00000002, . . . , Oxfffffffe.

(15)

Table 5. Attack on the six-round Sycon: Offline phase process.

Offline Pseudo Code

Input : State S = 5095015175171 52ps2153(531 547541, Cube Set C510
Output : CubeSum CS[232] = {0°19,0%19, ..., 0510}

Algorithm :
S = 0320
For i in 0 to Oxftffffff:
CS[i] := 01020
S3p:=i
For j in 0 to Oxfffffffe:
SOO = ]
For cube value in Cgy,:
S = Sycon(S)
CStmp := CSl[i] & S1y
S :— (320
CS[i] := CS[i]||CStmp
return CS

4.3.2. Online Phase

We implemented an oracle, where the cube variables Cg, were defined internally as a
fixed set. The oracle computed Q(S0y, S3y) for the plaintext chosen. The results calculated
by the oracle were as follows for the online cube-sum:

2 f(SOO/ 501/ SlO/ Sll/ 5201 521/ 5301 531/ 540/ S41> = Q(SOO/ 530)/
(01,---031)€Cs1,, (16)

50p = 0x00000000, 0x00000001, 0x00000002, . . ., Oxffffffff.

We explored the value Q(S0p, S3¢) obtained through the oracle in the memory space
stored during the offline phase. If the same value as Q(S0y, S3y) was in the memory, we
determined S3, because the memory stored Q(S0y, S3p) for every S3(. The Q(S0y, S3p)
that we explored in the memory was as follows:

Q(0x00000000, S3), Q(0x00000001, S3p), Q(0x00000002, S3y), . . . , Q(OxfEEEEEEE, S30)  (17)

4.3.3. Brute Force Phase

We recovered the remaining 192-bit state bits by brute force.
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5. Results and Discussion

First, we analyze the complexity in the offline phase. Computing the equations for just
one case in the memory required 2'° 5-round Sycon and 16 bits of memory. We performed
the same process 232 times repeatedly for each S3( and S0y. Therefore, in the offline phase,
we required 2 Sycon computations and 2% bits of memory. In the online phase, we
required 232 computations to recover the target bits. The remaining 192 bits of state were
recovered by brute force, so we required 2192 Tn total, the attack needed a computational
complexity of 248 + 232 4 2192 ~ 2192

To recover the six-round Sycon permutation state, we needed an offline phase, an
online phase, and a brute-force phase. In the offline phase, we precalculated the cube sum,
and it needed a computation complexity of 23! and 64 bits of memory. We performed
this process 2% times repeatedly for all cases in S3p and SOp. In total, in the offline phase,
2% 6-round Sycon computations and 270 bits of memory were required. In the online
phase, we only needed to perform 2% of six-round Sycon permutations. The remaining
192 bits of state were recovered by brute force. In the brute-force phase, there was no
memory required, but we needed 2!%2 computations. Thus, in total, the attack required a
computational complexity of 2% + 270 4- 2192 ~ 2192 (Table 6).

Table 6. Complexity of the 224-bit secret state recovery attack.

Memory Computation
Round This Paper Brute This Paper Brute
Offline | Online | Brute Force Force * Offline | Online | Brute Force Force *
5 23 - - _ 248 232 2192 2224
6 270 _ _ _ 295 263 2192 2224

* This was the first state recovery attack against Sycon. So the attack complexity based on brute force is the best
result up to now.

The AEAD cipher encrypts the data to be transmitted and creates a tag for data
integrity [24]. In order to give functions, Sycon has the following four phases: Initialization,
associated data processing, encryption/decryption, and finalization. Each step should
be analyzed in different ways [25]. In the future, we can extend the cube attack to the
initialization or finalization phase of Sycon to recover the secret key.

6. Conclusions

In this paper, we proposed a state recovery attack against five-round and six-round
Sycon. Sycon keeps 224 bits in secret and 96 bits as plaintext/ciphertext. With no infor-
mation, we needed 222 computations. From the attack we proposed, 32 bits of the state
S3; could be recovered against the 5-round Sycon, with a time complexity of 2192. We also
proposed an attack against the six-round Sycon. The attack recovered the same 32 bits with
the time complexity of 2°°> and 270 of memory in the offline phase. The time complexity was
2192 This was faster than brute force over the 222* possible states by a factor of about 232.
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