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N o G

Abstract: In Tunisia, one of the major problems of the olive oil industry is marketing. Several factors
have an impact, such as quality, originality, lobbying, subsidies and the certification of extra virgin
olive oil. The major problem remains the traceability of the production process to guarantee the
origin of the food at all times. This fine-grained traceability can be achieved by applying Blockchain
technologies. Blockchain can be used as a solution that could bring visibility to the oil supply chain.
It is proposed in order to guarantee the veracity of the product information at different stages. In
this paper, a multi-Blockchain, multi-sensor traceability system using IoT will be presented. Two
Blockchains that can be programmed via Smart Contract will be used. The first one is Quorum, which
is a private Blockchain used by the actors of our system, and the second one is Ethereum, which is
public and connects the different actors who have access to our system. This smart contract allows us
to conta our system to track the olive oil manufacturing process from the farmer, through the oil mill,
the transporter and the quality controller to the customer. A general approach for managing the olive
oil supply chain is presented. This approach offers the possibility for the system to be configurable. It
is based on smart contracts and applications that interact with the same smart contracts. The IoT is
used to configure sensors. These sensors are the source of data for the supply chain process. These
sensors are connected to the embedded platforms that host Quorum.

Keywords: olive oil; Ethereum; Quorum; traceability; raspberry PI; IoT; Blockchain; smart contract

1. Introduction

Tunisia is one of the major exporters of olive oil in the world. For decades, several
oil producing countries, such as Italy and Spain, have been importing Tunisian olive oil
in bulk. The Tunisian oil is mixed with local oils and will be sold under other European
brands. However, today, the “liquid gold” of Tunisia is beginning to be exported by the
local industry in bottles under Tunisian brands.

The quality of the oil depends on several factors influencing the olive, which are
agricultural policies, environmental conditions, olive variety, the industrial processing of
olives, storage location and distribution. Generally, this kind of information about these
factors is not shared transparently among partners. Thus, customers are often confronted
with numerous problems regarding the traceability and originality of the product.

There is therefore an interest in certifying and controlling the quality of extra virgin
olive oil. Since a high quality product is very expensive, the oil is vulnerable to fraud and
adulteration throughout its processing. Customers are increasingly demanding the quality
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of the oil. The authentication of olive oil quality is essential for consumers, as revealed
in Figure 1.

Others markets

Figure 1. Fraud in transformation process.

Blockchain technology is gaining support for various agricultural product applica-
tions, including agricultural product tracing and provenance. The data traceability and
inclusiveness of Blockchain can reduce fraud and risks regarding food safety.

In this paper, the focus will be laid on the implementation of a system to track the flow
of olive oil from farmer to customer to oil manufacturer to quality controller to transporter.
The objective is to avoid going through intermediaries or feed sources, as shown in Figure 1.
Our system is based on several advanced technologies. Each element of our chain (farmer,
manufacturer, quality controller and transporter) has its own system. This system includes
the sensors necessary for its application. These sensors are connected to on-board platforms
to capture different pieces of information. Such information is then stored in the Quorum
private Blockchain. The information that needs to be accessible to the different links of the
chain, but also to the customers, is sent via Ethereum. However, confidential data is only
recorded on Quorum. They allow the desired traceability.

The main technological innovation in this agricultural application applied to the
Tunisian market and particularly to the olive oil market is based on a multi-Blockchain
system composed of two Blockchains that communicate with each other, namely a private
Quorum Blockchain (suppliers, users, etc.) and a public Ethereum Blockchain that will be
accessible to customers.

Thus, farmers will be able to use this system to increase their profits and improve their
productivity. Customers, on the other hand, will be provided with efficient results.

This study is structured around four parts. The first one is the current state of the art.
The implemented approach is then presented before moving on to the result obtained. The
paper ends with a conclusion and some perspectives.

2. Related Works

In order to avoid food fraud, many countries have imposed strict legislation; they
have implemented traceability systems to assure consumers. Therefore, the identification
of products has become a necessity to ensure traceability. Detecting food fraud requires in-
terdisciplinary knowledge combining food biology, legislation, supply chain management,
computer science and mathematics [1]. In this context, Blockchain is an effective solution
to the immutable solution of data during all stages of the food supply chain. With this
technology, the transparency and the immutability records in the form of digital certificates
are guaranteed.
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According to Galvez et al. [2], most traceability management techniques with Blockchain
have been developed since 2015. Many research works [3—6] show that Blockchain is among
the best ways to ensure the traceability and transparency of data in an immutable way.
Some companies have launched Blockchain projects for proof of concept in supply chains,
as shown in Figure 2.

Farmer Delivery

Cooker Storage

BLOCK
CHAIN
Consumer @ Shipper
Retailer Distributor
Manufacturer

Figure 2. Blockchain participants in the food supply chain.

Today, numerous companies are developing Blockchain technologies in the field of
the agricultural and food industries. These companies are summarized in Table 1 [7-9].
On the other hand, researchers have been studying Blockchain integration in food supply
chains. Yu and Huang [10] opted for a Blockchain solution to attain traceability on chickens.
They utilized RFID technology to scan the existing QR code on the chicken’s claw ring. The
chicken’s claw ring is designed to be single-use. Tian et al. [11,12] proposed an agricultural
food supply chain traceability system in China. Yang et al. [13] exploited Hyperledger
as a traceability medium to save information. However, the solution was expensive and
slow. Xie et al. [14] developed an IoT solution for tracking agricultural products, allowing
data reliability in the case of a malicious attack. However, the cost of transactions on the
Blockchain increases with the volume of data.

Table 1. Blockchain technology in the agri-food collaboration area.

Blockchain Company Food Company Partners Food Products Country
IBM Walmart, Carrefour, Nestlé, Unilever, mousseline, .scallop., lettuce, USA, China, France
Farmer Connect, Tyson mango, slices, chicken,
Target, Kellogs, Tate & Lyle, .
SAP Johnsonville, Natura yellowfina tuna USA
Tyson Foods, Subway, UK’s food,

Foodlog 1Q Standards Agency tomato, coffee USA

Malaysian Palm Oil . .
BloomBloc Council (MPSOC) palm Oil Malysia

Open SC Nestlé milk and palm oil Switzerland

Hao et al. [15] studied the traceability of crop growth based on Blockchain technology
via IPFS to provide crop growth statistics. This solution solves the problem of storing data
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in the Blockchain; however, it mainly focuses on crop information acquisition techniques.
Caro et al. proposed a fault-tolerant, immutable and verifiable solution called AgriBlockloT
for an agricultural supply chain [16]. AgriBlockIoT relies on IoT and Blockchain technology
to store traceability data. Ethereum and Hyperledger were the two Blockchain platforms
tested. According to the results, Ethereum performs better than Hyperledger in terms of
latency and CPU usage.

Agricultural supply chain management was proposed by Lin et al. [17]. This system
is based on Blockchain, IoT, and a low power wide area network (LPWAN). ERPs were
also proposed by Lin et al. [17]. In [18], the different parts of an agricultural supply chain
ecosystem were proposed to ensure food security and attain a trusted supply chain. Mondal
etal. presented a system based on Blockchain and IoT. This system did not use the greediest
consensus—PoW; instead, the authors used different Blockchains PoO (Proof of Object)
and PoS (Proof of Stake), in this case [19].

Based on the different approaches used not only in the state of the art but also in some
previous works conducted by the researchers [20-22], and given the Tunisian technological,
retail and infrastructural constraints, an approach that could help to improve olive oil
quality as well as optimize the selling price is proposed in this paper. Cutting out the
middleman is the best way to avoid fraud and minimize possible commissions. The result
is a very high-quality oil with low prices. The most suitable process will be described in
what follows.

Table 2 represents a comparison of our approach with the different state-of-the-art
approaches. These different approaches concern the supply chain applied to olive oil. As
presented in Table 2, it is obvious that the different approaches use IoT and are accessible
via mobile devices. While in [23,24], the proposed systems are based on databases, in the
other approaches [25-29] Blockchain with a purely decentralized system is used. In [30],
they proposed a system using Blockchain, which is used by farmers to trace data from
wireless sensor networks using a public Blockchain.

Table 2. Existing approach comparison.

Reference Blockchain Technology Bl(l)\;[ll(lcltli;in Embedded Database Devices
[23] Hyperledger IoT and GPS No No No Mobile
[24] No Sensors (N.A.) No No Yes Mobile
[25] No Sensors (N.A.) No No Yes Mobile
[26] Yes (N.A.) NEFC, RFID, QR No No N.A. Mobile
[27] Bl(())c’fizin N.A. No No N.A. Mobile
[28] Yes (N.A.) Sensors, RFID No No No Mobile
[29] Hyperledger Temperature No No No Mobile
[30] Ethereum WSN No Yes Yes Web
Our approach Etthie;Tnind Sensors, GPS, Yes l:sszbf;?irl:; Yes al:ﬁ;)l‘)/i]l;b

The implemented approach presents another vision. Indeed, refs. [23,29] use a private
Blockchain, whereas our approach uses a permissioned Blockchain (Ethereum) and a
private Blockchain (Quorum). Blockchain technology was chosen instead of a distributed
system as it is able to trace any transaction made. Thus, no one can modify, delete or change
any data that has been added to the block.

In the context of our agricultural application, two Blockchains were chosen: one
private and one public, for several reasons. In fact, in the various works that have been
carried out in the framework of the supply chain of agricultural products, it should be
noted that most of the works use a single Blockchain to which all actors are connected.
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In the context of Tunisian agriculture and given that the various actors (farmers,
transporters, quality service, etc.) are not open to sharing all data, some of which are
confidential (customers, suppliers, etc.). To overcome this, a multi-Blockchain system
composed of a private Blockchain for the different suppliers is proposed, which allows the
preservation of the confidentiality of some data as well as a public Blockchain, which will
be accessible to the customer. Thus, the farmers will be able to use this system to increase
their earnings and improve their productivity, and the customer will receive the efficient
result. The innovation in this framework lies in the fact that two different Blockchains
(Quorum and Ethereum) communicate together. The data that need to be shared are sent
from Quorum to Ethereum and can then be viewed by the customers.

Indeed, some actors, such as the farmer, the manufacturer and the transporter, do not
prefer to submit all the internal data of their company. Therefore, a private Blockchain is
used, and our choice of technology is Quorum. Polge et al. [31] compared four major per-
missioned Blockchain frameworks: Hyperledger Fabric, Ethereum, Quorum, MultiChain
and R3 Corda. They demonstrate the higher performance of Quorum compared with the
other frameworks, in terms of latency, throughput and privacy. Our choice of Quorum is
also based on the fact that this Blockchain is based on the same architecture as Ethereum.
Being a public Blockchain, Ethereum allows all steps to be traced. The different consumers
will be able to check the transactions, which are displayable for those interested. It is thus
possible to show the feasibility of linking two public and private Blockchains and to obtain
a reliable and accessible system. The inputs of our system are provided by different sensors
that are connected to two embedded platforms. They are Arduino and Raspberry PL

3. Proposed Approach

The aim of the proposed work is to allow the implementation of a supply chain system,
allowing the follow-up of the routing of the olive oil from the producer to the customer
through the oil factory. The proposed system, as indicated here, allows the bypassing of
intermediaries to minimize the cost of the production and to secure the system. Anyone
who is not part of our Blockchain is automatically excluded. This system therefore allows
us to maintain the quality of our production. Our reliable system is achieved through the
implementation of smart contracts to store critical data that are immutable and to ensure
the monitoring and securing of olive production. Thus, there is a need for:

Implementation of a web application for data entry;

Transfer, processing and storage of information in the Blockchain;
Blockchain implementation on Raspberry PI;

Secure data tracking.

Farmers need to:

Access the system by completing the registration process;
Put products on sale, i.e., the olives, and the necessary details about the product.

The producer needs to:

Access the system by completing the registration process;
Buy the raw materials offered for sale by the farmer;

Put the oil up for sale.

The customer will be able to:

Access the system;

Check the production line through which the product passed.

Figure 3 represents the different actors and the steps that will be followed during the
implementation of our system.
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Figure 3. Implemented proposed system.

The system proposed in our paper is presented in Figure 4. The different people who
are involved in this system are presented in Figure 3. Thus, there is the farmer, the producer
(manufacturing, processing and packaging, quality inspection, transport and logistics)
and the customer. Each member of our system will comprise a Blockchain node, which
will be implemented on a Raspberry PI3. The smart contract will record each transaction
performed. The result of the implementation of our system is illustrated in Section 4.
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Figure 4. Global approach.

The Raspberry PI and the Arduino board were chosen for this work to show the
feasibility of the system on mobile and low power platforms. Indeed, thanks to the
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Farmer

approach proposed, the feasibility of an embedded Blockchain-based system with limited
power consumption has been demonstrated.

4. Results Obtained
4.1. Proposed Architecture

Based on the approach proposed in Figure 4, researchers have realized a complete
system that creates the supply chain of farmers, oil manufacturer, quality control company
and, finally, the transporters. Figure 5 shows the system that has been set up and is
described in the proposed approach section. Our system, as shown in Figure 5, has five
parts: four private parts and a public part that connects the parts of system to each other.
The platform presents four systems: one for the farmer, one for the transporter, one for the
oil manufacturer and, lastly, one for the quality control process. These different private
systems send the characteristic transactions to the Ethereum Blockchain. As shown in
Figure 5, each actor has its own private Blockchain. In this Quorum Blockchain, the actor
enters all the data that are specific to their part of the system. For example, the farmer
handles data related to their agricultural fields (humidity, temperature, salinity, etc.), to
the different agricultural actors (fertilizers, medicines, suppliers, etc.) and to the harvest
(olives, wood, etc.).

Transport

Earth PH

Dlive varieties

Q‘.'\‘\

Humidity

- ot
J i o

()

massuitto

Raspberry

‘Web serneurs private quorum

Manufacture

Quality process

Salinity

1
]
J quw-"""’ﬂ

()

maosauitto

e
l ‘m‘qv-""“""‘

(&)

molauitto

PTLOD

& private quorum

-Quantity- Bk

Percentage- # - Acidity-

Internal o7 B Peroxydation

parameters- Raspberry -

Energy Web serveur PH meter Raspberry

‘Web serveur & private quorum)

Figure 5. Global system.

Some of these data are confidential and specific to the farmer. Others are public
(quantity of olives, quantity of wood). These data will also be recorded in the public
Blockchain of our general system. Thus, such transactions will be saved in the Ethereum
Blockchain. The different nodes of this Blockchain are saved on embedded platforms
(Raspberry PI 4). The different aspects thereof are detailed hereafter.

4.1.1. Farmer Architecture

As described in Figure 5, each component of our ecosystem will have its own private
system. Thus, a farmer will have their own platform. As far as farmers are concerned,
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they will be able to enter the inputs and outputs of their fields in terms of products, seeds,
fertilizers, etc. Intrinsic data of the fields, such as humidity, salinity, soil PH, etc., are
collected from analog sensors. These sensors sends the data to an Arduino platform to
retain their accuracy. This platform sends its data to Raspberry PI. Raspberry PI acts as a
web server but also as a host platform for the Quorum Blockchain. All data will be saved
and only the farmer and their associates will be able to access them. Transactions intended
for the public (the other components of our system as well as the clients) will be sent to the
embedded system comprising the Ethereum nodes.

The Ethereum Blockchain has the characteristic of being accessible to everyone.
Figure 6 shows the farmer’s platform.

Salinity

Agricultural

Area and quantity (

Humidity Raspberry

Farmer

Web serveur & private quornm

Figure 6. Farmer platform.

The sensor nodes are vulnerable to various malicious attacks. They can also suffer
from drift or bias, which makes it challenging to ensure the correctness of the collected
data. In [32], the authors proposed Blockchain-based trust management based on a non-
cooperative game in order to detect malicious data. In [33], the authors proposed a gossip-
broadcasting-based referendum consensus to overcome the faulty nodes issue. For future
work, it is recommended that a fault-tolerant system with build-in resilience against
malicious behavior should be built.

4.1.2. Manufacture Architecture

As far as the oil manufacturer is concerned, the input will be the olives purchased
from the farmer and the final product will be the pressed and packed olive oil. The intrinsic
data to be collected are PH, salinity, temperature and humidity. These data are analog data
connected to an Arduino platform. These data enable optimizing the energy consumption,
the quality and the internal parameters of the oil. The latter will send its data to the
Raspberry PI connected to the Quorum Blockchain. All data will be saved by the oil
manufacturer and will be accessible by its employees. Transactions intended for the public
(other components of our system as well as customers) will be sent to the embedded system
comprising Ethereum nodes. Figure 7 shows the manufacturer’s platform.
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Manufacture
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Figure 7. Manufacture platform.

4.1.3. Quality Process Architecture

Regarding the quality process, oil bottles already have been tested as input and will
have a quality certificate as a result. After checking the peroxidation, acidity and wax of
the oil, these data will be stored on the Raspberry PI, which is connected to the Quorum
Blockchain. The data collection in this case is still manual. All the data will be saved by the
oil quality control system and will be accessible by its collaborators. Transactions intended
for the public (other components of our system as well as customers) will be sent to the
embedded system comprising Ethereum nodes. Figure 8 describes the quality controller
platform.

Quality process

Raspberry Web serve Quality process

& private quorum

Figure 8. Quality process platform.
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4.1.4. Transporter Architecture

As for the transporter, it will have the certified oil bottles that will be offered to the
customers in the big stores as the input. The intrinsic data to be collected are the CO,,
temperature and the humidity of the transport car. These data are analog data connected to
an Arduino platform. They will be sent, along with the GPS location, in order to describe the
path of the transporter to the Raspberry PI connected to the Quorum Blockchain. All data
will be saved by the oil manufacturer and will be accessible by their associates. Transactions
intended for the public (other components of our system as well as customers) will be sent
to the embedded system comprising Ethereum nodes. Each Quorum Blockchain is owned
by the actor who uses it (quality process, farmer, manufacturer and transporter). Thus,
the smart contract set up for each actor allows the recording of any data inserted in the
system as a transaction. For example, as soon as the transporter picks up the cargo, the
temperature, the CO; content and the GPS location are automatically recorded at regular
time intervals.

Every hour, the GPS location, temperature and CO, content are concatenated in a
single transaction. The transaction is then encrypted and can only be decrypted through
the transporter’s key. At the end of the transport operation, the system saves a specific
transaction that includes the departure time, the arrival time, the minimum and maximum
temperature values and the minimum and maximum CO; content values. This last transac-
tion is sent to the Ethereum Blockchain to be accessible to the public (customers) who can
access the olive oil traceability system. In the following section the implementation of the
Blockchain on the Raspberry PI will be described.

4.2. Implemented Blockchain on Raspberry PI

In terms of low power consumption [34-38], a Raspberry Pi platform has been chosen
for the implementation of our application, for many reasons. The raspberry PI has the
characteristics of a PC with a minimalist configuration. It offers a multiprocessor architec-
ture with a GPU that allows access to a good computational capacity. It offers different
peripherals in order to be able to connect and use several peripherals. Since the data do not
require significant computational capabilities, Raspberry Pi will be used as a receptacle for
the Blockchain used by the researchers. Therefore, Ethereum will be used as the Blockchain
implemented in Raspberry. The result of our work is described in Figure 9. The Blockchain,
as well as the different transactions performed, is provided. In Figure 9, a virtual machine
on which Raspbian OS is installed has been used.

[~ PTeyer——rT—

& O B BNoiormspbeny: ~/Agro.. [Mvieraspbeny: ~/agro.. [oi@raspbeny: ~/Agro.. @)ITaba3 Ezitouna - Chr.. 4i¥)appjs - home/pi/Agr T 1748 @
S T " __

Figure 9. Blockchain implemented on Raspbian OS.
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The data were recorded using smart contracts. Smart contract is managed by the
organization that takes care of preparing and maintaining the traceability of our system. In
the context of this work, this body could be the supervisory ministry (Tunisian Ministry of
Agriculture), which makes it possible to enhance the product exported through this system.
It is noteworthy that the communication between the two Blockchains is achieved via the
internet using the Web3 technology as a bridge between the two systems.

However, the implementation of our Blockchain goes through several steps that will
require the use of several tools. To test the custom Ethereum Blockchain, Ganache will be
used. The truffle tool will be the provider of our smart contract and, finally, MetaMask will
be our crypto wallet. Figure 10 describes the different tools used and already described [39].

METAMASLK T R u F F L E

Figure 10. Blockchain implementation tools used.

After the smart contract, the Ganache result is presented in Figure 11. It is clear that
all transactions are hashed to secure the outcomes.

& Genache - o X

ACCOUNTS

T 0000000000 6721975  MURGLACER 5777 HTIP127.00.17545  AUTOMINING SHOPPY

MNEMONIC HD PATH

cupboard stamp canyon zero poet dutch student front parent nerve choice twelve m/44'/60'/0'/0/account_index
ADDRESS BALANCE TX COUNT INDEX
©x3ca®E1A2c3b550A7bEB58bfAOODDCECAOIDS8D8C3  99.94 ETH 1 0 éz
ADDRESS BALANCE TX COUNT INDEX
0x911361C91e2430cE56548dd1f81E281fCd34FE87 100.60 ETH 0 1 é’
ADDRESS BALANCE TX COUNT INDEX
0x35C654486¢c3b60f488E2f7e5DCBfA8Fb815d7463  100.00 ETH 0 2 @f
ADDRESS BALANCE TX COUNT INDEX ép
©xFBOCO287E7Dbc917DA179804Ad92074D4b49B720  160.00 ETH 0 &)

ADDRESS BALANCE TX COUNT INDEX @,//;
©OxAEeeB12668aCf1a9EDE314d823FAR15fef5cc254 100.60 ETH (] 4

ADDRESS BALANCE TX COUNT INDEX
0xeB400ac96EAOF4d1C0894958334804F24469176F 100.00 ETH 0 5 &

Figure 11. Ganache results example.

After describing the Blockchain implementation, we will now highlight the mobile
device aspect used to consult as well as move our transactions via Blockchain.

4.3. Web Application

Regarding the application aspect, the authors propose a system that has been realized
using Flatter. Our realized web application is shown in Figure 12. The goal is to use a mobile
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application that can be used both on Android and IoS. Figure 12 shows the agriculture
registration aspect.
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Figure 12. Monitoring and securing production: agriculture interface.

After selling olives to the manufacturer to extract olive oil, the transaction was saved
on the Blockchain. In Figure 13, the confirmation of the executed transaction is provided. It
represents the oil manufacturer interface.

[ o jezie Master [Runming] - Descle VM VimusiBen - 06 X
13 o B BN erascbery ~/acr [lloi@rasobeny ~/ago [[ll@rscbeny ~/ago Qmm-ur_ 430D 5 - /home/pi/Agr 1l 7o
® = o x 1
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1 4
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Blaset ¢l Argh  Sfax - Tunisie
type | ardh saowi
El falla7 talifoun El falla? 50056505
Quantte 400
El Ma3sra Soum 500000
El mostahlek Proceed

Biock  Transacton

OK

Figure 13. Monitoring and securing production: oil manufacturer interface.
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The third application actor was the customer, who can access the system to check
the identity of the olive producer as well as the oil manufacturer before buying the oil.
Figure 14 illustrates this.

Customer N - ) i\

El falla7
El Ma3sra Fella?d [) Seeoinemotos Lo
Esm Eifalla? Ayoud Yaxch (
El mostahlek blaset | Ardh

Figure 14. Monitoring and securing production: customer interface.

It is important to notice that each actor in our system has access to a crypto-wallet
MetaMask to perform the necessary transactions in our system. Each transaction performed
by the system needs Ethereum gas to be validated. This crypto money is displayed
via MetaMask.

5. Discussion

In the implementation of olive oil supply chain systems, this study can be divided into
three parts: detailed centralized systems, generic public decentralized systems and detailed
private decentralized systems. The architecture of the centralized systems is based on a
backup on the cloud and only allows access to authorized people. This system is certainly
efficient, but the fact that it is centralized gives the administrator the right to control the
entire platform.

To remedy this problem, decentralized systems give more freedoms and rights to
different actors. Indeed, decentralization allows the democratization of the process of
supply chains and the treatment of the different systems.

Thus, some companies use their own secure private Blockchains to track their products.
The problem with this kind of approach is that it is totally inaccessible for people who are
not part of this network and thus cannot access the information. So, if the process inside
the company is decentralized, the system remains closed to the outside. Let us now move
to the last case. Using a fully public Blockchain allows anyone to access and verify product
information. This being the case, confidential information could be accessible, which would
go against the policies of some manufacturers and/or farmers.

To overcome this, a system that allows different partners to maintain the industrial
secrecy of certain data by using a private Quorum Blockchain has been set up. This
decentralized system is based on different embedded platforms for the different actors:
the farmer (Arduino, sensors and Raspberry PI), the oil manufacturer (Sensors, Arduino,
Raspberry PI), the transporter (sensor, sensors, mobile, raspberry PI) and the quality
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control company (Raspberry). These decentralized platforms are private and therefore the
information they store is only accessible to the associates of each actor.

As for the information that is accessible to anyone, including actors, customers, super-
markets, etc., it will be sent to a Ethereum Blockchain. Ethereum was chosen because it is
compatible with the Quorum Blockchain for the transfer of information and communication
between the two Blockchains. Each Raspberry PI will carry an Ethereum node. People
can thus access this Blockchain to see the life cycle of the product from the tree to the
olive, to the manufacturer, and to the quality controller through the various carriers. This
traceability will enhance the quality of the product while giving satisfaction to the customer.

As part of this work, a prototype of an application has been implemented to secure
and realize the traceability of our product. As a case study, the Ethereum Blockchain has
been chosen. It is possible to use Ethereum as a permissioned Blockchain and to apply an
application-specific value for transaction gas. This value can be very small. It will therefore
be added to the price of the bottle of olive oil. For example, 10% can be added to the price
of a bottle. This addition will be the cost of the transactions made on Ethereum from the
picking of the olives until they reach the customer.

Several contributions from the literature are presented and compared. Indeed, in the
agricultural domain, users utilize embedded systems without Blockchain or Blockchain
without embedded systems. IoT sensors are used in different systems. As such, our
contribution lies in the use of low power and low resource platforms with IoT sensors.
If in other systems, the use of a multi-Blockchain system is possible [40], the value and
advantage of this work is the use of a private and a public Blockchain. The former is used
by different actors who do not want to reveal their customers or suppliers. The latter is
accessible to anyone who wants to buy the product. Thus, customers will be able to trace
any transaction related to the product. Thus, the second contribution lies in the use of
two different Blockchains to enable the implementation of a heterogeneous agricultural
platform that is secure and traceable.

In terms of power consumption, the low power factor has become an important issue,
especially for Blockchain, which is energy intensive. The Raspberry platform based on
multi-core architecture solves the power consumption problem despite its low computing
power compared to a processor of the x86-64 family. This encourages the adoption of a
low-power Blockchain approach.

For agriculture applications, the real time aspect is not dominant, especially for the
private Blockchain. In our case and based on previous work [40], it has been noticed that
despite the performance loss with Raspberry (16 times) % x86-64 Xeon for example, there
is a very significant energy gain (26 times) that largely compensates for the performance
loss, especially for applications without real-time constraints. Thus, the migration to the
Raspberry architecture offers an overall energy gain of more than 61% [40] compared to the
Xeon processor and a greater gain compared to the Radeon VII GPU, for example, which
consumes more than 200W.

Nonetheless, the proposed system has certain shortcomings that could be improved. It
remains quite complex and requires many platforms working in parallel (Raspberry [30] +
Arduino + FPGA [41,42]). The feasibility of the system has been proven and the concept has
been shown to be functional. Nonetheless, it would be adequate to optimize the size and
the cost as well as the energy consumption by creating an embedded design of a platform
that would be optimized for each actor according to their needs. The Ethereum 1.0 with
PoW consensus was chosen. The compatibility and security of our platform, however,
could be tested using Ether 2.0, which uses PoS consensus.

6. Conclusions

This article has presented a system to highlight the security of information related
to the entire olive oil production process using Blockchain. The system proposed is sim-
ple because it allows each actor to have their own private Blockchain. This permits the
maintenance of the confidentiality of the data related to the product. Thus, each actor is
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the center of their system based on the Quorum Blockchain. Each actor has access to it,
along with their different associates. All data extrinsic to the field and/or greenhouse as
well as intrinsic data obtained from the sensors will be recorded as transactions in this
decentralized system. The targeted actors are the farmers, the oil manufacturers, the quality
control companies and the transporters. Important information that needs to be accessible
will be sent to a public Blockchain. The latter is realized using Ethereum, whose nodes are
implemented on a Raspberry PI. The different partners and customers will be able to have
access to its data in order to know the origin of the product, as well as the whole chain of
production. These steps show the importance of our system. This was achieved taking into
account the Tunisian context related to olive oil.

Several perspectives can be added to this work. To have a system using intelligent
agriculture, other sensors could be added to apply our platform to the cultivation of organic
olive oil, and it could be applied to to other organic crops that are destined for foreign
countries. Artificial intelligence, and deep learning especially, is used to automate not only
the state of the olives and the quantity of the production but also the type and quality of
the olive oil obtained.
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