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Abstract: The Internet is an essential part of daily life with the expansion of businesses for maximizing
profits. This technology has intensely altered the traditional shopping style in online shopping.
Convenience, quick price comparison, saving traveling time, and avoiding crowds are the reasons
behind the abrupt adoption of online shopping. However, in many situations, the product provided
does not meet the quality, which is the primary concern of every customer. To ensure quality
product provision, the whole food supply chain should be examined and managed properly. In
food traceability systems, sensors are used to gather product information, which is forwarded to fog
computing. However, the product information forwarded by the sensors may not be similar, as it
can be modified by intruders/hackers. Moreover, consumers are interested in the product location,
as well as its status, i.e., manufacturing date, expiry date, etc. Therefore, in this paper, data and
account security techniques were introduced to efficiently secure product information through the
Twofish algorithm and dual attestation for account verification. To improve the overall working, the
proposed mechanism integrates fog computing with novel modules to efficiently monitor the product,
along with increasing the efficiency of the whole working process. To validate the performance of
the proposed system, a comparative simulation was performed with existing approaches in which
Twofish showed notably better results in terms of encryption time, computational cost, and the
identification of modification attacks.

Keywords: fog computing; cyber–physical system; food traceability; block encryption; food security;
food processing; fog computing; food security; modification attack

1. Introduction

Since the last decade, quality products have spread throughout the world. Customers
can buy quality product items from different resources using devices, such as mobile
phones, laptops, notebooks, personal computers, smart wristwatches, and so on [1]. Due
to several distinct distribution channels, the traceability of each product raises challenges
for maintaining the integrity of product information sensed at the sensor layer and supply
chain information collected by the monitoring layer. In food traceability systems, product
information is gathered with the help of different sensors [2], whereas sensors are located
at different stages of the supply chain such as farming, food processing, food packing,
food storage, distribution, retailers, etc. Therefore, sensors are responsible for obtaining
product information from different stages and forwarding it to fog computing [3]. In
food traceability, it is important to identify the actual content and information of the food
product because it is essential to find the ingredients and product values used in various
food products [4]. Due to the mentioned challenges, food traceability plays an important
role in the food supply chain domain [5]. The robustness of traceability is important
because a weak system may cause a negative impression for the customers. If the negative
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impression increases, then the customers may not rely on any manufacturing platform of
food items [6]. Traceability is a major challenge in the management of the food supply chain,
which is the process of monitoring the food supply chain and tracking food products in a
dependable and accurate form [7]. Further, the formation of a secure, efficient, and reliable
food traceability system is a significant resolution to the supply chain. Such a secure food
traceability system increases production, the market value of the product, and consumers’
satisfaction and trust [8,9]. In the food supply chain, food products pass through different
phases, and it is important to trace every phase of the product. Since food products are
developed according to consumers’ needs, the food traceability system must be accountable
for forwarding accurate product information to fog computing [10].

With the rapid growth of information technology, products’ quality maintenance is the
major issue [11]. Due to this, consumers are interested in buying better-quality items. There
are still some issues, when the system obtains product information and wants to share it
with fog computing; for example, an intruder may interrupt and change the actual product
information [12]. In such a case, the system may forward the wrong information to fog
computing, which has a negative impression on the supply chain and product quality on
the market. The food product is traced from the initial phase of farming to retailers. Before
this channel, various stages are involved in the food supply chain [13]. It is necessary
to trace the food product in every phase, and correct product information should be
forwarded. It is the responsibility of the system to provide correct information throughout
the supply chain during its production process. The proposed approach (FogAuth-FT)
provides the capability to maintain adequate security, which will provide reliable product
information and remove the poor-quality products from the supply chain. Moreover, it
should increase the consumers’ trust level regarding the product and supply chain of
manufacturers. To achieve the objectives of the system, all sensors are fully autonomic to
obtain product information from different locations in the traceability system and forward
the information to the fog to maintain integrity and robustness in the system by utilizing
historical data. The addition of this security element in the CPS is the motivation for secure
food traceability [14]. The data for this research were CPS sensors, which work to obtain
and forward product information securely to fog computing. Then, the system obtains the
essential product information from the sensors where the collected information is fully
protected from modification attacks. The novelty of the FogAuth-FT mechanism can be
summarized as follows:

i. The integration of novel fog modules with the CPS-based food traceability system
for the identification of poor-quality products from the supply chain by maintaining
reliable product information to increase the trust level;

ii. The utilization of novel sensing features along with monitoring and interface layer to
gather product information from different layers to maintain the product’s actual in-
formation;

iii. To maintain the integrity, the details captured by the sensors along with the distribu-
tion of the information collected from the monitoring layers and stored in the fog;

iv. The utilization of a hybrid authentication mechanism with the integrated modification
ability wherein the system can select users’ authentication criteria.

The remainder of article is structured as follows: Section 2 defines the existing studies
related to food traceability and the CPS environment. Section 3 explains the proposed
traceability system, as well as the details of the proposed technique. Section 4 exhibits the
experimental results. Finally, Section 5 concludes the paper and gives future insights.

2. Related Work

As the CPS supports every field of our daily life and also provides a variety of features,
it has become a popular emerging technology. Due to this, the CPS faces various challenges
according to its physical and logical nature [15]. According to these challenges, the research
community is trying to address these issues and find the best possible solution. With the
advancement of technology in terms of computing, communication, and the controlling
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system, the CPS is a requirement of the current era [16]. The CPS is an emerging tool
to provide services in different fields. However, its security is one of the significant
research topics [17]. Furthermore, before starting research on the CPS, a deep knowledge
of modern technology, network approaches, controlling systems technology, connectivity
and communication technology, the physical environment, real-world objects, and other
related fields is needed to improve the CPS technology, such as its real-time processing,
self-sufficiency, system safety and security, and performance [18].

As the CPS supports various fields and provides a variety of features, it has become
an emerging technology [19]. Due to this, the CPS faces various challenges according to
its physical and logical nature. According to these challenges, researchers are trying to
address these issues and find the best possible solution [20]. According to the design and
framework of the CPS, various safety and security challenges are faced [21]. Its integration
is based on those components that are prone to attack. The aim of the CPS is to provide
a reliable environment for communications, as well as for data collection, which is the
goal of every manufacturer in the market. Due to the Internet and other new technologies,
everyone finds their desires on their smart phones. Thus, the CPS should maintain and
forward reliable information inside the network.

As provided in [20], confidentiality, integrity, availability, and authenticity are the
major challenges for a computing society to increase the security level and provide a free
platform for the implementation of a CPS. Mostly, it is implemented in industries [22],
automation [23], transportation [24], healthcare [25], and food traceability in the supply
chain [26]. These all are more critical and crucial areas according to the confidentiality of
data, the environment, and the resources. Therefore, data and account security methods
are used for securing product information. In the literature, various techniques have
been discussed for data security, e.g., eavesdropping, data tempering, and others [27].
Several studies have been published considering fog-computing-based food traceability,
such as [28], and food information breach is a major issue in these systems. This section
elaborates the existing approaches, whereas the contributions and limitations of these
approaches are illustrated in Table 1.

Table 1. Contributions and limitations of the existing approaches.

Approach Contribution Limitation

[29] Use of video surveillance cameras along with a novel
dynamic background model for object monitoring.

Compression and decompression of stream data
may take excessive time.

[30] Creation of a 3D city model and utilization of deep
learning for object identification. Requires abundant resources.

[26] Stream monitoring with fuzzy rules and stream
mapping. Integrity challenges due to the traceability database.

[31] Utilization of fog computing to reduce latency and
communication cost.

T-S fuzzy and ANN-based fog increases the computational
complexity.

[32] Division of layers into monitored, control, and
cloud servers.

Depending on the cellular network and GPRS, may cause
transmission delay.

[33] IoT later to capture information with the fog
and cloud. Increased latency and transmission cost.

[34] Utilization of real-time processing for prompt decision-making. The A* algorithm is a blind search algorithm that may
increase time and waste resources.

In [35], an intelligent approach was proposed for CPS-based predictive food traceabil-
ity in agriculture fields. The approach utilizes an intuitionistic-based fuzzy case approach
with an integrated enterprise architecture. The architecture of the proposed approach
consists of a database, fuzzy membership function, traceable point, and fog computing.
Another framework was proposed in [36] for traceability, which focused on small manufac-
turing companies. The proposed system has the capability to monitor the movements of
companies in addition to controlling the system. The major contribution of the proposed
approach is to generate real-time notifications whenever users make errors. In [37], a
PetriNet-based mechanism was proposed to support traceability in a CPS. The architecture
of this approach contains five layers, where the architecture integrates a dedicated data
collection interface for inventory and dealers. The traceability interface is dedicated to
consumers, by which they can trace the products.
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In [29], a food traceability approach was proposed that works using video surveillance.
The proposed approach utilizes a novel dynamic background model to define related
subjects such as vehicles or people. Further, the trajectories for surveillance are generated
by using different cameras. The significant contribution of the proposed mechanism is that
the system generates image-based traceability information of the object, which enhances the
analysis efficiency. However, video surveillance generates many data, and compression may
increase the complexity and also requires a resource for decompression, making it a slow
method. In [30], a food traceability approach was proposed that also extracts information
by processing video surveillance data. The proposed system works in four steps; Firstly, it
builds a 3D model of the areas that need to be monitored. Then, the system maps 2D views
in the video cameras for the coordinate system. In the next step, a deep learning model is
utilized for object identification to identify the targeted areas. Finally, cameras are utilized
from multiple trajectories to generate unified traceability. The significant contribution of
the proposed mechanism is the deep-learning-based identification along with the 3D city
model to monitor products. However, formulating 3D models and generating 2D views
with multiple cameras to generate traceability trajectories require abundant resources to
perform the required processing.

In [26], an approach was proposed for stream-based food traceability using fog comput-
ing (Steam-FT). The proposed mechanism utilizes an enterprise architecture with EPCglobal
and VSM for efficient traceability. In this mechanism, the fog-based CPS consists of several
components, i.e., food production, logistics, and customer stakeholders with the handler,
re-packer, and customer. The system implements the private, public, and CPS-based fog to
work together for traceability. The transmission of data relies on a wireless sensor network
(WSN) where the data are stored on servers. The proposed architecture utilizes fuzzy rules
connected to the traceability database and distributes the CPS. It is further connected to an
intelligent CPS using the EPCIS system. The main objective of the proposed mechanism is
the utilization of the stream along with fuzzy rules and value stream mapping for efficient
traceability. However, the food traceability database needs to be secure to maintain integrity,
as it is accessible by distributors, retailers, and producers.

In [31], an intelligent inference was proposed using fog computing for integrated
IoT in the food supply chain. The working of the proposed mechanism is divided into
three components, i.e., performance evaluation system, T-S fuzzy inference, and ANN-
based fog computing. The fog-based ANN uses a fuzzy inference system between the
input/output simulated on a non-linear system for traceability. The important feature of
the proposed mechanism is the utilization of an ANN-based fuzzy inference system at the
fog layer. However, utilizing these in parallel increases the complexity of the system, which
results in an inefficient utilization of the available resources. Another fog-computing-based
intelligent approach was proposed in [38] to predict and prevent Zika virus. The proposed
mechanism integrates fog computing, cloud computing, IoT-based sensors, and mobile
phones to identify Zika virus. This approach utilizes fog computing to reduce the latency
time, as well as extra transmission/communication cost. The fuzzy k-nearest neighbor
algorithm was implemented to diagnose infected users.

Another traceability approach was proposed in [33], which integrates cloud and fog
computing. The system also utilizes the IoT to collect and transfer information and store
that information using the cloud. The major focus of the proposed study was to satisfy
users’ by addressing the challenges related to the condition, position, and quality of the
product. The architecture of the proposed approach consists of the capture, fog, and cloud
platforms. The capture platform contains capture nodes for capturing and transmitting
information to the EPSIS capture interface at the fog layer. The fog layer then maintains a
repository and processes the information in the query interface. The cloud layer includes
data centers, the directory server, and the broker. The major contribution of the proposed
mechanism is the utilization of the fog, cloud, and IoT together to capture information and
utilizing the fog layer for storage and processing purposes. However, the utilization of
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the fog and cloud may cause integrity issues and can increase the latency, in addition to
notably increasing the communication cost.

In [32], a fog-computing-based approach was proposed to address the issues related to
blackberry chain management. In this mechanism, the utilization of the fog was divided into
two layers, where Layer 1 monitors and controls the supply chain and Layer 2 manages the
cloud servers, where the communication is performed using the cellular or GPRS network.
Another cloud–fog integrated architecture was proposed for an Internet-enabled supply
chain [34]. The proposed approach utilizes A*, with real–time processing with enabled IoT
and fog capabilities to manage the supply chain.

3. Proposed Traceability System

The proposed model captures the solutions for the emphasized problems faced by the
supply chain and consumers. In this section, all elements of the proposed model and its
deployment are elaborated. The model works on the supply chain to protect food products
from any deception and modification attacks during the production processes. Further-
more, the proposed FogAuth-FT approach also provides reliable product information to
the system and helps remove poor-quality products from the supply chain. Therefore, this
increases the positive impression in the market and of consumers regarding the manufac-
turers and products. The supply chain consists of different phases, where each phase is a
step towards the completion of the product.

Thus, it is a serious issue to monitor every phase of the supply chain and its network
while sharing data among the sensors. Since the food supply chain is working under the
CPS for monitoring all phases and products, due to its different phases, various people are
involved in interacting with the system and its resources. Therefore, it is very essential to
secure the system, resources, and applications from all unauthorized access. The importance
and sensitivity of food are based on the time period, which is also called the shelf-life of
products.

Whenever a food product is used before the expiry of its shelf-life, it is healthy and
effective for consumers. However, when the same product is used after the completion of
its shelf-life, it is more dangerous to human health [39]. Such types of food products cause
some serious issues, which may lead to death. Therefore, the proposed model protects the
food supply chain from such types of issues regarding health caused by forwarding the
wrong information. Moreover, the model removes poor-quality products from the supply
chain, which increases the trust in and reliability of the products among consumers.

3.1. Requirements, Identification, and Tracking

This section illustrate the proposed approach’s requirements along with food place
and product identification during manufacturing, followed by the working mechanism of
product movement tracking, as illustrated below:

i. Requirements: The food product traceability solution is based on three basic require-
ments, i.e., place identification, food product identification, and tracking movement;

ii. Food place identification: During the production process in the food supply chain, it
is important to trace every involved phase uniquely. As we know that food products
start from raw materials and then move step-by-step to completion, this should
be traceable by anyone. In the supply chain, a food product changes its location
time-to-time till completion; therefore, the location needs to be identified;

iii. Food product identification: It is also important to track and trace a food product
throughout the supply chain. From the raw materials, i.e., from the initial phase till
finishing, it must be distinctively identified;

iv. Movement tacking: The movement of food is very important to track and trace. It is
the actual key element in the supply chain to be monitored during its production [40].
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3.2. CPS-Based Secure Food Traceability Architecture

A CPS-based food traceability for fog computing model is proposed for the security of
the food supply chain. The system is responsible for monitoring and maintaining resource
information integrity. The CPS-based traceability model collects product information from
the physical world and processes it before sharing with the fog. Then, this encrypts and
forwards it securely to the next phase for the production and consumers’ facilitation. The
same process is performed during all phases of the supply chain to protect the system
and its resources from any illegal modification attacks. In case of any legal change, the
manufacturer should login through an authorized username and password, which is based
on some secret questions. The CPS-based secure food traceability system for fog computing
consists of multiple layers, i.e., real-world layer (physical world), sensing layer, virtual
storage layer, monitoring layer, and intermediate layer, as presented in Figure 1. The
working of these layers is elaborated below:

Figure 1. The proposed cps-based food traceability system.

i. Real-world layer: This is the ground or physical-world layer where the actual pro-
cesses are performed physically. These processes consist of farming production where
farmers produce the products, followed by the food processing layer, food packaging,
and food storage. After this, the food is distributed to the retailer where customers
can buy and are also able to obtain the product information from the intermediate
layer;

ii. Sensing layer: The sensing layer is the primary layer equipped with the CPS sensors
placed at different geographical locations of the supply chain. The CPS sensors consist
of three main components, i.e., communication, computation, and control. The major
functions performed at this layer are data processing, data conversion into operations,
and encryption. The encryption and decryption are performed through the Twofish
algorithm using a 256 bit key. In every phase of the supply chain, sensors are placed
at different locations, which can sense the actual product information in an explicit
form. This layer is further connected to the virtual storage layer;

iii. Virtual storage layer: The encrypted data transmitted by the sensing layer are sent to
the virtual storage devices, and a copy of the information is forwarded to the parallel
layer for monitoring purposes. Furthermore, the sensing layer is connected to virtual
storage and communication devices to exchange content between the below and
above layers. A virtual storage layer can also be utilized for collecting food product
data. The key responsibility of the virtual layer provides services to the top layer
for decision-making in addition to providing the facility to monitor the supply chain
during the production process;
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iv. Monitoring layer: The monitoring layer is the most significant one for food traceability
because it is connected to the sensing layer and virtual storage layer and also gathers
the information directly from food distribution vehicles. The monitoring layer has
two significant components, i.e., decision-making and supply chain information. The
incoming information from the sensing, virtual storage, and food distribution layers
is integrated using supply chain components and forwarded to the decision-making
components to evaluate the accuracy of the product information. The collection
of information from different layers for evaluation purposes makes the proposed
mechanism robust against modification attacks;

v. Interface layer: This layer provides an interface to consumers, which contains food
supply chain information regarding the product quality, name, manufacturing date,
expiry, and weight. If customers find all information on the Internet and the same
product is delivered to them, then it increases the trust and reliability among them.
If there is any ambiguity in the object information, then it will cause a negative
impression for the consumers and markets, which may ultimately reduce the trust.

3.3. Twofish-Algorithm-Based Data Encryption

It is significant to secure the data sensed at the sensor layer to maintain the integrity
of the information. The proposed approach utilizes the Twofish algorithm to encrypt the
sensed information. This section discusses the encryption and authentication processes.
The significant features of the Twofish algorithm are the encryption using a block size of
128 bit, which can accept a key length up to 256 bit, and the great efficiency, due to which it
can be implemented on both hardware and software platforms. This algorithm has several
noteworthy features, i.e., it accepts additional key lengths and also provides variety for
more applications. The Twofish design supports both analysis and implementation [41].
This algorithm is designed for better performance, i.e., it efficiently works on a variety of
platforms and fields as it only requires a 32 bit CPU, 8 bit smart card, and small/large-scale
circuits. The design of Twofish permits various layers of performance. It depends on the
encryption processing speed, key size, use of memory, hardware, and other parameters
for implementation. The outcome of its performance is used in different applications of
cryptography [41].

The FogAuth-FT mechanism utilizes the Twofish algorithm at the sensing layer and
in fog computing to encrypt the data sensed from the physical ground layer. The fog
encrypts the data received from the interface layer and later performs data mining, as
discussed in Section 3.4. When the plaintext is received, the Twofish algorithm performs 16
rounds, where in each round, 32 bit words serve as the input to the algorithm encryption
function. As the fog is connected to the interface layer by which the customers can share
their feedback, it is significant to authenticate customers before they share their opinions
regarding any specific product. Moreover, customer feedback is an important feature
used by the decision-making layer; thus, it validates the customers before giving access
to them. To authenticate customers, the proposed mechanism provides the capability
of account verification by which users/customers can verify their accounts to update
their feedback record related to any particular product using their unique identity. The
verification process of users is implemented using a hybrid user authentication mechanism,
i.e., the username (unique id), traditional alphanumeric password [42], graphical pattern
image generation [43], and biometric authentication, which can be an iris scan, fingerprint,
a retina scan, etc. [44]. Biometric authentication consists of three options (as mentioned
earlier), and it is the choice of the system to select any of the processes for authentication.
The complete authentication process of users/customers is illustrated in Algorithm 1.
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Algorithm 1 Hybrid user authentication process.

1: procedure INITIAL LOGIN PROCESS(Userid)
2: Uid → input username . User enters a pre-selected username
3: Upass → input password . User enters a pre-selected alphanumeric password
4: if (Uid&&Upass == True) then . Decision-making
5: Go to the next procedure;
6: else
7: discard process; . Discard the process
8: procedure GRAPHICAL AUTHENTICATION(Dn−id

trust )
9: U f r1 → Select first-round image . Image selection from canvas

10: U f r2 → Select second image
11: U f r3 → Select second image
12: if (U f r1&&U f r2&&U f r3) == True then . Decision-making
13: Go to the next procedure;
14: else
15: discard process; . Discard the process
16: procedure BIOMETRIC AUTHENTICATION(Ubio) . Biometric authentication process
17: Uir → Iris scanning . Iris-based authentication
18: Ure → Retina scanning . Retina-based authentication
19: U f p→ Fingerprint scanning . Finger-based authentication
20: if (Uir||Ure||U f p) == True then . Final decision-making
21: Allow user to make changes;
22: else
23: discard authentication process; . Unsuccessful authentication
24: Exit

3.4. Utilization of Fog Computing in the Proposed CPS

The FogAuth-FT food traceability system also utilizes fog computing to enhance
efficiency and to improve the integrity for the quick identification of a modification attack
along with other features. Most of the existing approaches have utilized fog computing to
reduce the latency or communication cost by the proposed mechanism integrating several
distinct components. The proposed mechanism integrates four modules, i.e., application,
big data storage, big data mining, and decision-making modules as illustrated by Figure 2.
The application module is further divided into two modules, i.e., vendor notification and
farmer notification. This model was added to improve the working efficiency of both
vendors and farmers by updating them with the areawise product detail and requirement
followed by the notifications related to weather conditions and disease to the farmers.
Furthermore, the next module of the fog is big data storage, where the gathered data are
stored in encrypted form using the Twofish algorithm. Data in this module can be used by
the decision-making module during the formulation of decisions related to any specific
product. Data in this module consist of farmer-formulated data, distribution data related
to the product and retailer, supply chain information, marketing agency data, product
manufacturer data, and user/customer feedback. The next module (big data mining)
performs a significant role in food traceability by using the product quality, requirement,
and disease information to trace the poor-quality food.

All the previously discussed modules rely on the sensed data transmitted by the
sensing layer and by the monitoring layer to the fog, where the decision-making module
receives the required data from these modules to perform the required operations. The
information used by this module is product information such as manufacturing infor-
mation, delivery information, expiry date, product weight, and user feedback to make
decisions. This layer performs the key operations, as its decision can increase or decrease
the reputation/trust of the customers towards retailers or owners of the companies.
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Figure 2. The integration of fog computing into the FogAuth-FT food traceability system.

4. Simulation Environment

This section elaborates the simulation outcome to achieve the three main objectives
of the proposed model as mentioned earlier. The results were generated according to
the three main key elements of the CPS-based secure food traceability system. These key
factors are encryption time, computational cost, and attack protection. The result of the key
factors was then compared with Stream-FT [26] and FogCloud-FT [33]. The tool used to
simulate the proposed mechanism was iFogSim [45], which is an open-source toolkit for
network simulations, such as the edge, fog, and cloud. The encryption time was evaluated
under different scenarios, i.e., with 128 bit, 192 bit, and 256 bit key sizes, as discussed in
Section 4.1.

4.1. Encryption Time

The encryption of product information is an important factor of the CPS-based secure
food traceability system. The process of encryption and decryption in minimum time
increases the production for supply chain. Encryption and decryption are useful and critical
parameters of a secure food traceability system. The average analysis of the simulation
outcome with 192 bit and 256 bit block sizes is presented in Table 2.

We implemented the Twofish algorithm in the proposed architecture and compared it
with the existing approaches. In Figure 3, we take a key size of 128 bit and a block size of
192 bit for the three different techniques, i.e., proposed approach, Stream-FT, and FogCloud-
FT. Therefore, we encrypted the same size and key plaintext with the three different
techniques. FogAuth-FT performed the same task in less time as compared to others, where
the encryption time was measured in milliseconds (ms). The proposed approach consumed
60 ms to encrypt the plaintext with a 128 bit key and a 192 bit block size.

In Figure 4, we take the key and block sizes as 192 bit for the three techniques, where
Twofish performed the same task in less time compared to the others. In Figure 5, we take a
key size of 256 bit and a block size of 192 bit to check the efficiency of the Twofish algorithm.
For every encryption of the plaintext, it took 16 rounds. Twofish performed better for these
key and block sizes. In Figure 6, we measured the encryption time by changing the key
and block sizes. We took a key size of 128 bit and a block size of 256 bit to evaluate the
performance. In Figure 7, we took a key size of 192 bit and a block size of 256 bit to evaluate
the performance.



Electronics 2022, 11, 283 10 of 16

Figure 3. Encryption time with a key size of 128 bit and a block size of 192 bit.

Figure 4. Encryption time with key size 192 bit and block size 192 bit.

Figure 5. Encryption time with key size 256 bit and block size 192 bit.
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Figure 6. Encryption time with key size 128 bit and block size 256 bit.

Figure 7. Encryption time with key size 192 bit and block size 256 bit.

In Figure 8, we took key and block sizes of 256 bit for the performance evaluation. It is
obvious from Figures 3–8 that the FogAuth-FT algorithm performed better with different
key and block sizes.

Figure 8. Encryption time block sizes of 256 bit.
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Table 2. Average analysis of FogAuth-FT with a block size of 192 bit and 256 bit.

Block Size 192 bit

Key Size 128 bit 192 bit 256 bit Average Percentage

FogAuth-FT 60 90 110 86.67

Stream-FT 90 120 150 120

FogCloud-FT 110 145 120 125

Block Size 256 bit

Key Size 128 bit 192 bit 256 bit Average Percentage

FogAuth-FT 70 105 140 105

Stream-FT 100 130 180 136.67

FogCloud-FT 110 165 220 165

4.2. Trusted Data Identification and Error Estimation

Encryption helps to maintain the integrity as data arrive from different resources. It is
significant to evaluate the performance to estimate the error percentage to validate that the
data received from different resources are error free and can be utilized for future decision-
making. The error estimation was performed on the sensed data transmitted by the sensors.
In FogAuth-FT, the data collected by sensors at the sensed layer are transmitted to the
virtual storage, whereas the monitoring layer holds and transmits the encrypted data to the
fog. The error percentage estimation was performed on data transmitted to the fog by the
monitoring layer. For this, the number of sensors placed were 10–145, which increased with
time. The malicious percentage of the sensors was 30%, while the performance analysis
was performed considering 128 bit, 192 bit, and 256 bit. Figure 9 illustrates the simulation
outcome of the proposed mechanism. The result showed that with the increasing number
of sensors, the error estimation percentage decreased and the integrity improved.

Figure 9. Error estimation percentage on the data received by the fog.

The identification of the feedback received by the users from the interface layer is also
significant. If the received information is not trustworthy or the error rate increases, then
it may affect the decision-making of the fog. The feedback is most critical as a few users
can enter false information either purposefully or with the influence of their surroundings.
In the proposed mechanism, the user feedback was compared to the data received by the
monitoring layer to verify the information. For the identification of correct user feedback,
the performance of the proposed mechanism was simulated with 5–145 users (which
increased with time) and the encryption bits were 128 bit, 192 bit, and 256 bit. Figure 10
demonstrates the simulation outcome of the encrypted data. The result showed that the
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identification rate was higher at the beginning; however, with the passage of time, the 256
bit encrypted data performed relatively better at detecting false information.

Figure 10. Detection of trusted data shared by the user using the interface layer.

4.3. Computational Cost

The computational cost is the key point of this research. This was evaluated on the
basis of how much resource was required and used by the food traceability system while
performing encryption and decryption. We used the Twofish algorithm for cryptography.
We took different key and block sizes to measure the result and achieve the goal of this
research. The basic aim of Twofish is to process various lengths of blocks and key sizes in a
short span of time while using less resource.

Figure 11 represents the computational cost of encryption, which executes different
sizes of blocks of data on different processors. Twofish implements and executes less
memory on hardware such as CPUs and RAM and encrypts data in a short amount of
time. The graph shows the results of the computational cost of Twofish, which was better
than the others. The computational cost of FogAuth-FT was less in comparison to existing
approaches. With 128 bit, the computational cost of the proposed mechanism remained 3000
ms, whereas the cost of FogCloud-FT reached 5000 ms. Moreover, with 256 bit encryption,
the proposed approach consumed 5000 ms in comparison to 6400 ms and 8000 ms for
Stream-FT and FogCloud-FT, respectively.

Figure 11. Comparison of computational resources utilized.

4.4. Modification Attack

The robustness evaluation against the modification attack is the last parameter to vali-
date the model efficiency. This is the most important and key factor of the system according
to sensitivity and system resources. We applied modification attacks at different layers to
validate the performance. The simulation environment consisted of 450 min, whereas the
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number of unauthentic nodes executing the modification attacks was 60 for the fist 250
min, which was increased to 150–450 min. Figure 12 illustrates the simulation outcome
of the proposed mechanism. The result showed that the detection rate of the proposed
mechanism was higher, whereas FogCloud-FT also performed better in comparison to
Stream-FT.

Figure 12. Robustness evaluation against the modification attack.

5. Conclusions

A CPS-based secure food traceability system has the potential to address the current
challenges in the existing systems. Secure food traceability has the capability to protect
the system from illegal modification and from unauthorized access. A food traceability
approach was proposed that utilizes a cyber–physical system (CPS) and fog-integrated
mechanism to address the existing challenges and to improve the overall workflow in the
real-world by utilizing fog capabilities. The proposed approach integrates a novel fog
module to perform several significant operations that not only address accurate traceability,
but also facilitate farmers with enhanced production efficiency. Furthermore, to implement
adequate robustness against illegal modification, the mechanism utilizes a hybrid approach
to authenticate users before any modification. The proposed model has the capability
to remove poor-quality products from the supply chain by detecting them through the
monitoring layer and sensed information at the sensing layer. In addition, the model
implements an interface layer to increase the consumers’ trust level by providing accurate
information and taking their feedback regarding the product. The simulation outcomes
validated the performance of the proposed model where the Twofish algorithm along with
fog-integrated modules performed better in terms of computational cost, modification
attacks, and encryption speed, as compared to the eavesdropping and data-tempering
techniques. In the future, the proposed technique can be applied to food traceability in
name-based networking.
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