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Abstract: Recently, studies on secure database outsourcing have been highlighted for the cloud
computing environment. A few secure Top-k query processing algorithms have been proposed in
the encrypted database. However, the previous algorithms can support either security or efficiency.
Therefore, we propose a new Top-k query processing algorithm using a homomorphic cryptosystem,
which can support both security and efficiency. For security, we propose new secure and efficient
protocols based on arithmetic operations. To obtain a high level of efficiency, we also propose a
parallel Top-k query processing algorithm using an encrypted random value pool. Through our
performance analysis, the proposed Top-k algorithms present about 1.5~7.1 times better performance
with regard to a query processing time, compared with the existing algorithms.

Keywords: secure protocol; privacy-preserving Top-k query processing algorithm; encrypted database;
database outsourcing; cloud computing

1. Introduction

With the increasing popularity of cloud computing, there has been growing interest in
outsourcing databases. Cloud computing provides a service that allows internet-connected
users to use virtual computing resources such as storage, computation, and network [1-5].
Generally, three requirements are considered for outsourcing databases in cloud computing,.
First, it is essential to provide data privacy because the data owner’s database contains
the sensitive information of clients [6,7]. Second, the query and the query result must be
protected because these information can contain and infer the sensitive information of
the query issuer [8,9]. Finally, data access patterns must be protected because an attacker
can infer sensitive information by analyzing the data access patterns [10-12]. Therefore,
secure query processing over an encrypted database has been researched to protect the
original data, queries, and access patterns. Previous strategies modify plaintexts to their
substituted data, and outsource them to a cloud [13-18]. However, these previous strategies
cannot completely protect both data and queries because they are weak to various attacks.
To tackle this problem, recent strategies encrypt the original data and outsource them to
the cloud [19-25]. That is, a data owner encrypts the database before he/she outsources
the original data to a cloud. The cloud can process the query that is issued from a user.
The user can obtain the results from the cloud. Figure 1 shows an encrypted database
outsourcing model.

Top-k query processing algorithms are used for various applications such as location-
based service, e-commerce, and web search engine [26]. First, H-I. Kim et al.’s algorithm [27]
proposed Top-k query processing algorithms based on the Paillier cryptosystem. How-
ever, while processing the Top-k query processing algorithms, the algorithm needs a high
computational cost because it uses secure protocols based on binary operations. Second,
H-J. Kim et al.’s algorithm [28] proposed Top-k query processing algorithms using Yao’s
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garbled circuit. By using Yao’s garbled circuit, the algorithm uses a secure protocol to
check whether or not a node includes a point without binary bit operations for ciphertext.
However, since Yao’s garbled circuit [29,30] is based on a hardware-based Boolean circuit,
the algorithm still requires repetitive bit operations, thus causing a high computation cost.
Both algorithms have a critical problem in that they need a high computational cost for
Top-k query processing. To the best of our knowledge, there is no conventional Top-k
query processing algorithm that is suitable for parallel processing. To tackle this problem,
we propose a new Top-k query processing algorithm using new secure protocols based
on arithmetic operations over encrypted database in cloud computing. In terms of effi-
ciency, our algorithm uses both new secure protocols and a data filtering technique using
kd-tree [31]. The proposed secure protocols optimize the procedure of comparison by using
arithmetic operations, rather than employing binary bit operations, which require a high
computation cost. Moreover, to improve the efficiency, we propose a parallel Top-k query
processing algorithm using a thread pool. In addition, while hiding data access patterns,
our algorithm support security for both original data and user query by using the Paillier
cryptosystem [32] and secure two-party computation [33-35]. To prove the security of our
algorithm, we provide the formal security proofs of both the proposed secure protocols
and Top-k query processing algorithms. Through the performance analysis, we prove that
our Top-k query processing algorithms outperform the existing ones. The contributions of
our paper are as follows:

*  We present an architecture for outsourcing both the encrypted data and index.

*  We propose new secure protocols based on arithmetic operations (e.g., ASC, ASRO,
and ASPE) to protect original data, user query, and access patterns.

*  We propose a new Top-k query processing algorithm that can support both security
and efficiency.

*  We propose a new parallel Top-k query processing algorithm using a random value
pool to improve the efficiency of Top-k query processing.

*  We also present the comprehensive performance analysis of our algorithms with a
synthetic and real dataset.

We organize the rest of the paper as follows. In Section 2, we describe the Paillier
cryptosystem, adversarial attack model, and related work. In Section 3, we present the two-
party computation structure and new secure protocols. In Section 4, we describe a a new
Top-k query processing algorithm. In Section 5, we describe a parallel Top-k algorithm. In
Section 6, we present the security proof of our Top-k algorithms. In Section 7, we describe
the performance analysis of our Top-k algorithms. Finally, we conclude this paper.
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Figure 1. Encrypted database outsourcing model.

2. Background and Related Work
2.1. Background

Paillier cryptosystem.The Paillier cryptosystem [32] is an additive homomorphic and
probabilistic asymmetric encryption scheme for public key cryptography. The public key
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pk for encryption is represented by (N, g), where N is a multiplication of the large prime
integer p and g, and g is a circular integer in Z,. Here, Z}, denotes an integer domain
ranging from zero to N2. The secret key sk for decryption is represented by (p, q). Let E(-)
represent the encryption function and D(-) represent the decryption function. The Paillier
cryptosystem includes the following characteristic.

1.  Homomorphic addition: The multiplication of two ciphertexts E(mm1) and E(m;) gener-
ates the ciphertext of the sum of their plaintexts m; and my (Equation (1)).

E(my +my) = E(my) x E(my) mod N? 1)

2. Homomorphic multiplication: The mj;th power of ciphertext E(m) generates the
ciphertext of the multiplication of m; and my (Equation (2)).

E(my +my) = E(my) x E(my) mod N? )

3. Semantic security: Encryptions of the same plaintexts generate different ciphertexts
in the same public key (Equation (3)).

my = my # E(my) = E(my) (©)]

Adversarial attack model. In the outsourcing database environment, two attack models
can be considered: a semi-honest attack model and a malicious attack model [36,37]. In the
semi-honest (or honest-but-curious) attack model, the cloud performs its own protocol
honestly, but attempts to obtain sensitive data about the data owner and the authorized
user. To protect a semi-honest attack, original data should be encrypted before outsourcing.
A malicious attack model tries to achieve the original data or disable service. To protect the
original data under the malicious attack, a service provider concentrates on distinguishing
attacks and restoring the damaged formal procedure. Since we concentrate on protecting
sensitive data in an outsourced environment, we propose secure query processing under
the semi-honest attack model. A secure protocol for the semi-honest attack model is defined
as follows [36,37].

Definition 1. Assuming «; is the input parameters of cloud C;, [1; (o(«)) is the execution image
of C; for the protocol p. If the simulating execution image [Ts. (o(«)) is indistinguishable from
[T (p(a)), the protocol p is a secure protocol under the semi-honest attack model.

2.2. Related Work

The existing privacy-preserving Top-k query processing algorithms are as follows.
First, J. Vaidya et al. [38] proposed a privacy-preserving Top-k query processing algorithm
using Fagin’s scheme [39], in which the data are vertically partitioned. If each party reports
the scored data being ordered based on the local score until there are at least k common
data in the output of all of the parties, the union of the reported data includes Top-k
results. The algorithm determines the actual Top-k results by identifying an approximate
cutoff score separating the k-th data item from those below it. The algorithm has an
advantage in that it does not reveal the score of an individual datum by using a secure
comparison technique. However, in terms of query privacy, an attacker can infer the
preference of a user because the cutoff score is easily estimated by using a binary search
over the range of values. According to data privacy, because the algorithm does not encrypt
the partitioned data, the attacker can obtain the original data under the semi-honest attack
model. In addition, data access patterns are not protected because the identification of the
Top-k result is disclosed.

Second, M. Burkhart et al. [40] proposed a Top-k query processing algorithm that
utilizes hash tables and a secret sharing technique. The algorithm aggregates the distributed
key-value data by using Shamir’s secret sharing technique, and finds the k number of key-
value pairs with the largest aggregated values as the Top-k result. To reduce computation
time, the algorithm uses fixed-length hash tables for avoiding expensive key comparison
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operations. However, the algorithm cannot guarantee the accurate result because the
aggregated results are probabilistic, in that the algorithm performs a binary search for
estimating the intermediate threshold separating the k-th item from the (k+1)-th item.
Moreover, an attacker can infer the preference of a user because a threshold is easily
estimated by using binary search over the range of values. The algorithm cannot conceal
data access patterns because the index of a hash table related to the Top-k results is revealed.

Third, Y. Zheng et al. [41] proposed a privacy-preserving Top-k query processing algo-
rithm over vertically distributed data sources. To support data privacy, the service provider
(SP) divides the data owner’s database into data sources (DS = DSq,DS,,...,DS;,) for
each attribute. The SP generates the encryption keys and determines the positive weight
values wq,wy, ..., wy for the scoring function f(x1,x2,...,%m) = Y, wix;, where x; is
a data record and Y ; w; = 1. Then, the SP distributes the encryption keys to each DS;
and sends the corresponding weight w; to DS; via a secure channel. For supporting the
Top-k query, each DS; outsources its data to the cloud. Because both x; and w; are private
information, DS; encrypts the product of x; and w; before outsourcing them to the cloud.
However, in the semi-honest attack model, an attacker can achieve the sensitive data from
data sources because a data owner transmits data records and weights to the data sources
in plaintext. Therefore, the algorithm does not protect data, query, and access pattern.

Fourthly, H-I. Kim et al. [27] proposed a privacy-preserving Top-k query processing
algorithm (STopk ) grounded using both an encrypted kd-tree index and the Paillier cryp-
tosystem [31]. The Paillier cryptosystem can provide homomorphic operation and protect
a chosen-plaintext attack or a chosen-ciphertext one, so that the cloud can obtain the Top-k
query result without decrypting both a user’s query and original data. The algorithm also
proposed a secure protocol based on binary bit operations that can access all leaf nodes
without the exposure of data access patterns. The algorithm can protect the user’s query,
sensitive data, and data access patterns. However, because the secure protocol consists of
binary bit operations for ciphertext, it is necessary to perform a binary bit operation as many
times as the data size. The repetitive binary bit operations cause high computation cost.

Finally, H-J. Kim et al. [28] proposed a privacy-preserving Top-k query processing
algorithm (STopk;) using Yao’s garbled circuit [29,30]. Yao’s garbled circuit is a secure
protocol that enables two-party secure computation in which two semi-honest parties
can jointly calculate a function over private inputs by using a Boolean circuit. By using
Yao’s garbled circuit, the algorithm uses a secure protocol to check whether or not a node
includes a point without binary bit operations for ciphertext. The algorithm can present
more efficiently than STopk; while providing the same level of privacy as STopk;. However,
since Yao's garbled circuit is based on a hardware-based Boolean circuit, the algorithm still
requires repetitive bit operations, thus causing a high computation cost.

Table 1 summarize the existing studies based on the characteristics. We describe their
comparison with regard to three major characteristics, i.e., hiding access patterns, compu-
tation overhead, and security risk. First, H-I. Kim et al.’s work [27] and H-J. Kim et al.’s
work [28] can protect data access patterns, while J. Vaidya and C. Clifton’s work [38], M.
Burkhart and X. Dimitropoulos’s work [40], and Y. Zheng et al.’s work [41] cannot protect
it. Second, J. Vaidya and C. Clifton’s work [38] and M. Burkhart and X. Dimitropoulos’s
work [40] require low computational overhead because they do not use any encryption
scheme, while H-I. Kim et al.’s work [27] and H-J. Kim et al.’s work [28] need high compu-
tational overhead due to the use of the Paillier cryptosystem [32]. Finally, H-I. Kim et al.’s
work [27] and H-]. Kim et al.’s work [28] have low risk with regard to security because
they protect sensitive data, uses’s query, and data access patterns, while J. Vaidya and C.
Clifton’s work [38], M. Burkhart and X. Dimitropoulos’s work [40], and Y. Zheng et al.’s
work [41] have high security risk because they only protect sensitive data.
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Table 1. Comparison of the existing studies.

Features User Involvement in
Data Privacy Query Privacy Hiding Data Access Pattern Index Computation Overhead Encryption Computation Security Risk
Schemes
C{l f\t/c;;lrllc’lsiji?s [28] Support Not support Not support None Low None Involved High
M. Burkhart and X.
Dimitropoulos’s Support Not support Not support None Low None Involved High
work [40]
Y. Zheng et al. [41] Support Not support Not support None Moderate AES Involved High
H-I. Kim et al. [27] Support Support Support Encrypted kd-tree Very high Paillier Not involved Low
H-J. Kim et al. [28] Support Support Not support Encrypted kd-tree High Paillier Not involved Low
Proposed Support Support Support Encrypted kd-tree Low Paillier Not involved Low
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3. Overall System Architecture
3.1. System Architecture

Since we adopt the semi-honest attack model [36,37], we consider the cloud as insider
adversaries. Under the semi-honest adversarial model, the cloud follows the procedure
of protocol, but can attempt to achieve the additional information not allowed to the
cloud. Therefore, earlier studies [13,16] are performed under the semi-honest attack model.
Meanwhile, a secure protocol is a communication protocol that is an agreed sequence of
actions performed by two or more communicating entities (e.g., cloud A and cloud B) in
order to accomplish some mutually desirable goal [34,35]. It makes use of cryptographic
techniques, allowing the communicating entities to achieve a security goal. For example,
the entities encrypt the information or permutate the sequence of data by using the random
value for data protection. A protocol can be proven to be secure under the semi-honest
adversarial model by using Definition 1 in Section 2.

The system is organized according to four components: Cloud A(C4), Cloud B(Cp),
data owner (DO), and authorized user (AU). The DO possesses the original database (T)
of a set of records [27]. A record t; (1 <i < n) is composed of m columns, where m denotes
the number of data dimensions, and the j-th columns of ¢; is represented by ;; (1 < j <
m). The DO divides T by using the kd-tree [27] to provide the indexing on T. If we retrieve
the tree structure in a hierarchical manner, the access pattern can be disclosed. Therefore,
we only consider the leaf nodes of the kd-tree, and all the leaf nodes are retrieved once
during the query processing step. Hence, a node denotes a leaf node. Let i denote the
level of the constructed kd-tree, and F denotes the fanout of each leaf node. A node is
denoted by node, (1 <z < Zh_l), where 2"~ is the number of leaf nodes. The region data
of node, is shown as the upper bound ubzr]‘ and the lower bound lbz/]- 1<z<2h-11< j
< m). Each node retains the identifiers (id) of the data located inside the node region. To
preserve the data privacy, the DO encrypts T attribute-wise using the public key (pk) of the
Paillier cryptosystem [32] before outsourcing the database to the cloud. Therefore, the DO
make E(t;;) encrypt t;; for 1 <i < nand 1< j < m. The DO also encrypts the region
data of all nodes of the kd-tree, so as to support efficient query processing. Especially, ub
and [b of each node are encrypted attribute-wise, such that E(ub, ;) and E(Ib, ;) are created
with 1 <z < 2" 1and 1 < j < m. Figure 2 presents the example of the encrypted kd-tree
when the number of data items is 20 and the level of the kd-tree is 3. The encrypted kd-tree
consists of four regions (leaf nodes), i.e., Node;, Nodey, Nodes, and Nodes. For example,
the lower bound and upper bound of Node; are <E(0), E(0)> and <E(6), E(5)>, respectively.
Additionally, Node; includes five data items, i.e., E(d1) = <E(2), E(1)>, E(d2) = <E(1), E(2)>,
E(d3) = <E(2), E(3)>, E(d4) = <E(4), E(4)>, and E(ds5) = <E(5), E(3)>.

(10,10)

=

%, % s
Node, T4 Node, % E(Node Range)
Node.ID Fanout E(Data)
. )i | E(Lower Bound) | E(Upper Bound)
P lanl @y 1T oy F(0), E(0) F(6), E(5) 5 | E@)=<EQ).E(1)>, ..., B(d)=<E(5), EG)>
4, d dug Node, E(6), E(0) E(10), E(5) 5 E(dg)=<E(7), E(2)>, ... , E(d}()=<E(10), E(4)>
. . q, Node, E(0), E(5) E(4), E(10) 5 | E@w=<E(1). E©), ... Edi)=<E(3), E©)>
. Node f . Nodez‘d" Node, E(4), E(5) E(10), E(10) 5 E(d;6)=<E(5), E(8)>, ... , E(dy)=<E(10), E(8)>
dy dg
e

(6.0)

Figure 2. Example of the encrypted kd-tree.

We consider that C4 and Cp are non-colluding and semi-honest clouds. Thus, they
correctly follow the procedure of protocols. To support Top-k query processing over the
encrypted database, a secure multi-party computation (SMC) is required between C4 and
Cg. To establish the structure of SMC, the DO outsources both the encrypted data and its
encrypted index to the C4 with pk, while the DO sends sk to the Cp. The encrypted index
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includes the region data of each node in ciphertext and the ids of the data located inside the
node, in plaintext. The DO also sends pk to AUs to authorize them to encrypt a Top-k query.
When issuing a query, an AU first creates E(q;) by encrypting a query g attribute-wise for
1 <j <m. C4 and Cp process the query and return its result to the AU.

3.2. Secure Protocol

Since the proposed Top-k query processing algorithm is constructed using several
secure protocols, we use four secure protocols from the literature [19,27,28], such as Secure
Multiplication (SM) [19], Secure Bit-Not (SBN) [27], Secure Compare (CMP-S) [27,28],
and Secure Minimum from Set of n values (SMS,;,) [27,28]. In addition, we newly suggest
secure protocols: Advanced Secure Compare (ASC), Advanced Secure Range Overlapping
(ASRO), and Advanced Secure Point Enclosure (ASPE). By using arithmetic operations,
the proposed secure protocols improve the existing comparison protocols that employ
binary bit comparison [19] and garbled circuit comparison [29,30]. Therefore, the proposed
secure protocols require a low computation cost.

Advanced Secure Compare (ASC) protocol. The ASC protocol compares two encryp-
tion values securely and returns whether the first value is greater than another or not.
For two encryption values E(u) and E(v), the ASC protocol returns E(1) if u < v; otherwise
it returns E(0). The procedure of the ASC protocol is described in Algorithm 1. First, C4
selects two random numbers and their encryption values, <r,, E(r;)>, <rp, E(3)>, from the
random value pool (line 1). Second, C4 computes E(u) = E(r, X u+1r,) = E(u)" x E(ry)
and E(v') = E(r, X v+1,) = E(v)" x E(ry,) by using the Paillier cryptosystem (lines 2~3).
Third, C4 randomly selects one of two functions, Fy: © < v and Fi: u < v. The chosen
function cannot expose to Cp. Then, C4 sends data to Cp, according to the chosen function.
If Fy: u < vis chosen, C4 transmits <E(u'), E(v')> to Cp. If Fi: u < v is chosen, C4 transmits
<E(v'), E(u’)> to Cp. Fourth, Cp receives a pair of encryption <E(«), E(8)> from C4 (line 9).
Cp decrypts E(x) and E(B). Because Cp does not know the sequence of data received from
Ca, Cp cannot determine whether <a, B> is <u’,0’> or <v’,u’>. If « is less than or equal to 3,
Cp sends E(y) = E(1) to C4. Otherwise, Cp sends E(y) = E(0) to C4 (lines 10~16). Finally,
C4 receives E(7) from Cg. If Fy: u < v is selected, C 4 returns E(y). Otherwise, C4 returns
SBN(E(7y)) because C4 sends <E(v), E(u’)>, which is the reverse order of the original pair
<E(u'), E(v")> (lines 18~21). The procedure of the ASC protocol is presented in Algorithm 1.

For example, C4 compares E(u) = E(5), E(v) = E(10) by using the ASC protocol. First,
C4 picks the random value 7, = 3, r, = 2 in the random value pool. C4 calculates E(u)
=E(u)" x E(ry) = E(raxu+r,) = E3x5+2) = E(17),E(v)) = E(v)"™ x E(rp) =
E(ra xv+1,) = E(3x 10+ 2) = E(32). Second, C4 selects one of two functions, Fy and
Fy. If we assume that C4 chooses Fj, the sequence of data is <E(v'), E(u’)>. Therefore, C»
transmits <E(32), E(17)> to Cp. Third, Cp sets <a, B> to <32, 17> by decrypting <E(32),
E(17)>. Because « is greater than f, -y is set to 0. Cp encrypts o and sends E(y) = E(0) to
C4. Finally, Cy4 receives E(y) = E(0) from Cp. Because C4 selects Fj, C4 returns SBN(E())
=E().

Advanced Secure Range Overlapping (ASRO) protocol. The ASRO protocol deter-
mines whether two encrypted ranges are overlapped or not. A region is denoted by the
lower bound (Ib) and the upper bound (ub). Figure 3 presents the overlapping and
the non-overlapping between two regions (i.e., range; and range;) in the ASRO pro-
tocol. The range; and range, are overlapped if range,.lb < range,.lb < range,.ub or
range,.lb < range;.ub < range,.ub for all dimensions. For two encrypted range values
E(range;) and E(range,), the ASRO protocol returns E(1) if range; and range, are over-
lapped; otherwise it returns E(0).



Electronics 2022, 11, 2870

8 of 32

Algorithm 1 ASC Protocol.

Input: E(u), E(v)
Output: if u < v, return E(1), otherwise, return E(0)

CAi

01.
02.
03.
04.
05.
06.
07.
08.

CB:

09.
10.
11.
12.
13.
14.
15.
16.

17.
18.
19.
20.
21.

pick two pairs <r,, E(r;)> and <ry, E(r,)> in random value pool
E(u') < E(u)" x E(ry)
E(v') < E(v)"™ x E(ry,)
randomly selected Fy or F;
if Fy is selected then
Transmit <E(u’), E(v')> to Cp
else if F; is selected then
Transmit <E(v'), E(u')> to Cp

receive E(«), E(B) // Cp cannot know any information from Cg4.
a < D(E(w))
p < D(E(B))
ifa <p
E(y) < E(1)
else
E(7) < E(0)
Transmit E(1y) to Cx

receive E(7y)

if Fj is selected, then
return E(vy)

else
return SBN(E(7y))

Case 1. overlap Case 2. non-overlap

b, . ub,,
(ub,,, ub,,) (ub, ;. ub, )

(ub; ;. ubyy)

range;

range,

(uby,, ub, )

range,

range,

(Ibsy, I0,,)

(Iby Ib)

Overlap condition
lbl’x < llbz;x
Ib, , <ub,,
Ib,, <ub,
Ib,, < ubl;y

(Ib, .. Ib,,)

(s, 1y,) Non-overlap condition

uszx <Ib;,
ub, <lb,
ubli\,S Ib,
ub, < 1b;

Figure 3. Overlapping and non-overlapping between two regions in the ASRO protocol.

First, C4 initializes E(«) as E(1) (line 1). Second, for all dimensions, C4 performs
ASC(E(ranges.1b;), E(rangep.ub;)), where 1 < i < # of dimensions, and stores the result of
the ASC protocol into E(B). The ASC protocol is used to check whether the lower bound
of range; is less than the upper bound of range, for each dimension. Then, C4 performs
SM(E(x), E(B)) [19] and stores its result into E(«) (lines 2~4). Third, for all dimensions, C4
performs ASC(E(range,.1b;), E(range; .ub;)) and stores its result into E(7y). The ASC protocol
is used to check whether the lower bound of range; is less than the upper bound of range;
for each dimension. Then, C4 performs SM(E(«), E(y)) and stores its result into E(«) (lines
5~.7). The SM protocol is used to determine whether the point is included into a range for
all dimensions. Finally, C4 return E(«) as the result of the ASRO protocol. The procedure of
the ASRO protocol is presented in Algorithm 2.
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Algorithm 2 ASRO Protocol.
Input: E(range), E(range;) (range consists of <range.lb;, range.ub;>1 < i < m, m is the
number of dimension)
Output: if range; and range; is overlapped, return E(1), otherwise, return E(0)
CAZ
01. E(a) < E(1)
02.forl1<i<m
03. E(B) + ASC(E(range;.lb;), E(rangey.ub;))
04. E(a) < SM(E(B), E(w))
05. forl1<i<m
06. E(B) + ASC(E(range;.lb;), E(range;.ub;))
07.  E(a) + SM(E(B), E(v))
08. return E(«)

For example, in Figure 4, C4 checks the overlap between E(range;) and E(range;) by
using the ASRO protocol. First, C4 sets E(«x) as E(1). Second, for the x-axis, C4 calculates
ASC(E(rangey.Iby), E(rangey.uby)) = ASC(E(1), E(5)) = E(1) and stores its result into E(B).
C4 calculates SM(E(«), E(B)) = SM(E(1), E(1)) = E(1) and stores it into E(«x). For the y-axis,
C4 calculates ASC(E(rangey.lby), E(ranges.uby)) = ASC(E(1), E(5)) = E(1) and stores it into
E(B). C4 calculates SM(E(«), E(8)) = SM(E(1), E(1)) = E(1) and stores it into E(«). Third,
for the x-axis, C4 calculates ASC(E(range;.lby), E(range;.uby)) = ASC(E(2), E(4)) = E(1) and
stores it into E(7y). C4 calculates SM(E(a), E(7y)) = SM(E(1), E(1)) = E(1) and stores it in E(«).
For the y-axis, C4 calculates ASC(E(range;.lby), E(range,.uby)) = ASC(E(3), E(4)) = E(1) and
stores it into E(y). C4 calculates SM(E(«), E(y)) = SM(E(1), E(1)) = E(1) and stores it into
E(x). Finally, C4 returns E(x) = E(1) as the result of the ASRO protocol.

(6.6)

range,
Lower bound Upper bound
X-axis | y-axis | x-axis | y-axis
range, 1 1 4 4
range, 2 3 5 5
range;

(0.0)

Figure 4. Overlapping between E(range;) and E(range;).

Advanced Secure Point Enclosure (ASPE) protocol. The ASPE protocol determines
whether a point is included in the given range or not. A point p is included in a range if
range.lb < p < range.ub for all dimensions. When an encrypted point value E(p) and an
encrypted range E(range) are given, the ASPE protocol returns E(1) if the range includes the
point(p); otherwise, it returns E(0). First, C4 assigns E(1) to E(«) (line 1). Second, for each
dimension i, C4 executes E(B) = ASC(E(p;), E(range.ub;)) and E(«x) = SM(E(«), E(B)) (lines
2~4). The ASC protocol is used to check whether p is less than the upper bound of the
range for each dimension. The SM protocol is used to determine whether the point is
included into a range for all dimensions. Third, for each dimension i, C4 performs E(7y) =
ASC(E(range.1b;), E(p;)), and E(a) = SM(E(«),E(7)) (lines 5~7). Finally, C4 returns E(x) (line
8). We skip the example of the ASPE protocol because the process of the ASPE protocol
is identical to that of the ASRO protocol, except that the input is a point, not a range.
The procedure of the ASPE protocol is presented in Algorithm 3.
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Algorithm 3 ASPE Protocol.
Input: E(p), E(range) (range consists of <range.lb;, range.ub;>1 < i < m, m is the number
of dimension)
Output: if range includes p, return E(1), otherwise, return E(0)
C A

01. E(x) < E(1)

02.forl1<i<m

03. E(B) «+ ASC(E(p), E(range.ub;))
04. E(x) < SM(E(B), E(n))

05. E(y) < ASC(E(range.lb;), E(p))
06. E(a) < SM(E(a), E(7))

07. return E(«)

4. Privacy-Preserving Top-k Query Processing Algorithm

In this section, we suggest a privacy-preserving Top-k query processing algorithm
that uses new secure protocols, such as the ASC, ASRO, and ASPE protocols mentioned
in Section 3. The proposed Top-k query processing algorithm retrieves k data items that
have the highest score for a scoring function over the encrypted database. The algorithm is
organized in three phases; node data search phase, Top-k retrieval phase, and Top-k result
refinement phase.

4.1. Node Data Search Phase

While hiding the data access patterns, C4 securely extracts all the data items from a
node containing the highest score. The procedure of the node data search phase is presented
in Algorithm 4. First, for the extraction of data items related to the query, C4 securely
calculates a max point (mp) = <mpy,mpa,..., mpm>, where mp; is the highest score for
dimension j(1 < j < m) (lines 1~4). To calculate mp, C4 adds E(hint) and E(coef;) for
1 <i < m, where m is the number of dimensions. hint means the largest absolute value
among the coefficients. mp; is determined according to the sign of the coefficients for the ith
dimension. If coef; 4 hint is greater than hint, coef; is positive and so mp; is set to E(max;).
Otherwise, mp; is set to E(0). By finding the node including mp, C4 can extract the data
items that have the possibility of the highest score.

Second, C4 finds a node including mp by executing E(é;) = ASPE(E(mp), E(node;))
for1 < i < # of_nodes, where #_of_nodes means the total number of the leaf nodes in
the kd-tree (lines 5~6). The result of the ASPE protocol for all leaf nodes, i.e., E(9), is
<E(61), E(62), - .., E(0#_of_node)>- Because our Top-k query processing algorithm utilizes the
ASPE protocol, it can achieve a better performance than the existing algorithms [27,28].
In contrast, the existing algorithms cause a large computational overhead because they
perform an iterative operation as many times as the bit length of data. Third, C4 make E(¢')
by shuffling E(6) using a random permutation function 7r. Then, C4 sends E(¢') to Cp (lines
7~8).

Fourthly, by decrypting E(6'), Cg counts how many (5]’. has 1 (i.e., ¢) (lines 9~10). Fifthly,
Cp generates c number of node groups (NG) (line 11). Cp assigns a node with 5]{ =lintoa
different group among ¢ node groups. Cp evenly assigns the remaining nodes with ¢: = 0
into ¢ node groups (lines 12~14). Then, Cg randomly shuffles the ids of the nodes in each
node group and sends to C4 the shuffled NG, i.e., NG’ (line 15).

Fifthly, C4 obtains NG* by deshuffling NG’ using 7t ! (line 17~18). Finally, for all the data
items of each node for each NG*, C4 performs E(candy, ;) = E(candy, ) x SM(E(node,.datas ),
E(d;)) where 1 < i < ¢, 1 < j < #_ of_nodes in the selected NG/, 1 < s < FanOut and
1 <t < m (lines 19~25). Here, z means the id of the jth nodes of NG} and w means cnt + s
where cnt is the number of data items extracted from encrypted leaf nodes of the kd-tree. E(J)
is the result of the ASPE protocol corresponding to node,. By repeating these steps with an
updated cnt, C4 returns <E(candy), E(cand,), ..., E(candc,:)>. Consequently, all the data items
in a node, including mp, are securely obtained without exposing the data access patterns [10,11].
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Algorithm 4 Node data search phase.

Input: <E(nodey), E(nodes), ..., E(nodey) | p = #_of_node >, E(coef)=<E(coef1), E(coef>),
..., E(coefm) | coef means coefficient of score function and m = # of_dimension>,
<E(maxy), E(maxy), ..., E(maxy) | max; is the maximum data domain of i dimension
>, E(hint) // hint means the largest of the absolute values among coefficients

Output: <E(cand,), E(cand,), ..., E(cand.y;)> // all candidates inside nodes being related
to a query

CA:

0l.for1<i<m
02.  E(coef; + hint) <— E(coef;) xE(hint)
03.  E(e;) < ASC(E(coef; + hint), E(hint))
04. E(mp;) < SM(E(e;), E(0)) x SM(SBN(E(€;)), E(max;))
05.for1<i<p//p= 2=1 where h means the level of the kd-tree
06. E(9;) < ASPE(E(mp), E(node;))
07. E(0") < 71(E(9)) // shuffle the order of array E(J) = <E(61), E(%2), ..., E(6,)>
08. send E(¢') to Cp

CBZ
09. &' < D(E(5"))
10. ¢ + the number of '1” in ¢’
11. generate ¢ number of Node Group such that NG = <NGy, NGy, ..., NG>
12.for1 <i<c
13.  assign into NG; a node with ¢’ =1 and
14. NG/ « shulffle the ids of nodes in NG,;
15. send NG’ = <NGj, NG}, ..., NG.>to Cy

#of E”Ddg — 1 nodes with ¢’ =0

CA:

16. cnt <— 0 // cnt is # of data items extracted from the encrypted leaf nodes of
kd-tree

17. for1 <i<c

18. NG} < shuffle node ids using 1 for each NG{ // NG* =<NGj, NG;, ...,
NGZ>

19.for1 <i<c¢

20. for1l <j<num//num=#_of nodes in the selected NG

21. z = id of jth nodes of NG}

22. for 1 <s < FanOut //FanOut: # of data items in each nodes

23. forl1<t<m

24. if(s==1)

25. E(candyt) < E(0) where w = cnt +s // E(candy) = <E(candy, 1),
E(candy ), ..., E(candy, m)>

26. E(candy +) < E(candy, 1) X SM(node;.datas , E(J;))

27.  cnt < cnt + FanOut
28. send <E(candq), E(candy), ..., E(candns)>

Figure 5 presents an example of the node data search phase. The example reuses the
same data items in Figure 2. First, C4 executes the ASPE protocol between E(Node;.Range)
and E(mp) for 1 < i < # of node. C4 sets the result of the ASPE protocol as E(x) and
transmits the result to Cp. In Figure 5, for Nodej, C4 performs the ASPE protocol between
E(Nodej.Range) = E(Ib) = <E(0), E(0)>, E(ub) = <E(6), E(5)> and E(mp) = <E(10), E(10)>,
and sets the result of the ASPE protocol, i.e., E(0), as E(x1). C4 obtains the result of the
ASPE protocol as <Nodeq, E(0)>, <Node;, E(0)>, <Nodes, E(0)>, <Nodey, E(1)>.

Second, C4 permutates the order of <Nodey, E(a1)>, <Nodey, E(x2)>, ..., <Nodey »f node,
E(as o node)> and assigns new ids based on the shuffled order of nodes, so that C4 conceals
the original node ids from Cp. To recover the original node ids, C4 stores the pairs of <the
original id, the new id>. For example, in Figure 5, the original order of <Node;, E(0)>,
<Nodey, E(0)>, <Nodes, E(0)>, <Node4, E(1)> is permutated to <Nodey, E(1)>, <Node;, E(0)>,
<Node,, E(0)>, <Nodes, E(0)>. Then, C4 converts Nodey, Nodey, Node,, and Nodes into
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PNy, PNy, PN3, and PNy, respectively. The permutated order is <PNj, E(1)>, <PN,, E(0)>,
<PNj3, E(0)>, <PNy, E(0)>. Then, C4 sends the permutated order to Cp.

Third, Cp obtains the permutated order and decrypts it. In Figure 5, Cp obtains <PNj,
E(1)>, <PN,, E(0)>, <PNj3, E(0)>, <PNy4, E(0)>, and gets <PNj, 1>, <PN,, 0>, <PNj3, 0>,
<PNjy, 0> by decrypting it. To create node groups, Cp counts how many 1s are in the order.
Each node group has one core node whose a;, equals to 1, where 1 < p < # of_node.
Nodes whose oc;, equals to 0, where 1 < p < # of_node, are uniformly designated in the
node groups. Additionally, Cp transmits the node groups to C4. For example, Cp counts
how many 1s are in the order of <PNj, 1>, <PN>, 0>, <PN3, 0>, <PNjy, 0>, and generates
a node group with the core node (PN;). The nodes <PNj3, 0>, <PN,, 0>, and <PN,, 0>
are designated in the node group. Cp transmits the node group, i.e., PNy, PN3, PNy, PNy,
to Cyh.

Fourth, C4 recovers the original node ids by using the pairs of <the original id,
the new id>. In Figure 5, using <Nodej, PN,>, <Nodey, PN3>, <Nodes, PNy>, <Nodes, PN1>;
C4 gains Nodey, Nodey, Nodey, Nodes as the original node ids. Fifth, C4 executes the
SM protocol between the encrypted data item in a node group and E(x). C4 executes
SM(E(1), E(Nodey.Data)), SM(E(0), E(Node,.Data)), SM(E(0), E(Node,.Data)), and SM(E(0),
E(Nodes.Data)). The results of the SM protocol are E(d1¢), E(0), E(0), E(0), and C4 stores
E(d16) in the candidate set by merging the results. Sixth, for each node group, the algorithm
performs the steps 5~7 as many times as the # of data items. In Figure 5, by merging the
results, C4 obtains E(dq¢), E(d17), E(d1g), E(d19), E(dy).

(MASPE protocol @Permutation
Nodeid | E(LB) | E(UB) E(mp) | E(c) Node id | E(o) | PNode id E(a)
Node, E(0), E(0) E(6), E(5) | E(10), E(10) E(0) Node, E(0) | 4 Nodey(=PN)) PN,, E(1)
Node, | E(6), E(0) | E(10), E(5) | E(10), E(10) | E(0) Node, | E(0)\ [* Node,(=PN) | PN,, E(0)
Node; | E(0), E(S) | E(4), E(10) | E(10), E(10) | E(0) Node; | E(0)/[* Nodey(=PN3) | PN, E(0)
Node, | E(4), E(5) | E(10), E(10) | E(10), E(10) | E(1) Node, E(1) I Node;(=PN,) PN, E(0)
(Generate the node group @De-permutation
E(a’) o Node Group Node Group Recovered Node Group
PN, E(1) | PN, 1

PN,, E(0) | PN,,0
PN, E(0) | PN, 0
PN, E(0) [ PN, 0

{PN,, PN;, PN,, PN, } {PN,, PN;, PN,, PN} {Node,, Node,, Node,, Node; }

®SM protocol
E(Ct) 1st 211(1. 3|d 4Il1 51h
E(1) | <E(5), E(8)> <E(7), E(6)> <E(7), E(9)> <E(9), E(9)> | <E(10), E(8)>
E(0) | <E(7),E(2)> <E(7), E(3)> <E(7), E(4)> <E(9), E(3)> | <E(10), E(4)>
E(0) | <E(2),E(1)> <E(1), E(2)> <E(2),E(3)> | <E(4),E(4)> <E(5), E(3)>
E(0) | <E(1),E(6)> | <E(3).E(6)> | <E(3),E(8)> | <E(1),E(9)> | <E(3).E(9)>
v

®The result of SM protocol

1%!

2nd

3rd

4th

5th

<E(5), E(8)>

<E(7), E(6)>

<E(7), E(9)>

<E(9), E(9)>

<E(10), E(8)>

<E(0), E(0)>

<E(0), E(0)>

<E(0), E(0)>

<E(0), E(0)>

<E(0), E(0)>

<E(0), E(0)>

<E(0), E(0)>

<E(0), E(0)>

<E(0), E(0)>

<E(0), E(0)>

<E(0), E(0)>

<E(0), E(0)>

<E(0), E(0)>

<E(0), E(0)>

<E(0), E(0)>

!

(DCalculate the candidate dataset
(merging the each attributes of each iteration)

lst

2mi

3 rd

4tl|

5 th

<E(5), E(8)>

<E(7), E(6)>

<E(7), E(9)>

<E(9), E(9)>

<E(10), E(8)>

Figure 5. Example in node data search phase.
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4.2. Top-k Retrieval Phase

From the candidates obtained in the previous phase, the algorithm retrieves k number
of data items with the highest score. The procedure of the Top-k retrieval phase is as
follows. First, C4 calculates the score by using a score function that is represented by
the encrypted coefficients(query). Second, C4 finds the maximum score, i.e., scoremqy,
among the calculated score. An attacker cannot distinguish which data item has score;
because of the Paillier cryptosystem [32]. Third, to mark the encrypted data item with
scoremax, Ca subtracts scorey,, from the score. If the result of subtraction equals E(0),
the data items have the maximum score. Because E(0) is unchanged by the homomorphic
multiplication in the Paillier cryptosystem, the algorithm securely obtains Top-k. Fourth,
the algorithm also executes the homomorphic multiplication of the result by a random
value, so as to conceal the original data. To hide the data access patterns, the algorithm
permutates the order of the result. Finally, the algorithm finds a data item with the highest
score and replays the above process until kK number of results are searched. The pseudo
code of the Top-k retrieval phase is presented in Algorithm 5. First, using a score function
(SF), C 4 securely computes the score E(score;) between E(coef) and E(cand;) for 1 <i < cnt
(lines 1~2). Second, C4 executes SMAX, to obtain the maximum value E(score;;,y) among
E(score;) for 1 < i < cnt (lines 3~4). Third, C4 computes E(;) = E(scoreay) X E(score;)N~1
for1l <i < cnt. Cy4 calculates E(Ti/) = E('ri)ri, where r; means a random value for 1 < i < cnt.
Cy4 obtains E(A) by permutating E(7’) and transmits E(A) to Cp (lines 5~9). Fourthly,
after decrypting E(A), Cp stores E(U;) = E(1) if E(A;) =0 for 1 < i < cnt. Otherwise, Cp sets
E(U;) = E(0). Cp sends E(U) = <E(U7), E(Uy), ..., E(Uext)> to Cy4 (lines 10~13). Fifthly, C4
obtains E(V) by shuffling E(U) using 7~!. Then, C4 does SM(E(V}), E(cand; ;)) to obtain
E(Vi’/j) where1 <i < cntand 1 < j < m (lines 14~17). Sixthly, C4 sets E(score;) with the
highest score to E(0) by computing Equation (4) (lines 18~19). Because the highest score is
set to E(0) and the other scores are unchanged, the algorithm can obtain the Top-k result
while preventing the same result from being selected more than twice.

7

E(score;) = SM(E(V;), E(0)) x SM(SBN(E(V;)), E(score;)) 4)

Finally, by calculating E(topk; ) = fitl E(VI’]) forl1 <j<mand1l <s <k Cy
can securely extract the data item corresponding to the E(score;.x) (Ilines 20~21). This
procedure is replayed k times to search the Top-k result.

Figure 6 presents an example of the Top-k retrieval phase. The example reuses the data
items in Figure 2. The permutated function 7t is bypassed. First, C4 computes the score by
using a score function (SF), and stores the result in E(score;) for 1 < i < cnt (D). In Figure 6,
Ca executes SF(E(candy) = <E(candy xqxis), E(candy,,—axis)>, E(coef) = <E(coefy), E(coef2)>)
= SF(<E(5), E(8)>, <E(3), E(2)>) = E(31), and stores it into E(score;). Second, the highest
score is calculated by using the SMAX;,. C4 stores SMAX;,(E(scorey), E(scorey), E(scores),
E(scorey), E(scores)) = SMAX,(E(31), E(38), E(39), E(45), E(46)) = E(46) in E(scoreyx) (2).
Third, to gain the encrypted data item with the highest score, C4 stores E(score,ax-score;) in
E(t;) for 1 < i < cnt ((3)). If scorepay is the same as score;, E(T;) is set to E(0). For E(scores),
C 4 stores E(46-46) = E(0) into E(15). Fourth, C4 executes the homomorphic multiplication
of E(7;) by a random value to prevent the leakage of sensitive data((®). For E(1y), when
a random value = 2, Cy4 stores E(15x2) = E(30) into E(77). Fifth, for 1 < i < cnt, if E(t))
is E(0), Cp sets E(V;) to E(1); otherwise, Cp sets E(V;) to E(0) ((5)). Sixth, C4 obtains Top-k
by doing the SM protocol between E(cand;) and E(V;) for 1 < i < cnt and summing the
result of the SM protocol up (&)~@). In Figure 6, for the x-axis, C4 performs SM(E(V;
=0), E(Candl,xfaxis =5)), SM(E(V, = 0), E(CandZ,xfaxis = 8)), SM(E(V3 = 0), E(Cand?),xfaxis =
7)), SM(E(Vy = 0), E(candy x_qxis = 9)), and SM (E(Vs = 1), E(cands y_4yis = 10)). For the y-
axis, C4 performs SM(E(V;y = 0), E(candy ,;qyis = 8)), SM(E(V2 = 0), E(candy y—xis = 7)),
SM(E(V3 = 0), E(cands yxis = 9)), SM(E(Vy = 0), E(candy,,qyis = 9)), and SM (E(V5 = 1),
E(cands;, qyis = 8)). Ca sums E(0), E(0), E(0), E(0), and E(10) for the x-axis while summing
E(0), E(0), E(0), E(0), and E(8) for the y-axis. Thus, C4 gains <E(10), E(8)> as the Top-k
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result. Seventh, using Equation (4), C4 stores the score of the searched Top-k result into
E(0) so that C4 can avoid selecting the same Top-k data for the next time. In Figure 6, C4
stores SM(E(0), E(1)) x SM(E(46), E(0)) = E(0) into E(scores). Finally, C 4 replays the previous
procedure until the Top-k data is searched (2)~(8)).

Algorithm 5 Top-k retrieval phase.
Input: <E(cand,), E(candy), ..., E(candcnt) | cnt = # of_candidates >, E(coef), k // coef
means coefficient of score function and k means the number of Top-k
Output: <E(topki), E(topky), ..., E(topky)> // temporary Top-k results
CA:

01. for1l <i<cnt

02.  E(score;) <— SF(E(coef), E(cand;)) // SF is a score function for Top-k
03. forl1 <s<k

04. E(scoremay) < SMAX,,(E(scoreq), E(scorey), ..., E(scorecyt))

05. forl<i<cnt

06. E(7;) < E(scoreay) x E(score;)N—1

07. E(t/) < E(7;)"" // r; means random value for i

08. EW)« n(t)// T'=<7{, 1}, ..., Thp>

09. send E()\)=<E(/\1), E(/\z), Y E(/\Cm)> to CB

CBi

10. forl <i<cnt

11. if D(A;) = 0 then E(U;) + E(1)

12. else E(U;) + E(0)

13.  send E(U)=<E(U;), E(L), ..., E(Ucut)>to Cxy
CA:

14. E(V) « 7 Y(U) // E(V)=<E(V1), E(V2), ..., E(Vent)>

15. forl <i<cnt

16. for1 <j<m// mmeans# of_dimension

17. E(Vl{j) < SM(E(V}), E(cand,;)) // E(cand;)=<E(cand;1), E(cand;y),
...,E(cand; ,,,)>

18. ifs <k

19. E(score;) < SM(E(V;), E(0)) xSM(SBN(E(V;)), E(score;))

20. for1<j<m

21. E(topks;) < TI™ E(V'ij) // E(topks)=<E(topks1), E(topksz), ...,
E(topks m)>

22.  E(topk) < E(topk) U E(topks)
23. Return E(topk)=<E(topk;), E(topky), ..., E(topky)>

4.3. Top-k Result Refinement Phase

The Top-k result refinement confirms the correctness of the current Top-k result. Espe-
cially, the neighboring nodes must be searched to obtain data items with the higher score
than the criteria. Therefore, we calculate the max point of ith node
(mp_node; = <mp_node;y, mp_node;s, ..., mp_node;,,>, where mp_node;; is the highest
score for dimension j(1 < j < m)), such that the mp_node; is a point in the ith node
whose score is the highest for the given query (coef). If the coefficient for the jth di-
mension is positive, C4 stores the upper bound value of the ith node into mp_node; ;.
Otherwise, Cy4 stores the lower bound value of the ith node into mp_node; ;. If the score
of mp_node; is greater than the criteria, C4 extracts the data items from the ith node.
Finally, after searching all the nodes, C4 recalculates the final Top-k result in the same
way as Algorithm 5. The process of the Top-k result refinement phase is presented in
Algorithm 6. First, C4 calculates E(criteria) = SF(E(coef), E(topky)) to gain the minimum
score between the Top-k result and the query (line 1). Second, for each node, C4 executes
SM(E(e;)), E(node;.1b;)) x SM(SBN(E(€))), E(node;.ub;)) for 1 <i < #_of nodesand1 <j <m,
and stores the result into E(mp_node; ;) (lines 2~4). E(¢;) is the value computed by the ASC
protocol for the jth dimension in the node data search phase. C4 securely obtains the max
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point of the ith node, i.e., E(mp_node;). Fourthly, C 4 calculates the highest score between the
query and E(mp_node;) by using the score function (SF), i.e., E(hs_node;) (line 5). To prevent
the same node from being selected more than twice, C4 securely computes E(hs_node;) =
SM(E(d;), E(0)) x SM(SBN(E(9;)), E(hs_node;)), where E(¢;) is the value returned by the ASPE
protocol, and sets E(hs_node;) to E(0), where the node has already been retrieved in the
node data search phase (line 6). By performing E(d;) = ASC(E(criteria), E(hs_node;)), C 4 sets
E(6;) to E(1) for the ith node if E(criteria) is less than E(hs_node;). Otherwise, C 4 sets E(J;) to
E(0) (line 7). Fifthly, C4 securely obtains the data items stored in nodes with E(¢;) = E(1) and
generates E(cand’) by merging them with E(topk) (lines 8~9). Then, C,4 executes the Top-k
retrieval phase based on E(cand’) to calculate the final Top-k result E(topk;) for 1 <i <k
(line 10). Sixthly, to hide the Top-k result from Cg, C4 calculates E(; ;) = E(topk}) x E(r; ;)
for1 <i<kand1 <j <musing a random value tij- Then, C 4 transmits E('yi,j) to Cg and
rij to AU (lines 18~22). Seventhly, Cp decrypts E(7; ;) and transmits the decrypted value
to AU (lines 23~26). Finally, AU gains the plaintexts of the Top-k result by calculating
7Yij-tij (lines 27~29). As a result, AU can reduce the computation overhead without using
decryption operations.

(MScore Function protocol @SMAX,
Input Output Input Output
E(cand,)=<E(5), E(8)> E(Score,)=E(31) E(Score|)=E(31)
E(cand,)=<E(7), E(6)> E(Score,)=E(33)| = E(Score,)=E(33)
E(cands)=<E(7), E(9)> E(°°emz<<5é(°;’ifg()‘2§°°em)> E(Score;)=E(39) E(Score;)=E(39) fgi‘éﬂe"m}
E(cand,)=<E(9), E(9)> E(Score,)=E(45) E(Score,)=E(45)
E(cand;)=<E(10), E(8)> E(Scores)=E(46) E(Scores)=E(46)
. step 1 : calculate the score function and
Check the maximum score on data array find the maximum in scare
@E(Score,,,) X E(Score)™'=E(t) @E(t)) = E(y"
E(1)) = E(46-31) = E(15) E(15x2) = E(30)
E(t,) = E(46-33) = E(13) E(13x3)=E(39)
E(r;) = E(46-39) = E(7) E(7x10) = E(70) step 2 : calculate sub-equation
E(t;) = E(46-45) = E(1) E(1x9)=E(9) for the Top-k extraction
E(15) = E(46-46) = E(0) E(0x4) = E(0)
:
Summarize the data items for Top-k extraction
®E(V) ®SM(E(V), E(cand;j))=E(V'y) @E(topk,)
E(V,) =E(0) <SM(E(0), E(5)), SM(E(0), E(8))> =<E(0), E(0)>
E(V,) =E(0) | <SM(E(0), E(7)). SM(E(0), E(6))> = <E(0), E(0)>
E(V3) =E(0) | <SM(E(0), E(7)). SM(E(0), E(9))> = <E(0), E(0)> <E(10), E(8)>
E(V,)=E(0) | <SM(E(0), E(9)), SM(E(0), E(9))> = <E(0), E(0)> step 3 : calculate the Top-k
E(Vs)=E(1) | <SM(E(1), E(10)), SM(E(1), E(8))> =<E(10), E(8)>
'
Change the score of the Top_one to E(0) for preventing searched more than twice
®SM(E(V)), E(0))XSM (SBN(E(V))), E(Score;)) = E(Score;)
SM(E(0), E(0))xSM(E(1), E(31)) =E(0)xE(31) =E(31)
SM(E(0), E(0))xSM(E(1), E(33)) = E(0)xE(33) =E(33)
SM(E(0), E(0))%SM(E(1), E(39)) = E(0)XE(39) =E(39)
SM(E(0), E(0))xSM(E(1), E(45)) =E(0)xE(45) =E(45)
SM(E(1), E(0))xSM(E(0), E(46)) =E(0)xE(0) =E(0)

Step 4 : update the score and repeat the step 1, 2, 3 until finding Top-k result

Figure 6. Example of Top-k retrieval phase.
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Algorithm 6 Top-k result refinement phase.
Input: <E(nodeq), E(nodey), ..., E(node,) | p = #_of_node >, <E(topk,), E(topkz), ...,
E(topky)>, E(coef), k / / coef means coefficient of score function and k means the number
of Top-k
Output: topk*=<topkj, topks, ..., topki>// final Top-k results
CA:
01. E(criteria) = SF(E(coef), E(topky))
02. for1 <i<p
03. for1<j<m
04. E(mp_node; ;)<—SM(E(e;), E(node;.1b;))xSM(SBN(E(e;)), E(node;.ub;)) //
E(¢;) is value returned by ASPE protocol in line 6 of Algorithm 4
05. E(hs_node;) < SF(E(mp_node;), E(coef))
06. E(hs_node;) <— SM(E(9;), E(0)) x SM(SBN(E(6;)), E(hs_node;)) // E(6;) is value
returned by ASPE protocol in line 6 of Algorithm 4
07.  E(9;) < ASC(E(criteria), E(hs_node;))
08. E(cand’) + perform 7 ~ 27 lines of Algorithm 4 with <E(node;), E(nodey), ...,
E(nodey)>, E(6) = <E(61), E(62), ..., E(6p)>
09. E(cand’) < E(cand")U<E(topky), E(topks), ..., E(topky)>
10. E(topk*) < perform Algorithm 5 with E(cand’), E(coef) and k
11. for1 <i <k
12. for1<j<m
13. pick up the random value r;; // ri=<ri1, tip, .., Tim>
14. E(7i) < E(topkl’-‘,j)xE(ri,j) / | E(topk})=<E(topk;,), E(topk},), ..., E(topk; , )>
and E(7i)=<E(7i1), E(7i2), - - E(7im)>
15. send <E(v1), E(72), ..., E(7x) > to Cg and <rq, 12, ..., rp> to AU // AU means
authorized user
CB:
16. for1 <i <k
17. for1<j<m
18. Yij <= DEMi ) /7 vi=<vi1 Yigs - Yim™
19. send <1, 72, ..., 7> to AU
Al:
20. for1 <i<k
2. for1<j<m
22. topkl’-‘,]- < Yij-tij //topk] = <topk?,, topk;,, ..., topk], >

Figure 7 presents an example of the Top-k result refinement phase. First, C4 calculates
the max point of the ith node (mp_node;)(D). For node;, Cu performs
mp_nodey = <E(mp_nodey x_qxis), E(mp_nodey y_qyis)> = <SM(E(0), E(0)) xSM(E(1), E(6)),
SM(E(0), E(0)) xSM(E(1), E(5))> = <E(6), E(5)>. C4 calculates the same operation for node,,
nodes, and nodey. Second, C4 calculates the highest score in the ith node(hs_node;) (2).
For the highest score of node;, C4 performs E(hs_node;) = SM(E(3), E(6)) xSM(E(2), E(5))
= E(28). C4 computes the highest scores for nodey, nodes, and nodey. Third, to prevent
the same node from being selected more than twice, C4 sets E(hs_node;) to E(0) because
node; has been already searched in the node data search phase (). For nodey, Cx4 per-
forms E(hs_nodes) = SM(E(1), E(0)) xSM(E(0), E(50)) = E(0). Fourth, for node expansion,
C4 checks whether the ith node needs to be searched by performing the ASC protocol
between E(criteria) and E(hs_node;) for 1 < i < #_of_node(®). For nodey, C4 performs
E(07) = ASC(E(criteria), E(hs_node;)) = ASC(E(38), E(40)) = E(1), where E(criteria) equals
E(38). Fifth, C4 extracts all the data items in the expansion node(node;) by using the node
data search phase ((5)). Finally, C4 obtains the final Top-k results by performing the Top-k
retrieval phase in Figure 7 (®)).
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(DCalculate the max point in each node (@Calculate the highest score in each node
Node id | E(mp_node)=SM(E(g;), E(node,.1b;))xSM(SBN(E(g;)), E(node,.ub))) |  E(mp_node) Node id | E(mp_node) | E(coeff) | E(hs_node,)= SF(E(mp_node,), E(coeff))
Node, <SM(E(0), E(0)) x SM(E(1), E(6)), SM(E(0), E(0)) x SM(E(1), E(5))> <E(6), E(5)> Node, E(6), E5) SM(E(3), E(6)) x SM(E(2), E(5))=E(28)
Node, <SM(E(0), E(6)) x SM(E(1), E(10)), SM(E(0), E(0)) x SM(E(1), E(5))> <E(10), E(5)> Node, E(10), E(5) <E(3), EQ)> SM(E(3), E(10)) x SM(E(2), E(5))=E(40)
Node, <SM(E(0), E(0)) x SM(E(1), E(4)), SM(E(0), E(5)) x SM(E(1), E(10))> <E(4), E(10)> Node; E(4), E(10) SM(E(3), E(4)) x SM(E(2), E(10))=E(32)
Node, <SM(E(0), E(4)) x SM(E(1), E(10)), SM(E(0), E(5)) x SM(E(1), E(10))> <E(10), E(10)> Node, E(10), E(10) SM(E(3), E(10)) x SM(E(2), E(10))=E(50)
®Omit the node before searched @Check whether node expansion is required
Node id | E(hs_node,) | E(a) | SM(E(aiz), E(0))XSM (SBN(E(az)), E(hs_nodez)) Node id | E(hs_node,) E(criteria) E(a,) «—ASC(E(criteria), E(hs_node,))
Node, E(28) E(0) SM(E(0), E(0)) x SM(E(1), E(28))=E(28) Node, E(28) E(0)
Node, E(40) E(0) SM(E(0), E(0)) x SM(E(1), E(35))=E(40) Node, E(40) SF(E(coeff), E(Topk,) E(1)
Node; E(32) E(0) SM(E(0), E(0)) x SM(E(1), E(22))=E(32) Node; E(32) =E(38) E(0)
Node, E(50) E(l) SM(E(1), E(0)) x SM(E(0), E(50))=E(0) Node, E(0) E(0)
(®0Obtain the final Topk result(k=4)
(®Extract all data items from the expansion node(node2) E(candidate+topk) _gcore Func‘tion Calculate Final Topk result
iterate E(candidate) =3x+2y=E(score) topk
= <E(7).EQ)p E(cand,)=<E(10), E(8)> E(46) E(topk;)
ond <E(7), EG)> E(canjz):@;(‘))‘ E©9)> EE:;; E:mpl;;
E(cand;)=<E(7), E(9)> topk;
i: :E(Z)’E(“)i E(cand,<E(7). EG)> EG3) - |mookim<E00, E)-
(9), E@3) R Ep— E25) Topk, =<E(9), E(9)>
5 <E(10), E(4)> E(candg)=<E(7), EG)> EQ27) B ?pix - igm’ E(9)>>
J opk,=<E(10), E(4)
E(cand,)=<E(7), E(4)> E(29)
E(candg)=<E(9), E3)> E(33) -
E(candy)=<E(10), E(4)> E(38) E(topk,)

Figure 7. Example of Top-k result refinement phase.

5. Privacy-Preserving Parallel Top-k Query Processing Algorithm

In this section, we propose a privacy-preserving parallel Top-k query processing
algorithm, which is the expansion of the proposed Top-k query processing algorithm
mentioned in Section 4, so that it can be efficiently executed in a multi-core environment.
The proposed parallel Top-k query processing algorithm consists of three phases; the
parallel node data search phase, parallel Top-k retrieval phase, and parallel Top-k result
refinement phase.

5.1. Parallel Node Data Search Phase

C, obtains all the data items from a node having a max point(mp) in a parallel way.
To expand the node data search phase in Section 4.1 to a multi-core environment, we
utilize a thread pool where tasks can be executed simultaneously. The procedure of the
parallel node data search phase is presented in Algorithm 7. First, C4 computes mp in
the same way as Algorithm 4 (lines 1~4). Second, C4 creates a thread pool based on
queue (line 5). If a thread is able to process in the thread pool, C4 assigns a task to a
thread in a First-In-First-Out manner. Third, for the ith node where 1 <i < # of_nodes,
C4 allocates to the thread pool the task of the ASPE protocol (Algorithm 3 in Section 3),
i.e., Proc_ASPE(E(mp), E(node;), E(6;)). The result of the ASPE protocol is set in E(J) = E(d1),
E(d2), ..., E(0# of node) (lines 6~7). Fourthly, C4 creates E(¢') by permutating E() using a
random function 7t and transmits E(¢’) to Cp (lines 8~9). Fifthly, Cp performs the lines
9~15 in Algorithm 4 to determine which node is selected (line 10). Sixthly, to recover
the original node ids from the shuffled node ids, C4 obtains node groups (NG*) with the
original node ids by performing the lines 16~18 in Algorithm 4 (line 11). Seventhly, C4
gets access to one data item in each node for each NG* and allocates to the thread pool
the task of Extract_candidate (lines 12~17). The procedure of Extract_candidate securely
obtains the candidate data items of the node, which includes mp. For this, C4 performs
E(candy,1)<—E(candy ;) x SM(E(node,.datas ), E(6;)), where 1 <t < m, z = id of jth nodes
of NG/, w = cnt+s,and 1 < s < FanOut. Here,1 <i <, 1 < j < #_of_nodes in the
selected N Gl?k ,and cnt = the number of data items extracted from the encrypted leaf nodes
of kd-tree. Finally, C4 merges all candidate data items obtained in a parallel way (line 18).
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Algorithm 7 Parallel node data search phase.
Input: <E(nodey), E(nodes), ..., E(nodey) | p = #_of_node >, E(coef)=<E(coef1), E(coef>),
..., E(coefm) | coef means coefficient of score function and m = # of_dimension>,
<E(maxy), E(maxy), ..., E(maxy) | max; is the maximum data domain of i dimension
>, E(hint) // hint means the largest of the absolute values among coefficients
Output: <E(cand,), E(cand,), ..., E(cand.y;)> // all candidates inside nodes being related
to a query
CA:
0l.for1<i<m
02.  E(coef; + hint) <— E(coef;) xE(hint)
03.  E(e;) < ASC(E(coef; + hint), E(hint))
04. E(mp;) < SM(E(e;), E(0)) x SM(SBN(E(e;)), E(max;))
05. generate thread_pool // create a thread and wait in the pool until a task is given
06.for1 <i<p
07.  call thread_pool_push(Proc_ASPE(E(mp), E(node;), E(5;))) // assign the task
to an available thread
08. E(0') < 7(E(9)) // shuffle the order of array E(J) = <E(61), E(82), ..., E(6p)>
09. send E(¢') to Cp
CBi
10. perform line 9~15 in Algorithm 4

11. perform line 16~18 in Algorithm 4

12.for1 <i<c

13.  for1 <j<num//num=#_of_nodes in the selected NG}
14. z =1id of jth nodes of NG}

15. for1 < s < FanOut //FanOut: the number of data items in each nodes
16. call thread_pool_push(Extract_candidate(E(node;), E(d;), m, s, cnt,
E(candy)))

17. cnt < cnt + FanOut
18. return <E(candy), E(candy), ..., E(candys)>

procedure 1. PROC_ASPE(E(mp), E(node;))
Begin Procedure
01. E(9;) <~ ASPE(E(mp), E(node;))
02. return E(J;)
End Procedure
end procedure

procedure 2. EXTRACT_CANDIDATE(E(node;.datas) = <E(node,.datas 1), E(node,.datas ),
..., B(node;.datas ,)>, E(67))
Begin Procedure
0l. for1<t<m

02. if(s==1)
03. E(candy,t) < E(0) where w = cnt +s // E(candy) = <E(candy, 1), E(candy,2),
..., B(candy i )>

04. E(candy ;) < E(candy, ) x SM(node,.datas ¢, E(J;))
05. return E(candy) = <E(cand,, 1), E(candy,2), ..., E(candqy,m)>
End Procedure
end procedure

5.2. Parallel Top-k Retrieval Phase

C 4 retrieves k number of data items with the highest score in a parallel way. The pro-
cess of the parallel Top-k retrieval phase is presented in Algorithm 8. First, to calculate
the scores of the candidates in a parallel way, C4 allocates to the thread pool the task of
the score function, i.e., Proc_SF(E(coef), E(cand;), E(score;)) for 1 < i < cnt. The result
of the Proc_SF is set to E(score) = E(scorey), E(scorey), ..., E(scorecn;) (lines 1~2). Second,
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C4 executes SMAX,, to search the maximum E(scorey,,y) among E(score;) for 1 < i < cnt
(lines 3~4). Third, to determine the data items with the highest score in a parallel way, C4
allocates to the thread pool the task of Mark_Top_one. The procedure of Mark_Top_one
securely sets the data item with the highest score to E(0). For this, C4 performs E(t/)
(E(scorepayx) xE(score;)N=1) for 1 < i < cnt, where r means a random number and N is
created in the Paillier cryptosystem (lines 5~6). Fourthly, C4 gains E(A) by permutating
E(7") = <E(1]), E(1y), ..., E(t},;)> using a random function 77 and sends E(A) to Cp (lines
7~8). Fifthly, after decrypting E(A), Cp performs lines 10~13 in Algorithm 4 to mark which
data item contains the highest score (line 9). That is, Cp stores E(U;) into E(1) if E(A;) = 0 for
1 <i < cnt. Otherwise Cp sets E(L;) to E(0). Sixthly, C4 obtains E(V) by recovering E(U) =
<E(Uy), E(U), ..., E(Ucye)> using 77~ (line 10). Seventhly, to prune out the data items except
the data item with the highest score (Top-one) in a parallel way, C4 allocates to the thread
pool the task of Pruneout_From_Top2. The procedure of Pruneout_From_Top2 securely sets
the data items except Top-one to E(0) by performing Prunout_From_Top2(E(V;), E(cand, j),
E(score;), E(Vz’ ].)) forl <i < cntand1 < j < m. The result of the Prunout_From_Top?2 is
stored in both E(score) = E(scorey), E(scorey), ..., E(scorecys) and E(V/) = E(V/,), E(V/,), ...,
E(VZ’ ) (lines 11~12). Eighthly, to obtain the Top-one in a parallel way, C4 allocates the task
of Find_Top_one to the thread pool. The procedure of Find_Top_one securely merges all
the data items. For this, Find_Top_one performs a secure additive operation, i.e., E(topks ;)
— E(topks,j)xE(Vi”].) for1 <i<ecnt,1<j<m,and1<s <# of_topk. The result of the
Find_Top_one is stored into E(topks) = <E(topks1), E(topks), ..., E(topks m)> (lines 13~14).
Finally, C4 obtains the Top-k result by merging all the Top_one for k rounds by repeating
lines 4~15 in Algorithm 8 (lines 15~16).

5.3. Parallel Top-k Result Refinement Phase

C4 determines whether or not the Top-k result obtained in the parallel Top-k retrieval
phase is sufficient or not, in a parallel way. If not sufficient, C4 performs both the parallel
node data search phase and the parallel Top-k retrieval phase again. The process of the
parallel Top-k result refinement phase is presented in Algorithm 9. First, C4 calculates
E(criteria) = SF(E(coef), E(topky)) to gain the minimum score between the Top-k result and
the query (line 1). Second, to determine the neighboring nodes that need to be searched to
acquire data items with a higher score than E(criteria) in a parallel way, C4 allocates the
task of check_node_expansion to the thread pool (lines 2~5). To find the max point of each
node, Cy4 performs E(mp_node; ;)<—SM(E(e;), E(node;.1b;)) x SM(SBN(E(e;)), E(node;.ub;)) for
1 <i<#of nodesand1 < j < # of dimension. Here, E(ej) is obtained by the ASC
protocol in line 3 of Algorithm 6. If the coefficient for the jth dimension is positive, E(g;) is
set to E(0). Otherwise, E(e;) is set to E(1). To calculate the highest score of each node, C4
performs E(hs_node;) < SF(E(mp_node;), E(coef)) for the ith node. To find nodes whose
highest score is greater than the criteria, C4 performs E(J;) <— ASC(E(criteria), E(hs_node;))
for the ith node. If E(¢;) is E(1), the ith node needs to be expanded for the parallel Top-k
result refinement. Third, C4 calculates the final Top-k result in ciphertext by including the
additional Top-k result obtained by performing Algorithm 8 (line 6). Fourthly, to hide the
Top-k result from Cp, C4 calculates E(v; ;) = E(topk;) x E(r;;) for1 <i <kand1 <j<m,
utilizing a random value r; ;. Then, C4 transmits E(’yi,j) to Cp and r; ; to AU (lines 7~11).
Fifthly, Cp decrypts E(7; ;) and transmits them to AU (lines 12~15). Finally, AU gains the
plaintext of the Top-k result by calculating ; j-r; ; (lines 16~18). As a result, AU can reduce
the computation overhead without using decryption operations.
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Algorithm 8 Parallel Top-k retrieval phase.

Input: <E(candy), E(candy), ..., E(candcnt) | cnt = #_of_candidates >, E(coef), k // coef
means coefficient of score function and k means the number of Top-k
Output: <E(topki), E(topky), ..., E(topky)> // temporary Top-k results

CA:

CBZ

01. for1l <i<cnt

02.

03

04.
05.
06.
07.
08.

09

10.
11.
12.
E(V/)
13.
14.
15.

call thread_pool_push(Proc_SF(E(coef), E(cand;), E(score;)))
for1 <s<k
E(scorenay) < SMAX, (E(scoreq), E(scorep), ..., E(scorecnt))
forl <i<cnt
call thread_pool_push(Mark_Top_one(E(scoreyqx), E(score;), E(Ti/ )
EA) <~ () // T'=<1{, §, ..., Tos>
send E(A)=<E(A1), E(A2), ..., E(Acnt)> to Cp

. perform line 10~13 in Algorithm 5

E(V) < n1(U) // E(V) = <E(V1), E(V), ..., E(Vent)>
forl <i<cnt

call thread_pool_push(Pruneout_From_Top2(E(V;), E(cand;;), E(score;),

forl <i<cnt
call thread_pool_push(Find_Top_one(E(Vl{ j)’ cnt, E(topks j)))
E(topk) < E(topk) U E(topks)

16. return E(topk) = <E(topk,), E(topky), ..., E(topky)>

procedure 3. PROC_SF(E(coef), E(cand;))

Begin Procedure

01. E(score;) +— SF(E(coef), E(cand;))
02. return E(score;)

End Procedure

end procedure

procedure 4. MARK_TOP_ONE(E(scoreyqx), E(score;))

Begin Procedure

01. E(1;) < E(scoremay) x E(score;)N 1
02. E(t) + E(7;)" // r means random value
03. return E(t/)

End Procedure

end procedure

procedure 5. PRUNEOUT_FROM_TOP2(E(V)), E(cand; ), E(score;))

02.

04.

Begin Procedure
0l.for1 <j<m// m=4#_of_dimension

E(V})) = SM(E(V)), E(cand, ;)

03.if s<k// k=4#_of_topk and s is from 1 to k

E(score;) < SM(E(V;), E(0)) xSM(SBN(E(V;)), E(score;))
05. return E(Vi”]-), E(score;)

End Procedure

end procedure

procedure 6. FIND_TOP_ONE(E(V/ j)' cnt, E(topks ;))

02.

Begin Procedure
01.for1 <j<m//cnt=# of candidates

E(topksj) < E(topksrj)xE(Vi’/j) // s =index of loop from 1 to k, k =#_of_topk
03. return E(topks; ;)

End Procedure

end procedure
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Algorithm 9 Parallel Top-k result refinement phase.
Input: <E(nodeq), E(nodey), ..., E(node,) | p = #_of_node >, <E(topk,), E(topkz), ...,
E(topky)>, E(coef), k / / coef means coefficient of score function and k means the number
of Top-k
Output: topk™ = <topkj, topks, ..., topk;> // final Top-k results
CA:
01. E(criteria) = SF(E(coef), E(topky))
02. for1 <i<p
03.  call thread_pool_push(check_node_expansion(E(e), E(coef), E(J;), E(node;),
E(criteria), m), E(9;))
04. E(cand’) +— perform 7 ~ 27 lines of Algorithm 6 with <E(node;), E(nodey), ...,
E(nodey)>, E(6) = <E(61), E(62), ..., E(6p)>
05. E(cand’) < E(cand")U<E(topky), E(topky), ..., E(topky)>
06. E(topk™) < perform Algorithm 8 with E(cand’), E(coef) and k
07. for1 <i<k
08. forl1<j<m
09. pick up the random value r;; // 1; = <ri1, i2, ..., ¥im>
10. E(7i) < E(topkl’-‘,j)xE(ri,j) / ] E(topk})=<E(topk;,), E(topk;,), ..., E(topk;, )>
and E(7;) = <E(7i1), E(7i2), - - E(Yim)>
11. send <E(’)’1), E(’)/z), ey E(’)/k) > to CB and <ri, rp,..., "> to AU
CBI
12. for1 <i<k
13. for1<j<m
14. Yij < DEMi ) /7 vi=<vi1 Yigs - Yim™
15. send <1, 72, ..., 7> to AU
AlU:
16.for1 <i<k
17. for1<j<m
18. topkl’-‘,]. < ij-tij //topki = <topk?,, topk;,, ..., topk], >

procedure 7. CHECK_NODE_EXPANSION(E(e) = <E(e1),E(€n), ..., E(em)>, E(coef), E(9;),
E(node;), E(criteria), m = #_of_dimension)
Begin Procedure
0l.for1 <j<m
02.  E(mp_node; j)«~SM(E(e;), E(node;.1b;)) x SM(SBN(E(€;)), E(node;.ub;)) // E(6;)
is value returned by ASPE protocol in Algorithm 6
03. E(hs_node;) <— SF(E(mp_node;), E(coef))
04. E(hs_node;) < SM(E(J;), E(0))x SM(SBN(E(S;)), E(hs_node;)) // E(J;) is value
returned by ASPE protocol in Algorithm 6
05. E(9;) + ASC(E(criteria), E(hs_node;))
06. return E(J;)
End Procedure
end procedure

6. Security Proof
6.1. Security Proof of the Secure Protocols

In this section, we present the security proof of the ASC and the ASPE protocols pro-
posed in Section 3. To prove that the proposed protocols are secure under the semi-honest
model, we present that the simulated images of the proposed protocols are computationally
indistinct from their actual execution images. Security proof of the ASC protocol: We
describe the security proof of the ASC protocol by analyzing the security of the execution
images of C4 and Cp. First, the execution image on the Cp side, i.e., Ic, (ASC), is shown
in Equation (5). Here, E(v}) and E(v}) are the encrypted data given from C4 (line 9 of
Algorithm 1), v}, and v}, and are acquired by decrypting E(v}) and E(v}). a is the result
computed by the ASC protocol utilizing v} and v on the Cp side.
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Cp(ASC) = E(v}), E(v}), v}, 05, & (5)

For example, we assume that CBg(ASC) = E(s}), E(s}),s],55,53 is the simulated
execution image utilizing the ASC protocol on the Cp side. Here, E(s}) and E(s}) are the
non-deterministic numbers chosen in Zy., and s} and s} are the indistinct numbers that
are added by random value. s} is the result of the ASC protocol utilizing s} and s} on
the Cp side. Because the ASC protocol is executed based on the Paillier cryptosystem, it
can support semantic security. Therefore, E(s}) and E(s}) are computationally indistinct
from s} and s}. s} is indistinct from s} and s/, because s} is computed by multiplying two
indistinct numbers in C4, s} and s,. Therefore, we say that []¢, (ASC) is computationally
indistinct from [Tc, s (ASC). Because Cp can check only the result (e.g., ) of the comparison
between the non-deterministic numbers (e.g., v} and v5), Cp cannot obtain the original
data while performing the ASC protocol. Furthermore, the execution image of C4 is
[1c, (ASC) = {E(a)}, such that E(«) from Cp can be considered as the result of the ASC
protocol. Assume that the simulated image of Cy4 is [1c,s (ASC) = {E(s4)}, where E(sy) is
randomly made from Zyp. Thus, E(x) is computationally indistinct from E(s4). Based on
the above analysis, there is no information leakage, both at the C4 and Cp sides. Thus, we
can conclude that the proposed ASC protocol is secure under the semi-honest adversarial
model. Security proof of the ASPE protocol: We describe the security proof of the ASPE
protocol by analyzing the security of the execution images of the C,4 side and the Cp side.
First, the execution image on the Cp side, i.e., Ilc, (ASPE), is shown in Equation (6). Here,
[1c, (ASC) means the execution image of the ASC protocol and []¢, (SM) means the
execution image of the SM protocol.

[T (ASPE) ={] [ (ASC), [T (sM)} (6)

Cp Cp Cp

In the security proof of the ASC protocol, we have already proven the security of
the ASC protocol on the Cp side. Additionally, Y. Elmehdwi et al.’s work [19] proved the
security of the SM protocol on the Cp side. Because the ASPE protocol is composed of the
ASC protocol and the SM protocol, the ASPE protocol is secure on the Cp side, based on
composition theory [42]. On the other hand, the execution image of C4 is []c, (ASPE) =
{I1c, (ASC), T1c, (SM)}, which can be considered as the result of the ASC protocol
and the SM protocol. In the security proof of the ASC protocol, we already proved the
indistinguishability of the ASC protocol on the C4 side. Additionally, Y. ElImehdwi et al.’s
work proved the security of the SM protocol on the C4 side [19]. Because the ASPE protocol
consists of the ASC protocol and the SM protocol, the ASPE protocol is secure on the C4
side, based on composition theory [42]. Based on the above analysis, there is no information
leakage, both at the C4 and the Cp side. Thus, we can conclude that the proposed ASPE
protocol is secure under the semi-honest attack model.

6.2. Security Proof of the Proposed Top-k Query Processing Algorithm

We prove that the proposed Top-k query processing algorithm on the encrypted
database is secure against the semi-honest adversarial model. The proposed Top-k query
processing algorithm in the encrpyted database is composed of the node data search phase
(Algorithm 4), the Top-k retrieval phase (Algorithm 5), and the Top-k result refinement
phase (Algorithm 6). To prove that the proposed Top-k query processing algorithm is
secure under the semi-honest adversarial model, security analysis is executed by each
phase. First, because the node data search phase is composed of the ASPE protocol, which
has been proven to be secure, Algorithm 4 is secure under the semi-honest adversarial
model by composition theory [42]. Second, the Top-k retrieval phase is secure in the C4
side, because C4 performs the score function, and the SMAX;, and SM protocols have been
proven to be secure in previous studies [27,28]. Even if Cp decrypts the received data from
C4 in the Top-k retrieval phase, Cg cannot obtain the original data. The reason for this that
the data given from C,4 is changed by raising the original data to the power of a random
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integer and performing a permutation function. Thus, based on the composition theory [42],
Algorithm 5 is secure under the semi-honest adversarial model. Lastly, the images made
by the Top-k result refinement phase are the same as those made by Algorithms 4 and 5.
Thus, the Top-k result refinement phase (Algorithm 6) is secure against the semi-honest
adversarial model. Because all the phases of the proposed Top-k algorithm are secure,
the proposed Top-k algorithm on the encrypted database is proven to be secure against the
semi-honest adversarial model.

7. Performance Analysis
7.1. Performance Evaluation of the Proposed Top-k Query Processing Algorithm in a
Single-Core Environment

In the performance analysis, we compare the proposed privacy-preserving Top-k
query processing algorithm with H-I. Kim et. al.’s work [27] (STopk;) and H-]. Kim et.
al.’s work [28] (STopk). For performance analysis, three algorithms were programmed by
using C++ language under CPU: an Intel(R) Xeon(R) E5-2630 v4 @ 2.20GHz, RAM: 64 GB
(16 GB x 4AE) DDR3 UDIMM 1600 MHz and OS: Linux Ubuntu 18.04.2. We compare three
algorithms regarding algorithm processing time by changing # of data, # of k, the level of
the kd-tree, and the # of the data dimension. For performance experiments, we randomly
make 100,000 data points with six dimensions. The domain of the data ranges from 0 to 222.
Table 2 presents the parameters for performance evaluation in a single-core environment.

Table 2. Parameters for performance evaluation in a multi-core environment.

Parameter Values Default
Number of data items (1) 20k, 40k, 60 k, 80 k, 100 k
Level of kd-tree 7,8,9,10,11 10
Number of dimensions 2,3,4,5,6 6
Key size 512,1024
Data domain (bit length) 222 222

Figure 8 presents the performances of STopk;, STopkg, and the proposed algorithm
regarding the height of kd-tree(h). The number of data items(1) is computed as F x 2"~1,
where 2"~ is the number of leaf nodes in the kd-tree. Based on 7, it is crucial to select the
proper height(h) of the kd-tree. In Figure 8, three algorithms present the best performance
when & = 10. The performance of STopkj is greatly influenced by h because STopk; utilizes
secure protocols using encrypted binary operations, which need a high computational cost.
Whereas, the proposed algorithm is relatively less influenced by & than STopk; because
it utilizes secure protocols using arithmetic operations that need low computational cost.
Therefore, we set h to 10 in our experiment.

When the encryption key size is 1024 bit, Figure 9 presents the processing time with
a varying number of data items. When the number of data items is 20 k, 40 k, 60 k, 80 k,
and 100 k, the proposed algorithm requires 2383, 4453, 5287, 6836, and 8447 s, respectively.
STopkg requires 4082, 7653, 9156, 11,895, and 14,799 s, while STopk; requires 23,124, 28,015,
32,280, 38,636, and 46,989 s when the number of data items is 20 k, 40 k, 60 k, 80 k, and
100 k. Therefore, the proposed algorithm presents 1.7 and 6.6 times better performance than
STopkg and STopkj, respectively, because the proposed algorithm uses secure protocols
based on arithmetic operations. STopkg and STopk; use secure protocols based on binary
operations. The binary operations have the disadvantage of having to perform more
iterations compared to the arithmetic operations.
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Figure 9. Processing time with a varying number of data items.

Figure 10 presents the processing time with a varying number of k when the encryption
key size is 1024 bit and 7 is 60 k. When the number of k is 5, 10, 15, and 20, the proposed
algorithm requires 4749, 5287, 7693, and 8856 s. STopk¢ requires 8297, 9156, 13,232, and
15,043 s, while STopk| requires 22,288, 32,380, 76,076, and 97,021 s. The proposed algorithm
presents 1.7 and 7.9 times better performance than STopks and STopk;, respectively, be-
cause the proposed algorithm uses secure protocols based on arithmetic operations. As k
increases, the number of data items searched increases in the Top-k result refinement phase.
Because the proposed algorithm utilizes the ASC protocol, it presents better performance
than both STopk; and STopk. STopkg presents a better performance than STopk; because
it utilizes Yao’s garbled circuit.
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Figure 10. Processing time with a varying number of k.

When # is 100 k, Figure 11 presents the processing time with a varying key size. When
the key size is 512 and 1024, the proposed algorithm requires 2041 and 8486 s, respectively.
STopkg requires 4367 and 14,847 s, while STopk; requires 13,500 and 46,989 s. Because the
proposed algorithm utilizes secure protocols using arithmetic operations, the proposed
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algorithm outperforms STopks and STopk; by 1.9 and 6.0 times. STopks and STopk; use
secure protocols based on binary operations, which have the disadvantage of having to
perform more iterations compared to arithmetic operations.

50,000
45,000

g 15,000
/10,000 /
5,000 /

512 1024
the key size

—e—Proposed algorithm —e=STopkG —e—STopkI
Figure 11. Processing time with a varying key size.

7.2. Performance Evaluation of the Proposed Top-k Query Processing Algorithm in a
Multi-Core Environment

For performance evaluation in a multi-core environment, we compare the proposed
parallel Top-k query processing algorithm with the parallel version of existing works.
For this, we make parallel STopk; (PSTopk;) and STopkg (PSTopkg) so that H-I. Kim et.
al.’s work [27] and H-J. Kim et. al.’s work [28] can operate in a multi-core environment,
respectively. For performance analysis, three algorithms were programmed by using C++
language under CPU: Intel(R) Xeon(R) E5-2630 v4 @ 2.20 GHz, RAM: 64 GB (16 GBx4AE)
DDR3 UDIMM 1600MHz and OS: Linux Ubuntu 18.04.2. We compare the proposed parallel
algorithm with both PSTopks and PSTopk;, regarding the algorithm processing time by
changing the # of data(n), # of k, and # of threads. For our experiments, we randomly
make 100,000 data points with six dimensions. The domain of the data ranges from 0 to 222.
Table 3 describes the parameters for performance analysis in a multi-core environment.

Figure 12 presents the processing time with a varying number of threads when 7 is
100k and the number of k is 10. When # of threads is 2, 4, 6, 8, and 10, the proposed parallel
algorithm requires 4451, 2547, 1871, 1552, and 1291 s, respectively. PSTopkg requires 7621,
4304, 3154, 2575, and 2115 s while PSTopk; requires 23,765, 13,293, 9520, 7671, and 6294 s
when the number of threads is 2, 4, 6, 8, and 10. Therefore, the proposed parallel algorithm
presents 1.6 and 5 times better performance than PSTopks and PSTopk;, respectively.
This is because the proposed parallel algorithm utilizes secure protocols using arithmetic
operations. On the contrary, both PSTopks and PSTopk; use a secure protocol based on
binary operations, which have the disadvantage of performing more iterations compared
to the arithmetic operations.

Table 3. Parameters for performance evaluation in multi-core environment.

Parameter Values Default
Number of data items (1) 20k, 40k, 60k, 80k, 100 k
Number of k 5,10, 15,20 10
Number of threads 2,4,6,8,10 10
Key size 1024

Data domain (bit length) 222 222
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Figure 12. Processing time with a varying number of threads.

When the number of k is 10 and the number of threads is 10, Figure 13 presents the
processing time with varying n. When n is 20 k, 40 k, 60 k, 80 k, and 100 k, the proposed
algorithm requires 433, 762, 808, 1041, and 1301 s, respectively. SPTopkg requires 642,
1192, 1337, 1711, and 2127 s, while PSTopk; requires 3193, 3994, 4344, 5254, and 6272 s.
Thus, the proposed parallel algorithm presents 1.5 and 5.5 times better performance than
PSTopkg and PSTopkj, respectively. This is because the proposed algorithm utilizes secure
protocols using arithmetic operations. On the contrary, PSTopks and PSTopk; use a secure
protocol based on binary operations that require more iterations.

g 2,000
Ay
1,000

20,000 40,000 60,000 80,000 100,000
# of data items

—e—Proposed parallel algorithm  =e=PSTopkG  —e—=PSTopkI

Figure 13. Processing time with a varying number of data items in 10 thread.

Figure 14 presents the processing time with a varying number of k when the number
of threads is 10 and # is 60 k. When the number of k is 5, 10, 15, and 20, the proposed
parallel algorithm requires 681, 845, 1401, and 1664 s. PSTopk requires 1165, 1392, 2148,
and 2466 s, while PSTopk; requires 3000, 4472, 10,235, and 13,042 s. Therefore, the proposed
parallel algorithm presents 1.5 and 6.2 times better performance than PSTopk and PSTopk;,
respectively, As k increases, the number of data items searched increases in the Top-k result
refinement phase. Because the proposed parallel algorithm utilizes the ASC protocol, it
presents a better performance than both PSTopk; and PSTopkg. PSTopkg presents a better
performance than PSTopk; because it uses Yao’s garbled circuit.

Table 4 presents the parameters for our performance analysis using a real dataset. We
utilize a chess dataset [43] made by a chess endgame database for a white king and rook
against a black king. The chess dataset intends to categorize the optimal depth of win
for white. We compare the proposed parallel algorithm with both PSTopks and PSTopkj,
regarding the query processing time by varying the number of k, the level of the kd-tree,
and the number of threads.
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Figure 14. Processing time with a varying number of k in 10 thread.

Table 4. Parameters for performance evaluation for real dataset.

Parameter Values Default

Number of data items (1) 28,056
Level of kd-tree 56,7,8,9,10,11,12 10
Number of dimensions 6 6
Number of threads 2,4,6,8,10 10
Number of k 5,10, 15, 20 10

Key size 512

Data domain (bit length) 212 212

In order to select the optimal level of kd-tree, we conduct the performance evaluation
of three algorithms regarding the level of kd-tree. Figure 15 presents the processing time
with a varying level of kd-tree when the number of threads is 10 and the number of k is 10.
When the level of kd-tree ranges from 5 to 12, the proposed parallel algorithm requires 639,
524,425, 354, 305, 267, 289, and 312 s. PSTopkg requires 1122, 916, 749, 631, 546, 453, 498,
and 539 s, while PSTopk; requires 4282, 3497, 2771, 2259, 1929, 1625, 1745, and 1931 s. Three
algorithms present the best performance in the case of & = 10. Thus, for our experiment, we
use £ as 10.

7,000
6,000

5 6 7 8 9 10 11 12
the level of kd-tree

—e—Proposed parallel algorithm —e=PSTopkG  —e=PSTopkl
Figure 15. Processing time with a varying level of kd-tree in real dataset.

When the number of threads is 10, Figure 16 presents the processing time with a
varying number of k. When the number of k is 5, 10, 15, and 20, the proposed parallel
algorithm requires 147, 266, 407, and 505 s. PSTopkg requires 316, 453, 769, and 933 s,
while PSTopk; requires 1028, 1625, 3003, and 3758 s. The proposed parallel algorithm
outperforms PSTopks and PSTopk; by 1.8 and 6.9 times. As k increases, the number of
data items searched increases in the Top-k result refinement phase. Because the proposed
parallel algorithm utilizes the ASC protocol using the arithmetic operation, it presents a
better performance than both PSTopk; and PSTopk. Because PSTopkg uses Yao’s garbled
circuit, it presents a better performance than PSTopk.
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Figure 16. Processing time with a varying number of k in real dataset.

When the number of k is 10, Figure 17 presents the processing time with a varying
number of threads. When the number of threads is 2, 4, 6, 8, and 10, the proposed parallel
algorithm requires 718, 443, 349, 299, and 266 s. PSTopk requires 1280, 753, 597, 503, and
452 s, while PSTopk| requires 6122, 3396, 2461, 1976, and 1629 s. Because the proposed
parallel algorithm utilizes secure protocols using arithmetic operations, it outperforms
PSTopkg and PSTopk; by 1.7 and 7.1 times. On the contrary, PSTopks and PSTopk; use se-
cure protocol based on binary operations which have to perform more iterations compared
to the arithmetic operations.
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Figure 17. Processing time with a varying number of threads in real dataset.

8. Discussion

Impact of new secure protocols with low computation cost: A secure protocol is
essential for secure query processing in a multi-party computation environment. We need
to streamline the process of secure protocols because we aim for secure query processing by
utilizing the Paillier cryptosystem, which uses a large amount of computing resources. First,
H-I. Kim et al.’s work [27] used secure protocols, such as SCMP, SPE, SMAX, and SMAX,, for
Top-k query processing. By utilizing the Paillier cryptosystem, H-I. Kim et al.’s work [27] can
hide sensitive data and user’s query. It utilizes arithmetic operations to hide the sensitive
data, and a permutation technique to hide data access patterns. However, the weakness of
H-I. Kim et. al.’s work [27] is that it requires an extremely high computational cost because
the SCMP, SPE, SMAX, and SMAX;, protocols utilize binary operations. For example, when
we execute the SMAX protocol between E(11) and E(15), clouds convert an encrypted
decimal into an encrypted binary array: E(11)0) = {E(0), E(1), E(0), E(1), E(l)}(z), E(15)(10)
= {E(0), E(1), E(1), E(1), E(1)} (). After that, clouds execute the SMAX protocol between
E(11)10) = {E(0), E(1), E(0), E(1), E(1)} (o) and E(15)19) = {E(0), E(1), E(), E(1), ED)} o).
Consequently, the SMAX protocol needs a high computation cost since it executes binary
operations as many times as its bit length. Due to the same reason, the SCMP, SPE, and
SMAX;, protocols require high computation costs. Second, H-J. Kim et al.’s work [44] and
Y. Kim et al.’s work [45] proposed secure protocols such as GSCMP and GSPE, which are
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utilized for index searching to perform kNN and kNN classification based on Yao’s garbled
circuit. However, since both GSCMP and GSPE utilize the binary array as input, they need
high computation expense due to the same reason as the SMAX protocol. On the contrary,
the proposed algorithm uses the new ASC and ASPE protocols, which calculate one Paillier
arithmetic operation. The reason for this is that they utilize an encrypted decimal as input,
rather than an binary array. Consequently, the new ASC and ASPE protocols need low
computation cost.

Impact of a random value pool for parallel processing: In the proposed system ar-
chitecture, we utilize multi-party computation for the parallel Top-k query processing
algorithm. Thus, we must prevent Cp from the leakage of sensitive data while performing
secure protocols. For this, C4 generates a random integer r from Zy and encrypts r by
utilizing the Paillier cryptosystem. Then, C4 performs the addition of both the encrypted
random integer E(r) and the encrypted plaintext E(mm) by computing E(m + r) = E(m) x
E(r). Because m + r is independent from m, Cy cannot achieve sensitive data for decryption.
However, calculating homomorphic addition and homomorphic multiplication to protect
sensitive data results in poor performance, since modular and exponential operations in ho-
momorphic addition and homomorphic multiplication require higher computing resources
than other encrypted operations. In Table 5, regarding the Secure Multiplication protocol,
H.-I. Kim et al.’s work [27] and H.-]. Kim et al.’s work [28] need three times the encryption:
two encryptions for random integers at C4 and one encryption for the multiplication at
Cg. On the contrary, the proposed algorithm needs one encryption for the multiplication
at Cp because it picks up the random integers from the encrypted random value pool at
C4. With regard to the Secure Compare protocol, H-1. Kim et al.’s work [27] and H.-J.
Kim et al.’s work [28] need log, D times encryption, where D is a data domain. On the
contrary, the proposed algorithm needs one encryption for the comparison at Cp utilizing
the random value pool. Thus, the proposed algorithm can save the computational cost for
encryption by utilizing the random value pool.

Table 5. Comparison of the number of encryption according to encrypted random value pool.

Protocol

SM Protocol Secure Compare Protocol
Algorithm
H-I. Kim et al. [27] 3xE logoD < E
H-J. Kim et al. [28] 3xE logoD x E
Proposed algorithm 1xE 1xE

E = Encryption, D = Data domain.

Impact of time complexity: To prove that the proposed algorithm is more efficient than
the existing algorithms, we analyze the time complexity of both the proposed algorithm
and existing ones (H.-I1. Kim et al. [27] and H.-J. Kim et al. [28]). Because the number of
data, the number dimension, the number of bit length, and the number of Top-k affect the
efficiency of the Top-k query processing algorithm, we describe the time complexity in
terms of them. Table 6 shows the average time complexity and the worst time complexity
for the proposed algorithm and the existing ones [27,28]. The worst time complexity occurs
in the case of a query to expand other kd-tree nodes in the Top-k result refinement phase.
The average time complexity is measured by considering all queries that require or do not
require the expansion of other kd-tree nodes in the Top-k result refinement phase. In the
average time complexity, the proposed algorithms show m x (I —1) +k x (I — 1) x logyn
lower time complexity than the existing algorithms. This is because the proposed algorithm
uses the secure protocol based on decimal arithmetic operation, rather than using one
based on binary operation. In the worst time complexity, the proposed algorithm shows
mx (I —1)+kx (I —1) x logon lower time complexity than the existing algorithms.
The reason is the same as the average time complexity.
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Table 6. Time complexity for proposed algorithm and existing algorithm.

Top-k Query Processing Algorithm Average Time Complexity Worst Time Complexity
H-L Kim et al. [27] O(m x1+mnxm+kx (I xlogn+ O(m x1+nxm-+kx (I xlogn -+
n X m)) nxm))
H-J. Kim et al. [25] O(m x1+nxm+kx (I xlogn+ O(m x1+mnxm-+kx (I xlogn-+
nx m)) n % m))
Proposed algorithm O(m+nxm+kx (logon+mn xm)) O(m+nxm-+kx (logyn+n xm))

n =#_of_data, m = #_of_dimensions, | = #_of_bit length, k = #_of_Top-k.

9. Conclusions and Future Work

In this paper, we proposed a new Top-k query processing algorithm to support both
security and efficiency in cloud computing. For security, we propose new secure and
efficient protocols based on the arithmetic operations ASC, ASRO, and ASPE. To reduce the
query processing time, we propose a privacy-preserving parallel Top-k query processing
algorithm by utilizing a random value pool. In addition, we proved that the proposed
algorithm is secure against the semi-honest adversarial model. From our performance
analysis, the proposed algorithm outperformed the existing algorithms by 1.7~6.6 times,
since it uses new secure protocols with a streamlined process. In addition, when the
number of threads ranges from 2 to 10, the proposed parallel algorithm outperforms the
existing algorithms by 1.5~7.1 times, since it uses not only new secure protocols, but also
the random value pool. For future work, we plan to use the proposed secure protocols for
various privacy-preserving data mining algorithms.
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