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Abstract: The Internet of Medical Things (IoMT) global market has grown and developed significantly
in recent years, and the number of IoMT devices is increasing every year. IoMT systems are now
very popular and have become part of our everyday life. However, such systems should be properly
protected to preventing unauthorized access to the devices. One of the most popular security methods
that additionally relies on real-time communication is Blockchain. Moreover, such a technique can be
supported by the Trusted Third Party (TTP), which guarantees data immutability and transparency.
The research and industrial community has predicted the proliferation of Blockchain-based IoMT
(BIoMT), for providing security, privacy, and effective insurance processing. A connected environment
comprises some of the unique features of the IoMT in the form of sensors and devices that capture and
measure, recognize and classify, assess risk, notify, make conclusions, and take action. Distributed
communication is also unique due to the combination of the fact that the Blockchain cannot be
tampered with and the Peer-to-Peer (P2P) technique, especially compared to the traditional cloud-
based techniques where the reliance of IoMT systems on the centralized cloud makes it somewhat
vulnerable. This paper proposes a Blockchain-based technique oriented on IoMT applications with a
focus on maintaining Confidentiality, Integrity, and Availability (the CIA triad) of data communication
in the system. The proposed solution is oriented toward trusted and secure real-time communication.
The presented method is illustrated by an example of a cloud-based hospital application. Finally, the
security aspects of the proposed approach are studied and analyzed in detail.

Keywords: blockchain; Blockchain-based Internet-of-Medical-Things (BIoMT); CIA triad; Internet-of-
Medical-Things (IoMT); Peer-to-Peer (P2P); secure; trusted; Trusted Third Party (TTP)

1. Introduction

Allied Market Research published research [1] that shows the IoMT global market
was USD 41.17 billion in 2020 and is projected to grow to USD 187.6 billion in 2028. It is
predicted that the blockchain-based IoMT will proliferate in providing security, privacy,
and effective insurance processing in the present era [2-9]. IoMT offers a connected envi-
ronment of sensors along with related devices, which function in capturing and measuring,
recognizing and classifying, assessing risk, informing, making decisions, and taking ac-
tions. In the hospital environment, the use of the IoMT contributes to the use of smart
and connected equipment for better inventory management, real-time location services, re-
source utilization, and patient/personnel flow tools [2,3,6]. With the modern technological
evolutions in the IoMT, without the need of visiting a hospital, patients’ clinical data can
be remotely monitored and processed with real-time data systems. At any moment, these
data can be relocated to the cloud for future use [10-13].

One of the main challenges that is faced by the designers of the IoMT is especially
related to the protection of the system and real-time communication between the connected
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devices [14,15]. The IoMT systems are very often crucial for human life (especially in the
area of healthcare and monitoring systems); thus, they should be extremely trustworthy
and secure, preventing unauthorized access. One possible solution to this problem relies
on Blockchain technology [16-18]. This technique is a tamper-proof digital ledger with a
secure Peer-to-Peer (P2P) communication feature [5,7-9], and has already been success-
fully utilized both in business and personal applications [19-21]. The initial “chain of
blocks” idea appeared in 1991 [22] when this technology was used to mark documents
with timestamps. In recent years, Blockchain has become very popular due to its ap-
plication in cryptocurrencies (formerly Bitcoin [23] in 2009). However, its architecture
offers wide possibilities for applications in other areas of human life, including healthcare
systems [24-28], and trusted and secure durable medium e-services [29]. Besides the secu-
rity aspect, blockchain can also be used in trusted transactions, by the introduction of the
TTP to the applied system. This solution is very often applied in modern blockchain-based
techniques in order to prevent tampering with the blockchain database [30-33]. Moreover,
it permits immutability and transparency of the data stored within the system [34,35].
Conversely, TTP can be problematic because each user of the system should agree on its
use. Nevertheless, let us point out that it is possible to apply blockchain technology to
empower communication among non-trusting members devoid of the third party [11].

When it comes to the application of Blockchain technology to the IoMT, such a com-
bination may bring several measurable benefits, mainly in the healthcare area. It seems
that IoMT architecture employing Blockchain technology is much better than cloud-based
IoMT architecture because it enables a global view of the patient’s medical records in an
efficient, verifiable, and permanent way. The security of the information in cloud-based
IoMT architecture is the foremost problem in real-time data communication in connected
networks [10-13]. Nevertheless, the scientific problem relates to the reliance of IoMT ar-
chitectures on the centralized cloud, resulting in vulnerability. Therefore, this paper deals
with the above problems, in particular, those related to the drawbacks of cloud-based IoMT
architecture and current centralized IoMT systems (e.g., in hospitals).

The main contribution proposed of this paper can be summarized as follows:

- Aholistic overview of the currently applied Blockchain-based methods oriented on
IoMT,

- proposition of a novel trusted and secure Blockchain-based architecture for Internet-
of-Medical-Things (BIoMT architecture);

- analysis and discussion of the security aspects of the proposed solution with the
application of the Elliptic Curve Digital Signature Algorithm (ECDSA);

- implementation and experimental verification of the proposed BIoMT architecture
with the use of the MultiChain platform.

The remainder of the paper is structured as follows. Section 2 presents Blockchain
technology’s unique benefits for IoMT architectures. Section 3 describes in detail the
proposed BIoMT architecture. The implementation and experimental verification of the
proposed approach are presented in Section 4, and Section 5 concludes the paper. Table 1
gives the abbreviations used in the paper.

Table 1. Abbreviations used in the paper.

Name Abbreviation

Address Resolution Protocol ARP

Blockchain-based Internet-of-Medical-Things BloMT

Blockchain-based architecture for Internet-of-Medical-Things BIoMT architecture
Confidentiality, Integrity, and Availability CIA triad
Discrete Logarithm Problem DLP
Distributed Denial-of-Service DDoS
Elliptic Curve EC

Elliptic Curve Cryptography ECC
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Table 1. Cont.

Name Abbreviation
Elliptic Curve Digital Signature Algorithm ECDSA
Elliptic Curve Discrete Logarithm Problem ECDLP
Industrial Internet-of-Things IoT
Internet-of-Medical-Things IoMT
Internet-of-Things IoT
Interplanetary File System IPFS
Man-in-the-Middle MITM
Merkle Hash Tree MHT
Proof-of-Work PoW
Public Key Cryptography PKC
Public Key Infrastructure PKI
Peer-to-Peer P2P
Trusted Third Party TTP

2. Blockchain Technology’s Unique Benefits for [oMT Architectures

This section presents the most important unique Blockchain technology advantages
regarding its application in present IoMT systems [5-9]. It seems that BIoMT can underpin
a revolution in the field of IoMT. The following capabilities of the Blockchain make it very
suitable as a foundational element of IoMT solutions (each of these are discussed later in
this section):

trustworthy and secure solution;
decentralized, trustless nodes;
autonomous functioning.

Blockchain technology has the unique ability to maintain the trusted ledger of all
transactions that are taking place in real-time in the network. Therefore, trustworthiness
is the main advantage of the huge scalability in the IoT and IoMT networks of billions of
connected devices. To build trustworthiness in IoMT, Blockchain features such as trust,
immutability, and verifiability can be applied [36-39].

Blockchain is usually implemented as a public network. This means that all participat-
ing members can see transactions stored within Blockchain; however, the actual content
of the personal transaction (block content) is secured by the user’s private key. Moreover,
Blockchain can be treated as a public ledger of all transactions maintained by the differ-
ent decentralized nodes. Due to decentralization, no single authority is responsible for
approving the transactions or setting specific rules for accepting them. In other words, its
distributed and consensus mechanism plays an important role in this process of acceptance.
Moreover, trust in the solution is a key factor here because, to accept the transaction by all
connected nodes, a consensus is needed between them. Consequently, the resulting system
is a more resilient ecosystem for connected devices. All the real-time transactions are linked
with cryptographic keys and immutable ledgers; therefore, tampering with or removing the
stored information is very difficult. Such a tamper-proof system meets several compliance
and regulatory necessities of industrial IoT (IIoT) applications and will be useful for loMT
systems too [36-39].

Blockchain is, by definition, secure. Moreover, the cryptographic algorithms used by
Blockchain can make the user data more private. The public audit, consensus mechanisms,
and timestamps are used for storing the data in an immutable manner. This enables
the architecture to maintain the CIA (Confidentiality, Integrity, and Availability) triad.
Conventional information security practices impose the enactment of the principles of
the CIA triad. Blockchain technology uses the unique operational distributed database,
which is the form of data storage for all the nodes. An excellent feature is that this
structural distributed database stores the data in an encrypted form, which is validated
using various checks such as Merkle Hash Tree (MHT) and Elliptic Curve Cryptography
(ECC). Moreover, researchers continue to implement Public Key Infrastructure (PKI). Such



Electronics 2022, 11, 2560

40f19

solutions are usually based on the ECC or on the techniques that involve primes (e.g.,
RSA cryptosystem [40,41]). In the case of Blockchain-based systems, PKI increases the
security of data management. Furthermore, it is worth mentioning that Man-in-the-Middle
(MITM) attacks are less possible if Blockchain technology is used, because the Blockchain is
tamper-proof and no malicious actor can alter or manipulate the data. This is due to the
fact that data is stored in multiple locations, rather than a single location [36-39]. Moreover,
the potential interception of a single thread of communication poses no danger [42].

Regarding the IoMT, data produced by such systems (including smart medical devices)
can be maintained and kept secure by the Blockchain. This means that IoMT devices may
be able to work independently without the need for a centralized authority. Blockchain
enables a decentralized P2P network where all the transactions are verified and validated
by a consensus among peers. Therefore, in principle, this network is also trust-free, as there
is no requirement for trusting each other, which can be beneficial for IoMT systems.

Furthermore, Blockchain makes trust-free P2P messaging possible, which is also
required for IoMT. The Blockchain network is resilient to failures due to its decentralized
P2P network. It is indeed an immutable and durable ledger, so after consensus among the
peers, when all the real-time transactions are recorded in the Blockchain, then no alterations
or deletions are possible.

Finally, Blockchain technology can be very useful for tracking connected medical
devices, resulting in a quicker distribution of transactions along with the coordination
between the connected devices. In other words, it can contribute to major savings for
hospitals and the whole healthcare sector.

In conclusion, the main advantages of using Blockchain technology in IoMT can be
summarized as:

Trustworthiness in IoMT.
Blockchain features such as trust, immutability, and verifiability can be applied in
present IoMT systems.

e Due to decentralization, no single authority will be responsible for approving the
transactions or setting specific rules for accepting them in the [oMT system with this
technology.

e  The distributed and consensus mechanism plays an important role in this process of
acceptance.

e  The tamper-proof system of the Blockchain technology meets several compliance and
regulatory necessities of both industrial IoT and IoMT systems.

e  Security is enhanced by Blockchain technology in IoMT systems via the use of crypto-
graphic algorithms.

e  The validation process in Blockchain uses various checks such as MHT and ECC, and
is another reason for more security.

The CIA triad is maintained using Blockchain technology in IoMT.

Dangerous MITM attacks are less possible with the use of Blockchain technology, due
to features such as being tamper-proof and malicious actors being unable to alter or
manipulate the data. We know that the data is stored in multiple locations.

e Blockchain’s decentralized P2P network is highly advantageous as all the transac-
tions are verified and validated by a consensus among peers; as a result, there is no
requirement for trusting each other, thus enabling trust-free networks in IoMT.

e  Feature such as tracking by use of Blockchain technology results in faster transactions
in IoMT systems. Significant economic benefits exist for hospitals and allied industries.

Clearly, it is very well understood that the use of Blockchain technology may en-
hance many aspects such as security, efficiency, trustworthiness, and privacy due to the
maintenance of P2P networking.

3. The Proposed Blockchain-Based IoMT Architecture

Here we present the proposed IoMT architecture. The technique is based on Blockchain
technology. As discussed earlier, in the healthcare area the contribution of IoMT can be
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the development of real-time connected and smart equipment, which can be used for
better inventory management and resource utilization, along with location services and
patient and personnel flow tools [7]. It is well understood that patient use of IoMT devices
reduces hospital visits to a minimum, and patients’ clinical data can be remotely monitored,
analyzed, and gathered with real-time data systems [2—4,6]. These data can also be stored in
the cloud for future use. Of course, such a huge amount of sensitive data must be protected
against unauthorized access or tampering.

Figure 1 shows an exemplary cloud-based hospital application architecture in the
present IoMT system [7,10-13]. The IoMT network is able to incorporate all smart connected
things as a part of the [oMT system. However, it is a well-known fact that, in a centralized
cloud-based system, single-point failure (especially key points) is a major weakness.
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Figure 1. Cloud-based hospital application architecture in the present IoMT system.

At present, these cloud-based architectures manage threats such as Distributed Denial-
of-Service (DDoS) attacks, Address Resolution Protocol (ARP) spoofing attacks, various
phishing and configuration threats, and network congestion. The weak point of the cen-
tralized, client-server-based architecture with a centralized control system is that, if the
centralized system collapses, then the whole system (with connected devices) will stop
functioning properly. Thus, there is a need for a new kind of secure distributed communica-
tion. Blockchain technology’s advantages can help to resolve these problems as discussed
in the previous section.

Figure 2 shows the proposed IoMT architecture with the use of Blockchain technology.
To uphold accountability and auditability of the network, a private Blockchain can be used
in the proposed BIoMT architecture, which will help provide authentic users with access to
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the network. The data kept on the Blockchain are signed, so the responsibility lies on the
users—anyone who gains access to the data is responsible for their actions taken on it.
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Remotely monitoring the patient’s .1 [ 4 ",

- -.
condition with multiple body sensors '] ﬂ_’ \

Elte
Monitoring of reports and advising from | &
a remote location by related doctors (2 |

Real-time patient’s condition monitoring o
and data on those conditions h-

[

|

Medical reports uploading by
corresponding department staff
after tests and generations of reports

Physicians & /

and health staff

Figure 2. The proposed IoMT architecture with the use of Blockchain technology.

According to Figure 2, it is clear how the Blockchain technology’s advantages discussed
earlier can be implemented in BIOMT to maintain data of the patient, monitor reports and
the patient’s condition in real-time systems, and securely maintain medical test reports. The
IoMT architecture with the use of Blockchain technology (BIoMT) is a unique and novel
approach for the protected transmission of all patient health reports to safeguard medical
data. It is well understood that, being a decentralized architecture, the Blockchain-based
methodology can resolve several problems of the centralized cloud architectures. Figure 3
is a micro-detailed diagram to show how the Proof-of-Work (PoW) consensus protocol is
used in the proposed model, starting from adding a new report in the patient medical file
to the formation stored in the chain.

The proposed BIoMT architecture shown in Figure 3 is a unique and novel solution for
the protected transmission of all patients’ health reports, with the ultimate goal of securing
medical data. It is well understood that, being a decentralized architecture, the Blockchain-
based methodology can resolve several problems with centralized cloud architectures.

The proposed Blockchain-based IoMT architecture is able to handle highly sensitive
security and privacy concerns due to the principles of the Blockchain technology’s inherent
security features. Hence, the use of the Blockchain will ensure the security of patients’
clinical records in practice and will be able to grant tamper-free open access to all nodes in
the IoMT network.

The possibility of using enhanced security is another goal of the proposed BloMT
architecture. ECDSA [43] is already in use in several Blockchain-based architectures and
Bitcoin [44,45] (see Section 4.2 for more details). Nonetheless, some security aspects and
efficiency are a challenge for these solutions [46,47].
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Figure 3. The PoW consensus protocol in the proposed BIoMT architecture.

4. Experimental Verification of the Proposed Solution

The proposed trusted and secure blockchain architecture was verified experimentally.
To achieve this, a real-world case of the IoMT database was prototyped. This section de-
scribes the performed experimental verification. Firstly, the structure of the used blockchain
is shown. Next, the applied signing technique is described in detail. Finally, the results
achieved are presented and discussed.
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4.1. The Blockchain Structure

The proposed blockchain structure is presented in Figure 4. Several fields of the

Za7i

presented database ( “index”, “timestamp”, etc.) are enforced by the blockchain structure
itself, whereas the others are explained in this subsection.
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Figure 4. The proposed structure of the blockchain.

It is assumed that the network can keep many types of blocks (specified with a numeric
field “block_type”), e.g., the value “1” means that the block contains data generated by
the IoMT device, the value “2” means that data comes from hospital patient monitoring
system, and the value “3” denotes the data contains the medical report. It should be noted
that the proposed approach is not limited to these three types of blocks and can be freely
extended to any number of block types.

The subsequent field “data_provider” denotes the source of the data, e.g., the identifica-
tion number of the IoMT device and the department name (in the case of a medical report).

Medical data can be provided by specialized medical devices (e.g., blood pressure
monitors, glucometers) and smart bands or IoT/IoMT sensors, which have become very
popular in recent years. The latter are not certified medical devices, which means that the
medical data collected by them are uncertain and not reliable for health staff; nonetheless,
such devices may be useful in the overall assessment of the patient’s health and should be
kept in the blockchain. Therefore, the field “data_reliability” can be very useful to assess
the reliability of the data.

The next field, “patient_id”, specifies the patient or indicates (the value “0”) that the
data do not relate to a single patient (e.g., in the case of medical reports). The last field is
intended for the actual medical records, patient data, healthcare reports, etc.

4.2. Signing Data with ECDSA

It is well known that cybersecurity attacks occur, such as DDoS, ARP spoofing attacks,
various phishing and configuration threats, and network congestion, on the present CPS,
IoT, and IoMT architectures used in Industry 4.0 applications [36-39]. These attacks are
very dangerous to the security of the CIA triad of data. Moreover, as a whole, these
attacks can have significant impacts on the efficient functioning of these systems. Industry
4.0 applications are struggling to deal with the CIA triad, along with access control and
authorization. One of the reasons for this could be the increasing automation of these
systems, resulting in new kinds of cyberattacks and consequently increasing substantial
financial losses. Therefore, many cryptocurrencies and Blockchain-based systems use
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ECDSA [43-45]. In this section, we propose the ECDSA, which is used in many Blockchain-
based systems and can be successfully applied as a part of the proposed BIoMT architecture,
especially for the signing of medical records and patient medical data.

Let us start with the general analysis of the Elliptic Curve (EC) technique. According
to [48], the Elliptic Curve method consists of the following steps:

1. Let GF(f) be a prime field.

2. Thenlets, t € GF(f) be constant such that 4s® + 27t =£ 0.

3. AnEC E(s, t), over GF(f), is considered the set of points (x, y) € GF(f) which fulfil
Equation (1), called the “short Weierstrass form” [49]:

P=x>+Sx+T D)

where S and T are constant.

Furthermore, it is well known that if G is a group, then the Elliptic Curve Discrete
Logarithm Problem (ECDLP) is used to find the integer a for group elements S and T in
such a way that T = aS [50].

There is a constant need to search for faster and more computationally efficient crypto-
graphic algorithms, of which ECDSA [43—45] is one. ECDSA was invented in 1992 by Scott
Vanstone [43]. As an ANSI standard, it was released in 1999.

The proposed use of ECDSA for signing the medical records (kept in the block in the
blockchain) consists of the following steps:

1.  Generation of the Key:

(a) the required chosen EC is well defined over a finite field F, with the character-
istic ¢, and with a base point G € E.(s, f) with an order of #;

(b) select a random integer h such that1 <h <n —1;

(c) compute T = h x G and finally, the public key pair is (T, h).

(d)  the public key pair is (T, h).

2. Generation of the Signature (let m be medical records to be signed):

(a) select an integer kin suchaway that1 <k <n —1,
(b) compute k x G = (x1, y1),
(c) compute r = x1 mod n:
if r = 0 then select new k.
(d) compute k — 1 mod n and e = h(m).
(e) compute s = p—1(e + kr):
if s = 0 then go to step (2a).
63) pair (r, s) is the generated signature for the medical records m.
3. Verification of the signature (7, 5) of medical records m signed by verifier V:
(a) verify (by V) whetherr,s e [1,n — 1],
(b) compute ¢ = h(m) and s,
(c) compute 1 = es~! mod nand v = s~ mod 7,
(d) compute w = (xp, i) = uG + vT:
if w = 0 then stop
else compute ¢ = x, mod n.

The signature is valid only if t = r. Proof of the verification process is in Equation (2):
kG =5 +k)Gmodn=s"'eG+s G mod n = uG + vQ mod n 2)

Therefore, uG + vT = kG and so t = r, which is requisite.

Finally, it is a well-known fact that the cryptographic security of Public Key Cryp-
tography (PKC) based on EC relies on an intractable mathematical problem known as
the Discrete Logarithm Problem (DLP) [43,48,51]. Because the EC does not have a sub-
exponential-time algorithm to solve ECDLP [43-45], ECDSA can be used to encrypt and
sign the data from the IoMT devices before adding it to the blockchain.
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There are several threats to present IoMT systems [52], but BIoMT is able to solve
MITM and DOS attacks by maintaining the CIA triad or implementing special intrusion
detection and prevention systems, as proposed in [52]. Such a solution is capable of
discriminating between and automatically mitigating selected cyberattacks by applying
machine learning and software-defined networking technologies. Another e-health tech-
nique analyzed in [53] proves that using Blockchain technology in electronic health record
systems makes health care data more secure and sustainable. It is worth noting that any
BIoMT architecture ensures the utmost security and handles privacy threats by applying the
Blockchain principles mentioned in Section 2. Therefore, using the Blockchain with ECDSA
assures that, in practice, the security of patient clinical records will be able to be openly
accessed and remain tamper-free. Moreover, the BIoMT architecture using Blockchain
technology together with ECDSA will be able to meet the requirements of the CIA triad
regarding data communication in BIoMT systems.

4.3. The Experimental Verification

The proposed BIoMT architecture was implemented using the MultiChain platform [54]
and verified experimentally. In our research, the private version of the blockchain is used.
This means that access to the blocks stored in the blockchain is possible only with the
appropriate access permissions. Moreover, due to security reasons, only one blockchain is
generated (data stored in one blockchain decrease the possibility of blockchain manipula-
tion). The blockchain was created on one computer (Intel i7 processor, 16 GB RAM, 250 GB
SSD, Windows 10), and a second (with similar technical parameters) was used to access
and manage the blockchain. The selected, most important blockchain parameters used in
the implementation of the BIoMT architecture are presented in Table 2.

Table 2. Selected blockchain parameters used in the implementation of the BIoMT architecture.

Parameter

Value Meaning

Chain name

BIoMT The name of the blockchain.

The blockchain could be public or private; in the proposed approach the

Blockchain type Private blockchain should not be public, so the chosen type is private.

Chain protocol Multichain The Protqcol could be multichain or bitcoin-style; to use streams, the
multichain should be chosen.

Consensus type Proof-of-Work Type of consensus used in the blockchain.

Mining diversity

Determines how many required miners (with the permission “mine”) must
0.3 participate in the transaction confirmation (0.0 means no constraint, while 1.0
means that every miner must participate).

Mine empty rounds

If there are no new transactions, the parameter defines how many empty
10 rounds will be generated (these empty rounds have a positive impact on
building a reliable and resilient blockchain).

Number of streams

5 The number of generated streams.

The number of generated addresses (each of the streams can have several

Number of addresses 10 publishers/addresses).
Number of blocks 218 The number of generated blocks in the blockchain.
Number of transactions 10,383 The number of generated transactions kept in all blocks.

The implemented blockchain consists of 218 blocks, and more than 10k transactions.
A snapshot of 21 examples is presented in the screenshot in Figure 5. As can be seen, there
are 17 transactions (marked in blue) that refer to the medical data. Furthermore, there are
three transactions (marked in red) that are used to grant permissions. Moreover, there is an
additional transaction (marked in grey) that refers to the empty round, and thus it contains
no data.
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Figure 5. The screenshot of exemplary 21 transactions from the implemented blockchain.

The example content of one selected block is presented in Figure 6. As can be seen,
block number 208 contains as many as 14 transactions.
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Figure 6. The content of one selected block from the implemented blockchain.
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In the implemented BIoMT architecture, five streams are created, and the appropriate
numbers of publishers (addresses) for each. Selections are shown in the screenshot in

Figure 7.
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Items

Publishers

Name

Created by

Items.

Publishers
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Figure 7. Selected streams with publishers (addresses) from the implemented blockchain.

Finally, there was a need to grant adequate permission to the previously created

publishers (addresses). In our implementation we use, among other addresses:

e two addresses with permission “mine”, which are assigned to two miners responsible
for confirming transactions in the blockchain;

e seven addresses with permission “send”, which represent the patient’s IoMT devices;
one address for one patient’s device (e.g., smartphone) with access to the blockchain;

e  two addresses with permission “send”, which represent the hospital patient monitor-
ing system;

[ ]

one address with permission “connect”, which represents the hospital diagnostic
center (this center has access to all blocks in the blockchain).

Summarizing the performed experimental verification of the proposed BIoMT archi-

tecture, the implementation of blockchain works properly and effectively thanks to the use
of the MultiChain platform and specially dedicated scripts created by the authors.

4.4. Performance Evaluation

To estimate the performance of the implemented BIoMT architecture, additional

research was undertaken. Three selected types of blockchain transactions were chosen,
which correspond to typical medical data stored on the blockchain in BIOMT architecture:

e Transaction with data stored in text form. This is a typical transaction to keep infor-
mation about the patient personal data or simple test results, such as heart rate and
pressure measurements. In the research, we use a CSV file that collects data from the
National Lung Screening Trial [55].

e  Transaction with data stored in PDF format. This kind of transaction is most often used

for storing data from various patient examinations such as blood tests and urine tests.
These files also contain small pictures such as the company’s logo. Moreover, most
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often there is also a need for digital signing of the document, and the PDF format is
effective for this purpose. In the research, a signed PDF file was used, which contained
example outcomes of the patient’s blood test.

e  Transaction with data stored in graphical format. This type of transaction is often used
for storing, for example, x-ray or computed tomography photos, as well as magnetic
resonance images or electrocardiograms. In the research, we used an example x-ray
image of the patient’s chest (the resolution of the image was 2048 x 2048 pixels).

Subsequently, 101 transactions for each type were created. Note that, before storing
data in the blockchain, there was a need to convert the files to binary tables. Next, based on
the obtained results, the time of creating one transaction was estimated. The estimation was
made using the arithmetic mean and the median; the latter is more resistant to erroneous
measurements that differ significantly from typical values. The performance evaluation
results are presented in Table 3, and the script in Java for this performance evaluation is
presented in Appendix A.

Table 3. The performance evaluation results of the selected BIoMT transactions.

Parameter

. . Transactions with . .
Transactions with Signed Mixed (Text and Transactions with

Text Data Graphics) Data JPG Data
File format to store data Csv PDF JPG
The size of the file 1,392,133 bytes 516,510 bytes 342,303 bytes
Number of generated transactions 101 101 101
Total time of all generated transactions 21.7924 s 10.5303 s 6.5877 s
ggfgﬁéﬁ mean of 1 transaction 021585 01043 s 0.0652 s
Median of 1 transaction generation time 0.2046 s 0.0906 s 0.0606 s
Number of used bl.ocks used to store all 18 7 5
generated transactions
The average number of transactions per block 5.61 14.43 20.20

4.5. Discussion of the Obtained Results

Here we discuss the obtained results. As mentioned in Section 4.3, the practical
implementation of the proposed solution was performed with the use of the MultiChain
platform. Moreover, a performance evaluation regarding the creation of selected types of
blockchain transactions was conducted and is presented in Section 4.4. The obtained results
show the great potential of the proposed approach, and the wide selection of potential
applications ranging from healthcare and related industries (such as the biomedical or
paramedical industries), to the existing and new areas of [oMT and IoT systems (such as
the wireless body field, the automotive industry, and the wide range of smart systems that
are present in our daily life, e.g., smart homes, smart buildings, and smart cities).

Of course, the proposed approach has several limitations. First, it should be noted that
the implementation results were obtained in a laboratory environment rather than in real
conditions; thus, not all potential limitations were considered in the research. Moreover,
several popular cyberattacks (e.g., tampering, sniffing, unauthorized access, MITM, DDoS,
and ransomware [56]) have not been analyzed and tested on the proposed solution.

Furthermore, the implemented blockchain is rather small—it contains “only” 10
thousand transactions (e.g., in the Bitcoin blockchain, from 3.3 to 7 new transactions are
created every second, which results in over 10 million new transactions per month [57]).
Nonetheless, even such a small size of the blockchain allowed for experimental verification
of the proposed approach and the evaluation of its usefulness. The validation of the
implemented BIoMT architecture included a manual analysis of several dozen randomly
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selected transactions and blocks. All analyzed blocks and transactions turned out to be
correctly generated. Moreover, during the performance evaluation, a comparison of the
original PDF file with the one downloaded from the blockchain was performed. The
signature verification for both files was also successful.

Finally, the used implementation platform (MultiChain) has also several limitations,
such as limiting the size of stored data in one blockchain transaction to 2 MB. If there is
a need to store larger data, off-chain technology must be used, e.g., external databases or
distributed storage systems such as Interplanetary File System (IPFS) technology [58].

To summarize the above, it should be noted that the performed experiments confirmed
the advantages of applying Blockchain technology to the IoMT systems. Moreover, the
presented blockchain structure can be treated as a template, which may be adapted and
adjusted to the real solutions based on the real requirements (which often result from the
unique and specific requirements of a given hospital or other medical institution).

5. Conclusions

In this paper, a novel BIoMT architecture is proposed. The advantages of Blockchain
technology in IoMT architectures are also analyzed and discussed. The presented BloMT
architecture can be used to address problems occurring in current cloud-based IoMT
solutions. Decentralized BIoMT architecture may be a response to the problem of failure of
the main server or other single-point failures. Moreover, the trust and secure Blockchain
technology makes the BIoMT architecture tamper-proof, and the presented PoW consensus
mechanism increases the security level of patients’ clinical records and enables tamper-free
open access to all nodes in the BloMT network.

The proposed Blockchain-based IoMT architecture can be applied to other areas of
IoMT, for example, smart hospitals, nursing homes, and allied industries such as biomedical
or paramedical industries, in addition to new and existing areas of IoT such as wearable
sensors, thew automotive industry, or smart systems.

It seems that ECDSA is now one of the most prominent solutions for use in cryp-
tocurrencies and Blockchain-based architectures. It is well known that the cryptographic
security of PKC based on EC depends on an intractable mathematical problem called DLP.
However, EC does not have a sub-exponential-time algorithm to solve ECDLP. As a result,
the security of the BIoMT is stronger than that of the normal cloud-based IoMT architecture.
Only the backdoors in EC are a major problem; thus, in the near future, a research direction
may be solving this issue and making ECDSA more efficient and secure. Moreover, in the
proposed approach, the latter security stage can be enhanced with new variants of ECDSA.

Another limitation of the proposed approach may be the lack of a “prize” for the
completed PoW. This solution can be observed in cryptocurrency architectures. Without a
“prize”, the number of nodes that want to make the PoW may be insufficient to ensure a
high level of security of the BloMT network. Therefore, the author’s research is focused on
the use of TTP, where one of the selected nodes (e.g., a hospital) can play the role of TTP,
especially since the data from the BIoMT network will contain medical records and will
mostly be processed by devices and real-time hospital systems.

The proposed solution was implemented with the use of the MultiChain platform and
experimentally verified. The created blockchain consists of 10k blocks; however, even with
such a large number of blocks, the network functioned properly and efficiently. Future work
of the authors will focus on the implementation of the blockchain with forks, Although this
approach id rarely used, in the authors’ opinion, it can be an interesting solution for some
issues encountered in Blockchain implementations.
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Appendix A

The appendix contains a script in Java language that was used in performance evalua-
tion, as described in detail in Section 4.4. The script is responsible for the creation of 101
transactions for each type (one type stores data in a text form, the second in PDF format,
and the last in graphical JPG format).

package ykarav.multichain;

import ykarav.multichain.chain.Chain;

import ykarav.multichain.chain.Method;

import ykarav.multichain.chain.MultichainService;
import java.io.*;

import java.nio.file.Files;

import java.nio.file.Paths;

import java.util. ArrayList;

import java.util.Collections;

import java.util. List;

public class TestApp extends Thread {
public static void (String[] args) throws IOException {

//Contfiguration that we can connect to Blockchain
Chain chain0 = Chain.initialize(“192.168.96.106”, 7762, “multichainrpc”,
“17Qm7UAe AbHWP]cYTUP{QPjC7c6QfKmsC1ApSVvowhBq”, “BloMT");
MultichainService chainService = MultichainService.setChain(chain0);

/ /From this address we send transactions
String adressl = “1YpnjLhP7yyYcakjRJmhjfCVLsFXDQb3buLsNp”;

/ /Declare parameters as params
List<Object> params = null;

params = new ArrayList<Object>();

/ /Fill key list with data
Object stream = new String(“HPMS”);
ArrayList keys = new ArrayList();
int block_type = 2;
keys.add(“block_type = “ + block_type);
String data_provider = “HPMS”;
keys.add(“data_provider = “ + data_provider);
int data_reliability = 1;
keys.add(“data_reliability = “ + data_reliability);
int patient_ID = 1582;
keys.add(“patient_ID = “ + patient_ID);
Object options = new String();

/ /Files used in tests
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String medicalFile132mb = “C:\ \ Users\ \ k.kozdroj\ \ Desktop\ \nlst_test.csv”;
String pdfWithQSignature = “C:\ \ Users\ \ k.kozdroj\ \ Downloads\ \blood_test.pdf”;
String rtg = “C:\ \Users) \ k.kozdroj\ \Downloads\ \radiology_test.jpg”;

/ /Convert the file to a binary table
byte[] bytes = Files.read AlIBytes(Paths.get(rtg));

/ /Declare a new List for all transactions
ArrayList<Double> allTransaction = new ArrayList<Double>();

/ /Fill params with all necessary parameters
Collections.addAll(params,adress1, stream, keys,bin2hex(bytes));

/ /Get start time
long startTime = System.nanoTime();

/ /Declare loop for all transactions
for(int counter = 0 ;counter <= 100; counter++)
{
long beforeTransaction = System.nanoTime();
String jsonInString = chainService.apiCall(params, Method.PUBLISH_FROM,
chain0.getChainName());

/ /Convert time to seconds
double currentTime = (double) (System.nanoTime() - beforeTransaction)/1_000_000_000;

//Add each transaction time to the List
allTransaction.add(currentTime);

}

//Calculate the time of all transactions and print lists of each time transaction and full time
long estimatedTime = System.nanoTime() - startTime;
System.out.println(allTransaction);
System.out.println(estimatedTime);
double elapsedTimeInSecond = (double) estimatedTime/1_000_000_000;
System.out.println(elapsed TimeInSecond + “ seconds”);

}

/ /This method convert binary table to hexadecimal format
public static String (byte[] arr) {
StringBuffer sb = new StringBuffer();

for (inti=0;1i<arrlength; i++) {
String str = Integer.toHexString((int) arr[i]);
if (strlength() == 2)
sb.append(str);
if (strlength() < 2) {
sb.append(“0”);
sb.append(str);
}
if (strlength() > 2)
sb.append(str.substring(str.length() - 2));
}
return sb.toString();
}
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