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Abstract: Blockchain is one of the leading data transfer technologies that eliminate the need for
centralized management through consensus algorithms. This article describes the consensus algo-
rithms, their benefits, and their applications within a micropayment system in the financial sector.
Preliminary studies have shown that the performance of distributed databases largely depends on the
chosen consensus algorithm. The main task of the study is to create a mathematical model to assess
their performance. The most popular crypto projects and the consensus algorithms are analyzed to
determine their performance. The obtained model was tested by calculating the parameters of the
distributed register based on the directed acyclic graph algorithm and calculating the parameters of
other algorithms used. The result is a mathematical model for evaluating the parametric characteris-
tics of the work of consensus algorithms with the choice of the most priority one for implementation
in the financial sector. The analysis focuses on the mathematical steps taken by each consensus
algorithm. The data obtained using the developed mathematical model demonstrates that PoW,
PoS, and DAG algorithms depend on various resources, such as computing power, the number of
connected nodes, and the speed of receiving transactions.

Keywords: blockchain; consensus protocol; security; throughput capacity; distributed ledger (reg-
istry) technology; Proof of Work algorithm (PoW); Proof of Stake algorithm (PoS); Directed Acyclic
Graph (DAG) system

1. Introduction

The active use of an electronic computer has led to the creation and development of
radically new and innovative technologies, such as Distributed Ledger (Registry) Technol-
ogy, aimed at digitalization and decentralizing monetary relations in society [1].

The key direction of the technology is the economic sector; because of this technology,
it is possible to eliminate all problems and limitations inherent in the methods of storing,
accounting, and transmitting information currently used in the economy.

The investigation is relevant because the distributed ledger (registry) has become an
integral part of decentralized applications that are actively used in many areas of industry
and cryptocurrencies [2].

This technology is the basis for building any modern cryptocurrency, and it underlies
the creation of distributed ledgers, smart contracts, and software for IoT devices. Further-
more, due to the technological potential of the distributed ledger technology;, it is possible
to get rid of intermediaries and third parties who provide financial services to the end
consumer to ensure the comfortable and safe interaction of participants in the economic
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sphere of activity. Therefore, research on the implementation of distributed ledger systems
is relevant [3].

In recent years, blockchain’s dispersion (variance), irreversibility, and traceability [4]
have caused growing concern. Consequently, many enterprises, governments, and scientific
institutions have used blockchain-based applications in various fields, such as smart
contracts [5,6], the Internet of things [7,8], and security services [9,10]. As a component
in the development of software systems, blockchain can offer communication services,
data storage, intellectual data analysis (data mining), and computing services. UBaa$S (the
single blockchain platform as the service platform) [8], proposed by Microsoft and IBM [11],
has arisen based on the idea of service-oriented computational paradigms. In accordance
with the BaaS paradigms, blockchain-based applications can be created by calling multiple
blockchain services over the Internet. Developers (users) can quickly check and test their
models and concepts within the framework of BaaS [12].

Blockchain provides decentralized, transparent, and secure systems. The distributed
ledger (registry) technology fixes and records the performing transactions and protects
them using cryptographic methods. All transactions are written in blocks, which are
connected via hashes [13].

Blockchain has become a possible solution to the long-standing problem of user trust.
The appearance of the well-known cryptocurrency Bitcoin provided such architecture that
allows the user to trust the decentralized system instead of trusting the third side. Working
in the peer-to-peer network, the user keeps his records in the transaction book. This helps
to avoid any centralized system. The whole process is carried out on the basis (framework)
of consensus. The ledger is commonly shared by several organizations, which allows
everyone to view it. No user can control it. It is a distributed and cryptographically secured
database that keeps accounts (records) of every transaction from the very beginning.

Below are the main features of blockchain technology.

1. Decentralized computing: the blockchain consists of distributed ledgers supported
by peer-to-peer networks [14]. Blockchain eliminates the role of the central entity
(subject) by using the consensus protocol to verify the transactions [15].

2. Distributed transaction ledger: the shared ledger is applied to store transactions [16,17].
A copy of this book is stored on each node of a blockchain network. Furthermore,
these copies of the ledger are synchronized by timely replication [18].

3. Transparency: the blockchain stores each transaction in the block. In addition, it is
available to all participants of the network for verification [19].

4. Security: each block is added to the chain after verification. Each block also contains
the hash of the previous block [20]. It is computationally impossible to delete or
update any block because this requires recalculating all previous block hashes.

5. Fault-tolerant network: the blockchain has a peer-to-peer network of nodes. All
mining nodes process the transactions in parallel [21]. Therefore, the blockchain will
continue to operate even if some nodes cannot function.

The blockchain network has several key characteristics—consensus, where all partici-
pants must agree with the transaction validity to be permissible.

e  Origin of the money asset: all participants know where the money asset came from
and how its ownership has changed over time.

e  Immutability: no participant can interfere with a transaction after it has been recorded
in the blockchain [22,23]. If there is an error in the transaction, then a new transaction
must be used to correct this error, after which both are visible [24]. An error in the
transaction means that it either failed or was rejected by the miners.

e  Finality is a single shared network that provides one place to determine ownership of
the money asset or to complete the transaction.

A smart contract is a computer program that supports the transfer of money or
something of value. If a specific policy is followed, these programs are launched auto-
matically. Each smart contract contains a contract address, predefined functions, and
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private storage [25]. A decentralized open-source platform that executes smart contracts
is Ethereum [26].

The purpose of this work is to substantiate the applicability of the distributed ledger
(registry) technology in the field of finance mathematically.

2. Materials and Methods

The protocol and the consensus algorithm are responsible for organizing the work of
the distributed ledger (registry) system. The protocol is the rules of the distributed ledger
operation, according to which the network nodes interact, transmit the data, and confirm
data entry. A consensus algorithm is a mechanism for reaching an agreement on the current
state of data, which exercises the control and monitoring compliance with the protocol
rules and the reliability of the data entered.

In other words, the consensus mechanism is responsible for ensuring that all nodes of
the distributed network confirm the introduction of new data into it. This is how consensus
supports the integrity and security of the network [27].

Most cryptocurrencies are based on two main mechanisms for achieving consensus—
“Proof-of-Work” (PoW) and “Proof-of-Stake” (PoS), as shown in Figure 1. Bitcoin is the first
project with high market value (about USD 47,000 per coin) developed on the “Proof-of-
Work” mechanism. This is a classic consensus mechanism in distributed ledger technology.
The “Proof-of-Stake” algorithm is used to solve the problem of PoW restriction and is
the basis of various blockchain systems, such as Nxt, Lisk, EOS, and Cardano. In world
practice, both of these mechanisms are often used for building distributed financial systems.
However, they have serious disadvantages (low scalability, low transaction processing
speed, high-energy consumption, and too-large amounts of stored data).

B PoW

B PoW+PoS
DPoS
PoS

H BF

B DAG
W Other

Figure 1. Percentage distribution of the most popular consensus algorithms.

It is the consensus algorithm that determines the main parametric characteristics of the
distributed ledger (registry). These include the data processing speed, scalability, security,
and volume of stored registry data, as shown in Table 1 [28].

Various permissions and roles can be assigned to the system nodes, such as:

User (device, legal entity, or individual who has the right to make changes to the ledger);
Miner (node to which the right to update the registry is delegated);

Intermediary (communication between the system and external participants);
Manager, developer (organizes the work of the system, regulates disputable situations).

In the case of central node absence that has authority to update the ledger (or registry),
the nodes confirming the data correctness reach the consensus regarding the general state
of a distributed ledger. Reaching the consensus consists of two main stages:

e  Verification, during which every identifying node controls and checks the correctness
of changes made to the ledger (registry);

e Reaching consensus on updating information in the register and approving changes
(mechanisms or algorithms that do not allow conflicts to arise in the registry are used).
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Table 1. Comparative characteristics of consensus algorithms.

Cryptocurrency Consensus TPZ!}?;?;:;;’ ns Block Size, MB COI,}?;I:TZIOH Occuplect;iBVolume,

Bitcoin PoW 7 1 600 346

Ethereum PoW 25 1 12 237

Bitcoin Cash PoW 100 32 600 164
Cardano PoS 200 - - 8

EOS PoS 4000 - 0.5 8 GB RAM

Peercoin PoS 8 1 510 -
I0TA DAG 1000 - - -
NANO DAG 7000 - ~10 -
Hashgraph DAG 10,000+ - 4 -

2.1. The “Proof-of-Work” Consensus Algorithm

The “Proof-of-Work” is the consensus algorithm, which was first used in the work
of the Bitcoin cryptocurrency. In 2004, Hal Finney proposed the idea of using the PoW
mechanism for electronic currencies. In 2008, this algorithm formed the basis of the Bitcoin
cryptocurrency. Later, the algorithm was used to create such new cryptocurrencies as
Litecoin, Bitcoin Cash, Bitcoin Gold, Dash, Dogecoin, Monero, and Zcash, and others.

The essence of this mechanism is as follows: the nodes of a distributed network must
solve complex mathematical problems in order to confirm transactions. The node that
finds the solution first receives the corresponding reward—crypto coins. The complexity of
mining allows protection of the network from possible threats in the form of DDoS attacks,
51% attacks, and other attacks. If solving mathematical problems was easy, attackers could
easily hack the network.

The “Proof-of-Work” algorithm was a breakthrough for its time and allowed the
first cryptocurrencies to be launched on the global financial market. The PoW algorithm
ensures the decentralization of the network and allows the network to be made resistant to
hacking. In the case of an attack on the distributed database, the attacker must solve the
same cryptographic problem as the remaining nodes of the network, i.e., the attack will
be successful only if an attacker can significantly exceed the computing resources of the
remaining nodes.

The principle of operation of the proof mechanism is such that the following resources
support the network security:

e A computer for performing the calculations;
e  Electricity for the equipment operation.

This makes the algorithm inefficient in terms of resource consumption. To increase
their remuneration, miners are forced to participate in the so-called “arms race”, that is, to
use more and more resources for cryptocurrency mining. This makes the cost of attacking
the distributed network prohibitively high.

2.2. The "Proof-of-Stake” Consensus Algorithm (PoS)

The second most popular solution in the field of ensuring consensus was the method
of confirming ownership of stake. The essence of this algorithm is that the right to create
a new block and receive the reward is distributed randomly among all nodes that own a
specific stake (share) of the system’s asset.

The technical justification for the effectiveness of the stake confirmation mechanism is
as follows: the nodes with the most significant stake of the system’s assets have priority in
maintaining network security since they will lose the most if the reputation and value of
the cryptocurrency fall as a result of cyberattacks.

To carry out a successful cyberattack, an attacker must have a large amount of currency
at his disposal, which will be costly if the system is popular enough.

There is no mining process in the stake confirmation algorithm. Instead of solving
complex cryptographic problems, new coins are mined through a staking mechanism that
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allows adding new blocks by proving the ownership of network assets. Nodes in this
system are called validators, and their balance is called the stake. The more coins the
node has in its wallet, the more chances it has to confirm a new block and receive the
corresponding reward [29]. The stacking process can be compared to a bank deposit—
the more assets the node has at its disposal, the higher the reward. For users, this is an
opportunity to earn passive income.

However, stacking also requires expenses. To confirm the deposit of the block and
receive the reward, one must have the minimum required number of coins. Also, it is
necessary to keep the equipment connected to the network, which adds to electricity cost.
The main advantages of the stake confirmation algorithm:

Power consumption is lower in comparison with the confirmation mechanism;
There is no special equipment;

High speed and scalability in relation to the work confirmation mechanism (for
example, the speed of the EOS network is 4000 transactions per second, TPS);

Low commissions;

Participation in the further development of the project.

The main disadvantage of the “Proof-of-Stake” confirmation algorithm is the threat
of centralization. The users with the most coins will eventually control most of the network.
Therefore, new versions of the stake confirmation algorithm are being developed actively.
Delegated “Proof-of-Stake” (delegated proof of ownership shares, DPoS) is a kind of stake
ownership algorithm. The algorithm of delegated proof of stakes is an alternative to PoW
and PoS mechanisms; its idea is to deprive validators of the probability of the system
centralization. Among the well-known distributed ledgers (registries) based on the DPoS
algorithm are EOS, Steemit id, and Tezos.

The main difference between DPoS and PoS algorithms is that in the delegated algo-
rithm, coin holders transfer their right to confirm the transaction and the right to receive
the reward, that is, they delegate their rights to a predetermined validator. Any node of
the system can become the delegate. However, the holders can withdraw their vote back
at any time—this method allows avoiding excessive centralization and the seizure of the
network by unscrupulous participants.

Delegates are united into groups (pools) that have the right to change some system
parameters, such as the average time of new block minings, size, etc. However, delegates
are unable to cancel transactions or conduct false transactions.

The main advantages of the delegated stake ownership algorithm are high speed and
greater scaling. In addition, the system has significantly fewer nodes than in PoW or PoS
algorithms, which allows faster creation of new blocks.

Disadvantages of the algorithm: the threat of centralization with a small number
of system participants and the threat of DDoS cyberattacks and dishonest behavior of
delegates, which can cause system failures.

The “Proof-of-Importance” algorithm is another variation of the stake confirmation
mechanism. In the “Proof-of-Importance” algorithm, the number of crypto coins is impor-
tant, as are the user’s activity, the number of transactions made, and the time of working
spent in the system. The higher the activity of the node, the higher its reputation in the
community, and, accordingly, the higher the income from owning coins. Due to this, users
actively use coins rather than just storing them in wallets.

The “Leased Proof-of-Stake” (LPoS) algorithm is an alternative solution based on the
“Proof-of-Stake” algorithm explicitly developed for the “Waves” cryptocurrency.

The mechanism of leased proof of ownership is designed to solve the problem of
“property qualification” in the classical PoS algorithm. The users with insufficient balance
cannot participate in the process of confirming blocks and earning the new assets, which
leads to centralization.

Within the framework of this algorithm, any node of the system can transfer its coins
to the validator, obtaining the stake of the profit received in exchange. Crypto coins remain
in the wallet but cannot be used, transferred, or exchanged. The rental process can be



Electronics 2021, 10, 2659

6 of 15

canceled at any time. It is profitable to rent coins as a validator, since this increases their
cryptocurrency balance, along with the chance of the reward.

This algorithm allows earning crypto coins with only a small balance at your disposal
but makes the system susceptible to centralization: validators can rent so many coins that
they can take control of the system.

2.3. The Algorithm for Achieving Consensus Based on Directed Acyclic Graph

An alternative to the blockchain is the Directed Acyclic Graph (DAG). This is a directed
graph with no directed cycles, whose edges go in the same direction, and there are no
closed loops, i.e., there is no way to go back to the beginning of the same node, and no
element can be considered a child.

DAG is very similar to the linked list. An example of the directed graph structure is
demonstrated in Figure 2 [30].

Figure 2. Structure of directed acyclic graph.

In the minimal form, the DAG system has 4 components:

o

The nodes representing some device or user.

7. Directed edges; directed edge from one node to another represents a specific relation-
ship between these two nodes.

8. Root node; one of the nodes will not have parents. This is the root of DAG.

9.  Leaves or nodes without child nodes.

The operation of an acyclic graph can be represented in general form:

Network nodes exchange information according to the given protocol.

Information, for example, about the transaction, is sent to the two random nodes that
transmit them, in turn, to the two other nodes and so on, exponentially, until the
number of informed nodes is not enough to verify the transaction.

e  Nodes exchange with each other only information about transactions and not all the
information of the network, while the data is stored not in the blocks but in the hashes,
which increases the speed of the network.

e Transactions are recorded in chronological order.

The sequence of transactions is called the branch, and the longer the branch of a
transaction is verified by a person, the more weight it has. Each node knows the entire
transaction history, so to achieve consensus, they use “virtual voting”. There is no necessity
to coordinate all the nodes among themselves—each of them already has an idea of how
the other will “vote”. All nodes in the directed acyclic graph system perform the double
function: not only verification, but also a representation of the verified transaction.

The reliability of the algorithm is described mathematically as asynchronous Byzantine
Error Tolerance (ABET). This algorithm is almost impossible to crack in practice, and
influencing the network would require the consent of more than two-thirds of users.

Currently, most distributed ledger (registries) projects operate on the principle of
blockchain and have good but not sufficient performance (efficiency) indicators. Therefore,
there is a global trend to find the solutions to the main problems inherent in the blockchain,
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modernize it, or search for alternative solutions to the organization of distributed ledger
(registry) systems.

A directed acyclic graph is an excellent alternative because it absorbs all advantages
of the blockchain but without its disadvantage in the form of low transaction speed. The
more transactions that occur on the network, the faster it becomes. In addition, a directed
acyclic graph is highly scalable and takes up fewer data volumes than blockchain [31].

Additionally, the acyclic graph’s protection against quantum cyberattacks is ensured
by the system of one-time signatures, which acts as a firewall against hacking attempts
by quantum computers. The problem of scalability and large volumes of occupied data
is solved. The analysis of consensus-building algorithms typical for distributed ledgers
(registries) has shown that the PoW and PoS mechanisms have received wide mass distri-
bution and become widespread. Most of the proposed consensus mechanisms are based
on them; however, these algorithms have problems inherent in distributed ledger (registry)
technology. To assess the effectiveness of consensus algorithms proposed for implemen-
tation in the financial sector, it is necessary to analyze the most typical implementations
(crypto projects) of the PoW and PoS algorithms and the performance of a promising DAG
algorithm. Based on the analysis performed, it is necessary to select a set of formulas and,
on their basis, build a mathematical model for evaluating and comparing the parameters
and efficiency of the algorithms. The data obtained during the implementation of the
mathematical model will become the basis for creating proposals for the performance of
distributed ledger technology in the financial sector.

A mathematical model of the algorithms must be built to compare their performance
and efficiency and to make proposals for the introduction of distributed ledger (registry)
technology in the financial sphere.

3. Results and Analysis

The algorithms for achieving consensus considered in this paper differ from other
rules for building and operating and have specific positive and negative characteristics.
To identify the most suitable and effective algorithm from the ones presented earlier, it is
necessary to conduct a mathematical analysis of these algorithms. Based on the results
obtained, the most effective solution for using the distributed ledger (registry) in the
financial sphere of activity will be proposed.

For comparison, it was assumed that in the distributed system, n nodes are operating
on the base of the PoW, PoS, and DAG consensus mechanisms, where all nodes are
connected directly to a single-speed network. The transfer delay is not included in the
calculation since it is a lot less than the calculation time and the interval for the arrival of a
new transaction. In the DAG mechanism, the new transaction must approve the previous
transactions as soon as possible. Thus, any vertex that records only one transaction can be
considered a block. Therefore, the maximum number of new transactions is K = 1. The new
transaction follows the Poisson distribution, with the speed of arrival A; at node 7, and the
weight of each transaction equal to one.

In order to perform the mathematical analysis of the parametric characteristics of the
consensus algorithms and to identify the most priority algorithm for implementation in the
financial sphere, an algorithm efficiency parameter was introduced, which is determined
based on the ratio of the average time of generation of the transaction, the confirmation
delay, and the number of transactions per second:

C xTPS
F=—— 1
= M

where V is the average transaction generation time, which determines the time for which
the new block will be added to the ledger (registry); TPS is the number of transactions per
second; and C is the transaction confirmation delay.

The average time for the creation of the new block V determines the time for which
this new block will be added to the ledger (registry) and shows the block processing speed.
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The average block generation time in the PoW algorithm is defined as:
@)

D

V = —
pow 7
i=17i

where D is the target complexity; and 7; is the computing power of the node.
The average block generation time in the PoS algorithm is defined as:

D
Vios = —=———
pos ;‘1:1bi*ti

®)

where b; is the age of the asset; and ¢; is the time since the moment of the last block generation.
The average block generation time in the DAG algorithm is defined as:

1

Ve = =
&YX

4)

The confirmation delay C shows the processing speed of the transaction from the

moment of its creation (generation) to the moment of its confirmation.
The confirmation delay in the PoW algorithm is defined as:
©)

Cpow = kpow * Vpow
where kp,w is the number of blocks.
The confirmation delay in the PoS algorithm is defined as:

Cpos = kpos * Vpos, (6)

where kp,s is the number of blocks.
The confirmation delay in the DAG algorithm is defined as:

W
Cans = 775 7)

where W is the cumulative weight threshold for confirmation in the DAG; and H(t) is the

cumulative weight, which is defined as:
- 1

n
1+ Z Ai/t €
i—1 i—1
0.325¢ 1 1
H(t) = 2exp (%)t e (0,09), A > . . ®)
n n
2exp(0'3fﬂ) + Y Ai(t—tg),t € (0,00), Y A; > hl
r i=1 i=1 r

The number of transactions per second (TPS) is necessary in order to show the through-

put capacity in the distributed ledger (registry).
The TPS in the PoW algorithm is defined as:

n n K
'Zl Ai’ 'Zl Ai S Vpuw
TPSpow = = ln_ )
K A > K
Vpnw ’ i—1 ! Vpow

n
where Y} A; < % is a low load scenario; and
i=1

1=

n
Y. A; > o~ is a heavy load scenario.
=T Ypew
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The TPS in the PoS algorithm is defined as:

The TPS in the DAG algorithm is defined as:

n
TPS™8 =} A (11)
i=1

The probability of the failure p of the transaction confirmation shows with which
probability the new transaction can be rejected by the system.
The probability of the PoW confirmation failure is defined as:

1 K
0’ Z )Ll S Vpow
p pow — KZ:1 n xk (12)
1 - ;1:1 /\i*vpow’ lgl /\1 > %
The probability of the failure of the PoS confirmation is defined as:
n
0/ Z )Ll S VI:DS
p pos — =1 (13)

n
___ Kk .~ K
L= s v El Ai> v

The probability of the failure of the DAG confirmation is zero, since each incom-
ing transaction becomes a new vertex of the graph until the other nodes of the system
confirm it.

Evaluating the effectiveness of the algorithms of the PoW, PoS, and DAG mechanisms
in terms of the average time of the new block generating, confirmation delay, TPS, and
the probability of confirmation failure is the following. Suppose that distributed network
includes ten nodes (1 = 10). The detection time in the DAG algorithm is &, = 1 s (one second),
and the weight threshold for confirmation is W = 200. The weight of each transaction is
equal to 1, and thus the total weight is gradually increased by 1.

The average block creation time in PoW, PoS, and DAG is affected by computing
power, the coin’s age, and the speed of new transaction receipts, as shown in Figure 3 (7,
the step of increasing computing power).

It is clear that with the increase of resources for consensus reaching, the average time
for new block generating becomes lower. The mechanism of the PoW algorithm requires a
lot of computing power, which may be impractical for light nodes (for example, for mobile
equipment). Therefore, the PoS algorithm that has the same procedure, but does not require
high computing power, may be the best choice.

Unlike the PoW and PoS mechanisms, in the DAG, there is no miner, and the new
transaction must confirm the previous transactions in order to be confirmed in turn. Thus,
the faster the arrival speed, the less time it takes to create any new block. To solve this
problem, DAG is more suitable for a scenario in which the transactions occur frequently
(for example, in micropayments).

The average time of new block generation in the DAG algorithm is much faster than
in the PoW and PoS algorithms, but the block size in the DAG algorithm (in which the
block stores only one transaction) is much smaller than in the PoW and PoS algorithms
(where hundreds of transactions are stored in the block).
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08

06 ——Vpow

Vpos

V, seconds

—8—Vdag

0.2

Figure 3. Average time to create the new block.

It is noticeable that with an increase in computing power resources in the balance
of coins and transactions, a consensus can be achieved much faster. Due to different
requirements for conformation (the typical value in bitcoin kpow—9 in Peercoin, kpyg = 15
and W = 200 in the directed graph system), delays in the confirmation of consensus
mechanisms differ (vary) greatly, as shown in Figure 4.

=== CpowW

C, seconds

Cpos

=8=Cdag

Figure 4. The delay of algorithm confirmation.

In the DAG mechanism, a transaction is confirmed only when its total weight reaches
the threshold value W. It is noticeable that an increase in the number of incoming transac-
tions reduces the transaction confirmation delay to zero.

In order to show the impact of the network load on the network operation, the entering
speed of new transactions is gradually changed from the low load mode to the high load
mode, as shown in Figure 5.

The TPS parameter (the number of transactions per second) in the PoW and the
PoS algorithms first increases linearly to the value TPS = K/V, as they have reached the
block size limit. TPS in the DAG mechanism, on the contrary, always increases without
restrictions when new transactions arrive. The DAG-based distributed ledger (registry)
allows the application of new transactions to achieve a consensus, and its TPS, technically,
has no upper bound. However, it is worth noting that the TPS parameter in the DAG
algorithm may decrease significantly if a new transaction is slow to arrive, and in some
extreme conditions, a consensus may not even be achieved.
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For the mechanisms of operating the PoW and the PoS algorithms, the increase in the
speed of new transaction arrivals overloads the network, giving rise to the probability of
failure. Due to this, the node may discard the new transaction.

1200
1000
800

TPS

600
400
200

0
0O 10 20 30 40 50 60 70 80 90 100

A

=0=TPSpow TPSpos ==@=TPSdag

Figure 5. The comparison of the TPS parameter for different algorithms.

In the DAG mechanism, this probability of failure is absent, since any new transac-
tion will be the vertex in the DAG until other nodes confirm it, and the failure cannot be
caused by restrictions on the size of the block and the queue. Therefore, the correspond-
ing probability of confirmation failure in the DAG remains zero at all times, as shown
in Figure 6.

o 04 Ppow
Ppos

—8—Pdag

Ad

Figure 6. The probability of the transaction confirmation failure.

The cumulative distribution function of the directed graph increases the fastest; the
reason being that the DAG algorithm allows the new transaction to join the distributed
network at the time of its creation. The cumulative function of the PoW mechanism during
the first second is higher than that of the PoS algorithm, but when the time is more than
1s, the cumulative function of the PoS algorithm becomes higher than that of the PoW
algorithm. This occurs because the age of the coin increases over time, and the probability
of calculating the value for the hash operation increases with it, as shown in Figure 7.

Based on the calculations performed, and in accordance with Formula (1), the graph of
the algorithms’ operating efficiency dependence on the various parameters was constructed.
The graph shows that with 10 nodes connected to the system, the work efficiency of the
PoW and PoS algorithms increases linearly to a certain level, and then remains there. This
is due to the dependence of the system on the size of the blocks and node resources. The
efficiency of the DAG mechanism’s operating continues to increase without restrictions,
since this algorithm does not consume a large number of resources and depends only on
the number of nodes connected to the system.



Electronics 2021, 10, 2659

12 of 15

0.8

0.6

CDF

0.4

0.2

—8—(DFpow (DFpos =@=CDFdag

Figure 7. Cumulative distribution function.

To show the impact of nodes on algorithm work efficiency, calculations were per-
formed for 5 and 25 nodes connected to the distributed ledger (registry) based on the PoW,
PoS, and DAG algorithms. It is evident that even with a small number of connected nodes,
the efficiency of the DAG algorithm continues to grow, while the PoW and PoS algorithms
have reached their limit and remain at the same level, as shown in Figure 8.
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Figure 8. Efficiency of the work of algorithms operating at 5, 10, and 15 nodes.

Based on the obtained results of the constructed mathematical model, it can be con-
cluded that the operating of the PoW, PoS, and DAG algorithms depends on various
resources, including the computing power, the number of connected nodes, and the enter-
ing (receiving) speed of the transaction. The efficiency of the DAG algorithm work depends
only on the presence of the connected nodes in the system; even at their small number, the
system remains operational at a high level, while the PoW and PoS algorithms are limited
by block sizes and the computing power of nodes. The overall efficiency of the algorithms
is presented in Table 2.

It must be clarified that PoW and PoS are mechanisms based on competition, and
DAG is a mechanism focused on accumulation. The PoW and PoS algorithms have similar
tendencies because they both use the hash algorithm to perform the consensus process.
On the contrary, the DAG algorithm motivates new transactions to confirm previous ones,
rather than using heavy hash calculations.
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Table 2. Overall efficiency of algorithms.

n, Nodes Parameter PoW PoS DAG
Average time of block generation, s 0.2 0.5 0.004
Delay of confirmation, s 1.8 75 0.99
5 nodes TPS (Number of transactions per second) 127.5 223 250
Effectivity, tr/s 0.1 3.3 20
Average time of block generation, s 0.1 0.11 0.01
Delay of confirmation, s 0.9 1.7 0.22
10 nodes TPS (Number of transactions per second) 255 784 1000 +
Effectivity, tr/s 0.3 12 20
Average time of block generation, s 0.04 0.017 0.0016
Delay of confirmation, s 0.36 0.25 0.03
25 nodes TPS (Number of transactions per second) 765 1960 6000
Effectivity, tr/s 6.9 28 124

4. Discussion

The authors presented the results of their research with the involvement of major
domestic and foreign specialists in the field of distributed ledger (registry) technology.

Practical implementation of research results can lead to the analysis and evaluation
of this technological application in the field of finance. Today, decentralized computing
systems and data exchange are very popular in various fields.

This article explains the consensus algorithms associated with blockchain and their
advantages and applications within the micropayment system in the financial sector.

In addition, the article analyzes the usefulness of the application of blockchain tech-
nology and provides a brief overview of various protocols (consensus algorithms), along
with the advantages and disadvantages of their usage. The consensus methods considered
in other scientific papers allow for the analysis of the work of blockchain technology, i.e.,
an ecosystem is being created in which security is initiated within the framework of this
technology, when cryptocurrencies, such as bitcoin, are distributed to other blockchains.
This type of mining is represented in consensus algorithms, where the current state of
the blockchain is presented to another blockchain. In this direction, publication materials
about the current state of the blockchain appear periodically.

The results of studies from other scientific groups confirm the conclusions obtained in
the course of this study. Thus, in [32], it is indicated that an ideal consensus algorithm is still
unattainable since almost all algorithms, in one way or another, have significant drawbacks
in terms of their safety and performance. However, other distributed accounting systems
do not rely on any structure similar to blockchain. Instead, they use different structures to
represent their respective ledgers. Examples of two such well-known blockchain systems
are JoTA (IOTA, 2019) and NANO (Nano, 2019). Both of these distributed ledgers are DAG-
based. The two systems have received considerable attention due to their commission-free
structure and fast transaction rates.

Having considered the material described earlier within the framework of this study,
a mathematical model was built that proves the possibility of an application and evaluation
of the PoW, PoS, and DAG consensus algorithms in the field of finance. The DAG algorithm
is defined as ideal for micropayment systems because it has “almost zero” commissions.

5. Conclusions and Future Work

This paper proposed an effective and applicable consensus algorithm and showed
that the DAG algorithm is ideal for the micropayment system because it has “almost
zero” commissions. Due to its architecture and the absence of miners in the network, the
DAG-based network users will be able to send transactions with minimal or no commis-
sions at all. Users serve the network themselves every time they send a new transaction.
Therefore, there are usually no miners and “master nodes” in the DAG algorithm. Still,
participants must determine the order of all records because, without an exact order, a
“double spending” cyberattack is still possible. The presence of these participants and
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the process of transaction validation (confirmation) on the user’s side together form the
consensus algorithm for records in the DAG networks.

In addition, in the PoW and PoS algorithms, single-chain architecture is necessary to
prevent branching, thus limiting the corresponding productivity. The confirmation delay
can be as long as 60 min (or 7 TPS) in Bitcoin and 3 min (or 20 to 30 TPS) in PeerCoin,
which is excessively long. Due to the multi-chain architecture, the new transaction can be
inserted into the DAG-chain with the maximum possible speed. Technically, there is no
upper bound on TPS.

The article implements several scenarios for the PoW, PoS, and DAG consensus
mechanisms, where all nodes are connected directly to the single-speed network. The
transfer delay is not taken into account since it is much less than the computing time and
the interval of the new transaction’s arrival. In the DAG mechanism, the new transaction
must confirm (approve) the previous transactions as soon as possible. Thus, any vertex can
be considered a block that records only one transaction.

The authors have investigated the influence of each factor separately when conducting
the mathematical analysis with parametric characteristics of the operation of consensus
algorithms and have identified the most priority algorithm for its implementation in the
financial sphere—the Directed Acyclic Graph (DAG) algorithm.
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