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Abstract: This paper proposes a hybrid beamforming design algorithm for a multi-user physical
layer security modulation technique. The hybrid beamforming scheme is used in the base station to
generate multi-beams according to the direction angle of the target users. The base station first uses a
secure analog beamforming scheme to generate analog beams in multiple desired directions, then
uses minimum mean square error (MMSE) to design the digital beamforming matrix to eliminate
inter-beam interference. Due to randomly selecting a subset of antennas to transmit signals at the
symbol rate, the base station transmits the defined constellation to the target users and projects the
randomized constellation in the other angles. In addition, the superposition of signals is affected by a
randomly selected antennas subset, resulting in higher sidelobe energy. However, due to the integer
optimization target, the optimization problem of antenna subsets is non-trivial. Therefore, this paper
proposes a cross-entropy iteration method to choose the optimal antenna combination to reduce the
sidelobe energy. The simulation shows that the proposed method in this paper has about 10 dB lower
sidelobe energy than the random selection method. Besides, the eavesdropper’s symbol error rate of
QPsK is always 0.75, while the multi-target users meet the quality of service requirements.

Keywords: secure communication; hybrid beamforming; physical layer security modulation technique

1. Introduction

With the explosive growth of the commercial communication services, such as virtual
reality and vision-based sensors [1-6], it is required to support a large number of low-
latency and high-speed interconnection devices in 6G communication networks, which
is difficult to achieve in low frequency bands. Therefore, millimeter wave (mmWave)
band has become a natural choice to implement the high data rate transmission [7-10].
In addition, due to the high speed and frequent information exchange, each connected
device also faces the problem of secure communication [11]. The source encryption and
decryption is mainly adopted by the existing secure communication solutions, which
has high complexity and huge resource consumption, resulting in a waste of resources
in the entire system. The physical layer security (PLS) transmission technology uses the
randomness of the wireless channel to achieve better secure transmission with low resource
occupation [12-15].

The beamforming design for physical layer security communication has been studied
by some literature, recently. Specifically, W. Zhang et al. have proposed an artificial-noise-
aided optimal beamforming scheme to minimize the transmit power at the base station,
while meeting the minimum secrecy rate requirements of all secret messages [16]. The
beamforming design scheme of optimal power allocation between the information-bearing
signal and the artificial noise signal is introduced in [17] to enhance the physical layer
security. J. Song et al. have proposed a beamforming scheme to maximizes the secrecy rate
of the desired user to enhance the physical layer security in dual-polarized millimeter wave
systems [18]. A transmit zero forcing beamforming technique and the optimum power
allocation algorithms have been studied in [19] to improve the physical layer security for

Electronics 2021, 10, 2635. https:/ /doi.org/10.3390/ electronics10212635 https:/ /www.mdpi.com/journal/electronics


https://www.mdpi.com/journal/electronics
https://www.mdpi.com
https://orcid.org/0000-0002-6605-826X
https://orcid.org/0000-0001-5140-0803
https://doi.org/10.3390/electronics10212635
https://doi.org/10.3390/electronics10212635
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://doi.org/10.3390/electronics10212635
https://www.mdpi.com/journal/electronics
https://www.mdpi.com/article/10.3390/electronics10212635?type=check_update&version=1

Electronics 2021, 10, 2635

20f 17

multiple-input multiple-output non-orthogonal multiple access system. All the above
literature has analyzed the system secure performance such as the secrecy rate and outage
probability. In terms of the physical layer of security modulation technology, the deep
nulls can be formed in the direction of the eavesdroppers to suppress the data reception
and copying with the precise knowledge of channel state information [20]. However, the
channel state of an eavesdropper is difficult to obtain because of the non-cooperation of
eavesdroppers, so the deep null method is not practical. On the other hand, when the
channel state of an eavesdropper is unknown, the transmitter sends data in the direction of
the target user and the artificial noise in other directions [21-23]. Due to using part of the
power to transmit noise, the power of the target signal is reduced, resulting in a decrease
in the system’s energy efficiency.

Physical layer security modulation techniques, such as directional modulation, which
is shown in Table 1, transmit a defined constellation diagram in the direction of a target
user, and transmit a noise pattern in other directions, which has been extensively studied
in millimeter wave communication systems. The authors of [24] have proposed a low-
complexity directional modulation technique, which can modulate the radiation pattern
by selecting an antenna subset randomly for every symbol. The authors of [25] have intro-
duced switched phased-array transmission architecture, which consists of a conventional
phased-array followed by antennas with a switch circuit to enhance physical layer security.
Furthermore, a new scheme of optimized weight antenna subset transmission techniques
based on programmable weight phased array architecture has been proposed in [26], which
generates more artificial noise than conventional schemes in the undesired directions.
Moreover, the authors of [27] have proposed a secure transmission algorithm by varying
the transmitting weight vector at symbol rate based on the aid of polygon construction in
the complex plane.

Table 1. The comparison of physical layer modulation technology.

Ref. Method Scenario Sidelobe Suppression
[24] Antenna Subset Modulation Single User 5dB

[25] Switched Antenna Subset Modulation  Single User —

[26] Programmable Weight Single User 5.1dB

Phased-Array Transmission
[27] A Relaxed Symbol Region Transmission  Single User —
This Hybrid Directional Modulation Multi-User 10 dB

Due to the multiple transmission paths in the multi-user system, multiple security
beams need to be generated at the same time to transmit data. However, the analog arrays
used by the above mentioned secure transmission schemes can only be applied to a single
target user scenario. Besides, it is hard to realize the fully-digital processing at millimeter
wave frequencies with wide bandwidths and large antenna arrays because of the high cost
and power consumption with mixed-signal components such as high-resolution analog
to digital converters. Therefore, the hybrid beamforming scheme is adopted to service
multiple users in this paper.

To our best knowledge, we first propose the hybrid beamforming for multi-user
physical layer security modulation techniques. In addition, we also propose cross-entropy
to optimize the sidelobe energy, which makes the energy of an eavesdropper lower to
further enhance the secure performance. Our simulation results demonstrate that the
transmission structure can achieve a better multi-user physical layer security performance
with lower sidelobe energy than the traditional schemes.

This paper is organized as follows: the introduction is given in Section 1. In Section 2,
the system model is introduced. The CE-based analog beamforming scheme is given in
Section 3. The CE-based multi-user hybrid beamforming scheme is discussed in Section 4.
The simulation results are presented in Section 5. A conclusion and a summary are
presented in Section 4.
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Notation: We use the following notations throughout the paper. (-)T, (-)H and (-)~!
denote the transpose, conjugate transpose, and inverse of a matrix or vector, respectively;
We use the following variables throughout the paper, which is shown in Table 2.

Table 2. The main variables table.

Variable Description
N Number of antennas
NRrr Number of RF chains
Num Number of candidate combinations
Niter Number of iterations
N, Number of random combinations
M Number of antennas with a weight of 1
L Number of target users
k Antenna weight
« Smoothing parameter
b The weight of antennas
y The received signal of users
X The transmitted signal of users
H The channel matrix
FRrr The analog precoding matrix
Fgps The digital precoding matrix
n The noise vector

2. System Model

In this section, the multi-user hybrid millimeter wave security communication system
is introduced, which is shown in Figure 1. There is a base station Alice with multiple
target users Bob, Boby,...,.Boby and an eavesdropper Eve. The antenna subset is driven
to transmit signal to ensure that the target user receives the modulated signal correctly,
while the eavesdropper receives the noise signal at the same time. The base station is
equipped with Ngr RF chain and N transmit antennas, which can service L target users
and an eavesdropper. The system adopts the uniform linear array with the element space
of one-half of the wavelength, which is also suitable for other antenna structures, such as
uniform planar array or uniform spherical array.

{ Bobi

h Bob:

hy *BObL °l°

Figure 1. Multi-user millimeter wave security communication system.
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The received signal of L users y = [y1,1,..., ] is expressed as:

y = HFgrFppx +n, (1)

where H = [hy, hy, ... ,hL]H € CL*N is a channel matrix with hy, ¢ = 1,2, ..., L, which is
the N x 1 channel vector between target user ¢ and transmitter. Besides, Frr € CN*Ngr
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and Fgg € CNrrx<L are the analog precoding vector and digital precoding vector, and
|FrrFaa||> = p, where p is the transmission power, and:

X = [x1,x2,...,x]", )
B ; @
n=[ny,ny,... Nl

where x; = \/Ese/®M, E“xgﬂ =1,¢m = 2”7”’,171 =0,1,...,M — 11is the phase of M-PSK

signal, v/E; is the amplitude of signal, and 1y ~ CA/ (O, %) A=1,2,..L.

Without loss of generality, we assume that the channel state information of the target
user is perfectly known and the channel information of the eavesdropper is not known.
In addition, the target user and the eavesdropper are not in the same direction. We only
consider the line of sight (LOS) communication, due to the large channel attenuation of
the millimeter wave [22,28]. In order to simplify the mathematical model, we consider the
two-dimensional x-y plane model, which only recognizes the azimuth angle and does not
consider the influence of the elevation angle. The channel between transmitter and receiver
at angle 0 is:

(%) 27Tdc)f>59/ 7(@) 2mdcos 6y e](%>m H

hg(@g) = le”/ , € / A, o, {=1,..,L, (3)

’

where A is the wavelength and d is the distance between the antennas. The L channels at
angle 61,6y, ...,0r compose the channel matrix H.

The hybrid beamforming scheme is used in the base station to generate multi-beams
according to the direction angle of the target users. The base station first uses a secure
analog beamforming scheme to generate analog beams in multiple desired directions, then
uses minimum mean square error (MMSE) to design the digital beamforming matrix to
eliminate inter-beam interference.

As for the analog security beamforming scheme, the choice of antenna weight affects
the performance of secure communication. The conventional, switched, reverse and
programmable weighted phased-array transmission scheme is considered in [26] with
different antenna weights, which is shown in Table 3. The analog beamforming vector w is
denoted as the /-th column of Fgr, which is shown as follow:,

1
w= g[th(GZ)], 4)
where b = [by,by,. ..,bN}H is the weight of N antennas, b, € {k,1},n = 1,...,N, and
© represents the dot product. We assume that in the antenna weight selection, N — M

antennas are set weight k, and else 1, then S = M + (N — M)k.

Table 3. The comparison of traditional beamforming scheme and security beamforming scheme.

Conventional Switched Programmable Weight
Phased-Array Transmission Phased-Array Transmission Phased-Array Transmission
Fgp Fp Fgp
X1 —] RF X1— X1—

X;—

» | Base
L? | band

« | Base
L% | band

Base .
LY | band | MNer:

.

X, —
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The received signal can be expressed as:

Yo = h(0)wex, +ny

= p(60,b)x; +ny, ®

where p(6, b) is the scaling factor,
Z b, L’/ (79 79[) (6)

where yg = an cos 6. Different weight vectors are generated to support different antenna

subset transmlssmn techniques by choosing different values of k [26].

In the traditional analog beamforming scheme, all the elements of antenna array have
the same weight, thatis, b, = k =1, S = N at any discrete-time. The scaling factor p(6)
can be written as:

Z b, el (79 794)

) sin (N@Bz 765) ) (7)

o)

The constellation diagram of the target user is exactly the same as any other angle
users, only the power is different. In addition, Equation (7) shows that its radiation pattern
is a Sinc wave, which is shown in Figure 2. If the eavesdropper uses a large-aperture
antenna or ultra-low sensitivity receiving technology, it is possible for the eavesdropper to
recover the target user’s signal. Therefore, the traditional beamforming scheme has poor
security communication performance.

0

-20

NI
”l ﬂ Hﬂ P [\ % 7
WWW | f N\ i i

0 20 40 60 80 100 120 140 180
Transmission(degree)

Normalized Amplitude

-3

o

-4

o

Figure 2. The radiation pattern of the traditional analog beamforming scheme.

In the optimal weight antenna subset beamforming scheme, it controls the weight of the
transmitted signal through a programmable amplifier, and chooses weight 1 with probability
p, weight k with probability 1 — p, so the antenna weight b obeys the Bernoulli distribution:

1 probability(p)
b, ~ Bern(p) = {k probability (1 — p). o



Electronics 2021, 10, 2635

60of 17

According to [26], when N is large enough, the scaling factor p obeys

Gaussian distribution:
sin ( Bl (792_7"[) )
1
u(o) =

ﬁ B 7
sin ( M ) )

2 (k=1)2p(1—p)
O) = NGprra—p)*

The optimal weight antenna subset beamforming scheme maximizes the artificial
noise in the direction of an eavesdropper to optimize the weight of each antenna trans-
mission. According to [26], when k = %, the antenna subset achieves an optimal
secure performance.

The constellation diagram of a different phased-array transmission scheme in the
direction of the eavesdropper is shown as Figure 3. It can be seen from the figure that
only the traditional beamforming scheme has the same constellation diagram between
the target user and the eavesdropper, and the other schemes’ constellation diagrams of
the eavesdropper are all artificial noise because of the selection of a subset of antennas
randomly. The optimal weighted antenna subset beamforming scheme has the highest
degree of dispersion and the best physical layer security performance, which is adopted to
implement analog beamforming in this paper.

N

T T
Optimal Weight Scheme
Reverse Scheme

Switched Scheme * * .
Traditional Scheme 05
The target user received @

%% >O

-15 -10 -5 0 5 10 15 20 25

Figure 3. The constellation diagram in the direction of the eavesdropper.

3. CE-Based Analog Precoding Scheme

The above security communication beamforming schemes select appropriate antenna
combinations to create artificial noise at the eavesdropper’s direction, but the sidelobe
energy of these directions is too high. In order to reduce the signal energy received by the
eavesdropper, we use the cross-entropy iterative algorithm to select antenna combinations
with low sidelobe energy, so as to ensure that the eavesdropper receives lower signal energy
to further enhance the secure performance.

Multi-user hybrid beamforming scheme first uses analog beamforming to generate
multiple beams, and then uses MMSE methods to eliminate inter-beam interference. We
first consider the analog beamforming. We set b as antenna combination, and use a cross-
entropy iterative algorithm to choose optimal antenna combination b*:

b* = argmin(Fitness < Tg), (10)
beB
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where Fitness is the optimized objective function, T is the threshold and B is the set of
all antenna combinations. The probability density distribution function of the antenna
combination can be defined as:

HPZ )1, (11)

where N is the number of transmitting antennas, p; is the probability that the antenna
i is selected, I;(b) is the indicator function. For a given probability distribution p, the
possibility of Fitness < Tp is:

¢(Ty) = P(Fitness < Ty) = Y I(Fitness < Ty)f(b, p), (12)
beQ)

and the indicator function I;(b) is:

1 Fitness < Ty

I(Fitness < TH) = { 0 Fitness > Ty ~

(13)

In order to obtain the optimal probability density distribution function, we set g(b) as
another probability density distribution function about b, then ¢ can be written as:

I(Fitness < Ty)f(b, p)

¢(Th) =/ ) ¢(b)db
_E {I(Fitness < Tu)f(b,p) (14)
R 3(0) -

According to [29], the optimal probability density distribution function g*(b) is:

I(Fitness < Tg)f (b, p)
; :

g (b) = (15)

The purpose of the cross-entropy iterative algorithm is to minimize the KL (Kull-

back-Leibler) divergence between f (b, p) and the optimal probability density distribution
function ¢g*(b). The KL divergence can be written as:

D(g,h) =E [ln] /g ) Ing(x dx—/g x) Inh(x (16)

Since g*(b) is not related to the p, minimizing KL divergence is equivalent to solving
the following maximization problem:

max/ <*(b)Inf(b, p)db (17)
Substitute formula (15) into formula (17),

. "
max /Q I(Fitness <¢TH)f (5:P) 11 £ (b, p)b. (18)

The maximization problem can be reduced to:

1 N : n n
m}?xﬁ Z I(Fitness(™ < TH)lnf(b( ), p)
( (19)

1 bl 1—1, (b
—mpaxﬁ Z I(Fitness™ < Ty) lanl i )(1 —pi) )

n=1
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This function is a convex function, and its partial derivative can be 0 to find the
optimal solution:

N N o ,
% Y I(Fitness™ < Ty I pr ") (@ - pry1 =1 (0")
Pi =1 i=1

N . n d N (s ()
= Z%I(Fltness( ) < TH)a—pilnnpi ( )(1 —pi)?t L") (20)

n= 1=

N L;(p™) — p;
=) I(Fitness™ < Ty) ( )

pil—pi)
We set formula (20) equal to 0, the probability of antenna combination iteration can be
obtained as:

I
—

n

Y'N_ I(Fitness™ < Tp)I; (b<">)
~ YN I(Fitness™ < Ty)

According to the iterative rule in formula (21), the antenna combination selection
strategy can be continuously updated until it converges to the optimal solution. In each
iteration process, new samples are generated according to the probability distribution of
the previous iteration. These samples have a greater probability of meeting the judgment
conditions of the objective function, and then the probability of the next iteration is cal-
culated based on the samples generated this time. Until the stopping strategy is met, the
cross-entropy algorithm terminates iteration.

The following is a simulation of the cross-entropy iterative algorithm. The relationship
between the number of iterations and the objective function is simulated firstly. Figure 4
shows that, when the number of candidate signals is small, the objective function can
converge quickly, but it may converge to the local maximum. In addition, the number of
iterations required needs to increase to converge to the optimal value with the number of
candidate signals increasing.

pi i=1,2...,N. (21)

Objective Function(dB)

50 . . . . . . . . .
0 10 20 30 40 50 60 70 80 90 100

Number of lterations

Figure 4. The relationship between the number of iterations and the objective function.

Figure 5 shows the relationship between the number of random combination and
objective functions. As the number of random combinations in each iteration increases,
the range of each traversal is larger, and it is easier to converge to the optimal value. The
optimal value tends to stabilize with the number of random combinations increasing to 200.
When the number of candidate combinations is 1/5 of the number of random combinations,
it converges to the optimal value.
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Objective Function(dB)

50 100 150 200 250 300
Number of Random Combinations

Figure 5. The relationship between random combination number and objective function.

It can be seen that, as the number of iterations and combinations increase, the objective
function can converge to the optimal value. In [30], the authors have proved that when
selecting a sufficiently small value of «, the limiting probability of generating an optimal
solution can be made arbitrarily close to 1. In addition, a smaller value of & can reduce the
empirical rate of convergence. There is a balance between an optimal solution with high
probability and a fast rate of convergence. In order to reduce the computational complexity
and increase the convergence rate, we set the smoothing parameter « to 1 in this paper.

According to whether the transmitter knows the channel information of the eavesdrop-
per, we have two optimization goals: one is to optimize the sidelobes of a single direction,

Fitness = |p(6,b)|; (22)
the other is to optimize the sidelobes of all non-target directions,
Fitness = max(|p(61,b)|, [p(62,b)|,-.., [o(6n,b)])- (23)
Then, the antenna subset is

b* = argmax Fitness < Ty, (24)
e beB

where () is the set of all non-target users, B is the set of all antenna combinations, 6 is the
direction angle of the eavesdropper, and Ty is the threshold value, which is used to control
the energy of the antenna combination sidelobe.

In order to reduce the energy of the transmitter pattern sidelobe, we propose an
analog beamforming scheme based on cross-entropy iterative algorithm which is shown in
Algorithm 1. The algorithm first inputs the number of random antenna combinations N¢,
the number of candidate signals Ny, the total number of iterations Nj,,, and smoothing
parameter « and initializes the probability of each antenna weight to 1 with Pg to 0.5. Then,
the objective function value of each combination is calculated and sorted. Next, we take
the first N sorted antenna combinations with Czeq’l, Czeq’z, . Czeq'NM and calculate the
iterative probability of the antenna combination. We use the probability to perform the
next iteration until the number of iterations is completed, at last the algorithm outputs the
antenna combination b.
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Algorithm 1 Analog Beamforming Scheme Based on Cross-Entropy Iterative Algorithm.

Input: Number of Random Combinations N, Number of Candidate Combinations Ny,
Total Number of Iterations Nj,,, Smoothing Parameter o

Initialization: Probability of each antenna weight to 1, Pg = 0.5 ¥ 1;«, Number of
iterations i = 0

1: for0 <i < Ny — 1 do

2: Randomly generate N¢ antenna combinations vector {b, }HN;1 with probability Pi,
b, € {k 1} o .

3: Calculate the Fitness of the N¢ antenna combinations as 11,1, . .., 1]y,

4: Sort 7, and get the sorted sequence as: 77; g1 S ;7;; g2 Srees S négq,Nc '

5: Take the first Nj; antenna combination to calculate the iteration probability: P’bJrl =

i 1 seq,1 seq,2 seq,N,

(1— )P} + agk (G + G2, gy M)

6: i=i+4+1

7. end for

Output: Antenna Combination b.

Figure 6 shows the sidelobe energy of the emission pattern when the eavesdropper
angle is 80 degrees, the target user angle is 36 degrees and the number of antennas is
128. The random selection algorithm is introduced in [31]. The simulation shows that the
sidelobe energy suppression in the eavesdropper direction is 44.94 dB. Figure 7 shows
the sidelobe energy of the emission pattern when the direction of the eavesdropper is
unknown, the target user angle is 40 degrees and the number of antennas is 128. The
simulation shows that the sidelobe energy of the CE optimal algorithm is 10 dB lower than
the random selection algorithm.

— — —Random Selection Algorithm
—— CE Optimal Algorithm

-20

25 il

30 il

Normalized Amplitude

-35 T

.40 - X110 b
Y -44.94
| |

45 I I I I I
0 20 40 60 80 100 120 140 160 180

Transmission Angle(degree)

Figure 6. The sidelobe energy of the emission pattern with the known channel state information of

the eavesdropper.
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— — —Random Selection Algorithm
—— CE Optimal Algorithm

Normalized Amplitude

0 20 40 60 80 100 120 140 160 180
Transmission Angle(degree)
Figure 7. The sidelobe energy of the emission pattern with the unknown channel state information
of the eavesdropper.

4. CE-Based Multi-User Hybrid Precoding Scheme

The previous section has introduced the design of analog beamforming algorithm, this
section mainly introduces the design of the multi-user hybrid beamforming algorithm. The
received signal of the multi-user hybrid beamforming in secure communication system is:

y = HFrp, Fppx +n, (25)

where Frr, = b © Frr represents the dot product of b and each column of Fgr.
We set He; = HFRp, as the equivalent channel, formula (25) can be written as:

y = HegFppx +n. (26)

We use MMSE methods to design the digital beamforming matrix Fpg, thereby elimi-
nating interference between multiple users.

-1
Fun_muse = Hif (HeHE + 1) 27)

Based on the above formulas, We propose a multi-user hybrid procoding scheme based
on cross-entropy iteration which is shown in Algorithm 2. The input of this algorithm is
the number of random combinations N¢, the number of candidate signals N4, the number
of iterations Nj;,,, the number of users L, and smoothing parameter a. Then we initialize
the probability of each antenna weight to 1 with P9 to 0.5. First, we generate Nc antenna
combination vectors. According to the multi-user channel, we calculate the simulated

precoding vector of N antenna combinations { Frr, } *,» and the equivalent channel based

on the simulated precoding vector {H,, }nzl. Then, the MMSE algorithm is adopted to
calculate the digital precoding vector to eliminate the interference between multiple user
beams, so as to ensure the normal transmission of data between multiple users. Next, we
calculate the fitness of the pattern sidelobes generated by the N¢ antenna combinations
and sort to obtain ’7seq 1S Useq, /< Useq N, According to the sorted sequence, the first

N antenna combination with C, is used to calculate the probability

1l it e
Ple for the next iteration. Until the iteration ends, the antenna combination b with low
sidelobes of the pattern is output. In addition, Algorithm 2 can also be applied to other
channel models because it only relates to the channel matrix H. However, due to the
existence of multipath in other channel model, the sidelobe energy will increase, making
the performance of the proposed algorithm worse. Besides, how to set threshold Ty for the
fitness evaluation is an open question. We know that, when the threshold is smaller, the

sidelobes of the pattern are lower but the number of antenna combinations that meet the
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requirements is less and the threshold is larger, the sidelobes of the pattern are higher, but
the number of antenna combinations that meets the requirements is greater.

Algorithm 2 Hybrid Beamforming Scheme Based on Cross-Entropy Iterative Algorithm.

Input: Number of Random Combinations N, Number of candidate Combinations Ny,
Total Number of iterations Nj;,,, Number of Users L, Smoothing Parameter a

Initialization: Probability of each antenna weight to 1, Pg = 0.5 * 11N, Number of
iterations i = 0

1: for0 <i < Njjop — 1 do

2: Randomly generate N antenna combinations vector {b, } 5;1 with probability Pi,

b, € {k, 1}1*N
Calculate the analog beamforming vector of the N¢ antenna combination {Fgp, }21;1

Calculate the equivalent channel {H,, }nNi1 according to {Fgp, }2[;1

3
4
5: Use MMSE algorithm to calculate the digital beamforming vector: {FB B MMSE };\];1
6 Calculate the Fitness of the N¢ group antenna combinations as 773,75, . .., 1,

7 Sort 7, and get the sorted sequence as: 17;%1 < Mgeqn <o < Wéeq,Nc

8

Take the first Nj; antenna combination to calculate the iteration probability: PZH =
; 1 seq,1 seq,2 seq,N,
(1 —"‘)PZ+“m(qu +C L+ M)
9: i=i+1.
10: end for
Output: Antenna Combination b.

Figure 8 shows the sidelobe energy of the emission pattern under the known eaves-
dropper angle. A multi-user hybrid beamforming algorithm based on cross-entropy is
used to iterate the random antenna combination, and the sidelobe energy is selected to be
lower. In the direction of the target user, the normalized amplitude of the mainlobe energy
of the target user is all 0 dB, and the sidelobe suppression reaches 46.45 dB in the direction
of the eavesdropper.

Figure 9 shows the sidelobe energy of the emission pattern under the unknown
eavesdropper angle. By optimizing the sidelobe energy in the direction of non-target users,
the antenna combination with lower sidelobe energy is obtained. The sidelobe energy
with the CE optimal algorithm is 10 dB lower than the random selection algorithm, which
allows multiple target users to communicate normally while eavesdroppers receive low
energy noise constellations, thereby further improving secure communication.

-30
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o \
(4]
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-40 |

Random Selection Algorithm
—— CE Optimal Algorithm

-45 |

50 I . . .
0 20 40 60 80 100 120 140 160 180

Transmission Angle(degree)

Figure 8. The sidelobe energy of the emission pattern with the known channel state information of
the eavesdropper.
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Figure 9. The sidelobe energy of the emission pattern with the unknown channel state information
of the eavesdropper.

5. Simulation Results

According to the CE-based multi-user hybrid beamforming algorithm, the physical
layer security performance of the millimeter-wave communications system is simulated in
this section. The influence of using the CE optimal algorithm and the random selection
algorithm on the sidelobe energy and symbol error rate of the system is analyzed. The
simulation parameters are shown in Table 4.

Table 4. Simulation parameter table.

Parameter Value
Modulation QPSK
Number of antennas 128
Number of RF chains 3
Number of target users 3
Number of random antenna weight vector 100
Number of candidate antenna weight vector 25
Number of iterations 40
The angle of target user(degree) 36 80 140
The angle of Eve(degree) 110

Figure 10 shows the probability density distribution function of the sidelobe energy.
This figure first calculates the emission pattern based on the CE optimal algorithm and
the random selection algorithm and normalizes the sidelobe energy by subtracting the
mainlobe energy. Then, the normalized maximum sidelobe is obtained. The probability
density distribution function of the maximum sidelobe energy is acquired by Monte Carlo
simulation. It can be shown that the sidelobe energy obtained by the random selection
algorithm is mainly distributed around —7 dB, while the sidelobe energy of the CE optimal
algorithm is —17 dB, and both have a Gaussian-like distribution.

Figure 11 shows the relationship between the angle of the eavesdropper and the
symbol error rate. The eavesdropper demodulates the symbols of target userl, target user2,
target user3 from different angles and calculates the symbol error rate. It can be seen that,
when the eavesdropper and the target user are located in the same direction, the symbol
error rate tends to zeros. The symbol can be perfectly demodulated when the eavesdropper
has a large-scale antenna or an ultra-low sensitivity receiver. Furthermore, the symbol
error rate is about 0.75 when the eavesdropper is at other angles. Due to the constellation
diagram being noise, it is difficult for the eavesdropper to demodulate the symbols.

Figure 12 shows the relationship between the number of transmitter antennas and the
symbol error rate. As the number of transmitter antennas increases, the symbol error rate
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is always approximately 0.75. The eavesdropper cannot correctly obtain the information
transmitted by the target users.

0.18 T ‘
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Figure 10. The probability density distribution function of the sidelobe energy.
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Figure 11. The symbol error rate against the angle of the eavesdropper.
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Figure 12. The symbol error rate against the number of the transmitter antenna.

Figure 13 shows the relationship between the SNR of the eavesdropper and the symbol
error rate. When the direction of the eavesdropper is not the same as the target user, as
the SNR increases, the symbol error rate is always approximate 0.75. The signal cannot be
demodulated correctly, which has a good security communication performance.
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Figure 13. The symbol error rate against the SNR of the eavesdropper.

Figure 14 shows the relationship between the number of target users and the symbol
error rate. As the number of target users increases, the symbol error rate does not deteriorate
and is maintained at about 0.75 when the number of target users is less than that of the RF
chains. Therefore, the CE optimal algorithm can achieve a better physical layer security
communication performance.

Symbol Error Rate SER

50 \\1\ e
The Angle of Eavesdropper (degree) . 4, 4 The Number of Target Users

Figure 14. The relationship between the number of target users and the symbol error rate.

6. Conclusions

In this paper, we propose a CE optimal based hybrid beamforming design algorithm
for multi-user physical layer security modulation techniques. We first adopt the hybrid
beamforming method and randomly select the antenna to transmit the signal at the symbol
rate. In addition, in order to solve the problem of the high sidelobe energy of randomly se-
lected antennas, this paper proposes a cross-entropy iteration method to choose the optimal
antenna combination to transmit signals, thereby reducing the energy of eavesdropper-
received signals and further improving the system’s security performance. The simulation
shows that the proposed method has about 10 dB lower sidelobe energy than does the ran-
dom selection method. Besides, while multiple target users are communicating normally,
the eavesdropper’s symbol error rate of QPSK is always 0.75, which has a good physical
layer security communication performance. In future research, a hybrid beamforming
design scheme for physical layer secured mmWave communications in other channel
models will be studied to realize the multi-user physical layer security.
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