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Abstract: Across the globe, COVID-19 had far-reaching impacts that included healthcare facilities,
public health, as well as all forms of transport. Hospitals were experiencing staffing shortages at
the same time as patients were experiencing healthcare issues. Consequently, even in developing
countries without full access to technology, remote health monitoring became necessary. There
was a greater severity of the pandemic in countries with fewer financial and technical resources. It
became evident that such remote health monitoring systems that not only allowed the user to monitor
their basic health information, but also to communicate that information to healthcare personnel,
were essential. In this article, we present an open-source, Internet-of-Things (IoT)-based health
monitoring system that is intended to mitigate the basic healthcare challenges posed by remote areas
of developing countries. To facilitate remote health monitoring, an IoT server has been configured
on an ESP32 chip as part of this study. The microcontroller was also connected to a Max 30100
sensor, a DHT11 sensor, and a global positioning system GPS module. As a result of this, the user is
able to measure the heart rate (HR), blood oxygen level (SpO2), human body temperature, ambient
temperature and humidity, as well as the location of the user. Through the internet protocol, the
important vital signs can be displayed in real time on the dashboard using a private communication
network. This article presents the details of a complete system design, implementation, testing, and
results. Such systems can help limit the spread of infectious diseases like COVID-19.

Keywords: Internet-of-Things; patient instrumentation; remote patient monitoring; biomedical;
health monitoring

1. Introduction

Even though COVID-19 has been declared to be over, as a global health emergency
it continues to pose a substantial threat [1]. Everyday, life around the globe has been
influenced by COVID-19 devastatingly. During the period of the pandemic, staffing
issues in hospitals were widespread. Patients and physicians also maintained social
distances and practiced special protective measures, with a significant number of patients
not even permitted access to hospitals. It has had far reaching impacts on healthcare
systems, mobility, public health, and social behaviors. With the outbreak of the pandemic,
digital technologies have also become more prevalent in healthcare [2]. The long-term
effects of the pandemic are still being shaped. We recognized that health monitoring, tech-
nology, and technology use, however, are important. The growing need for remote health
monitoring is realized, even in developing countries without full access to technology.
There was a greater hardship experienced by developing countries during the pandemic.
This was likely due to a lack of resources to provide care to all affected individuals [3].
There is no doubt that every living individual has a right to and a need for healthcare. In
developing countries, however, the healthcare provided to the population is inadequate.
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Particularly in Pakistan, almost half of the population lacks access to basic healthcare [4].
Rural and remote areas account for a greater proportion of this percentage. A total
of 63 percent of Pakistan’s population lives in rural areas [5]. Hospitals, on the other
hand, are primarily located in urban areas, whereas primary healthcare facilities are
understaffed, poorly equipped, or even inoperative [6,7]. Health monitoring systems
are evidently needed, exclusively in remote areas. These systems should enable users to
monitor their own health as well as allow healthcare professionals to access and monitor
patients remotely. Specifically, this study seeks to provide low-cost solutions for basic
health monitoring in remote areas without health facilities to save travel time to urban
areas for medical attention.

During the course of this study, the authors have developed an IoT-based health
monitoring system. This system allows the user to measure the pulse, blood oxygen
level, body temperature, ambient temperature, and humidity levels. Aside from this, it
will enable users, as well as health professionals, to access this information as well as the
location of the user over the internet protocol (IP) address, using a human machine interface
(HMI). As part of the system, the IoT server is configured on an ESP-32 chip. In addition
to the ESP-32, a pulse oximeter sensor, a temperature and humidity sensor, and a global
positioning system (GPS) module are the part of the hardware components of the system.
The system also uses a Wi-Fi router to set up a local TCP/IP wireless network. Furthermore,
a computer algorithm is used to process data and visualize it over an internet protocol. The
following sections provide an explanation of the system design and some test results.

The remainder of the paper can be summed up along these lines. The second section
of this article provides a detailed overview of the literature. The system description can
be found in Section 3 of this article. A description of the hardware and technology used is
provided in Section 4. In Sections 5 and 6 we discuss the prototype design and experimental
setup of the proposed system. A discussion of the implementation methodology is provided
in Section 7. Section 8 contains a description of the tests performed as well as their results. A
discussion of the key characteristics of the system is presented in Section 9, which includes
an analysis of the system’s power consumption and costs. The article is concluded in
Section 10 and future research directions are discussed in Section 11.

2. Related Work

This research has included a comprehensive review of the literature, and a few of the
most useful pieces of literature were identified and discussed in this section. According
to the authors’ findings in [8], a health monitoring system that uses the IoT is presented
primarily for rural areas of Bangladesh. This study addresses affordability and access to
healthcare for the public. The primary focus is on COVID-19 patients, diabetic patients, and
patients with high blood pressure who do not have instant access to health or emergency
clinics for testing. It is also considered by the authors that constant visits to hospitals and
the purchase of individual instruments are also very expensive for the general population
of the country. Their research led to the development of a system that measures body vitals,
including temperature, oxygen saturation levels in the blood, and body temperature. A
mobile application was configured in order to visualize the data. Their study also seeks
to improve the affordability of healthcare for the general public. Their design is primarily
comprised of Arduino UNO, Max30100, LM35, Bluetooth module HC05, and an LCD
display. In their developed system, users are limited to viewing health-related data and the
mobile application does not allow for simultaneous access by physicians. The authors of [9]
developed an IoT-based asthma monitoring system in response to the COVID-19 situation.
The system design involved smart sensors, an Arduino UNO, and a mobile application. This
study also focused primarily on the rural population of Bangladesh, where people do not
have access to adequate healthcare facilities. Asthma patients who are at risk for COVID-19
have been provided with a remote monitoring system intended to overcome challenges
in the healthcare system. Medical staff are able to track the condition and emergencies of
their patients instantly using a Bluetooth module which transmits information to a mobile
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application every few seconds. Researchers claim that their research will increase the
awareness of asthmatic symptoms and facilitate the effective treatment of asthma anywhere
and at any time. This study was conducted over people of diverse medical history, ages,
and those who needed constant health observation.

According to another study [10], accurate measurement and timely communication
of vital signs are critical to determining a patient’s health status in hospitals, particularly
in settings with limited resources. They mainly focused on newborn ill or premature
infants who require constant care. Microelectronics and the IoT were used by the authors
to develop a hand glove that continuously measures temperature, pulse rate, and pulse
oxygen concentration for patients in ICUs. They used STM32F407 microcontroller, ESP8266
as a Wi-Fi module, MAX30100 and LM35. This design incorporates both MAX30100 and
LM35 into a glove that is specifically designed for hospital environments. They utilize
wearable sensors to measure vital signs and transmit information wirelessly. As a result of
these vital signs, an automatic alarm is generated to indicate life-threatening conditions. A
further claim of the authors is that their system is both low-cost and reusable for use by
different patients. For data visualization, the authors incorporated a website in their design.
According to the findings in [11], researchers have developed an IoT-based healthcare
system for hospitalized patients. A patient’s room conditions and health indicators are
monitored in real-time by the designed system. For measuring carbon monoxide, carbon
dioxide, pulse and body temperature, different sensors were used, including MQ-9 for
carbon monoxide, MQ-135 for carbon dioxide, and LM35 for body temperature. This
study includes a web server that provides access to the system for medical staff. In
another study [12], body temperature and respiratory rate are monitored as two of the
most important vital signs. ESP8266 Wi-Fi Module and Arduino Mega 2560 were used to
implement the monitoring system in an IoT platform. Each vital sign level is determined by
two sensor modules, each of which makes use of a temperature sensor. Through Android
apps, the design system detects vital signs, analyzes vital signs by age, and displays results
wirelessly. According to the authors, the results of their study will reduce the workload of
nurses in hospitals and provide more convenient methods for monitoring the vital signs of
each patient on a ward. By installing Android apps on any Android device, nurses are able
to monitor the patient’s status. Compared to standard measurement equipment or manual
observation, the results for both vital signs were almost the same. In this study, LM35 and
MLX90614 temperature sensors were used for input by the authors. Two LM35 sensors
were used to determine the respiratory rate of the patient, while a sensor, MXL90614, was
used to detect the body temperature.

A wearable device that measures COVID-19-related vital signs has been developed
by the authors in [13]. There are three layers of functionalities in their system: a wearable
IoT sensor layer, a cloud layer with an Application Peripheral Interface (API), and an
Android web layer. According to the authors, their design provides an essential platform
for monitoring, analyzing, and managing COVID-19 symptoms. Additionally, the work
explores the possibility of using a digital remote platform as a wearable device to monitor
the health and recovery of an individual who has experienced COVID-19. In this study, all
sensor data are received by the MKR 1400 Arduino board. The authors in [14] also highlight
the lack of high-quality hospitals and medical personnel in remote areas of developing
countries as a major challenge. Based on modern technologies such as the IoT and machine
learning, they introduce an innovative and intelligent healthcare system. Using a medical-
decision-support system, this system is capable of sensing and processing the data of a
patient. Unlike traditional medical care, this system is low-cost for those who live in remote
areas. They can use it in order to determine whether they are suffering from a serious health
problem and to contact nearby hospitals in order to receive treatment. Their experimental
setup included an Arduino UNO, an LM35, and a pulse sensor.

Based on the COVID-19 scenario, the authors of [15] propose a wearable device which
measures temperature and heartbeat in real time. Their system consists of a DHT11 for
measuring temperature, a pulse sensor for measuring heartbeat, an ultrasonic sensor to
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maintain social distance, a COVID meter for tracking real time COVID-19 data, in addition
to a NodeMCU ESP8266 for processing the data. The system also incorporates a firebase
database and an Android application with a Wi-Fi module. Researchers have developed a
remote health monitoring system based on the IoT for asthmatic patients in [16]. Patients
residing at distant locations can be monitored remotely through remote patient monitoring
(RPM), with the data electronically transmitted to healthcare providers for evaluation and
consultation. The designed system is capable of measuring oxygen saturation (SpO2), heart
rate, body temperature, humidity, volatile gases, room temperature, and electrocardiogram
(ECG) using various sensors. This system uses an Android application and a website. To
extract data from the patient and send the data to the Firebase Database via Wi-Fi, the
authors utilized the NodeMCU ESP8266 as a key component. An artificial intelligence (AI)-
based approach to the early diagnosis of COVID-19 is examined in this study. It contributes
substantially to the discussion of AI technology for preventing its effects. These include
rapid diagnosis and detection, predicting outbreaks, and potential treatment options [17].
The authors in [18] emphasize the limited resources of countries in the context of COVID-19
treatment. They are motivated by the implementation of deep learning and the integration
of X-rays and CT scans for the efficiency of analysis and diagnosis. The study from [19]
suggests that deep learning can be used to automate the extraction of features from raw
sensor data. The researchers used Long Short-Term Memory (LSTM) and smart phone
sensor data to solve the Human Activity Recognition (HAR) problem. Table 1 shows the
summary of previous work in comparison with the designed system. Another study [20]
addresses the shortage of caregivers and healthcare costs in an IoT environment. The
study focuses on elderly people with physical limitations in performing daily life activities.
On the other hand, a convolutional network-based human posture recognition method is
proposed in [21].

Table 1. Comparison with other studies.

Serial No. Reference Parameters Measured/Sensors Technology Used

1 [8] HR, body temperature, SpO2
Arduino Uno, Bluetooth, LCD,

mobile application

2 [9] Gas sensor MQ135, humidity sensor DHT 11,
temperature sensor MLX90614, pulse sensor.

Arduino Uno, LCD display, mobile
application, Bluetooth, buzzer.

3 [10] LM35 temperature sensor, MAX30100 sensor.
STM32F407 microcontroller, ESP8266 as

Wi-Fi module, wearable glove for
hospital settings, website/central server.

4 [11]
Temperature and humidity sensor DHT 11,
LM35 temperature sensor, room condition

monitoring sensors,
ESP32, webserver.

5 [12] MLX90614 temperature sensor, and LM35
temperature sensor.

Blynk application, ESP8266 Wi-Fi shield,
Arduino Mega.

6 [13] Dallas 18B20 sensor, MAX32664 HR
and SpO2.

MKR 1400 Arduino board, IoT cloud and
Web API.

7 [14] LM35 temperature sensor, pulse rate, blood
pressure sensors. Arduino Uno, Bluetooth, internet/cloud.

8 [15] Temperature and humidity, pulse sensor. NodeMCU ESP8266, Firebase
database, email.

9 [16]
SpO2, heart rate, body temperature,

humidity, volatile gases, room temperature,
and ECG.

NodeMCU ESP8266, Firebase database
via Wi-Fi

10 [17] Rapid diagnosis and detection of COVID-19 Artificial intelligence
11 [18] Diagnosis of COVID-19 Deep learning
12 [19] Human activity recognition Deep learning
13 [20] Elderly care IoT
14 [21] Human posture recognition Convolution Neural Network

14 Proposed study Ambient temperature and humidity, location,
HR, SpO2, emergency alert notification.

ESP32, Local communication network,
Local IoT server.
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According to the literature reviewed and to the best of the authors’ knowledge, no
such IoT-based health monitoring system has been identified that uses an IoT server
configured locally using an ESP32 chip, together with a GPS module, pulse oximeter
sensors, temperature, and humidity sensors, hosted on a private network. The entire system
is installed locally and can be accessed remotely over an internet protocol. Moreover, the
system also incorporates the feature of emergency alerts to physicians or other healthcare
personnel. Utilizing HMIs, the design system allows users to visualize data and request
assistance. The motivation supporting the proposed research work includes (a) a low-cost
health monitoring system based on open-source software, (b) low-energy consumption of
the proposed system, (c) a high possibility to implement in unserved remote communities,
(d) potential application in remote areas without access to the internet and (e) early detection
of abnormal health status and post hospitalization care.

This article provides the first and only detailed description of the design and implemen-
tation of a health monitoring system that is based on open-source technology. Additionally,
the proposed work is novel in its use and application, resulting in the following major
key contributions.

• This article demonstrates a novel approach since the authors configured a local IoT
server on an ESP32 chip for health monitoring using an internet protocol. Imple-
mentation of such a system hosted on private communication channel is particularly
effective in remote locations without access to the internet.

• As a pioneer in the implementation of health monitoring systems using open-source
technology for remote areas of Pakistan, this study stands out particularly in terms of
its design and application.

• The designed system eliminates geographical gaps between the patients and the
healthcare workers. It enables the users to measure basic vital signs accurately in
real-time and take protective measures ahead of time. Moreover, healthcare workers
can also analyze the data and take appropriate actions in good time.

• The use of open-source technology eliminates the need for subscription fees or operat-
ing costs associated with the proposed design.

The following section describes the system design.

3. System Design

A description of the hardware and network structure of the proposed open-source,
IoT-based health monitoring system is presented in this section.

Figure 1 demonstrates an illustration of the proposed system design, which includes
an ESP32 microcontroller connected to a power supply, temperature and humidity sensors,
pulse oximeter and heart rate sensors, as well as a global position system (GPS) module.
Our study involves the configuration of an IoT server using an ESP32 microcontroller. A
Wi-Fi router, shown in Figure 1, is used to set up a TCP/IP Wi-Fi-based private network
over which the proposed setup is hosted and is accessible via Human Machine Interfaces
(HMIs). In order to ensure the security of the network, authentication of users has been
configured. To add to this, the foundation of the system is open-source technology.

Through the sensors, data will be collected. The microcontroller will process the data
and send it to the HMIs connected to it. Using the prescribed IP address, the device can be
accessed so the caretaker can monitor the patient’s health status and take any necessary
action. In addition, the system allows users to create emergency alerts.
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4. System Components and Technology Used

An overview of each of the components used in developing the proposed open-source
Internet-of-Things-based health monitoring system presented in this section of the paper.
As part of the proposed system, an ESP32 microcontroller is used to acquire sensor data. In
addition, the data are sent to the IoT server for further processing using the microcontroller.
The versatile ESP32 microcontroller serves as the basis for configuring the Internet-of-
Things server. Among the other components are a DHT11 sensor, Max30100 sensors, and
a GPS module. Due to the fact that the proposed health monitoring system is hosted
on a private network, a Wi-Fi router is also one of its essential components described in
this section.

4.1. ESP32-WROOM-32

An ESP32 module has a size of 18 by 25.5 mm and is embedded with two low-power
Xtensa® 32-bit LX6 microprocessors integrated with a powerful Wi-Fi component con-
forming to IEEE 802.11 b/g/n standard protocol. Both low-power sensor networks and
high-demand applications are supported by this product. As a versatile microcontroller,
it is capable of adjusting the clock frequency of the Central Processing Unit (CPU) be-
tween 80 MHz and 240 MHz. There are two CPU cores designated as “PRO_CPU” and
“APP_CPU” (for “protocol” and “application”, respectively), with each CPU core able to
control itself independently. An extensive array of peripherals is integrated into the ESP32,
including capacitive touch sensors, hall sensors, UART, SD card interfaces, serial peripheral
interfaces (SPI), and serial communication protocols (I2S), as well as serial bus interfaces.
Battery-powered applications are compatible with the ESP32 since its sleep current is less
than 5 micro-Amperes [22,23]. Integrated Wi-Fi, Bluetooth, and energy-saving features
make the device highly adaptable, while the low-cost, low-power microcontroller makes it
very cost-effective and a low-power system. This standalone microcontroller can be utilized
as a complete system [24]. The reasons that justify the use of the ESP32 in this specific
study includes its general purpose input/output (GPIO) pins, its wireless conductivity, its
dual core processor, its low power consumption, Arduino IDE compatibility, as well as its
open-source nature and its security features such as encryption.

During the course of this study, the ESP32-WROOM-32 was used to develop a local
Internet-of-Things server. The server is configured for the monitoring and acquisition of
healthcare data. We have connected the ESP32 to a temperature and humidity sensor, pulse
oximeter and heart rate sensor, and a GPS module. The server receives real-time required
healthcare and location data of patients and displays it onto a dashboard. Patients and
healthcare personnel can access the dashboard by connecting to a local internet protocol
(IP) address.
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4.2. Internet-of-Things (IoT)

A term coined by Kevin Ashton, Executive Director of the Massachusetts Institute of
Technology’s Auto-ID Labs in 1999 was the Internet-of-Things [25]. In the IoT, objects are
connected with unique identifiers and can communicate with each other with or without the
assistance of a computer or the internet. The devices participating in the communication are
equipped with sensors that facilitate the communication [26]. An Internet-of-Things (IoT) is
characterized by objects equipped with sensors, actuators, and processors that communicate
with one another to accomplish a meaningful task. As a result of the Internet-of-Things,
a variety of applications have been discovered, including those in healthcare, fitness,
education, entertainment, social, energy conservation, environmental monitoring, home
automation, and transportation systems. To add to this, human effort has been reduced and
quality of life has been improved significantly through the IoT [27]. According to a recent
report, the National Intelligence Council and McKinsey Global Institute claim that by 2025,
ordinary objects will serve as internet nodes, including furniture, paper documents, food
packages, etc. Their vision of the future is based on the integration of technology into the
human environment. As things communicate and exchange data autonomously on the
Internet-of-Things, no human intervention is required [28]. Furthermore, in Healthcare 4.0,
the integration of advanced technologies has enabled healthcare providers to create and
improve the quality of healthcare services. From a physical appointment with a physician
to remote monitoring and disease prediction, as well as surgery assistive systems, the
delivery of healthcare services has evolved substantially [29]. As a part of this study, we
have configured an IoT server that acquires data from the sensors, and processes and
displays data over the user interface (UI).

4.3. Pulse Oximeter and Heart Rate Sensor

The MAX30100 represents an integrated sensor solution designed for measuring
both pulse oximetry and heart rate. It is a comprehensive sensor solution that integrates
two LEDs, optimized optics, a photodetector, and low-noise analog signal processing to
effectively detect pulse oximetry and heart-rate signals. This sensor solution can operate
with power supplies ranging from 1.8 V to 3.3 V and can be powered down with minimal
standby current. This feature allows the power supply to remain connected at all times,
ensuring continuous functionality of the sensor. Its applications involve fitness assistant
devices, wearable devices, and medical monitoring devices. This sensor is designed to meet
the demanding requirements by integrating pulse oximetry and heart rate measurement.
Despite its small size, the MAX30100 provides excellent optical and electrical performance.
A 16-deep FIFO buffer stores the digital output data of the MAX30100, which is fully con-
figurable through software registers. In addition, the FIFO provides a means of connecting
the MAX30100 to a microprocessor or microcontroller on a shared bus, allowing data to
be read from the registers of the device in a continuous manner. Several technologies are
integrated into the SpO2 subsystem of the MAX30100, including ambient light cancellation
(ALC), 16-bit sigma delta ADC, and proprietary discrete time filtering. An oversampling
sigma delta ADC with a resolution of 16 bits, the SpO2 ADC provides continuous time
oversampling. There is a choice of 50Hz or 1kHz for the ADC output data rate. As part
of the MAX30100, there is a proprietary discrete time filter that rejects interference at
50 Hz/60 Hz as well as low-frequency residual ambient noise [30].

The MAX30100 sensor incorporates an on-chip temperature sensor that may be utilized
for calibrating the temperature dependence of the SpO2 subsystem (optionally). While the
wavelength of the IR LED has relatively little effect on the SpO2 algorithm, the wavelength
of the red LED is critical to the correct interpretation of the data. As the ambient temperature
changes, it is possible to compensate for the SpO2 error using the temperature sensor data.
It also integrates red and infrared LED drivers for the generation of LED pulses in order to
measure SpO2 and heart rate (HR). With the proper supply voltage, the LED current can be
programmed between 0 mA and 50 mA. To optimize measurement accuracy and power
consumption, the LED pulse width can be programmed between 200 s and 1.6 ms. A more
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detailed description of MAX30100 can be found at [30]. During the course of this study, the
authors make use of Max30100 to acquire data regarding pulse oximetry and HR based
on a number of characteristics and advantages such as integrated light cancellation for
measurement accuracy, fast data output, high sampling rate, integrated LED, photosensor,
and low power consumption.

4.4. Temperature, Humidity Sensors, and GPS Module

The temperature and humidity sensor DHT11 boasts a temperature and humidity
sensor combination with a calibrated digital signal output. It offers excellent long-term
stability and reliability through its exclusive digital-signal-acquisition technology and
temperature and humidity sensing. An NTC temperature sensor as well as a resistive type of
humidity sensor are included in this sensor, which is connected to a high-performance 8-bit
microcontroller and offers excellent performance, speed, and anti-interference capabilities.
It is imperative that each DHT11 element is strictly calibrated in the laboratory so that
humidity calibration can be performed with the highest level of accuracy. In the OTP
memory, calibration coefficients are stored as programs which are used by the sensor’s
internal signal detection mechanism. Simple and easy system integration is made possible
by the single-wire serial interface. Due to its small size, low power consumption, and up to
20 m signal transmission, it is an ideal solution for a wide range of applications, including
those in high demand. A 4-pin single row pin package is used for this component. We
have selected DHT11 sensors for the course of this study on the basis of their compatibility
with the microcontroller and accuracy, which is ±5% for relative humidity and ±2 ◦C for
temperature. Moreover, this sensor consumes a minimal amount of power, consuming a
maximum average of 1mA and sample every one second [31].

Additionally, this study utilizes a BN-220GPS module with an antenna that has
72 channels for searching. Using a Chipset u-bloxM8030-KT, the device supports GPSL1,
GLONASSL1, BeiDouB1, SBASL1, and GalileoE1 frequencies. It is a 22 mm × 20 mm × 6 mm
module with a voltage range of 3.0 V–5.5 V DC and an operating current range of 50 mA at
5.0 V. The operating temperature ranges from −40 ◦C to +85 ◦C. In addition to its compat-
ibility with the microcontroller, accuracy, and low power consumption, this module has
also been considered appropriate for this study [32]. This is used to provide the patient’s
GPS location.

To bring together the TCP/IP wireless network connectivity and the internet protocol
for data visualization and transfer between sensors and server, the Tenda Router (N304
V2) and 2.4 GHz operating frequency band were used. The device complies with IEEE
802.11n standards. Aside from supporting TCP/IP and IEEE 802.11b/g/n Wi-Fi standards,
the ESP32 microcontroller used in this research also implements an internet protocol and
allows for the establishment of a private network. As part of network security, firewall
protection is enabled in addition to the Service Set Identifier and password.

5. Prototype Design

Our objective in this section is to describe the hardware implementation of the pro-
posed open-source Internet-of-Things-based health monitoring system. Figure 2 outlines
an ESP32 microcontroller assembled on a Breadboard. The Max30100, temperature, and
humidity sensor, and the GPS module are connected to the microcontroller through the
jumper wires. In this prototype, circuit design sensors are powered directly by 3.3 volts of
ESP32, while ESP32 is powered using +5 V from USB cable. The ESP32 chip is also used
here to set up an IoT server for the purpose of data acquisition and visualization. Through
the IoT server, both the user and the physician are able to monitor the health status. This
also helps the user to create an emergency alert during any critical situation. The sensor
data are acquired using the pins of the microcontroller and can be visualized from the
internet protocol address. To create a private communication channel, a Wi-Fi router is used
as a part of this study. Figure 3 demonstrates the wiring diagram of the proposed system.
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6. Experimental Setup of the Proposed Health Monitoring System

As a preliminary step before their use, the hardware components described in Section 4
were programmed and configured based on their principles of operation. Figure 4 demon-
strates a complete experimental set up for the proposed open-source health monitoring
system. The experimental setup includes a Wi-Fi router, a temperature and humidity sensor,
a GPS module, blood oxygen level and HR sensor, and an ESP32 microcontroller chip fit
together on a Breadboard and an HMI. Through the course of this study, the ESP32 micro-
controller acts as the main server of the proposed health monitoring system over which the
IoT server is set up. The IoT server facilitates the collection and visualization of the data by
the users. The set up also involves the use of DHT 11, a temperature and humidity sensor
that is utilized here to measure underarm human body temperature, ambient temperature,
and humidity levels. Likewise, the purpose of MAX30100 is to gauge the HR and blood
oxygen levels. To add to this, a GPS and a Wi-Fi router are part of the proposed system’s
experimental setup. The GPS helps in tracking the precise location of the user to reach them
in case of emergency and, on the other hand, the Wi-Fi router is used to create a private
communication channel over which the proposed system is hosted.
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7. Implementation Methodology

This section of the article illustrates the implementation of the proposed open-source
health monitoring system. The proposed study employs the ESP32 microcontroller to set
up a local IoT server and obtain data through a GPS module, a temperature and humidity
sensor, and a blood oxygen level and HR sensor. The data measurements and collection
are carried out with the aid of the Arduino Integrated Development Environment (IDE)
programs compiled and uploaded into the ESP32 microcontroller. A private communication
network enables the ESP32 to further transmit this data to a local IoT server, accessible
through an internet protocol (IP) address. In Algorithm 1, a pseudocode is provided for
the implementation methodology and [33–36] provide the source codes used for this study.
According to Algorithm 1, steps 1 to 8 depict the connection process of the ESP32 chip
to the private communication network and display the connection status in Arduino IDE
serial monitor. Step 10 of Algorithm 1, ESP32, displays the internet protocol address in the
Arduino IDE serial monitor, while step 11 is used to refresh the sensor values. In steps 12
to 15, ESP32 reads the sensor data from the connected sensors.

On the other hand, steps 16 to 18 illustrate the data transfer process over an IP address.
If the user needs any help, they are able to generate help notifications as well. This process is
explained in steps 21 and 22 of the pseudocode. A new process begins upon disconnecting,
as illustrated in lines 23 and 24. This system can also be connected to the internet using
port forwarding technique. The user can access the server using an IP address on HMIs.

Algorithm 1 Health monitoring

Initialization:
1. While ESP32 is not connected to private network:
2. Set up ESP32 connection by passing, SSID, and password over private network
3. End
4. If ESP32-S3 connection established with local-Wi-Fi
5. Display “Connected” on Arduino IDE Serial Monitor
6. Else
7. Display “Connection failed. . . retry in 5 s” on Arduino IDE Serial Monitor
8. Exit
9. End if
10. Display IP address on Arduino IDE Serial Monitor
11. Refresh sensor value
12. ESP32 reads temperature and humidity data
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Algorithm 1 Cont.

13. ESP32 reads pulse rate
14. ESP32 reads SPO2 value
15. ESP32 reads location data
16. ESP32 listens to local IP address
17. If HTTP request received from a web browser:
18. respond with HTML/CSS data with sensor values
19. End if
20. Update data
21. If help is required
22. ESP32 sends notification on web browser
23. End if
24. Go to Step 11
end

Amongst the key characteristics of the algorithm is that it comprises all the required
libraries, including the sensors and Wi-Fi. For data acquisition and transmission to the
ESP32 microcontroller, a one-wire protocol and I2C protocol are used. In order to display
data over an internet protocol address, it uses the HTTP request response protocol. As
part of the algorithm, the process of connecting and terminating is also explained. Figure 5
demonstrates a flowchart describing the complete system’s operation. Moreover, it provides
a brief overview of the entire health monitoring process and system.
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8. Results

By setting up the designed prototype to acquire important vital signs data, location
data, and ambient temperature and humidity measurements via the dashboard, we have
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tested the proposed IoT-based open-source health monitoring system and present results in
this section of the article. This study involved testing the designed system on five different
volunteers who agreed to participate and made themselves available for the study, named
here as test participant “A” to test participant “E”. An hours’ worth of measurements was
taken. The available and agreed volunteers for this study ranged from 45 and 90 years of
age (three male and two female); however, the system itself is not designed to accommodate
a particular age group.

Table 2 depicts the results of body temperature measurements of test participant
“A” to test participant “E” obtained using the DHT11 temperature and humidity sensor.
During the scope of this study, we used the axillary method of human body temperature
measurement. The recommended time for taking body temperature measurements by a
DHT11 sensor, realized after taking the body temperature measurements and successfully
testing the system, is 30 to 90 s. To ensure correct readings from the sensor, we cleaned
the sensor properly before placing it in the axillary region, ensured there was no clothing
between the body and the sensor, and placed the sensor in a proper position. To add to this,
during the body temperature measurement procedure, the arm position was snug against
the body. The body temperature measurements demonstrated in Table 2 and Figure 6
are considered as normal as they do not come under the definition of reportable illness
according to the Centers for Disease Control and Prevention, USA [37].

Table 2. Body temperature measurements in Celsius.

Measurements Test Participant
“A”

Test Participant
“B”

Test Participant
“C”

Test Participant
“D”

Test Participant
“E”

1 36.1 36.2 36.7 36.2 36.9
2 36.4 36.4 36.3 36.6 36.6
3 36.2 36.2 36.6 36.4 36.6
4 36.6 36.6 36.3 37 36.2
5 36.7 36.7 36.7 36.6 36.8
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Through the course of this study, we have used Max30100 for the measurement of
heart rate and blood oxygen levels. In Max30100, the sampling rate can be configured
from 50 samples per second to 100 samples per second. This sensor involves high-intensity
LEDs and a photodetector and works in two parts to measure HR and SpO2. As part of our
efforts to measure accurate readings of HR and SpO2, we adhered to the manufacturer’s
guidelines. Additionally, precautions such as cleaning the finger before positioning the
sensor to avoid any grime that can influence the sensor readings and proper placement of
the finger on the sensor were taken, and the results are presented in Tables 3 and 4, and
Figures 7 and 8.

Table 3. Heart rate measurements in bpm.

Measurements Test Participant
“A”

Test Participant
“B”

Test Participant
“C”

Test Participant
“D”

Test Participant
“E”

1 87 65 81 70 80
2 78 61 83 72 80
3 85 78 78 76 79
4 74 64 90 70 82
5 78 70 82 83 85

Table 4. Blood oxygen level measurement (SpO2).

Measurements Test Participant
“A”

Test Participant
“B”

Test Participant
“C”

Test Participant
“D”

Test Participant
“E”

1 26 ◦C 22.80 ◦C 26.20 ◦C 25.80 ◦C 23.10 ◦C
2 26.20 ◦C 23 ◦C 26.70 ◦C 25.70 ◦C 23.30 ◦C
3 26.50 ◦C 24 ◦C 24.70 ◦C 25 ◦C 23.70 ◦C
4 24.70 ◦C 24 ◦C 25.00 ◦C 26 ◦C 24.50 ◦C
5 25.30 ◦C 24.80 ◦C 2.50 ◦C 26.20 ◦C 25.10 ◦C
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Two purposes have been served by the use of the DHT11 sensor in the scope of this
study. In the first instance, we are using it to measure the temperature of the human
body, the details of which are presented above in this section. In addition, it is being
used to measure the room temperature and humidity data that can be helpful to asthmatic
patients. When the humidity level is high, asthmatic symptoms are triggered. Patients
with asthma can take necessary precautions and determine treatment plans by monitoring
humidity levels. We present the results regarding the measurement of ambient temperature
in Figure 9 and Table 5, while humidity measurements are shown in Table 6 and Figure 10.
The IoT server status is presented in Figure 11.
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Table 5. Ambient temperature in Celsius.

Measurements Test Participant
“A”

Test Participant
“B”

Test Participant
“C”

Test Participant
“D”

Test Participant
“E”

1 26 ◦C 22.80 ◦C 26.20 ◦C 25.80 ◦C 23.10 ◦C
2 26.20 ◦C 23 ◦C 26.70 ◦C 25.70 ◦C 23.30 ◦C
3 26.50 ◦C 24 ◦C 24.70 ◦C 25 ◦C 23.70 ◦C
4 24.70 ◦C 24 ◦C 25.00 ◦C 26 ◦C 24.50 ◦C
5 25.30 ◦C 24.80 ◦C 2.50 ◦C 26.20 ◦C 25.10 ◦C

Table 6. Humidity data.

Measurements Test Participant
“A”

Test Participant
“B”

Test Participant
“C”

Test Participant
“D”

Test Participant
“E”

1 17% 43% 20% 40% 45%
2 20% 43% 18% 39% 46%
3 −20% 42% 19% 39% 43%
4 18% 38% 19% 41% 45%
5 18% 39% 18% 44% 46%
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All hardware components were individually tested before being combined into a
complete system setup according to some validation techniques suggested in [38]. This
was accomplished by validating the source code of each component using the Arduino IDE
and observing the results through an Arduino serial monitor. Following the integration
of all of the components, the working of the components and the code were tested using
the Arduino IDE and serial monitor. The complete system set up is also validated by
comparing the values in the serial monitor with the values in the web-based user interface.
Despite the fact that the system is hosted on a private network and is not susceptible
to attacks, restricted authorization is enabled using an SSID and a password. Also, the
system test results show that the average throughput calculation for the designed system is
17 × 105 bps and the memory usage is (93,752 bytes), which is 27.83% of the total memory.

9. Discussion

In this section, we describe briefly the key features of the IoT-based open-source
remote health monitoring solution realized after successful testing of the proposed system.

Low power: In developing a health monitoring system specifically for remote locations,
it is critical to consider the power consumption of each hardware component. Our system
uses an ESP32 chip as its central server, which consumes 0.6 Watts. There is an overall
power consumption of 1.4 Watts for the health monitoring system and 1.7 Watts for the Wi-
Fi router. Each hardware component’s power consumption is monitored under operating
conditions, and data sheets may be consulted for further information. Table 7 outlines
the power consumption of each hardware component used within the scope of this study.
Consequently, the designed system can be considered low power.

Table 7. Power consumption of the system.

Sr. No. System Hardware Components Power Consumption (Watts)

1 ESP32 Microcontroller 0.6
2 ESP32, Sensors, Breadboard, Wires 1.4
3 Tenda Router (N304 V2) 1.7

Low cost: A low-cost system design is achieved by utilizing readily available and
low-cost hardware components. Additionally, the developed system uses open-source
technology that eliminates operating costs. In Table 8, the price breakdown of each element
used in the study can be obtained. The overall cost of the system is CAD 34.

Table 8. Price breakdown of system components.

Sr. No. System Hardware Components Cost (Pak Rupees)

1 ESP32 Microcontroller 1299

2 DHT11 Temperature and Humidity
Sensor module 200

3 Max30100 Pulse Oximeter Heart Rate
Sensor Module 350

4 BN-220 GPS module 2500
5 Wireless Router 2462

6 Wires, Breadboard, etc.
Grand Total

350
7161/-

Remote Health Monitoring: The IoT-based remote health monitoring system demon-
strated through the course of this article enables the timely detection of abnormal trends in
health. Additionally, the UI facilitates physicians or other healthcare personnel to monitor
real-time health data, such as vital signs, that can help in the management of chronic
health conditions.

Access to healthcare: The designed health monitoring system provides immediate
access to healthcare, particularly to the people living in remote areas lacking access to



J. Low Power Electron. Appl. 2023, 13, 57 17 of 19

healthcare facilities. Healthcare systems such as these can decrease the cost of healthcare
and lower the burden on hospitals by reducing medical procedures and prioritizing patients
according to their medical needs. As an additional benefit, users can reduce frequent
hospital visits, which results in both time and financial savings.

Security: To ensure users’ data security and integrity, the designed health monitor-
ing systems are protected with a set of security controls such as a Service Set Identifier
(SSID), password, and firewall. A further feature of this IoT server is that it is configured
locally and is hosted on a local communication network. Therefore, it is not vulnerable to
internet traffic.

A valuable guide for future study: The research will contribute significantly to the
development of health monitoring and management solutions for underserved remote
communities. It is evident that the research described above provides a solid foundation
and justification for planning and designing health monitoring systems for remote areas
that have no access to the internet.

Intuitive health monitoring system: The designed system aimed to have a user-friendly
interface. It does not involve any special training or a dedicated operator to use the
proposed system.

Coordination and self-care: Health monitoring systems such as these can enhance
patients’ and doctors’ coordination by close monitoring.

Decrease healthcare disparities: The proposed research can bring down healthcare
disparities by providing assistance to the elderly, populations in remote areas, the disabled,
those who require regular health monitoring, and individuals with mobility constraints.

System limitations: The proposed system is not alert enabled. Considering that the
system does not generate any alerts, there is no noticeable delay time at the receiver end,
provided that the HMI(s) are not in sleep mode. Other limitations may include the range of
the local network, which depends on the range of the router used.

10. Conclusions

Even though healthcare is a fundamental human right, it is unfortunate, however, that
populations in developing countries are not able to access basic healthcare facilities. This is
because of a lack of government resources, poor infrastructure, or inadequate distribution
of resources. A particular focus of this paper is Pakistan, where 50% of the population has
no access to medical care, and this percentage increases in rural and remote areas. To add
to this, during the peak of COVID-19, healthcare was a challenge for all. Various measures
of social distancing and protection were in place, and it became apparent to the world that
technology is integral to the advancement of all facets of life. Therefore, an open-source,
low-cost health monitoring system is a flexible and appropriate solution for remote and
unserved communities.

In the scope of this study, we present the design and implementation of an IoT-based
open-source and low-cost health monitoring system. The designed system measures
three important vital signs: temperature, HR, and blood oxygen level. Additionally, it
integrates distinctive features like measuring ambient temperature, humidity, and the
location of the user. Furthermore, the system includes features that allow doctors and other
healthcare professionals to be notified in the event of an emergency or need for assistance.
An intuitive dashboard has been designed to visualize data over an internet protocol
address. The IoT server processes data and transmits it over the IP. The overall set up is
hosted on a private communication channel that makes it useful even for regions with no
internet access. A power consumption measurement has been conducted under operating
conditions, and it has been determined that the system consumes less than four watts of
power and the system cost CAD$ 34, which is a fairly low cost for such critical solutions.

Although this study proposes an IoT-based health monitoring system for remote
locations in Pakistan, there is a potential for this research to have a substantial impact
on the implementation of remote health monitoring systems in other remote areas with
limited resources.
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11. Future Work

A future research direction will involve the enhancement of the system in order to pro-
vide facilities such as respiratory rate measurement and electronic cardiography. Increasing
the range of private communication networks can also be part of the future research.
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