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Highlights

Please indicate how your work links to systems science via your contributions to systems
practice, theory, and/or methodology.

• Proposes a systems-level AI-based Threat Detection Mechanism (ATDM) that inte-
grates anomaly detection, threat management, cybersecurity policies, and emerging
quantum-enabled technologies across interconnected smart city domains.

• Provides a conceptual methodology for linking cybersecurity, energy efficiency, re-
silience, and sustainability within Saudi urban infrastructure, demonstrated through
a conceptual case study based on Jeddah and the 15 priority indicators of the IMD
Smart City Index 2026.

What are the main findings and/or the implications of the main findings?

• The conceptual analysis indicates that integrating AI-driven threat detection with IoT,
6G, and quantum-enabled security mechanisms can provide a holistic foundation for
improving cybersecurity resilience and supporting sustainable smart city operations.

• The framework establishes a theoretical basis for future quantitative validation of
security, energy efficiency, latency, and sustainability performance, while identifying
the need for comprehensive datasets integrating smart city indicators with AI- and
quantum-enabled cybersecurity features.

Abstract

Artificial Intelligence-driven detection mechanisms present both opportunities and chal-
lenges in modern systems, particularly within smart cities that rely on complex operational
technologies. In the context of Saudi urban infrastructure, rapidly evolving and mul-
tidimensional cyber threats require advanced, energy-efficient security solutions. This
research proposes an Artificial Intelligence-based Threat Detection Mechanism designed
to proactively identify and mitigate cyber threats while maximizing energy efficiency and
minimizing cost and system complexity. Purpose: The proposed theoretical framework
focuses on securing sustainable smart cities by integrating Artificial Intelligence-based
anomaly detection with quantum-enhanced algorithms to address high-dimensional and
emerging cyber threats across interconnected urban systems. The Artificial Intelligence-
based Threat Detection Mechanism enables early and proactive threat detection across
sustainable smart city networks, including connections to external and global infrastruc-
tures, ensuring continuous monitoring, resilience, and service continuity. Methods: The
methodology emphasizes the development of energy-efficient Artificial Intelligence models
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and quantum protocols, incorporating intelligent risk assessment, adaptive calibration,
and automated response mechanisms. In addition, the framework introduces distributed
security hubs to enhance cybersecurity robustness and scalability. Anticipated Results
and Conclusions: Anticipated outcomes include improved security management policies,
automated threat detection and response, and adaptive protection against evolving cyber
risks. The proposed framework provides a scalable and cost-effective solution aligned with
sustainability objectives. Ultimately, this research contributes a proactive and intelligent
framework for securing smart city ecosystems, supporting long-term development goals
and aligning with Saudi Vision 2030.

Keywords: artificial intelligence-based threat detection; sustainable smart cities; urban
infrastructure; Saudi Vision 2030; Internet of Things cybersecurity; anomaly detection;
quantum technologies; energy efficiency

1. Introduction
The rapid evolution of sustainable smart cities represents a transformative shift in

urban living, driven by the convergence of cutting-edge technologies. These urban environ-
ments rely heavily on an integrated framework of the Internet of Things (IoT), Artificial
Intelligence (AI), and big data to optimize resource efficiency and environmental monitor-
ing [1]. By leveraging data-driven decision-making, smart cities can significantly enhance
urban mobility, reduce congestion, and streamline public transit systems [2]. Central to
this progress is the deployment of diverse IoT architectures across public safety and urban
automation sectors [3]. Figure 1 illustrates a threat-free, security-managed, and security-
efficient smart city architecture driven by emerging technologies (ETs), where smart security,
supported by cybersecurity, serves as a fundamental enabler for achieving the Sustainable
Development Goals (SDGs) in Saudi urban areas. The SDGs are represented through four
interconnected smart systems that are integrated within the Smart ET Ecosystem (e.g.,
Intelligent IoT and 6G), forming a unified platform for sensing, communication, and data
integration [4]. These interconnected SDG processes and communication links must be
protected to maintain secure and sustainable smart cities (SSCs). Within this ecosystem, the
AI-based Threat Detection Mechanism (ATDM) can strengthen cybersecurity by enabling
real-time data fusion, anomaly detection, and predictive analysis across smart healthcare,
transportation, energy, and residential systems. This integrated architecture with ATDM
enhances cross-domain situational awareness, supports the timely detection and mitiga-
tion of cyber-physical threats, and improves the resilience and sustainability of smart city
services with future SDGs. Furthermore, the transition toward AI-driven cloud security
serves as a strategic enabler for digital transformation, ensuring that the digital services and
infrastructure supporting these cities remain resilient against emerging cyber threats [4,5].

As urban centers become increasingly interconnected, the “attack surface” for cyber
threats expands, creating complex security challenges. The pervasive nature of sensing
and connectivity in modern telecommunications and sensor networks necessitates robust
governance frameworks to protect against inherent vulnerabilities [6]. Current research
highlights that the rising interconnectivity of urban digital ecosystems exacerbates risks
related to safety, security, and privacy [7]. To combat these risks, novel intrusion detec-
tion systems based on AI and network analytics are being developed to mitigate threats
targeting networked IoT infrastructure [8]. These efforts extend to exploring quantum-
resilient systems that protect against future decryption threats while enhancing operational
efficiency in smart city environments [9,10]. Protecting the underlying Cyber-Physical Sys-
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tems (CPSs) is now a critical priority for maintaining the safety of transport and mobility
networks [11,12].

Figure 1. Smart ecosystem of ET and services for SSC.

Traditional security measures define that the measurement involves conventional
methods of protecting against attacks and threats in computer network infrastructure
or real-world environments, including smart cities. The limitations of traditional secu-
rity measures against sophisticated, automated attacks have made AI-driven solutions
a necessity in modern threat detection. Conceptual frameworks for AI-driven anomaly
detection utilize machine learning to identify deviations in massive urban data streams in
real-time [13]. Beyond security, AI integration improves public safety through predictive
policing and automated response mechanisms [14]. Global case studies demonstrate that
AI’s influence spans governance, economy, and environmental monitoring, fostering a
more sustainable and inclusive urban life [15,16]. Despite barriers such as algorithmic
bias and implementation costs, AI remains vital for optimizing energy grids and reducing
emissions [17,18]. Emerging 6G and cloud-based AI security frameworks are expected
to further enhance the scalability and efficiency of urban analytics, ensuring long-term
infrastructure robustness [19–22].

Within Saudi Arabia, the pursuit of smart urban development is a cornerstone of
Vision 2030, which seeks to build technologically resilient cities. Sophisticated technologies
like blockchain, IoT, and AI are being deployed to align urban growth with national
sustainability objectives [23,24]. Flagship mega-projects like NEOM serve as a global
paradigm for sustainable living, acting as a live laboratory for AI-powered construction and
resource management [25,26]. These developments are supported by innovative financial
instruments, such as green municipal bonds, which fund low-carbon infrastructure [27]. In
cities like Riyadh, the integration of smart mobility and AI-driven data analytics is already
reshaping the transportation landscape, reflecting a broader commitment to modernized,
efficient urban governance [28].

Despite these advancements, a significant research gap exists regarding localized
security frameworks tailored to the unique regulatory and physical landscape of Saudi
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Arabia. Deploying smart applications requires balancing maximum security with cost-
effectiveness, as service providers and users alike demand energy efficiency (EE) and
low-cost protection systems. Traditional models often overlook the specific environmental
and infrastructural conditions of Saudi urban centers. There is an urgent need to understand
how AI-driven threats might specifically disrupt the future of Saudi smart cities and why
an anomaly detection and threat management (AD&TM) framework is essential in this
context. This research addresses the problem by investigating the trade-offs between
security performance and resource consumption within a specialized Saudi case study. In
this research, we manage our analysis according to the following research questions:

• RQ1. How can an ATDM be designed to improve cybersecurity for sustainable smart
city infrastructure?

• RQ2. How can AI-driven anomaly detection be integrated with existing intrusion
detection systems to support proactive cyber threat management?

• RQ3. What role can emerging technologies, including quantum-inspired techniques,
play in enhancing future smart city cybersecurity frameworks?

• RQ4. How can the proposed conceptual framework support the resilience and sustain-
ability of Saudi smart city infrastructure?

The primary objective of this research is to enhance security solutions for smart cities
by providing professionals with AI-based tools to manage evolving threats. Specifically,
the study aims to:

• Develop a conceptual ATDM for securing sustainable smart city infrastructure.
• Propose an AI-driven anomaly detection architecture that complements conventional

intrusion detection systems through proactive threat detection and management.
• Investigate the potential integration of emerging technologies, including quantum-

inspired techniques, within future AI-enabled cybersecurity frameworks for smart cities.
• Demonstrate the applicability of the proposed framework through a conceptual case

study based on Saudi urban infrastructure.

The main advantage of integrating quantum technologies into smart cities lies in
achieving minimal energy consumption and maximum security. Key aspects include:

• Data security management using quantum-safe architectures.
• Emerging drone technologies equipped with quantum sensors for smart city monitoring.
• Post-Quantum Cryptography (PQC) for drones operating within smart cities.
• The use of the Variational Quantum Eigensolver (VQE) across remote quantum machines.

These advancements are expected to enhance urban infrastructure and smart city
domains through energy-efficient AD&TM. According to [29–31], quantum-safe architec-
tures, quantum sensors, PQC and VQE are considered briefly for different applications,
including drones and smart cities. Further, energy management is discussed with quantum
technology, which enhances secure communication and services in smart cities.

This paper contributes to the development of AI-driven threat detection in sustainable
smart cities through a case study that identifies key research challenges in SSC services
within the context of Saudi urban infrastructure. It evaluates the strengths and limitations
of the proposed AI-driven model, defines the requirements for AD&TM implementation,
and provides actionable insights for researchers and urban planners to develop resilient
security frameworks for future smart city environments.

The rest of this paper is organized as follows. Section 2 reviews the literature on sus-
tainability, cybersecurity, and existing frameworks for smart urban infrastructure. Section 3
presents the proposed AI-driven threat detection framework, including its design, ar-
chitecture, and quantum-enabled threat detection mechanisms for enhancing security in
sustainable smart city environments. Section 4 presents the results of conceptual experi-
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ments conducted using data derived from the IMD Smart City Index 2026, based on the
15 priority smart city indicators for Jeddah, Saudi Arabia. This section also discusses the
cybersecurity implications of these indicators within Saudi urban infrastructure. Section 5
provides a discussion and analysis of the results, highlighting the potential improvements
in security, resilience, and sustainability achieved through the proposed framework, to-
gether with additional security-related considerations. Section 6 discusses the limitations of
the proposed framework, examines emerging challenges associated with AI-driven threat
detection and the long-term sustainability of next-generation smart cities, and outlines
future research directions. Finally, Section 7 concludes the paper by summarizing the main
findings and contributions of the proposed ATDM.

2. Literature Review
AI is a pivotal element in the establishment of sustainable smart cities, where the amal-

gamation of IoT, intelligent grids, and interconnected infrastructure creates extensive and
vulnerable attack surfaces. For Saudi Arabia’s ambitious urban initiatives, safeguarding
these systems is essential to ensuring long-term resilience and operational continuity. Mov-
ing beyond static defenses, AI-driven threat detection offers real-time, adaptive capabilities
to analyze intricate data, recognize sophisticated non-linear threats, and autonomously
mitigate risks, thereby preserving the integrity and availability of vital urban services.

The SSC must adopt a vision of a sustainable management system that encompasses
education (e.g., food, health, housing), energy (e.g., generation, protection, storage, and con-
sumption), and employment (ensuring that at least one member of each family is employed).
These three Es are essential for maintaining SSCs, where AI-driven architectures should be
deployed to enhance urban cyber-resilience, EE, digital health, and related services.

This study employs a structured narrative literature review rather than a systematic
literature review (SLR). Unlike an SLR, which follows a predefined protocol for identifying,
screening, appraising, and synthesizing all available evidence, a structured narrative review
provides a flexible and transparent approach for identifying and critically evaluating
representative studies to establish the theoretical foundation of a conceptual framework.
Accordingly, the objective of this review was to identify the most relevant literature on
AI-driven cybersecurity, sustainable smart cities, and emerging technologies rather than to
perform an exhaustive evidence synthesis.

Relevant publications were identified through searches of six major scientific databases:
IEEE Xplore, Scopus, Web of Science, ScienceDirect, SpringerLink, and MDPI. These
databases were selected because they provide comprehensive coverage of research in
Artificial Intelligence, cybersecurity, smart cities, sustainability, and engineering. Represen-
tative Boolean search queries included (“smart cities” OR “sustainable smart cities”) AND
(“cybersecurity” OR “intrusion detection” OR “anomaly detection”) AND (“artificial intel-
ligence” OR “machine learning”), together with additional search terms such as Internet of
Things (IoT), 6G, quantum computing, Post-Quantum Cryptography (PQC), sustainability,
Saudi Vision 2030, and emerging technologies. Multiple combinations of these keywords
were used to retrieve relevant studies published primarily between 2020 and 2026, while
retaining earlier seminal works where necessary.

The retrieved publications were screened through a three-stage process consisting
of duplicate removal, title and abstract screening, and full-text assessment. Publications
were included if they addressed AI-driven cybersecurity, anomaly detection, intrusion
detection systems, sustainable smart cities, IoT, 6G, or quantum-enabled security; were
published in peer-reviewed journals, reputable conference proceedings, or authoritative
technical reports; and provided conceptual, methodological, or technical contributions
relevant to the proposed ATDM. Publications were excluded if they were duplicate records,
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outside the scope of the study, lacked sufficient technical or methodological detail, or were
non-peer-reviewed sources without significant technical contributions.

Following the full-text assessment, the selected studies were classified into thematic
categories, including AI-driven threat detection, cybersecurity frameworks, sustainable
smart city infrastructure, IoT and 6G communications, quantum technologies, Saudi smart
city initiatives, and identified research gaps. This thematic analysis formed the basis of the
comparative review presented in Section 2 and supported the development of the proposed
ATDM conceptual framework. Although the literature selection process was conducted
systematically to improve transparency and reproducibility, a formal PRISMA protocol
was not adopted because this study presents a structured narrative literature review rather
than a systematic literature review.

The background section is organized to provide a logical progression from the broad
context of sustainable smart cities to the specific research problem addressed in this study.
It first discusses the sustainability and cybersecurity in smart infrastructure, emphasizing
the need for resilient urban systems. The review then discusses AI-driven architectures
for cyber-resilience and intelligent threat detection, followed by an overview of hybrid
Quantum Artificial Intelligence (Q-AI) as an emerging approach for future cybersecu-
rity enhancement. The discussion subsequently focuses on Saudi Arabia by highlighting
the role of Saudi Vision 2030 in advancing digital transformation and smart city initia-
tives. Finally, existing research on smart cities in Saudi Arabia is reviewed to identify
current developments, challenges, and research gaps. This progression establishes the
theoretical foundation for the proposed ATDM and its application to sustainable Saudi
urban infrastructure.

2.1. The Nexus of Sustainability and Cybersecurity in Smart Infrastructure

The integration of advanced digital technologies into urban planning has evolved
beyond functional convenience to become a prerequisite for environmental and operational
sustainability. This section explores the necessity for secure, resilient, and energy-efficient
systems within the smart city paradigm. As urban centers increasingly rely on intercon-
nected IoT and 6G networks, robust AI-driven cybersecurity mechanisms are imperative to
safeguard critical services against emerging cyber-physical threats. Aligning security with
sustainability objectives ensures operational reliability, optimized resource management,
and long-term infrastructure stability.

2.1.1. Frameworks for Sustainable Urban Ecosystems

The conceptualization of modern smart cities relies on the synergy between ecological
goals and digital fortification. This interplay begins with the digital representation of
physical assets to maximize resource efficiency. Reference [32] presents a systematic review
exploring the integration of AI-powered Digital Twins and IoT technologies to foster
sustainable building environments and smart city ecosystems. By enabling real-time
mimicking and optimization of urban infrastructure, this technology facilitates data-driven
decision-making essential for zero-energy goals and urban resilience. This resilience is
further bolstered by predictive capabilities. Reference [33] explores the transformative
role of AI-powered predictive modeling in supporting sustainable urban development,
focusing on critical applications such as infrastructure optimization, energy management,
and climate adaptation. While these models forecast trends to enhance resource allocation,
the authors emphasize that ethical governance and transparent safeguards are necessary to
mitigate algorithmic bias and ensure equitable outcomes.

To handle the computational demands of such systems, recent research suggests
a fusion of high-performance analytics. Reference [34] proposes a framework for
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climate-resilient smart cities and energy systems by leveraging the convergence of High-
Performance Computing (HPC), big data, and Edge AI. This integration utilizes hybrid
deep learning to enhance renewable energy forecasting, shifting urban management from
reactive to proactive stances to reduce fossil fuel reliance. Similarly, Reference [35] proposes
a comprehensive AI framework designed to enable carbon-free urban environments by
integrating diverse datasets, including air quality metrics and infrastructure durability.
By employing automated machine learning, this framework drives informed decisions in
disaster management and green technology integration, serving as a critical enabler for
carbon neutrality.

Reference [36] examines the use of AI, blockchain, and big data to improve urban
sustainability through optimized energy management, transportation, and resource uti-
lization. Likewise, Reference [37] demonstrates that integrating IoT sensing, AI analytics,
and automated logistics can enhance waste management, reduce operational costs, and
improve the sustainability of smart city infrastructure.

2.1.2. Governance, Security Challenges, and Risk Management

Despite the operational benefits of these sustainable ecosystems, their expansion in-
troduces significant security and management complexities. References [38,39] highlight
the role of IoT technologies in smart city infrastructures and emphasize the importance
of addressing security challenges through secure communication, governance, and intelli-
gent management mechanisms. This necessitates structured oversight, as Reference [40]
systematically reviews the integration of Artificial Intelligence into smart infrastructure
management, exploring the technical strategies and implementation frameworks neces-
sary for sustainable urban planning. This study highlights the importance of predictive
maintenance and ethical public participation in smart city governance to ensure equitable
infrastructure deployment.

The broad scope of these transformations is captured in meta-analyses of the field.
Reference [15] provides a comprehensive review of AI’s transformative impact on smart
city infrastructure, synthesizing findings from over 92 publications across six key pillars:
governance, economy, mobility, environment, living, and people. This research identifies
success factors for resilient ecosystems, emphasizing data interoperability and human–AI
collaboration. Despite these advancements, a persistent gap remains between innovation
and protection. Reference [41] provides a thorough systematic review of the intersection
between urban digitalization and security, synthesizing existing literature to identify critical
vulnerabilities, threats, and mitigation measures within smart cities. The authors argue that
while sustainability is often prioritized, a unified security framework is frequently lacking,
necessitating a socio-technical approach that balances functionality with privacy.

Quantifying these risks is essential for strategic defense. Reference [42] proposes a
mathematical approach to cybersecurity risk assessment within smart city infrastructures,
providing systematic techniques for identifying and evaluating security threats across mul-
tiple urban domains. This methodology allows for the calculation of cyberattack impacts,
enabling prioritized investment in risk-based protective measures. Finally, the evolution
of these defense strategies must be continuous. Reference [43] provides a systematic liter-
ature review on cybersecurity risk management within smart cities, synthesizing global
methodologies to identify current research gaps and best practices. By evaluating localized
perspectives and governance models through 2024, this research establishes a compre-
hensive foundation for managing threats in increasingly complex, interconnected, and
sustainable urban landscapes.

Reference [44] highlights the importance of integrating continuous risk assessment
and decision-support systems to improve urban resilience and smart city risk management.

https://doi.org/10.3390/systems14080988

https://doi.org/10.3390/systems14080988


Systems 2026, 14, 988 8 of 34

Similarly, Reference [45] proposes an AI-driven Digital Twin framework based on multi-
objective reinforcement learning to optimize energy efficiency, service latency, and security
compliance under smart city governance constraints.

2.2. AI-Driven Architectures for Urban Cyber-Resilience

The evolution of smart cities into hyper-connected ecosystems necessitates a shift from
traditional security models toward AI-driven architectures capable of providing proactive
cyber-resilience. Central to this transition is the integration of advanced learning paradigms.
Reference [46] examines the transformative potential of machine learning (ML) and Deep
Reinforcement Learning (DRL) in shaping the future of smart cities, focusing on how these
technologies can be evolved to address emerging urban challenges and improve quality
of life. By utilizing data-driven intelligence for smart grid security and 5G optimization
via Unmanned Aerial Vehicles (UAVs), this research establishes a predictive roadmap for
resilient urban environments.

To achieve this resilience, the literature emphasizes the convergence of physical and
digital layers. Reference [47] proposes a hybrid AI-IoT framework that integrates Digital
Twin technologies to enable proactive urban infrastructure management in smart cities.
This architecture leverages federated learning and lightweight edge inference to facilitate
real-time monitoring and predictive maintenance, significantly reducing response times for
critical systems like traffic and pipeline management. Such proactive measures are vital
because, as Reference [48] examines, the modern cybersecurity landscape of smart cities
is characterized by an expanding attack surface where the increasing interconnectivity of
urban services heightens infrastructure vulnerability. This research advocates for the inte-
gration of predictive defense measures and robust regulations to safeguard data integrity
and ensure long-term service reliability.

The effectiveness of these architectures depends heavily on the ability to process
massive datasets. Reference [49] examines the integration of data-driven cybersecurity
within smart cities, emphasizing the critical role of big data analytics in protecting urban
assets. While IoT sensor streams provide essential security intelligence, the authors note
that managing high-volume data scales and maintaining privacy remains a significant
challenge. This technical foundation is further explored by Reference [50], which examines
the critical cybersecurity vulnerabilities inherent in the IoT and physical infrastructure of
smart cities, emphasizing the urgent need for robust protective solutions. By evaluating
requirements across communication protocols and architectural layers, the study identifies
the multi-layered defense strategies necessary to fortify essential systems such as smart
grids and water management networks.

Despite the advancement of these systems, the reliability of threat detection remains a
primary concern in complex networks. Reference [51] focuses on enhancing the accuracy
of threat detection in smart cities by investigating network anomalies and identifying
opposing decisions or contradictory threat assessments. By resolving discrepancies between
conflicting data points, this research reduces false positives and improves the reliability of
AI-based monitoring. Complementing this, Reference [52] provides a high-level overview of
the cybersecurity landscape in smart cities, identifying critical vulnerabilities and emerging
challenges within interconnected digital ecosystems. This overview serves as a strategic
foundation for understanding the future research directions required to combat evolving
global threats.

Reference [53] proposes an edge-AI architecture that combines Convolutional Neural
Network (CNN)-Transformer and Long Short-Term Memory (LSTM) models for real-time
anomaly detection and predictive failure analysis in smart transportation systems. Their
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results demonstrate that AI-based edge intelligence can achieve accurate threat detection
with low latency, supporting secure smart city infrastructure.

In addition, the implementation of specialized security tools is paramount for opera-
tionalizing these resilient architectures. Reference [8] introduces a novel intrusion detection
system (IDS) specifically engineered to address the unique security requirements and com-
plexities of modern smart city environments. By focusing on securing data flow across both
the application and network layers of critical infrastructure, this sophisticated solution pro-
vides a robust mechanism for defending the interconnected components of the digitalized
city against increasingly advanced cyber threats. Together, these studies illustrate that a
resilient urban infrastructure requires a synergy of AI, big data analytics, and specialized
intrusion detection frameworks. To improve the threat intelligence framework, such as
ATDM, the application of Generative Adversarial Networks (GANs) in network IDS can be
considered to improve the SSC.

Figure 2 illustrates the 6G network as the core communication backbone enabling
AI-driven smart city services. It integrates heterogeneous IoT paradigms—including
IoT for smart homes, medical IoT (mIoT) for smart healthcare, and vehicular IoT (vIoT)
for smart transportation—into a unified, high-capacity infrastructure. These IoT-based
smart systems support the SDGs, SSCs, and smart security, which fundamentally relies on
cybersecurity. Although 6G technology is still evolving, it is regarded as one of the key
enabling technologies for future SDG implementation and SSC development in Saudi urban
areas. The 6G layer supports URLLC and large-scale data aggregation from distributed
devices. Through continuous interaction with users via IQN systems, the architecture
facilitates AI-driven threat detection using real-time data analytics, anomaly detection,
and cross-domain correlation. Furthermore, the proposed ATDM, integrated with 6G
and IoT technologies, strengthens the robustness of cybersecurity solutions deployed in
smart systems, thereby enhancing the security, resilience, and sustainability of smart city
operations. According to [54], the role of 6G will enhance smart city facilities through many
evolving technologies, including all types of IoT.

 

Figure 2. Smart city facilities with 6G network and IoT.

2.3. Universal Intelligence with Hybrid Q-AI

SSC faces numerous challenges arising from population growth and evolving lifestyles.
In computer science, universal intelligence can be applied to manage the complex intelli-
gence requirements of systems deployed in smart cities. It represents a theoretical frame-
work for the management, maintenance, and measurement (3Ms) of intelligent systems
in future smart cities. The integration of universal intelligence with hybrid Quantum-AI
(Q-AI) technologies can not only reduce the overall operational costs for smart city stake-
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holders but also support the sustainability of critical requirements such as security, energy
efficiency, and resource management.

Over the coming decade, AI is expected to evolve toward universal intelligence
capabilities that enable users and service providers to make informed decisions under
dynamic environmental conditions. For example, the effects of global warming continue to
influence temperature patterns in many smart cities, including urban areas across Saudi
Arabia. Quantum channels incorporated into SSC development can further enhance the
universal intelligence framework and its 3Ms. Through these channels, threats can be
detected efficiently when entangled pairs are established and maintained between the
source node (vs) and destination node (vd). Depending on the severity of threats and
cyberattacks, the entanglement routing rate may vary and can be determined using the
quantum routing scheme (QRS), as expressed in Equation (1).

QRS = max
(vs , vd)∈D

∑ P(vs , vd)
1{ε(p,q)=1∀(p, q)∈P

(vs , vd)
} (1)

The above-mentioned equation [55] represents the quantum routing scheme, which can
be considered to improve the security when threats are identified in the quantum channels.
In Equation (1), P(vs , vd)

is the entanglement path connecting the source–destination pair,
and ε(p,q) denotes the entanglement status between the quantum nodes p and q. The size of
D depends on the window of the source–destination pair at the time.

2.4. Strategic Integration with Saudi Vision 2030

Many Saudi cities have been ranked among the top 100 smart cities for 2026 [56],
including Riyadh (ranked 24), Hail (33), Mecca (50), Jeddah (55), Al Khobar (64), Medina
(67), AlUla (85), and Hafar Al Batin (100). The realization of sustainable smart cities in Saudi
Arabia is inextricably linked to the strategic objectives of Vision 2030, which mandates a
transition toward a digitally empowered and secure economy. This transformation is not
merely a technical endeavor but a socio-technical one, requiring the alignment of human ex-
pertise, organizational governance, and technological innovation. Reference [57] addresses
the human element of security by evaluating cybersecurity competency within Saudi Ara-
bia using a fuzzy decision-making approach to manage the complexity and ambiguity of
skill development. By establishing a mathematical framework to identify training gaps and
prioritize resource allocation, this research provides a strategic roadmap for building the
human expertise necessary to defend the Saudi’s expanding digital infrastructure.

At the organizational and economic levels, the integration of security must occur early
in the innovation lifecycle. Reference [58] explores the unique IoT security challenges faced
by Saudi startups, positioning these emerging organizations as a critical engine for the
Saudi’s economic growth and digital transformation. The study advocates for a security-
by-design approach, enabling startups to mitigate vulnerabilities without compromising
innovation velocity. Such resilience at the grassroots level of the private sector is comple-
mented by advancements in the public sector. Reference [59] conducts a multi-case analysis
of the Saudi digital government, examining the motivations, enablers, and technical chal-
lenges involved in transitioning traditional public services into automated, AI-driven
platforms. This analysis highlights the importance of integrated national infrastructures
and clear policy elements in eliminating service duplication and ensuring successful tech-
nology adoption. To deploy the information security policies, cybersecurity frameworks,
such as the National Initiative for Cybersecurity Education (NICE) Framework, can be
considered with the AI-driven IDS.
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The success of these digital initiatives is ultimately determined by citizen engagement
and trust. Reference [60] investigates the psychological and technical barriers influencing
the adoption of AI-enabled public services among Saudi residents, with a specific focus on
cybersecurity, data privacy, and trust. Identifying these factors as primary mediators for
technology acceptance, the authors provide actionable recommendations for developing
transparent government services. This need for transparency is reinforced by technical
safeguards in cloud environments. Reference [5] provides a strategic technical framework
linking AI-powered cloud security and anomaly detection directly to the objectives of
Saudi Vision 2030. By positioning proactive threat detection as a non-negotiable enabler for
digital transformation, this research demonstrates how intelligent automation maintains
the data sovereignty and public trust essential for the Saudi’s digitization goals.

Governance and compliance serve as the structural backbone for these AI-driven
advancements. Reference [61] bridges the gap between Artificial Intelligence and formal
IT governance, offering a strategic roadmap for Saudi organizations to integrate AI while
remaining compliant with international standards such as ISO/IEC 38500 and the COBIT
2019 framework. This ensures that AI implementations are both ethically governed and
technically secure. Furthermore, the broader landscape of technology adoption in the
public sector shows a clear trend toward automation. Reference [62] conducts an extensive
analysis of the adoption of emerging technologies—such as AI, cloud computing, and
IoT—within the Saudi public sector, mapping these advancements directly against the
strategic objectives of Vision 2030. Utilizing the PRISMA methodology, the study identifies
that while the pandemic accelerated the transition to smart platforms, meticulous planning
and robust governance remain critical to overcoming cultural and organizational hurdles.

Achieving national-level digital resilience requires a collaborative, multi-stakeholder
approach. Reference [63] presents a comprehensive case study identifying the key success
factors required to establish cybersecurity excellence and digital resilience within Saudi
Arabia. The resulting roadmap emphasizes the synergy between government regulation,
private sector cooperation, and advanced technological defense. This collaborative spirit is
essential for optimizing urban drivers. Reference [64] conducted a thorough systematic
literature review to examine the strategic integration of Artificial Intelligence in optimizing
smart city drivers, such as public safety and healthcare quality. By proposing a conceptual
model for collaborative ecosystems, the study provides a roadmap for maximizing urban
efficiency. Collectively, these studies suggest that for Saudi Arabia to achieve its smart city
ambitions, it must harmonize technical defense with rigorous governance and a profound
focus on human-centric security.

2.5. Current Research on Smart Cities in Saudi Arabia

The accelerated urbanization of Saudi Arabia, driven by the ambitious goals of Vision
2030, necessitates the incorporation of advanced digital technologies to manage complex
city-states such as The Line in NEOM. As these centers evolve into sustainable smart
cities, their dependence on networked IoT sensors, cloud-based governance platforms,
and automated utilities markedly increases the national cyber-attack surface. While con-
temporary research has examined the socio-economic advantages of these technologies,
a significant gap persists between high-level policy frameworks and the technical execu-
tion of resilient, AI-driven security architectures. Protecting essential infrastructure from
non-linear threat vectors while achieving sustainability objectives remains an unresolved
challenge in existing literature.

Table 1 provides a comprehensive review of the current research landscape on Saudi
smart cities, which focus on governance, adoption, sustainability planning, or conceptual
AI roles. While extensive literature exists on adoption models [65], social impacts [66],
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and NEOM-specific Digital Twins [67], there is a noticeable lack of specialized, AI-driven
threat detection tailored for sustainable urban infrastructure resilience across Saudi Arabia.
For instance, although References [65,68,69] emphasize the importance of security, they
do not provide specific AI detection models. Furthermore, while Reference [70] suggests
that smart home strategies could scale to smart infrastructure, it lacks a unified framework
that aligns threat detection with environmental sustainability—such as demonstrating how
preventing a grid cyber-attack directly avoids energy waste. This gap inspired the proposed
framework for Saudi urban infrastructure.

To provide a structured comparison of existing Saudi smart city research, the studies
summarized in Table 1 were evaluated across five dimensions that are directly relevant to
the proposed AI-based Threat Detection Mechanism (ATDM): (i) the urban infrastructure
layer addressed by the study, (ii) the principal AI or cybersecurity contribution, (iii) the
scope of the Saudi case study or application domain, (iv) the relationship between the study
and sustainability objectives such as energy efficiency, resilience, governance, or resource
optimization, and (v) the remaining research gaps and limitations. These dimensions were
selected because they collectively capture the technical, operational, and sustainability-
related factors required to assess AI-driven cybersecurity frameworks for sustainable smart
city infrastructure.

The studies summarized in Table 1 were selected as representative contributions to
the fields of smart city cybersecurity, AI-based intrusion detection, and sustainable urban
infrastructure. The publications were identified through a structured search of major
scientific databases, including IEEE Xplore and Web of Science, using combinations of
keywords such as smart cities, cybersecurity, Artificial Intelligence, intrusion detection
systems, IoT security, Saudi smart cities, and sustainability. The selected studies were
chosen based on their relevance to the research objectives, methodological contribution,
publication quality, and applicability to the proposed ATDM framework. Rather than
providing an exhaustive survey, Table 1 establishes the theoretical foundation of this
study by highlighting representative contributions, current research gaps, methodological
limitations, and sustainability aspects, including resilience. These findings define the scope
of the present study and help identify future research challenges and opportunities for
SSCs and their supporting infrastructure.

Table 1. Summary of existing studies on AI-based threat detection and sustainability for Saudi
smart cities.

Ref. Urban Layer Main Contribution Case Study Scope Sustainability with ATDM Research Gaps &
Limitations

[65] Application:
Behavioral

Developed the
Cybersecurity-UTAUT
model for adoption; no
concrete AI detection model

Saudi smart cities Social: User trust should be
considered with ATDM

Focuses on conceptual
and survey-based, not
technical threat detection.
Lacks technical validation

[66]
Application:
Socio-cultural and
service layer

Conceptual AI roles for
addressing social issues
and promoting SDGs

Cultural and social
urban of Saudi smart
cities

High: Directly aligns AI
with some SDGs, which
support societies in SSC

No operational AI
models and lacks focus
on threat detection or
cyber-risks

[67] Perception: Digital
Twins

AI and Digital Twin
integration for urban
sustainability optimization

NEOM city in Saudi
Arabia

High: Digital Twins can be
considered to improve the
ATDM and SSC
environment

Cybersecurity and threat
detection not addressed

[68]
Network:
Cybersecurity and
digital forensics

Impact analysis of digital
forensics on city security;
no specific AI model

Future Saudi smart
cities

Resilience: Continuity of
digital services; implicit
sustainability link

Largely descriptive
overview; lacks specific
AI model
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Table 1. Cont.

Ref. Urban Layer Main Contribution Case Study Scope Sustainability with ATDM Research Gaps &
Limitations

[69] Perception: IoT
and user layer

AI-powered behavioral and
trust-based adoption model
for smart home devices

Saudi smart homes

Trust: The ATDM in the
individual home allows us
to maintain SSC through
indirect sustainable
adoption of IoT

Focuses on awareness
rather than technical
threat detection or AI
models

[70] Perception:
IoT/smart

Proactive forensic
meta-model for smart
homes

Saudi smart homes
and the residential
sector will create the
SSC with AD&TM

Operational: Indirect
sustainability through
resilient homes and
long-term device reliability

Limited to smart homes,
not critical city-level
infrastructure or urban
threat management

[71]
Cross-Layer:
Governance and
services

XAI impacts applied to
Saudi smart cities

Applied study on
Saudi cities

Governance: Support
transparency in AI
decision-making

No focus on real-
time anomalies or cyber-
security operations

[72] Application:
E-government

Analysis of E-government
role on smart city
initiatives; no AI model

Saudi National
perspective

Economic: Effectiveness in
the administration of public
resources must be
maintained in SSC with
AD&TM

Limited focus on the
technical cybersecurity or
AI-based detection
mechanisms

[73]

All Layers:
Multi-domain
smart city
assessment

Benchmarking Saudi cities’
progress via a maturity
framework; no AI model

Only focuses on four
Saudi cities: Riyadh,
Makkah, Jeddah, and
Medina

Urban: The future SSC
should have equitable
infrastructure development
to maintain the Saudi
multi-domain SSC

Does not address cyber
threats or AI-driven
monitoring

[74] All Layers:
Strategic

Strategic analysis for
advanced digital
technologies

NEOM city and
Qiddiya in Saudi

Strategic: To maintain the
smart transport system, the
explicit low-carbon
technology pathways
should be used within the
SSC

No AI-based
cybersecurity
frameworks

[75]
Network:
Infrastructure and
services

Conceptual AI-driven
solutions for urban services

NEOM and Riyadh
in Saudi

Industrial: Protecting the
infrastructure’s longevity

Lacks deep data on
cybersecurity threat or AI
threat-detection models

ATDM is considered in Table 1 with the threats which affect the Saudi urban infras-
tructure, but these threats can be detected and managed using AD&TM. Figure 3 illustrates
a representative application of the proposed ATDM within the healthcare domain. The
figure was originally developed by the authors in our previous work [76] and is reproduced
here to demonstrate how the conceptual ATDM architecture can be applied to one of the
critical services within SSCs. As illustrated, healthcare systems are vulnerable to evolving
threats, cyberattacks, and associated risks, highlighting the need for robust AD&TM capa-
bilities. Within the proposed ATDM, AD&TM enables proactive monitoring, anomaly
detection, threat analysis, and mitigation, thereby improving the security and resilience
of healthcare services. Although healthcare is presented as an illustrative example,
the underlying ATDM architecture is generic and can be extended to other smart city
sectors, including transportation, energy, public safety, and other critical infrastructures.
Together with the integrated architectures presented in Figures 1 and 2, the proposed
framework is expected to strengthen cybersecurity while supporting broader sustain-
ability objectives, including improved energy efficiency, resilient service delivery, and
secure Saudi urban infrastructure.
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Figure 3. ATDM-based model for secure and sustainable healthcare. Reprinted from Ref. [76].

3. Materials and Methods
Although the case study serves as the primary research approach, a range of methods

and techniques are analyzed to address emerging AI-driven threats and cyber-attacks.
While multiple solutions can be derived from existing approaches, this study focuses on
identifying the most effective methods to achieve maximum security and EE.

An AI-driven proactive model is considered the most suitable approach for detect-
ing evolving cyber threats in SSCs. The proposed AD&TM incorporates specialized AI
algorithms, energy-efficient cybersecurity techniques, and quantum-inspired technologies
to identify, analyze, and mitigate threats affecting smart city services. Furthermore, the
framework envisions multiple security hubs to enhance both security and energy efficiency
across SSC environments.

AI-driven cybersecurity techniques will be employed to evaluate preliminary models
aimed at improving the sustainability of smart cities within the context of this case study.
To ensure robustness, all identified requirements of the AD&TM will be validated using
appropriate analytical and simulation tools. Theoretical insights derived from the case
study will guide the selection, design, and implementation of an optimal model for future
SSC systems.

The ATDM can be developed using an appropriate mathematical model, such as that
described in Equation (1). In this case study, the equation has not been implemented
or evaluated in detail; however, it can be integrated into a Q-AI framework for future
investigation.

To achieve the research objectives, Saudi smart city requirements, representative use
cases, and security enhancement strategies are considered to support the sustainability of
next-generation SSCs. Table 2 presents example technical concepts and enabling technolo-
gies for future security management. According to [77,78], anomaly detection (AD) is a
fundamental component of security management for identifying attacks against enterprise
systems and critical infrastructures. Accordingly, integrating anomaly detection (AD) with
threat management (TM) provides the conceptual foundation of the proposed ATDM.
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Table 2. Methods of improving security in Saudi urban infrastructure.

Security Management of
Saudi Urban Infrastructure

Examples of Technical Concepts and
Materials with the AD&TM Method

Expected Solutions for the
Next-Generation SSC

Sustainability IoT networks Sensors for road traffic, automation of en-
ergy monitoring

Smartness of hubs Data centers Continuous hub monitoring for secur-
ing all types of data

Network infrastructure with
Internet IQN Securing continuous services

Technological innovation Hybrid Q-AI A hybrid approach with quantum and AI
for automating threat intelligence

Quantum communication
channels Quantum routing scheme Managing universal intelligence in threat

detection

To further clarify the case study methodology and the data requirements for the
proposed framework, the following considerations are presented. According to [79], the
15 characteristics required for this research case study were considered. Although this study
is not an actual empirical case study, references [80,81] provide the necessary guidance for
identifying and collecting the data and information required to investigate an SSC in the
context of Saudi urban areas.

Although we intended to collect datasets covering all 15 priority areas [79], no compre-
hensive dataset currently exists that integrates these characteristics with AI- and quantum-
enabled IDS features. Future studies can utilize such datasets to perform data collection,
preprocessing, exploratory data analysis, statistical analysis, and predictive modeling.

The lack of comprehensive datasets encompassing all 15 priority characteristics, to-
gether with the assumptions associated with the proposed analytical models and quantum-
based developments, represents a key limitation of this study.

To demonstrate the applicability of the proposed framework, conceptual experiments
were conducted using data derived from the IMD Smart City Index 2026 for Jeddah, Saudi
Arabia. The analysis considered the 15 priority smart city indicators identified by the IMD
survey across key urban domains, including health and safety, mobility, governance, oppor-
tunities, and quality of life [56,79]. These indicators were used as representative variables to
examine the relationship between sustainability objectives, cybersecurity requirements, and
the proposed ATDM. The resulting conceptual analysis, presented in this study, illustrates
the potential impact of AI-enabled intrusion detection and emerging technologies on im-
proving the security, resilience, and operational efficiency of sustainable smart city services.
Because no comprehensive dataset currently integrates all 15 priority indicators with AI-
and quantum-enabled IDS features, these results should be interpreted as a conceptual
demonstration that establishes the foundation for future quantitative validation.

3.1. Proposed Framework with AI-Driven Design and Architecture

An AI-driven strategy can employ multiple threat detection approaches to enhance
the security of smart cities and their infrastructure, including communication systems.
AI-based IDSs can significantly reduce the time required to identify and respond to se-
curity incidents while continuously adapting to emerging threats and changes in urban
environments. By strengthening anomaly detection and threat management capabilities,
these systems contribute to the resilience and sustainability of SSCs.
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The proposed framework incorporates the ATDM, which is dependent on the AD&TM.
In addition, the framework integrates security policies, advanced IDS technologies, and
ETs to provide a comprehensive cybersecurity solution for SSCs.

Furthermore, the framework leverages AI-driven designs and architectures enhanced
by quantum-based techniques. The integration of AI and quantum technologies enables the
efficient exploration of multiple solution spaces, reducing the complexity of system design
and optimization. Quantum-enabled proactive mechanisms further reinforce cybersecurity,
while adaptive threat detection capabilities help address the challenges posed by evolving
cyber threats and rapidly advancing technologies.

3.2. Quantum-Enabled Threat Detection Mechanism

The AI-driven design and architecture must be secured using effective threat mitiga-
tion mechanisms. Quantum-enabled approaches can further enhance security in smart
cities and their infrastructure.

The proposed framework, along with those mentioned above, enhances ATDM
through quantum-enabled threat mechanisms. Hybrid Q-AI can identify attacks dur-
ing data transmission and traffic management within SSC. Quantum key management
enables service providers to secure traffic autonomously. PQC algorithms protect sensitive
patient records when mIoT is integrated into SSC medical services. Additionally, quantum-
secure identity solutions can be used to detect threats in biomedical applications, such as
risks associated with cloneable digital security.

Figure 4 presents a multi-layered theoretical framework for AI-driven threat detection
in secure smart cities facilitated by ET. The framework integrates several functional layers,
including a 6G-enabled ET infrastructure, an expanded IoT layer—encompassing mIoT
and vIoT—and a suite of smart city application services, all unified under an intelligent
security management system. At the edge, smart monitoring and communication devices
continuously generate high-velocity data, which is processed through AI-driven detection
mechanisms that incorporate machine learning algorithms, robust cybersecurity frame-
works, and standardized protocols. This synergy enables real-time anomaly detection,
intrusion identification, and cross-layer threat correlation. Ultimately, the framework sup-
ports end-to-end security orchestration in SSC, bolstering system resilience and enabling
adaptive responses across heterogeneous smart urban environments.

The implementation of the proposed method and approaches is illustrated through the
flowchart (Figure 5), which outlines the key steps required to reach the solutions of the case
study. Information security policies and best practices derived from established cybersecu-
rity frameworks, such as the NIST Cybersecurity Framework and the NICE Cybersecurity
Workforce Framework (NCWF), can be integrated with other recommended frameworks
such as the ATDM and the AD&TM to enhance the IDS and other security solutions.

Secure AI-driven anomaly detection and threat management systems with information
security policies based on the cybersecurity frameworks (NIST, NICE, etc.) can be consid-
ered to design, develop and implement the ATDM. Further, communication protocols are
also considered in the flowchart for AI-based IDS deployment in smart cities, to secure
information shared between the distributed IDS components.

Figure 5 shows the development procedure of the AI-based IDS designed for detecting
evolving threats in the future Saudi urban infrastructure of smart cities. This flowchart
allows us to achieve the aim through the proposed objectives, which include the efficient
ATDM with maximum EE, minimum latency and information security policies.
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Figure 4. Theoretical framework with ET for secure smart cities.

 
Figure 5. Proposed framework flowchart with AI-based IDS designed for smart city systems.

Since this study proposes a conceptual framework rather than an implemented intru-
sion detection system, reproducibility refers to the framework development methodology
rather than the replication of experimental results. Figures 4 and 5 present a replicable
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research process by outlining the required materials, framework design, and theoretical
development steps, thereby enabling other researchers to reproduce and extend the pro-
posed approach. Furthermore, the proposed framework is based on well-established CNN
methods, which employ standardized mathematical operations, shared filter weights, and
reproducible feature-learning mechanisms that have been widely adopted in AI-based IDSs
and network intrusion detection systems (NIDSs). These characteristics further support the
reproducibility and future implementation of the proposed framework.

To maximize secure routing in the network infrastructure of the SSC, routing optimiza-
tion (QRO) for IDS is given in Equation (2).

QRO = argmax
i

(︁
wsS + wtT + wqQi + · · ·+ wqQn

)︁
(2)

where S is the security score, and T is the trust value of the risk management based on the
cyber threats and attacks. The quality of quantum channels (Qi to Qn) may be considered
to improve the services of the smart city. The number of channels (i = 1 to n) can be used to
provide the service when several users are involved. Also, ws, wt, and wq are the weights
of the routing optimization equation. In the CNN-based IDS, the QRO may be employed to
improve accuracy of detection.

3.3. Technical Specification of the Proposed ATDM

As illustrated in Figure 3 (ATDM-based model for secure and sustainable system
(one of the systems in the smart cities)), the proposed ATDM processes heterogeneous
signals generated by the ET smart infrastructure. For instance, a healthcare system can be
illustrated as one of the systems for the technical specification of the proposed ATDM. The
input data, represented in the first module of Figure 3, include network traffic, IoT-enabled
medical sensor data, communication logs, system events, operational telemetry, and other
cybersecurity-related information collected from interconnected healthcare devices and ser-
vices. From these inputs, the ATDM extracts features related to evolving cyberattacks and
security threats affecting healthcare-related SDGs, including abnormal network behavior,
intrusion attempts, malware, denial-of-service attacks, insider threats, and zero-day attacks.

The extracted features, including communication patterns, packet statistics, authenti-
cation events, protocol information, temporal behavior, and technical constraints associated
with quantum protocols, security algorithms, and intelligent sensing devices, are processed
through data preprocessing, feature extraction, anomaly detection, threat classification, risk
assessment, and automated response modules. The framework employs the AI models,
particularly CNN and Support Vector Machines (SVMs), where CNN performs multi-layer
feature learning and non-linear data transformation to identify both known and previously
unseen attacks. The detected anomalies are classified using adaptive decision thresholds
based on the operational characteristics of the ET environment, enabling more effective
detection of evolving and zero-day threats than conventional signature-based IDSs. Fur-
thermore, the proposed framework incorporates a NIDS to strengthen network security by
identifying and responding to malicious traffic within the smart healthcare infrastructure.

Although the ATDM architecture and processing workflow are presented conceptu-
ally, this case study does not include a complete simulation or experimental evaluation.
Consequently, the proposed framework has not yet been quantitatively validated or com-
pared with existing approaches, and its performance should be regarded as a conceptual
demonstration pending future empirical validation using real-world datasets.
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3.4. Preparation of Figures

The conceptual diagrams presented in this manuscript were created using Microsoft
PowerPoint, while the charts and graphical analyses were prepared using MATLAB R2024a.
All figures were produced by the authors based on the proposed framework and the
referenced literature.

4. Results
The primary goal of the proposed research is to analyze SSCs, their security benefits,

and their resilience through the integration of AI and quantum technologies, supported
by a case study. The research evaluates approaches for addressing AI-driven threats
and attacks identified within the case study and demonstrates their potential benefits for
SSC users and service providers. Compared with existing solutions, AI-based proactive
systems—particularly the proposed research and ATDM—are expected to provide signifi-
cant advantages by improving the robustness of protection measures while achieving high
levels of security and EE. In addition, the research contributes to the advancement of AI-
and quantum-enabled security concepts and establishes foundational principles for their
implementation in next-generation SSC architectures.

Although empirical evidence suggests that the factors presented in Table 3 can con-
tribute to reducing overall costs, these benefits have not been validated within the scope
of this conceptual case study and should therefore be regarded as potential rather than
confirmed outcomes. IDSs play a vital role in securing the network infrastructure of
sustainable smart cities in Saudi urban areas. AI-based IDSs and NIDSs, particularly
those employing CNNs and other deep learning techniques, can significantly enhance the
detection of emerging cyberattacks and security threats. Compared with traditional ma-
chine learning methods, CNN-based IDSs automatically learn discriminative features from
high-dimensional data, thereby improving detection accuracy, adaptability, and resilience.
Consequently, CNN-based approaches have been widely adopted to strengthen IDS and
NIDS solutions for addressing cybersecurity, privacy, and data protection challenges in
smart city environments. Specifically, NIDS plays a critical role in the modern smart city
infrastructure of the future Saudi urban areas, because the dimension of future network
communication will be modified to a cubic network architecture with multiple layers [82].

Table 3. Conceptual evaluation of the proposed ATDM framework.

Empirical Consideration Potential Challenge Expected Benefit

Energy cost vs. cybersecurity Energy consumption and operational
costs in SSCs continue to increase.

Advanced AI-based cybersecurity can
improve infrastructure protection
while reducing operational costs in the
ET environment.

Digital healthcare vs. data
security

The reliability of digital healthcare
services depends on secure and
trustworthy data transmission.

Improved data security can enhance
the accuracy, reliability, and integrity
of digital healthcare services.

AI-based SDGs vs. AI-based
IoT security

The rapid expansion of IoT devices
increases the cybersecurity risks
associated with AI-driven SDG
applications in smart cities.

Secure AI-enabled IoT infrastructures
can support the reliable achievement
of healthcare-related SDGs in SSC.

Agricultural energy vs.
security management and
AI-based IoT security

Agricultural industries use energy for
their farming tools and systems, but many
cyber-attacks occur during the operations.

Security management of the energy
sources and harvesting can be
improved by using IoT security and
AI-based security management.
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The expected outcomes of the proposed research within SSC and its services include:

• Establishing theoretical and technical foundations to improve measurements related
to SSC security issues, encouraging further research on ATDM using AI techniques
and quantum technologies.

• Developing practical AI-based security monitoring tools for SSC services, based on AI
algorithms and quantum protocols.

• Extending existing software-based protocols to support intelligent security solutions
in SSC environments.

• Enhancing predictive measurement capabilities for current features used in SSC and
their services.

In addressing AI-driven challenges, the solutions identified through the case study
and the ATDM framework, supported by quantum-enabled proactive mechanisms, are
expected to contribute to technological innovation in SSCs.

Figure 6 shows the improvement in Saudi urban infrastructure (Jeddah city as an
example) when ATDM is employed alongside evolving ET. Future SSCs will focus on many
features; however, we illustrate 15 features [79] currently used in Saudi SSCs. All features
depend on ET and evolving cyberattacks, which affect overall systems and infrastructure
in Saudi smart cities.

Although the 15 features shown in Figure 6 are considered within Saudi urban smart
cities, the implementation of the ATDM can enable service providers to strengthen security
solutions across the current Saudi urban infrastructure. In response to evolving threats and
emerging challenges, future SSCs in Saudi Arabia are expected to incorporate enhanced
security measures and proactive protection strategies.

 

Figure 6. Comparison of current and expected SSC features with ATDM for a Saudi urban smart
city (Jeddah).
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Table 4 presents a qualitative comparison between representative AI-based intrusion
detection approaches and the proposed ATDM. The comparison is intended to illustrate dif-
ferences in architectural capabilities, security mechanisms, and integration with emerging
technologies rather than to report experimentally measured performance. According to [83],
SVMs and CNNs have been extensively studied for improving the security performance
of IDSs. Therefore, these baseline models were selected for integration into the proposed
ATDM, as they represent the traditional machine learning and deep learning paradigms,
respectively. In particular, CNN-based IDS approaches were selected because they have
demonstrated promising performance in previous studies [83]. The reviewed CNN-based
IDS approaches are categorized into four groups: (1) standalone CNN models; (2) CNNs
combined with Recurrent Neural Networks (RNNs), such as LSTM or Gated Recurrent
Unit (GRU) networks, for temporal feature extraction; (3) CNNs integrated with deep
learning techniques other than RNNs; and (4) CNNs combined with machine learning,
fuzzy logic, Fourier transform, clustering, or evolutionary algorithms to further enhance
intrusion detection performance.

Table 4. Qualitative comparison of AI models with the IDS and priority areas.

AI Models Description of Models and IDS Overall Improvement

AI-1 Traditional SVM and IDS without
priority areas Depends on the IDS architecture

AI-2 The SVM and IDS with the
priority area

Depends on the IDS, threat
types and priority areas

AI-3 Traditional CNN and IDS without
priority areas Depends on the IDS architecture

AI-4 The CNN and IDS with the
priority area

Depends on the IDS, threat
types and priority areas

AI-5 The ATDM with proposed
research

Depends on the ET (quantum
technology), policies, IDS and
priority areas

Figure 7 shows the EE with conventional IDS (basic), AI-based IDS with ET (emerging
quantum approaches) and ATDM involved with AI-based IDS, ET and policies of cyberse-
curity, such as those given in the NIST framework. To increase the EE, Equation (1) and
policies recommended in NIST can be considered within the ATDM.

Figure 8 shows the latency with conventional IDS (basic), AI-based IDS with ET
(emerging quantum approaches) and ATDM involved with AI-based IDS, ET and policies
of cybersecurity, such as those given in the NIST framework. Although the complexity of
the proposed approach is high, the latency can be reduced when quantum technology is
deployed during the development of the proposed framework with ATDM, which includes
the cybersecurity policy.

Critical sectors such as roads, housing, transport, and healthcare services can be
monitored continuously (24/7) using AI-based quantum sensors, thereby improving threat
detection and prevention capabilities. Smart housing systems should rely on secure,
trustworthy, and reliable Internet connectivity to minimize vulnerabilities arising from
malicious links, fraudulent websites, and cyberattacks. The integration of IQN can further
enhance the identification and mitigation of such threats. Similarly, security risks affecting
public road services remain significant and should be minimized to establish safer and
more resilient urban environments.
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Figure 7. Comparison of EE with different AI-based IDS models.

 
Figure 8. Comparison of latency with different AI-based IDS models.
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Real-time anomaly detection of 15 priority data traffic and scalable IDS in smart cities
requires actual datasets. To validate the ATDM with AI-based IDS models, more complex
data of 15 priority areas and traffic patterns in all services can be tested. The traditional
signature-based and AI-driven IDS methods have been compared in these results.

As AI and AI-based systems become increasingly integrated into SSCs, concerns re-
garding employment and workforce transformation may arise. To address these challenges,
Saudi smart cities should promote citizen engagement and workforce development pro-
grams that equip individuals with relevant skills for emerging job opportunities. Advanced
AI systems can also support workforce management by matching individuals to suitable
roles based on their skills, qualifications, and availability.

In the future, AI is expected to play a significant role in mitigating complex threats
within SSCs while reducing operational costs and maximizing sustainable security. Further-
more, next-generation AI systems integrated with Q-AI technologies can enhance energy
management through secure communication and intelligent control of energy resources.
Workforce challenges may also be addressed through AI-driven recruitment and decision-
support systems, which can improve candidate identification, skill matching, and selection
processes while reducing inefficiencies associated with conventional approaches.

Table 5 presents a set of recommended solutions for selected SSC cases within the Saudi
urban infrastructure. These solutions are intended to enhance security management and
minimize or remove evolving threats. Furthermore, their implementation can contribute to
improving the overall security and resilience of next-generation SSC.

Table 5. Solutions of case examples with the threat detection methods.

SSC with Saudi Urban Infrastructure Remarks on the Results with the
AD&TM Method Threat Detection Methods for the SSC

IoT sensors and devices Offering secure services using IoT
networks AI-based secure IoT systems

Health, finance, etc. Investigating threats and risks quickly,
proactively and accurately

Automation algorithms for continuous
security monitoring

Energy infrastructure and integration High latency and delay are experienced
during energy distribution and operation

Quantification with quantum, AI and
AI-based cybersecurity

Transportation, including autonomous
vehicles

Regarding road traffic issues and
real-time data handling

Quantum cryptography and hybrid Q-
AI algorithms for proactive issues

Citizen engagement for social and other
peaceful environments, such as
preventing high pollen problems

Availability of accessing all necessary
information, including E-learning
quantum routing scheme

Secure quantum routing scheme using
secure quantum communication channels

The impact on each feature may vary depending on the type and severity of the
threats encountered. By integrating the proposed framework with the AD&TM, hybrid
Q-AI technologies, and Equation (1), smart cities can achieve a higher level of sustainable
security across the 15 features considered in this case study.

Although Table 5 presents general solutions for the case study, several illustrative
examples are also provided. Availability is one of the CIA components in cybersecurity
that determines whether cyber threats attack the quantum channel or any communication
channel to access the information (E-learning) about the pollution.

5. Discussion and Analysis
As shown in Figure 9, which was developed based on the Saudi Vision 2030 program,

the IMD Smart City Index 2026, and the literature reviewed in Section 2, future SSCs are
expected to increasingly integrate quantum technologies, which are likely to play a signifi-
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cant role in the development of next-generation urban environments. These technologies
have the potential to enhance various smart city services, particularly energy management
systems, where real-time optimization, secure communication, and intelligent decision-
making are essential for achieving sustainability goals. The proposed ATDM framework
contributes to this vision by enhancing the robustness of cybersecurity through CNN-based
IDSs integrated conceptually with AI and quantum-enabled threat detection mechanisms.
The theoretical analysis indicates that the proposed framework can improve energy effi-
ciency, security resilience, and overall system performance compared with conventional
IDS approaches.

 

Figure 9. AI-powered quantum security management for the Saudi smart cities.

The findings of this conceptual case study are consistent with previous studies that
identified AI-driven intrusion detection as an essential component of future smart city
cybersecurity. However, unlike many existing studies that focus primarily on individual
technologies, such as AI-enabled intrusion detection, Digital Twins, IoT security, or digital
forensics, the proposed ATDM integrates these capabilities within a unified conceptual
framework that also incorporates sustainability objectives and emerging quantum tech-
nologies. For example, previous studies summarized in Table 1 mainly investigate specific
aspects of smart city security, including AI-based monitoring, Digital Twin applications,
smart home security, explainable AI, and governance. In contrast, the proposed framework
combines AI-driven anomaly detection, threat management, cybersecurity policies, and
quantum-enabled technologies to provide a holistic conceptual architecture for sustainable
smart city protection in Saudi urban infrastructure.

Enhancing future security and energy efficiency in SSC will be the ultimate finding of
this research. With evolving and emerging technologies, not only the security facilities but
also the green energy and emission reduction benefits of renewable energy and low-carbon
transformation will be improved in future findings of smart cities.

Compared with conventional AI-based intrusion detection studies that primarily eval-
uate machine learning or deep learning models, such as SVM- and CNN-based IDSs [83], the
proposed framework extends these approaches by conceptually integrating PQC, quantum
communication, intelligent security policies, and sustainability objectives. Although the
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framework has not yet been experimentally validated, it establishes a theoretical foundation
for future quantitative evaluation of secure and sustainable smart city infrastructures.

At the core of this vision, AI serves as the enabling engine of SSCs, while service
providers in the four selected cities act as operational entities that manage and coordinate
smart city functions, including transportation, energy, healthcare, and public services. In
this context, service providers represent quantum-enabled operational components respon-
sible for initiating, coordinating, and maintaining the smartness of the city infrastructure.

To support these intelligent operations, large-scale data collection and analysis are
required across multiple domains, including smart transportation, smart grids, health-
care, and surveillance. As a result, AI systems demand substantial computational and
data-processing resources due to the massive volume of data generated by interconnected
urban infrastructure. To address these requirements, hyperscale data centers can be de-
ployed to provide the storage, processing, and analytical capabilities needed for AI-driven
applications and services.

The relationship between cybersecurity and the SDGs is fundamental to future SSCs
because secure and reliable data are essential for the operation of smart city services. The
proposed ATDM does not directly improve sustainability through energy generation or
environmental interventions; rather, it contributes indirectly by enhancing the security,
availability, and resilience of critical services, including transportation, healthcare, smart
grids, water distribution, and IoT infrastructures. AI-based models, particularly CNN and
CNN-based IDS, together with emerging technologies such as quantum routing and quan-
tum optimization, are conceptually integrated into the ATDM to proactively detect evolving
cyber threats. By mitigating cyberattacks that may increase service disruptions, energy
waste, operational costs, and resource inefficiencies, the proposed framework can support
more efficient utilization of urban resources and improve the long-term sustainability of
smart cities. Furthermore, the proposed quantum routing equations and AI-based security
models provide a conceptual foundation for future quantitative evaluation using measur-
able sustainability indicators, including cybersecurity performance, energy consumption,
and resource efficiency across SDG-related smart city applications.

At the application level, LSTM networks can be employed in smart buildings within
SSCs. When combined with AI and quantum technologies, LSTM-based systems can en-
hance intelligent monitoring, prediction, and decision-making processes. Such capabilities
enable smart buildings to respond more effectively to changing environmental conditions,
optimize resource utilization, and improve operational efficiency.

From a security perspective, quantum-based threat modeling can be utilized to an-
ticipate, analyze, and mitigate future cyber threats and attack scenarios. As smart city
infrastructures become increasingly interconnected, proactive threat detection mechanisms
will be essential for maintaining security and resilience. According to [84], the authors
proposed a privacy-preserving and secure framework based on a blockchain-enabled,
quantum-inspired complex Convolutional Neural Network for IoT-driven smart cities.
Their findings demonstrated that cyberattacks and security threats can be effectively de-
tected and mitigated through the integration of quantum-inspired technologies, blockchain
mechanisms, and advanced AI techniques.

The findings also highlight the close relationship between cybersecurity and sustain-
ability. Sustainable smart cities require reliable and adaptive cybersecurity solutions to
ensure the continuous availability, integrity, and confidentiality of critical urban services.
AI-based CNN IDSs, supported by emerging technologies, can improve resilience against
evolving cyber threats while maintaining efficient resource utilization and reducing oper-
ational costs. As summarized in Table 3, these conceptual findings suggest that stronger
cybersecurity can contribute to lower energy costs, more reliable digital healthcare services,
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and secure AI-enabled IoT infrastructures that support the achievement of the SDGs. Fur-
thermore, future applications such as the Agricultural Energy Internet (AET) may benefit
from secure and energy-efficient smart city infrastructures by reducing energy consumption
and strengthening agricultural sustainability.

Emerging technologies such as AI-Radio Access Networks (AI-RANs) and quantum
communication are expected to further strengthen future SSC infrastructures through
intelligent automation, adaptive networking, and proactive cybersecurity. These technolo-
gies represent promising future research directions once mature implementations and
real-world datasets become available.

The proposed framework has several strengths. It provides an integrated AI- and
quantum-based cybersecurity architecture that aims to maximize security while minimizing
energy consumption and operational costs, thereby supporting both the smartness and
sustainability of SSCs. However, the framework also has limitations. The rapidly evolving
nature of cyber threats, emerging technologies, and changing environmental conditions
requires continuous adaptation, while the lack of comprehensive real-world datasets limits
empirical validation of the proposed approach.

To evaluate the effectiveness of the proposed ATDM, measurable Key Performance
Indicators (KPIs) can be employed in future implementations. Monitoring security perfor-
mance by analyzing normal and anomalous operational behavior can support the early
detection of cyber threats and provide a quantitative basis for assessing the resilience
of SSCs. The measurable KPIs considered in this study include the number of security
incidents, patch management compliance, vulnerability remediation time, employee se-
curity awareness and training completion, and detection latency. Furthermore, when the
proposed routing optimization model in Equation (2) is applied to optimize latency and
other technical constraints, these KPIs are expected to improve, thereby enhancing the
overall cybersecurity performance, operational resilience, and resource efficiency of SSCs
and their network infrastructure.

Overall, the combination of AI, quantum technologies, advanced data analytics, and
intelligent threat detection mechanisms provides a promising foundation for the devel-
opment of secure, resilient, and sustainable smart cities. These technologies can enhance
operational efficiency, strengthen cybersecurity, and support the long-term sustainability
objectives of future Saudi urban infrastructure. The conclusions presented in this study
are supported by the conceptual framework, literature review, and theoretical analysis.
However, expectations regarding quantitative performance improvements, energy savings,
and quantum-enabled capabilities remain future research objectives that require empirical
implementation and validation. In summary, the key observation of this work is that
integrating AI, cybersecurity, sustainability, and emerging technologies provides a promis-
ing pathway toward resilient, energy-efficient, and secure Saudi smart cities capable of
addressing evolving cyber threats while supporting long-term sustainable development.

6. Limitations, Challenges, and Future Work
Although AI-driven threat detection mechanisms are well defined for future appli-

cations, human behavior remains one of the most challenging aspects, as it cannot be
fully predicted, detected, or controlled. If AI technologies are misused, AI-driven threats
may expand in scope and evolve into more complex forms. This represents a significant
future challenge, potentially increasing both cost and energy consumption in smart cities.
For example, conflicts driven by human decisions—such as tensions and wars—highlight
limitations that AI and other technologies cannot address. While ethical values and moral
considerations are widely studied in cybersecurity, their practical application to real-world
issues, particularly those involving human behavior, remains limited.

https://doi.org/10.3390/systems14080988

https://doi.org/10.3390/systems14080988


Systems 2026, 14, 988 27 of 34

6.1. Limitations

There are several limitations associated with the proposed ATDM. The framework has
not been implemented or experimentally evaluated using benchmark intrusion detection
datasets or operational smart city environments. Consequently, it has not yet been validated
using standard cybersecurity performance metrics, such as accuracy, precision, recall, F1-
score, false positive rate, detection latency, computational overhead, or energy consumption.
The illustrative Saudi smart city case study is intended to demonstrate the applicability of
the proposed framework rather than provide empirical evidence; therefore, the presented
analyses, figures, and comparisons should be interpreted as conceptual illustrations and
expected outcomes rather than experimentally verified results.

In addition, comprehensive datasets covering all 15 priority areas of sustainable smart
cities are currently unavailable, particularly those involving the integration of AI-based
IDSs, quantum technologies, sustainability indicators, and evolving cyber threats. As a re-
sult, comprehensive sustainability validation, including quantum sustainability validation
(QSV) and other quantitative validation procedures, could not be performed. Furthermore,
the proposed quantum-inspired techniques, routing models, and optimization approaches
were not implemented or evaluated using quantum algorithms, communication protocols,
or quantum hardware, and should therefore be regarded as conceptual enhancements and
future research directions rather than operational components of the ATDM.

Furthermore, implementing AI-driven security mechanisms in sustainable smart cities
also presents several practical challenges. Variations in human behavior within smart
homes, differences in community behavior across cultural contexts, and the dynamic nature
of emerging technologies make the design of universally effective AI-based threat detection
systems difficult. Moreover, the current study does not investigate implementation-related
issues such as scalability, computational complexity, deployment cost, interoperability with
existing smart city platforms, privacy preservation, or regulatory compliance. Although
CNN-based IDSs have demonstrated advantages over conventional machine learning
methods by automatically learning complex features and improving intrusion detection
performance, their effectiveness within the proposed ATDM remains to be validated using
real-world smart city datasets. Finally, because the proposed framework was developed
specifically for sustainable smart city infrastructure, further validation across diverse urban
environments, infrastructure scales, and cybersecurity scenarios is required before its
general applicability can be established.

6.2. Challenges with AI-Driven Architectures

Energy consumption and associated costs continue to rise with modern lifestyles,
as reliance on advanced technologies increases. In smart cities, smart homes tend to
adopt intelligent technologies and appliances that often depend on green energy sources.
However, several challenges must be considered in this context.

Light and Heat: Direct sunlight can be harvested and converted into usable energy
through technologies such as solar concentrators, large mirrors, and lenses. However, the ef-
ficient capture, storage, and distribution of this energy remain significant challenges within
smart city infrastructures. The adoption of such technologies has the potential to reduce
overall energy costs while improving the sustainability of energy management systems.

Quantum Computing in IoT-Enabled Smart Cities: Pollen monitoring and the estab-
lishment of low-pollen or pollen-free zones should be considered to enhance the quality of
life in SSCs. Detecting pollen levels in and around smart homes is important for protecting
public health, particularly for individuals with allergies and respiratory conditions. The
integration of quantum computing techniques with IoT sensors can further enhance the
detection and monitoring capabilities of the AD&TM.
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Hybrid Q-AI for Next-Generation SSCs: The integration of quantum and AI tech-
nologies through a Q-AI approach can significantly improve the detection and prediction
capabilities of future systems deployed in next-generation SSCs. In addition to cyber
threats, emerging environmental challenges such as pollen exposure, heat waves associated
with global warming, and other natural hazards should be incorporated into future threat
management strategies. Addressing these challenges will contribute to strengthening the
resilience, security, and sustainability of Saudi urban infrastructure and smart cities.

6.3. Future Work

Future research will focus on implementing and validating the proposed ATDM using
both publicly available benchmark intrusion detection datasets and real-world operational
datasets collected from the priority areas of sustainable smart cities. The proposed frame-
work will be compared with conventional and state-of-the-art AI-based intrusion detection
approaches, including SVM-, CNN-, Random Forest-, Transformer-, and hybrid AI-based
IDS models. Performance will be evaluated using standard cybersecurity metrics, such as
accuracy, precision, recall, F1-score, false positive rate, and detection latency, together with
sustainability-oriented indicators, including energy consumption, energy efficiency, service
availability, resource utilization, mean time to recovery (MTTR), computational overhead,
CPU utilization, network bandwidth efficiency, and operational costs. These evaluations
will provide a comprehensive quantitative assessment of how AI-driven threat detection
contributes to the resilience and long-term sustainability of smart city infrastructure.

Future work will also investigate the deployment of AI-RAN within Saudi smart city
infrastructure to reduce the latency and overall complexity when CNN is used for the
IDS within the existing network of the smart cities. When AI-RAN is deployed instead
of the existing network, smart city developers will be able to remove the legacy network
and systems used within the Saudi urban areas. Further, AI-RAN will allow the smart
city developers to improve the overall cost because the following key technical constraints
simplify the overall infrastructure. They are energy efficiency, secrecy rate, privacy, latency,
etc., which support the use of emerging technology. In addition, the integration of quantum
routing, quantum optimization, quantum key management, and other quantum-enhanced
cybersecurity techniques will be explored as these technologies mature. Since the quantum
components presented in this study remain conceptual, comprehensive implementation and
quantitative validation of quantum-enhanced ATDM architectures using operational smart
city environments remain important directions for future research. Future studies will also
address data security, governance, regulatory compliance, and interoperability to support
the practical deployment of secure, resilient, and sustainable smart city infrastructures.

7. Conclusions
A conceptual case study of Saudi urban infrastructure should consider both general

and domain-specific solutions to support the future development of SSCs. While sustainable
security is the primary focus of this study, the proposed research also contributes to
strengthening security solutions and improving the resilience of smart city environments.
Through the proposed framework and AI-based tools, evolving threats can be proactively
predicted and mitigated, thereby contributing to the sustainability, resilience, and security
of smart city environments.

To directly address the research objectives, the findings of this study provide the
following answers to the research questions.

RQ1. How can an ATDM be designed to improve cybersecurity for sustainable
smart city infrastructure?
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The proposed ATDM is designed as a conceptual framework that integrates AI-driven
anomaly detection, intelligent IDSs, cybersecurity policies, and emerging technologies
within a unified architecture. The framework enables proactive identification, classifi-
cation, and management of evolving cyber threats while supporting the resilience and
sustainability of smart city services. In this conceptual framework, the ATDM allows the
security providers of smart city services to add possible security algorithms and techniques
according to evolving technologies.

RQ2. How can AI-driven anomaly detection be integrated with existing intrusion
detection systems to support proactive cyber threat management?

The proposed framework conceptually integrates AI-driven anomaly detection with
conventional IDS technologies through intelligent feature extraction, anomaly detection,
threat classification, risk assessment, and automated response mechanisms. This integration
improves the capability of IDSs to identify both known and previously unseen cyber
threats while supporting continuous security monitoring across heterogeneous smart city
infrastructures.

RQ3. What role can emerging technologies, including quantum-inspired techniques,
play in enhancing future smart city cybersecurity frameworks?

The study identifies emerging technologies, including PQC, quantum communication,
quantum sensing, and hybrid quantum-AI techniques, as promising enabling technologies
for future smart city cybersecurity. These technologies have the potential to strengthen
secure communications, improve threat detection capabilities, enhance intelligent decision-
making, and support secure, energy-efficient smart city services. Under the global trend of
energy efficiency and security guidance with emerging technologies, the green energy and
emission reduction benefits of renewable energy, low-carbon transformation, etc., will be
better in future smart cities.

RQ4. How can the proposed conceptual framework support the resilience and
sustainability of Saudi smart city infrastructure?

The proposed conceptual framework supports the resilience and sustainability of
Saudi smart city infrastructure by integrating AI-driven cybersecurity, anomaly detection,
threat management, sustainability objectives, and emerging technologies into a unified
architecture aligned with Saudi smart city priorities. Although the framework has not been
experimentally validated, it establishes a theoretical foundation for future implementation,
simulation, and quantitative evaluation using real-world datasets.

Based on these findings, several general recommendations should be considered
before deploying SSCs in Saudi Arabia and elsewhere:

• Security with Energy Management: Sustainability metrics, such as the EE of security
implementations, smart energy systems, and techniques like LSTM for minimizing
energy consumption, should be integrated and secured.

• Threat Detection in Global Connectivity: As SSCs rely heavily on global connectivity
for commercial and infrastructural development, ATDM can be employed alongside
quantum technologies to secure global data traffic.

• Proactive Cybersecurity Solutions: Hybrid Q-AI combined with Digital Twin tech-
nologies can enable proactive identification of risks and cyberattacks, thereby enhanc-
ing urban infrastructure management.

• AI-Driven Solutions with 3Es: The integration of the three Es (e.g., energy, efficiency,
and economy) highlighted in the literature is essential for maintaining SSC, supported
by mechanisms such as autonomous quantum key management.

After establishing SSC infrastructures, the following recommendations can further
strengthen cybersecurity and resilience:
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• Maximum Security at Minimum Cost: The integration of AI and quantum technolo-
gies can provide optimized, cost-effective security solutions for smart cities in Saudi
Arabia and beyond.

• Threat-Free SSC Environment: Proactive monitoring systems can detect and mitigate
threats before they reach critical infrastructure boundaries.

• AI-Driven Proactive Mechanisms: Advanced approaches such as proactive foren-
sic meta-models and threat hunting using GANs can further strengthen secu-
rity capabilities.

• Managing the 3Es with AI-Driven Threat Mechanisms: Effective integration of AI-
driven threat detection with sustainability goals ensures balanced management of
energy, efficiency, and economic factors.

Overall, this research establishes a comprehensive conceptual foundation for integrat-
ing AI-driven cybersecurity and emerging quantum technologies into sustainable smart
city environments. Although the proposed framework has not yet been experimentally
validated, it provides a replicable theoretical basis for future research involving real-world
datasets, simulation studies, quantitative performance evaluation, and practical implemen-
tation within Saudi Arabia and other next-generation smart city initiatives.
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The following abbreviations are used in this manuscript:

AET Agricultural Energy Internet
AD&TM Anomaly Detection and Threat Management
AI Artificial Intelligence
AI-RANs AI-Radio Access Networks
ATDM AI-based Threat Detection Mechanism
CPSs Cyber-Physical Systems
DRL Deep Reinforcement Learning
EE Energy Efficiency
ETs Emerging Technologies
GANs Generative Adversarial Networks
GRU Gated Recurrent Unit
HPC High-Performance Computing
IDS Intrusion Detection System
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IoT Internet of Things
IQN Integrated Quantum Network
LSTM Long Short-Term Memory
mIoT medical IoT
ML Machine Learning
MTTR Mean Time To Recovery
NCWF NICE Cybersecurity Workforce Framework
NICE National Initiative for Cybersecurity Education
NIDS Network Intrusion Detection System
PQC Post-Quantum Cryptography
Q-AI Quantum-AI
RNN Recurrent Neural Network
SDG Sustainable Development Goal
SLR Systematic Literature Review
SSCs Sustainable Smart Cities
UAVs Unmanned Aerial Vehicles
URLLC Ultra-Reliable Low-Latency Communication
vIoT vehicular IoT
VQE Variational Quantum Eigensolver
XAI Explainable AI
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