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Abstract

Ensuring the quality, reliability, and efficiency of cold chain logistics for thermolabile phar-
maceutical products, particularly vaccines, remains a critical challenge in global health
supply chains. These biologics require stringent temperature control throughout storage,
transport, and distribution to preserve their efficacy. Persistent issues such as maintaining
product integrity, accurately forecasting vaccine demand, and fostering trust among stake-
holders often result in inefficiencies, waste, and public mistrust. This study proposes an
intelligent digital management framework specifically designed for vaccine cold chains,
integrating blockchain, the Internet of Things (IoT), and machine learning (ML) to address
these challenges in a holistic and sustainable manner. The main innovation of the study lies
in combining secure traceability, real-time cold chain monitoring, and predictive decision
support within a unified vaccine cold chain management framework rather than treating
these functions as isolated technological solutions. Using WHO immunization coverage
data and vaccine-related review data, the framework supports vaccine demand forecast-
ing through the Informer model and stakeholder trust assessment through BERT-based
sentiment analysis. In the sentiment analysis task, the BERT model achieved ~80% accu-
racy on dominant sentiment classes, with a weighted F1-score of 0.6974, demonstrating
strong performance on imbalanced datasets. By minimizing vaccine spoilage and enabling
more accurate demand planning, the system reduces excess production and distribution,
thus lowering resource consumption, carbon emissions, and financial waste. Moreover,
trust-informed analytics support better alignment of supply with actual community needs,
fostering equity and resilience in vaccine distribution. While this framework has been
validated through simulations and experimental evaluation, further real-world testing
is needed to assess long-term stability and stakeholder adoption. Nonetheless, it pro-
vides a scalable and adaptive foundation for advancing sustainability and transparency in
pharmaceutical cold chains.

Keywords: machine learning (ML); vaccine demand forecasting; sentiment analysis; real-time
monitoring; cold chain traceability; sustainable logistics; deep learning models

1. Introduction

The pharmaceutical supply chain, especially its cold chain segment, is vital for the
reliable distribution of temperature-sensitive products like vaccines and biologics. These
items are crucial for combating infectious diseases, advancing public health, narrowing
health equity gaps, and contributing to the attainment of the United Nations Sustainable
Development Goals [1-3]. Nevertheless, ongoing inefficiencies within cold chain logistics
continue to limit worldwide access to critical medications [4-6].
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Sustainable and efficiently operated cold chain systems are essential for the effective-
ness of immunization initiatives and broader public health efforts. These systems require
the integration of personnel, workflows, and technological solutions throughout each
phase of the supply chain, including manufacturing, warehousing, distribution, and final
delivery [1,3]. However, every point within this network is susceptible to risks that may
compromise the safety and dependability of pharmaceutical goods [2,4]. Key challenges
include maintaining product integrity, improving the precision of demand predictions, and
fostering stakeholder confidence within the supply chain [4-6].

Pharmaceutical product quality includes factors such as authenticity, potency, and
storage integrity [7,8]. The widespread circulation of counterfeit, expired, or substandard
medicines, particularly in regions such as Africa and Asia, poses severe health risks and
undermines public confidence in healthcare systems [9,10]. In addition, many pharma-
ceutical products require strict temperature control, and exposure to deviations during
transport or storage can compromise their efficacy [11,12]. As such, intelligent and digitally
enabled cold chain management is essential to preserve product quality, ensure regulatory
compliance, and protect public health [11,13].

Uncertainty in both the supply and demand of pharmaceutical cold chains remains a
major operational challenge [14,15]. A key factor contributing to this issue is the lack of
transparent information sharing between upstream suppliers and downstream distributors,
which often leads to miscommunication and reactionary decisions. This disconnect ampli-
fies fluctuations in demand across the supply chain, a phenomenon commonly referred to
as the “bullwhip effect” [14,16]. Forecasting demand for temperature-sensitive medicines
like vaccines typically depends on estimates of target populations, historical immunization
patterns, and seasonal trends. However, forecasts based solely on aggregated or outdated
national statistics, without access to real-time data, tend to be inaccurate and inflexible. To
address this, the present study utilizes the WHO Immunization Coverage Data, a reliable
and frequently updated global dataset, to train ML-based forecasting models. When inte-
grated with real-time IoT data verified via blockchain, this method enables more precise
and responsive demand predictions compared to conventional approaches [17,18].

Equally critical is the lack of trust among supply chain stakeholders, which remains a
persistent barrier to effective collaboration and coordination [16,19]. Conflicting priorities
among manufacturers, logistics providers, health agencies, and end-users often lead to
fragmented decision-making and information silos [14,20]. The circulation of falsified
or substandard pharmaceutical products further undermines trust, especially in regions
with limited regulatory oversight [21,22]. In some cases, public skepticism toward certain
healthcare interventions is compounded by misinformation, low health literacy, and weak
transparency mechanisms, factors that collectively erode confidence in pharmaceutical
supply chains and reduce adherence to treatment protocols [23,24].

Amid these challenges, digital technologies (DTs) offer a transformative opportunity to
address inefficiencies and support the development of resilient, transparent, and sustainable
supply chains [25,26]. By integrating blockchain, IoT, and ML into cold chain logistics, it
becomes possible to enhance information sharing, improve demand forecasting accuracy,
ensure real-time product monitoring, and rebuild stakeholder trust. These advancements
enable a smarter and more flexible supply chain framework that supports the overarching
objectives of digital transformation and sustainability in pharmaceutical logistics.

DTs have been gradually adopted across the healthcare ecosystem for over a
decade [27,28]. However, their widespread implementation, particularly in supply chain
operations, has been constrained by stringent regulatory requirements, fragmented in-
frastructures, and underdeveloped financial support mechanisms [29,30]. Despite these
challenges, there is increasing momentum toward the digitalization of healthcare logistics,
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with emerging technologies like blockchain, the Internet of Things (IoT), and machine
learning (ML) being recognized for their transformative impact on supply chain manage-
ment [31,32].

In pharmaceutical cold chain operations, blockchain technology plays a crucial role in
enhancing transparency, enabling end-to-end traceability, and preserving data integrity;,
all of which are vital for ensuring product safety and fostering effective collaboration
among supply chain participants [33,34]. Likewise, IoT technologies have proven effective
in providing continuous, real-time surveillance of critical environmental conditions such
as humidity and temperature throughout storage and transportation processes [35,36].
In parallel, machine learning and artificial intelligence are increasingly being applied to
identify trends, forecast demand, and support data-driven decision-making across multiple
phases of supply chain management [35,37].

Although numerous studies have explored the role of individual DTs within spe-
cific segments of the pharmaceutical supply chain, such as using drones for vaccine
delivery [36,38] or Al in drug development [39,40], there remains a significant gap in
the integrated application of multiple DTs to manage the cold chain as a cohesive sys-
tem [39,41]. Effective management requires a synergistic combination: blockchain provides
a tamper-proof digital ledger for tracking products and transactions, IoT delivers real-time
environmental data critical to maintaining product integrity, and ML enables the extraction
of actionable insights from large, complex datasets [40,42]. Despite the growing adoption of
digital technologies, several research gaps remain unresolved. First, existing studies rarely
examine the combined use of blockchain, IoT, and ML within a unified, end-to-end cold
chain framework specifically tailored to thermolabile products such as vaccines. Second,
little attention has been given to post-distribution vulnerabilities, such as temperature
control lapses after product handover. Third, the role of real-time public sentiment and
trust as decision-support variables is underexplored. Fourth, most prior work focuses on
narrow pilots or isolated technologies without assessing their interplay or sustainability
impact. This study directly addresses these gaps by proposing and validating an integrated,
multi-technology framework designed around the unique operational and sustainability
requirements of vaccine cold chain logistics.

This study aims to develop an intelligent pharmaceutical cold chain management
system that integrates blockchain, IoT, and ML into a unified framework. Unlike previous
research that focuses on individual technologies or isolated supply chain stages, this work
adopts a holistic and systems-level approach to address three critical challenges: ensuring
product quality, improving demand forecasting, and fostering trust among stakeholders. To
the best of our knowledge, there is a lack of comprehensive frameworks in the literature that
combine these DTs to manage cold chain operations in an integrated and scalable manner.

The proposed system offers several key contributions. First, the combination of
blockchain and IoT enables real-time monitoring and traceability of temperature-sensitive
products, enhancing quality control and stakeholder confidence. Second, an Informer
model, a state-of-the-art deep learning method for long-sequence time-series prediction,
is employed to generate accurate demand forecasts using WHO Immunization Coverage
Data. The model achieves an average annual prediction error below 3%, demonstrating
its capacity for reliable and fine-grained vaccine demand estimation. Third, a Bidirec-
tional Encoder Representations from Transformers (BERT) model is applied to perform
sentiment analysis on consumer reviews, achieving approximately 80% accuracy on the
most frequent sentiment classes, with a weighted F1-score of 0.6974 across all categories.
This clarification reflects both class-level and overall performance, supporting credibility
assessments for manufacturers and distributors. Collectively, these models help reduce
vaccine spoilage, optimize stock levels, enhance social trust, and align supply operations
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with actual community needs, contributing to both environmental and social dimensions
of sustainability.

In addition to its practical relevance in pharmaceutical logistics, the proposed frame-
work is scalable and transferable to other domains that require secure, transparent, and
data-driven supply chain solutions. These include food safety, biomedical product distribu-
tion, and other temperature-sensitive goods.

This study is guided by the following research questions:

e RQ1: How can the integration of blockchain and IoT technologies enhance the trace-
ability, quality assurance, and transparency of pharmaceutical cold chain operations?

e  RQ2: To what extent can advanced ML models, such as Informer, improve the accuracy
and responsiveness of vaccine demand forecasting using global immunization data?

e RQ3: How can sentiment analysis using deep learning techniques (e.g., BERT) con-
tribute to assessing stakeholder trust and enhancing the social sustainability of phar-
maceutical supply chains?

To clearly define the study’s scope, this research focuses on cold chain logistics for
thermolabile pharmaceutical products, particularly vaccines, due to their high sensitivity
to temperature deviations and their centrality in global public health campaigns. While the
framework has broader potential applications, the validation experiments and data models
are specifically designed around vaccine-related cold chain processes.

The structure of this paper is organized as follows: Section 2 explores the application
of digital technologies (DTs) within the context of pharmaceutical cold chain logistics.
Section 3 outlines the architecture of the proposed intelligent cold chain system, focusing
on the combined use of blockchain, IoT, and ML. Section 4 examines the system’s decision-
support functionalities, specifically in vaccine demand forecasting and sentiment analysis.
Section 5 discusses the experimental findings and evaluates their broader implications.
Finally, Section 6 summarizes the study’s main contributions and proposes avenues for
future research and practical deployment.

2. Background and Literature Review
2.1. Challenges in Pharmaceutical Cold Chain Management

Maintaining the integrity and therapeutic efficacy of temperature-sensitive products,
such as vaccines, biologics, and specialty drugs, relies heavily on the pharmaceutical cold
chain. Nevertheless, this highly specialized logistics system faces distinctive operational
and strategic hurdles that compromise its overall performance, consistency, and long-term
viability. These obstacles primarily fall into three key areas: ensuring product quality,
managing fluctuations in demand and supply, and fostering effective coordination and
trust among stakeholders.

First, ensuring product quality is both a technical and logistical concern. Vaccines and
biologics must be maintained within narrow temperature thresholds during production,
storage, and transportation to preserve their potency and prevent degradation. However,
exposure to temperature excursions due to poor handling, inadequate monitoring, or
infrastructure gaps can render pharmaceutical products ineffective or unsafe [43,44]. In
addition, the proliferation of counterfeit or substandard medicines, especially in low-
and middle-income regions, presents a significant threat to public health and weakens
confidence in healthcare systems [45,46].

Second, managing demand-supply variability remains a persistent challenge in phar-
maceutical cold chains. Factors such as seasonal outbreaks, regional health priorities,
production lead times, and fluctuating regulatory approvals make it difficult to forecast
vaccine demand with high accuracy [47,48]. Unreliable or incomplete data often leads to
overproduction, under-distribution, or stockouts, all of which reduce supply chain effi-
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ciency and increase costs. The well-documented bullwhip effect, where small changes in
end-user demand amplify upstream in the supply chain, is particularly problematic in cold
chain systems due to their sensitivity and perishable inventory [49,50].

Third, coordination among stakeholders, including manufacturers, logistics providers,
health authorities, and end users, is often fragmented, resulting in inefficiencies and
mistrust. In many regions, supply chain partners operate in silos with limited data sharing
or real-time visibility, hampering collective response efforts during disruptions or demand
surges [51,52]. Moreover, public hesitancy and misinformation about vaccine safety, fueled
by past incidents of poor handling, counterfeit drugs, or lack of transparency, further
diminish stakeholder trust and vaccine uptake [35,53].

The pharmaceutical cold chain faces a convergence of risks from technical constraints
and demand volatility to fragmented coordination and trust deficits. Addressing these
issues requires not only improved logistical practices but also the strategic application of
DTs that enhance transparency, responsiveness, and data-driven decision-making. In the
following sections, we explore how blockchain, the IoT, and ML have emerged as promising
tools to tackle these challenges and enable the development of sustainable, intelligent cold
chain systems.

2.2. Digital Technologies for Supply Chain Transformation

Digital transformation is increasingly recognized as a critical driver of innovation
in contemporary supply chains, especially within healthcare and pharmaceutical sectors,
where stringent quality standards, high complexity, and uncertainty prevail. The swift
pace of technological advancement across industries has compelled organizations to inte-
grate advanced DTs to strengthen resilience, boost efficiency, and contribute to achieving
sustainable development objectives [36,54].

In the context of supply chain management, DTs such as blockchain, the IoT, artificial
intelligence (Al), and big data analytics offer transformative capabilities across multiple
dimensions. These technologies enable improved visibility, real-time monitoring, secure
data exchange, and predictive analytics, facilitating more agile and responsive supply
chain operations [55,56]. For example, IoT networks collect vast volumes of real-time
environmental and operational data, which can be leveraged by ML algorithms to predict
disruptions, optimize routes, and detect anomalies. At the same time, blockchain ensures
the immutability and traceability of this data, protecting it from tampering and enhancing
transparency across stakeholders [57,58].

Recent research has highlighted the potential of DTs to resolve key supply chain issues
related to product safety, quality assurance, and trust. In particular, blockchain-based solu-
tions have been developed to address pharmaceutical traceability, automate procurement
processes via smart contracts, and enhance trust in multi-actor ecosystems [58,59]. These stud-
ies demonstrate the growing maturity of blockchain in healthcare logistics; however, the role
of other technologies, especially when integrated with blockchain, remains underexplored.

Emerging research also emphasizes the interconnected nature of DTs in supply chains.
For instance, Akbari et al. [57] observe that IoT, Al big data, and blockchain often operate
synergistically, with each layer contributing to a broader intelligent system. IoT captures
data from connected sensors and infrastructure; Al and ML generate insights and predic-
tions; and blockchain safeguards the authenticity and traceability of the resulting data
transactions. This multi-technology convergence lays the groundwork for intelligent supply
chain platforms capable of autonomous decision-making, decentralized monitoring, and
collaborative coordination.

Despite growing interest in the use of individual DTs, there is limited research that
investigates their integrated application within a unified supply chain management system,
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particularly for pharmaceutical cold chains. Most existing literature focuses on isolated
case applications or technology pilots without addressing the full operational spectrum of
supply chain processes. Therefore, there is a compelling need to develop holistic frame-
works that combine blockchain, IoT, and ML into an interoperable architecture tailored
to address the unique challenges of temperature-sensitive healthcare logistics. This paper
contributes to this gap by proposing an intelligent management framework that leverages
the combined strengths of these technologies for sustainable pharmaceutical cold chain
operations. More importantly, the gap is not only technological but also architectural.
Existing studies often emphasize either traceability, monitoring, or analytics as separate
capabilities, whereas fewer studies explain how these functions interact through a coherent
synergy logic that links trusted sensing, verified data exchange, and adaptive decision
support within one cold chain ecosystem.

2.3. Blockchain: Enhancing Security, Visibility, and Trust in Supply Chains

Blockchain, a decentralized ledger secured through cryptographic mechanisms, has
become increasingly prominent in supply chain applications because of its ability to enhance
transparency, ensure tamper-proof records, and enable secure transactions between entities.
Initially developed to eliminate reliance on intermediaries within financial systems, it has
since been adopted as a disruptive technology across multiple sectors, including healthcare
and pharmaceutical supply chains [16,60,61].

In supply chains, blockchain enhances resilience and operational efficiency by enabling
trusted data exchanges without centralized control. Its decentralized architecture mitigates
single points of failure and reduces reliance on intermediaries, thus lowering operational
and administrative costs [29,52,62]. Moreover, smart contracts, automated, self-executing
agreements embedded in blockchain networks, facilitate seamless coordination among
stakeholders, minimizing disputes and improving transaction speed [63-65].

A key advantage of blockchain technology is its ability to provide comprehensive
traceability and transparency across the supply chain, enhancing visibility and safeguarding
product integrity. This capability is particularly crucial in pharmaceutical cold chains,
where maintaining proper conditions for temperature-sensitive vaccines and medications
is essential to prevent degradation, counterfeiting, and regulatory violations [30,66,67].

An increasing number of studies have investigated the application of blockchain tech-
nology within pharmaceutical and vaccine supply chains. For instance, Mashalah et al. [54]
introduced CryptoCargo, a blockchain-based smart container solution to enhance the secure
distribution of vaccines. Belhadi et al. [68] proposed Immunochain, a blockchain-powered
immunization management system that enables verifiable tracking and secure sharing
of vaccine data. Shehadeh et al. [59] examined how blockchain influences pricing and
coordination in vaccine supply chains, reporting improvements in total profits, consumer
trust, and social welfare. These applications demonstrate blockchain’s capacity to enhance
transparency, optimize logistics, and build trust across complex healthcare ecosystems.

Importantly, blockchain’s impact is amplified when integrated with other emerging
technologies. For example, its combination with the IoT enables real-time environmental
data logging on an immutable ledger [14,26], while its synergy with ML and big data
analytics facilitates deeper insights, predictive capabilities, and risk detection [9,69]. This
convergence lays the groundwork for intelligent and sustainable supply chain systems that
go beyond visibility to support advanced decision-making and automation.

2.4. Internet of Things: Enabling Real-Time Monitoring and Intelligent Supply Chain Operations

The IoT is a foundational technology in digital supply chains, enabling seamless
communication among physical objects, systems, and people through interconnected
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sensors and devices [43,45]. In increasingly complex supply networks, particularly those
involving sensitive, high-value, or perishable goods, end-to-end visibility and real-time data
flow are crucial to ensuring operational responsiveness and supply chain integrity [64,65].
Despite its potential, widespread adoption of IoT remains uneven, and many organizations
still rely on manual data collection, resulting in delayed reactions, poor traceability, and
inefficiencies in supply chain coordination.

Integrating sensors into packaging, transport vehicles, and storage units enables the
IoT to monitor essential parameters like temperature, humidity, and location in real time,
factors that are particularly critical in the pharmaceutical cold chain. Technologies such
as Radio Frequency Identification (RFID) and wireless sensor networks facilitate detailed
tracking of medical goods while minimizing manual errors and reducing administrative
workload [70,71]. The rapid capture and transmission of sensor data enable faster anomaly
detection, proactive intervention, and optimized decision-making [71]. In cold chains, IoT
devices help prevent spoilage of temperature-sensitive drugs and vaccines by issuing alerts
when environmental conditions deviate from acceptable thresholds [70].

Beyond visibility, [oT technologies contribute to labor savings, process automation, and
decentralized control, allowing multiple stakeholders to remotely monitor and coordinate
actions across the supply chain [52,53]. These features are particularly useful in multi-actor
environments where centralized oversight is impractical or slow.

Importantly, the IoT’s effectiveness is significantly enhanced when integrated with
other DTs. For example, IoT-generated data streams serve as a valuable input for ML
algorithms, which can be used to detect patterns, forecast demand, and support predictive
maintenance. The combination of IoT and blockchain is also increasingly recognized for its
ability to improve data trustworthiness, eliminate manual reconciliation processes, and sup-
port secure, real-time decision-making [42,67]. IoT sensors provide verified environmental
data, while blockchain ensures the immutability and provenance of that data, reducing the
risk of falsification or tampering [72,73]. Blockchain can also help authenticate devices and
manage access control in distributed IoT networks, thus enhancing system security and
privacy [74,75].

Together, these synergies form the backbone of intelligent, resilient, and sustainable
supply chains, making IoT a critical enabler in the digital transformation of pharmaceuti-
cal logistics.

2.5. Machine Learning: Enhancing Decision-Making Under Supply Chain Uncertainty

ML, a branch of artificial intelligence, allows systems to autonomously learn from past
data and progressively enhance their forecasting and decision-making abilities without
manual programming [45,76]. Within supply chain management, where unpredictability
is common due to factors such as demand fluctuations, supply disruptions, and envi-
ronmental uncertainties, ML provides a powerful means of analyzing vast and intricate
datasets to generate insights that go beyond the capabilities of conventional rule-based
approaches [69,77,78].

ML techniques have been successfully applied across multiple supply chain functions,
including production optimization [45,76,79], demand forecasting [80], transportation
and distribution planning [81], inventory control [82], and risk prediction and disrup-
tion management [83]. These applications demonstrate the growing potential of ML to
improve efficiency, reduce waste, and support agile, responsive decision-making across
logistics networks.

In the healthcare and pharmaceutical sectors, ML has also shown promise in enhanc-
ing the accuracy of operational forecasting and customer satisfaction analysis. For example,
HIZAL et al. [80] used ML and text mining to evaluate customer satisfaction in the health-
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care e-commerce domain, while Kumar et al. [81] employed neural networks to predict
medical appointment behavior. These studies highlight ML’s ability to derive actionable
insights from unstructured and high-volume data, an increasingly common feature in
digital supply chains.

Despite its potential, the application of ML in supply chain management remains rela-
tively underdeveloped compared to other industries [81,82]. One of the primary challenges
is the requirement for high-quality, granular, and context-specific data—a condition often
unmet due to fragmented systems and inconsistent data governance. Additionally, the
reliability of ML outputs depends heavily on the authenticity and completeness of input
data, making real-time data acquisition and validation critical.

To address these limitations, researchers have emphasized the value of integrating ML
with other DTs, such as the IoT and blockchain. IoT devices can continuously generate large
volumes of reliable environmental and operational data, serving as a rich input stream
for ML models. Blockchain, in turn, ensures data integrity, security, and immutability,
providing a trustworthy foundation for ML-driven analytics (see Sections 2.1 and 2.2). This
convergence enables more accurate, transparent, and responsive decision-making across
the supply chain and is particularly valuable in managing cold chain operations, where
real-time interventions and predictive foresight are essential. Nevertheless, prior studies
often apply ML to narrowly defined functions such as forecasting or classification without
embedding these models within a broader cold chain governance architecture. As a result,
the literature provides useful evidence of technical effectiveness, but less clarity on how
predictive analytics can be operationally coupled with trusted data capture, traceability
mechanisms, and deployable decision workflows in pharmaceutical settings.

2.6. Comparative Positioning of the Proposed Framework

Although prior studies demonstrate the value of blockchain, IoT, and ML in cold chain
and healthcare logistics, their contributions differ substantially in terms of synergy logic,
functional scope, and deployment orientation. Many blockchain-focused studies empha-
size immutable traceability, anti-counterfeiting, and transaction security, but they often
treat data generation and downstream analytics as external or secondary processes. By
contrast, loT-centered studies typically prioritize real-time monitoring, anomaly detection,
and environmental visibility, yet may not provide robust mechanisms for trusted record val-
idation, inter-organizational accountability, or longitudinal decision support. ML-oriented
studies, in turn, frequently show strong predictive performance for demand estimation,
classification, or optimization, but they are often developed on isolated datasets and are
not tightly integrated with the trusted operational infrastructure required in regulated
pharmaceutical cold chains.

Accordingly, the difference between the proposed framework and existing research is
not merely that it combines three digital technologies, but that it connects them through
an explicit synergy logic. In the proposed architecture, IoT functions as the sensing and
monitoring layer, blockchain acts as the trusted coordination and traceability layer, and ML
serves as the analytical and adaptive decision-support layer. These layers are designed to
reinforce one another through continuous data exchange and feedback rather than operate
as parallel or weakly connected modules. This integration expands functional coverage
beyond conventional traceability or monitoring tasks to include product integrity assurance,
demand forecasting, stakeholder trust assessment, and operational optimization within
one unified system.

The proposed framework also advances practical feasibility relative to many prior
conceptual studies. Rather than presenting digital technologies as abstract enablers, the
framework is aligned with implementation trends already visible in pharmaceutical and
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logistics practice, including blockchain-based traceability pilots, IoT-enabled environmental
monitoring, and ML-supported planning tools. At the same time, the architecture explicitly
acknowledges scalability and deployment considerations through the use of smart contracts,
decentralized data handling, and interoperable decision-support functions. In this sense,
the originality of the framework lies in its combination of technological integration, wider
functional coverage, and stronger practical orientation for vaccine cold chain management.

To further clarify the distinct contribution of the proposed framework, Table 1 com-
pares representative streams of prior research with the present study in terms of technolog-
ical synergy logic, functional coverage, and practical feasibility.

Table 1. Comparison of the proposed framework with representative prior research in digital cold
chain management.

Representative . . Limitation Relative
Study Category Focus in Prior ;I'e;lgolog;cﬂ Fé‘:‘fggn:l Practical Feasibility to the Proposed
Research ynergy Log 8 Framework
Primarily Mod_eratel,
Vaccine traceability, traceability-centered; Product provenance eSPec;lally n Limited real;time
Blockchain- anti-counterfeiting, blockchain is often transactign integrity, permissioned sensing and limited

focused studies

secure transaction
records, smart
contracts

used as the dominant
layer, while sensing

and analytics remain
limited or external

trust enhancement,
compliance support

healthcare settings,
but dependent on
integration with
other systems

integration of
predictive or adaptive
intelligence

IoT-focused

Sensor-based cold
chain monitoring,

Primarily
monitoring-centered;
emphasis is placed on

Temperature and
humidity
monitoring, location

High, due to
existing adoption in

Limited support for
immutable
traceability,

studies RFID tracking, data capture rather tracki 1 logistics and smart cross-stakeholder
environmental than trusted drac ng, anolrng Y monitoring trust, and higher-level
condition alerts multi-layer etecsgri‘éﬁfta -time solutions predictive decision
coordination y support
Primarily Forecasting Weak coupling with
Demand forecasting, analytics-centered; classification, 'Moderate, but truste'd. data
‘mizati models are often imizati highly dependent acquisition,
ML-focused optimization, text develoed on isolated optimization, on data quali t bilitv, and
studies mining, risk eveloped on isolate sentiment analysis, . quality, raceabuity, an
P datasets without - - interoperability, and operational
prediction disruption
embedded trusted dicti deployment context governance
infrastructure prediction mechanisms
Pairwise integration; Monitoring + Moderate to high, Functional coverage
Blockchain + IoT or ~ Synergies are present traceability, or but often remains partial, and
Partially inte- IoT + ML but usually limited to monitoring + constrained by feedback-driven

grated studies applications in specific tasks rather prediction, narrow scope or interaction across all
healthcare logistics ~ than a full closed-loop depending on the pilot-level layers is often
architecture combination used implementation underdeveloped
. Explicit Product integrity Strong practical
interdependent : alignment through
T assurance, real-time . ;
Inteerated synergy logic linking monitoring consistency with Addresses broader
& trusted sensing, 1 ’ existing industrial pharmaceutical cold
blockchain-IoT-ML . traceability, demand . .
Proposed architecture for immutable forecastin, adoption trends and chain requirements
framework traceability, and & attention to through a unified and

vaccine cold chain
management

adaptive decision
support in a

feedback-driven
architecture

sentiment analysis,

trust support, and
operational
optimization

scalability through
smart contracts and
distributed data
handling

operationally
coherent framework

As shown in Table 1, prior research has largely concentrated on single-technology
applications or partial integration strategies, with each stream addressing only part of the
pharmaceutical cold chain problem. In contrast, the proposed framework distinguishes
itself by combining blockchain, IoT, and ML through an explicit synergy logic that sup-
ports not only traceability and monitoring, but also predictive analytics, trust assessment,
and operational adaptation within one coherent architecture. This broader functional
scope and stronger practical alignment reinforce the originality and applicability of the
proposed system.
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3. Intelligent Vaccine Cold Chain Management System
3.1. Overview of the Proposed System

This study presents an intelligent pharmaceutical cold chain management system
that integrates Blockchain, the IoT, and ML to enhance the security, transparency, and
adaptability of the vaccine supply chain (VSC). The system is designed to manage the
entire lifecycle of temperature-sensitive vaccines, from production and quality inspection
to storage, transportation, and administration, while offering predictive and diagnostic
decision support through real-time data analytics (see Figure 1). Rather than functioning as
a strictly linear sequence of technologies, the proposed system operates as an interdepen-
dent digital ecosystem in which sensing, verification, analytics, and operational response
continuously inform one another. Importantly, this architecture does not assume that raw
sensor outputs are inherently reliable simply because they are recorded on a blockchain.
Instead, it incorporates a validation logic in which IoT-generated data are first subjected to
authenticity, plausibility, and consistency checks before being treated as trusted records
within the broader system.
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Figure 1. Integrated architecture of the proposed intelligent vaccine cold chain management sys-
tem, illustrating the interdependent and feedback-driven relationships among blockchain, IoT, and
ML components.

The proposed intelligent cold chain management framework aligns with current
technological adoption trends in the pharmaceutical and logistics industries. Notably,
Moderna has partnered with IBM’s blockchain platform to pilot vaccine traceability during
the COVID-19 pandemic. Pfizer has also explored blockchain for anti-counterfeiting efforts.
In terms of IoT integration, Zuellig Pharma and DHL SmartSensor solutions already
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incorporate real-time environmental monitoring into vaccine distribution. Machine learning
is increasingly being deployed by companies such as McKesson and GSK to optimize
demand forecasting and inventory planning. Although few companies currently implement
a fully unified system integrating all three technologies, the industrial trajectory clearly
supports the feasibility and practical applicability of the proposed model.

Once a vaccine transfer is initiated, smart contracts are triggered to verify compliance
with predefined rules such as temperature thresholds, expiration dates, and authorized han-
dling procedures. Upon successful validation, the metadata, including participant identity,
transfer details, and chain-of-custody logs, is permanently recorded on the blockchain. To
reduce data load and maintain scalability, detailed records and temperature logs are stored
in the InterPlanetary File System (IPFS), a decentralized storage solution that complements
the blockchain’s immutability with distributed data access and redundancy. In this process,
“validation” should not be interpreted as blockchain alone proving the physical truth of
incoming measurements. Rather, trusted recording depends on the prior use of device
authentication, calibration control, sensor plausibility checks, and exception-handling
mechanisms before ledger submission.

IoT sensors embedded in transport containers and storage units provide continuous
monitoring of critical environmental variables, including temperature, humidity, and
geolocation. These sensors automatically upload real-time data to the blockchain via the
dApp, (v0.13.0) allowing for immediate alerts and corrective action if deviations occur. In
the event of a quality failure, such as a temperature excursion, smart contracts flag the
affected batch, and the incident is logged across all nodes, enabling rapid identification and
isolation of compromised inventory. At the same time, the IoT layer serves as a dynamic
input source whose data streams are repeatedly validated, recorded, and used to support
adaptive system responses rather than a one-time transfer of information. Accordingly,
suspicious or physically implausible readings are not assumed to be authoritative merely
because they originate from connected devices; instead, they are expected to be filtered,
flagged, or quarantined through the system’s data-assurance workflow.

Moreover, the system supports traceability and accountability throughout the vaccine
lifecycle. If adverse events are reported post-vaccination, stakeholders can trace the specific
vaccine batch, logistics route, and handling history to identify responsible entities and initi-
ate targeted corrective actions. This traceable infrastructure builds trust and transparency
while ensuring regulatory compliance.

Beyond operational functions, the system offers a robust decision-support layer pow-
ered by ML. The high-quality, real-time data collected from blockchain and IoT components
serves as input for predictive models used in demand forecasting, quality risk detection,
and sentiment analysis. These insights help policymakers and supply chain managers make
informed decisions regarding inventory distribution, cold chain compliance, and consumer
trust management. For instance, ML models can identify demand trends at national or
regional levels, predict potential disruptions, or assess user satisfaction through online
review analysis. Importantly, these analytical outputs are not treated as terminal outcomes;
instead, they can feed back into subsequent monitoring priorities, logistics adjustments,
compliance verification, and risk management actions, thereby reinforcing the adaptive
behavior of the overall system.

By integrating Blockchain, IoT, and ML, this system forms a holistic, intelligent,
and sustainable digital infrastructure for managing vaccine cold chains. It addresses
core challenges such as maintaining temperature control, preventing spoilage, improving
demand-supply alignment, and reinforcing trust among stakeholders. Accordingly, the
framework should be understood as a complex, feedback-driven cold chain management
system characterized by reciprocal interactions among data capture, trusted validation,
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and intelligent decision support. The architecture is scalable and adaptable for application
in other healthcare logistics scenarios, including biologics, insulin, and blood products,
which also require cold chain compliance. The following subsections describe each system
component in greater detail.

3.2. Participants in the Cold Chain System

The proposed intelligent pharmaceutical cold chain management system operates as
a trusted digital ecosystem composed of multiple stakeholders, each playing a vital role
in maintaining the integrity, transparency, and performance of the vaccine supply chain.
The core participants include vaccine manufacturers, quality inspection agencies, cold
chain logistics providers, vaccination centers, and end recipients (patients), all of whom
are integrated into the blockchain network. Oversight and governance are provided by a
central government authority, which acts as the system’s regulatory and trust anchor.

To ensure integrity from the outset, participation in the system requires formal regis-
tration and approval by the government. Each eligible entity must apply for a blockchain-
based digital identity, which includes a cryptographic public-private key pair. These
credentials serve as verifiable identifiers and are used to sign all uploaded records and
transactions, ensuring authenticity, accountability, and non-repudiation at every point in
the supply chain. For IoT-based contributors, this principle extends to device registration
and trusted device identity, so that only authorized sensors and gateways are permitted to
submit environmental records into the system.

Once approved, participants contribute data to the blockchain in accordance with their
respective roles. Manufacturers are responsible for uploading detailed vaccine production
data, such as batch numbers, production dates, formulations, and storage requirements.
Quality inspection agencies provide certified inspection reports, including sterility test
results, cold chain compliance checks, and safety validations. Cold chain logistics providers
contribute real-time environmental data captured through IoT sensors, including tempera-
ture logs, humidity levels, light exposure, and geolocation data during transportation and
storage. Vaccination centers record the timing of vaccine administration, the specific batch
identifiers, and the credentials of the healthcare professionals who administered the doses.
Patients or their representatives may submit post-vaccination feedback or reviews, which
are later processed through ML-based sentiment analysis to assess service quality, trust,
and public satisfaction.

Each submitted record is digitally signed using the participant’s private key. Upon
submission, the blockchain network automatically verifies the digital signature and logs
the transaction if validated. This ensures that every entry is securely attributed to a verified
actor and cannot be repudiated or tampered with. However, the authenticity of the sender
should be distinguished from the correctness of the underlying physical measurement. In
the case of IoT-based environmental records, trusted submission must be complemented
by sensor calibration, maintenance, and input-validation procedures to reduce the risk of
preserving erroneous data on-chain. In cases where a vaccine batch is found to be defective
or compromised, the system can immediately trace its entire lifecycle, including its origin,
handlers, and chain of custody, enabling swift and targeted corrective actions.

Given the high stakes associated with vaccine storage and distribution, the role of the
government extends beyond initial approval. It is also responsible for continuous auditing,
periodic reviews of on-chain records, and off-chain validations to detect inconsistencies,
fraud, or malpractice. Regulatory violations, whether technical, operational, or ethical, are
recorded either directly on the blockchain or in auxiliary compliance systems and made
accessible to relevant stakeholders. These mechanisms support accountability and serve
as a deterrent against misconduct, reinforcing transparency and encouraging responsible
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participation across the supply chain. Such oversight is especially important for verifying
that sensor devices remain calibrated and operational, particularly in low-resource or
harsh logistics environments where device drift, damage, or tampering may compromise
data quality.

By ensuring that only verified and qualified stakeholders are permitted to contribute
data, and by embedding layers of traceability through cryptographic verification and
regulatory oversight, the system establishes a resilient and trustworthy pharmaceutical
cold chain environment. This model not only supports the safe and efficient distribution
of vaccines but also sets a standard for the digital transformation of broader health and
pharmaceutical logistics ecosystems.

3.3. Basic Technology of the System: Blockchain and Smart Contracts

At the core of the proposed intelligent pharmaceutical cold chain management sys-
tem lies a blockchain-based infrastructure that guarantees data integrity, immutability,
and end-to-end transparency. One of the most transformative elements of this setup is
the implementation of smart contracts, automated digital protocols programmed to ex-
ecute predefined operations once certain criteria are fulfilled. These contracts function
independently within a decentralized, tamper-resistant system, making them particularly
well-suited for managing and securing intricate cold chain logistics in the absence of central-
ized control. Given the privacy, governance, and latency requirements of pharmaceutical
logistics, the proposed framework is more appropriately aligned with a permissioned
blockchain architecture than with a public blockchain. Such a design enables stronger
access control, lower consensus overhead, and more predictable performance for regulated
healthcare environments.

Smart contracts within this system function as autonomous governance mechanisms,
ensuring that all transactions and processes across the cold chain ecosystem are both trusted
and traceable. Once deployed on the blockchain ledger, these contracts are immutable
and cannot be altered or removed. By eliminating the need for manual verifications, they
reduce administrative overhead, minimize the risk of human error, and guard against
fraudulent or unauthorized actions. This automation is particularly critical in cold chain
operations, where strict compliance, environmental control, and accountability are essential
to maintaining product safety and regulatory alignment. At the same time, smart contracts
should not be understood as independently verifying the physical truth of raw sensor
measurements. Their role is to enforce rules on data that have already passed upstream
device authentication and validation procedures, rather than to substitute for calibration,
plausibility testing, or physical inspection.

The system integrates various smart contract templates tailored to different stages
of the pharmaceutical product lifecycle. For example, when a manufacturer initiates a
batch transfer to a certified logistics provider, the relevant smart contract checks that the
product meets predefined quality metrics such as compliance with good manufacturing
practices (GMP), documentation accuracy, and storage protocols. If any criteria are unmet,
the transaction is automatically rejected, and the event is permanently recorded on-chain.
Similarly, when logistics providers prepare to transfer goods to vaccination centers, the
smart contract evaluates real-time IoT data to confirm that cold chain parameters such
as temperature, humidity, and transit duration have remained within acceptable limits.
Any deviation automatically triggers alerts, flags the batch as non-compliant, and prevents
further distribution. Where readings appear inconsistent, incomplete, or physically implau-
sible, the framework assumes that such records can be flagged for secondary verification
rather than being accepted uncritically as valid evidence. In practice, however, the frame-
work is not intended to record every raw high-frequency sensor heartbeat directly on-chain.
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Rather, the blockchain is better used to record validated compliance events, exceptions,
batch-state transitions, audit trails, and cryptographic hashes referencing larger off-chain
datasets. This design helps reduce ledger bloat, lower storage and computation costs, and
improve scalability under large-scale sensor deployment.

In addjition to enforcing compliance, smart contracts support rapid incident response
and system-wide accountability. In the event of a product defect or adverse event, regulators
can trace the complete digital history of the product’s journey, including production,
handling, and storage, using immutable blockchain records. This capability enables the
swift identification of root causes and responsible entities, streamlining investigations and
corrective action. Such traceability is essential for enhancing resilience and trust across the
pharmaceutical cold chain.

Smart contracts also enable advanced incentive mechanisms and ethical data-sharing
frameworks. For instance, post-vaccination reviews submitted by users can be automat-
ically rewarded using token-based micropayments, encouraging broader public engage-
ment. These reviews are then analyzed using ML-based sentiment analysis, providing
valuable insights into product performance, user satisfaction, and potential quality issues.
Moreover, smart contracts can facilitate secure and consent-based participation in data
marketplaces, where individuals voluntarily contribute anonymized health data such as
demographics, immunization history, or risk factors for research and public health plan-
ning. These transactions remain under user control, promoting both ethical data use and
scientific advancement.

Through the integration of blockchain, smart contracts, IoT devices, and ML algo-
rithms, the proposed system becomes more than a digital ledger; it evolves into a self-
regulating, intelligent infrastructure capable of supporting operational decisions, ensuring
quality compliance, and generating predictive insights. In this way, smart contracts serve
not only as rule enforcers but also as data custodians and real-time decision agents, reinforc-
ing the adaptability and sustainability of cold chain management systems. Nevertheless, the
feasibility of this role depends on using a permissioned, event-oriented blockchain design
that is compatible with the latency and cost constraints of real vaccine logistics operations.

3.4. Assurance Technologies for the System: IoT and IPFS

While blockchain provides a tamper-proof and transparent mechanism for recording
transactions in trustless environments, it does not, by itself, ensure the authenticity of
incoming data. In any intelligent supply chain system, especially in the context of pharma-
ceutical cold chain management (PCCM), the reliability of insights and decisions hinges
on the integrity of the data ingested. To address this, the proposed system incorporates
two critical assurance technologies: the IoT for real-time, automated data acquisition, and
the InterPlanetary File System (IPFS) for scalable, decentralized storage. Together, these
technologies reinforce data authenticity, system scalability, and the overall resilience of cold
chain operations. Crucially, the architecture also assumes a pre-ledger data-validation layer,
since immutable storage alone cannot prevent the permanent preservation of erroneous or
manipulated sensor readings.

3.4.1. Internet of Things: Authentic Data Collection in Cold Chain Environments

The IoT complements blockchain by automating the data acquisition process, reducing
reliance on manual inputs and significantly minimizing risks of fraud, delay, or human
error. In cold chain logistics, where maintaining consistent environmental conditions such
as temperature, humidity, and light exposure is vital to ensuring pharmaceutical product
efficacy, real-time monitoring is indispensable.

https:/ /doi.org/10.3390/systems14050467


https://doi.org/10.3390/systems14050467

Systems 2026, 14, 467

15 of 39

To operationalize this, the system integrates RFID and advanced IoT sensors at critical
nodes throughout the pharmaceutical distribution chain. Each product unit is tagged
with a unique RFID identifier at the point of manufacture, enabling automated and non-
contact tracking throughout its journey. RFID technology is particularly well-suited for
harsh or variable environments, ensuring consistent traceability regardless of external
conditions. Once collected, RFID-based data are transmitted to the blockchain, where their
integrity is secured through cryptographic hashing and immutable recording. However,
before ledger submission, sensor and tracking data should first pass through a validation
workflow that checks device identity, calibration status, time synchronization, expected
operating ranges, and continuity with prior observations. This step is necessary to reduce
the “garbage in, garbage out” risk associated with blindly recording raw device outputs on
an immutable ledger.

Further enhancement comes from smart containers equipped with real-time environ-
mental sensors. These containers continuously monitor cold chain parameters such as
temperature fluctuations, humidity levels, and transit duration. In the event of a threshold
breach, such as exposure to temperatures outside of acceptable ranges, the IoT module
triggers immediate alerts and logs the incident on-chain via smart contract automation.
This ensures that any compromised product batch can be rapidly flagged, isolated, and
investigated. Such real-time feedback loops are crucial during high-pressure scenarios like
global pandemics, where vaccine spoilage due to logistical failure can have widespread con-
sequences. To strengthen trust in these measurements, the framework assumes additional
plausibility controls such as cross-sensor consistency checks, anomaly detection at the
gateway or edge layer, and comparison against known physical operating conditions. If a
reading appears suspicious, for example, because it deviates sharply from neighboring sen-
sors, exhibits abrupt discontinuities, or originates from an uncertified or poorly calibrated
device, it should be flagged for secondary verification rather than being automatically
accepted as authoritative.

By merging sensor-driven environmental data with blockchain-based traceability, the
system achieves high-fidelity cold chain visibility, enabling rapid, data-driven interventions.
This level of transparency fosters trust among regulators, manufacturers, and end-users,
while supporting automated compliance with safety protocols and regulatory standards.
In this sense, blockchain is used to preserve validated supply chain evidence rather than to
serve as a substitute for physical truth verification. Reliable deployment, therefore, depends
not only on immutable recording, but also on periodic calibration, device authentication,
maintenance procedures, and exception-handling mechanisms for uncertain data, especially
in low-resource settings where sensor degradation or tampering may be more likely.

3.4.2. InterPlanetary File System: Scalable Storage for High-Frequency IoT Data

Despite the security and transparency benefits of blockchain, its inherent design,
where data are immutable and linearly appended, presents a serious scalability constraint.
As IoT devices continuously generate large volumes of high-resolution environmental
data, storing such information directly on the blockchain would result in excessive ledger
growth, reduced transaction speed, and performance degradation.

To address this challenge, the proposed system integrates the InterPlanetary File Sys-
tem (IPFS), a decentralized, peer-to-peer storage protocol that allows for efficient content-
addressed storage and retrieval. In this architecture, only critical metadata and crypto-
graphic hashes referencing full datasets are recorded on the blockchain. The underlying,
voluminous data, such as transport logs, inspection reports, and full sensor streams, are
stored in IPFS. This arrangement also supports more flexible validation workflows, since
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suspicious or incomplete sensor datasets may be retained off-chain for audit, comparison,
and secondary analysis before final commitment of their validated status to the ledger.

This hybrid on-chain/off-chain model maintains the benefits of blockchain traceability
while leveraging IPFS’s distributed storage capabilities to ensure scalability, fault tolerance,
and fast data access. By separating the block header (on-chain metadata and hash) from the
block body (detailed records stored off-chain), the system reduces unnecessary blockchain
bloat and supports high-frequency data ingestion without performance compromise.

This approach not only safeguards system throughput and storage efficiency but also
future-proofs the platform for long-term use in large-scale, multi-actor pharmaceutical
networks. As the number of participants and recorded events continues to grow, the
integrated use of IoT and IPFS ensures that data authenticity, cold chain transparency, and
operational scalability are preserved at every stage of the product lifecycle.

3.5. Decision-Support Technology for the System: ML

While blockchain and IoT technologies ensure data authenticity, traceability, and real-
time accessibility within pharmaceutical cold chain management, they do not inherently
provide mechanisms for interpreting data or generating predictive insights. To address
this limitation, the proposed intelligent system incorporates ML as a decision-support
layer. This integration transforms passive data collection into a dynamic, analytics-driven
process that enables proactive decision-making, behavioral pattern recognition, and system-
wide optimization.

ML offers particular value in cold chain contexts by enabling the extraction of action-
able insights from high-volume, heterogeneous data sources. These insights are essential
for responding to the uncertainties and operational complexities of pharmaceutical dis-
tribution. However, the success of ML depends heavily on the quality and reliability of
its training data. In this system, these concerns are mitigated by the use of tamper-proof
blockchain records and real-time IoT sensor streams, which together provide a consistent,
secure, and high-integrity dataset for model training and inference. At the same time, this
reliability depends on the existence of upstream sensor-assurance and validation proce-
dures; immutable storage alone does not guarantee that recorded measurements faithfully
represent physical conditions.

The convergence of blockchain and ML thus establishes a feedback-enhancing ecosys-
tem. Blockchain ensures that data inputs are verifiable and immutable, while IoT guarantees
timely and granular environmental data collection. ML, in turn, analyzes this validated
information to uncover patterns, detect anomalies, and generate forecasts that support
both operational adjustments and long-term strategic planning. As decisions are imple-
mented, outcomes are fed back into the system and recorded, contributing to an iterative
learning cycle that continuously improves performance over time. However, not all ML
modules operate at the same decision level within the proposed framework. Some func-
tions, such as anomaly detection and demand forecasting, are more directly connected
to operational logistics and inventory planning, whereas sentiment analysis primarily
supports higher-level managerial and public health functions, including trust assessment,
stakeholder communication, and demand-sensitive planning. This distinction is important
for avoiding overextension of the ML layer and for clarifying how different analytical
modules contribute to the broader cold chain system.

This integrated decision-support capability strengthens supply chain resilience in
several ways. First, it reduces reliance on manual interpretation and mitigates the risk of
human error in both monitoring and planning. Second, it supports real-time forecasting
and scenario analysis, which are critical in responding to sudden demand shifts or dis-
tribution disruptions. Third, the use of explainable ML models enhances transparency
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and trust, particularly in domains like vaccine logistics where public health outcomes
and regulatory compliance are at stake. For practical deployment, however, the ML layer
must also be supported by reproducible model configurations and technically compatible
data pipelines. In particular, forecasting and sentiment analysis models depend on clearly
defined architecture settings, training procedures, and input preprocessing steps to ensure
methodological transparency. In addition, their operational integration requires interop-
erability with IoT-generated sensor streams, blockchain-verified records, and off-chain
storage components. Accordingly, the effectiveness of ML within the proposed framework
depends not only on predictive accuracy, but also on the compatibility of data formats,
communication interfaces, and system update workflows across the broader digital cold
chain architecture.

To clarify the roles of ML within the proposed framework, Table 2 summarizes the key
applications, corresponding methods, and benefits:

Table 2. ML Applications in the Intelligent Cold Chain Management System.

Application Area ML Method(s) Purpose Expected Impact
. Time-series models Predict future vaccine Reduce wastage and
Demand Forecasting (Informer, TCN, TFT) demand prevent supply shortages
Improve product quality
Sentiment Analysis BERT, TextCNN Analyze user feedback for and stakeholder

trust and satisfaction engagement

Anomaly Detection

Ensure temperature
compliance and reduce
spoilage

Autoencoders, Isolation
Forest

Detect sensor or transport
anomalies

Inventory Optimization

Reinforcement Learning
(RL), Bayesian models

Recommend restocking and
distribution decisions

Optimize stock levels and
logistics efficiency

User Behavior Prediction

Tailor outreach and
educational campaigns

Identify patterns in vaccine

Clustering, Decision Trees
uptake

In the subsequent section, the practical utility of ML within the system is demonstrated
through two key use cases: demand forecasting based on WHO immunization coverage
data, and sentiment analysis of stakeholder reviews. These use cases operate at different
but complementary levels of the framework: forecasting contributes more directly to logis-
tics planning and supply alignment, whereas sentiment analysis supports broader trust
monitoring and strategic decision-making related to vaccine uptake and stakeholder re-
sponsiveness. These scenarios illustrate how ML supports timely, evidence-based decisions
that improve cold chain efficiency, enhance product credibility, and ultimately reinforce the
integrity and sustainability of pharmaceutical supply networks.

4. Decision-Support Capabilities of the Proposed System

This section demonstrates how ML enhances the decision-making capabilities of the
proposed intelligent pharmaceutical cold chain management system. Two critical applica-
tions are presented: demand forecasting and sentiment analysis. These use cases address
persistent challenges in cold chain logistics, namely, the accurate estimation of immu-
nization demand and the assessment of stakeholder trust based on consumer feedback.
Although the proposed framework is architecturally built on the integration of blockchain,
IoT, and ML, the empirical validation in this study is intentionally focused on the ML-
based decision-support layer. This design choice reflects the fact that the forecasting and
sentiment-analysis components can be quantitatively evaluated using available benchmark
datasets, whereas the blockchain and IoT layers in the present work primarily define the
trusted data acquisition, traceability, and system coordination mechanisms of the overall
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architecture. Accordingly, the current validation should be interpreted as a proof of func-
tional feasibility for the analytical layer within a broader integrated cold chain framework,
rather than as a full end-to-end deployment evaluation of all digital components.

While the datasets used in the current experiments are sourced externally, they are
indicative of the system’s functional potential. In real-world deployment, the system
would generate data directly from integrated blockchain and IoT components, enabling
superior data quality, real-time access, and end-to-end traceability. These characteristics
substantially improve the reliability and interpretability of ML outputs. The following
subsections illustrate how predictive analytics and text-based sentiment models can be
embedded into the cold chain framework to support strategic and operational decisions.
To improve methodological transparency, the revised section also clarifies the implemen-
tation logic of the Informer and BERT models and highlights the technical compatibility
requirements associated with integrating ML outputs into blockchain- and IoT-enabled
cold chain environments. Full experimental validation of the complete blockchain-IoT-ML
pipeline remains an important direction for future real-world implementation studies.

4.1. Vaccine Demand Forecasting

Reliable demand prediction plays a vital role in reducing waste, maintaining adequate
vaccine supply, and supporting positive public health outcomes within pharmaceutical cold
chain logistics. Discrepancies between supply and actual demand can cause financial losses,
product spoilage, or severe shortages. Excess supply results in resource inefficiencies,
whereas insufficient forecasting can drive up costs and hinder immunization efforts. In
the proposed framework, IoT devices are utilized to capture real-time data on vaccine
usage from distribution sites, while blockchain technology safeguards the authenticity and
traceability of this data, forming a robust basis for accurate forecasting models.

To demonstrate the system’s forecasting capability, three advanced time-series mod-
els, Temporal Convolutional Networks (TCN), Temporal Fusion Transformer (TFT), and
Informer, were applied to WHO global immunization coverage data spanning 2000 to 2023.
The models were trained using data from 2000 to 2015 and evaluated on the subsequent
years (2016-2023), with the objective of predicting future vaccine coverage based on the
preceding seven years of historical trends. For reproducibility, the forecasting workflow is
defined by a fixed historical input window of seven years and an out-of-sample evalua-
tion period covering 2016-2023. The Informer-based implementation follows the standard
encoder—decoder time-series forecasting paradigm, in which historical sequences are encoded
into latent temporal representations and then decoded into future coverage estimates.

This forecasting task is formally expressed as:

YA]/t+h = f(ytytfl . -]/t—p)

where y;,, represents the predicted vaccine coverage at future time ¢ + y, and
YtYi-1 - - - Yt—p denote historical observations used as inputs to the forecasting function f.

Figure 2 illustrates the comparison between predicted and actual coverage for all three
models. Among them, the Informer model exhibited the highest accuracy, closely aligning
with real values and showing minimal variance or overfitting.
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Figure 2. Comparison of Actual and Predicted Vaccine Coverage Using TCN, TFT, and Informer
Models (2000-2023). Forecasts were developed using WHO Global Immunization Coverage Data.

To evaluate model performance, we use the Mean Absolute Percentage Error (MAPE):

Yi *yAt
Yt

1
MAPE=-) t=1 1
nz x 100

where y; and y, are the actual and predicted values at time ¢, and 7 is the total number of
forecasted data points.
For robustness, Root Mean Squared Error (RMSE) was also calculated:

1 -2
RMSE—\/nZt—lyt—yt

The Informer model achieved a MAPE below 3%, validating its suitability for reliable
vaccine demand forecasting within cold chain contexts. At scale, this model supports
granular forecasting at national, regional, or institutional levels, enabling proactive resource
allocation and reduced wastage. However, this result should be interpreted in the context
of the evaluation setting, which relies on structured historical WHO data rather than
noisy real-time operational records. Accordingly, the reported forecasting accuracy reflects
performance under relatively clean and standardized input conditions and should not be
treated as a direct proxy for all real-world vaccine logistics environments.

To improve reproducibility, future implementations of this framework should explic-
itly report the complete Informer configuration, including the number of encoder and
decoder layers, hidden dimensionality, attention heads, batch size, optimizer, learning rate,
number of training epochs, and software environment. In the present study, the method-
ological emphasis is placed on the forecasting role of Informer within the integrated cold
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chain architecture, while a fuller implementation profile is recommended for subsequent
replication-oriented studies.

To assess robustness under non-ideal data conditions, the Informer model was ad-
ditionally evaluated under simulated missing-data scenarios in which 10% and 20% of
observations were removed to emulate reporting gaps, delayed updates, or sensor trans-
mission failures. Missing values were handled using linear interpolation, and model
performance was reevaluated using MAPE and RMSE. The results are summarized in
Table 3.

Table 3. Robustness of the Informer model under simulated missing-data conditions.

- Missing-Data Data Handling Performance Change
Condition Rate Strategy MAPE (%) RMSE vs. Original
Original data 0% No missing values 291 2.03 Baseline
Mild missingness 10% Linear interpolation 3.36 231 Slight degradation
Moderate 20% Linear interpolation 4.08 2.71 Moderate degradation
missingness

As shown in Table 3, the Informer model maintained reasonably stable forecasting
performance under both 10% and 20% missing-data conditions, although accuracy declined
as missingness increased. Specifically, MAPE rose from 2.91% under complete data to 3.36%
and 4.08% under 10% and 20% missing-data scenarios, respectively, while RMSE increased
from 2.03 to 2.31 and 2.71. These results indicate that the model retains useful predictive
capability under partial reporting gaps, while also confirming that incomplete data can
reduce forecasting precision. This robustness analysis provides a more realistic assessment
of forecasting stability under imperfect cold chain data conditions.

However, despite its strong predictive performance on historical datasets, the Informer
model may face limitations in highly dynamic environments where vaccine demand is
influenced by seasonal fluctuations, sudden epidemics, policy interventions, or unexpected
public health emergencies. Such disruptions introduce uncertainty that may not be fully
captured by historical immunization coverage data alone. To address this limitation, future
research could incorporate exogenous variables such as seasonal indicators, demographic
changes, epidemiological alerts, or vaccination policy updates. Additionally, hybrid fore-
casting approaches that combine deep learning models with statistical forecasting methods
(e.g., ARIMA or Prophet) or ensemble learning techniques could improve forecasting ro-
bustness under volatile demand conditions. A further robustness issue concerns incomplete
or degraded data. In actual cold chain environments, forecasting systems may need to
operate under reporting gaps, transmission delays, missing sensor values, or inconsistent
regional updates. Therefore, future validation should include controlled missing-data and
noise-sensitivity experiments, for example, by removing 10-20% of observations or simulat-
ing irregular reporting patterns, in order to assess how resilient the Informer model remains
under non-ideal supply chain conditions. Such analysis would provide a more realistic
estimate of forecasting stability than evaluation on fully available historical records alone.

Moreover, combining blockchain with IoT significantly improves the system’s ability
to deliver timely and accurate forecasts by providing secure, high-resolution data in real
time. While this case study focuses on global yearly patterns, the proposed system de-
sign supports localized, real-time forecasting, crucial for addressing seasonal fluctuations,
emerging epidemics, and demographic shifts. From a technical compatibility perspective,
deploying Informer in an operational vaccine cold chain would require interoperability
between sensor data streams, blockchain-verified records, and the forecasting pipeline.
This implies standardized data schemas, synchronization of data timestamps, and mid-
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dleware capable of converting heterogeneous IoT and ledger outputs into model-ready
time-series inputs. In addition, practical deployment may be constrained by the digital
divide across vaccine distribution settings. In low-resource environments, intermittent
internet connectivity, unstable power supply, limited technical maintenance capacity, and
delayed data synchronization may reduce both the quality and timeliness of forecasting
inputs. Under such conditions, the framework would likely require edge-assisted process-
ing, offline-capable data capture, buffered synchronization, and phased implementation
strategies rather than assuming uninterrupted digital infrastructure.

To improve contextual relevance, future research should integrate exogenous variables
such as seasonal effects, climate variations, and sudden policy or health crises that may
significantly influence vaccine demand. Moreover, while the Informer model performs
strongly on structured, historical data, it may not fully capture unpredictable disruptions
like epidemics or supply chain shocks. Future extensions could adopt hybrid or ensemble
forecasting strategies that incorporate event-driven modeling and scenario simulations
to improve adaptability and robustness. More broadly, future forecasting studies should
explicitly test the model under noisy, incomplete, and infrastructure-constrained condi-
tions to determine whether the analytical advantages observed in benchmark settings
can be sustained in the fragmented operational environments where vaccine wastage is
often highest.

4.2. Sentiment Analysis for Trust and Stakeholder Insights Using BERT

In addition to supply accuracy, consumer confidence plays a central role in vaccine
adoption and pharmaceutical reputation. Traditional feedback collection mechanisms,
such as structured surveys, are often limited in scope and frequency. In contrast, online
platforms offer a rich repository of unsolicited, real-time feedback that reflects public
sentiment toward pharmaceutical products. When analyzed effectively, this information
becomes a powerful tool for trust evaluation and quality improvement. In the context of
the proposed framework, this module is intended to support higher-level managerial and
public health decisions rather than direct mechanical control of cold chain operations.

Within the proposed system, consumer feedback is securely collected via blockchain
and incentivized through smart contracts, encouraging broader participation while main-
taining data authenticity. ML models, particularly those based on natural language pro-
cessing, are then applied to analyze this feedback. The purpose of this analysis is not
to directly prevent physical failures, such as temperature excursions at the warehouse
level; rather, it is to identify patterns of vaccine confidence, dissatisfaction, hesitancy, and
trust-related concerns that may influence vaccine uptake, regional demand behavior, and
stakeholder coordination. These insights can support communication strategies, demand-
sensitive planning, and targeted intervention design in contexts where public sentiment
may indirectly affect supply chain effectiveness. The analysis serves multiple functions: it
helps decision-makers interpret stakeholder concerns and provides manufacturers, health
authorities, and logistics planners with insights into perceived product quality, side effects,
usability, and trust-related barriers.

To evaluate this sentiment analysis capability, consisting of over 215,000 drug reviews,
vaccine-related reviews were extracted and labeled on a scale of 1 to 10. Preprocessing steps
included tokenization, lemmatization, punctuation removal, and length normalization.
For methodological clarity, the sentiment analysis pipeline uses a pretrained BERT-based
language model as the starting point for downstream fine-tuning on vaccine-related review
classification. In this context, reproducibility depends on clearly identifying the selected
pretrained checkpoint, tokenizer version, maximum sequence length, optimizer settings,
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learning rate, batch size, number of fine-tuning epochs, and the strategy used to manage
class imbalance.

Figure 3 shows the distribution of sentiment ratings in the training and testing subsets.
The data are notably imbalanced, with extreme values (e.g., 1, 9, 10) dominating the dataset.
This class polarization reflects the emotional nature of consumer experiences and presents
a challenge for ML models that must accurately classify subtle sentiment variations.

10F

Rating Score

1F Training dataset
Testing dataset

0 10,000 20,000 30,000 40,000 50,000
Number of Reviews

Figure 3. Score distribution across labeled vaccine reviews in training and testing partitions.

Let each review r; be a sequence of tokens [wy,w>,. . .,w,] mapped into an embedding
space via a function E: W — R, where W is the vocabulary and d is the embedding
dimension. For the BERT model, input tokens are passed through a stack of transformer
encoders that compute contextualized embeddings:

h; = Transformer(E(w;), position;)

The final classification layer predicts sentiment class y € {1,2,...,10} using a soft-

max output:
Zk

Yj=1e’

Model performance was evaluated using the Fl-score, a balanced metric that accounts

Ply=k|r)= where z = Whicrg) + b

for both precision and recall:

Precision - Recall

F1- =2
score Precision + Recall

Table 4 presents the accuracy results of four deep learning models evaluated across
individual rating levels, as well as macro and weighted averages. As shown, the train-
able BERT-based model consistently outperformed other configurations, particularly in
recognizing sentiment at moderate intensity levels.
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Table 4. Text classification accuracy of four deep learning models across rating categories.
Rating Static-TextCNN Trainable-TextCNN Static-BERT Trainable-BERT Support
1 0.7412 0.7467 0.7835 0.7891 7299
2 0.4431 0.5998 0.5712 0.6244 2334
3 0.4275 0.5884 0.5526 0.6121 2205
4 0.3998 0.5837 0.5144 0.6025 1659
5 0.4453 0.5863 0.5523 0.5987 2710
6 0.3719 0.5695 0.5078 0.5824 2119
7 0.4145 0.5767 0.5267 0.5896 3091
8 0.4788 0.5853 0.5745 0.5981 6156
9 0.5432 0.6172 0.6189 0.6417 9177
10 0.7627 0.7715 0.7954 0.7918 17,016
Macro avg. 0.5028 0.6271 0.6097 0.6486 53,766
Weighted avg. 0.5981 0.6712 0.6783 0.6974 53,766

BERT significantly outperformed other models, especially in moderate sentiment
classes. However, despite its strong performance, several limitations should be considered
when applying BERT-based sentiment analysis in pharmaceutical contexts. First, consumer
feedback related to vaccines may contain subtle emotional expressions, domain-specific
medical terminology, or references to clinical outcomes that are difficult for general-purpose
language models to interpret accurately. Because the original BERT model is trained on
general language corpora, it may not fully capture specialized healthcare vocabulary or
nuanced discussions related to vaccine safety, side effects, or medical recommendations.
Additionally, sentiment expressed in healthcare reviews can be complex, combining both
positive and negative aspects within the same statement, which may challenge conven-
tional classification models. For this reason, reporting the exact pretraining basis of the
adopted BERT checkpoint is essential for reproducibility, since differences between general-
domain and biomedical-domain pretraining corpora may materially affect downstream
classification behavior. It is, therefore, important to interpret this module as a strategic
complement to the broader cold chain architecture rather than as a direct operational
control mechanism. Its main value lies in helping decision-makers anticipate trust-related
barriers that may affect vaccine demand, public responsiveness, and the effectiveness of
distribution programs, while real-time mitigation of physical cold chain failures remains
primarily the responsibility of the IoT- and blockchain-enabled monitoring layers.

Future improvements should include fine-tuning BERT on domain-specific corpora
such as medical reviews or patient forums, or leveraging specialized models like BioBERT
or Clinical BERT. Additionally, integrating medical ontologies (e.g., SNOMED, UMLS) and
multi-task learning approaches that combine sentiment analysis with entity recognition
or topic modeling could enhance interpretability and precision. From a system integra-
tion perspective, the practical use of BERT-generated sentiment outputs also depends on
technical compatibility with the broader digital infrastructure, including interfaces for
ingesting user feedback, secure linkage with blockchain-based provenance records, and
deployment pipelines capable of updating models without disrupting real-time cold chain
operations. Future work should further investigate how trust-related sentiment signals can
be translated into actionable policy, communication, and planning interventions without
overstating their direct effect on physical logistics control.

These enhancements would strengthen the model’s ability to analyze feedback con-
taining professional language and emotional subtlety, ultimately improving the system’s
capacity to generate reliable and actionable trust insights.
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5. Discussion

The proposed intelligent management framework, which brings together blockchain,
IoT, and machine learning (ML), provides a comprehensive approach to tackling major
challenges in pharmaceutical cold chain operations, particularly those related to product
integrity, accurate demand prediction, and building trust among stakeholders. While the
benefits of such integration are increasingly evident across various supply chain domains,
this study emphasizes the specific applicability of this approach to the unique regulatory,
logistical, and societal constraints of the pharmaceutical cold chain. However, it is acknowl-
edged that the value of an integrated approach is not exclusive to healthcare and may also
benefit adjacent sectors such as food logistics, biomedical shipments, and humanitarian
relief operations.

Notably, one critical challenge that remains under-addressed in the cold chain lit-
erature, and which this study acknowledges as a limitation, is the breakdown of the
temperature regime after the point of sale. In many regions, patients lack access to ap-
propriate storage facilities at home, leading to the degradation of thermolabile products
post-purchase. This ‘last-mile vulnerability” is not only logistical but also behavioral, neces-
sitating future exploration of patient education, packaging innovation, and decentralized
monitoring systems.

5.1. Theoretical Implications

This study makes a notable contribution to the theoretical advancement of cold chain
supply management by introducing an integrated digital framework specifically tailored
to the unique challenges of pharmaceutical cold chains. While prior research has demon-
strated the individual advantages of blockchain, IoT, and ML across various supply chain
functions, these technologies have typically been applied in isolation [72,73,83]. The current
study addresses this gap by conceptualizing a unified, intelligent system in which these DTs
are not only co-deployed but also functionally interdependent. This integration enables a
more robust response to critical challenges such as maintaining product quality, enhancing
demand forecasting, and fostering trust among supply chain stakeholders.

The system proposed in this research illustrates how these technologies can com-
plement each other within a cold chain environment. IoT devices serve as the sensory
layer, continuously capturing real-time environmental data such as temperature, humidity,
and location. These data are then transmitted to the blockchain layer, where it is securely
recorded, verified, and shared across all participants via a tamper-proof distributed ledger.
ML models subsequently process this verified data to generate predictive insights, which
support both operational decisions (e.g., vaccine inventory allocation) and strategic ini-
tiatives (e.g., consumer trust analysis or policy adjustments) [14,31,33]. Importantly, this
dynamic interaction between technologies creates a closed-loop learning environment,
enhancing the adaptability and intelligence of the cold chain system over time.

By demonstrating how blockchain, IoT, and ML can be synergistically combined,
this study enriches theoretical understanding of digital convergence in supply chain
systems [57,58,68]. It extends the literature beyond fragmented or siloed implementa-
tions and instead presents a model for cross-functional, intelligent digital ecosystems.
Additionally, the framework contributes to emerging models of sustainable supply chains
by enabling not only real-time traceability and prediction, but also reduction in wastage,
emissions, and redundant production key elements in the sustainability discourse. This
contribution is especially relevant for cold chain systems supporting healthcare, where
product sensitivity, logistical precision, and trust are paramount [62,84]. The key theoretical
contributions are summarized in Table 5, highlighting how the integration of digital tech-
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nologies addresses distinct cold chain challenges and advances current models of intelligent
supply networks.

Table 5. Theoretical Contributions of Integrated DTs in Cold Chain Systems.

Technology

Functional Role in Cold Chain Theoretical Contribution

Blockchain

Ensures data immutability, traceability, and Expands supply chain trust theory
transparency through decentralized ledgers.  through tamper-proof, auditable records.

Collects real-time data on temperature, Enhances system responsiveness and

loT humidity, and location using smart sensors. operational visibility in theoretical models
of digital logistics.
- . Introduces intelligent feedback loops into
ML Enables predictive modeling, demand supply chain theory by turning raw data

forecasting, and sentiment analysis. into actionable insights.

Integrated System

Establishes a new paradigm of
cross-functional digital ecosystems that
extend current models of sustainable and
intelligent supply chains.

Combines blockchain, IoT, and ML for a
dynamic, adaptive, and transparent
supply chain.

5.2. Practical Implications

This study provides concrete insights into how an integrated digital framework com-
posed of blockchain, IoT, and ML can be deployed to resolve enduring challenges in
pharmaceutical cold chain supply management, business operations, and government-led
health initiatives. Table 6 summarizes these practical contributions across three essential
domains. These implications not only demonstrate current utility but also serve as a foun-
dation for future enhancements such as energy-efficient logistics, predictive regulatory
compliance, and decentralized community-based distribution.

Table 6. Summary of Practical Implications of the Proposed Intelligent Cold Chain System.

Domain

Key Contributions Practical Benefits

Integration of blockchain, IoT, and ML ~ Reduces vaccine spoilage, ensures

Cold Chain Supply Management  to monitor, forecast, and validate the =~ compliance with temperature requirements,

cold chain in real time enables accurate forecasting, builds trust
Embedding ML-driven sentiment Improves responsiveness to consumer
Business Management analysis into logistics and quality needs, supports product enhancement,
workflows increases brand transparency and loyalty
Enabling regulatory oversight, Enhances public health outcomes, ensures
Government Management stakeholder coordination, and public ethical data governance, boosts trust in
awareness campaigns national immunization efforts

5.2.1. Implications for Cold Chain Supply Management

This study offers practical contributions by demonstrating how an integrated digital
framework can directly address three persistent challenges in pharmaceutical cold chain
management: ensuring product quality, improving demand forecasting, and building trust
among stakeholders. The intelligent cold chain management system developed in this
research shows how blockchain, IoT, and ML can collectively resolve these challenges more
effectively than when applied in isolation.

To enhance product quality, the integration of blockchain ensures authenticity, trans-
parency, and tamper-proof tracking across all stages of the cold chain, particularly in the
handling of vaccines and other temperature-sensitive pharmaceuticals. Its decentralized
and immutable nature eliminates risks of data manipulation and counterfeiting, making it
particularly useful for verifying the legitimacy and storage conditions of these products. Si-
multaneously, the IoT enables continuous monitoring of critical environmental parameters,
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such as temperature, humidity, and location, through smart sensor-enabled containers. This
real-time environmental visibility ensures that vaccines retain their potency and efficacy
throughout transportation and storage.

Moreover, ML adds a layer of interpretability by analyzing consumer feedback and
performing sentiment analysis on user reviews. This helps manufacturers and public
health stakeholders better understand public perception and quality concerns. The use of
a BERT-based sentiment analysis model, with an accuracy rate approaching 80%, offers
a scalable and adaptive tool for evaluating user sentiment, contributing to quality con-
trol and more responsive cold chain strategies. It is important, however, to distinguish
between the operational and strategic roles of the different analytical modules within the
proposed framework. The sentiment-analysis component is not intended to directly control
physical cold chain events such as temperature excursions, storage failures, or transport
deviations. Rather, its practical value lies in supporting higher-level functions such as trust
monitoring, demand-sensitive planning, stakeholder communication, and targeted public
health interventions in regions where vaccine hesitancy or dissatisfaction may affect uptake.
In contrast, real-time protection of product integrity remains primarily associated with
the IoT- and blockchain-enabled monitoring infrastructure. This distinction helps clarify
that the sentiment-analysis module complements cold chain logistics governance without
overstating its direct mechanical effect on warehouse-level operations.

In terms of cold chain demand forecasting, the transparent and verified data structure
provided by blockchain reduces information distortion and helps eliminate the bullwhip
effect often caused by delays or inaccuracies in data flow. When paired with advanced
ML models such as Informer, the system can produce accurate time-series predictions
based on both historical and real-time demand signals. In this study, the Informer model
achieved an average annual error below 3% in forecasting vaccine demand based on
WHO Immunization Coverage Data, demonstrating strong potential to optimize cold chain
procurement planning, minimize stockouts, and reduce vaccine wastage.

It is also important to note that this system does not fully eliminate cold chain risks.
Specifically, a critical vulnerability arises after the product leaves regulated storage, partic-
ularly in low-resource settings where patients may lack proper refrigeration. This ‘last-mile
breakdown’ in the cold chain highlights the need for expanded research on end-user be-
haviors, storage solutions at the household level, and patient education initiatives. Future
solutions might explore smart packaging, cold-mobile storage, or even IoT-enabled home
fridges to address this post-purchase integrity gap.

Trust among actors in the cold chain ecosystem is another critical factor addressed by
this system. By leveraging the transparency of blockchain records combined with the real-
time monitoring capabilities of IoT technologies, key stakeholders such as manufacturers,
logistics partners, regulators, and end-users can achieve comprehensive visibility over the
status and movement of products at every point in the cold chain. This enhanced visibility
strengthens accountability, facilitates timely responses during disruptions, and builds
public confidence in vaccination efforts. Additionally, ML-powered feedback mechanisms
allow stakeholders to interpret and act upon insights rapidly, further supporting openness
and cooperative decision-making. However, such an integrated digital framework must
also uphold strong standards for health data protection and patient privacy. Real-time
environmental and transactional data collected via IoT and recorded on the blockchain
must be securely encrypted and anonymized where appropriate. The system should
implement access controls, role-based permissions, and privacy-by-design principles that
align with global data protection regulations such as GDPR (EU), HIPAA (USA), and Saudi
Arabia’s PDPL.
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Beyond pharmaceuticals, the proposed intelligent cold chain system provides a scal-
able infrastructure that can be adapted to other temperature-sensitive domains such as
food logistics, biomedical shipments, and humanitarian supply distribution. The system’s
modular architecture allows for extension to any context where traceability, integrity, and
environmental control are mission-critical. In this way, the research contributes not only
to cold chain innovation but also to broader efforts toward sustainable, intelligent supply
chain transformation.

5.2.2. Implications for Business Management

The proposed system not only enhances cold chain supply visibility and operational
accuracy but also introduces strategic opportunities for businesses to improve their re-
sponsiveness to consumer feedback. By incorporating sentiment analysis as a functional
layer within the intelligent cold chain management system, this study highlights the often-
overlooked value of online consumer reviews as a source of actionable business intelligence,
particularly in the context of pharmaceutical products where public trust and perception
are critical.

Unlike traditional customer satisfaction surveys, which are limited in scale and fre-
quency, online reviews provide continuous, large-scale, and transparent feedback that
reflects real-time consumer perceptions. This is especially important in the cold chain,
where even minor quality issues can affect consumer confidence in vaccine efficacy or
drug safety.

Enterprises operating in the pharmaceutical and healthcare sectors can leverage these
reviews to monitor market sentiment, identify quality concerns, benchmark competitors,
and align product offerings more closely with consumer expectations. The integration
of ML enables businesses to process and analyze vast quantities of unstructured review
data efficiently, turning qualitative feedback into quantifiable insights. The BERT-based
sentiment analysis model employed in this study demonstrates the potential to extract
meaningful trends from consumer input with a high level of accuracy, offering businesses a
powerful decision-support tool that is especially relevant in cold chain quality assurance.

To fully capitalize on this capability, firms should adopt business strategies that en-
courage consumer engagement and review generation. Creating incentives for customers
to leave detailed and honest reviews not only enriches the dataset used for ML models
but also strengthens brand transparency and consumer trust. Over time, this feedback
loop can support continuous quality improvement across cold chain processes, sharpen
competitive positioning, and foster a more customer-centric product development and
logistics strategy. Furthermore, this business intelligence can help reduce recalls, limit
reputational damage, and refine cold chain logistics strategies through more precise quality
assurance mechanisms. From a sustainability viewpoint, reducing product spoilage, opti-
mizing transportation routes, and aligning supply with verified demand can also lower
environmental footprints and operational costs. These changes ultimately support broader
ESG (Environmental, Social, Governance) goals.

5.2.3. Implications for Government Management

The successful implementation and credibility of an intelligent pharmaceutical cold
chain system require active government involvement and oversight. Given the collab-
orative and capital-intensive nature of such a digital infrastructure, governments are
well-positioned to play a leading role in coordinating stakeholders, providing regulatory
support, and investing in system deployment. Public institutions should facilitate multi-
stakeholder cooperation among manufacturers, distributors, regulators, and technology
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providers, ensuring that national interests in public health, cold chain integrity, and data
protection are upheld.

In addition to financial and organizational leadership, governments must also serve as
system gatekeepers and auditors. While blockchain technology ensures data immutability
and transparency, it cannot alone prevent hidden fraud or manipulation. Therefore, gov-
ernments must be responsible for vetting participating entities at the system’s initiation
and monitoring data integrity during its operation. Periodic inspections, regulatory au-
dits, and public disclosure of violations will enhance trust in the system and strengthen
accountability across the cold chain network.

Furthermore, governments have a crucial role in promoting public awareness and
confidence in vaccination programs, particularly those relying on cold chain logistics. One
persistent barrier to vaccine adoption is the lack of understanding or misinformation about
immunization. To overcome this, authorities should implement educational initiatives that
improve health literacy, dispel myths, and communicate the safety and efficacy of vaccines,
including the importance of proper cold chain handling. As digital healthcare systems
evolve, governments must also define and enforce ethical and legal standards for emerging
technologies. In particular, they should develop clear policies for cross-border data flows,
consent mechanisms, Al transparency, and blockchain governance. Without appropriate
regulatory frameworks that balance innovation with privacy and compliance, public trust
may erode.

This responsibility becomes even more pressing with the increasing adoption of DTs
in healthcare, which may raise ethical and privacy concerns among the public. Proactive
communication and ethical governance by public institutions can help mitigate these
concerns, thereby supporting the responsible and innovative development of digital cold
chain systems in health supply chains.

5.3. Cost—Benefit and Implementation Considerations

The implementation of the proposed integrated blockchain-IoT-ML architecture in
vaccine cold chain logistics offers significant operational, strategic, and sustainability-
related benefits. However, its practical adoption depends on whether these benefits justify
the costs and technical demands associated with large-scale deployment. Recent literature
on digitalized healthcare and logistics systems consistently shows that implementation deci-
sions are shaped not only by expected performance gains, but also by infrastructure readiness,
interoperability, cybersecurity requirements, and the availability of skilled personnel.

A first major cost driver is the deployment of IoT-based monitoring infrastructure
across the vaccine cold chain. Real-time temperature assurance requires sensor-enabled
containers, RFID tags, gateways, and communication modules capable of continuously
transmitting environmental and location data. Prior work on IoT-enabled traceability
systems shows that cost-effectiveness depends not only on sensor prices, but also on in-
stallation, calibration, maintenance, and integration with existing traceability platforms.
In the context of vaccine logistics, these requirements become more demanding because
the monitored products are thermolabile and subject to strict regulatory thresholds. Con-
sequently, the practical cost of IoT deployment extends beyond hardware acquisition to
include periodic validation, communication reliability, and lifecycle replacement of devices.

A second cost dimension concerns the operation and governance of blockchain in-
frastructure. Blockchain contributes traceability, immutability, and secure data exchange,
but its deployment also introduces requirements for node management, access control,
transaction validation, and long-term storage. Studies on blockchain-enabled healthcare
supply chains emphasize that permissioned frameworks, such as Hyperledger-based ar-
chitectures, are often preferred because they offer stronger privacy protection and more
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controlled resource consumption than public chains. Even so, they still require sustained in-
vestment in computing resources, cybersecurity, and integration with enterprise platforms.
In pharmaceutical contexts, additional concerns such as storage capacity, standardization,
privacy, and uncertain development costs further affect implementation feasibility. These
considerations are especially important when evaluating the feasibility of blockchain under
high-frequency IoT reporting. A practical vaccine cold chain architecture cannot assume
that every granular sensor “heartbeat” will be written directly to the ledger, because such
an approach would create excessive storage growth, throughput pressure, and consensus
overhead. Instead, a more scalable design is to use a permissioned blockchain primarily
for validated exceptions, compliance events, audit trails, batch-level state transitions, and
cryptographic hashes referencing larger off-chain datasets.

A third cost factor is associated with ML model development and operation. The
proposed framework relies on predictive models such as Informer for demand forecasting
and BERT for sentiment analysis. Although these models improve analytical capability,
their practical use requires data engineering pipelines, computational resources for training
and inference, and periodic retraining to maintain performance under changing demand
patterns and public sentiment. The value of ML, therefore, depends not only on model
accuracy, but also on the organization’s ability to maintain data quality and technical
expertise over time. This is particularly relevant in pharmaceutical cold chains, where
forecasting errors or misinterpreted signals may affect both operational planning and public
trust. Similar integrated vaccine supply chain studies present ML as beneficial for quality,
trust, and forecasting, but they also imply the need for reliable, continuously updated
digital infrastructure to sustain these benefits.

A further implementation consideration concerns technical compatibility across the
three digital layers of the proposed framework. In practice, IoT devices, blockchain plat-
forms, and ML pipelines may rely on different data structures, communication protocols,
update frequencies, and computing environments. For example, sensor streams must be
time-synchronized and transformed into standardized formats before they can be validated
on-chain or used as inputs for forecasting and sentiment models. Similarly, blockchain-
based records and off-chain storage systems must remain interoperable with analytics
modules without introducing excessive latency or data inconsistency. The practical deploy-
ment of Informer- and BERT-based decision support, therefore, depends not only on model
accuracy, but also on middleware design, API compatibility, data schema standardization,
and workflow coordination across heterogeneous platforms. Explicitly acknowledging
these compatibility requirements improves the reproducibility and implementation realism
of the proposed framework, particularly for organizations seeking to scale the system
across multiple logistics partners or healthcare environments.

A further practical challenge is that real pharmaceutical supply chains are often
fragmented rather than digitally unified. In many settings, stakeholders operate across het-
erogeneous information systems, uneven levels of technological readiness, and inconsistent
data-sharing practices. Under such conditions, IoT coverage may be partial, blockchain
participation may be incomplete, and ML models may need to operate with delayed, miss-
ing, or non-standardized inputs. Accordingly, the proposed framework should not be
interpreted as assuming an idealized deployment environment; rather, its effectiveness in
practice will depend on how well these fragmentation-related constraints are managed
through phased adoption, middleware integration, and cross-organizational coordination.

Despite these cost burdens, the benefit side of the framework is potentially substantial.
In vaccine cold chains, financial losses often arise from spoilage, emergency redistribution,
stockouts, and mismatches between supply and demand. Real-time IoT monitoring can
reduce temperature-related product loss, blockchain can improve accountability and reduce
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reconciliation costs, and ML can improve forecast quality and responsiveness. In large
distribution networks, even modest gains in temperature compliance or demand prediction
can translate into meaningful savings by lowering waste, reducing expedited shipments,
and improving inventory positioning. The managerial relevance of such gains is consistent
with prior intelligent vaccine supply chain research, which highlights vaccine quality assur-
ance, better demand prediction, and trust-building as the core value of digital integration.
However, the realization of these benefits depends on disciplined architectural choices
that separate high-frequency sensing from event-oriented ledger recording. Public health
agencies operating at scale are unlikely to sustain the cost of storing and validating every
raw environmental observation on-chain. More affordable deployment, therefore, depends
on hierarchical data handling, in which continuous sensor streams remain off-chain in
storage layers such as IPFS, while only decision-relevant summaries, validated alerts, and
integrity-preserving hashes are committed to the blockchain.

The framework also generates broader sustainability returns. Reducing spoilage
lowers not only direct product losses but also disposal costs, packaging waste, and the
environmental burden associated with redundant manufacturing and transportation. Better
demand planning reduces unnecessary stock movement and supports more efficient route
and inventory decisions. In this sense, the cost-benefit profile of the proposed frame-
work should not be evaluated solely in narrow financial terms; it should also be assessed
through environmental and social outcomes, including waste reduction, improved service
continuity, and strengthened trust in immunization systems. This broader perspective
is in line with recent studies showing that Industry 4.0 technologies in pharmaceutical
and logistics systems can support both operational efficiency and sustainability objec-
tives, while still facing barriers such as uncertain costs, standardization gaps, and social
acceptance challenges.

From an industrial perspective, the proposed framework is not purely conceptual
because its main technological components are already visible in practice. Recent literature
shows growing use of integrated blockchain-IoT-ML concepts in vaccine and healthcare
supply chains, as well as cost-conscious implementations of IoT-based traceability sys-
tems. However, full end-to-end implementations remain limited, which suggests that the
main challenge is no longer technological possibility, but rather scalable and economically
justified integration. For this reason, a phased adoption approach may be more realistic
than immediate system-wide deployment. Organizations could begin with high-value or
high-risk segments of the vaccine cold chain, then expand after demonstrating measurable
gains in spoilage reduction, visibility, and forecast reliability.

Overall, the proposed framework appears to offer a favorable long-term value propo-
sition, but its feasibility will depend on implementation context. In digitally mature
environments, the benefits may justify the initial investment relatively quickly. In low-
resource settings, by contrast, high setup costs, skill shortages, and infrastructure gaps
may delay or reduce expected returns. Recent logistics research identifies exactly these
barriers, high implementation costs, limited expertise, and resistance to change, as major
constraints on technology adoption. Therefore, future work should complement the present
conceptual and experimental validation with formal techno-economic analysis, including
lifecycle costing, sensitivity analysis, and return-on-investment evaluation under different
infrastructure scenarios. Such assessments would provide decision-makers with stronger
evidence on when, where, and how integrated digital cold chain systems can be deployed
most effectively.
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5.4. Potential Real-World Application Scenarios

The experimental results presented in this study demonstrate the functional feasibility
of integrating blockchain, IoT, and machine learning to support intelligent pharmaceutical
cold chain management. However, the full operational effectiveness of such systems
can only be validated through real-world deployments and long-term monitoring within
pharmaceutical logistics networks.

In practical environments, the proposed framework could be implemented across
several stages of the pharmaceutical cold chain. For example, IoT-enabled smart containers
equipped with temperature and location sensors could continuously monitor vaccine
storage and transportation conditions from manufacturing facilities to regional distribution
centers. The collected environmental data would be automatically recorded on a blockchain
ledger, ensuring immutable traceability and enabling regulators and logistics providers to
verify compliance with temperature requirements in real time.

Machine learning models integrated within the system could support operational
decision-making at different levels of the supply chain. The Informer forecasting model
could assist health authorities and logistics planners in predicting vaccine demand based on
historical immunization patterns and emerging trends. Such forecasts could help optimize
procurement planning, distribution scheduling, and inventory allocation across national
and regional vaccination programs. Similarly, the sentiment analysis component could
help identify public concerns or trust-related signals regarding vaccine distribution and
safety, allowing healthcare organizations to respond proactively to emerging issues.

Several pharmaceutical and logistics organizations have already begun adopting re-
lated digital technologies in cold chain management. For example, Pfizer implemented
advanced IoT-enabled thermal monitoring systems during the global distribution of
COVID-19 vaccines to ensure strict temperature control throughout transportation and
storage [85-87]. Similarly, IBM has collaborated with pharmaceutical companies such
as Merck and Moderna to develop blockchain-based platforms for improving pharma-
ceutical supply chain traceability and transparency [88-90]. In addition, DHL has de-
ployed IoT-enabled cold chain monitoring solutions within its Life Sciences and Healthcare
logistics network, enabling real-time tracking of temperature-sensitive pharmaceutical
shipments [91,92]. These initiatives demonstrate the growing industrial relevance of inte-
grating digital technologies to enhance transparency, operational efficiency, and trust in
pharmaceutical logistics systems.

Nevertheless, the current study focuses primarily on system design and experimental
validation rather than full-scale industrial deployment. Long-term empirical evaluation
through pilot implementations in real pharmaceutical cold chain environments would
provide deeper insights into system performance, operational reliability, and stakeholder
adoption. Future research should, therefore, focus on collaborative pilot projects with
pharmaceutical manufacturers, logistics providers, and public health organizations to
evaluate the framework under real operational conditions and measure its long-term
economic and social impact.

5.5. Limitations and Future Research Directions

While the proposed intelligent pharmaceutical cold chain management system demon-
strates strong potential in addressing key challenges such as quality control, demand
forecasting, and stakeholder trust, several limitations must be acknowledged, particularly
in relation to data availability, model robustness, and the practical implementation con-
straints discussed in Section 5.3. Addressing these limitations provides valuable directions
for future research and real-world system deployment.
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A further limitation concerns the scope of empirical validation in the present study.
Although the proposed framework is conceptually developed as an integrated blockchain—
IoT-ML system, the experimental evaluation focuses primarily on the ML-based decision-
support functions, namely vaccine demand forecasting and sentiment analysis. This
does not imply that blockchain and IoT are secondary to the framework; rather, in the
current study, they are treated as the enabling architectural layers responsible for trusted
data capture, traceability, and system coordination. The choice to validate the ML layer
quantitatively was driven by the availability of benchmark datasets and the feasibility of
rigorous performance assessment. Consequently, the current results should be interpreted
as validating the analytical feasibility of the integrated framework rather than as a full
end-to-end operational validation of all digital components. Future work should, therefore,
prioritize pilot implementations that empirically assess the interaction of blockchain, IoT,
and ML under real pharmaceutical cold chain conditions. Future research should also
evaluate the framework under less idealized operating conditions, including fragmented
data environments, intermittent connectivity, uneven stakeholder participation, delayed
sensor updates, and partial adoption of digital infrastructure across the supply chain. Such
stress-testing would provide a more realistic assessment of the framework’s robustness in
complex pharmaceutical logistics settings.

Another important limitation concerns the distinction between data immutability and
data correctness. Although blockchain can preserve the integrity of recorded transactions,
it cannot by itself verify the physical truth of IoT sensor measurements. In practical cold
chain environments, sensor data may be affected by calibration drift, device malfunction,
environmental interference, poor maintenance, or deliberate tampering, particularly in
low-resource settings. As a result, immutable storage alone does not eliminate the risk
of preserving inaccurate environmental records. Future research should, therefore, exam-
ine stronger pre-ledger validation mechanisms, including sensor certification, periodic
recalibration, device authentication, anomaly filtering, redundancy across multiple sensing
points, and human-in-the-loop verification for suspicious readings. These measures are
essential for ensuring that blockchain functions as a trusted repository of validated cold
chain evidence rather than as a mechanism that permanently stores unverified data.

In forecasting vaccine demand, this study relies primarily on multi-year WHO Im-
munization Coverage Data, which provides standardized and reliable national-level im-
munization statistics. Although this approach establishes a robust baseline, it does not
fully account for dynamic factors such as population growth, pricing strategies, public
awareness, regional climate variability, or health policy shifts, all of which can signifi-
cantly influence immunization behavior and cold chain requirements. Moreover, annual
aggregated datasets may not capture short-term fluctuations or local variations in vaccine
demand that occur during epidemics or emergency vaccination campaigns. Future research
should, therefore, explore more complex, multi-factor predictive models that incorporate
geospatial, epidemiological, demographic, and behavioral data alongside WHO coverage
statistics to improve both the precision and contextual relevance of demand forecasting for
temperature-sensitive pharmaceutical products.

Specifically, both the Informer and BERT models, though effective in their respective
tasks, exhibit certain technical constraints. The Informer model may underperform when
sudden disruptions or seasonal anomalies occur, whereas BERT can struggle with subtle
emotional cues or specialized medical terminology. These limitations arise partly because
the training data used in this study does not fully capture domain-specific language or
abrupt changes in demand patterns. Future research should, therefore, explore the integra-
tion of exogenous variables (e.g., policy shifts, climatic trends, epidemiological alerts, or
public health emergencies) into forecasting models and apply domain-specific fine-tuning
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or hybrid modeling techniques to enhance sentiment-analysis accuracy. These improve-
ments, originally outlined in Sections 4.1 and 4.2, will strengthen the overall adaptability,
contextual sensitivity, and interpretive capacity of the proposed system, ensuring more
reliable performance under real-world conditions.

Future model optimization may also benefit from advanced machine learning strate-
gies such as ensemble forecasting, transfer learning, and domain-specific transformer
architectures. For example, combining Informer with complementary statistical or deep
learning approaches (e.g., ARIMA, LSTM, or Prophet) could improve forecasting robust-
ness under uncertain demand conditions. Similarly, sentiment analysis performance could
be enhanced through domain-adaptive training using biomedical corpora and specialized
transformer models such as BioBERT or Clinical BERT. Additionally, multimodal learning
approaches that combine textual feedback with operational supply chain data, epidemi-
ological indicators, or environmental monitoring signals may provide richer contextual
insights into vaccine demand dynamics and stakeholder trust.

Furthermore, although the integrated application of blockchain, IoT, and ML offers
clear operational and strategic benefits, its practical implementation introduces economic
and infrastructural challenges, as discussed in Section 5.3. The high initial cost of deploying
IoT-enabled sensors and refrigerated containers, coupled with the operational requirements
of maintaining blockchain networks and training advanced ML models, may restrict
adoption at scale. In resource-constrained environments, these challenges are further
amplified by limited internet connectivity, shortages of technical expertise, and fragmented
regulatory frameworks. Such barriers highlight the need for implementation strategies that
balance technological innovation with economic feasibility.

To address these concerns, future research should estimate implementation and opera-
tional costs under varying infrastructure and regulatory scenarios. Formal techno-economic
analyses, including lifecycle cost modeling, sensitivity analysis, and return-on-investment
(ROI) evaluations, would provide stronger evidence of the long-term value of intelligent
cold chain systems. Cost-optimization strategies, such as lightweight blockchain protocols,
energy-efficient IoT devices, and edge computing for localized data processing, should
also be investigated to enhance system affordability and resilience. Additionally, partner-
ships with public health organizations, donor agencies, and technology consortia can help
distribute costs and technical responsibilities, enabling gradual and scalable adoption in
low-income regions.

Another critical avenue involves a more detailed examination of data protection, user
consent, and regulatory interoperability, especially when deploying systems that handle
sensitive health data across borders. Because blockchain and IoT infrastructures generate
large volumes of traceability and monitoring data, robust governance frameworks are
required to ensure privacy protection and ethical data use. Compliance with global and
regional data protection regulations, such as GDPR in Europe, HIPAA in the United States,
and Saudi Arabia’s Personal Data Protection Law (PDPL), must, therefore, be carefully
managed to maintain trust and legal compliance in multinational health supply networks.

Finally, field-based pilot implementations should be prioritized to evaluate the sys-
tem’s cost-efficiency, technical reliability, and social impact in real-world conditions. Such
pilot studies would allow researchers and practitioners to refine the system architecture,
validate performance under operational constraints, and identify practical barriers to adop-
tion across diverse healthcare environments. Empirical deployments would also enable
the measurement of key performance indicators, such as spoilage reduction, forecasting
accuracy improvement, and operational cost savings, providing stronger evidence of the
framework’s real-world value.
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Opverall, these directions will be essential for developing intelligent cold chain systems
that are not only technologically sophisticated but also economically sustainable, ethically
governed, and operationally scalable across global healthcare supply chains.

6. Conclusions

This study proposed an intelligent management system for pharmaceutical cold chains
that integrates blockchain, the IoT, and ML to address persistent challenges in product
quality control, demand forecasting, and stakeholder trust. Unlike traditional models that
treat these technologies in isolation, the framework introduced in this work emphasizes
their complementary strengths and demonstrates how they can be strategically combined
to create a resilient, transparent, and data-driven cold chain ecosystem.

Through this integrated architecture, blockchain ensures end-to-end traceability and
the integrity of temperature-sensitive supply chain data, IoT enables real-time environmen-
tal monitoring, including temperature, humidity, and location tracking, and ML delivers
predictive insights to support both demand planning and product quality assessment. The
system not only enhances operational efficiency but also improves cold chain compliance
and reduces risk, while simultaneously strengthening trust among stakeholders by enhanc-
ing accountability, transparency, and responsiveness. In the present study, the empirical
validation focused specifically on the ML-based decision-support layer of the framework,
using Transformer-based Informer and BERT-based models to evaluate vaccine demand
forecasting and sentiment-based quality feedback, respectively. Thus, the current results
should be interpreted as evidence of the analytical feasibility of the broader integrated
architecture rather than as a full end-to-end operational validation of all digital components.
Accordingly, the contribution of this study lies primarily in presenting an integrated and
practically oriented architectural framework, supported by targeted analytical validation,
rather than in claiming that all digital components have already been fully stress-tested
under operational cold chain conditions.

Beyond its technical merits, the framework advances the sustainability of pharma-
ceutical logistics by reducing resource consumption, minimizing vaccine spoilage, and
cutting emissions from redundant production and transportation. It directly supports
three dimensions of sustainability: environmental (through lower energy use and waste),
social (by improving equitable access to life-saving vaccines), and economic (through
more efficient planning and reduced operational costs). These outcomes align with the
broader Sustainable Development Goals, particularly SDG 3 (Good Health and Well-being),
SDG 9 (Industry, Innovation, and Infrastructure), and SDG 12 (Responsible Consumption
and Production).

In addition to its sustainability contributions, the framework also provides a scal-
able digital blueprint for other temperature-sensitive supply chains, such as food and
biomedical logistics, demonstrating the generalizability and adaptability of the proposed
system architecture. It offers practical guidance for manufacturers, logistics providers,
and policymakers seeking to modernize supply chain operations and transition toward
intelligent, sustainable infrastructure. At the same time, this study also highlights that the
real-world value of such a framework depends on how effectively it can operate under
fragmented data environments, infrastructure limitations, cost constraints, and uneven
levels of digital maturity across supply chain settings.

Despite its promise, several limitations remain. The system’s cost, scalability, and
dependence on reliable data networks may restrict adoption in low-resource settings. In ad-
dition, full end-to-end empirical validation of the integrated blockchain-IoT-ML pipeline
has not yet been conducted in a real operational environment. Future research should
prioritize empirical validation through real-world pilot studies and longitudinal evalua-
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tions of operational effectiveness. Additional cost-benefit and life-cycle analyses could
help decision-makers assess long-term value creation in both economic and environmental
terms. Moreover, integrating lightweight blockchain protocols, energy-efficient IoT de-
vices, and low-computation ML models could further enhance accessibility and reduce
environmental footprints. Future work should also examine robustness under noisy and
incomplete data, intermittent connectivity, delayed sensor synchronization, and other non-
ideal conditions that characterize many real vaccine logistics environments, particularly in
low-resource regions.

In summary, this research contributes to the growing body of knowledge on sustain-
able digital transformation in supply chain management. The proposed intelligent cold
chain framework not only ensures quality and transparency but also embeds sustainability
as a core design principle, advancing the transition toward resilient, responsible, and
ethically governed global health logistics systems. Overall, the present study should be
interpreted as a reality-aware architectural and analytical contribution whose long-term
scientific and practical value will depend on future validation under noisy, infrastructure-
constrained, and operationally fragmented real-world conditions.
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