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Abstract

Unsafe behavior remains a dominant contributor to accidents in complex socio-technical
systems (STSs), yet it is still frequently interpreted as an individual-level information
failure. This study argues that unsafe behavior is more accurately understood as a systemic
outcome shaped by multi-level technological, organizational, and environmental conditions.
To address this gap, an integrated human factor risk analysis framework is proposed
by combining the STS perspective with safety information cognition (SIC) theory. The
framework conceptualizes unsafe behavior as the result of risk transmission through safety
information flows, linking system-level risk sources to individual perception, cognition,
decision-making, and action. Within this perspective, human factor risk does not arise
directly from individual error, but from deficiencies and asymmetries in the generation,
transmission, and utilization of safety-related information embedded in the STS. Based
on this conceptualization, a system-oriented human factor risk analysis (HRFA) approach
is developed to support the identification, assessment, and control of unsafe behaviors
across both accident scenarios and operational contexts. The framework is applied to road
transportation of dangerous goods in China, a typical high-risk STS. The application results
demonstrate that the proposed approach can effectively distinguish the comprehensive risk
characteristics of different unsafe behaviors and reveal their underlying systemic causes.
This study contributes to systems thinking in safety governance by shifting the analytical
focus from individual behavior correction to upstream system conditions and information
processes. The proposed framework provides a transferable approach for understanding
and managing human factor risk in complex STSs and offers practical implications for
proactive, system-oriented safety governance.

Keywords: system safety; socio-technical system; human factor risk analysis; safety
information cognition

1. Introduction

Humans are the core of the social-technical system (STS), who perform their duties
and jointly affect the system safety. However, in terms of safety behavior, unsafe behavior
is always the dominant factor of accidents whether compared with cognition or organiza-
tional behavior [1,2]. Therefore, the optimization of safety behavior means the absolute
improvement of system safety. Despite the continuous progress of science and technol-
ogy, the continuous improvement of the economic level, and the gradual improvement of
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safety laws and regulations and safety management systems, the total number of human
accidents is still relatively high [3]. On one hand, the state’s current development stage
affects the situation of production safety [4,5]; on the other hand, the gap between the safety
behavior and the requirements of national laws and regulations, enterprise management
systems, and on-site safety technical measures is large, so safety work is often in a passive
situation [6]. Therefore, trying to find ways to solve the problem is imperative.

Existing research on human factor risk has developed along two relatively independent
strands. Human risk analysis (HRA) focuses on estimating and reducing individual error
probability, and organization-oriented HRFA emphasizes the influence of organizational
structures, management practices, and safety culture on human behavior. Traditional
HRA methods primarily conceptualize unsafe behavior as a consequence of individual
cognitive failure or execution error [7,8]. By modeling human behavior through error
probabilities, task sequences, or cognitive modes, HRA provides useful tools for quantifying
human error in well-defined operational contexts, such as the method of Human Error
Rate Prediction [9], the Cognitive Reliability and Error Analysis Method [10], and so on.
However, these methods often rely on simplified assumptions regarding task stability,
information completeness, and rational decision-making. As a result, they face inherent
limitations in explaining unsafe behaviors that emerge under dynamic, uncertain, and
tightly coupled socio-technical conditions, where individual actions are strongly shaped by
organizational constraints, technological interfaces, and information environments.

In contrast, organization-oriented HRFA approaches extend the analytical focus be-
yond individuals by incorporating the organizational climate [11], safety culture [12],
management systems [13], and regulatory frameworks [14]. These studies have demon-
strated that unsafe behavior is frequently rooted in latent organizational deficiencies rather
than isolated operator errors. Nevertheless, many organization-oriented approaches remain
descriptive or macro-level in nature, and often lack a clear analytical mechanism to explain
how organizational and technical conditions are translated into concrete individual actions.
Consequently, the causal pathway from system-level conditions to micro-level behavior
remains insufficiently specified.

This methodological fragmentation reflects a broader theoretical gap in the literature:
existing approaches tend to address either where behavioral risks originate within the
system (organizational or structural analyses) or how individuals cognitively process
information and execute actions (cognitive or reliability-based analyses), but rarely both in
an integrated manner. As a result, unsafe behavior is either treated as an individual failure
detached from the system context, or as a structural outcome without a clear behavioral
transmission mechanism.

The STS perspective offers a robust framework for identifying system-level risk sources
across technological, organizational, and environmental dimensions. However, STS-based
accident models typically stop short of explaining how these macro-level conditions are
translated into individual behavior at the operational level [15-17]. Conversely, safety
information cognition (SIC) theory provides a detailed account of how individuals perceive,
interpret, and utilize safety-related information, but it often abstracts away from the
organizational and technological conditions that shape information availability and quality.

This study argues that integrating STS and SIC is both theoretically necessary and
analytically complementary. STS theory explains the structural origins of behavioral risk,
while SIC theory explains the cognitive and informational transmission of such risk to
individual behavior. By linking system-level conditions to micro-level unsafe behavior
through safety information flows, the proposed integration addresses a critical gap in
existing human factor research: the lack of a systematic mechanism that connects socio-
technical risk sources with individual safety behavior.
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Based on this integration, the present study moves beyond traditional method-oriented
comparisons and proposes a system-oriented human factor risk analysis framework that
explicitly incorporates technological, organizational, and environmental risk sources, as
well as their transmission through safety information cognition processes. The remaining
content of the paper is as follows: theoretical foundations are developed in Section 2; the
methodology and method design are proposed in Section 3; the method application is
conducted in Section 4; and a conclusion and discussion are presented in Section 5.

2. Theoretical Foundation and Theoretical Framework

2.1. Theoretical Foundation
2.1.1. STS Theory

In complex high-risk domains, accidents and unsafe behaviors rarely arise from
isolated technical failures or individual mistakes. Instead, they emerge from dynamic
interactions among human actors, organizational arrangements, technological components,
and institutional environments. The STS perspective provides a comprehensive framework
for understanding these interactions by emphasizing that system safety is determined
by the joint functioning of social and technical elements rather than by any single factor
alone [18,19].

From this perspective, an operational system is composed of two interdependent
subsystems: a social subsystem and a technical subsystem. The social subsystem includes
individual cognition and behavior, organizational structures, management practices, reg-
ulatory institutions, and the safety culture. The technical subsystem consists of physical
equipment, operational technologies, work processes, technical procedures, and informa-
tion systems. These subsystems operate within specific environmental and task contexts
characterized by uncertainty, time pressure, and complexity. System performance and
safety outcomes depend on how well these elements are coordinated and aligned over time.

A fundamental assumption of the STS perspective is that safety is an emergent property
of the system. Safety does not reside inherently in individuals, technologies, or formal
rules. Rather, it emerges from the continuous interaction among people, organizations,
and technologies during system operation [15,20]. Even when individual components
perform as designed, system-level risk may still increase if coordination among subsystems
is inadequate. For example, unclear institutional rules, insufficient organizational oversight,
poorly designed technical interfaces, or delayed feedback mechanisms may collectively
shape conditions in which unsafe behaviors become more likely, even among experienced
and well-trained personnel.

The STS perspective has played a critical role in shifting safety research away from
linear cause—effect explanations that focus on individual error. Instead of treating accidents
as the direct result of frontline operator mistakes, this perspective emphasizes the influence
of higher-level organizational and institutional conditions on individual behavior. Deci-
sions made at regulatory, managerial, and design levels constrain and shape the range
of actions available to individuals at the operational level. As a result, unsafe behavior
is often a downstream manifestation of latent system deficiencies rather than a purely
individual failure.

Within the STS, individual safety behavior should therefore be understood as the
behavioral output of the system under specific informational, organizational, and technical
conditions. Operators do not act in isolation; their decisions are influenced by the avail-
ability, accuracy, and timeliness of safety-related information, the clarity and enforceability
of rules and procedures, the effectiveness of supervision and feedback, and the design of
technological systems with which they interact. When these system-level conditions are
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misaligned or poorly designed, the likelihood of unsafe behavior increases regardless of
individual intentions or awareness.

Consequently, improving safety performance from an STS perspective requires in-
terventions that extend beyond individual-level behavior modification. Effective safety
governance must address institutional arrangements, organizational management, tech-
nological design, and information flows simultaneously. By situating individual behavior
within the broader system context, the STS perspective provides a necessary theoretical
foundation for subsequent HFRA.

2.1.2. SIC Theory and Safety Information Risk Flow

With the advent of the era of information and big data, information has become a buz-
zword, which can eliminate the uncertainty in production and life [21], thereby providing
a basis for decision-making. However, a lack and asymmetry of information will lead to
the emergence of social problems, which are the result of improper information processing.
In the field of safety, the lack and asymmetry of safety information will become the main
causation of accidents [22]. In the past, scholars have linked safety information processing
with human behavior from the perspective of individuals, such as Wickens C’s information
processing model [23] and Wu's “7-6-5-4” model [24], both of which involve the internal
processing of safety information, namely cognitive processes. With the development of
society, the amount of information is increasing and the information is becoming more and
more complicated, so a pure cognitive process is not enough for individuals who need
to face the status quo. For example, when a safety evaluation agency conducts a safety
pre-evaluation on a project, it must identify the potential hazards and harmful factors of the
evaluation object based on the collected data, and determine its compliance with the laws
and regulations, rules, standards, and norms of safety production, so as to predict the pos-
sibility and severity of the accident and propose scientific, reasonable, and feasible safety
countermeasures [25]. Therefore, as far as this work is concerned, even if there is a division
of labor and cooperation between members, safety cannot be accomplished by only internal
processing of information, as external processing of information is an indispensable part.
Here, the internal processing of information refers to a series of psychological behaviors of
the individual’s perception and cognition of information; the external processing of infor-
mation refers to a series of external behaviors of the acquisition, analysis, and utilization of
information. Therefore, starting from the social-technical system, this work summarizes the
safety information processing process as “safety information flow—the acquisition of safety
information—safety perception—the analysis of safety information—safety cognition—the
utilization of safety information—safety behavior”. All the acquired and perceived safety
information is part of the safety information flow, which finally produces safety behavior
under the comprehensive interaction of internal processing and external processing.

Risk is the uncertainty of future events and results, while safety risk is a comprehensive
representation of the possibility of an accident and the severity of its consequences. Based
on its origin, the risk was divided into natural risk, technical risk, social risk, political
risk, economic risk, cultural risk, behavioral risk, etc. [26]. Therefore, safety behaviors also
have risks, and their comprehensive representation is the key conclusion that needs to
be determined. Due to the possibility of information asymmetry, the information flow is
accompanied by the generation of risk flow [27,28]. Therefore, in the process of the safety
information processing, a safety information risk flow, as shown in Figure 1, is generated,
which is driven by the requirement of safety information processing, safety theories, safety
technologies, safety methods, etc., transforming risks of safety information flow into risks of
internal safety information processing and risks of external safety information processing,
and ultimately manifesting as safety behavior risk and system safety risk.
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Figure 1. Safety information risk flow.

Due to the impact of the environment, the information itself, and personal factors,
the risk of a certain link during safety information processing is objective [1]. It can be
seen from Figure 1 that there are seven elements to an asymmetric model of the safety
information cognition process, including “safety information flow: the acquisition of safety
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information”, “the acquisition of safety information: safety perception”, “safety perception:

v

the analysis of safety information”, “the analysis of safety information: safety cognition”,
“safety cognition: the utilization of safety information”, “the utilization of safety infor-
mation: safety behavior”, and “safety behavior: safety information flow”. As a result,
the adjacent links influence each other, and the risk out of control of the former link will
increase the risk of the latter link, thus leading to the trend of a domino effect and the
occurrence of unsafe behaviors. Furthermore, safety information risk is not only related to
the correctness of its processing; untimely safety information processing will also increase
safety behavior risks. Leveson classified the causes of accidents from the perspective of
execution defects, mainly including the following aspects: unidentified hazards, inappro-
priate, ineffective, or missing control actions for identified hazards, communication flaws,
inadequate actuator operation, and time lags [15]. Therefore, unsafe behavior is the direct
manifestation of the risk consequences of information processing links. In a word, the risk
of losing control of one or more links in the process will lead to the occurrence of unsafe
behavior, and reducing the risk of safety behavior will be a fundamental way to prevent
the human accident.

2.2. Theoretical Framework

Within complex STS, safety behavior does not arise solely from individual choice or
cognitive capacity. Instead, it is shaped by multiple sources of risk originating from higher-
level system conditions. From a socio-technical perspective, risks influencing individual
safety behavior are generated across technological, environmental, and organizational
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levels, and are subsequently transmitted to the micro level through information, control,
and interaction mechanisms [29,30]. Understanding these system-level sources of risk is
therefore essential for explaining why unsafe behaviors occur and for identifying effective
intervention points; the theoretical framework is shown in Figure 2.
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Figure 2. Theoretical framework.

It is important to emphasize that the integration of the STS perspective and SIC theory
in this study is not a simple conceptual juxtaposition, but a mechanism-level coupling
established through the concept of safety information risk flow. Existing STS-based mod-
els, such as STAMP, have highlighted cross-level control and constraint failures, while
information-flow-based accident models have revealed the role of information distortion
and delay in accident causation. However, these approaches primarily function as accident
explanation models rather than behavior-oriented risk quantification frameworks.

In the proposed HFRA framework, safety information risk flow serves as an explicit
analytical bridge that connects system-level risk sources with micro-level unsafe behavior
through a structured transmission chain consisting of information generation, acquisition,
perception, analysis, cognition, utilization, and execution. This transmission chain is not
only descriptive but operationalized in the subsequent risk identification, probability esti-
mation, and risk control stages. As a result, system-level technological, organizational, and
environmental risks are not treated merely as background conditions, but are analytically
mapped to specific information-processing asymmetry modes and corresponding behav-
ioral risk mechanisms. This mechanism-level linkage distinguishes the present integration
from parallel multi-perspective explanations.

Technological systems constitute a primary source of safety behavior risk at the micro
level. Equipment design, interface layout, automation logic, and feedback mechanisms
directly influence how individuals perceive system states and respond to operational
demands. Poorly designed human-machine interfaces, ambiguous signals, delayed alarms,
or excessive automation complexity may increase the cognitive workload, reduce situation
awareness, and constrain effective decision-making. In such conditions, unsafe behavior
may emerge not from individual negligence, but from rational adaptation to technological
constraints. Moreover, technical failures or degradation, even when partial or latent, may
distort safety information and create mismatches between perceived and actual system
states, thereby increasing the likelihood of erroneous actions.

The operational environment represents another critical source of risk affecting indi-
vidual safety behavior. Physical environmental factors such as noise, lighting, temperature,
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weather conditions, and spatial constraints can impair perception, attention, and motor
performance. At the same time, task environments characterized by time pressure, a high
workload, uncertainty, or dynamic change impose additional cognitive and emotional
stress on individuals. These environmental conditions influence how safety information is
acquired and processed, often limiting the individual’s capacity to accurately assess risks
and select appropriate actions. Consequently, unsafe behavior may arise as an adaptive
response to environmental stressors rather than as a deliberate violation of safety rules.

Organizational structures and management practices constitute a fundamental source
of safety behavior risk at the micro level. Organizational factors such as unclear responsibil-
ities, inconsistent procedures, insufficient training, inadequate supervision, and misaligned
incentive systems shape the context in which individuals interpret and prioritize safety
information. When organizational rules are ambiguous, conflicting, or weakly enforced,
individuals may face competing goals between safety and productivity. In such situations,
unsafe behavior may reflect organizational signals rather than individual intent. Further-
more, deficiencies in communication, coordination, and feedback mechanisms may lead to
information asymmetry, delayed risk awareness, and fragmented decision-making, thereby
amplifying behavioral risk.

Importantly, technological, environmental, and organizational sources of risk do not
operate independently. Instead, they interact dynamically within the STS, generating
compounded effects at the micro level. Organizational decisions influence technology
design and deployment; technological systems shape how environmental conditions are
monitored and controlled; environmental disturbances may expose organizational and
technical vulnerabilities. These interactions are mediated through safety information flows,
which transmit system-level conditions to individual cognition and behavior. As a result,
micro-level unsafe behavior should be understood as the endpoint of multi-level risk
transmission rather than as an isolated phenomenon.

From this perspective, micro-level safety behavior risk is not an inherent property
of individuals, but a systemic outcome shaped by technological, environmental, and
organizational conditions. Effective risk governance therefore requires identifying and
managing these upstream risk sources rather than focusing solely on individual behavior
modification. By explicitly linking system-level risk sources to micro-level safety behavior,
this framework provides a theoretical foundation for subsequent human factor risk analysis
and for the development of targeted safety behavior optimization strategies.

3. Methodology and Method Design
3.1. Methodology

The potential hazard, safety risk, and accident show a one-way linear relationship,
and thus accidents can be prevented as long as one link of a potential hazard or safety risk
is eliminated [26]. However, many potential hazards have objective existence. Therefore,
managing risks effectively has become the key to prevent accidents. The task of risk man-
agement is to determine the risks existing in the production and operation of enterprises
through risk analysis, to formulate risk control and management measures, and to prevent
accidents or reduce losses [26]. The safety behavior risk, unsafe behavior, and accident also
present a one-way linear relationship. The prevention of unsafe behavior before was based
on safety management, the construction of a safety culture, and other aspects, and there
are few quantitative methods to prevent the occurrence of unsafe behavior. Therefore, this
work puts forward a HRFA procedure, as shown in Figure 3.

The method is developed based on the definition of behavioral safety risk. The safety
risk is the comprehensive representation of the possibility and consequences/severity
of accidents [31]. Therefore, safety behavior risk as the prerequisites of the safety risk,
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which can be understood as the comprehensive representation of the possibility and con-
sequences/severity of accidents caused by the unsafe behavior. The procedure of safety
behavior risk management is introduced as follows:

Step 1: Human factor risk identification

This work can determine the risk factors leading to hazardous events, involving
humans, technology, the environment, and management, which can be done by referring to
the potential hazards and accident types of similar risky works or using appropriate causal
analysis methods [32]. The purpose of HFRA is to improve system safety, which can be
applied to prevent an accident, promote the safety operation of a risk work, and determine
the comprehensive importance of unsafe behaviors for a certain accident and a certain
risk work according to different safety demands. Therefore, the first task is to determine
whether the research object is a certain accident, a certain risk work, or a combination of
both. On this basis, the risk factors can be summarized through causal analysis methods
such as a fishbone diagram (FD), fault tree analysis (FTA), accident investigation report
analysis, etc. The set of unsafe behaviors involved is represented by the following formula:

U, = {Uy, Uy, ..., Uy, Upy,..., U} (1)

Step 2: Human factor risk assessment

The purpose of risk assessment is to predict the risk level of unsafe behavior. According
to the different assessment objects, this step is divided into the following three types:

Step 2.1: Human factor risk assessment (accident)

When the purpose is to prevent an accident, the probability of the accident—P;, caused
by the unsafe behavior—Up needs to be determined. The common methods to link the
cause with the accident and to calculate the probability of the accident include FTA and
event tree analysis (ETA). In the past, scholars combined fuzzy mathematics (FM) and
FTA to calculate the probability of the top event and used it for safety assessment, which
improved the probability accuracy of the top event of the FTA [33]. Formulas (2) and (3) are
respectively the risk function of safety behavior and the consequence calculation formula
of an accident caused by the unsafe behavior.

R = {(Py,C) (2)

C= Pn-Hp + Pn-Mp + Pn-En (3)

where R is the risk level of the unsafe behavior, C is the total loss of the accident, P, is the
fuzzy probability of the accident caused by unsafe behavior, Hy, is the loss of casualties
caused by the accident, My, is the economic loss caused by the accident, and Ej, is the loss
of environmental damage caused by the accident.

Step 2.2: Human factor risk assessment (risk activities)

When the purpose is to optimize risk activities, the set of probabilities of accidents—P
as shown in Formula 4 caused by the unsafe behavior—U, needs to be determined. An
unsafe behavior may lead to different accidents in different situations of risk activities; for
example, fatigue driving may hit pedestrians or rush down the valley. Accordingly, this
risk assessment calculates the probability of accidents and losses differently from the above,
as shown in Formulas (5) and (6).

P={Pn,Pny ..., Pon} 4)
Pn - Z?;l Pl’li (5)
C= Z;inil(Pni'I_Ii +r1:1ni'Mi + Pni'Ei) (6)
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where Py, is the probability of accidents due to unsafe behavior, C is the possible loss of the
accident, Py, is the fuzzy probability of an accident caused by unsafe behavior, H; is the
loss of casualties caused by the accident, M; is the economic loss caused by the accident,
and E; is the loss of environmental damage caused by the accident.

Step 2.3: Human factor risk assessment (combination)

The comprehensive importance of safety behavior is not only reflected in the risk of
causing an accident but also in the risk of affecting the safety operation of risk activities.
For example, the risk of an accident caused by an unsafe behavior is high, but the risk of an
activity is low; or there is a great risk that an unsafe action will affect a risk activity, but it
is not the primary goal in terms of preventing an accident. Therefore, the two assessment
results are combined, and the maximum risk level of unsafe behavior is the comprehensive
risk, as shown in Formula (7).

ch = max(RAn, an) (7)

where R¢, is the comprehensive risk level of the unsafe behavior, Ry, is the risk level of
the unsafe behavior for an accident, and Ryy, is the risk level of the unsafe behavior for a
risk work.

Step 3: Risk control

According to the safety information risk flow as shown in Figure 1, there are seven
phases of information asymmetry during safety information processing, and the prerequi-
sites of unsafe behaviors can be determined through the causation analysis of information
asymmetry, as shown in Table 1. As a result, safety behavior risk control will be conducted
through safety information risk reduction: the reduction in negative effects in the process
of safety information processing will reduce the possibility of unsafe behaviors, according
to factors including human, environment, and safety information in Table 1.

Table 1. Information asymmetry phases and their causation.

Phases of Information Asymmetry Causation

Safety information flow

Misunderstanding; lack of information; lack of or insufficient
communication in the process of safety information flow.

The acquisition of safety information

Lack of access to secure information; the acquisition object of safety
information is not clear; poor acquisition environment of safety
information; the acquisition method of safety information is
not suitable.

Their physiological and psychological state is not good; poor

Safety perception perception environment; safety information is complex and fuzzy.
The analysis method of safety information is not suitable; error in
The analysis of safety information association, synthesis, prediction, or evaluation; lack of proficiency in
analytical methods; lack of analysis technology safety information.
The safety knowledge structure has defects; their physiological and
Safety cognition psychological state is not good; poor cognitive environment; lack of

reasoning and learning ability.

The utilization of safety information

The purpose of safety information is not clear; the safety decision
method is not suitable; indecisiveness in safety decisions.

Lack of motivation for safety execution; insufficient capacity for safety

Safety behavior operations; their physiological and psychological state is not good;

poor execution environment.
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3.2. Method Design

This work will be carried out through a combination of the following methods: acci-
dent investigation reports analysis (AIRA), fishbone diagram (FD), fault tree analysis (FTA),
event tree analysis (ETA), fuzzy mathematics (FM), and risk matrix (RM). As two objects of
accident and risk work are involved in the safety behavior risk assessment, different meth-
ods will be adopted when studying different objects, as shown in Figure 4. The selection of
specific analytical tools is also methodologically motivated. FTA is employed to support
structured decomposition and logical aggregation of multi-causal behavioral risk factors.
FM is introduced to handle linguistic assessments and expert judgment uncertainty where
precise statistical frequencies are unavailable. The RM is used as a decision-translation layer
that converts analytical results into operationally interpretable risk categories. The com-
bined toolchain emphasizes structural traceability, uncertainty tolerance, and governance
interpretability rather than purely statistical prediction accuracy.

(1) When assessing the risk of an accident caused by unsafe behavior, the cause of the
accident should first be summarized through FD, and then we calculate the probability
of each cause of an event in combination with FM, and calculate the probability of the
accident through FTA based on this, and finally obtain the assessment results through RM.

(2) When assessing the risk of accidents in a risk work caused by unsafe behaviors,
the accident paths should first be summarized through ETA under the analysis of FD, and
then we calculate the probability of each cause of an event in combination with FM, and
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calculate the probability of an accident through ETA based on this, and finally obtain the
assessment results through RM.
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v

Causation analysis of information
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Safety information risk reduction

Figure 4. The HFRA model.

The above methods are introduced as follows:

(1) AIRA: Through the summary analysis of the relevant accident investigation reports,
the types of accidents that may occur in the risk work and the losses caused by the related
accidents can be determined, which has a fundamental role in the subsequent use of FD
and the prediction of accident consequences.

(2) FD: Starting from a specific accident, it started with the operator, safety manage-
ment, environment, materials, methods, etc., and we carried out in-depth development
of it, to systematize and organize the complex causes. Finally, the cause of the accident is
displayed layer by layer through a fishbone [26].

(3) FTA: It is a directed logic tree that describes the occurrence of events from results
to causes, which starts from the results and involves conducting a deductive analysis to
determine the intermediate events and basic events and their logical relationships under the
top event. Based on determining the probability of each basic event, we find the minimum
cut set of the accident tree, where the occurrence probability of the top event is equal to the
sum of the probability product of each minimum cut set, as shown in Formula (8).
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N, Ne—-1 N
&= Zr:Gl x; €Gr 9 — Zl§r<s§NG HxiEGrUGS G+t (71) ¢ Hrzcl di (8)

where r and s are the ordinal number of the minimum cut set; Ng is the ordinal number of
the minimum cut set in the system; x; is the i-th basic event; G; is the r-th minimum cut set;
and q; is the probability of the i-th basic event.

(4) ETA: It is an analysis process from cause to result, which can start from a certain
unsafe behavior (initial event) in risky work and describe all the paths leading to each
accident [26]. By combining the probability of the cause event in each path, the probability
of each path can be obtained. The sum of the probability of each path is the probability that
unsafe behaviors cause accidents in risky work.

(5) EM: Since the probability of each cause event is vague and difficult to quantify
directly, FM is needed to deal with this problem [34]. In the process,

I. Firstly, set the tone operator, including very low (VL), low (L), relatively low (RL),
medium (M), relatively high (RH), high (H), and very high (VH), and determine the
membership function as shown in Figure 5 on the domain [0,1] [35].

A o)
S i) fru®) fu®) fra(®) fux) o frax)

» X
o 0.1 02 03 04 05 06 07 08 09 1

Figure 5. Membership functions under different tone operators.

II. Secondly, the natural language description of each cause of an event is carried out by
experts, which is transformed into the comprehensive fuzzy number through Formula (9):

P =Y 1 wix Py )

where P;j is the comprehensive fuzzy number of event j; n is the number of experts; w; is

the weight of expert i; and IN’ij is the fuzzy number of event j given by expert i.
III. Third, the maximum and minimum set method is used to convert the fuzzy number
into a fuzzy probability score [36], involving Formulas (10)—(13):

X 0<x<1
f =<7 - 10
max (X) { 0, otherwise (10)

1—x, 0<x<1
fmin(x) - { 0, otherwise (1)
Fmr = sup[fm(x) A fmax (X)] (12)
Fume = sup[fm (%) A fmin (X)] (13)

where Fyr is the right utility score of the fuzzy number; and Fyy, is the left utility score of
the fuzzy number.
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IV. Finally, calculate the failure probability F according to the following empirical
formulas, including Formulas (14)—(16) [37].

Fyg +1—F

Fy = MR : ML (14)
2, FM#0

F = { 10% 7 (15)
0, Fu=0

1-Fy )3
k—( . M) x 2.301 (16)

M

To improve methodological transparency, additional analysis was conducted on uncer-
tainty propagation and parameter robustness in the fuzzy mathematics-based probability
conversion process. In the fuzzy number synthesis stage (Formula (9)), expert judgments
are aggregated through weighted averaging. To examine the influence of the weight
distribution, a perturbation analysis was performed by varying expert weights within a
+20% range while maintaining normalization constraints. Each probability value was
proportionally perturbed within £20% to examine the robustness of the evaluation results.
Under the —20% scenario, the four key unsafe-behavior probabilities decreased to 0.00130,
0.02399, 0.00623, and 0.02399, respectively; under the +20% scenario, they increased to
0.00195, 0.03599, 0.00934, and 0.03599. Despite these variations, the relative ranking of risk
magnitude remained unchanged, and no cross-level shifts occurred in the corresponding
risk matrix classifications. This indicates that the prioritization results are structurally
stable with respect to moderate parameter uncertainty.

Regarding uncertainty transfer, the fuzzy membership intervals are preserved through
the left-right utility score transformation (Formulas (10)—(13)), which maps fuzzy intervals
into bounded utility ranges before probability conversion. Therefore, uncertainty is not
collapsed at the aggregation stage but structurally propagated through interval-based
transformation. The final probability estimates represent central tendency values within
these bounded intervals, supporting stable comparative risk ranking rather than precise
point prediction.

For the empirical conversion coefficient used in Formula (16), the parameter form
follows established fuzzy reliability conversion practice reported in prior fuzzy reliability
modeling studies. To test its stability, coefficient perturbation analysis was conducted
by adjusting the multiplier term within a £15% range. The recalculated probabilities
showed proportional numerical variation but did not change the minimum cut set structure,
dominant event ranking, or final risk level classification in the risk matrix. This result
suggests that the empirical coefficient mainly acts as a scale transformation factor rather
than a structural determinant of risk ordering, and the evaluation conclusions remain
robust under reasonable parameter variation.

RM: RM is a method used to output assessment results, which contains risk levels
composed of different accident possibilities and different consequences. The risk level is
the basis for taking risk management measures. The safety behavior risk matrix as shown
in Figure 6 is constructed by referring to the previous standards of accident probability
rating and consequence severity rating [38]. It divides the safety behavior risk into seven
risk levels, from low to high, which are risk-free, relatively low risk, low risk, medium risk,
relatively high risk, high risk, and major risk, as shown in Table 2.
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To examine the robustness of the RM classification results, a sensitivity analysis was
conducted on the probability—consequence interval settings. Specifically, the probability
interval thresholds were perturbed within a £15% range, and the consequence severity
interval boundaries were adjusted by one classification level upward and downward.
The recalculated risk levels of the main unsafe behaviors were then compared with the
baseline results.

The analysis shows that for high-risk behaviors such as overspeed driving and fa-
tigue driving, the comprehensive risk level classification remains stable under interval
perturbations, with no cross-level downgrading observed. Medium-to-high risk behaviors
exhibit limited sensitivity near boundary regions, but their relative ranking order remains
unchanged. This indicates that the RM-based classification in this study is structurally
robust and that the prioritization of key unsafe behaviors is not driven by narrow parameter
settings. The sensitivity results support the reliability of the risk grading outcomes for
decision-support purposes.

Table 2. Division of risk level and its description.

Risk Level Description
I Risk-free Unsafe behavior does not occur and no action is required;
I Relatively low risk There is a tendency to unsafe beh.an./iors, Which .can be managed according to
specific conditions;
III Low risk Unsafe behaviors may occur, requiring regular management;
v Medi . There is a small amount and low frequency of unsafe behavior, which
edium risk . . .
requires detailed analysis and targeted management;
There is a relatively larger-scale or higher-frequency unsafe behavior, which
\% Relatively high risk necessitates finding problems from the entire micro-system and
implementing optimization measures in a timely and effective manner;
Large-scale and high-frequency unsafe behaviors occur, which necessitate
VI High risk finding problems from the entire social-technical system and implementing
optimization measures in a timely and effective manner;
VII Major risk Large-scale, high-frequency, and high-impact unsafe behaviors occur, which

require timely, overall, and periodic rectification

Probability

Consequence
4
<0.1 01415 1545 1525 2550 50-100 >100 (x10"RMB)

Figure 6. The safety behavior risk matrix.

4. Application to the Road Transportation of Dangerous Goods in China
4.1. Application Background

To demonstrate the applicability and explanatory power of the proposed human
factor risk analysis framework, this study applies the method to the road transportation
of dangerous goods in China. This domain represents a typical high-risk socio-technical
system characterized by strong coupling between human behavior, technical systems,
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organizational management, regulatory oversight, and complex operational environments.
Accidents in dangerous goods transportation often lead to severe consequences, including
fires, explosions, toxic releases, and large-scale social and environmental impacts, making
effective risk governance a critical priority.

In the context of road transportation of dangerous goods, safety performance depends
heavily on micro-level human behavior, particularly the actions of drivers, loading and
unloading personnel, inspectors, and safety managers. These behaviors are shaped by
multiple system-level factors, such as vehicle and equipment conditions, transportation
routes and traffic environments, enterprise management practices, regulatory requirements,
and emergency response arrangements. At the same time, the transportation process is
highly dynamic, involving continuous information exchange related to the vehicle status,
cargo characteristics, road conditions, weather, and regulatory constraints. Any deficiencies
in the generation, transmission, or interpretation of safety-related information may rapidly
propagate through the system and manifest as unsafe behavior.

China’s dangerous goods transportation sector provides a representative and analyt-
ically valuable context for applying the proposed method. On the one hand, the sector
operates under a comprehensive regulatory framework and large-scale industrial demand,
resulting in complex organizational and technical arrangements. On the other hand, ac-
cident investigation reports indicate that human unsafe behavior remains a dominant
contributing factor in many incidents, suggesting that traditional control measures focusing
solely on compliance and technical standards are insufficient. This combination of strong
institutional control and persistent behavioral risk makes the sector particularly suitable for
examining how socio-technical conditions and safety information risk flow jointly shape
micro-level safety behavior.

By applying the proposed human factor risk analysis method to this domain, this study
aims to illustrate how system-level technological, organizational, and environmental risks
are transmitted through safety information processes and ultimately influence individual
behavior. The application serves not only to validate the feasibility of the method, but also
to demonstrate its potential for identifying critical behavioral risk points and informing
targeted safety behavior optimization strategies in complex socio-technical systems.

4.2. Analysis of Accident Investigation Reports

Based on GB6441-1986 [39] and the regulation on administration of road transport of
dangerous goods for the definition of dangerous goods, the types of accidents occurring
in road transportation of dangerous goods can be generally summarized as burning, fire,
explosion, and poisoning. To ensure transparency and reduce sampling bias, the accident
report dataset used in this study was constructed based on explicit selection criteria. The 76
dangerous goods road transportation accident investigation reports were collected from the
official database of the Dangerous Chemicals Logistics Branch of the China Federation of
Logistics and Purchasing, covering the period from 2016 to 2023. The reports include cases
from multiple provinces across eastern, central, and western China, involving highway,
urban, and regional transport scenarios.

The inclusion criteria were as follows: (1) the accident must be officially investigated
and publicly reported; (2) the report must contain relatively complete descriptions of the
accident process, causation factors, and responsibility attribution; (3) the accident type
must fall within the regulatory definition of dangerous goods road transportation; and
(4) the report must contain identifiable human behavioral or operational factors. Duplicate
reports, brief notices without causal analysis, and cases with missing core information
were excluded.
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Based on the analysis of the accident investigation report, it is concluded that the road
transportation accidents of dangerous goods occur as follows: (1) cracking or breach of
storage devices such as tank/compartment/gas cylinder is caused by the driver’s mistake
or violation, the vehicle’s own reasons, and the collision of other vehicles, and the dangerous
goods are spilled out; (2) vehicle spontaneous combustion; (3) a chemical reaction occurs
between the storage device and the dangerous goods, and the dangerous goods spill out;
(4) there is corrosion, cracking, sagging, bulging, thinning, abnormal hardness, illegal
welding, and poor welding defects in the storage device, and dangerous goods are spilled
out; (5) there are safety risks in the parking lot, and the vehicle is ignited or exploded;
(6) violent loading and unloading of dangerous goods by loading and unloading personnel;
(7) the wrong packaging by the packager leads to the burning of dangerous substances.

4.3. The Analysis of FD and Probability Calculation of Event

The secondary accident caused by traffic accidents is taken as an example to analyze
the accident causation by FD (as shown in Figure 7) and summarizes the basic events of
relevant accidents (as shown in Table 3). All basic events are described by the language
of 20 experts (very low, low, relatively low, medium, relatively high, high, and very high),
and the probability of each cause event is calculated. Among them, the weight of the
three experts is 0.2328, 0.3534, and 0.4138 respectively, calculated by the analytic hierarchy
process (AHP).

Expert judgment was used to support fuzzy probability estimation of basic events. A
panel of 20 experts participated in the evaluation process. The experts were drawn from
three groups: dangerous goods transportation enterprise safety managers, regulatory and
inspection personnel, and academic researchers in safety engineering and risk analysis.
Their average professional experience exceeded 12 years, and all had direct experience
in accident investigation, safety assessment, or operational risk management related to
hazardous materials transportation.

To reduce individual bias and improve evaluation reliability, a structured two-round
consultation process similar to a Delphi procedure was adopted. In the first round, experts
independently provided linguistic probability assessments. Aggregated results and dis-
tribution summaries were then fed back anonymously, and experts were invited to revise
their judgments in the second round. Convergence of opinions improved in the second
round, and no extreme outlier judgments remained.

Expert weights were determined using the AHP based on experience level, domain
relevance, and professional qualification. A consistency ratio (CR) check was conducted for
the pairwise comparison matrix, and the CR value was below the accepted threshold of 0.1,
indicating acceptable consistency of the weighting structure.

The probability calculation of the basic event takes X42 as an example, and its descrip-
tion results are medium, relatively low, and low. As a result, its comprehensive membership
function is

f(x) = 0.2328fp1(x) 4 0.3534fRy, (x) + 0.4138fr (x)

The result is
X021 (0.21,0.31)

1 (0.31,0.34)
f(x) = x
OHX(0.34,0.44)
0 (Others)

Therefore, through Formulas (10)—(13), the following is obtained: Fyjrg = 0.4, Fi g = 0.72,
then Fyy = 0.34, k = 2.87, and the probability of X42 is 0.001349 according to Formula (15).
Therefore, all the basic events and their fuzzy probabilities as shown in Table 3 are obtained.
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Table 3. Basic events and their probabilities.

Serial Serial

Number Basic Events Probability Number Basic Events Probability
X1 Illegal overtaking 0.001622 X26 Heavy fog while driving 0.000335
X2 Overspeed driving 0.029991 X27 Strong wind 0.000704

while driving
X3 Fatigue driving 0.007782 X28 Park environment 0.001622
when driving
X4 Illegal parking 0.029991 X29 Slippery road 0.000335
X5 The driver is in poor 0.000704 X30 Uneven road 0.000139
physical condition
X6 The driver has an 0.000335 X31 Narrow road 0.001622
unsafe mentality
X7 Visual/hearing defects 0.000139 X32 Hot weather 0.007782
while driving
Drivers lack Poor welding of
X8 professional 0.000335 X33 & 0.000335
N storage device
qualifications
X9 The driver received the 0.000223 X34 Cracked storage device ~ 0.000335
wrong information
Wrone packagin The tank can react
X10 & packaging 0.007047 X35 chemically with 0.000335
procedure was executed d
angerous substances
X11 Packaging worker is 0.001622 X36 Vehicle line ageing 0.000335
trusting to luck
Perform abnormal Short circuit of
X12 loading and unloading 0.000704 X37 L 0.000223
vehicle line
procedures
X13 Violent load.mg and 0.020917 X38 Poor connection of 0.000223
unloading vehicle lines
X14 Check result is wrong 0.000704 X39 Ground of vehicle lines 0.000223
X15 . VlOlat'IOI’l of normal 0.003466 X40 Irregular .parkmg in 0.007047
inspection procedures parking lot
X16 L?Ck of s?fety 0.003466 x4l Potential fl're hazard in 0.001622
inspection parking lot
Lack of careo Parking lot safety
X17 & 0.000335 X42 regulations are 0.001349
attendants
not perfect
X18 Cargo 'attendant is 0.007047 X43 Inadequate parking 0.001622
trusting to luck safety management
X19 Failure of brake device 0.000335 X44 Privers lack real-time 0.029991
safety supervision
Enterprise safety
X20 Failure of power system 0.000335 X45 regulations are 0.001622
not perfect
x21 Steering wheel out of 0.000335 X46 Lack of corporate 0.003466
order safety education
X22 Tyre wear 0.000223 X47 Lack or failure of 0.007047
emergency facilities
X23 Wear deformation of 0.000223 X48 Enterp1".1se emergency 0.007047
frame plan is not sound
X24 Heavy rain 0.007782 X49 Lackof 0.003466
while driving emergency training
X25 Smog while driving 0.000335 X50 Lack of emergency drills 0.029991
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Figure 7. Analysis of FD in secondary accident caused by traffic accidents.

4.4. Results of Human Factor Risk Assessment

Due to the dynamic process of road transport of dangerous goods, the consequences
of accidents are related to the concentration degree of people, money, and things exposed
to accidents. Moreover, road transportation of dangerous goods is characterized by great
harm. As a result, this paper assumes that the loss caused by accidents is more than one
million RMB.

In the baseline assessment, this study assumes that the economic loss associated with
dangerous goods transportation accidents exceeds one million RMB, reflecting the typical
severity level reported in major accident investigation records. To examine the influence
of this assumption on risk classification results, a scenario sensitivity analysis was con-
ducted by adjusting the loss parameter to three levels: 0.5 million RMB, 1 million RMB,
and 3 million RMB. The recalculated risk levels show that while absolute risk scores vary
proportionally with consequence magnitude, the relative ranking and high-risk classifi-
cation of key unsafe behaviors—such as overspeed driving and fatigue driving—remain
unchanged across scenarios. Only behaviors located near risk level boundaries show lim-
ited classification fluctuation by one level. This result indicates that the main conclusions
regarding priority unsafe behaviors are not driven by a single loss assumption and are
robust under reasonable consequence interval variation.

Taking the unsafe behaviors of drivers as the object, the risk assessment of safety
behaviors is carried out. According to the above analysis, in the process of dangerous
goods transportation, the driver plays an important role in the dynamic transportation, and
the unsafe behavior of the driver will lead to fire, explosion, and poisoning; the occurrence
probability, risk level, and comprehensive risk level are shown in Table 4.

Table 4. Risk level of unsafe behaviors.

. o1 . Comprehensive
Unsafe Behavior Consequence Probability Risk Level Risk Level
Fire 44 x10°° VI
lllegal overtaking Explosion 2.2 x 1077 \% VI
Poisoning 84 x 107° VI
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Table 4. Cont.
. o1 . Comprehensive
Unsafe Behavior Consequence Probability Risk Level Risk Level

Fire 9.6 x 1074 VII

Overspeed driving Explosion 48 x 107° VI VII
Poisoning 1.5 x 1073 VII
Fire 7.0 x 107° VI

Fatigue driving Explosion 3.5 x 107 VI VII
Poisoning 4.0 x 1074 VIl
Fire 25 x107° VI

Illegal parking Explosion 1.2 x 1077 \Y VI
Poisoning 6.1 x 1075 VI
, Fire 12 x107° VI

Error db(.ehamor of Explosion 6.0 x 1078 v VI
rivers Poisoning 3.6 x 107° VI

4.5. Control Measures of Risky Behavior

It can be seen from the above results that all unsafe behaviors are controlled according
to their comprehensive risk levels. The range of risk levels includes VI and VII; that is, large-
scale and high-frequency unsafe behaviors need to be found in the entire social-technical
system, and large-scale, high-frequency, and high-impact unsafe behaviors require timely,
comprehensive, and regular rectification. Based on this, the causes of the above unsafe
behaviors are analyzed, and corresponding optimization measures are formulated and
implemented, as shown in Table 5.

Unlike generic safety management recommendations, the proposed HFRA framework
enables targeted intervention design by mapping unsafe behaviors to specific safety infor-
mation asymmetry modes and processing-stage failure points. Based on the safety informa-
tion risk flow structure, intervention strategies can be aligned with distinct information-
processing stages rather than applied uniformly at the behavioral level.

For risks concentrated in the safety information acquisition stage, such as drivers
receiving incomplete or delayed road and vehicle status information, system-specific in-
terventions include deployment of integrated vehicle-road—cloud monitoring platforms,
real-time telematics feedback systems, and automated hazard alert interfaces. These
technologies directly reduce acquisition asymmetry by improving information timeliness
and completeness.

For risks located in the safety information analysis stage, where drivers misinterpret
or insufficiently analyze available safety signals, targeted measures include intelligent
decision-support systems, in-vehicle risk prediction dashboards, and Al-assisted anomaly
detection prompts. Organizationally, this stage also requires standardized interpretation
protocols and scenario-based cognitive training to improve analytical consistency under
time pressure.

For safety cognition and decision stages affected by cognitive overload and judgment
bias, model-driven interventions include adaptive human-machine interface redesign,
workload-sensitive alert prioritization, and dynamic information filtering mechanisms to
reduce cognitive burden. At the organizational level, shift scheduling optimization and
fatigue-risk-informed dispatch systems are recommended.

For execution-stage asymmetry, where correct decisions fail to translate into safe action,
interventions include closed-loop supervision systems, real-time behavioral compliance
monitoring, and automated enforcement triggers. These measures directly address the
execution gap identified in the information-to-action transition node.
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By structuring interventions along the information risk transmission chain, the pro-
posed framework supports traceable and stage-specific mitigation strategies. This model-
driven intervention mapping demonstrates that the HFRA results do not merely indicate
which behaviors are risky, but also identify where and how system-level controls should
be strengthened.

Table 5. Risk behaviors and relevant control measures.

Dominant izati
Unsafe . . Key Asymmetry Pattern . Targeted Organizational
Behavior Inforn;;;)en Risk Identified by HFRA Targeted Technical Measures Measures
) o . . Real-time supervision
. Real-time supervision Vehicle telematics; platform;
) Infm.'n.\e.ltlon information gap; Lane-change risk Dynamic violation
Illegal overtaking acquisition & Risk perception detection; feedback:
cognition underestimation Overtaking hazard alerts Targeted risk-awareness
training
. Intelligent speed Centralized speed
Overspeed Information Speed-l}{mt & warning; monitoring;
P acquisition & supervision signal delay; Geo-fence speed control; ded li
driving HISITIC Weak 1 foedback P ; Graded compliance
utilization eak control teedbac Dynamic speed-limit assessment system
push
Al fatigue detection; Fatigue-risk scheduling;
) o Safety cognition & Cognitive overload; Physiological Mandatory rest
Fatigue driving analysis Self-state misjudgment monitoring; enff)rcement; )
Adaptive alert escalation Fatigue reporting
mechanism
Information Safe parking information Smar.t dangerous goods Dedicated c}angerousi
Tllegal parking acquisition & asymmetry; parking guidance; goods pakag allo.catlon;
decision Decision ambiguity Hazard-zone auto Standardized parking
warning decision protocol
Decision-support Scenario-based cognitive
) . Signal misinterpretation; dashboard,; training;
Error behavior of Information Information overload; Risk visualization Double-check operating
drivers analysis & execution interface;

Decision-action gap

Operation confirmation
prompts

procedure;
Supervision reinforcement

4.6. Comparative Validation with Traditional HFRA Approaches

To further examine the analytical value of the proposed STS-SIC integrated HFRA
framework, a structured comparative analysis was conducted against traditional HRA-
oriented approaches represented by CREAM-type context-based reliability assessment and
probability-focused HRA methods. Rather than fully re-implementing alternative models,
which require different input structures and experimental data, this study performs a
comparative re-interpretation of the same accident dataset under different analytical logics
and compares the resulting risk insights.

Under traditional HRA-oriented analysis, unsafe behaviors such as overspeed driving
and fatigue driving are primarily interpreted as high-risk actions due to an elevated human
error probability under adverse performance-shaping factors (e.g., workload, time pres-
sure, environmental stress). The analytical output mainly emphasizes operator reliability
reduction and recommends individual-level control measures such as training, supervision,
and procedural enforcement.

In contrast, the STS-SIC integrated HFRA framework produces a multi-layer risk de-
composition result. In addition to identifying high-risk behaviors, the method further traces
their upstream risk sources across organizational supervision gaps, information acquisition
asymmetry, real-time monitoring deficiencies, and institutional control weaknesses. For
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example, in the present case, overspeed driving is not only classified as high-risk behavior
but is also analytically linked to insufficient real-time safety supervision, weak information
feedback loops, and incomplete enterprise safety regulation constraints. These upstream
contributors are explicitly represented in the information asymmetry modes and control
mapping table.

Comparatively, traditional HRA methods provide behavior-level reliability estimation,
while the proposed framework provides cross-level causal traceability and governance-
oriented risk mapping. This difference leads to distinct intervention implications: HRA-
oriented results mainly support operator-focused reliability improvement, whereas the
STS-SIC HFRA results support system-level intervention prioritization across supervision,
information systems, and organizational controls.

Therefore, the advantage of the proposed method lies not in replacing classical HRA
probability estimation, but in extending behavioral risk assessment toward system-level
explanatory depth and governance actionability, especially in complex socio-technical
operational environments where unsafe behavior is strongly shaped by information and
organizational conditions.

5. Conclusions and Discussion
5.1. Key Findings

This study develops an integrated human factor risk analysis framework by combining
the socio-technical systems perspective with safety information cognition theory, aiming
to explain the generation and control of micro-level unsafe behavior in complex systems.
The findings demonstrate that unsafe behavior should not be interpreted as a purely
individual failure. Rather, it emerges from the interaction of technological, organizational,
and environmental conditions, which are transmitted to the behavioral level through safety
information flows and cognitive processes.

By explicitly linking system-level risk sources to individual behavior via safety in-
formation processing, this study clarifies how deficiencies in information acquisition,
perception, analysis, cognition, utilization, and execution collectively shape safety behavior
risk. This perspective shifts the analytical focus from isolated behavioral outcomes to the
upstream conditions that constrain and influence individual decision-making and action.

The application to road transportation of dangerous goods in China shows that the
proposed method can effectively distinguish the risk characteristics of different unsafe
behaviors across accident scenarios and operational contexts. The results indicate that
behaviors such as overspeed driving and fatigue driving exhibit consistently high com-
prehensive risk levels, reflecting not only their accident-inducing potential but also their
systemic roots in supervision, information feedback, and organizational management.
These findings confirm the practical value of the framework for identifying critical behav-
ioral risk points and supporting targeted risk governance.

5.2. Theoretical and Practical Contributions

This research contributes to the literature by offering a systematic integration of socio-
technical systems theory and safety information cognition. Existing human factor studies
often emphasize either macro-level structures or micro-level cognition in isolation. By
introducing safety information risk flow as a connecting mechanism, this study provides a
coherent explanation of how system conditions are translated into behavioral outcomes.
The analytical focus is extended beyond observable unsafe acts to include the informational
and organizational preconditions of behavior. This expansion enables the identification of
latent deficiencies in regulations, management practices, technological design, and infor-
mation transmission that are typically overlooked in traditional human reliability analysis.
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From a methodological perspective, this study proposes a safety behavior risk manage-
ment approach that combines qualitative causal analysis with quantitative risk assessment.
The integration of accident-oriented and task-oriented assessments allows unsafe behaviors
to be evaluated from multiple risk dimensions, supporting more refined prioritization of
governance interventions. The framework also aligns with contemporary safety gover-
nance concepts that emphasize proactive risk management and individual safety initiative
rather than reactive error correction.

Compared with existing approaches, the proposed HFRA framework introduces sev-
eral additional analytical dimensions. Traditional STS+HRA combinations and methods
such as CREAM mainly focus on human reliability under contextual performance con-
ditions, while SICHFA emphasizes cognitive information processing at the individual
level. In contrast, the proposed framework simultaneously incorporates system-level risk
source decomposition across technological, organizational, and environmental dimensions,
explicit safety information risk flow modeling as a cross-level transmission mechanism,
and behavior-oriented risk quantification through combined accident-oriented and task-
oriented assessment structures.

The framework differs from STAMP in that it is designed not only for post hoc accident
causation analysis but also for ex ante behavioral risk evaluation and prioritization. It
differs from CREAM in that it embeds organizational and environmental risk sources into
a structured information-risk transmission chain rather than treating context primarily as
performance-shaping factors. It differs from SICHFA by extending safety information cog-
nition analysis from individual-level cognitive error diagnosis to system-level information
risk governance and quantitative risk grading. Therefore, the proposed HFRA approach is
particularly applicable in operational contexts that require both cross-level causal tracing
and quantitative prioritization of unsafe behaviors for proactive risk control.

Moreover, beyond producing risk scores and rankings, the proposed HFRA framework
improves decision support in three specific ways compared with conventional practice.
First, traditional unsafe-behavior control decisions are typically based on accident fre-
quency statistics or general experience-based judgment, which mainly indicate which
behaviors are risky but provide limited insight into why they are risky within the sys-
tem structure. In contrast, the HFRA framework links each high-risk behavior to specific
information-processing failure nodes and cross-level risk sources, enabling cause-oriented
rather than symptom-oriented intervention design. Second, conventional HRA-oriented
assessment usually outputs error probability estimates at the operator level, which mainly
support training and supervision decisions. The HFRA results extend decision support to
the system and organizational level by identifying where information acquisition, analysis,
cognition, or execution asymmetries dominate. This allows decision-makers to choose
targeted interventions such as supervision platform enhancement, decision-support inter-
face redesign, or information feedback restructuring, rather than relying only on generic
behavioral control measures.

5.3. Limitations

Despite its contributions, this study has several limitations that warrant consideration.
The implementation of the method relies partly on expert judgment, particularly in the
estimation of fuzzy probabilities and risk levels. Variations in expert experience and contex-
tual understanding may influence assessment outcomes, which introduces uncertainty into
the results. The empirical application focuses on a single high-risk domain. Although road
transportation of dangerous goods represents a typical socio-technical system, differences
in organizational structures, regulatory environments, and information architectures across
sectors may affect the generalizability of the findings.
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In addition, the analysis is primarily based on accident investigation reports and expert
evaluations. Dynamic operational data, real-time behavioral monitoring data, and digital
system logs are not fully incorporated, which limits the ability to capture the temporal
evolution of safety behavior risk. The study also concentrates on risk identification and
control strategy formulation, while the long-term effectiveness of these measures and their
feedback effects on system behavior are not empirically examined.

Finally, the proposed framework is most applicable to complex operational environ-
ments with strong information mediation and organizational coupling. Its direct applicabil-
ity to highly automated systems or purely individual-task settings may be limited without
methodological adaptation.

5.4. Future Research Directions

Future research may deepen the theoretical framework by incorporating complexity
and resilience perspectives to better capture nonlinear interactions, cascading effects, and
adaptive feedback mechanisms within safety information risk flows. Such an extension
would support a transition from static risk assessment toward dynamic risk governance.

Methodological development could benefit from integrating digital technologies such
as big data analytics, intelligent sensing, and artificial intelligence. The inclusion of real-
time operational and behavioral data would enhance the accuracy and responsiveness of
human factor risk assessment, while reducing dependence on subjective judgment. Broader
application of the framework across multiple high-risk domains, including energy systems,
chemical production, urban transportation, and emergency management, would provide
opportunities for comparative analysis and validation of its general applicability.

From a governance perspective, future studies may focus on embedding HFRA into
routine safety management processes by establishing closed-loop mechanisms that link
assessment, intervention, feedback, and continuous optimization. Such an approach would
enable HFRA to function not only as an analytical tool but also as a core component of
systemic safety governance.

Overall, the optimization of safety behavior remains a persistent challenge in increas-
ingly complex socio-technical systems. This study offers a foundational step toward a more
integrated and system-oriented understanding of human factor risk, while highlighting
avenues for continued theoretical refinement and practical advancement.
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