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Abstract

Citizen-centric smart city construction (SCC) has been the crucial mode for enhancing
citizens’ well-being with rapid urbanization. While smart cities are constructed to improve
urban operational safety, the concomitant low resilience of infrastructure, data breaches,
and other issues also lead to physical, financial, and legal consequences, which therefore
have the complicated the impact on citizens’ security perception of smart city construction
(CSPSCC). To achieve sustainable smart city construction, it is important to clarify the
influencing factors on CSPSCC. Although the enhancement of CSPSCC needs the joint
efforts of citizens, government, and social organizations, the previous studies mostly
focus on influencing factors from the single stakeholder. To address this gap, the theory
of planned behavior was expanded to examine factors influencing CSPSCC from the
perspective of participatory governance. Taking Nanjing as a case, hypotheses testing,
mediating testing, and heterogeneity analysis were carried out for this theoretical model.
The results show that the security governance of citizens, the government, and social
organizations all had a positive impact on CSPSCC, with citizens’ behavioral intention
being the most significant influencing factor. In addition, CSPSCC is also significantly
affected by the citizens’ age, educational level, and usage frequency of smart city services.

Keywords: smart city construction; citizens’ security perception; influencing factor;
participatory governance; theory of planned behavior

1. Introduction
Over half of the global population lives in cities, and this percentage is rapidly ris-

ing [1,2]. Rapid urbanization has caused several global urban problems such as traffic jams
and resource shortage [3]. In order to solve these issues, smart city construction (SCC) has
become the emerging urban development paradigm adopted by most countries [4,5], which
refers to the construction of smart infrastructure and the provision of smart city services
that rely on smart infrastructure [6,7]. Citizen-centric SCC is committed to enhancing the
well-being of citizens by providing convenient and high-quality smart city services [8,9],
and the security perception is the basis of citizens’ well-being. SCC is leveraged by many
cities to improve urban security. For example, Singapore has taken safety and security as
one of its five national artificial intelligence (AI) strategies and has applied AI into two secu-
rity improvement projects, drowning detection system and border clearance operation [10].
Rio de Janeiro in Brail tasked IBM with developing a sensor network to detect crime and
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prevent landslides [11]. Meanwhile, SCC sometimes make urban infrastructure networks
more vulnerable, threatening citizens’ security perception. For example, the instability
of the power grid system would cause failures in the communications, transportation,
and even medical industries in smart cities, which would have a catastrophic impact on
citizens [12]. Gartner reported that one in five communication systems have experienced
a security breach in recent years [13]. SCC will not only suffer from service degradation
such as miscalculation, service unavailability, and response time delay but also suffer from
intentional and unintentional data breaches [14]. In the past decade, the United States has
seen a 170% rise in data breaches. Facebook deliberately provided Cambridge Analytica
with data from 87 million users for use in the U.S. presidential campaign [15]. These
problems not only lead to physical, financial, and legal consequences but also pose a threat
to citizens’ security perception.

Citizens’ security perception of smart city construction (CSPSCC) is the key criterion in
evaluating the performance of SCC, and determining its influencing factors is an important
prerequisite for formulating its enhancement strategies. The process of its enhancement
requires the participatory governance of multiple stakeholders. As a model of empower-
ment and democratization, participatory governance emphasizes the transformation of
the traditional top-down governance model into a triangular structure of collaborative
governance between the government, social organization, and citizen [16]. Social orga-
nizations always include SCC companies, media, and non-governmental organizations.
The concept of participatory governance has been applied to activities such as epidemic
prevention and control [17], megaproject operation [18], and energy transition [19]. This
concept is in line with the global guidelines for citizen-centric smart city development, but
the previous studies mostly verified the influencing factors on certain smart city services
from the perspective of a single stakeholder. For example, Lu (2024) explored the influence
of the delivery speed and brand reputation of suppliers on citizens’ security perception of
online shopping [20]. Putnik and Bošković (2015) verified that social media played the most
crucial role in influencing students’ security perception of Internet social networking [21].
Alfalah (2023) examined how internet security awareness among university students influ-
ences their perception of cybersecurity in learning management systems from the users’
perspective [22]. Rahman et al. (2023) found that roadway users’ usage experience and
attitudes significantly influence their safety perception of autonomous vehicles in smart
cities [23]. Luo and Choi (2022) pointed out that the government penalty schemes have a
significant impact on citizens’ security perception of e-commerce [24]. To summarize, while
some studies have explored factors affecting citizens’ security perception of certain smart
city services from the perspective of a single stakeholder, few have systematically exam-
ined them from the perspective of participatory governance, limiting the development of
effective strategies for enhancing CSPSCC. To fill this important knowledge gap, this study
would comprehensively examine the factors influencing CSPSCC from the perspective of
participatory governance.

China’s urbanization is advancing rapidly, and the smart city has become the main
mode of urban development in China. Since 2013, the Chinese government has announced
several batches of smart city pilot projects, and there are more than 700 smart cities being
constructed, which is one of the largest smart city experimental plants in the world [25].
As one of the initial batches of pilot smart cities and one of 13 megacities in China, Nan-
jing boasted a well-developed SCC system and had a population of 9.54 million and an
urbanization rate of 87.2% in 2023 [26]. Nanjing is a good representation of the smart city
in China and other similar economies. Therefore, this study will sort out the influencing
factors of CSPSCC from the perspective of governance participation and take Nanjing city
as a case study to verify the influencing mechanism so as to improve the CSPSCC.
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2. Theoretical Framework and Research Hypotheses
2.1. Theoretical Framework in the Context of Participatory Governance

The CSPSCC studied in this paper is defined as citizens’ subjective perception of SCC
to safeguard their safety through physical security, data security, and service reliability,
formed based on their own usage experiences and external environmental information.
Participatory governance in SCC typically always involves multiple stakeholders, including
the government, social organizations, and citizens, as shown in Table 1. To ensure the
comprehensiveness of this research, all three types of stakeholders were included in the
theoretical framework. The influencing factors from the citizens themselves have attracted
a lot of attention from scholars, and many theoretical models have been proposed. Among
them, the theory of planned behavior (TPB) proposed by Ajzen (1991) is a cognitive theory
used to understand and predict human perception and behavior [27] and has been widely
used in the fields of emerging technique adoption perception [28], crowdfunding risk
perception [29], and dangerous driving behaviors [30]. This theory ignores the influencing
factors from the external environment. Therefore, the influence of Government Security
Governance and Society Security Governance on CSPSCC was extended into the theoretical
framework in the context of participatory governance, as demonstrated in Figure 1.

Table 1. Stakeholders in the participatory governance in SCC.

Source Government Social Organization Citizen

Alotaibi et al. (2024) [31]
√ √

Sharifi and Alizadeh 2023) [32]
√ √

Kaluarachchi (2022) [33]
√ √ √

Yang et al. (2022) [34]
√ √

Biloria (2021) [35]
√ √ √

Masik et al. (2021) [36]
√ √ √

Hu and Zheng (2021) [37]
√ √ √

Note:
√

indicates that the study involves the stakeholder of the column in which
√

is located.

 
Figure 1. Theoretical framework based on extended TPB.

2.2. Research Hypotheses

The previous studies related to CSPSCC are critically presented and discussed to
develop the research hypotheses and model for influencing factors on CSPSCC in the
context of participatory governance, as shown in Figure 2.

Attitude refers to citizens’ subjective evaluation of SCC, that is, whether they think
SCC is comfortable and beneficial. Subjective Norm refers to the pressure citizens feel
from external environments, including friends, government, media, and companies, when
making decisions about whether to adopt smart city services. Perceived Behavior Control
is the ability of citizens to perceive, accept, and deal with potential security risks when
using smart city services. Behavioral Intention refers to whether citizens are willing to
use smart city services. These four are the original latent variables in TPB, and many
studies have analyzed the influencing relationships between them. For example, Ma
confirmed that information security employees’ attitude, subjective norm, and perceived
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behavioral control positively affected their information security perception [38]. Wang et al.
also found that these three factors of individual investors were significantly associated
with their perceived security in crowdfunding investment [29]. Man et al. argued that
citizens’ security perception of COVID-19 vaccination was influenced by their behavior
intention [39]. Therefore, the following four hypotheses are proposed.

Hypothesis 1: Attitude is associated positively with CSPSCC.

Hypothesis 2: Subjective Norm is associated positively with CSPSCC.

Hypothesis 3: Perceived Behavior Control is associated positively with CSPSCC.

Hypothesis 4: Behavior Intention is associated positively with CSPSCC.

Behavioral Intention includes citizens’ own willingness to adopt smart city services
and their willingness to recommend smart city services to other people. It may not only
directly affect CSPSCC but is also often affected by Attitude, Subjective Norm, and Per-
ceived Behavioral Control. These influencing relationships are already demonstrated in
the adoption intentions of various smart city services. For example, Gu et al. proved that
residents’ participation intention in smart community construction was influenced by these
three factors [40]. Based on the TPB, Cudjoe et al. verified that residents’ intention to
adopt an intelligent waste-sorting system was influenced by these three factors [41]. The
similar influencing relationship was verified regarding citizens’ behavioral intention to
adopt intelligent household electrical appliances [42], farmers’ behavioral intention to use
intelligent agricultural techniques [43], and teachers’ willingness to adopt smart education
services [44]. Therefore, the following three hypotheses are proposed.

Hypothesis 5: Attitude is associated positively with Behavior Intention.

Hypothesis 6: Subjective Norm is associated positively with Behavior Intention.

Hypothesis 7: Perceived Behavioral Control is associated positively with Behavior Intention.

For the stakeholders of the participatory governance of smart cities, in addition to
the citizens themselves, there are also social organizations (e.g., supply companies, media,
non-governmental organizations) and government, which will have an impact on CSP-
SCC. The involvement of these stakeholders is intrinsically aligned with the core tenets
of participatory governance. Their security-related initiatives directly operationalize key
participatory mechanisms, including transparency, co-decision-making, and accountability.
Specifically, such engagement not only facilitates citizens’ access to authoritative informa-
tion but also empowers them to express demands and participate in governance feedback
loops, all of which collectively shape CSPSCC. For instance, Zhang et al. proposed that
the safety operation of the smart public transportation sensing platform had an effective
impact on the security perception of citizens [45]. Lu et al. argued that citizens’ percep-
tion of medication safety was positively correlated with exposure to television and print
media while negatively correlated with social media exposure [46]. Non-governmental
organization involvement also had a significant impact on the psychological security of
adolescents [47] and villagers [48]. The direct impact of government normative regulations,
service regulations, and incentive regulations on family farmers’ safety perception and
behavior adoption has been confirmed by Zhu et al. [49]. Therefore, the following two
hypotheses are proposed.
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Hypothesis 8: Government Security Governance is associated positively with CSPSCC.

Hypothesis 9: Social Organization Governance is associated positively with CSPSCC.

Apart from the influencing factors related to citizen, social organization, and govern-
ment participatory governance, the demographic of citizens might have a significant impact
on CSPSCC. Many studies have shown that females tend to feel less secure than males
when using ride-share services [50], digital games [51] and digital financial activities [52].
The impact of citizens’ age heterogeneity on their security perception was also verified
in the areas of digital media use [53] and digital energy consumption [54]. Citizens with
a higher education level and income level tend to be more sensitive to the perception of
SCC [55]. Notably, the effect of smart city services usage frequency on citizens’ perceptions
has also been confirmed [26]. Accordingly, the citizens’ gender, age, educational level,
income level, and usage frequency of smart city services have been taken as the control
variables. Nine proposed hypotheses and five control variables can be seen in Figure 2.

 

Figure 2. Theoretical model of CSPSCC.

3. Survey Design and Data Collection
3.1. Survey Design

The questionnaire was designed to collect citizens’ perceptions so as to quantify the
theoretical model of CSPSCC. The questionnaire contained three parts, of which the first
part was used to outline the purpose of the questionnaire and the definition of professional
terms such as security perception and SCC so as to facilitate the respondents’ understanding
of the questionnaire content. The second part included choice questions about the demo-
graphic information of the respondents so as to analyze the effect of citizens’ heterogeneity
on CSPSCC. The specific division of groups and their demographic information were
demonstrated in Table A1 of Appendix A. The third part contained the setting questions of
observed variables under each latent variable in the theoretical model. All the questions of
observed variables required respondents to answer with the five-point Likert scale from
and 1 (“strongly disagree”) to 5 (“strongly agree”).

This study employed various methods to ensure the comprehensiveness and content
validity of the questionnaire. First, a systematic literature review was conducted for latent
variables to determine the setting questions of the observed variables. Specifically, on
24 January 2025, according to the search strategy “Topic=smart cit*” and “Topic=intention
or perception or acceptance or behavio* or consideration or willingness”, 5920 articles were
retrieved from the Web of Science database. The PRISMA statement was applied to screen
the literature, resulting in 48 relevant articles, from which questionnaire items related to the
observed variables were extracted. Second, a committee including 17 experts specializing
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in smart city governance was formed to determine the setting questions of the observed
variables through four rounds of the Delphi survey. Third, a pre-survey was conducted
with 120 citizens to make the questionnaire items easily understood by the respondents,
and the questionnaire items were revised according to their feedback and filling effect.
The final questionnaire items of observed variables and their sources are demonstrated in
Table 2.

Table 2. Latent variables and corresponding observed variables in the theoretical model.

Latent Variable Observed Variable Source

Attitude
AT1: Do you agree that you feel comfortable when using smart city services?

[56,57]AT2: Do you agree that using SCC is beneficial to your security?
AT3: Do you agree that you would encourage more people to use smart city services?

Subjective Norm

SN1: Do you agree that you would use smart city services if your friends use?

[58,59]SN2: Do you agree that you would use smart city services if it is promoted by the government?
SN3: Do you agree that you would use smart city services if it is promoted by the media?
SN4: Do you agree that you would use smart city services if it is promoted by the supply company?

Perceived Behavioral
Control

PB1: Do you agree that you are aware of the potential security risks brought by SCC?
[60,61]PB2: Do you agree that you can accept the potential security risks brought by SCC?

PB3: Do you agree that you can control yourself from relying overly on smart city services?

Behavior Intention
BI1: Do you agree that you will use smart city services in the future?

[62]BI2: Do you agree that you are intention to spend time and effort to learn about SCC?
BI3: Do you agree that you will recommend smart city services to other citizens?

Government Security
Governance

GS1: Do you agree that the laws issued by the government effectively guarantee the security of SCC?
[63,64]GS2: Do you agree that the policies issued by the government effectively guarantee the security of SCC?

GS3: Do you agree that the governance actions of the government effectively guarantee the security of SCC?

Social Security
Governance

SS1: Do you agree that supply companies of smart city services contribute to the security of SCC?
[65,66]SS2: Do you agree that media contributes to the security of SCC?

SS3: Do you agree that non-governmental organizations contribute to the security of SCC?

CSPSCC
CSPSCC1: Do you agree that you are not worried about the security risks brought by SCC?

[67,68]CSPSCC2: Do you agree that smart city services are more secure than traditional city services?
CSPSCC3: Do you agree that SCC is generally secure?

3.2. Data Collection

The questionnaires were distributed to citizens in Nanjing in March 2025 and received
ethical approval from the corresponding author’s university. To ensure a comprehensive
sample, respondents were randomly chosen from various community types in Nanjing
and contacted via community residential committees. Electronic questionnaires are the
main means of collection, and a paper questionnaire assisted by investigators is the way
for the elderly or disabled to answer questions. To achieve the 95% confidence level with a
5% confidence interval, at least 385 valid responses are needed to represent 9.54 million
citizens [69], and 1347 questionnaires were finally collected. By screening 117 questionnaires
with a short response time and continuous identical answer items, 1230 questionnaires
were used as samples with an effective rate of 91.31%.

4. Results
Structural Equation Modeling (SEM) was selected for its ability to simultaneously

estimate complex causal pathways and mediating effects across stakeholders within a
single model [26]. Consequently, it serves as the optimal method for empirically validating
the extended TPB theoretical framework in this study. This study adopted the two-stage
approach proposed by Anderson and Gerbing [70]. The initial stage was conducted to
analyze the reliability and validity of the measured model, while the second stage tested
the fit of the hypotheses to the structural model. The effect of citizens’ demographic
heterogeneity on CSPSCC was tested by the Mann–Whitney U test and Kruskal–Wallis
H test.
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4.1. Measured Model

Reliability refers to the consistency of the results obtained from the measured model.
The Cronbach’s Alpha values for the latent variables in this study range from 0.820 to 0.906,
as demonstrated in Table 3, meeting the requirement of exceeding 0.7, so the reliability of
the measured model is acceptable [71].

Table 3. Descriptive statistical results of factors influencing the feeling of security.

Latent Variable Observed Variable FL Mean SD Alpha CR AVE

Attitude
AT1 0.842 2.859 0.804

0.864 0.869 0.688AT2 0.869 3.175 0.929
AT3 0.774 3.168 0.937

Subjective Norm

SN1 0.823 3.620 0.922

0.878 0.880 0.647
SN2 0.856 3.731 0.916
SN3 0.818 3.667 0.926
SN4 0.711 2.915 0.878

Perceived Behavioral Control
PB1 0.808 2.786 0.871

0.820 0.824 0.609PB2 0.772 2.769 0.962
PB3 0.758 2.900 1.041

Behavior Intention
BI1 0.874 3.889 1.096

0.906 0.906 0.762BI2 0.855 3.728 1.132
BI3 0.890 3.725 1.151

Government Security Governance
GS1 0.840 3.776 0.939

0.860 0.861 0.673GS2 0.802 3.861 0.984
GS3 0.818 3.941 0.982

Social Security Governance
SS1 0.882 2.814 0.912

0.901 0.909 0.770SS2 0.931 2.900 1.004
SS3 0.814 3.259 1.144

CSPSCC
CSPSCC1 0.846 3.679 1.144

0.892 0.894 0.737CSPSCC2 0.855 3.637 1.232
CSPSCC3 0.887 2.927 1.038

Note: FL represents normalized factor loading; SD represents standard deviation; Alpha represents Cronbach’s
Alpha; CR represents composite reliability; AVE represents average variance extracted.

Validity includes convergence validity and discriminative validity. Convergence
validity means that observed variables measuring the same latent variable will eventually
fall on the same latent variable. The values of composite reliability for latent variables
satisfy the requirement of being greater than 0.7, while the values of average variance
extracted satisfy the requirement of being greater than 0.5, as illustrated in Table 3. The
normalized factor loading of each observed variable meets the requirement of being greater
than 0.5. Therefore, the convergence validity of the measured model is acceptable [72].
Discriminative validity means that there are differences between different latent variables,
and the observed variables under different latent variables will fall on different latent
variables. As shown in Table 4, all latent variables among the correlation coefficients are
between 0.307 and 0.560, and the square root of average variance extracted of each latent
variable is greater than its correlation coefficient with other latent variables. Hence, the
discriminative validity of the measured model is approvable.
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Table 4. Correlation analysis of latent variables.

Source AT SN PB BI GS SS CSPSCC

AT 0.829
SN 0.468 0.804
PB 0.413 0.531 0.780
BI 0.450 0.528 0.473 0.873
GS 0.409 0.553 0.414 0.505 0.820
SS 0.307 0.522 0.424 0.426 0.345 0.877

CSPSCC 0.472 0.558 0.499 0.560 0.488 0.449 0.858
Note: The diagonals are the square roots of the average variance extracted from each latent variable.

4.2. Structural Model
4.2.1. Model Fitness Test

The structural model aims to test the hypotheses in the theoretical model. To test the
degree of the data matching the theoretical model, the fitness indices of the model were
calculated as shown in Table 5. It can be found that the actual values of all fit indices are
within the acceptable range, indicating that the model fits well.

Table 5. The acceptable ranges and actual values of fit indices.

Category Fit Index Acceptable Range Actual Value

Absolute fit

Chi2/df <3 2.949
GFI >0.90 0.960

AGFI >0.90 0.947
RMSEA <0.08 0.040

Incremental fit

NFI >0.90 0.968
RFI >0.90 0.961
IFI >0.90 0.979
TLI >0.90 0.974
CFI >0.90 0.979

Parsimonious fit
PGFI >0.50 0.721
PCFI >0.50 0.805
PNFI >0.50 0.796

4.2.2. Hypotheses Test

The nine hypotheses in Figure 2 are all supported at the significance level of 0.01, as
presented in Figure 3 and Table 6. The results show that Attitude, Subjective Norm, and
Perceived Behavior Control all have a significant positive influence on Behavior Intention.
Meanwhile, Attitude, Subjective Norm, Perceived Behavioral Control, Behavioral Intention,
Government Security Governance, and Social Security Governance have a significant
positive influence on CSPSCC. In Figure 3, the factor loading of the observed variable on
the latent variable indicates how well the observed variable explains the latent variable to
which it belongs. For example, for the latent variable of Attitude, the factor loadings of AT1,
AT2, and AT3 are 0.842, 0.869, and 0.774, respectively, so the explanatory ability for Attitude
is that AT2 is greater than AT1 is greater than AT3. The standardized path coefficient reflects
the direct influence among latent variables. For example, the standardized path coefficient
from Attitude to CSPSCC is 0.148, which means that a one-unit change in Attitude will
directly lead to a 0.148-unit change in CSPSCC.
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Figure 3. Analysis result of structural equation modeling. Note: *** represents p < 0.001.

Table 6. Hypotheses test results of the theoretical model.

Hypothesis Path Relationship Standardized Path
Coefficient SE CR p Value

H1 Attitude → CSPSCC 0.148 0.046 4.686 ***
H2 Subjective Norm → CSPSCC 0.164 0.053 4.052 ***
H3 Perceived Behavior Control → CSPSCC 0.143 0.050 4.061 ***
H4 Behavior Intention → CSPSCC 0.228 0.034 6.885 ***
H5 Attitude → Behavior Intention 0.210 0.046 6.525 ***
H6 Subjective Norm → Behavior Intention 0.328 0.046 9.214 ***
H7 Perceived Behavior Control → Behavior Intention 0.223 0.049 6.321 ***
H8 Government Security Governance → CSPSCC 0.124 0.042 3.708 ***
H9 Society Security Governance → CSPSCC 0.120 0.038 3.931 ***

Note: SE represents standard error; CR represents critical ration; *** represents p < 0.001.

4.2.3. Mediating Effect Test

According to the results of the hypotheses test, it can be observed that there may
be mediating effects in three influencing paths, including Behavior Intention mediating
the effect of Attitude, Subjective Norm, and Perceived Behavioral Control on CSPSCC.
Bootstrap (2000) was used in this study to test the significance of the mediating effect,
and the results showed that the bias-corrected 95% confidence interval and percentile 95%
confidence interval of these three paths all excluded a zero value. Therefore, Behavioral
Intention plays a partial mediating effect among the three influence paths in Table 7.

Table 7. Mediating effect of the theoretical model.

Path Indirect Effect
Bias-Corrected 95% Confidence Interval Percentile 95% Confidence Interval

Lower Upper p Value Lower Upper p Value

SN 0.048 0.029 0.075 0.001 0.028 0.072 0.001
PB 0.075 0.050 0.106 0.001 0.048 0.103 0.001
BI 0.051 0.031 0.078 0.001 0.030 0.076 0.001
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4.3. Heterogeneity Test of CSPSCC

In order to test the impact of citizens’ demographic heterogeneity on CSPSCC, the
Mann–Whitney U test was conducted for different genders of citizens, while the Kruskal–
Wallis H test was conducted for other control variables, including different ages, educational
levels, income levels, and usage frequencies of smart city services of citizens. The results are
presented in Table A1 of Appendix A. It was found that the p values of age and educational
level were 0.000 and less than 0.05, indicating that the citizens’ age, education level, and
usage frequency of smart city services had an impact on CSPSCC. The p values of gender
and income level were 0.410 and 0.169, both greater than 0.05, demonstrating that the
heterogeneity of gender and income level had no effect on CSPSCC. Comparing the means
of different groups, it can be found that the average CSPSCC in the group of older citizens
is lower. However, for education level and smart city services usage frequency, there was
the opposite trend: the group with the higher education level and the group with the higher
usage frequency of smart city services had a higher average CSPSCC.

5. Discussions, Implications, and Contributions
5.1. Discussions

Based on the results of the hypotheses test, mediating effect test, and heterogeneity
analysis of CSPSCC, this study discusses the impact of the security governance of citizens,
government, and social organizations and the citizens’ heterogeneity on CSPSCC from the
perspective of participatory governance.

5.1.1. Security Governance of Citizens

According to the direct effect and indirect effect in Section 4.2, the total effect of citizen-
related latent variables (i.e., Attitude, Subjective Norm, Perceived Behavioral Control,
Behavior Intention) on CSPSCC can be calculated as 0.196, 0.239, 0.194, and 0.228, respec-
tively. Crucially, a detailed examination of the path coefficients reveals that Subjective
Norm exerts the strongest influence on Behavioral Intention (0.328), significantly surpass-
ing Perceived Behavioral Control (0.223) and Attitude (0.210). This suggests that citizens’
intention to participate in SCC, and their subsequent security perception, is driven more by
social influence and authoritative endorsement than by individual functional experience
or personal capability. Therefore, the “indirect path” initiated by Subjective Norm serves
as the most critical channel for enhancing CSPSCC via behavioral intention. To further
pinpoint the source of this social influence, the observed variables of Subjective Norm were
analyzed. SN2 has the highest factor loading (0.856) and mean value (3.731), while SN4 has
the lowest factor loading (0.711) and mean value (2.915). This indicates that in the context
of Chinese smart cities, government promotion is significantly more conducive to citizens’
use of smart city services than company promotion. This conforms to the research result of
Lu et al. [46], which indicated that exposure through official channels had more positive
effects than other channels. Regarding Behavioral Intention itself, the factor loadings (0.874,
0.855, 0.890) and mean values (3.889, 3.728, 3.776) of the corresponding three observed
variables BI1, BI2, and BI3 are high. Since Behavioral Intention acts as a pivotal mediator
that translates the effects of Attitude, Subjective Norm, and Perceived Behavioral Control
into final security perception, citizens’ willingness to use should be fully mobilized. This
agrees with the research result of Joo et al. [73], indicating that the Behavioral Intention of
SCC represented the extent to which citizens were willing to make efforts to use smart city
services and therefore is an important prerequisite for enhancing CSPSCC
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5.1.2. Security Governance of Government and Social Organization

Government Security Governance and Society Security Governance hold similar path
coefficients on CSPSCC. For Government Security Governance, the factor loadings (0.840,
0.802, 0.818) and mean values (3.776, 3.861, 3.941) of its three observed variables are high,
indicating that the government’s governance action could significantly affect CSPSCC. In
recent years, the mechanism of “unified management based on one-network” proposed by
the Nanjing Municipal government has achieved remarkable results, and the Nanjing Data
Bureau has been established to promote smart city construction. These initiatives have
significantly enhanced the position of the government in smart city security governance,
which conforms to the results of the research performed in Nanjing by Li et al. [68]. For
Society Security Governance, the observed variables SS1 and SS2, which represent the
supply company and media, have greater factor loadings (0.882, 0.931) and lower mean
values (2.814, 2.900). This discrepancy indicates that while supply companies and media are
perceived as critical determinants of security, their actual performance in Nanjing currently
falls short of public expectations. The low perceived efficacy of supply companies can be
interpreted through the lens of platform accountability [74]. Although supply companies
are the primary providers of smart services, the frequent occurrence of network fraud
and data leakage incidents suggests a governance gap where profit maximization often
outweighs security obligations. This reflects a broader challenge in the digital era where
the lack of robust platform accountability leads to “algorithmic irresponsibility,” causing
citizens to lose trust in the technical infrastructure of smart cities. Similarly, the low score
of media governance highlights the crisis of trust in media in the age of misinformation.
Media acts as the information filter for citizens to perceive urban security. However, to
gain better audience traffic, media outlets may deliberately exaggerate risks or spread
unverified negative information [75]. Instead of functioning as a safety watchdog, such
media practices amplify anxiety.

5.1.3. Heterogeneity Analysis on CSPSCC

SCC aims to enhance the well-being of all citizens, including security perception,
by providing smart city services. However, the heterogeneity of citizens will lead to the
digital divide in smart cities, which puts the vulnerable groups in a more disadvantageous
position. This study has confirmed that the age of citizens is negatively correlated with
CSPSCC, while the educational level and the usage frequency of smart city services are
positively correlated with CSPSCC. Previous studies have shown that the elderly have
a lower security perception due to the decline in physical fitness [76], and the low ease-
of-use of smart city services always prevents elderly citizens from participating in smart
city governance [77], which are the potential reasons for the low CSPSCC of elderly citi-
zens. The higher educational level and usage frequency of smart city services can make
citizens more familiar with SCC, have more knowledge of safety precautions, and hold
higher CSPSCC, which agrees with the other studies [78]. This study showed that the
heterogeneity of gender and income level had no significant effect on CSPSCC. Several
studies conducted in Pakistan [79] and the United States [80] show that the difference in
citizens’ income level has an impact on CSPSCC. The possible reason is that China’s SCC is
predominantly government-led and public-welfare-oriented. In this context, most smart
city services are provided as public goods with minimal or no direct cost to end-users.
This inclusive approach ensures equitable access regardless of economic status, thereby
effectively mitigating wealth-based digital inequalities and preventing the emergence of a
security perception gap driven by income disparity.
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5.2. Implications

According to the analysis and discussion of the results, three implications involving
citizens, government, and social organizations were proposed to enhance the CSPSCC.

5.2.1. Citizens Should Actively Acquire Knowledge of SCC Security

Behavioral Intention is the latent variable with the highest total effect on CSPSCC, so
citizens themselves should actively enhance their willingness to use smart city services.
This intention is often influenced by citizens’ heterogeneity in age, educational level, and
usage frequency of smart city services. The citizens with a high age, low education level,
and low usage frequency of smart city services always hold low security perception and
even lose rights and interests due to a lack of SCC security knowledge. To address this,
citizens should take the initiative to learn about security knowledge related to smart city
services by accessing educational content released through official government channels.
This will help deepen their understanding of the operational mechanisms and potential
risks of smart cities. At the same time, different demographic groups should be encouraged
to participate in tailored training activities. For example, young people can engage in
school-based safety courses to understand the formation and prevention of potential risks
in smart cities. Elderly citizens can enhance their awareness and coping abilities by actively
attending community-based lectures on the security of SCC.

5.2.2. Governments Should Improve the Policy and Legal System for SCC Security

Government security governance has a significant impact on CSPSCC. Although
governments in smart cities mostly have published relevant policies and laws to safe-
guard citizens’ rights and security, the constantly updated smart city technologies (e.g.,
autonomous vehicles, telemedicine, humanoid robots) always break through the scope of
existing policies and laws, bringing cybersecurity and data privacy issues, which poses a
serious threat to CSPSCC. Therefore, the government should strengthen the review of SCC
put into commercialization and publish systematic policies and laws in a timely manner
to promote the healthy development of the standardization and industrialization of SCC.
On the other hand, as SCC permeates every corner of our daily lives, citizens’ dependence
on SCC is gradually increasing, and their needs and expectations are constantly changing.
This also puts forward more of a need for the transparency, reliability, and security of SCC,
so the government should continue to perfect the policy and legal system to satisfy the
changing needs of the public.

5.2.3. Social Organizations Should Refrain from Disseminating Misinformation

The security governance of social organizations is an indispensable strength of en-
hancing CSPSCC. With the progress of mobile communication technology, the media have
become one of the main channels for citizens to obtain external information, which has a
strong influence on disseminating information and shaping public cognition. The media
should objectively report the hot spots of public concern, avoid exaggerating or hyping
misinformation, and reduce unnecessary panic among the public. As an important comple-
mentary force of the government, the media should convey the government’s policies and
measures on smart city security in a timely manner so that the public can understand the
efforts and guarantees made by the government. In addition, supply companies should
proactively provide citizens with transparent information about SCC, including the pur-
pose and process of data collection, storage, and use, to enhance public trust. Supply
companies should also establish the user feedback mechanism to collect public opinions
and suggestions on security issues, continuously improve and optimize security measures,
and ensure that SCC meet public expectations and needs.
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5.3. Contributions

By constructing and validating a participatory governance theoretical framework, this
research not only clarifies the influencing mechanism of CSPSCC but also offers distinct
theoretical advancements. The specific theoretical contributions are elaborated in the
following three dimensions.

5.3.1. Extending TPB Framework with External Governance Factors

This study significantly advances the TPB by extending its applicability from individ-
ual cognitive factors to external governance determinants. Traditional TPB applications
primarily focus on internal psychological variables. However, this study argues that in
the complex socio-technical environment of smart cities, citizens’ perceptions are not only
formed in isolation but are also deeply embedded in the external governance structure.
While extant literature often treats the environmental context as a passive backdrop for
individual decision-making, this study reconceptualizes it as an active driver of psycho-
logical security. By integrating “Government Security Governance” and “Society Security
Governance” as key external constructs into the TPB model, this research establishes a
more holistic theoretical framework. This bridge between micro-level individual cognition
and macro-level institutional logic overcomes the limitations of the original TPB model,
offering a theoretical lens for understanding how top-down institutional guarantees and
bottom-up social support synergistically reshape CSPSCC.

5.3.2. Validating the Triangular Structure of Participatory Governance in SCC

This study empirically validates the triangular governance structure composed of the
government, social organizations, and citizens within the specific context of SCC. Unlike
previous research that often examined these stakeholders in isolation or assumed their roles
theoretically, this research utilizes empirical data to confirm that CSPSCC is shaped by the
synergistic effects of this triad. This empirical evidence challenges the traditional binary of
“government–citizen” often seen in urban management literature. It highlights the critical,
yet often underestimated, buffering role of social organizations in mitigating the tension
between technological expansion and public privacy concerns. The findings demonstrate
that effective security governance involves a dynamic equilibrium where government
guidance, social organization involvement, and citizen participation coexist. This proves
that the sustainability of SCC relies on the functional coupling of administrative regulation,
market responsibility, and social supervision, rather than relying on any single pillar.

5.3.3. Clarifying the Influencing Mechanism and Contextualizing Digital Inequality

This study provides a comprehensive elucidation of the influencing mechanism and
demographic boundaries of CSPSCC. First, regarding the influencing mechanism, this
research theoretically identifies “Behavioral Intention” as a critical mediator that bridges in-
dividual cognition and security perception. It reveals that security perception is not merely
a passive reception, but a psychological outcome actively constructed through citizens’
willingness to participate. Second, the study confirms that while age and education create a
“knowledge-based divide,” the non-significant effect of income level contrasts with market-
driven contexts. This unique finding regarding income offers a critical counter-narrative to
the dominant discourse on the “digital divide” derived from market-driven economies. It
suggests that the public welfare strategy in infrastructure supply can effectively decouple
economic status from security rights. This provides a distinct theoretical reference for other
economies, demonstrating that digital equity in security perception is achievable through
inclusive institutional design, effectively mitigating the “wealth-based divide” even amidst
rapid urbanization.
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6. Conclusions
Smart city construction has been used in many countries to improve urban operational

safety, but its reliance on intelligent technology also comes with threats to citizens’ security.
To realize the sustainable development of citizen-centered smart cities, it is urgent to explore
the influencing factors of CSPSCC to improve the well-being of citizens. Although CSPSCC
is affected by multiple stakeholders, the previous studies mostly explored the influencing
factors of CSPSCC from one single stakeholder. To fill up such an important knowledge gap,
this paper comprehensively explored the factors affecting CSPSCC from the perspective
of participatory governance. The theoretical model was developed based on the extended
TPB, which was verified by the data collected from 1230 citizens in Nanjing. The results
indicate that citizens’ Behavioral Intention is the most significant factor affecting CSGCSC
and plays a mediating role in Attitude, Behavioral Norm, and Perceived Behavioral Control
regarding CSPSCC. The security governance of government and social organizations
has an effective impact on the enhancement of CSPSCC. Age, educational level, and
usage frequency of smart city services have a significant impact on CSPSCC. Lastly, policy
implications were put forward, indicating citizens should actively acquire knowledge of
SCC security, governments should improve the policy and legal system for SCC security,
and social organizations should refrain from disseminating misinformation. Therefore,
this study not only expands the research perspective of citizen perception of SCC but also
provides a reference for the sustainable development of smart cities in China and other
similar economies.

Some related research still needs to be conducted in the future. First, this study relied
on questionnaires for data collection, which resulted in a relatively small sample size for
certain demographic groups, particularly the elderly. To ensure a more comprehensive
representation, future research could adopt a multi-channel data collection approach by
combining social media text mining with offline field interviews. This hybrid approach
would allow for a broader sample size while effectively capturing the perceptions of elderly
citizens. Second, while this study explored the influencing mechanism of CSPSCC, future
research should move beyond static analysis. Besides simulating the influencing path to
verify the effectiveness of improvement measures, longitudinal studies are recommended
to track the dynamic changes in CSPSCC as smart city projects mature. Third, to enhance
the generalizability and granularity of the findings, comparative studies could be con-
ducted between cities with different governance models. Furthermore, future works could
investigate domain-specific security perceptions by specifically focusing on sectors like
smart healthcare or autonomous mobility.
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Abbreviations
The following abbreviations are used in this manuscript:

AI Artificial intelligence
CSPSCC Citizens’ security perception of smart city construction
SCC Smart city construction
SEM Structural equation modeling
TPB Theory of planned behavior

Appendix A

Table A1. Demographic information of respondents.

Item Category Amount Mean Standard
Deviation

Z/Chi2

Value
p Value

Gender
Male 587 3.440 1.016 −0.848 0.396Female 643 3.391 1.050

Age

Under 18 81 3.527 1.243

25.059 0.000
18–35 678 3.497 0.972
36–50 344 3.394 0.972
51–65 96 3.038 1.192

Over 65 31 2.699 1.367

Educational level

Primary school and below 61 2.683 1.412

19.654 0.001
Junior high school 171 3.388 1.074

High school 457 3.446 1.021
Junior college and Undergraduate 439 3.461 0.896

Master’s degree or above 102 3.549 1.158

Income level

Under 2500 CNY per month 105 3.438 1.084

6.960 0.138
2501–5000 CNY per month 433 3.421 1.056
5001–7500 CNY per month 459 3.419 1.034

7501–10,000 CNY per month 158 3.496 0.938
Over 10,000 CNY per month 75 3.138 1.015

Usage frequency of
smart city services

Rarely 151 2.647 1.291

64.170 0.000
Occasionally 236 3.435 0.983
Sometimes 391 3.535 0.869

Often 300 3.534 0.936
Usually 152 3.594 1.082
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