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Abstract

Nowadays, integrating Artificial Intelligence (Al) in military communication systems is
reshaping current defense strategies by enhancing secure data exchange, situational aware-
ness, and autonomous decision-making. This survey examines advancements of Al in
tactical communication networks, including UAV networks, radar-based transmission, and
electronic warfare resilience, thereby addressing a key gap in the existing literature. This is
the first comprehensive review of Al applied exclusively to current tactical communication
systems, synthesizing fragmented literature into a unified defense-oriented framework.
A key contribution of this survey is its cross-sectoral perspective, exploring how civilian
Al techniques are applied in military contexts to enhance resilient and secure communica-
tion networks. We analyze state-of-the-art research, industry initiatives, and real-world
implementations. Additionally, we introduce a three-criteria evaluation methodology to
systematically assess Al applications based on system objectives, military communication
constraints, and tactical environmental factors, enabling a study of Al strategies for mul-
tidomain interoperability. Finally, we draft future research directions, emphasizing the
need for Al standardization, enhanced adversarial resilience, and Al-powered self-healing
networks. This survey provides key insights into the evolving role of Al in modern military
communications for researchers, policymakers, and defense professionals.

Keywords: Artificial Intelligence; tactical communications; information network; improved
tactical scenarios; defense

1. Introduction

The integration of Artificial Intelligence (Al) into military communication systems,
driven by the surge in data availability and computing power, is reshaping modern
defense strategies and signaling a pivotal shift toward the convergence of military
and civilian communications in the digital age. Al-driven advancements have demon-
strated a transformative impact in civilian domains [1] from healthcare [2], transportation
and manufacturing [3], including from ground to space environments [4], consolidating
methodologies and standardized testing frameworks. However, in the military domain,
there is a lack of a unified review that captures tactical communication advancements.
Indeed, integrating Al into defense environments remains fragmented, underexplored, and
hindered by operational and ethical challenges. To date, no existing survey has consolidated
the full range of Al integration in tactical communication systems across all operational en-
vironments (land, sea, air, space, and cyber) into a unified framework. This survey bridges
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that void. The full range of Al-enabled tactical communication technologies—spanning
surveillance systems, radar, electronic warfare, Unmanned Aerial Vehicle (UAV), and
information systems—has not been consolidated into a unified reference. All of them
are required for military operations in multidomain interoperability, so a tactical-focused
review is urgently needed.

Information and communication technology has been a fundamental pillar in pursuing
safer environments in the military domain [5]. However, the same evolution has not been
observed with Al Despite the successes in civil environments, the military or tactical
sector has been slower to adopt Al, hindered by unique challenges [6]. Al is pivotal in
optimizing these systems by enhancing adaptive signal processing, facilitating multi-agent
coordination for network resilience, and leveraging Al-driven electronic countermeasures.
Regardless, military Al research remains fragmented despite these advances, with limited
consolidation of existing methodologies and applications. Ethical concerns, such as the use
of Al in autonomous weaponry, provoke global debates over accountability and morality.
At the same time, the separation between civilian and defense communications limits
opportunities to adapt proven Al methods for tactical purposes. Algorithmic biases,
interpretability challenges, and regulatory hurdles compound these issues.

The reluctance to adopt Al in military contexts is evident in the lack of comprehensive
studies to guide its integration. Unlike the civilian sector, military Al requires strict valida-
tion due to the high stakes involved. To address this, games and simulations have become
valuable platforms for testing Al in realistic scenarios, advancing military research [7,8].
Emerging technologies like 5th Generation (5G) and Digital Twins (DT) also support this
progress [9,10]: 5G enables real-time, low-latency communication, while DT enhances
planning, predictive maintenance, and safe simulation [11]. These tools create a digital
environment well suited for Al adoption in tactical communications.

Several leading nations already utilize limited Al in military operations, encompassing
areas such as Intelligence Surveillance and Reconnaissance (ISR), logistics, and Command
and Control (C2) systems to enhance security [12]. For example, the United States (U.S.)
Army applies Al to optimize logistics and supply chains [13]. The Department of Defense’s
JADC2 initiative also seeks to connect sensors across military branches into an Al-driven
network for better decision-making [14].

Closing the gap between civilian and military research enhances innovation and
leverages existing expertise for defense applications. Civilian advances, like Al-based
radar or machine learning in electronic warfare, can enhance tactical capabilities. Thus,
a comprehensive survey of current Al applications in military communications is key to
aligning both fields and guiding future research.

1.1. Related Works and Limitations

The first strategies for incorporating Al into this sector emerged in the 1990s in the
U.S. [15]. Progress has been gradual, with various works contributing milestones toward
Al integration in tactical communication systems, especially following a resurgence of
interest around 2021. To date, none of these works offer a systematic survey, present or test
modern Al techniques, or provide comparisons, highlighting the need for this review.

Starting with exploring Al techniques to enhance military simulations, ref. [15] focuses
on terrain analysis to incorporate realism into training. Still, it is not until 2021 [16] that a
significant leap occurs, marking a turning point where Al applications in defense begin
to have a substantial and practical impact. The research progresses to broader analyses of
Al's impact on military security [16], providing a tight view of Al’s role in cybersecurity,
logistics, and object detection. A shift toward specialized applications emerges with Deep
Learning (DL) in Electronic Warfare (EW) [17], which reformulates traditional problems
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using these Al models, debating the impact on tactical autonomy. This addresses the
challenges of developing trustworthy, explainable Al systems for defense operations [18].

The focus expands to include modern warfare, targeting, cybersecurity, and military
decision-making [19]. In 2023, AI and robotics were explored for defense decisions [20].
Naval forces are leading in adopting Al, focusing on autonomous systems for intelligence
and surveillance [21].

The narrative continues in 2024 with the rise of trends in Unsupervised Learning (UL)
algorithms and Machine Learning (ML) Operations (MLOps) techniques for defense, high-
lighting approaches to manage large, unlabeled datasets effectively in [22]. The strategic
impact of Al and Large Language Model (LLM) on military and economic data analysis
is examined in [23]. Human—-AlI collaboration in tactical planning and decision-making is
explored in air battle systems as examined [24]. User trust and mental state tracking during
cyber attacks are studied for the Royal Canadian Navy [25]. A focused review on Al in U.S.
cyber warfare appears in [26]. Finally, Neuro-Symbolic Al has emerged as a key milestone,
combining neural and symbolic reasoning to boost autonomy and military decisions [27],
marking the evolution of Al in tactical operations.

The analysis of existing works reveals three persistent limitations in the current litera-
ture that this survey aims to overcome:

1. Limited scope and fragmentation: Most studies focus on isolated use cases such
as EW [17], simulation [15], or mission planning [20], without providing a unified
perspective across the full range of tactical communication systems. No prior survey
has integrated Al applications across radar systems, surveillance, electronic warfare,
UAVs, and information networks within a single defense-oriented framework.

2. Conceptual or outdated approaches: Many works emphasize theoretical or strategic
constructs without recent empirical validation [16,18,19]. Several surveys do not
reflect current Al capabilities, such as Generative Al (LLM) or Federated Learning
(FL), which limits their applicability to modern defense scenarios.

3. Lack of real-world connection: While some papers explore technical innovations or
ethical implications [23,25], they often lack operational insights, practical deployments,
or industry-linked case studies. This disconnection between academic models and
deployed defense systems leaves military professionals without actionable guidance.

In terms of comparison by technology and application areas shown in Table 1, our
survey encompasses all branches of the armed forces (air, naval, land, and space), with
a focus on communication systems, such as UAVs, radar, information systems, surveil-
lance networks, and EW, as the foundation of the analysis. It highlights the five most
widely used technology families that underpin tactical communications, as explained in
the survey, as a reference and a contribution to previous works. Within the scope of this
review—defense-domain, system-level tactical implementations (Q1 2025)—we did not
identify published studies reporting end-to-end Al-assisted radar systems. Most available
works are component-level algorithms rather than tactical, system-integrated deployments.
Moreover, the key studies analyzed include future research directions, but they are now
outdated (X) [16,22,25,26]. While some are presented in survey format [20,25], they do not
detail specific Al techniques as our proposed work does. It has also been noticed that most
of the work is for the land army. Moreover, this work is designed for a broad technical and
general audience, unlike previous studies that target particular specialties. As a result, it is
relevant to both the military and civilian sectors, from academia to Industry.
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Table 1. Coverage of defense Al characteristics in prior works and surveys vs. this work.
Army/Defense Tactical Technologies Military Future Research Survey Mode
Ref. X Surv. Technological Lines (Update v/ (Including AI
Air Naval Land Space UAV  Radar InfoSyst EW Image Description or Outdated X Techniques)
[15] v v v
[16] v v V' (X)
[17] v
[18] v v
[19] v v v (X)
[20] v v v
[21] v v v
[22] v V' (X)
[23]
[24] v
[25] v V' (X) v (X)
[26] v v v v v (X)
[27] v
[28] v v (X)
This Survey v v v v v v v v v v V(V) v (V)

1.2. Scope and Contributions

This survey reviews Al-driven advances in tactical communications and fills a gap by
integrating insights from civilian and military research. We introduce a framework, built
on three key criteria, to evaluate system-level Al deployments in modern tactical networks.
Radio-centric tasks (e.g., spectrum sensing, link optimization, interference identification)
are excluded to keep the focus on system-level implementations. Our contributions include:

1.  First integrated tactical Al survey across domains (civil-military): Unlike previous
fragmented studies, this is the first to unify Al integration across all tactical communi-
cation subsystems (e.g., radar, EW, UAVs).

2. A framework without diluting focus with civil or generic Al applications, accessible
to both defense experts and non-specialists.

3. Identifying how advanced Al methods from civilian industries can enhance tactical
communications.

4. Alresearch status in tactical communications, serving as a foundational reference.

5. Assessment of defense industry projects: Reviewing major industry initiatives to
demonstrate Al-driven tactical networking and military operations improvements.

6.  Exploration of standardization and ethical challenges to contribute to the regulatory
framework.

7. Future research directions: Identifying research gaps and outlining emerging Al trends
to guide further advancements in resilient and intelligent military communications.

We clarify with respect to scope that the works are analyzed on system-level applica-
tions reported in the literature. This does not comprehensively analyze evolving standards
(e.g., 5G-NTN/STANAG families) or radio/PHY /link-layer task taxonomies; these are
acknowledged briefly for context and left to future, dedicated surveys.

This paper is structured as illustrated in Figure 1. After introducing the necessity
and motivation for this study, we outline the information flow of the following sections.
Section 2 provides an overview of Al concepts relevant to tactical applications. Section 3
introduces the five core communication systems prone to improvement with Al Section 4
defines the novel proposed methodology for classifying the Al integration. Section 5 re-
visits the five systems, analyzing how Al is considered using the proposed methodology.
Section 6 explores real-world defense initiatives incorporating Al in tactical communica-
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tions. Section 7 consolidates insights from the previous sections. Section 8 highlights key
challenges, emerging trends, and research gaps. Finally, Section 9 concludes this survey.

: IV. Analysis
l. Introduction

V. Al-driven Tactical

Il. Overview of Artificial Communications and
Learning and Knowledge Networks

VI. Projects and
Defense Industry
integrating Al

Ill. Tactical
Communication
Systems and Networks

A. Information Network Systems VIL. Synthesis of

B. Image Surveillance Systems | Results from analysis
C. Electronic Warfare Systems
D. Radar Systems

E. Unmanned Systems

VIIl. Future Research
Directions

IX. CONCLUSION

Figure 1. Structure of this survey.

2. Overview of Artificial Learning and Knowledge

Al technology is revolutionizing R&D and has brought a completely different per-
spective to wars and military strategies from the point of view of communication systems
and networks using artificial knowledge. Its impact on warfare is so significant that it has
redefined military theories and operational concepts [29]. Al explores areas like cognitive
science and information processing, and its rapid expansion suggests it could transform
the future of defense. The growing role of Al in military research highlights its dominance
in the arms race, where machines will observe, orient, decide, and act autonomously [29].
Al-driven systems, whether operating independently on the battlefield or assisting com-
manders in decision-making, will be a game-changer in modern warfare.

2.1. Levels of Intelligence

Knowing the three levels of intelligence helps us understand Al in military systems:
(i) The first level, cognitive intelligence, focuses on understanding, reasoning, and decision-
making. It utilizes neuro-linguistic programming and, in some cases, surpasses human
capabilities. For instance, AlphaStar has outperformed professional players in StarCraft
II [30]. (ii) The second level, perceptual intelligence, involves sensory-based perception
with subjective interpretation. While taste recognition is underexplored, the senses of
sight, touch, hearing, and smell have undergone significant increases. Deep Neural Net-
works (DNN) and Big Data have revolutionized this area, outperforming humans in image
recognition (Google Lens), facial emotion detection (Google Vision API), speech recogni-
tion (Windows Speech Recognition, Dragon Naturally Speaking) [31,32], and language
translation with error rates around 5% [33]. These examples are helpful for military net-
works. (iii) The third level, computational intelligence, handles data storage and processing,
where Al has far exceeded human capabilities. Focused initially on arithmetic and logic,
it now includes learning, adaptation, and fuzzy logic. Modern supercomputers such
as MareNostrum 5 (314 petaflops) [34], IBM Summit (200 petaflops) [35], and Tianhe-3
(1.3 exaflops) [36] exemplify this rapid evolution.
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These three intelligence levels play a crucial role in military communications and
networking. Cognitive intelligence enhances battlefield decision-making through Al-
powered command and control systems, improving tactical awareness. Perceptual intelli-
gence enhances real-time data analysis, signal recognition, and adaptive sensing, which
are critical for electronic warfare, radar, and UAV-based surveillance. Computational
intelligence enables high-speed data processing and secure information transmission,
supporting encrypted military networks, distributed Al architectures, and resilient com-
munication frameworks. The convergence of these Al-driven intelligence levels shapes
next-generation defense communication systems, ensuring faster, more reliable, and adap-
tive military operations.

2.2. Method for Achieving the Al

Al achieves intelligence through solution search, knowledge inference, and machine
learning, as detailed in [29].

Solution Search plays a crucial role in military communications and network opti-
mization, helping to determine the most efficient routing, frequency allocations, and secure
pathways for information transmission. Al-driven pathfinding algorithms analyze different
states of a communication network, assessing factors such as signal strength, spectrum
availability, latency, jamming risks, and operational constraints. In contested environ-
ments, Al enables real-time rerouting of data to ensure robust and uninterrupted military
communication, adapting to electronic warfare conditions.

Knowledge Inference enhances situational awareness in military networks by enabling
autonomous decision-making based on incomplete or uncertain information. Al inference
systems process vast amounts of battlefield and network data to predict potential threats,
optimize encryption protocols, and suggest adaptive defense mechanisms. For example,
in electronic warfare scenarios, inference engines evaluate radio frequency patterns to
detect jamming attempts and dynamically adjust cognitive radio networks to mitigate
interference. The success of these inference models depends on their ability to search for
patterns efficiently, establish causal relationships, and refine decision logic to ensure reliable
and secure communication. Al inference for military networks faces two key challenges:
(i) guaranteeing logical consistency when interpreting data from satellite feeds, radar
systems, and encrypted transmissions, and (ii) minimizing computational overhead while
rapidly adapting to dynamic combat environments. Rule-based Al supports expert-driven
decision-making in C2 networks, while fuzzy logic enhances adaptability in autonomous
UAYV swarms, enabling resilient battlefield communications.

Lastly, ML revolutionizes military-grade network security, real-time signal processing,
and predictive maintenance of defense communication infrastructure. ML-driven models
analyze historical communication traffic to detect anomalies, such as cyber intrusions or
unauthorized access attempts, and proactively reinforce defensive cybersecurity measures.
In tactical edge networks, ML optimizes satellite link efficiency, predicts spectrum conges-
tion, and assists in self-healing network architectures, ensuring military units maintain
continuous and secure communication across multidomain operations.

2.3. Summary of Types of Learning

Extensive literature covers ML and learning types, as noted in [37,38].

*  Supervised Learning (SL): The algorithm is trained with labeled data from known
categories, enabling tasks like spam filtering, numerical value prediction (e.g., vehicle
valuation), and data analysis from Internet of Things (IoT), social networks, or facial
recognition, useful for tactical missions.
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*  Unsupervised Learning (UL): The system learns without labeled data, identifying
patterns through grouping, visualization, dimensionality reduction, and association
rules, widely used in data mining. Applications include person identification in image
datasets, graphical representation of unlabeled data for traceability, user blog cluster-
ing, feature simplification, anomaly detection in production chains, and discovering
relationships through association rules.

¢  Semi-supervised Learning (SSL): Used when most data are unlabeled, some partially
labeled, and a few labeled. For example, the system groups photos where Person 1 ap-
pears (unsupervised) and, after tagging one, automatically labels the rest, simplifying
the search.

*  Reinforcement Learning (RL): This is based on observation, choosing a policy of ac-
tion, and maximizing rewards or penalties. The vast majority of Al systems specialized
in gaming use this approach.

On the other hand, algorithms can also be classified according to the availability of
data, their generalization capabilities, or the number of layers required for learning.

¢ Batch learning: The system learns from all available data but always starts from
scratch. If trained with 2000 samples, adding 500 more requires retraining with
2500 samples. This method, typically offline, demands significant computing power
and time.

¢  Online or incremental learning: New data are continuously added, enabling imme-
diate learning. Key benefits include memory efficiency (no need to store past data)
and rapid change adaptation. However, errors in new data (e.g., faulty sensors) can
degrade performance, requiring a rollback to a previous state. Commonly used in the
stock market.

* Instance-based learning: The system learns from memorized examples and then
discerns new incoming cases based on a measure of similarity.

*  Model-based learning: It involves studying the data, selecting a model, training it to
minimize a cost function, and applying the algorithm to predict new events.

*  Deep learning (DL): It features multiple layers where parameters learn from pre-
ceding layers rather than directly from raw data. Each layer may use different ML
techniques, typically Multi-Layer Neural Networks (MNN), mimicking the human
brain in processing images, sounds, and texts.

3. Tactical Communications Systems and Networks

Before analyzing Al integration, examining the core military communication and
networking technologies underpinning modern defense operations is crucial. This sec-
tion outlines five key tactical communication technologies that shape military capabili-
ties, providing context for their Al-driven enhancements. As shown in Figure 2, these
include tactical information networks, image surveillance, EW, radar, and Unmanned
Systems (USs).

3.1. Information Network Systems

Information systems are tools designed to collect, process, analyze, and distribute
relevant information in real time or near real time within military or high-security contexts.
Their primary goal is to provide commanders and operational units with accurate data to
inform decisions during tactical operations, where speed and precision are crucial. Primar-
ily, they are situated in C2 centers, serving as the starting point for tactical communications
and networking for a mission. Information is power [39]. Accessing practical, accurate,
and truthful information is the most critical factor in any decision, whether establishing a
business plan or defining a military strategy (communications and networking). Since the
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beginning, acoustic and visual signals have provided commanders with battlefield updates,
evolving from horseback messengers with sealed letters to the invention of terrestrial radio
communications, satellite links, and numerous other innovations in communication, all the
way up to the present day.

—t 000
Infarmation Su—GRr—

Hetworiks Warfare System
- R

@ Tactical

=) Communications |/}

and W

7
Image Networking =
gy Systems Systom

Figure 2. Core military technological systems.

Data collection utilizes various sources, including sensors, drones, satellites, ground-
based communications, and portable devices. The processing component analyzes large
data volumes in real time to identify patterns, threats, or environmental changes. Informa-
tion is shared through secure communication networks. For example, the Navy’s LINPRO
processor [40] facilitates real-time data exchange via protocols such as Link 11, Link 16,
Link 22, Variable Message Format (VMF), or the Joint Range Extension Application Protocol
(JREAP). These capabilities enable tactical information transmission over long distances,
using satellite networks while aligning with North Atlantic Treaty Organization (NATO)
standards like STANAG. A robust tactical information system must ensure scalability and
adaptability for different operational scenarios, from ground to aerial or naval combat.

3.2. Image Surveillance Systems

An image surveillance system is a network technology designed to monitor, capture,
and analyze visual data from strategic areas, enhancing situational awareness and decision-
making. These systems use advanced cameras, sensors, drones, and satellite imaging to
provide real-time or near-real-time visual intelligence, identify threats, track movements,
and ensure perimeter security.

It was around 1969 when the first domestic closed-circuit television (CCTV) system
was recorded [41], although similar systems had already been used in military projects
years earlier. Technological advancements since then have been remarkable, improving
image quality, incorporating infrared (IR) vision, enabling thermal data options, operating
with servers and digital recordings, implementing facial recognition, motion-triggered
pixel activation, vehicle license plate recognition, video tracking, and much more, as noted
in [42]. All this technology has brought significant changes to surveillance systems, as the
types of sensors used for data capture are highly diverse [43], and data-recognition and
-processing software offer extensive capabilities. Fundamental for novel tactical wireless
sensor networks.

3.3. Electronic Warfare Systems

EW uses technology to detect, exploit, disrupt, or deny an adversary’s use of energy
spectrums, like the electromagnetic spectrum, while securing its own [44]. It notably affects
radio communications, surveillance radar, and electronic fire control systems.
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Given the variety of scenarios and systems, EW is broadly classified into three
main components:

e Electronic Support Measures (ESM): actions to search for, intercept, identify, or
locate sources of emitted electromagnetic energy to gain immediate recognition of
potential threats.

¢  Electronic Countermeasures (ECM): actions aimed at denying or reducing the en-
emy'’s use of the electromagnetic spectrum. This includes jamming, deception, and
various decoys used for missile defense.

*  Electronic Protective Measures (EPM): measures to ensure the reliable use of the
electromagnetic spectrum for friendly forces, for instance, fire-control radars are
equipped with frequency-hopping agility.

The origins of EW systems date back to the WLR-1, developed by the U.S. in the 1950s.
Italy introduced the Beta Mk1000 in the 1970s, while Spain began its ESM development
with the DENEB program in the 1980s. The Spanish Navy later equipped vessels with
ALDEBARAN and REGULUS on F100-class frigates and RIGEL on LHD Juan Carlos I and
BAM ships. Indra is advancing RIGEL i110 and REGULUS i110 for the next-generation
F110-class frigates [45,46].

Most ESM systems share a typical architecture, including an operator console with
a signal library, a signal-processing rack for analyzing intercepted signals, and a module
on the superstructure for initial filtering and direction detection. The system also features
three antennas: one omnidirectional and two directional, positioned on either side of the
platform, to capture energy from different sectors.

3.4. Radar Systems

Military radars, like those in civil environments, detect, track, and identify distant
objects by transmitting radio waves and analyzing the reflections. They are essential for
surveillance, target acquisition, missile defense, navigation, and situational awareness
in complex environments. Classified by function—search, tracking, or fire control—they
enhance threat detection and operational effectiveness, even in adverse conditions. Radar
is one of the most essential communication systems for military networks.

The British developed military radar in 1934 [47], leading to significant technological
advancements. The basic design remains consistent, but progress has been made in antenna
types, signal processors, radio frequency levels, oscillators, and classifications by technology
(e.g., primary, secondary) or application (e.g., air traffic control, meteorology) [48].

One of the most advanced and versatile radars in the military domain is the SPY-7
developed by the American company Lockheed Martin, as presented in [49]. This S-
band digital radar, built using gallium nitride solid-state technology, features a modular
and scalable software-defined architecture. It can detect, track, and engage sophisticated
ballistic missile threats, even simultaneously managing multiple targets. Moreover, it
is interoperable with most existing defense radars and platforms. Since it is still under
development, limited literature is available on the SPY-7. However, some insights can be
drawn from its predecessor, the SPY-6.

The SPY-6 [50] is an Active Electronically Scanned Array (AESA) radar consisting of
three main components: an S-band Air and Missile Defense Radar (AMDR) that provides
volume search, missile tracking, and discrimination; an X-band AMDR, which provides
horizon and surface search, precision tracking, and terminal illumination; and an AMDR
Radar Suite Controller that coordinates and integrates both radars. This AMDR is the first
radar built using 2’ x 2’ x 2’ Radar Modular Assemble (RMA) building blocks, allowing
for scalability and utilizing Gallium Nitride (GaN) in its construction to require less power
and enhance cooling efficiency.
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This radar supports digital beamforming for accurate tracking, a greater range, and 30
times the sensitivity of other radars. The SPY-6 also has offensive capabilities, conducting
electronic attacks with its AESA antenna. It targets airborne and surface objects using
focused, high-power radio wave beams that can blind adversaries.

Situational awareness in military contexts is crucial for tactical decision-making. A
radar system is key in providing this information. In a recent case [51], an over-the-horizon
radar system enhances detection accuracy and data features. However, optimization and
detection processes lack AI methods.

3.5. Unmanned Systems

Unmanned Systems (USs) refer to vehicles, aircraft, or vessels that operate au-
tonomously or remotely without a human onboard, both in military and civil contexts.
Unmanned vehicles can be aerial (UAV, although if the control and communication system
is included, it would be a Unmanned Air Vehicle (UAS), commonly called a drone), mar-
itime (Maritime/Naval Unmanned Systems (MUS)), or ground-based (Unmanned Ground
Vehicle (UGV)). Within this classification, a second subdivision can be made according to
the type of mission assigned (surveillance, attack, suicide, etc.) or the type of technology
applied (remote control, autonomous, fixed-wing, rotary-wing, etc.). Given that UASs have
been making headlines in recent years due to technological advancements and their military
use, it seems appropriate to focus this study on them. A diagram of drone terminology is
presented to aid in understanding (see Figure 3).

UAS

$ ¥

Programmed or
autonomous

Remote control

. Communications
Communications U irEmmeEs

Aerial Vehicle
Ground/pilot (UAV) Ground/pilot
systems systems

Unmanned aircraft (UA) Remotely piloted aircraft (RPA)

Unmanned Aerial

Vehicle (UAV)

Figure 3. US terminology.

Unmanned aviation is as old as manned aviation. Still, in recent years, it has undergone
the most significant evolution, mainly driven by new technologies, new materials, new
energy storage systems, and the new roles these devices have played in the military world,
according to reference [52]. The most notable projects are the Black Hornet 3 mini-drone
from FLIR systems, for its surveillance capabilities, lightweight, and high-resolution camera,
as described in [53]; the Turkish armed drone SONGAR, for its integrated 5.56 mm caliber
weapon and its infantry support; and the American Predator C Avenger drone, for its
reliability and its payload capacity for weaponry.

4. Analysis Methodology

The methodology applied in this survey to conduct the investigation is based on an
analysis composed of three criteria, as shown in Figure 4, as follows:

*  Criterion 1: Covers general data from the selected references.



Systems 2025, 13, 752

11 of 54

¢  Criterion 2: Evaluate the notable and decisive factors relevant to the application in a
military domain.
¢ Criterion 3: Assesses the critical tactical environmental factors affected by the application.

CRITERION 3

]

]

CRITICAL !

MILITARY !

Al APPLICATION B TACTICAL !
ANALYSIS 'I' ENVIRONMENTAL | |
EVALUATION : SR ;

. ’

Figure 4. Three criteria-based methodology scheme used for reference analysis.

Before applying the proposed three-criterion framework, an initial search was con-
ducted to identify relevant works for this review. The process and results are shown
in Figure 5. First, we gathered publications using a pseudo PRIMSA method because
the goal is to propose a new methodology, as explained below. The search on tactical
communications and networked systems involving Al from major academic databases
and institutional sources (IEEE Xplore, Scopus, Web of Science, MDP]I, SpringerLink, and
pre-prints, ResearchGate) with a search window through Q1 2025, returned 415 records.
After removing duplicates, 109 unique references remained. Among these, we identified
13 studies categorized as surveys or reviews, which we later used for comparison in the
Introduction. We filtered the 109 records separately to keep only those relevant to the five
system domains analyzed in this study. To this number, we added 20 web-based references
related to projects, companies, and standards, which were searched separately to help
address research gaps identified in the review. Additionally, we included 11 references to
show the basic system without AL

Once the set of studies for review was selected, we applied the proposed methodology
described in detail in this section. Each of the five technological systems presented in the
previous section will be analyzed using this three-criteria approach through a series of
tables. Consequently, the analysis of each system consists of three dedicated tables, one
for each criterion. Combining these three branches creates a comprehensive framework
for evaluation.

4.1. Criterion 1: System Objectives

General and foundational information is provided under this criterion, which is
essential for any study. Figure 6 visually represents the concept map around “Criterion 1”7
that will later be used to define this criterion in detail.

These concepts classify the references under study as follows:

*  Application: It aligns with the reference title and relates to this publication’s purpose,
answering what is intended to be achieved.

*  Objective: implemented advantages, improvements, and procedures, detailing the
steps to enable their application in tactical communication and networks.

* Innovation: It is helpful to determine whether the reference introduces any concept
that has not been seen before or is seldom used, which might be worth noting.

e Al Type: Identify the type of learning model and the algorithm utilized. Adapting
a commercial design for a defense system differs significantly when the developed
algorithm operates offline and is non-incremental.

*  Training Data Information: Understanding the training data is crucial, as it can be
inadequate, gathered under controlled conditions, or specific to a scenario. This is
vital for supervised algorithms, as the characteristics of the training data can limit the
system’s scope and applicability.
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Figure 5. Pseudo PRISMA method results.
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Figure 6. System objectives of the references.

4.2. Criterion 2: Military Domain Evaluation

The decisive factors, highlighted as “Criterion 2”, require special attention when

implementing a new technique in a system, as they help identify the algorithms’ potential

or limitations. Based on the literature review and assimilation of the data presented in the

state of the art, the necessary background has been acquired to propose the observation of

factors illustrated in Figure 7. These decisive factors must be considered when applying Al

technology in military tactical environments:

Data Fusion: These systems merge information and data from different sources and
can process them comprehensively to obtain an accurate and reliable description of the
environment. They can describe aspects of a target (speed, heading, size, armor ...) or
an event (involved personnel, security perimeter, topography, hostile areas ... ).
Tactical Scenario Inference: The system must perceive and understand scenario ele-
ments, their spatial-temporal placement, and environmental intent. Modern warfare
relies on integrated joint combat, coordinating soldiers, drones, tanks, aircraft, ships,
and satellites. Combat is multidimensional, requiring commanders to access real-time
battlefield data. Effective information processing and distribution across systems is
crucial for operational success.

Command Assistance Element: The decision support system consists of structured
and unstructured components. The structured part involves human-machine interac-
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tion and data processing, while the unstructured part addresses uncertain and complex
scenarios where traditional models cannot effectively represent knowledge. Intelligent
systems assist by analyzing warfare models qualitatively. As decision complexity
grows, commanders will face an increasing gap between available information and
their choices.

Offer Roadmaps against Threats: Al assists in threat and obstacle avoidance, ensur-
ing fast, efficient path selection. Current methods, such as genetic algorithms and
dynamic planning, face challenges when extended to 3D scenarios, as large datasets
slow convergence.

Ergonomic Human-Machine Interface: Command interfaces should deliver timely,
intuitive visual information over complex data tables, enhancing operator comprehen-
sion and decision-making.

Universal Language with Other Systems: Unlike human languages in NATO op-
erations, Al-driven machine language ensures seamless interoperability, reducing
misinterpretations in multi-system environments.

Human Rules of Warfare: While Al can enhance autonomy in tactical systems, critical
war-related decisions must remain human-controlled, preventing reliance on purely
rule-based learning.

Availability: Al must ensure continuous system uptime and real-time data access;
otherwise, its integration adds no operational advantage.

Resource Optimization: Multi-dimensional combat generates vast data inputs, so
Al must balance detail and efficiency to avoid unnecessary computational overload.
For example, it would not be necessary to go into maximum detail of a war scenario,
training the system with millions of variables, unless absolutely necessary, as this
would slow down the system and increase resource consumption.

Scalability of Structures: As warfare evolves, Al systems must adapt, integrating new
actors, data, and strategies without performance degradation.

Integrity: Al must detect data-manipulation attempts, ensuring consistency, validity,
and security during training and operation.

Reaction speed: Al's effectiveness in military operations depends on real-time
decision-making; delayed responses negate its tactical advantage. The application
of Al in military environments is justified if it improves the reaction speed of the
command in response to a threat.

([ TACTICAL SCENARIO
DATA FUSION
[ AVAILABILITY ] INFERENCE

J

|

i COMMAND
RESOURCE ASSISTANCE
OPTIMIZATION T T ELEMENT

SCALABILITY OF &—  MILITARY DOMAIN  \—, | oFFER ROADMAPS

STRUCTURES EVALUATION AGAINST THREATS

MACHINE INTERFACE

ﬂ} l ‘L { ERGONOMIC HUMAN- )

[ REACTION SPEED ]

UNIVERSAL LANGUAGE
[HUMAN RULES OF WARFARE WITH OTHER SYSTEMS

Figure 7. Key factors in applying Al in military domain evaluation.
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4.3. Criterion 3: Critical Tactical Environmental Factors

When applying Al to military systems, assessing its impact on defense, particularly

communications and networks, is crucial. Additionally, exploring new applications can

reveal enhancements beyond a reference’s initial focus.

Figure 8 illustrates military areas impacted by Al, including potential improvements

identified through synergy and direct consequences for communication systems and networks.
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Figure 8. Key elements to evaluate critical tactical environmental factors.

Army: The General Directorate of Armament and Material, under the Secretary of State
for Defense, oversees defense projects, aligning military needs with broader defense
policies. The army defines technical and operational standards for new systems across
air, naval, and ground domains.

War Strategies in Armed Conflicts: War strategy involves planning military cam-
paigns and troop movements to defeat adversaries. According to International Hu-
manitarian Law (IHL), armed conflict refers to large-scale confrontations causing
destruction. This study examines how ML enhances military strategies when inte-
grated into tactical systems.

Command Decision Support: In potential conflicts, decision-making relies on a
secure, collaborative power structure for effective horizontal and vertical communi-
cation. Al-driven systems enhance real-time data processing, ensuring timely and
accurate decisions.

Cybersecurity—cyber attacks and cyber defense: Recognized as the fifth mili-
tary domain at the 2016 NATO summit, cyberspace spans battlefield sensors to C2
networks [54,55]. Traditional security measures (e.g., antivirus, firewalls) now inte-
grate ML for intrusion detection, network access control, and data protection [56].
However, ML is dual-use, serving both cyber defense and offensive cyber attacks,
while also being vulnerable to adversarial manipulation.

Military Intelligence: Al processes vast military datasets (structured, semi-structured,
and unstructured) to extract actionable insights. ML clusters intelligence from mes-
sages, identity records, and communications to detect military patterns. In aerial and
space surveillance, computer vision enables target identification and tracking from
satellite and UAV imagery.

New Constructions: Al applications in warfare predictions may drive adversaries to
develop unforeseen strategies and structures, exploiting weaknesses in trained mod-
els. Al also enhances manufacturing processes, such as DT simulations, to improve
production efficiency.

Air Operations: Conducted in the aerial domain, these operations involve highly
mobile and flexible units for threat deterrence, rapid deployments, and strate-
gic positioning.
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¢  Ground Operations: The primary domain of human activity, hosting key politi-
cal, economic, and strategic centers [57]. Al-driven analysis supports combat, de-
fense, and stabilization efforts, securing military advantages while fostering conflict
resolution strategies.

¢ Naval Operations: Naval forces provide mobility, availability, and interoperability [58].
Their planning and execution emphasize flexibility, goal alignment, security, and
efficiency across various operational levels.

* Logistics: Military logistics involve supply transport, personnel movement, and
equipment maintenance. Al optimizes fleet management, predicts anomalies, and
improves resource allocation, generating economic savings and operational efficiency.

*  Unit Training: Physical military training is costly and inherently risky. Al enables
virtual and augmented reality simulations, allowing customized training based on
individual combatant performance, improving readiness, and reducing risks.

4.4. Organizing Criteria Answers: A Tabular Approach

The different types of responses present in the tables of this work have been classified.
Now, for the explanatory section, we describe each response type and its purpose:

¢  Short Text: Responses of brief description, typically model names, acronyms, or gen-
eral categories. This is used when a concise label sufficiently conveys the information
without additional explanation.

¢ Descriptive Text: a more detailed explanation is needed without being too lengthy,
for example, in descriptions of methodologies or advantages of particular approaches:
application and objectives descriptions, or complex descriptive key factors.

*  Yes/No: Used for binary responses to indicate the presence or absence of a fea-
ture. This is useful for quick verifications, such as whether a model supports a
specific functionality.

*  Numerical Values: Quantitative indicators such as accuracy, success rates, or perfor-
mance metrics.

*  N/A (Not Available): Used when information is unavailable and /or does not apply to
the category. This is common in comparative tables when specific methods are not
implemented across all technologies.

5. AI-Driven Tactical Communication and Networks

In this section, we revisit the military technologies and systems described in Section 3,
incorporating advancements and considerations where ML has been applied to specific
components. These updates align with the criteria outlined in the methodology, highlight-
ing how ML enhances functionality and addresses challenges within these systems.

5.1. Information Network Systems

As presented in Section 3.1, information systems in tactical or military environments
are critical tools designed to support decision-making and situational awareness, C2. These
systems manage data from the rest of the systems compiled in this survey; therefore, they
are fundamental in full tactical systems.

ML can significantly enhance these systems by automating complex decision-making
processes, extracting actionable insights from large datasets, and adapting to evolving
threats. Some benefits of incorporating ML include:

* Enhanced Situational Awareness: ML algorithms can process sensor data to
identify patterns, detect anomalies, and predict adversarial actions, improving
battlefield awareness.



Systems 2025, 13, 752

16 of 54

*  Autonomous Systems: ML enables autonomous drones, surveillance systems, and
robotic units to operate with minimal human intervention from information systems.

*  Decision Support: ML provides commanders with data-driven recommendations by
integrating predictive analytics.

¢  Cybersecurity: ML fortifies systems against cyber threats by detecting and mitigating
unusual network behaviors.

In addition, these benefits bring transformative advantages for information systems
like C2, such as (i) speed, which accelerates decision-making by analyzing data in real time;
(if) accuracy, which reduces human errors in intelligence assessment; (iii) scalability, which
handles vast amounts of data efficiently; (iv) adaptability which learns and evolves with
new data to counteract emerging threats.

Various publications aim to improve information systems in military tactical environ-
ments by leveraging ML. Table 2 presents an analysis based on Criterion 1, highlighting the
most relevant publications alongside the concepts discussed in the previous section and
identifying the military areas they may impact focused on information systems. Table 3
provides an analysis based on Criterion 2, while Table 4 focuses on Criterion 3.

RL techniques have significantly enhanced tactical communication in information
systems for modern warfare scenarios. RL-based algorithms optimize decentralized multi-
agent communication within tactical networks, leveraging Cooperative Learning (CL)
agents and tactical replay databases to manage critical metrics such as signal-to-noise
ratios. In contrast, environment-dependent communication improves command support
and scalability [59]. For the Internet of Battle Things (IoBT), ML classifiers like Support
Vector Machines (SVM) and Random Forest (RF) prioritize battlefield data processing in
C2, Communications, Computers (C4ISR), although the absence of comprehensive military
datasets limits their optimization potential [60]. Similarly, ML models address spectrum
scarcity in software-defined radio (SDR) applications, with Naive Bayes and Gradient
Boosting enhancing spectrum detection and resource allocation, albeit with constrained
performance for wide-spectrum detections [61]. In predictive systems, Artificial Neural
Networks (ANN) and DL forecast enemy movements, as demonstrated by augmented
reality-enabled predictive mapping of naval adversaries. DL in enemy naval positions,
trained on game-derived datasets, highlighting applications in forecasting adversarial
intentions [62]. However, scalability and broader scenario adaptability remain challenges
in [62]. RF-based warfare simulations analyze armored and naval combat, optimizing
resource efficiency but lacking comprehensive environmental analysis or scalability [63].
The Tactical Assault Kit-ML (TAK-ML) framework, integrating battlefield sensors with
ML, facilitates real-time data harmonization and secure communication, supported by
TLS/SSL configurations [64]. Intelligent aerial combat maneuvers benefit from Long Short-
Term Memory (LSTM)-Deep Q-Network (DQN) models, enabling precise short-range
engagements despite speed limitations in deductive decision-making [65]. Hybrid RL and
probabilistic approaches in missile defense systems enhance real-time efficiency and scala-
bility, although they face challenges related to the unpredictable nature of attacking missile
trajectories [66]. Reconfigurable Intelligent Surfaces (RIS) extend tactical wireless networks,
boosting spectral and energy efficiency but requiring continuous Channel State Information
(CSI) for optimal functionality [67]. Hybrid Al models combining Graph Neural Network
(GNN) and Deep Reinforcement Learning (DRL) improve Quality of Service (QoS) in ad-
versarial environments, advancing routing and adversarial flow management [68]. Finally,
RL-based enhancements in C2 systems automate decision-making processes and enhance
operational scalability, though the lack of strategic mapping remains a limitation [69].
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Table 2. Criterion 1 for information network systems.

Ref. Application Objective Innovation Al Type Training Data Information
Decentralized multi-agent architecture to Decentralized reinforcement-based ML The actions performed by tactical agents, as
optimize communication for military approach to enhance the network, where each DIL Networks; C2IS service layers; GNN . well as the SNR ratios calculated between
[59] S R X . X L 3 X RL based on CL observations. N X o .
applications in DIL tactical networks using node is optimized by a CL agent employing architectures. each pair of units and positions, are stored in
CL techniques enhanced with ML. RL to act based on its local observations. the Tactical Replay database.
Transforming real-time data from C4ISR IoBT
. o . devices into secure, reliable, and actionable R,
Introduction of a ML c'la551f1er to determlne information, as IoBT devices must exchange C4ISR devices, IoBT devices, JointField SVM, Bayes Point Match, Boosted Decision No specific military database was fouru;l. The
[60]  what type of IoBT device data to transmit on d d ive feedback f ther devi blockchai i T Decision F ‘{ Decisi 1 study recommends conducting tests in a
the battlefield and under what conditions ata and receive feedback from other devices, ockchain network. rees, Decision Forests, and Decision Jungles. real-world environment
: such as tanks and C2 infrastructure in real '
time.
1 o . - Comparison of 4 supervised ML models:
Enhancing free spectrum detection using ML Providing flexibility and Cfmf.lgur.ablhty to Native Bayes classifier, SVM, Gradient e
[61] L address spectrum scarcity in wireless SDR and CR networks. . . e No specific military database was found.
for SDR applications. L Boosting Machine, and Distributed Random
communication systems. Forest
Predicting enemy location in naval combat Forecasting enemy naval positions and . . . . . Models ,t,ralned and tested with “World of
[62] N ; Inferring adversarial intentions. ANN and Random Forest implementations. Warships” gameplay data from former naval
using DL. movements based on known locations. officers
Predicting the winner based on seven
Warfare simulation to predict the winning characteristics: size, speed, capacity, crew . . Using 9660 battleship datasets (7728
(631 warship using Random Forest. number, attack, additional attack, and OODA loop. Supervised ML using Random Forest. training—1932 testing).
defense.
Describing the TAK-ML framework for data Exploiting battlefield sensor data to provide Every Soldier is a Sensor (ES2), TAK TAK-ML harmonizes ML libraries, sensors, TAK servers collect, fuse, and analyze data to
[64] collection, model building, and deployment . o P N !
. . - . . services for other applications. ecosystems, SA. hardware, and applications on TAK servers. enable ES2 battlefield operations.
in soldier-proximal tactical environments.
LSTM-DQN algorithm and deep network to Avoid enemy threats anc.l gther a.dvantag.es BVR aerial combat; reactive and deductive DON ar.1d Based on LSTM cell's, where' the .o
[65] L to threaten targets, enabling intelligent aerial L . perception layer converts basic states into Not specified.
solve BVR maneuver planning issues. decision-making. . . .
combat. high-dimensional SA.
Missile defense decision-making system in Facing massive missile attacks in a short time Hybrid method combining a prior probability Recommends a'ddmg' fap tors like missile
[66] . X . . N/A. X angle and increasing missile/asset types and
incomplete information scenarios. frame. hypothesis of attack and RL framework. scales
[67] ML for RIS to enhance network capacity and Maximizing ergless communication Introducing RIS technology SL, UL, RL, and FL. Not specified.
coverage. advantages with increased interactions.
Enhanced QoS of information operating in
[68] hostile environments that may host active Improving QoS in tactical MANETs. A hybrid Al model combining GNN and DRL RNN, GNN, DRL Not specified.
adversaries
[69] enhancing information in C2 systems under automating and enhancing military decision-making with capabilities of RL. RL Not specified.

modern operations

decision-making in C2 systems.
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Tactical Command s .
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Ref. Data Fusion Scenario Assistance . hi ith Oth ¢ £ Availability P Integrity d
Inference Element Against Machine with Other of Warfare Optimization Structures Spee
Threats Interface Systems
Environment- . .
Yes, Yes, requires Varies by L. Nodes
[59] N/A dep ende.nt Yes decentralized N/A CL communi- N/A topology and Yes, optimizes  Yes, extends vulnerable to Depends on
communica- . . . . network use. to nodes. nodes and CL.
tion architecture. cation. link quality. attacks.
Yes, large prici'eifilzes No, lacks Yes, devices Decision Yes, filters Yes, applies to Dynamic Decision
[60] IoBT data. battlefield Yes threat N/A 1nter.C ommu- N/A J ung}es are massive data. scenarios. threat routes. J “rTgles
data. roadmap. nicate. optimal. optimal.
. . Yes, 4 valid ..
[61] N/A Yes, studies Yes, finds free Yes, proposes N/A SDR N/A Naive Bayes Yes. Yes. Yes. Ifow for
spectrum use. spectrum. zones. . preferred. wideband.
algorithms.
.. N .
Predictive Locates 4(.) /0. Only predicts Overlay AR Ex-officers’ ANN ANN 6 Shlp.S, ne Study false ANN
[62]  map of enemy enem prediction osition ma N/A. decisions superior. superior. unit signals superior.
in AR. Yy with 3 games. p : p- : p : p : expansion. & : p :
Needs 7 . ) . . .
[63] battleship No scenario. Missing No roadmap. Win/loss N/A 7 features Slmple Slmple Future work. Too few Slmple
features. factors. only. based. algorithm. algorithm. features. algorithm.
Shareg map, Depends on Image Terrain . TAK-ML Depends on Depends on Harmonizes Harmonizes TLS/SSL in Depends on
[64]  chat, video in TAK-ML it 1 - Visual apps. info-shari dat ML and TAK-ML app and
battle. app. recognition. earning. info-sharing. app. coverage. ata. and apps. . coverage.
e Basic combat Evades Motion .
Used in flight s . Slow if using
[65] and motion model..ﬂ1ght, Assists pilot. threats, Graphical. Automzfltlc m(.)de.:ls, Short-range N/A N/A Calculat.es deductive
motion, guarantees alternative. missile combat focus. best tactics. ..
models. L e decisions.
missile. position. envelopes.
Hybrid .
Optimizes method . Hybrid
Merge attack, Unknown Integrates Uses only Adapts to Low, missile method
o Attack defense . Needs asset surpasses : s
[66] defense, and missile alternatives missile Graphical. defense list heuristic necessary available distribution enables
missile layers. distribution. ’ . system. ' defense. missiles. unknown. real-time
allocation. methods, deplovment
DQN. ployment.
Extends
. oor must attlefie nteracts wit calable nhances lin eeds
RIS Poor CSI battlefield I ith Needs Improves g .12ble RIS  Enhances link Need
[67] retransmits . N/A N/A N/A accurate energy : )
be addressed. wireless other systems. . - structure. quality. real-time data.
data. channel info. efficiency.

network.
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Tactical Command . .
. . . Roadmaps Human- Language Human Rules O, Resource Scalability of . Reaction
Ref.  Data Fusion Scenario Assistance . . . Availability Co . Integrity
Against Machine with Other of Warfare Optimization Structures Speed
Inference Element
Threats Interface Systems
Active . Must . .
[68] Adversary adversary .l\.Io . Improves C_;raphlcal communicate N/A Not specified. . QoS . No Predicted by Slow info
flow data. specification. defense. implied. . optimization. network. update.
data. with C2.
. Should
[69] From vanous Central C2 Through C2. consider it as C2 system. Not specified. N/A Not specified. No Yes Very robust. Fas.t, real
operations. system. 2 time.
Table 4. Criterion 3 for information network systems.
. Command . Military New . . Ground Naval c e . -
Ref. Army War Strategies Support Cybersecurity Intelligence Constructions Air Operations Operations Operations Logistics Unit Training
[59] Land Yes Yes Study. node / CL Yes N/A Possible, few Yes Possible, few Yes Yes
manipulation nodes nodes
Use game
[60] Land Yes Yes theory for data Yes N/A N/A Yes N/A Yes Yes
deception
Yes, free Yes, free . .
[61] Land N/A spectrum Study spectrum spectrum N/A Possible Yes Possible Possible V\.’lth Possible
manipulation fewer devices
system system
False signals for ~ Prediction with New naval Algorithm Algorithm
[62] Navy Yes Yes deception satellite/UAVs Platfor.ms modifiable modifiable Yes Yes Yes
incentive
Yes, Random New naval . .
¢ Algorithm Algorithm
0,
[63] Navy Forest 80% Yes N/A Yes Platfor.ms modifiable modifiable Yes Yes Yes
accuracy incentive
Study false Yes, new Yes, for
Yes, depends Yes, depends signals or Yes, depends o N L. Yes, depends Yes, depends
[64] Land T e e applications No, primarily Yes asymmetric T T
on application on application TLS/SSL on application possible warfare on application on application
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Table 4. Cont.

. Command . Military New . . Ground Naval - . -
Ref. Army War Strategies Support Cybersecurity Intelligence Constructions Air Operations Operations Operations Logistics Unit Training
. Study
[65] Air and Space S\ée:f,:erlfa()l - Yes, action plan  interference in N/A N/A Yes Algorithm Algorithm N/A Yes, adapts to
P rategy for aircraft decision- modifiable modifiable simulations
missile launch .
making
s . Converge with . .
Yes, prioritize Yes, missile s Algorithm Algorithm Yes, adapts to
[66] Land assets allocation N/A . mll}tary N/A Yes modifiable modifiable N/A simulations
intelligence
Yes, wireless . . . Yes, train
[67] Land network for Yes, real.-tlme St.udy wireless Yes, RIS with N/A Yes Yes Yes N/A network usage
N battle info interference UAVs
battlefield info for battle
[68] Land No Yes No Yes N/A Yes Yes Yes N/A N/A
[69] All Yes Yes No No N/A Yes Yes Yes No No
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The studies [59-69] for information systems predominantly focus on ground and
navy operations, with fewer addressing air and space systems as compiled in Table 4.
Most references support systems for real-time command and battle information sharing.
Diverse approaches, including using game theory for deception and studying spectrum
manipulation, are considered for cybersecurity. Military intelligence emphasizes satellite
or UAV data to enhance predictions and integrate intelligence into tactical decisions.

Maintenance, new constructions, and logistics are less frequently covered but include
emerging technologies like DT [64] for maintenance and adaptable frameworks for logistic
support. Some studies suggest unique methodologies like deception tactics using false
signals or prioritization models for asset defense. A few highlight potential gaps, e.g., the
absence of applications in asymmetric warfare scenarios.

We also highlight another work in our analysis. However, it is not included in the main
tables, as these are preliminary proposals that do not yet consistently encompass the full
scope of tactical communications and networking data. This is the case, for example, recent
research efforts have started to investigate the application of blockchain technology in
tactical networks [70], to enhance security in interoperability environments and safeguard
information exchanged between allied coalition systems.

5.2. Image Surveillance Systems

An image surveillance system integrated with Al algorithms can detect anomalies,
classify targets, and predict potential risks. Thus, it is critical for reconnaissance, battlefield
monitoring, and securing military installations.

Nowadays, in the commercial world, surveillance systems are installed in companies
or governments that utilize ML techniques [71]. For example, there are CCTV systems
where the processing and control units apply methods such as facial recognition, fingerprint
identification, and automatic detection of aggressive human behavior or theft. These
systems can directly request the presence of state security forces in the area, among other
applications. However, the reviewed literature contains very few specific references to
defense systems. Therefore, the three most relevant studies have been selected. These
studies would be highly useful in specific military environments. ML enhances military
image surveillance by processing vast visual data, enabling:

*  Enhanced Threat Detection: ML models, such as CNNs, can identify and classify
objects like weapons, vehicles, or intruders in real time. For instance, ref. [72] utilized
You Only Look Once (YOLO) version 2, YOLOv3, and Faster Region-based CNN
(RCNN) Faster-RCNN for automatic weapon detection, demonstrating the potential
for rapid and accurate threat identification using CCTV feeds.

e Improved Accuracy: ML aids in reducing false positives and negatives by learning
from diverse datasets, including thermal and infrared images. Thermal imaging
applications, such as those in [73], leverage models like YOLOVS, achieving a mean
Average Precision (mAP) of 96%, even in challenging environmental conditions.

*  Anomaly Detection: Algorithms like AutoEncoder (AE) can identify unusual activ-
ities or objects, enhancing perimeter security. This capability has been effectively
demonstrated in radar-based applications [74], where noise-removal AE improved
underwater image quality for better anomaly detection.

*  Operational Efficiency: Autonomous systems, powered by ML, can monitor areas
continuously with minimal human intervention, optimizing resource utilization. For
example, the drone detection systems in [75] employed Faster-RCNN and YOLOv3
models to enable high-accuracy UAV tracking in diverse aerial scenarios.

e  Data Fusion and Tactical Insights: ML enables the fusion of multimodal data, such
as infrared and visible images, to provide more precise and informative surveillance
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outputs. As shown in [76], Deep Supervised Generative (DSG)-Fusion techniques
allow for integrating multiple image sources, aiding tactical scenario analysis.

*  Resource Optimization and Scalability: These systems can scale efficiently to handle
increasing data loads while maintaining high performance. For instance, ref. [77]
demonstrated real-time military aircraft detection using TensorFlow-based CNNs on
large annotated datasets, ensuring scalable and reliable surveillance operations.

These advantages make ML essential for modern military surveillance, tackling varied
terrains, environmental factors, and emerging threats. New ML architectures, like Genera-
tive Adversarial Network (GAN) and advanced pre-processing techniques, facilitate the
creation of robust, efficient, and scalable systems for military use. Incorporating ergonomic
human-machine interfaces [75] and real-time alert systems [72] highlights how ML can
comprehensively enhance military surveillance capabilities.

Various publications aim to improve image surveillance systems by leveraging ML.
Table 5 presents an analysis based on Criterion 1, highlighting the most relevant publica-
tions alongside the concepts discussed in the previous section and identifying the military
areas they may impact. Table 6 provides an analysis based on Criterion 2, while Table 7
focuses on Criterion 3.

5.3. Electronic Warfare Systems

ML has a wide field of applications in EW. Within the ESM field, it could automate the
identification and search for radioelectric emissions by studying and learning the available
libraries. In the ECM area, it could recommend the type of countermeasure the strategy to
be used and, finally, related to EPM, based on the disturbance received, it could automate
the frequency hopping of the agile frequency transmitting radars to avoid being canceled.
Given that, incorporating ML in EW systems offers several significant advantages that can
be summarized as follows:

¢  Enhanced Threat Detection: ML algorithms improve threat detection and classifica-
tion by analyzing vast datasets to identify patterns and anomalies that may indicate
hostile activities. This capability allows for real-time adaptive responses, improving
the system’s effectiveness in dynamic environments.

*  Automation: ML facilitates the automation of signal-processing tasks, reducing the
cognitive load on human operators and increasing operational efficiency. By learning
from historical data, ML models can predict and counteract enemy tactics, providing
a strategic advantage.

e  Adaptation: ML-driven EW systems can continuously evolve, adapting to new threats
and technologies without requiring extensive reprogramming. This adaptability
ensures that military forces maintain a technological edge over adversaries.

¢ Integration: The integration of ML into EW systems supports the development of more
sophisticated jamming and deception techniques, enhancing the ability to disrupt
enemy communications and radar systems. ML significantly increases EW operations’

capability, adaptability, and resilience.

Thus, different works in the literature aim to improve EW by leveraging ML. Table 8
presents an analysis based on Criterion 1, highlighting the most relevant works alongside
the concepts discussed in Section 4 and identifying the military areas they may impact
focused on EW. Table 9 provides an analysis based on Criterion 2, while Table 10 focuses
on Criterion 3. Note that some of the publications presented show an N/A in some criteria
due to their lack of relevance.
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Table 5. Criterion 1 for image surveillance systems.

Ref. Application Objective Innovation Al Type Training Data Information
Automatic weapon detection in Balances real-time performance . . Custom dataset from web and
[72] . . p . . P ROI-based object detection. VGGI16, YOLOvV3, YOLOV4, etc. )
real time using CCTV videos. with accuracy. videos.
Thermal human detection for . . .
[73] security operations Achieves 96% mAP. YOLOVS for thermal imaging. YOLOV7, YOLOVS. Augmented thermal datasets.
Improving laser-coded images for Resolves turbid environment . .
[74] P ungerwa ter systems & challenges Noise removal autoencoder. Shallow and deep networks. Lab-collected images.
Autonomous drone detection and High accuracy with optimized . . o .
[75] tracking & meymory P Unified Object Scale Optimization. YOLOvV3, Mask R-CNN. Kaggle/custom drone images.
Fusion of infrared and visible . . . . .
[76] spectrum images Texture retention in fused images. Double-flow guided filter. VGG, GAN. Not specified.
Military aircraft detection for . . .. . . .
[77] realytime surveillance Reliable under varying conditions. =~ TensorFlow-based pre-processing. CNN. Large dataset with annotations.
Foreign object detection in radio . . . . . . .
[78] imaging Accurate in noisy environments. YOLOV3 applied to radar images. CNN, YOLOv3. Synthetic RF radar images.
Military vehicle recognition usin, High resource demand for neural . . . Social media images with
[79] y & & & Transfer learning with ResNet50. ResNet50, Xception. '8
small datasets. networks. augmentation.
Table 6. Criterion 2 for image surveillance systems.
Tactical Command Offer E;;gl(:::;?:—ic Universal Human Rules Resource Scalability of
Ref. Data Fusion Scenario Assistance Roadmaps . Language with Availability PR y Integrity Reaction Speed
. Machine of Warfare Optimization Structures
Inference Element Against Threats Other Systems
Interface
. . Not indicated, Associated with o X
(72] Multi-angle Weapon Defense system  Alerts in case of but should be light- N/A Real time N/A More classes 99% confidence Improve
images occlusion issues applications threat ergonomic ing/weapons needed score precision
Thermal . Improves Security . . .
(73] imaging Robust in human Enhances threat Interpr.etable infrastructure N/A Real time with Processing Supports larger 96% mAP Real-time alerts
fog/smoke - awareness thermal imagery . - YOLOv8 efficiency datasets
datasets detection integration
Better scatterin; Enhances Ergonomic and Sonar Improves image Extends No behavior
[74] Laser images erng underwater N/A r8om0 g, N/A pPre & detection range N/A under Not indicated
suppression . . visual interface compatibility quality by 25% X . .
imaging in turbid zones disturbance
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Table 6. Cont.

) Ergonomic .
Tactical Command Offer Universal s
. . . Human- . Human Rules Taress Resource Scalability of . .
Ref. Data Fusion Scenario Assistance Roadmaps . Language with Availability e . Integrity Reaction Speed
. Machine of Warfare Optimization Structures
Inference Element Against Threats Other Systems
Interface
Multi-frame Enhances Compatible Designed for High UAV
. Effective in ; Warns UAV User-friendly with e, . Memory Tracks multiple . Low-latency
[75] fusion for . . real-time drone X military High frame rate NS detection .
aerial scenarios . threats platform multi-sensor . optimization drones S detection
drones detection . compliance reliability
tracking
Influenced by i qos . Fire No countermea-
[76] Infrared and atmospheric Aids in target N/A Good visual control/CCTV N/A Real time N/A Scales to CCTV sures for heat Low latency
visible fusion . identification interface L systems .
conditions application deception
Aireraft Coordinates
Diverse detection in Precise Aerial threat Simplifies . o Standards . . Resource- Large-scale Reliable in .
[77] . . o . with monitoring . Rapid detection L . Fast processing
perspectives varied localization alerts detection systems compliance efficient monitoring challenges
conditions Y
. . Reliable in noisy Detects Identifies Intuitive radar Adaptable for Real-time Minimal dataset Various radar Reliable .
[78] Radar imaging . concealed . X B N/A . . . 11 P . Quick response
environments objects explosives interface radar warnings imaging reliability applications detection
Identifies Enhan
Augmented vehicles in Aids tactical Vehicle threat Snnances Integrates with Standards Real-time Efficient dataset High accuracy .
[79] . Py . situational - . - Scales to fleets N i Minimal latency
datasets dynamic decisions insights awareness vehicle systems compliance processing use in conditions
settings
Table 7. Criterion 3 for image surveillance systems.
Ref. Army War Strategies Command Cybersecurity Mll}tary New. Air Operations Groufld Nav?l Logistics Unit Training
Support Intelligence Constructions Operations Operations
CCTV detects ' CCTV . I .
Conf; threat: Aid t Syst t d
[72] Land armed OTUirms Fareats dependent 168 monutoring N/A N/A N/A N/A N/A ystems tramne
using data. in zones. for monitoring.
personnel. systems.
Th 1 Al forl I ifi R id i Th 1 traini
[73] Land ermal systems A erts or low N/A dent} ies targets N/A escue aid in N/A N/A N/A erma training
detect threats. visibility risks. in fog. missions. improves.
Supports Improves Captures in Training for
[74]  Land command tactical N/A turbid N/A N/A N/A N/A N/A imaging
weapon data. decisions. conditions. systems.
[75]  Land Tracks UAVs in Drone data aids N/A Predicts aerial N/A Impr(?ves UAV N/A N/A N/A Drone ’Fraining
combat. command. threats. usage in combat. readiness.




Systems 2025, 13, 752

25 of 54

Table 7. Cont.

Command

Military

New

Ground

Naval

Ref. Army War Strategies Support Cybersecurity Intelligence Constructions Air Operations Operations Operations Logistics Unit Training
Alternate
Captures clearer Better tactical viewpoints Operational
[76] Land images. insights. N/A support N/A N/A N/A N/A N/A training needed.
missions.
[77]  Land Alrcrgft tracking Prec1s§ aerial Relies on secure  Supports t.actlcal N/A Inmghts for N/A N/A N/A Aerlal. imagery
aids ops. surveillance. channels. analysis. aerial ops. training.
Radar images Supports precise Enhances Tracks threats Urban detection Improves system
78] Land find IEDs. commands. detection. with accuracy. N/A tools aid ops. N/A N/A N/A training.
[79] Land Vehicle ID in Bett.er_ fleet Secure data M111.tar_y vehicle N/A Scalable tracking N/A N/A Logistics .ald Fleeﬁ-based
combat. decisions. usage. insights. systems. fleet tracking. training.
Table 8. Criterion 1 for electronic warfare systems.
Ref. Application Objective Innovation Al Type Training Data Information
. o . . - Decision tree is automatically
[80] Integrated ML-assisted system. Detect an(:.l corpbat hostile radars, ML Cognitive and multimode radar Au.tomatlc d_ec151on tree generator, generated from simulated EW
to classify signals, CEW system. systems. diffuse logic model and LSTM.
encounters and data.
Stand-alone threat detection decision R . .
3D Explorer Space Program to e . . i . Deep Deterministic Policy Gradient
[81] Simulate CEW Environments. process, classification iand CEW tasks with DRL Algorithm. Variational Bayesian method. Algorithm (DDPG).
countermeasure selection.
Reduced electromagnetlc wave shape Improve computational efficiency of Coupling be.tween representation and Supervised and Unsupervised It is not contemplated. Underlying
[82]  model construction, for radar and EW . . algorithms operating on . . . e
. . radar and EW simulations. . Machine Learning. sources of error were identified.
simulations. representation.
CNN-based method for classifying 1D-CNN designed to classify radar . g g SVM, Decision Tree Classifiers, Logistic Limited training samples. A
[83] radar interference signal. interference signals. Stamese-CNN (S-CNN) Regression and RE. CNN-based simesan network.
ML-based GNSS models to improve Deliver low-cost, high-performance Positioning, Navigation and Timin:
[84] robustness and position signal s MNP . & 5 . & 213 application studies from 2000 to 2021. Mostly used RF, SVM, ANN and CNN.
solution. Time to First Correction (TTFF)
performance.
Two deep learning-based methods for DNN on manually extracted feature Press Description Word (PDW), Lon Training data built from the library.
[85] predicting the proper interference values from the PDW list and using Short-TeI;m Memor (LSTM) &  DNN of different structures and LSTM. Trained ML model to predict
technique. LSTM that takes the PDW list as input. y ’ interference technique.
[36] CNN-based radio fingerprinting. Timely interception of tactical and Transform the identification and CNN. IQ Data and Image Processing.

strategic transmissions.

classification of RF signals.
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Table 9. Criterion 2 for electronic warfare systems.
. Ergonomic .
Tactical Command & Universal
Ref. Data Fusio i i Offe}' Roadmaps Humgn— . Human Rules of o 1ens Resource Scalability of . .
uston Iicfeerl}:;lcoe Agls;frtlaeﬁie Against Threats i\/[:lcl;me I(‘;trﬁ%l:gg;s:: ;:llsl Warfare Availability Optimization Structur{s Integrity Reaction Speed
nterface
Yes, system Satisfactory
g . : Each D d: h
Yes, Yes, systems detects, acquires El tYes,‘ t};: X The interface is Yes, with other Ob}slervenli radar resultsin a Better result Yes, focus allows siﬁulzizavlvgg egies?ar?czr;: ¢
environments must accuratel and follows ectronic Attac] not specified b radar systems threat level simulated wi - f i i ;
[80] fre ey (EA) assessment P y Y determined b environment th short-term automatic times and which the
difficult to model their goals, and del ~ supposedly and countermea- . Y h H memory neural updates in successful location of the
analyze. environment. guides the moge; recom: visual sures. distance and against multiple network progress missions were threat i
) mendations. : mode. multifunction ) ’ e
platform. radars recorded. assumed.
UAVspeedand 000 D
direction of P Partial The interaction UAV movement
motion need to the+rré1assg;ri1arrll1ap Yes, to locate B;r:g g}%gﬁv ) o observability of Detection sensor between each prioritizes
[81] be controlled jnferznce or ground stations No, it is not No, it is not station use In this Cas‘frl:t is  the environment, No, it is not modules and part and the physical
while verifying Tvi that are contemplated. considered. radar-like a game-ike and physical considered countermeasure  environment has restrictions of
the integrity of al&’p ying transmitting. observation simulation. UAV . weapons can be a clear movement over
the CEW system evolutionary Sensors. maneuverability expanded. mathematical CEW system
function. C::éf}l: ;ldng restrictions. model. operation.
Loss of
. Seeks to information due Learning
Yes, there is a formulate to morphism ) problem should Wc?rsens by Improyement
representative learning and error in the Yes, monhlsm be formulated in being more with
[82] coupling of the N/A N/A N/A N/A problem in a N/A approximations avoids a unified way to truthful about approximate
sampled signal unified way to of the computational increase the sampled morphism based
and morphism. increase supervised bottleneck. effectiveness of representatl'ons on features of a
efficiency. learning the outcome. than morphism. reduced model.
algorithm.
Yes, this
S-CNN to electromagnetic Yes, 1D-CNN
classify different signal experimental 12 typical types
[83] interference N/A classification N/A N/A N/A N/A result. S-CNN N/A N/A _ of radar N/A
signals with method can give _result under interference
limited samples. enemy limited training signals.
information. samples.
Dependent,
Yes, GNSS i Yes, early SVMl: eed does
bot%s,in o ;ﬁd detection of Reduce Yes. itis th | Sources of errors not II:\eet the
[84] N/A faults and N/A N/A A maintenance es, it is the goal exist for )
env(i)rcfglc;izl;lts aucaf;‘lalgadez(r)ors / / N /A de ffort and with ML. /A satellite-based reqliieraelr-r:grr:fs for
. . . owntime. ositioning.
timely correct it. P & interference
monitoring.
Yes, ML model Yes, predicts Irl,‘tﬁrgerencfJ
generates 4 Yes, suggest an method can be Yes, the icti .
85 interference __proper interference predicted for predicted acfsfz?cl Ctg;r:he meDtI}:Igi l?afs ecl
(851 techniques for N/A interference technique before N/A N/A N/A unknown radar interference N/A LSTMy del th ngT?\?I “
incoming threat technique in the a threat. signal with an method will be h'm}(: €] anth 5
face of a threat. ’ average accuracy used first. was higher. method.

signals.

of about 92%.
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Table 9. Cont.
. Ergonomic .
Tactical Command Universal s
. . . Offer Roadmaps Human- . Human Rules of ot Resource Scalability of . .
Ref. Data Fusion Scenario Assistance f s Language with Availability PO Integrity Reaction Speed
Inference Element Against Threats i\r/{:lecrl;:;(; Other Systems Warfare Optimization Structures
Consistency in
. . e in SNR
Hybrid Yes, identifying P accuracy in
¢ ted .
multi-level Yes, confirming high-value CO;S:;% fmd Yes, the hybrid &g?ﬁgﬂfg
approach for transmitter targets and . approach =
[86] 1Q IData and fingerprinting identification in ass%st‘ing in N/A N/A N/A ZOlLalg%ncslrf;I? l: reduces N/A bprOcCleSSlr(;gl N/A
mage. and confirming a dynamic and Identification fog both mﬂifir computational ﬁf,w?g aﬁ ®
. trafksmitﬁer wider spectrum. Frignd or 1_:0e, and civilian use).] load. exponential
identification anti-spoofin P
. P g- decline in
accuracy.
Table 10. Criterion 3 for electronic warfare systems.
War Strategies in Command . Military New . . Ground . - . ..
Ref. Army Armed Conflicts Decision Support Cybersecurity Intelligence Constructions Air Operations Operations Naval Operations Logistics Unit Training
Yes, . . Yes, although the
electromagnetic ?:ﬁggrlgéﬁgzgt algorithm collects CY:;,a Efl‘l/vtyUaﬁX Yes, operator
[80] Air and Space. signal capture e%nd anticipates N/A real-time data drives projects like Yes Could be applied. Could be applied. N/A training would be
classification is o there is a signal E convenient.
vital decisions. database NGJ-MB.
Yes’ér%ﬁ)slgﬁssi?rt\ion Yes, an imminent Yes, location of Yes, operator
[81] Air and Space. ) detection—_ dar;rg:irdd e;teecst ed N/A translmitﬁng earth Yesc,ane;vcviy .AV Yes Could be applied. Could be applied. N/A training wpuld be
P pacity.
1nterferelnce is decisions stations. convenient.
vital. .
e o e May be applied May be applied May be applied
; considered in new ay be applied on ay be applied on ay be applied on
(821 Air and Space. N/A N/A N/A N/A radar and EW radar and EW. radar and EW. radar and EW. N/A N/A
processing.
Yes, signal Yes, signal
[83] Ground. classification gives Yes N/A classification gives N/A Yes Yes Yes N/A N/A
enemy enemy
information. information.
Yes, may cause
/ interference with Yes, an accurate Yes, identifies unit
(84 Ground. GPS signal from signal is needed. N/A positions. N/A Yes Yes Yes N/A N/A
units.
; Yes, it could be Yes, you can
Yes, can cause Ye.s'tlt Frepares associated with the predict which Yes, it hould
[85] Ground. radar interference Interierence N/A military and with N/A Yes Yes Yes interference s, 1ts use shou
system such as a . be trained.
or enemy EW. pitcher the interference systems to have
: system. armed.
Yes, a Yes, considering N
Yes, RF X L i . . es, RE )
Yes, interception of fingerprinting Securlty and CO;EE;ES?Z? ¢ tgfamﬁi: r(;(f:1 ffmgfe P rinting mn
[86] Alr, %round and crucial tactlgal and servesasa . Oper.atlonal fingerprinting and previous Yes Yes Yes Ortzlymg sec uniy N/A
pace. strategic comerstone n integrity by RF firmi approaches, a and operational
transmissions. ensuring seamless fingerprinting. confirming PP: ,a integrity within
operations transmitter hybrid approach is
perations. identification. the EW spectrum.

proposed.
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These publications collectively underscore the advancements in EW systems by inte-
grating ML, improving decision-making, threat detection, and operational efficiency. An
integrated ML-assisted EW system that autonomously navigates and assesses threats using
cognitive and multimode radar systems is discussed in [80]. In [81], a 3D Explorer Space
Program is presented for simulating CEW environments with UAVs, focusing on threat
detection and countermeasure selection using DRL algorithms. Ref. [82] addresses the
construction of reduced electromagnetic wave shape models to improve computational
efficiency in radar and EW simulations. A Convolutional Neural Network (CNN)-based
method is presented in [83] for classifying radar interference signals, emphasizing using
Siamese-CNN for effective classification with limited training samples. Ref. [84] uses vari-
ous ML techniques to explore ML-based Global Navigation Satellite System (GNSS) models
to enhance signal robustness and performance in hostile environments. Deep learning
methods are detailed in [85] for predicting interference techniques, employing Deep Neural
Networks (DNN) and LSTM networks for accurate threat response. CNN-based radio
fingerprinting is focused on [86] to intercept crucial transmissions and segregate radios
based on significance, enhancing radio-frequency signal identification and classification.

The technologies used for EW systems integrate with or operate with the other systems,
which is explained here. They are mainly combined with the radar system discussed in the
following section.

5.4. Radar Systems

Radar systems have undergone significant advancements in recent years. Authors
in [87] provide a comprehensive overview of Al approaches to enhance radar data-
processing tasks. These approaches can refine existing methods or even replace con-
ventional techniques with more powerful alternatives. For instance, this study [87] explores
methods for identifying disruptions in air traffic control, distinguishing legitimate targets
from parasitic echoes such as weather phenomena or bird activity. Additionally, it delves
into marine environments, focusing on differentiating land clutter, calm sea clutter, rough
sea clutter, and composite clutter.

From a radar signal-processing perspective, the authors in [88] analyze the role of ML
in military services, among other applications. CNN and SVM are the primary techniques
suggested for improving radar signal processing in these contexts.

Integrating ML into radar systems is not merely a technological advancement but a
necessity to meet the challenges posed by modern operational environments. Traditional
radar techniques, while effective, are often limited in handling the increasing complexity of
tasks such as:

*  Clutter Suppression: Conventional algorithms struggle to differentiate meaningful
targets from environmental noise or clutter in dynamic scenarios like urban areas or
rough seas. ML models, trained on diverse datasets, excel at recognizing patterns and
suppressing noise, thus improving target detection accuracy.

e Real-Time Adaptability: Radar systems must adapt to rapidly changing environ-
ments, such as varying weather conditions or evolving combat scenarios. ML enables
systems to learn and adjust quickly, enhancing situational awareness and decision-
making capabilities.

*  Automation of Complex Tasks: Modern radar systems handle large volumes of data,
requiring efficient automation of tasks like anomaly detection, predictive maintenance,
and data fusion. ML algorithms provide the computational power and intelligence to
automate these processes without compromising accuracy.

We can find the following benefits of ML for radar systems:
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*  Robust Performance in Complex Environments: ML models can adapt to complex
scenarios, including multi-path effects, electromagnetic interference, or high-clutter
environments, maintaining high performance where traditional methods falter.

¢  Enhanced Detection and Classification: ML algorithms significantly improve the
detection and classification of targets by learning from extensive datasets. This is
particularly useful in distinguishing between similar objects, such as UAVs and birds,
or identifying subtle changes in terrain.

*  Predictive and Proactive Capabilities: Incorporating ML allows radar systems to
predict potential issues, such as equipment failures or evolving threats, enabling
proactive measures.

* Increased Efficiency: By automating repetitive or computationally intensive tasks, ML
reduces the workload on human operators and accelerates processing speeds, making
real-time analysis feasible.

In the field of radar systems, there is extensive literature on applications outside
the defense domain. However, its application in this context is more limited. For this
reason, we have focused in this work on its specific application in tactical environments
and conducted a detailed study. Following the established criteria in Section 4 for analyzing
ML applications in defense, the analysis for radar systems is summarized in Tables 11-13,
corresponding to Criteria 1, Criteria 2, and Criteria 3, respectively.

Table 11. Criterion 1 for radar systems.

Ref. Application Objective Innovation Al Type Training Data
[88] Maintenance of air Detect faults Fault detection using Random Forest, MLP, Data collected in faulty
defense radar systems multiple ML models etc. and normal states
SAR data analysis for Automatic target CNN for noise removal Data augmentation for
(8] HD imaging recognition and segmentation CNN, RNN, AE, etc. SAR-ATR
Radar resource Improve reaction time Multifunction radar with Limited data from
[90] P CNN
management and integrity adaptive features exceptional cases
[91]  Airborne target detection Classify targets as fixed- Two-stage CNN for CNN 83,740 Doppler images
or rotary-wing aircraft noise filtering
[92] Radar scan clusterin; Reduce dataset size Dens1ty—base.d clustering Unsupervised learnin: Real dataset
& p &
algorithm
[93] MIMO rzzlcie;‘ waveform Imprlove loca.h.zatlf)n and  Deep res.ldl.lal petwork DL (CON model) Adam algorlthm with
gn clutter mitigation optimization unsupervised COF
[04] Pulsed Doppler radar Improve CFAR RadCNN for low SNR CNN 182,000 files for
detection performance scenarios training/testing
N _Redgce radar . Optimized ML-based . 9 homogeneous and
[95] Situational awareness cross-section processing . K-Means
clustering heterogeneous clusters

time

In [88], condition-based maintenance for air defense radar systems is explored utilizing
a variety of ML models like RF, Multi-Layer Perceptron (MLP), and XGBoost to distinguish
between malfunctions and normal conditions. Another reference, ref. [89] highlights using
CNNs in Synthetic Aperture Radar (SAR) for automatic target recognition and classification
of land types. Similarly, ref. [90] uses CNNs in radar resource management to enhance
performance under high-target loads, while [91] focuses on improving the detection and
classification of airborne targets using CNNs for real-time air traffic control. Other references
also employ ML techniques, such as unsupervised learning and CNN-based detectors, to
address issues like computational complexity, noise reduction, and radar accuracy in various
operational scenarios. Ref. [93] focuses on developing unimodular waveforms for Multiple-
Input Multiple-Output (MIMO) radar to enhance localization accuracy, clutter mitigation,
and Doppler ambiguity reduction. It employs a deep residual network-based optimization
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approach and uses the Adam algorithm for unsupervised optimization. A CNN-based
detector called RadCNN is introduced in [94], replacing standard Constant False Alarm
Rate (CFAR) detectors in pulsed Doppler radar. RadCNN improves performance in low
Signal-to-Noise Ratio (SNR) scenarios with significantly reduced computational complexity,
leveraging 182,000 training samples for evaluation. Lastly, ref. [95] discusses SAR in fighter
aircraft by reducing the time complexity in processing radar cross-section matrices through
optimized clustering techniques, utilizing methods like K-Means and Ellipsoidal Radar
Cross Section (RCS) modeling to classify data into nine clusters.

Key highlights in Table 12 include data-fusion capabilities, with several approaches
integrating multiple data streams and leveraging advanced ML methods, such as CNNs
for SAR domains [89] and MIMO radars [90]. Tactical scenario inference is unevenly ad-
dressed; while ML aids in overloading scenarios [90], others focus on improving detection
accuracy [94]. Command assistance is emphasized in systems improving target classifi-
cation [91] or enabling real-time responses [94]. Resource optimization and scalability
vary significantly, with some approaches emphasizing low computational complexity [94]
or adaptive algorithms for efficiency [92]. Integrity and reaction speed are enhanced in
systems using noise reduction techniques and high-performance ML algorithms [91,93].
Compatibility with other systems, ergonomics, and adherence to human warfare rules are
less consistently addressed, highlighting lines for future advancements.

Table 13 summarizes radar systems’ contributions to war strategies, decision support,
and operational activities. Notable findings include the use of radar in air and space
operations, often integrating advanced image processing, terrain analysis, and target
identification techniques for command support and intelligence [89-91]. Some studies
emphasize their ability to provide real-time data for secure decision-making [94], while
others highlight specific adaptations for combat, such as handling rotary-wing threats [91].
Applications extend to logistics, unit training, and maintenance, although cybersecurity and
new construction coverage is limited. Emerging research points to training requirements
for algorithm use and deception strategies [92,93]. These systems enhance battlefield
communication and precision, aiding pilots and operators in dynamic scenarios [88,95].

5.5. Unmanned Systems

Integrating ML into military drones will create a valuable weapon in armed conflicts.
The ideal scenario in a land battle would be a swarm of economic, autonomous, stealthy
mini-drones with enemy recognition and lethal capacity. There is still a long way to go
before realizing that idea of science fiction. Still, there are already many ML studies to
improve the reliability of UAVs concerning their performance and communication delays,
the efficiency of resource management, and their performance based on their roles or
missions, as seen in [96].
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Table 12. Criterion 2 for radar systems.
. Offer Ergonomic Universal
Tactical Command - .
Ref.  Data Fusion Scenario Assistance Roadmaps Human- Language Human Rules Availability Resource Scalability of Integrity Reaction
Against Machine with Other of Warfare Optimization Structures Speed
Inference Element
Threats Interface Systems
Yes, streams True positive
[88]  from different No No No No Yes, with EW N/A Medium No Future works ra té)' 0.84 N/A
states o
if;rsllsl;;l;gnd No. potential Yes, visual Continuation nI:ts;l(fjlis Uses Feasibility of Video Testing of DL
[89] '8 o p info for of N/A . N/A large-scale CNN learning application algorithms N/A
CNN learning  improvement compatible . .
command development . datasets in SAR possible needed
to SAR with systems
Yes,
exploration
Yes, ML for . Low, no Radar has Yes, ML
Yes, MIMO ¢ system for Yes, integrates Yes, . - I
[90] radars overloaded ESM, EA, N/A N/A ESM/EA EA-specific phys'lcal mult}ple N/A improves N/A
radars . testing functions integrity
communica-
tion
Two- Higher,
dimensional Yes, identifies Two-stage ro d%lces, Eliminates 96% target Higher,
[91] radar, N/A L N/A . & N/A N/A SO CFAR/peak N/A hits, 85% discards 30%
. . aircraft type noise removal filtering - . .
single/series detection noise noise
stages
pulses
PDF projects Adaptive Yes, dense Hicher Determines Efficient Fast adaptive
[92] dataset into cluster target info N/A N/A N/A N/A gher, parameters N/A density-based mean-shift
. . reduces time . . .
1D space extraction extraction for clustering scanning algorithm
MIMO radar Yes, improved . Superior Solves Feasible
waveform waveform Yes, integrates performance, waveform Possible use Waveform within compu-
[93] e . N/A N/A N/A communica- N/A acceptable . . enhances .
facilitates im- adds . R design in warfare . - tational
. O tion systems optimization integrity .
plementation capabilities time problem complexity
Yes, affects Yes. realtime Real-time Outperforms RadCNN RadCNN Real-time
[94] N/A detection ’ N/A s N/A N/A CFAR reduces N/A superior to o
response noise filtering . ) feasibility
results techniques complexity state-of-art
Single data Residual
[95] sﬁeam Full SA No Yes No No Full No No No error: N/A

118807.63




Systems 2025, 13, 752

32 of 54

Table 13. Criterion 3 for radar systems.

War Strategies Command Milita New Ground Naval
Ref. Army in Armed Decision Cybersecurity Hary . Air Operations . . Logistics Unit Training
Conflicts Support Intelligence Constructions Operations Operations
Yes, evaluation
[88] Air No specified of an air defense Not included No No Yes No No N/A N/A
system
Yes, they Yes, decisions (I);‘Elel fdo ?;‘:;i seyieﬁ:’tgizn Yes, its use
[89] Air and Space depend on the based on & N N/A Yes Yes Yes N/A should be
. . of the data change analysis, :
images. images. ¢ . trained.
processor. terrain analysis.
Yes, exploration Yes, its use
[90] Air and Space Yes, ESM and and N/A Yes, database. N/A Yes Yes Yes N/A should be
P EA
’ communication. trained.
Yes, the
presence of Yes, different
many ways of Yes, implies new
rotary-wing attackin Yes, identifies deV,eIO ments to Yes, its use
[91] Air and Space enemies ' g N/A. the type of P Yes Yes Yes N/A should be
. . fixed-wing to - avoid such -
(including ‘ aircraft. o trained.
rotary-wing classification.
UAVs) changes tareets
the command gets-
strategy.
Yes, identifies Yesé‘t:lgievzvta}?eto
[92] Air and Space N/A targets in dense N/A N/A N/A Yes Yes Yes N/A algorithm could
areas. .
be trained.
Yes, it can
provide Yes, greater Ye Yes, the way to
. communication security in es, more deceive the
[93] Air and Space in battle and decision- N/A _ accurate N/A Yes Yes Yes N/A algorithm could
. information. .
greater making. be trained.
precision.
Yes, more Yes, the way to
. Yes, real-time information deceive the
[94] Air and Space N/A information. N/A available with N/A Yes Yes Yes N/A algorithm could
less SNR ratio. be trained.
Pilots to assess,
anticipate, and
[95] Air respond adeptly 1 4 pilots No No N/A Yes No No N/A N/A
to dynamic
combat

scenarios.
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Therefore, ML has revolutionized the capabilities of US in military contexts, offering
significant advantages in terms of efficiency, decision-making, and operational effectiveness.
Some benefits of incorporating ML include:

¢  Enhancement of Autonomous Decision Making: ML algorithms enable US to process
large amounts of data in real time, allowing rapid and accurate responses to dynamic
battlefield conditions. This capability reduces the reliance on human operators and
improves the speed and precision of military operations.

¢  Predictive Maintenance: ML models can analyze data from various sensors to predict
equipment failures before they occur, thus reducing downtime and maintenance costs.
This predictive capability ensures that US remains operational for extended periods,
increasing their availability and reliability in critical missions.

*  Operation: By integrating data from multiple sources, such as satellite imagery,
radar, and on-ground sensors, ML algorithms can provide a comprehensive and
coherent picture of the operational environment. This improved situational aware-
ness is crucial for mission planning and execution, enabling more informed and
effective decision-making.

*  Adaptation: ML contributes to developing adaptive and resilient systems. The US,
equipped with ML, can learn from past experiences and adapt its behavior to new and
unforeseen challenges. This adaptability is essential in complex and unpredictable
military environments, where static programming may fall short.

Integrating ML into unmanned military systems offers substantial benefits, including
enhanced autonomous decision-making, predictive maintenance, improved situational
awareness, and adaptive capabilities. These advancements increase the effectiveness and
efficiency of military operations and contribute to the safety and success of missions.

Thus, different publications aim to improve the US by leveraging ML. Table 14 presents
an analysis based on Criterion 1, highlighting the most relevant publications alongside
the concepts discussed in the previous section and identifying the military areas they
may impact, focused on the US. Table 15 provides an analysis based on Criterion 2, while
Table 16 focuses on Criterion 3. Note that some publications presented show an N/A in
some criteria due to their lack of relevance.

These works highlight the advancements in the US by integrating ML and improving
decision-making, communication, and operational efficiency. Ref. [96] focuses on over-
coming challenges in UAV mobility, communication, resource management, and security
using ML techniques like ANN, CNN, DNN, SVM, and DOQN to ensure QoS and Quality
of Experience (QoE) in Aerial to Aerial (A2A), Aerial to Ground (A2G), and Ground to
Aerial (G2A) communications. The classification of drones using radio-frequency signals
with a Hybrid Model featuring a Feature Fusion Network (HMFFNet), employing CNN for
feature extraction and SVM for classification, and capturing features with a DL architecture
Visual Geometry Group (VGG), within this group, VGG19 in a network is discussed in [97].
Ref. [98] describes an architectural design for automatic AV behavior generation, using a
modular behavioral block framework for scalable decision-making, integrating tactical and
strategic behaviors with a Behavior-Based Hierarchical Arbitration Scheme.



Systems 2025, 13, 752

34 of 54

Table 14. Criterion 1 for unmanned systems.

Ref. Application Objective Innovation Al Type Training Data Information
. e ML focused on meeting network Algorithms like ANN, CNN, DNN,
[96] commﬁ?ce:fizil?i,gig?ﬁ;ﬁgy’ ement requirements, taking into account the comrsrxiiyczﬁizﬁ{s ?521’1:1?;1 gié and SVM, DQN, RandF, KNN are analyzed = Not determined as it is an analysis and
and sectirit challenges & roles, collaboration, cooperation, and QoE depending on the type of A2A, A2G, collection of different research.
y 8es: changing contexts. ’ and G2A communication.
[97] Classification of drones using radio Use of RF signals for drone detection Hybrid Model with Feature Fusion CNN-based feature extraction followed Features captured with a Deep

frequency (RF) signals.

with specific frequency ranges.

by feature fusion and SVM-based

Network (HMFFNet). classification.

Learning VGG19 network and sorting
done with SVM.

Architectural design for automatic AV
[98] . ;
behavior generation.

Widespread and scalable
decision-making framework.

Tactical and Strategic Behaviors in
Automated Driving.

Behavior-Based Hierarchical
Arbitration Scheme.

Database containing a merged and
abstract representation of available
sensor data.

Table 15. Criterion 2 for unmanned systems.
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Inference Element Aﬁamst Mac fme w;t Other of Warfare Optimization Structures Speed
Threats Interface ystems
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. Needed threshold Yes, it should
Alternatives . . be adapted to  Dependent on
awareness of Yes, based on MLisa Yes, ML is the .
to ad hoc . Yes, the UAV . ) the number of  performance, It will depend
. context overcoming energy, suitable right tool for .
flying changes and the 4 capacity, network and solution for a redictin, UAVs, commumnica- on the
[96] networks, a dap%ability challenges mob iliity) a,n d N/A base stations N/A dense and pcontextg mobility, com- tions delays, functions and
caching or to current already A2G commu- should be dynamic changes and munication, and resource missions
UAV . . o understood. ’ Lo resource management entrusted.
. service described. nications environment. optimization. .
processing. requirements (interference management, efficiency.
4 ’ management and security.
and spectrum
mapping).
Yes, the
characteristics Yes, it is Yes, audio, Could b.e
i If you want to . altered with
of the 3 stages another Not specified attomate the image or electronic
[97] are merged N/A sound, image, N/A but should def N/A High. radar sensors N/A P d Fast
for better dis- or radar exist eense are not wartare an
o o ‘ process. . assume a fake
criminatory classification. required.

property.

drone.
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Table 15. Cont.
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Tactical Command - .
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. A cos t_bésed The same It contains deSIg.—n ec.l .for
Merges Contains a arbitration language parking and cars in cities
. 8es fused, tracked, scheme is Robust and Human and roads, but Supports .
information . Yes, because between all emergency - - Immediate to
and filtered useful when . efficient resources could be different :
[98] from all AV would be . N/A sensors and behaviors and . avoid an
. representa- multiple modular would not be extended to planning .
available - autonomous. : the prevents e accident.
tion of the behavioral . - system. necessary. military approaches.
Sensors. . autonomous indefinite . .
world. options are vehicles in
. system. states.
applied. areas of
operation.
Table 16. Criterion 3 for unmanned systems.
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and availability
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many drones drones tion RF
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6. Projects and Defense Industry Integrating Al

This section presents a selection of significant projects, industries, and countries related
to defense where Al and ML are applied. Table 17 summarizes their name, what type of
initiative they are, their prominent supporters, and the core related technological systems

introduced in Section 3 involved in them and with Al integration explained in Section 5.

Table 17. Selection of projects and defense industry initiatives integrating Al

Initiative Type of Initiative Year Starting Main Supporter Main Technological System
AIDA Project 2023 Funded by European Defense Fund. Information System in Tactical Environments.
. Consortium of companies and government
ASTRAEA Project 2006 agencies of the United Kingdom. Unmanned Systems.
ATLAS Project 2020 Project developed by the U.S. Army. Fire and Weapon Direction Systems.
. Project developed by Directorate of Armament . . . .
COBRA Project N/A and Material (DGAM) of Spain. Information Systems in Tactical Environments.
Agency of the United States Department of
Defense responsible for research and Information Systems in Tactical Environments
DARPA R&D Agency 1958 development of new technologies and b
. . . . and Unmanned Systems.
innovative systems to develop disruptive
technologies.
General Dynamics Defense company N/A Defense company in the United States. Information Systems in Tactical Environments.
GIDE Project 2020 Led by the U.S. Department of Defense. Information Systems in Tactical Environments.
Iron Dome Project 2021 Developed by Israel. Fire and Weapon Direction Systems.
mzissgci?u?::tzsmdz’Ol}df;zl‘ir;fl’ d%srﬁgst Fire and Weapon Direction Systems and Unit
Lockheed Martin Defense company N/A advanced stealth combat aircraft in the defense Maintenance Mfga{gseiir?sent Systems and
sector. 4 ’
Maven Project 2017 Project initiated b]%r the US. Department of Image Surveillance Systems.
efense.
Chinese state-owned defense corporation that Information Systems in Tactical Environment
NORINCO Defense corporation N/A manufactures commercial and military o on oystems ctc Onments,
Radar Systems, and Unmanned Systems.
products.
Information Systems in Tactical Environments,
- N Radar Systems, Fire and Weapon Direction
Northrop Grumman Defense company N/A American glultmatlonal aerospace and Systems, Unmanned Systems, and Unit
efense company. .
Maintenance Management Systems and
Logistics.
Russian defense companies: Kalashnikov Information Systems in Tactical Environments,
Russia Country N/A G P \ Electronic Warefare System, Fire and Weapon
roup and Almaz-Antey. A
Direction Systems, and Unmanned Systems
Spanish initiative based on the
. COINCIDENTE program of the General .
SEDA Project 2018 Directorate of Armament and Material Image Surveillance Systems.
(DGAM) of Spain.
Spanish initiative based on the
. COINCIDENTE program of the General Unit Maintenance Management Systems and
SOPRENE Project N/A Directorate of Armament and Material Logistics.
(DGAM) of Spain.
6.1. AIDA

Thales Group has been heavily involved in incorporating Al into defense projects,
focusing on enhancing military systems’ security, efficiency, and autonomy. Some of their
notable Al-driven defense initiatives include the Artificial Intelligence Deployable Agent
(AIDA) project [99]. The European Defense Fund funded it and aims to develop an au-
tonomous Al agent capable of enhancing cybersecurity in defense systems. Specifically,
AIDA is designed to protect aircraft systems from cyber attacks, providing real-time auto-
mated threat detection and response. The solution is tested in scenarios involving advanced
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cyber-electromagnetic threats and adversarial Al attacks. The project highlights Thales’s
strengths in onboard systems and cybersecurity, emphasizing autonomous responses to
cyber threats in high-intensity environments.

Thales Group is also applying Al to develop advanced radar systems for air
defense [99,100]. Thales’s radar systems are designed to detect and track various aerial
threats, from aircraft to missiles, in complex environments. The Al algorithms are embed-
ded to ensure that the radar systems can autonomously adapt to different scenarios, making
them more resilient to EW and capable of working in concert with other defense systems.

6.2. ASTRAEA

The ASTRAEA project (Autonomous Systems Technology Related Airborne Evaluation
and Assessment) [101] by BAE systems in the United Kingdom aims to develop advanced
Al and ML technologies to improve the autonomy and effectiveness of military systems,
making them more capable of operating in complex and dynamic environments without
constant human intervention.

The project focuses on the following areas:

* Integrating Al capabilities for decision-making in combat, surveillance, and logistics
missions, optimizing the systems” autonomy and ability to adapt to rapid environ-
mental changes.

*  Developing technologies for autonomous air and ground vehicles that operate without
direct human intervention. These systems are essential for reconnaissance, exploration,
and logistical support missions in conflict zones.

*  Ensuring the resilience of systems against cyber attacks and providing the ability to
self-diagnose or recover from failures is a key component of the project, ensuring that
systems remain uncompromised during critical missions.

As a defense and security engineering leader, BAE systems has collaborated with
various government agencies and technology companies to advance the ASTRAEA project.
This includes partnerships with academic institutions and research laboratories that con-
tribute their Al robotics, and data-analysis expertise.

6.3. ATLAS

Advanced Targeting and Lethality Automated System (ATLAS) project [102] aims to
provide Al and ML to U.S. combat tanks, making it possible to identify and attack three
times faster than conventional procedures. For this purpose, the work has been focused on
the following technology areas:

¢ Data collection on potential types of military targets and performing a prior training
of the ML algorithm.

¢ Imaging processing applying ML techniques for objectives classification, recognition,
identification, and tracking.

*  Shot control. In this area, advanced guiding algorithms, the automation of the shooting
process, and weapon recommendations are fundamental to be used according to the
identified objective.

*  The technical support integrated into the combat vehicle is necessary due to a high
voltage power system (600 Vdc) and the integration of sensors and electronics.

*  Sensors. To carry out all needed automatization and provide available actual data for
the ML algorithm, tanks are equipped with sensors in the visible spectrum, infrared
spectrum (NIR, SWIR, MWIR, and LWIR), 360° rotation of the sensors and rangefinder
lasers (LADAR and LIDAR).
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The ATLAS initiative harnesses the power of ML for image recognition, enabling
surveillance systems to detect potential terrorist attacks and anticipate events, as outlined
in [103].

6.4. COBRA

The COBRA project will allow us to carry out adaptive and customizable cyber
maneuvers of hyperrealistic simulation of Persistent Advanced Threats (APT) and cyber
defense training using gamification [104]. This project is a Spanish initiative based on the
COINCIDENTE program of the General Directorate of Armament and Material (DGAM)
of Spain [105].

The main objectives of this project are presented next:
¢  To simulate topology networks and real traffic.

e To develop random and parameterizable scenarios.
e To develop adaptive cyber maneuvers using gamification.
e To validate the entire proposal in the Cyber Range of the Joint Cyberspace of the

Ministry of Defence of Spain.

This project incorporates Al techniques with adaptive learning. The scenarios can
be adapted specifically to each student and can perform adaptive cybermaneuvers with
gamification. In addition, different information will be gathered through telemetry and
biometric systems.

In addition, ML enables the system to recognize the visual shape of an enemy tank,
detect its thermal signature, and establish alarm parameters. When satellite images capture
a figure resembling these characteristics, the system promptly alerts the operator.

6.5. DARPA

Defense Advanced Research Projects Agency (DARPA) [106] is an agency of the
United States Department of Defense responsible for research and development of new
technologies and innovative systems to develop disruptive technologies that can transform
the way armed forces operate, giving the United States a technological advantage on the
battlefield. DARPA includes several applied projects integrating Al into defense.

*  OFFensive Swarm-Enabled Tactics (OFFSET) [107]: Aims to develop swarms of small
autonomous drones capable of operating together to perform reconnaissance, attacks,
and rescue missions.

¢ Lifelong Learning Machines (L2M) [108]: Seeks to use ML to train cybersecurity
systems capable of detecting threats and continuously adapting to new attack tactics.
Creating autonomous systems that can defend computer networks and protect critical
infrastructures against cyber threats.

* Al for Military Operations (AIMO) [109]: A program aimed at developing Al tech-
nologies that help improve the precision of military operations and optimize resources.
The project also addresses how to integrate Al into joint military operations efficiently.

6.6. General Dynamics

General Dynamics is another major defense company in the United States. It is using
Al in the development of armored and combat vehicle systems, as well as in enhancing
real-time intelligence capabilities for the armed forces. Through its unit General Dynamics
Land Systems, the company has been developing autonomous armored vehicles for the
U.S. Army under the Robotic Combat Vehicle (RCV) program. These vehicles are designed
to operate without direct human intervention and perform tasks such as reconnaissance,
target attacks, and logistical support on the battlefield. The incorporation of ML algo-
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rithms aims to improve autonomous driving, navigation, and decision-making in armored
vehicles [110].

In addition, it has started to expand its development into cybersecurity systems, using
Al to detect and neutralize cyber threats.

6.7. GIDE

Global Information Dominance Experiment (GIDE) project is aimed to predict possible
threats using Al and ML to analyze the information provided by satellites, radars, drones,
underwater capabilities, networks, and others [111]. This technology would allow the U.S.
military to view movements several days before the enemy, providing an advantageous
tactical environment over any attack.

However, this technology is not novel. Innovative is using Al and ML to change
how information and data are used. ML and Al allow a set of different parameter alert
configurations and perform tests with another kind of Geospatial Intelligence sensors to
closely observe what is happening at a specific location [112].

6.8. Iron Dome

Israel has led the implementation of advanced technologies, including Al, in its
defense system. This includes using Al for threat prediction, intelligence data analysis,
and the enhancement of missile systems. A notable example is the Iron Dome project [113],
an air defense system developed by Israel to intercept and destroy short-range missiles,
rockets, and artillery shells that threaten civilian areas. Developed by Rafael Advanced
Defense Systems and Israel Aerospace Industries, the system has proven highly effective in
protecting Israeli populations from aerial attacks from Gaza and other regions.

Its operation involves the following key components:

*  Detection radar: The system uses advanced radars to detect real-time threats such as
incoming rockets and missiles. These radars provide high-precision data about the
trajectory of the projectiles.

*  Battle control center: Once the threat is detected, the system performs an automatic
analysis to determine if the projectile is a real threat to the protected areas. If the pro-
jectile is deemed capable of causing damage, the system autonomously intercepts it.

* Interceptors: The Iron Dome interceptors are launched to destroy the incoming
projectile in the air before it can reach its target. The system has a high success rate,
intercepting more than 90% of threats aimed at civilian areas.

6.9. Lockheed Martin

Lockheed Martin is one of the largest and most prominent companies in the defense
and aerospace sector, based in Bethesda, Maryland, USA. It manufactures some of the
world’s most advanced stealth combat aircraft in the defense sector, such as the F-22 Raptor
and the F-35 Lightning II [114]. It also develops various missile systems, including the
Terminal High Altitude Area Defense and Patriot missile defense systems to intercept
ballistic and cruise missiles.

Involved in the current development of advanced technologies and innovative projects,
Lockheed Martin has been utilizing Al and ML in several aspects of defense, including
updates to the F-35 and intelligent missile systems. Additionally, they implement Al in pre-
dictive maintenance and data analysis to enhance cybersecurity and space defense through:

¢ Autonomy in aircraft and UAV: The use of Al for real-time decision-making during
combat or reconnaissance missions

e Al for failure prediction: They use predictive models to anticipate failures in system
components, optimizing maintenance.
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6.10. Maven

Project Maven [115], initiated by the U.S. Department of Defense, focuses on applying
Al and ML to analyze drone footage to identify and track objects of interest, such as
potential targets. This project uses computer vision algorithms to sift through massive
amounts of video data gathered by drones, significantly improving the speed and accuracy
of target recognition compared to manual methods. The primary goal of Project Maven
is to assist the military in making faster, more informed decisions by automating the
analysis of vast amounts of surveillance footage, enabling a more efficient use of resources
in intelligence gathering and combat operations.

The Al-powered system processes video feeds to detect patterns and identify objects,
which can be crucial in military operations such as targeting, reconnaissance, and surveil-
lance. This system can identify vehicles, people, or other objects and provide real-time data
for further action. Despite concerns over the ethics of Al in warfare, particularly regarding
the automation of target identification, Project Maven has sparked significant interest in
integrating Al into military applications.

6.11. NORINCO

China has been investing significantly in Al to enhance its defense capabilities, par-
ticularly in cybersecurity and military automation. The country has implemented Al in
various systems for mass surveillance, troop control, and military vehicle automation. One
prominent focus is cyber defense, where Al analyzes vast amounts of intelligence data,
detects cyber threats, and improves national security. Additionally, Al is being used to
develop autonomous military systems, including drones and unmanned vehicles, designed
to carry out combat and reconnaissance missions with minimal human intervention.

In this context, China North Industries Group Corporation (NORINCO) [116] is one of
the key players actively developing Al-powered drones and autonomous military vehicles
for defense applications. A notable example is their anti-drone technology [117], part of
their larger EW systems for armored vehicles, particularly their VT4A main battle tanks.
These systems utilize Al and radar technology to detect, track, and neutralize threats from
small, slow-moving drones. These Al-driven systems provide layered defense strategies
for ground units, enhancing the capabilities of military platforms to defend against modern
drone threats. NORINCO also showcased these technologies at the Airshow China 2024,
emphasizing the shift toward more digitally empowered and adaptable defense solutions
in response to evolving combat scenarios

6.12. Northrop Grumman

Northrop Grumman is a leading defense and aerospace technology company recog-
nized for its innovation in applying AI and ML to modern military systems [118,119]. The
company integrates Al across various defense sectors, including space, cybersecurity, and
autonomous vehicles. One of the most significant uses of Al by Northrop Grumman is
in satellite defense systems, where Al is employed to monitor and protect satellites from
potential threats, enhancing space-based security. Additionally, the company has been
developing autonomous drones that utilize Al for real-time decision-making during combat
and reconnaissance missions. These Al-driven drones aim to increase operational efficiency
and reduce human intervention in high-risk environments.

One of Northrop Grumman’s ongoing initiatives involves leveraging Al in advanced
radar systems and missile defense technologies, including predictive algorithms that
improve defense systems’ accuracy and response time. This effort aims to increase the
precision of military operations, provide faster and more reliable defense mechanisms, and
optimize resource allocation during missions.
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6.13. Russia

Russia has been increasingly focused on advancing Al technologies to enhance its
defense capabilities. The country invests heavily in autonomous robotics, EW, and intel-
ligent missile systems. Integrating Al into military systems aims to improve operational
efficiency, precision, and adaptability in dynamic combat environments.

One of Russia’s prominent projects involves the development of autonomous combat
robots. These include ground-based robots and combat drones that operate independently,
leveraging Al algorithms to perform reconnaissance, target identification, and attack op-
erations. Al in these robots allows them to operate in highly complex and unpredictable
environments, reducing human risk and increasing combat effectiveness. The Uran-9
combat robot, for example, is a key system developed by Russia that is designed to operate
autonomously in combat zones, showcasing the country’s ambition to integrate Al into its
military assets.

Another critical development area is intelligent missile systems that incorporate Al
to improve target precision and adaptability to changing conditions. Russia’s use of Al
in missile technology improves accuracy, allowing these weapons to adjust in real time to
counter defensive measures or alter course in unpredictable battlefield scenarios.

In addition to these projects, Russia has been focusing on EW systems that use Al
to detect and counter adversary signals, disrupt communications, and neutralize enemy
systems in the electromagnetic spectrum.

Russian Defense Companies Involved:

e Kalashnikov Group: known for developing autonomous combat systems, including
Al-powered drones and robots [120].

* Almaz-Antey, a defense manufacturer that works on advanced missile systems
and air defense solutions that integrate Al for more efficient target acquisition and
defense [121].

These developments position Russia as a key player in the evolving Al-driven defense
sector, emphasizing autonomy, intelligence, and adaptability in warfare.

6.14. SEDA

The SatEllite Data Ai (SEDA) project [122], a Spanish initiative based on the COIN-
CIDENTE program of the General Directorate of Armament and Material (DGAM) of
Spain [105], an intelligent geospatial that analyzes and exploits satellite information to
detect changes in the temporal status of satellite imagery.

This project combines the potential of DL with data processing and data fusion to
automatically analyze satellite information. The resulting tool allows for discovering
information that is not fully revealed, such as the movement of troops or war equipment.

6.15. SOPRENE

SOPRENE (Predictive Sustainment of Neural Networks, or SOstenimiento Predictivo
de REdes NEuronalesin Spanish) is a Spanish initiative based on the COINCIDENTE
program of the General Directorate of Armament and Material (DGAM) of Spain [105]
that promotes the use of neural networks in the preventive maintenance of Spanish Navy
ships [123].

The most modern ships in the Spanish Navy have installed an integrated platform con-
trol system, which mainly controls their propellant plant, power plant, auxiliary machines,
and firefighting system. This platform or system is also associated with a Condition-Based
Maintenance System. Hundreds of ship sensors are connected, generating thousands of
signals and hundreds of megabytes of daily information. These data are sent to the Navy
Data Monitoring and Analysis Center to create a Big Data signal architecture of propulsion
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motors, electric generators, fire pumps, and other equipment to analyze and predict faults
or abnormal performances.

7. Results and Quantitative Insights

This section synthesizes the key findings derived from the comprehensive sur-
vey, structured into five core contributions: bibliographic usage trends, performance
benchmarking, target metrics for future tactical systems, technique-wise evaluation, and
operational impact.

Figures 9 and 10 summarize the Al techniques and military domains most frequently
addressed in the literature. CNN, RL, and SVM dominate across multiple applications.
Across 110 military studies, the dominance of DL with a 37% is the predominant one
due to its effectiveness in image recognition, radar analysis, and autonomous decision-
making. FL (1%) remains emerging, with adoption limited by operational constraints and
security concerns.

UAVs, radar, and EW emerge as the most common operational technologies according
to Figure 11. This confirms a growing focus on autonomy, pattern recognition, and adaptive
decision-making under constrained environments. DL techniques such as CNN, DNN,
YOLO, and GAN models are the most utilized, particularly in image surveillance and
radar systems, where object recognition and threat detection are crucial. RL (DRL, DQN)
is predominantly applied in information systems. Also, RL is emerging as a crucial tool
for adaptive military strategies, particularly in automated combat and UAV operations.
UL (SVM, RF) is widely employed in EW and Predictive Maintenance, ensuring efficient
classification and fault detection. At the same time, Hybrid Al Models exhibit a more
balanced yet lower application frequency across different military domains.
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Key performance parameters commonly used in the design of tactical communication
systems are summarized in Table 18, and how Al integration can significantly enhance
them. These metrics serve as reference goals for future tactical Al-enabled systems. These
parameters define the operational viability of Al-driven defense systems. Ultra-low la-
tency ensures timely tactical responses, while high throughput and energy efficiency
support complex, multi-sensor environments with limited resources. Reducing SWaP is
essential for deploying Al in mobile or embedded platforms. Robustness, security, and opti-
mized performance per watt ensure reliability, resilience, and autonomy under hostile and
resource-constrained conditions. These targets establish a benchmark for future Al-enabled
tactical communications and operations. This study outlines critical performance goals,
including latency below 5 ms, inference throughput over 1000 gps, and power efficiency
exceeding 100 TOP S/W, which support time-sensitive and resource-constrained missions.
These benchmarks reflect requirements for edge Al integration, enabling faster responses
and longer endurance in unmanned or embedded systems.

Al Technology

Deep Learning
(CNN, DNN, YOLO, GAN)

Reinforcement Learning
(RL, DRL, DQN)

Supervised Learning
(SVM, RF)

Hybrid Al Models

Usage Count

Military System

Figure 11. Distribution of Al technologies across military communication systems.

Table 18. Key performance parameters in defense systems and improvement goals with Al integration.

Parameter Typical Values (Baseline) Improvement Target with AI
<10 ms in edge systems <5 ms for real-time tactical
Latency (Edge/Inference) (TinyML) response
Throughput (e.g., ResNet-50) ~500 queries / s with >.1000 qps to support
optimizations multiple concurrent streams
- 6% energy savings in >10x for extended
Energy Efficiency optimized architectures autonomous deployment
. . SoC-based chips (Jetson, 30-50% reduction in footprint
SWaP (Size, Weight, Power) FPGA) and power
Security and Privacy Edge processing reduces data Local encryption jk.threat
exposure detection for resilience
Robustness (Adversarial Tested via red teaming and Continuous adversarial
Evaluation) offline validation benchmarking
Performance per Watt 30-80 TOPS/W in current Al >100 TOPS/W in next-gen

(TOPS/W) accelerators tactical AI chips
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We create a comparative heatmap from the most relevant Al techniques identified
in this survey (Figure 12) to evaluate them. CNN, LSTM, RL, SVM, FL, and GNN. These
techniques were selected based on their frequency of use, diversity of application, and
operational relevance across the reviewed military communication systems. Figure 12
illustrates the perceived impact of each technique on five key tactical system objectives:
resilience, latency, autonomy, scalability, and interoperability. Each cell in the heatmap is
assigned a value from 1 to 5, where 1 indicates low impact and 5 indicates high impact.
These values have been derived through a qualitative synthesis of insights.
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Figure 12. Heatmap showing the relative impact of selected Al techniques on key tactical system
objectives.

Table 19 presents a qualitative compatibility analysis between the most relevant Al
techniques identified in this survey and a range of military operational environments. The
evaluation highlights where each technique is well suited (v') or presents limitations (X)
across various domains, including UAVs, radar systems, EW, naval operations, surveillance
systems, information networks, and space environments. This mapping serves as a practical
reference for selecting AI models according to mission-specific requirements.

To orient the reader, the following outlines indicative use cases of standard deep-
learning models across system-level tasks:

*  CNNs are more used for strong spatial/spectral patterns (e.g., perception from Electro-
Optical/IR/SAR; spectrogram-based RF classification) with moderate, controllable
inference latency;

¢ RNNs/LSTMs/Gated Recurrent Unit are more used for sequence modeling for time-
correlated behaviors (traffic/load dynamics, policy rollout), increasingly supplanted
by attention on long contexts;

*  GNNs are proposed in the literature for topology-aware reasoning (routing, coalition
formation, jamming propagation) with message-passing overhead proportional to
graph density;

*  Transformers are proposed as long-range dependency modeling and cross-modal
alignment, with higher memory/compute demands mitigated by pruning/quantiza-
tion/distillation at the edge.
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Table 19. Compatibility of Al techniques with various military operational environments.
Al Technique UAV Ops Radar EW Maritime/Naval Surveillance Info Networks S pace
Systems Environments
. . . v Image
CNN v Ob].e.c t v Target ID / R F . v Sh.lp v Thermal/w- v Featgre recognition
recognition classification detection sual detection extraction .
from satellites
VFlight  XSlow for real X Motion X High X Temporal
LSTM " . X Limited ; X Rare 8 modeling
prediction time modeling memory limi
imited
v v Threat v Route v/ Swarm v’ Adaptive v Orbital
RL Autonomous X Rarely used . o - -
. response planning coordination routing coordination
pathing
v Legacy v Interference . v Pattern v Traffic v Signal
SVM X Not used signal ID detection X Limited classification classification filtering
v v v Privacy-
FL Collaborative X Not mature X Deploy ment v Shared ¥ Model Decentralized focused
1 . limits models updates L federated
earning training
updates
. v
GNN v Swa.r m X Complex X Rare ‘/ Mes}} v chne v Top ol(?glcal Graph-based
behavior optimization graphing modeling

orbit modeling

8. Future Research Directions

Integrating Al into military communications and networking presents significant

challenges and opportunities for the future research lines. While Al has demonstrated
potential in areas such as decision-making, autonomous systems, and electronic warfare, its

full deployment in tactical communication networks and multidomain information sharing
requires further advancements. This section explores key challenges, emerging trends, and
strategic recommendations to guide future research and innovation.

8.1. Key Challenges in Al-Driven Military Communications

Interoperability Across Multidomain Operations: Al-driven military networks must
integrate seamlessly across land, air, sea, space, and cyber domains. Current Al models
often lack the adaptability required to function efficiently in diverse operational envi-
ronments, necessitating the development of standardized communication protocols.

Adversarial Threats, Cybersecurity Risks, and Ethical Considerations: Al-enabled de-
fense networks are vulnerable to EW, cyber attacks, and adversarial Al tactics. Future
research must focus on robust Al security mechanisms, encryption-enhanced network
resilience, and real-time threat detection algorithms. Ethical concerns surrounding Al
in warfare require standardized frameworks and regulations to ensure accountability
and compliance (see [6]).

Data Scarcity and Real-World Adaptability: Military Al models require extensive,
high-quality data to enhance learning capabilities. However, access to real-world
datasets is restricted due to security concerns. The development of synthetic data
generation and simulation-based Al training is crucial to overcoming these limitations.
Within the broader data-acquisition discussion, PHY-layer artifacts—such as IQ) sample
capture and CSI estimation—pose their challenges. Tactical radios already employ
mature techniques that mitigate many of these issues; nevertheless, an important
research avenue is to extend Al to these processes (e.g., robust estimation, denoising,
compression, uncertainty-aware inference) to further improve tactical communications
performance under mobility, interference, and spectrum congestion.

Scalability and Latency in Tactical Communications: Al-driven communication sys-
tems must operate in low-latency, high-mobility battlefield environments. Future
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research should focus on optimizing real-time Al inference, edge computing for
tactical units, and decentralized AI architectures to reduce reliance on centralized
cloud processing.

Fusion in information signals: Despite notable progress within single-modality
pipelines, we find a persistent gap in end-to-end, Al-enabled multimodal fusion
that jointly exploits radar returns, Electro-Optical /IR imagery, and communications-
derived metadata to strengthen situational awareness in contested electromagnetic en-
vironments. Promising directions include cross-modal Transformers for feature-level
alignment/attention and Bayesian fusion networks for uncertainty-aware, decision-
level integration. Expected gains are improved interference/clutter suppression, track
continuity, and robust target recognition under low SNR and partial observability.
However, key barriers remain—precise time/geo-synchronization and calibration
across heterogeneous sensors, modality imbalance and missing data, bandwidth/la-
tency limits at the tactical edge, and resilience to deception (decoys/spoofing) in
EW/ESM settings. We therefore propose this as a priority future research line for
tactical systems, supported by simulation-driven verification with standardized met-
rics (e.g., probability of detection and/or false alarm under jamming, multi-object
tracking, localization Circular Error Probable, end-to-end latency/energy budgets,
and uncertainty calibration via Expected Calibration Error/Brier), plus ablations with
modality dropouts and spectrum-congestion stress tests, ideally enabled by shareable
synthetic multimodal datasets with controllable threat models.

8.2. Emerging Trends in Al for Military Communication Networks

FL for secure Al model training: Distributed Al training allows allied nations and de-
fense units to develop Al models collaboratively without sharing raw data, improving
confidentiality while enhancing Al performance.

Al-enhanced network resilience and self-healing communications: Al-based au-
tonomous recovery mechanisms can enhance the survivability of battlefield networks
by dynamically reconfiguring communication pathways in response to disruptions.
Cognitive radio and Al-driven spectrum management: Al can optimize spectrum
allocation, interference mitigation, and adaptive frequency hopping to ensure uninter-
rupted military communications in congested or adversarial environments.
Neuromorphic computing for low-power Al in tactical networks: Neuromorphic com-
puting enables low-power, high-efficiency Al models for real-time signal processing
and decision-making in battlefield networks. These architectures offer advantages for
on-device intelligence in edge computing environments, allowing UAVs, UGVs, and
remote sensors to operate with minimal latency and reduced energy consumption. Fu-
ture research should explore neuromorphic chips for adaptive Al models in contested
electromagnetic environments, ensuring robustness in military operations.

8.3. Strategic Recommendations for Future Al Research in Defense Communications

An important pillar in defense is the identification of information space adversaries or

attackers. Al can be a powerful ally for hardening defense communication systems in this

area. Table 20 presents our own analysis, distilled from the surveyed literature, mapping

the most common attacker models in defense to the Al-enabled defense mechanisms most

suitable for system-level deployment.
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Table 20. Mapping of attacker models to Al-enabled defense mechanisms in tactical communications.

Attacker Mode Targeted System/Layer Typical Threat Scenario Al-Enabled Defense Mechanism
Adversary disrupts Deep Remforcen}e:*nt Le'arnmg
. . L . (DRL)-based anti-jamming for
Jamming Wireless channels, EW systems communication by overwhelming .
S adaptive spectrum access and
the spectrum with interference .
channel hopping
Adversary injects false signals Adpversarial detection models with
Spoofing Radar, UAV control, GPS (e.g., fake GPS coordinates or anomaly-based ML; cross-sensor

radar echoes)

data fusion for signal validation

Evasion Attacks

Image surveillance, radar object
detection

Adpversarial perturbations
designed to fool Al classifiers into
mislabeling targets

Adversarial training, robust
feature extraction, and XAl for
resilient detection

Data Poisoning

Training datasets, tactical
information networks

Robust data sanitization, secure
data provenance, and Federated
Learning (FL) with anomaly
detection

Corrupted training samples
degrade ML performance in
deployed systems

Byzantine Attacks

Distributed learning across
coalition networks

Malicious clients send
manipulated updates to degrade
global models

Byzantine-robust FL algorithms
(median-based aggregation, Krum,
Trimmed Mean) with trust scoring

Jointly with the fundamental pillar of identification of attackers, other points to re-

search in defense are:

Developing Standardized Al Interoperability Frameworks: Establishing unified proto-
cols for Al-driven communication systems will enable seamless integration between
different military branches and allied forces. Study of CNN/RNN/GNN/Transformer
architectures specifically for tactical radio tasks under standardized, threat-realistic
benchmarks. For more about tactical radio, the reader can link to [10] for context.
Enhancing Al Resilience Against EW and Cyber Threats: Research should prioritize
adversarial training, Al-driven jamming detection, and Al-based cyber deception
strategies to counteract evolving threats.

Investment in Al-Powered Tactical Edge Computing: The deployment of Al-enabled
edge devices will enhance battlefield decision-making capabilities while reducing
dependence on centralized computing infrastructures.

Advancing Al-Driven UAV and UGV Communications for Tactical Networks: While
Al-powered UAVs and UGVs have been successfully deployed for tactical commu-
nications, challenges remain in optimizing their network coordination, adaptability,
and resilience in contested environments. Future research should focus on enhanc-
ing real-time adaptive routing, developing self-learning communication protocols,
and integrating Al-based dynamic spectrum allocation to improve interoperabil-
ity across multidomain operations. Additionally, advancements in federated learn-
ing and neuromorphic computing could enable greater autonomy and efficiency in
UAV-UGV communication networks, ensuring seamless integration with existing
defense infrastructure.

Strengthening Civilian-Military AI Collaboration: Encouraging partnerships between
defense agencies, academic institutions, and private Al developers can accelerate
innovation in military communication technologies.

Military operations can achieve enhanced security, efficiency, and resilience by address-

ing these research challenges and advancing Al technologies in tactical communications

and networking. Future work must focus on bridging gaps between Al research and real-

world deployment, ensuring that Al-driven defense networks remain adaptable, secure,

and mission-ready.
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9. Conclusions

This survey explores Al applications in tactical communications, highlighting key
advancements, limitations, and research gaps. While Al progresses in civilian domains,
its deployment in information networks, EW, radar, and battlefield decision-making for
the tactical domain remains limited. Cross-domain integration across land, sea, air, and
space—supported by simulation-based testing—is critical for reliability. This work offers
a comprehensive perspective that combines a technological overview with standardized
design metrics, unlike prior surveys focused on isolated areas. To our knowledge, no other
survey delivers such an integrated analysis of Al integration in military communications.
It serves as a resource for researchers, defense professionals, and policymakers, identifying
trends, open challenges, and strategic recommendations. Advancing this field requires
secure data sharing, cross-sector collaboration, and investment in robust, autonomous
Al systems.
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Abbreviations

The following abbreviations are used in this manuscript:

5G 5th Generation AR Augmented Reality

ADA Aerial to Aerial ATLAS Advanced Targeting and Lethality
Automated System

A2G Aerial to Ground c2 Command and Control

AE AutoEncoder C2Is C2 Information Systems

AESA Active Electronically Scanned Array C4ISR C2 Communications Computers ISR

Al Artificial Intelligence CCD Charge-Coupled Device

AIDA Artificial Intelligence Deployable Agent CCTV Closed-Circuit Television

AIMO Al for Military Operations CCwW Convent?on on Certain
Conventional Weapons

AMDR  Air and Missile Defense Radar CEW Cognitive Electronic Warfare

ANN Artificial Neural Networks CFAR Constant False Alarm Rate

cGAN Conditional Generative Adversarial Network MARL Multi-agent reinforcement learning

CIT Configured Item Tree MDM Mobile Device Management

CL Cooperative Learning MIMO Multiple-Input Multiple-Output

CNN Convolutional Neural Network ML Machine Learning

COF Cost Objective Function MLP Multi-Layer Perceptron

CSI Channel State Information MLOp ML Operations

DARPA  Defense Advanced Research Projects Agency MNN Multi-Layer Neural Networks

DDPG Deep Deterministic Policy Gradient Algorithm MWIR Mid-Wave Infrared

DIL Disconnected Intermittent and Limited N/A Not Available

DL Deep Learning NAC Network Access Control

DLP Data Loss Prevention NATO North Atlantic Treaty Organization
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DNN Deep Neural Networks NGO Non-Governmental Organization
DOQN Deep Q-Network NIR Near Infrared

DRL Deep Reinforcement Learning NLP Natural Language Processing
DSG Deep Supervised Generative PSO Particle Swarm Optimization
DT Digital Twin QoE Quality of Experience

ECM Electronic Countermeasures QoS Quality of Service

EPM Electronic Protective Measures RCNN Region-based CNN

ESM Electronic Support Measures RCS Radar Cross Section

EW Electronic Warfare RCV Robotic Combat Vehicle

FL Federated Learning RF Random Forest

FSO Free Space Optics RIS Reconfigurable Intelligent Surfaces
G2A Ground to Aerial RL Reinforcement Learning

GA Genetic algorithms RMA Radar Modular Assemble
GaN Gallium Nitride RNN Recurrent Neural Network
GAN Generative Adversarial Network ROI Region of Interest

GenAl Generative Al SA Situational Awareness
GEOINT  Geospatial Intelligence SAR Synthetic Aperture Radar
GGE Group of Governmental Experts SDR Software Defined Radio
GIDE Global Information Dominance Experiment SEDA SatEllite Data Ai

GNN Graph Neural Network SL Supervised Learning

GNSS Global Navigation Satellite System SNN Spiking Neural Network
GPS Global Positioning System SNR Signal-to-Noise Ratio
HMFFNet Hybrid Model featuring a Feature Fusion Network SSL Semi-supervised Learning
ICMP Integrated Class Maintenance Plan SVM Support Vector Machines

IDS Intrusion Detection System SWIR Short-Wave Infrared

IED Improvised Explosive Device TAK-ML  Tactical Assault Kit-ML

IHL International Humanitarian Law us. United States

IoBT Internet of Battlefield Things UAS Unmanned Aerial System
IoT Internet of Things UAV Unmanned Aerial Vehicle
IPS Intrusion Prevention System uGv Unmanned Ground Vehicle
IR Infra Red UL Unsupervised Learning

ISR Intelligence Surveillance and Reconnaissance us Unmanned Systems

JREAP Joint Range Extension Application Protocol MUS Maritime Unmanned Systems
KNN K-Nearest Neighbors VGG Visual Geometry Group

L2M Lifelong Learning Machines VMF Variable Message Format
LAWS Lethal Autonomous Weapon Systems XAI Explainable Al

LFPSO Levy Flight Particle Swarm Optimization YOLO You Only Look Once

LLM Large Language Model LSTM Long Short-Term Memory
LVC Live-Virtual-Constructive LWIR Long-Wave Infrared

mAP Mean Average Precision
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