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Abstract: With the rapid development of digital economics, a large number of data have been
accumulated in the supply chain system, and data islands have appeared. Data sharing is an
imperative way to unlock the data value of a supply chain system. A safe and effective access control
mechanism for privacy-sensitive data is key in data sharing. At present, traditional access control
mechanisms are static, single-factor control, and prone to a single point of failure. For dealing with
these, a fine-grained access control (FGAC) framework for supply chain data sharing is proposed,
based on the blockchain Hyperledger Fabric. It augments role-based access control (RBAC) by giving
different attribute keywords to different types of users. This framework is implemented in smart
contract Chaincodes and quantitatively verified by using the model-checking tool UPPAAL. The
experiment results show that the FGAC framework enhances the efficiency and safety in the process
of data sharing for the supply chain system, compared with the existing works.
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1. Introduction

With the rapid development of the digital supply chain, data are becoming important
production factors and are beginning to affect every aspect of our daily life. A large
volume of data, i.e., big data, also raises a series of challenges, some of which include data
management inefficiencies, unauthorized access, malicious attacks, single points of failure
through centralization, and many others [1]. Moreover, due to the uneven distribution
of data resources, the data siphon effect of large enterprises is serious; meanwhile, some
phenomena of “data islands” are emerging. Data sharing is an imperative way to unlock
the data value of a supply chain system. At present, the centralized storage system, namely
the cloud, is the main method for data sharing services. The cloud has the ability to process
large volumes of data quickly, and it enables the accuracy, efficiency, and speed of data
processing. According to the 2021 Cisco Global Cloud Index report, 94% of workloads
will be processed on cloud servers by 2021, compared with 83% in 2016. In fact, using
cloud services to share data may lead to the data owner not owning the data or even
controlling the risk of data privacy leakage [2]. Especially for some health or financial
supply chain systems, their sensitive data have very important value, so any violation of
access is not allowed.

Compared with the traditional production factors, data resources own digital char-
acteristics, such as easy-to-copy and difficult-to-maintain confidentiality. Traditional data
sharing methods have some drawbacks. First, its dependence on third parties is costly and
requires that all users have a high degree of trust in third parties. Secondly, if risks arise in
the data sharing process, users will need to validate manually. This also requires exposing
confidential data to third parties and incurs complex administrative overhead, such as the
need for additional legal contracts, which is less efficient. Therefore, data sharing through
traditional sharing methods may lead to the leakage of personal information or interest loss
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in multiple links in the supply chain system. As a decentralized architecture, blockchain
is a promising technology for data sharing in supply chain systems. It may replace cloud
services for data sharing and help to effectively protect data privacy and security.

Access control mechanism refers to the restriction of the permission or ability of the
user to access the data. It is a key for data sharing based on blockchain. However, the
existing access control mechanisms in blockchain, such as RBAC [3] or ABAC [4], generally
verify access rights through centralized entities that are prone to a single point of failure.
Moreover, they are static and single-factor control and have coarse granularity. Once
the user’s role or attribute is set, the user will always have access rights, even though
they may not have the assumed role. Therefore, access control mechanisms have been an
important research topic for data sharing, either in cloud-service-based data sharing or
blockchain-based data sharing. However, traditional access control strategies cannot meet
the requirements of security and fine granularity.

In this paper, we seek to solve the problem of fine-grained access control of data
sharing in supply chain systems. Based on the blockchain Hyperledger Fabric, we propose
a fine-grained access control framework (FGAC) by extending an access control mechanism,
RBAC (role-based access control), and using smart contract Chaincodes in the blockchain
to call and trigger FGAC. This will ensure the integrity, fairness, authenticity, and security
of data sharing in supply chain systems. FGAC provides different attribute keywords for
different types of users on the basis of RBAC and is related to data owners through smart
contract Chaincodes when sharing data between users. The specific contributions of this
paper are as follows:

1.  We extend the RBAC (role-based access control) model with attribute keywords and
propose a fine-grained access control (FGAC) framework.

2. We implement the FGAC framework with smart contract Chaincodes in blockchain
Hyperledger Fabric and apply it to the data sharing of the supply chain system in
Shanghai Port.

3. Using a model-checking tool as the system verification technique, we demonstrate
and analyze the feasibility and safety of FGAC framework.

The rest of this article is organized as follows: Section 2 provides an overview of
related research about data sharing based on blockchain and access control mechanisms.
In Section 3, we propose a fine-grained access control framework (FGAC) and implement
it in smart contract Chaincodes in blockchain Hyperledger Fabric. Section 4 presents the
actual application scenario, i.e., the data sharing of a supply chain system in Shanghai Port.
Section 5 models the FGAC framework by using the model-checking tool UPPAAL and
presents system verification results and analysis. Finally, the conclusion and future work
are given in Section 6.

2. Related Work

In this section, we highlight some studies that combine blockchain technology with
data sharing and access control. In addition, the advantages and disadvantages of some
access control strategies based on blockchains are discussed.

2.1. Blockchain and Blockchain-Empowered Data Sharing

Blockchain technology originated from the foundational paper “Bitcoin: A Peer-to-
Peer Electronic Cash System” published in 2008 by “Satoshi Nakamoto” [5]. The blockchain
does not involve any third-party authority or centralized server [6], and it is implemented
in a decentralized network of computing nodes, in which each node keeps the same
copy of transaction records [7]. This also enhances the system’s ability to handle single
points of failure and defend against attacks. In the blockchain, transactions are approved
and recorded in the blocks created by miners, which are appended to the blockchain in
chronological order. Due to the consensus mechanism implemented by miners’” mining
tasks on the network, users can trust the globally stored public ledger system instead of
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having to establish and maintain a trust relationship with a third party, which effectively
solves the drawbacks of traditional data sharing.

As the key underlying technology behind modern cryptocurrency systems such as Bit-
coin [5] and Ethereum [8], the blockchain was originally created as a distributed, immutable
transaction ledger for cryptocurrency systems. Due to the invention and combination of
smart contracts, the blockchain has now developed into an efficient platform for develop-
ing distributed and trusted applications and has attracted the attention of a large number
of researchers [9]. The smart contract can effectively solve the problems in traditional
data sharing and access control and become a link between blockchain technology and
access control mechanisms. A smart contract is a coded contract written in a computer
language and automatically verified and executed by a computer. Its essence is a collection
of predefined instructions and data that have been recorded at a specific address on the
blockchain. It automatically executes the contract through a coding program. As long as
the contract terms are met, the transaction will be performed automatically without third-
party supervision [10]. Like ordinary on-chain transactions, the node will first perform
signature verification to ensure the validity of the contract, and the verified contract will
be successfully executed after the consensus mechanism. All transactions generated in
smart contracts and blockchain networks are saved in a Merkle tree structure in each block.
Merkle trees are constructed bottom-up tree data structures, in which all transaction data
are hashed and stored as leaf nodes, and the continuous child nodes from leaf to root are
hashed until the root hash value is generated and stored in the block header [11].

Some works that combine blockchain systems with data sharing have shown initial
results, and most of these works are currently being used in medical electronic records
(EHR) and the Internet of Things. Azaria et al. proposed MedRec [3], a decentralized record
electronic medical record management system using blockchain technology, which provides
patients with a comprehensive, immutable log with easy access to their medical information,
covering provider and treatment websites. Ref. [12] systematically discussed how to store,
retrieve, and share files using a blockchain structure in a decentralized environment.
They used the blockchain to realize the scheme of data integrity, and the main content of
the discussion includes the definition of transaction information, block information, and
other specific implementation measures. Ref. [13] proposed a medical data management
framework named CrowdMed, which designed an access control scheme for medical
data, allowing patients to fully control access to their medical data and how their data are
accessed and used, and permissions can be revoked or modified according to the patient’s
wishes. Additionally, it also encourages patients to share more data for research purposes
by designing reward tokens and innovative pricing mechanisms. Ref. [14] proposed a
blockchain-based privacy and security-protected EHR sharing protocol for improving
diagnosis and effective treatment in the TMIS (Telecare Medicine Information System). The
study [15] proposed the concept of the data sharing agreement (DSA) as a basic path and
template for the data management of Al applications between various actors. Ref. [16]
proposed a blockchain-based medical data sharing model, which has the characteristics
of decentralization, security, trustworthiness, collective maintenance, and non-tampering,
and is suitable for solving the data sharing of various medical institutions. Ref. [17]
designed a consortium medical blockchain system based on the Practical Byzantine Fault
Tolerance (PBFT), which is maintained and shared by multiple nodes, and can prevent the
medical data from being tampered and leaked. In addition, ref. [18] proposed a blockchain-
based trusted data sharing scheme that uses the Paillier encryption system to achieve
the confidentiality of shared data and realizes the transaction of shared data through the
(p, t) threshold Paillier encryption system to protect transaction information. Ref. [19]
proposed BMAC, which is a multi-authority access control scheme based on blockchain
technology. It introduces the Shamir secret sharing scheme and blockchain authority and
realizes the joint management of each attribute by multiple authorities. Additionally, it
builds trust among multiple authorities by utilizing smart contracts to calculate tokens for
the properties managed across multiple administrative domains. Ref. [20] designed a secure
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data sharing framework based on identity authentication and the blockchain Hyperledger
Fabric and proposed a community detection algorithm that can divide clients into different
data sharing communities based on the similarity of labeled data, select the scope of data
sharing according to the community’s detection results of sharing degree evaluation, and
improve the efficiency of data sharing. Ref. [21] designed a compressed private data sharing
framework that can provide efficient private data management for the product data stored
on the blockchain. The scheme uses off-chain procedures to compress and encrypt product
data before submitting them to the blockchain and designs two types of transactions to
support off-chain/on-chain data access. Ref. [22] used smart contracts and inadvertent
transfer protocols, combined with the proposed ether check system, to achieve transaction
fairness, autonomy, and transaction time control. Ref. [23] introduced a new multi-keyword,
searchable encryption technique that improved the accuracy of the retrieved results and
proposed a secure, searchable encryption system based on attribute encryption (ABE),
searchable encryption, and blockchain used in the data sharing framework for the letter.
However, the above works only consider the security risks in data sharing frameworks and
do not consider the security of access control mechanisms in data sharing.

2.2. Access Control Mechanisms

At present, traditional access control models mainly include the discretionary ac-
cess control (DAC) model, the role-based access control (RBAC) model [3], the attribute-
based access control (ABAC) model [4], and the capability-based access control (CapBAC)
model [24]. In the studies of [25,26], RBAC models are used as access control mechanisms
for blockchain data sharing. In an RBAC model, roles are associated with access rights (e.g.,
invoke, edit, and execute) and assigned to subjects, and a many-to-many relationship is
established between access rights and subjects [27]. However, RBAC, which is widely used,
has inherent problems that it cannot overcome. For example, RBAC can no longer restrict
access to a role after it is set, unless the role is manually revoked, and RBAC cannot solve
the problem of individual user authentication in an organization (people in a department
have almost the same role attributes). In this way, once the data are obtained through role
attributes, even if the user changes departments or even work units, he can still obtain the
desired information (data) and even use it for editing and tampering, which obviously has
the great hidden danger of security for the protection of private data. In addition, Wang
et al. proposed a data access control and sharing model using a blockchain system [28] that
uses attribute-based encryption to control and share enterprise data to achieve fine-grained
access control and secure sharing. Ref. [29] proposed a medical data security sharing
scheme with a time dimension based on an alliance chain. This scheme uses cloud storage
to store medical data ciphertext, uses the alliance chain to store metadata, and encrypts
smart contracts and ciphertext strategy attributes. Combined with ciphertext-strategy
attribute-based encryption (CP-ABE) technology, a data security sharing protocol is de-
signed to realize fine-grained access control with the time dimension. However, they only
improved the access control policy in terms of encryption and did not solve the funda-
mental problem. Among the classic access control models, ABAC is the most promising
model for fine-grained access control. This is because ABAC introduces the contextual
information and attributes of subjects and objects in its access control policies. By adding
more topic attributes, object attributes, and contextual information to the strategy, we can
greatly improve the dynamics and granularity of ABAC. To implement an access control
strategy using an ABAC-based scheme, ref. [30] combined various types of attributes in
data sharing, such as user attributes, object (i.e., the entity that holds the resource) attributes,
environmental attributes, etc. The strategy itself defined a set of rules that indicate the
conditions under which the data owner can be granted access rights, but this work did not
limit or describe the user role. Moreover, when setting access control policies, we also need
to consider the required decision-making continuity and attribute variability; that is, the
user still needs to be restricted in access after setting the role, or once the attributes of the
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role are changed, their permissions need to be changed; otherwise, it will still cause data
leakage and damage the privacy of users.

2.3. Summary

In short, some works have tried to combine blockchain technology with access control
for data sharing. However, in the existing works, the access rights of its validating principals
are usually handled by a centralized entity, which can throw the entire system into a single
point of failure if something goes wrong. In RBAC, if the role is set, it can no longer be
restricted unless it is manually revoked, and there are many restrictions on the setting of the
role. ABAC does not solve the problem of individual user authentication in an organization,
which can lead to a department with almost the same attributes among its users. This
makes it possible to obtain the desired information (data) even if the department or work
unit is changed for the data obtained through the attributes of the user, which poses a huge
security risk. Therefore, this paper proposes a blockchain-based, fine-grained access control
mechanism for supply chain data sharing.

3. Fine-Grained Access Control Framework

The FGAC framework sets keywords for different roles, such as the environment,
department, project name, etc., and when identifying access permissions, it not only lists
the role attributes within the scope of permissions but also matches their attribute keywords
to view and transfer data. In addition, it also considers decision-making continuity and
the attributes’ variability; that is, users still need to be restricted in access after setting their
roles, and if role attributes change, their permissions need to also be changed. The FGAC
framework is the extension of the RBAC model in essence and is implemented through
smart contract Chaincodes. This section describes the model architecture and workflow of
the proposed FGAC in detail.

3.1. Access Control Model and Workflow

The architecture and workflow of the FGAC model are shown in Figure 1. It involves
four types of smart contract Chaincodes, IPFS [31], encryption algorithms, etc. The specific
definition of the events and functions of the four smart contract Chaincodes are described
in Sections 3.2 and 3.3.
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Figure 1. Fine-grained access control framework.
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The overall process of the FGAC framework consists of six steps, each of which is
explained in the following paragraphs:

1.  Send Request: The DU sends a transaction to the data transmission contract to call
the access request function in the contract. The transaction contains the target data
and the name of the DU device. By calling the access request function in the contract,
the DU role attribute is obtained from the database and triggered. The request access
event in this function sends the transaction to the DO.

2. Data Upload: The DO sends a transaction request to the data transmission con-
tract through the client to call the data upload function in the contract. The trans-
action includes the DO device name, the shared data information, and the role
attribute keywords.

3. Authority Verification: When both the DO and DU are given their role information,
and the attribute keywords are set, the transaction is sent to the attribute validation
contract, and the validation function in the contract is called to validate the role
attributes and data keywords of the DO and DU. Then, the function queries the
attribute parameters in the contract according to the passed parameters, obtains the
DO and DU parameters such as domain name, attribute, and blockchain account
address, and triggers the matching request event in the function to verify whether
both parties meet the permissions.

4.  Trigger Transaction: When the data sharing parties satisfy the access control strategy,
and the verification is successful, the transaction is packaged and executed. The
request processing function in the property matching contract will call the DO and DU
attribute information and send the result to the data transmission contract, triggering
data sharing.

5. Data Encryption: The key generation contract is called to encrypt the identity infor-
mation of the DO and DU and the requested shared data. When the verification result
is successful, the contract distributes the key to the DU for decryption.

6.  Data and Key Download: The DU obtains the key through the key generation contract
after satisfying the access control strategy, triggers the transaction to view the shared
data stored in IPFS, and matches the plaintext and ciphertext to decrypt the required
shared data, to obtain plaintext data.

Users request to share supply chain data through smart contract Chaincodes that
execute different functions. When a user requests the supply chain data in the hands of the
DO, the DU starts to set user role information and attribute keywords and initiates data
sharing with the DO. After receiving the request, the DO verifies the role with user rights
and the attribute keywords assigned to the role. If the role information can be matched, the
user can read the data but cannot download or use the data. When the attribute keywords
are matched, the user who initiates the sharing request can obtain permission to use the
data for data sharing.

3.2. Event Definition

This sub-section introduces the access control model and workflow and explains the
framework of each step in detail. In FGAC, each user in the supply chain needs to set their
own role information and attribute keywords and then can download and use sensitive
data by verifying the attribute keywords. This effectively strengthens the security of data
in the supply chain.

The four types of smart contracts in Chaincodes are the attribute management contract
(AMC), the property verification contract (PVC), the key generation contract (KGC), and
the data transmission contract (DTC). Users send request transactions to contracts, call
contract-related functions, and complete specific operations to achieve fine-grained access
control. In order to explain the detailed access control process in the data sharing between
the data owner (DO) and the data user (DU), the definitions of some basic operations
are given.
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3.2.1. Transaction Sending and Processing

Transaction sending mainly refers to the signed packet of a message sent by an external
account to another account on the blockchain. Transaction processing is a process that
starts from the account initiating a transaction request and ends when the block containing
the transaction is synchronized by the consensus node. When a transaction is sent through
the contract, the contract will return the hash address of the transaction, which can be used
to query the sender’s address, receiver’s address, and other related personal information
during the data sharing process.

3.2.2. Event Notification and Execution

Events are the communication bridge between contracts and users. Events can be
used to notify users (sender and receiver) so that they can easily query and access events
through the client. In the actual supply chain data sharing process, users need to send
transactions to call smart contract Chaincodes to execute the corresponding request. When
the transaction is sent but not packaged and executed, the user will not be able to obtain
the return value of the smart contract Chaincodes immediately. When certain operations
are completed inside the contract function, the transaction is packaged and executed by
triggering an event notification. Additionally, only after the contract writes the event to the
blockchain can the front end respond accordingly.

3.2.3. Call of Functions

There are two types of function calls in smart contract Chaincodes, namely internal
function calls and external function calls. An internal function call refers to a function
calling another function in the same contract Chaincodes; an external function call refers to
a function calling a function of another contract. In smart contract Chaincodes, users can
perform their desired actions by calling functions.

3.2.4. Attribute Information

The administrator and related users publish their attributes and attribute relationship
information to the blockchain, and the attribute management contract collects and integrates
the corresponding attribute information and relationship. In addition to the role attribute
of the user, for the user in the data sharing process, the attribute keywords can include
address, trust degree, status, working time, department and level, etc. It is also possible to
add environmental attributes such as the environmental conditions when the data sharing
process occurs, the current time of the system, the security level of the system, the IP
address it belongs to, etc.

3.2.5. Strategy Match

The administrator (user) publishes the access control strategy to other users in the
blockchain, and the smart contract Chaincodes combine the attribute information to de-
scribe, collect, and integrate the access control strategy in the blockchain transaction to
evaluate the access request. The property verification contract verifies whether the property
information of the data requester meets the required requirements, thereby implementing
fine-grained access control.

The relevant events are defined in this sub-section, in which the detailed access control
process for data sharing between the data owner (DO) and the data user (DU) is described.

3.3. Access Control of Data Sharing Process Using Smart Contract Chaincodes

In this part, we introduce the smart contract part of the FGAC framework and explain
the specific functions. According to the different purposes of the smart contracts involved
in FGAC, we divide them into four types: the attribute management contract (AMC), the
data transmission contract (DTC), the property verification contract (PVC), and the key
generation contract (KGC).
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3.3.1. Attribute Management Contract (AMC)

This contract is the most important contract in the process of realizing access control.
In the process of supply chain data sharing, the access control strategy set by the data
owner is collected and integrated by the contract, and the attribute information and its
relationship with the data user are collected and integrated. The user’s role attributes and
the setting of their attribute keywords are received and distributed by the administrator or
the user through the attribute management contract. In FGAC, when the data requester
sends a transaction request to the system, the contract is executed. After the user registers
and authorizes its role and its attribute keywords, the data user’s request is forwarded to
the data owner, and the properties are executed. The verification contract verifies whether
the properties meet the requirements.

3.3.2. Data Transmission Contract (DTC)

This contract is used to upload and download the related data involved in packaging
and sharing, as well as the role information and attribute keywords of different users.
When the data requester makes an access request and obtains access permission, the data
owner packages the data and uploads it to the blockchain through the contract, after which
the data requester can obtain the required data and decrypt it.

3.3.3. Property Verification Contract (PVC)

The user’s permission verification is performed by this contract. The nature veri-
fication contract identifies and evaluates the roles of the data owner and data user and
compares whether their attribute keywords are consistent or similar. If the roles are the
same, but the attributes are different, the user can only view the data, and data sharing is
not available. If the verification is passed, the transaction process is triggered to allow data
sharing, and the data user obtains the data through the data transmission contract.

3.3.4. Key Generation Contract (KGC)

When the nature of the data user is verified, the contract uses an encryption algorithm
to encrypt the relevant data to be shared and upload the ciphertext to the blockchain. Once
the verification of the nature verification contract is completed, the transaction can be
triggered, and the data user can obtain the ciphertext and key required for the download
through the data transmission contract, and after decryption, the required shared data can
be obtained.

In FGAC, each user in the supply chain needs to set their own role information and
their own related attribute keywords. At this time, the system obtains the sharing request
sent by other users. Through the verification of the role attribute, the users in the supply
chain can obtain viewing permission for the data, and then the key sensitive data can be
downloaded and used by matching the verification attribute keywords. This effectively
strengthens the security of the data in the supply chain.

4. Application Scenario

In this section, we use the supply chain in Shanghai Port as an actual scenario to
illustrate the role and necessity of FGAC. The supply chain in Shanghai Port accumulates
a large volume of data, such as maritime ships, maritime cargo, port data, and shipping
routes. Through the sharing of supply chain big data, various departments in the supply
chain can not only track ships and transport goods at sea but also provide supply chain
participants with real-time, accurate, and visible individual dynamic information. The
scattered dynamic data are precipitated, collected, sorted, and modeled to form a multi-
dimensional basic big data model, which provides supply chain dynamics and industry
intelligence for the relevant departments of the supply chain. Some cargo owners in the
supply chain, especially direct cargo owners or large cargo owners, have higher require-
ments for information acquisition of transportation and hope that they can always grasp
the information of cargo transportation. In the process of data sharing, this information not
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only needs to protect the privacy of users but also should not be easily viewed or tampered
with by anyone. The FGAC framework can satisfy these requirements well. It is suitable
for supply chain data sharing in Shanghai Port. The application diagram of the FGAC
framework in the supply chain in Shanghai Port is shown in Figure 2.
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Figure 2. FGAC in supply chain of Shanghai Port.

We divided the data of the supply chain in Shanghai Port into four types: sensitive
data, management data, transportation data, and personal data. In the proposed FGAC,
the following points are taken into account when setting the access control rights:

The data owner (DO) has access rights to all raw data;
Authoritative organizations can obtain some data related to specific projects with high
accuracy and timeliness (i.e., they cannot be changed without authorization);

e Data statistic agencies can access supply chain and management data but cannot
change them;

e  Other relevant departments and data technology companies can only access and obtain
shipping-related data, but data accuracy and timeliness are not guaranteed (e.g., there
may be a competitive relationship);

e  Screening opponents and other companies in the same industry cannot obtain any
type of data;

e  Other company departments on the chain can share data according to priority, and
sensitive data can also be shared depending on the situation and level;

e  Neither private nor innovative data can be shared.

The data acquisition process after the FGAC authorization is shown in Figure 3.
When the property matching step is passed, the DO downloads the data ciphertext and
key together, decrypts and compares them, and downloads the required data from the
distributed storage system.

The whole process of cargo transportation in the supply chain is illustrated in Figure 3.
The data generated in this process are saved on the blockchain Hyperledger Fabric. When
users send sharing requests for the data, the data owner can set the relevant attributes and
trigger the FGAC mechanism to control the access of the requester, which makes the data
in the entire supply chain effectively protected.
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Figure 3. Validated supply chain data process.

5. Experimental Analysis and Verification
5.1. Comparative Analysis

At present, the combination of blockchain technology and access control has become
one of the main applications of blockchain systems in data sharing. Table 1 outlines the
research on the combination of blockchain and different access control models, which
fully reflects the performance advantages of this work. In Table 2, a comparison of the
advantages and disadvantages of integrating blockchain into the access control model
is provided.

Table 1. Comparison of access control policies.

Scheme Distributed Flexibility Dynamics Fine-Grained
RBAC [6] V1 Vv i x 2
ABAC [7] Vv % v x
CapBAC [8] Vv Vv X X
FGAC Vv Vv Vv Vv
1"/ Means the performance is available in this framework. 2 x Means the performance is discrepant in this
framework.

From the above two tables, we can see that the FGAC proposed in this paper has both
flexibility and fine-grained access control. Compared with several traditional access control
methods, it effectively improves the efficiency and security of the system.
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Table 2. Integrating blockchain into an access control model.

Scheme Characteristics

LBAC [32] It proposes lightweight access control and uses smart contracts to ensure the correctness of outsourced
decryption without additional verification on the user side but does not define role attributes.

The blockchain-based token request mechanism allows users to request resources in batches and map the
BHEAC [33] obtained tokens to multiple resources; it avoids repeated requests by users but has a broad division
of permissions.

Only access control policies and data sharing protocols (DSAs) were designed to explain research strategies

Al applications [15] and research decisions, and no experiments and validation were performed.

. It enhances role-based access control by providing different attribute keywords for different types of users. It
FGAC of this work ;" . . e P
is implemented in the form of smart contract Chaincodes and evaluated through quantitative verification.

5.2. Verification Results and Analysis

We used the model-checking tool UPPAAL [34] to verify and analyze the FGAC
framework. The FGAC framework was modeled as the timed automata, which are shown
in Figures 4 and 5, and the corresponding properties were specified as TCTL (timed
computation tree logic), which are shown in Table 3. Our experiments were performed
on a computer with an Intel (R) Core (TM) i5-9300HF CPU processor at 2.40 GHz, 2667
MHz, 4 cores, and 8 logical processors with 16 GB of RAM, running 64-bit Windows 10.
The academic version 4.1.26 of the UPPAAL tool was used.

N

File Edit View Tools QOptions Help

WX o, & 8 Rle 4.7V

Editor Simulator ConcreteSimulator Verifier
I Project Name: DU Parameters:

i~ Declarations

ERLoy|

v % Path reset_role!

i-[] System declarations

start checkyrole read_data match_keyword get_permission
request! S ~ .

pass! O continue_to_request! Y match!

Figure 4. FGAC timed automata model.

Figures 5 and 6 above show the timed automata model and shared path of FGAC,
respectively, which were built in UPPAAL. The FGAC model included the status of role
checking, data reading, keyword matching, obtaining permission, etc. These statuses start
from initiating a sharing request by the DU, after which the DU obtains the responding
data through the assessment of the nodes in different statuses, and finally, the sharing
process is completed.
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Fle Edit View Tools Options Help
Cwals eoaame<s Y]
Editor Simulator ConcreteSimulator Verifier
W Project Parameters:
[ Declarations
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) o match_key{vord
sharing_beginning request? checfk__\role pass? re%i?ﬂtmue_to_request? unmatch?
N
match?
unpass?
end_of_sharing?
sharing_end get_permission
N
Figure 5. Shared pathway model.
Table 3. Property to be verified in UPPAAL.
Name Property Equivalent Property
Possibly E<>n
Invariant Alln Not E<>notnn
Potentially always E[ln
Eventually A<>n Not E[]notnn
Leads to n—Y A[](nimply A<>Y)

In order to verify the correctness of the model, after using UPPAAL to build the model,
it was necessary to further extract the key attributes and verify the key attributes of the
FGAC time automaton model. The main properties and corresponding expressions of
validation were as follows:

1.  The built model has no deadlock; Expression: A[] not deadlock

2. The data users in the above access control framework can normally access the status
of read data; Expression: E<>DUI. read data

3. The data users in the above access control framework can normally access the status
of obtaining permission; Expression: E<>DU1.get_permission

After triggering events for data sharing, UPPAAL displays the generated tracking
trajectory, as shown in Figure 6.

After many experiments, the average value of the verification results we obtained is
shown in Table 4.

Table 4 shows the verification results of the above properties in UPPAAL. From the
verification results, it can be seen that the FGAC framework satisfies the aforementioned
requirements and attributes, such as safety, no deadlock, etc. The FGAC framework could
achieve data sharing normally, and access control was performed when user keywords
did not match. In addition, it can also be determined whether the system model meets the
requirements according to the verification time of the property formula and peak memory
usage and can meet the usage time limit and resource constraints.



Systems 2022, 10, 208

13 of 15
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|
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E<>DUL.read_data
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Property is satisfied.
E<>DUL. get_permission |
Verification/kernel/elapsed time used: Os / 0s / Os.
Resident/virtual memory usage peaks: 9, 260KB / 45, 704KB.
Property is satisfied. v
Figure 6. System verification results.
Table 4. System property validation results.
Property Formula Validation Results Verification Time Peak Memory Usage
A[] not deadlock Pass 0.001 s 9.306 KB
E<>DU1l.read_data Pass 0.001s 9.236 KB
E<>DUl1.get_permission Pass 0.001 s 9.330 KB

The above comparative analysis and quantitative verification show that the proposed
FGAC can effectively implement fine-grained access control in data sharing. It also has the
characteristics of flexibility, high efficiency, and non-single-factor control, which effectively
improves the security of data in the process of data sharing.

6. Conclusions and Future Work

Based on the blockchain Hyperledger Fabric, in this paper, we proposed a fine-grained
access control (FGAC) framework for supply chain data sharing. It enhances role-based
access control (RBAC) by providing different attribute keywords for different types of users.
It was implemented in the form of smart contract Chaincodes of the blockchain Hyperledger
Fabric and evaluated by the quantitative system verification tool UPPAAL. Moreover, it
was applied to the supply chain of Shanghai Port to enhance data sharing security. In the
future, we will apply the FGAC framework to more scenarios of supply chain data sharing
and optimize its performance through system quantitative verification techniques.
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