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Abstract: Most biometric authentication technologies commercialized in various fields mainly rely
on acquired images of structural information, such as fingerprints, irises, and faces. However, bio-
recognition techniques using these existing physical features are always at risk of template forgery
threats, such as fake fingerprints. Due to the risk of theft and duplication, studies have recently been
attempted using the internal structure and biological characteristics of the human body, including
our previous works on the ratiometric biological impedance feature. However, one may still
question its accuracy in real-life use due to the artifacts from sensing position variability and
electrode-skin interfacing noise. Moreover, since the finger possesses more severe
thermoregulatory vasomotion and large variability in the tissue properties than the core of the body,
it is necessary to mitigate the harsh changes occurring at the peripheral extremities of the human
body. To address these challenges, we propose a biometric authentication method through robust
feature extraction from the upper-limb impedance acquired based on a portable wearable device.
In this work, we show that the upper limb impedance features obtained from wearable devices are
robust against undesirable factors such as finger placement deviations and day-to-day physiological
changes, along with ratiometric impedance features. Overall, our upper-limb impedance-based
analysis in a dataset of 1627 measurement from 33 subjects lowered the classification error rate from
22.38% to 4.3% (by a factor of 5), and further down to 2.4% (by a factor of 9) when combined with

the ratiometric features.

Keywords: wearable biometrics system; electrical impedance; upper limb impedance; ratiometric

1. Introduction

Biometric authentication refers to a security process that verifies a user’s identity
through unique physical and behavioral characteristics of the human body, such as
fingerprint, iris, voice, and gait [1]. In a technology-driven, connected modern society,
complex password requirements pose significant inconvenience to an increasing number
of users [2]. Biometric authentication, unlike passwords, tokens, or access cards, verifies
personal identity without the need for users to remember passwords or carry physical
objects. Therefore, it can be used to increase user convenience and efficiency for the
numerous online access and mobile transactions that we use today [3]. Biometric
authentication technologies, which are based on the structural features of acquired images
such as fingerprint, iris, and facial recognition, are most commonly used in the biometric
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field due to its advantages, such as convenience and simplicity, and recently released
smartphones or tablet computers as a form of IT systems mainly include these user
recognition features [4]. However, these image-based biometrics can be easily stolen or
spoofed, and their anti-counterfeiting performance can also be threatened [5]. For
example, various fingerprint scanners that ensure security are widely used, but attacks
using silicone, gelatin or Play-Doh counterfeits made from users’ fingerprints are
widespread, and this poses a considerable threat [6]. It has also been reported that iris-
based authentication systems are vulnerable to spoofing via photographic irises and well-
crafted colored lenses [7]. In particular, unlike passwords that can be modified or reissued,
fingerprints, faces, or irises are exposed to permanent threats to spoofing once the
template is stolen. To overcome these challenges and increase the level of security,
biometric studies based on bio-signals such as electrocardiograms [8], electromyograms
[9], electrooculograms [10], and electroencephalograms [11] are increasing. However,
these bio-signals are not robust enough to serve alone as biometric traits because they can
be dependent on the user’s physiological state, exercise, or emotional state [12-14]. While
liveness detection is also an active area of research to mitigate the vulnerability of
biometric systems, various spoofing attacks still exist to defeat these authentication
solutions [15]. Attackers can easily circumvent the liveness detection by developing
specific spoofing artifacts to trick biometric authentication, which can be faced with a
significant loophole [16].

Bioelectrical impedance measurement is a fast, non-invasive technique that measures
the physiological state of living tissue and responds less sensitively to emotional
conditions [17]. Bioelectrical impedance analysis estimates body compartments through a
mechanism of resistance and reactance [18]. The electrical impedance encompasses
information about the presence of specific tissue types such as blood, muscle, and bone,
and anatomical composition inside the measurement site [19-21]. Therefore, bioelectrical
impedance can be used as a biomarker for diagnosing physiological conditions [22,23].
Each individual has significant electrical impedance differences due to these complex and
diverse internal tissues and anatomical compositions of the human body [24-26].
Therefore, bioimpedance-based analysis of complex tissues can provide unique
mechanisms to distinguish people [27]. Furthermore, since the electrical impedance of
body tissues depends on the alternating current signal frequency [28-30], multiple
frequencies for impedance can be used to enhance identification performance.
Nevertheless, bioelectrical impedance has not been realized as commercial identity
authentication technology due to its low reproducibility caused by changes in various
factors such as body fat, skin moisture, and blood vessel expansion due to body
temperature [31]. Skin blood flow and body temperature changes, as well as skin
electrolyte accumulation are known to largely affect impedance measurements [32-34].
Previous studies have reported that various physiological conditions such as eating,
exercise, fluid retention, and obesity can affect impedance measurements, and also found
that body temperature is inversely related to changes in impedance [31,32,35-38].
Therefore, the susceptibility of impedance to body temperature or other physiological
changes may limit its use as robust biometric authentication. To overcome these
limitations, our previous work [39] proposed a novel ratiometric method to obtain reliable
features from multi-channel impedance of finger combinations. The ratiometric method
assumes that when the electrical properties of the finger vary, the electrical properties of
all finger components change at the same proportion, and thereby the method obtains
ratiometric features by obtaining the proportion between the impedances of one particular
finger pair and another. The ratiometric feature was shown to improve the classification
accuracy from 70.7% to 94.1% and equal error rate (EER) down to 3.0%. Nevertheless, the
biometric authentication based on biological impedance is still less accurate for
commercialization compared to traditional methods such as fingerprint (EER < 0.1% [40])
and face recognition (accuracy > 99% [41]).
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Biological impedance measurement is not limited to hands or fingers, but can be
applied to any part of the body, which opens up new possibilities to increase convenience
by configuring it in various forms, such as wearables, and to increase accuracy by
measuring in various body parts. Nonetheless, there has not been much research on
comparing the performance of biometric authentication when measuring body
impedance in diverse body parts. A notable point is that the degree to which biological
impedance changes due to physiological and environmental factors varies on different
parts of the body. For instance, changes in body temperature due to the ambient
temperature can differ in each body part [42,43]. Previous studies reported that the
temperature variations in the fingers, hands, and feet are greater than in other core parts
of the body (e.g., head and arms) when the subjects were exposed to a cold environment
[43,44]. Arens et al. showed that the hands and feet were considerably colder than the
head and arms in a cold environment, and thus vasoconstriction was the strongest [45].
These different physiological changes in distinct body parts have been shown to affect the
biological impedance measurement [46-48]. Therefore, the choice of body part is expected
to influence the biometric authentication performance (e.g., the peripheral end of
extremities such as fingers, or parts of the body close to the core such as the upper limb).

In order to exploit the features of these different parts of the body, it is necessary to
devise methods to form electrode contacts and arrange effective electrical paths. A
promising strategy for collecting signals in different body parts is using wearable devices
[49]. Existing product types of wearable devices span across smart watches, smart
bracelets, smartphones, smart glasses, tablets and PCs. With diverse form factors of
wearables and mobiles, identity recognition becomes increasingly significant to provide
personalized services of Internet of Things (IoT) devices which provide convenience and
accessibility to people’s lives [50]. Security becomes increasingly important with the use
of a large number of IoT devices that require interaction between smart devices and
consumers. Biometrics provide improvements in the usability and security of IoT and can
play an important role in securing emerging IoT devices to address security challenges.
For example, a wearable biometric authentication device through integration with a
smartphone-based network substantially expands the range of service applications [51].
Implementing biometrics in a wearable device has also been shown to increase the
collectability and convenience for practical biometric systems [52-55]. These wearable
devices have the advantage of being lightweight, portable, and easy to use; however,
signal distortions and artifacts are a challenge to be overcome. In comparison to
standalone immobile systems, biometric sensing in mobile and wearable devices
undergoes large variation in user behavior and changes in environmental factors [51],
which can cause motion/skin—electrode artifacts. Therefore, researchers have been
conducting extensive studies to reduce these artifacts in wearable measurement devices
[56,57]. For instance, researchers have examined how the skin-electrode interface in
wearables contributes to the signal noises for electrodes [58]. However, previous studies
mainly focused on the skin—electrode contact interfaces, but few have shown a method to
overcome changes in the relative position of the electrode and the skin. Motion artifacts
as well as inconsistent placement of the hands and fingers often arise from the interface
due to the relative motion of electrodes to the skin, which ultimately limit the repeatability
and inevitably affect the performance [59]. Thus, despite the wearable form factors
applied to various body parts widening the opportunities of bioimpedance-based identity
recognition, they need to address challenges resulting from uncontrollable harsh
operating conditions and large variability.

In this study, to address the aforementioned challenges, we propose a wearable
biometric authentication system that can obtain robust impedance features of fingers as
well as upper limbs and verify its applicability through the evaluation of data acquired
from our proposed wearable device. The hardware configuration and the principle allow
us to acquire the upper limb impedance that includes arms and shoulders through the
electrical path between the right-hand fingers and the left wrist. We observe that the upper
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limb impedance features are less variable than the finger impedance by external
environmental effects such as skin and air temperatures and environmental humidity [60-
62] thanks to physiological homeostasis. We investigate that the upper limb impedance
extraction can eliminate the artifacts of finger placement variation, which can occur more
frequently in wearable device measurements [63,64]. To assess the reproducibility and
user classification capability of upper-limb impedance features, we conduct a user
classification test of 33 subjects and analyze the performance of various machine learning
and CNN-based deep learning models. Additionally, we investigate whether the upper
limb impedance features have a synergistic effect with the ratiometric feature of fingers
to improve the classification accuracy. Our proposed wearable device, integrated with
wireless communication, demonstrates the potential of a single portable biometrics
technology, offering solid security with advantages of collectability, performance, and
convenience. Our study is expected to provide a guideline for developing biological-
impedance-based biometric systems which are extremely secure and show high
performance in wearable or mobile applications.

2. Results and Discussion
2.1. Impedance-Based Wireless Wearable Identity Recognition System

Our proposed approach evaluates the characteristics of the human body and tissues
by transmitting electrical signals to the body, especially the fingers and upper limbs to
acquire electrical response characteristics at various frequencies. Figure 1 shows the
proposed identity recognition system that obtains the electrical characteristics of the right
fingers in contact with the device located on the left wrist, as well as the upper limb
impedance measured by using the electrode mounted under the device. The schematic
diagram of our wearable impedance measurement system is shown in Figure 1b. Via
Bluetooth, we enabled wireless control of impedance measurement circuits, and the
measurement circuits consisted of a multiplexer, a microcontroller capable of switching
each pair of measuring electrodes, a waveform generator and a constant current source.
A battery was mounted inside the device, and a battery protection circuit was also
implemented to ensure safe charging. Figure 1c shows the exterior (top, bottom) and
interior of the wearable device incorporating a grooved design for electrodes and finger
guides, and the printed circuit board including the battery, respectively. The four
electrodes mounted on the upper side of the device were for contacting the right fingers,
and the other electrode mounted under the device was for contacting the left wrist.
Impedance measurement was performed for a total of 10 combinations by selecting two
of five electrodes by the multiplexer. The impedance of 10 combinations was measured in
sequence by electrically switching the five electrodes mounted on the device. Among the
selection of 10 electrode combinations, the impedance including the upper limb was
obtained from four combinations (e, e), where i = 1, 2, 3, 4, in which one electrode
contacting the wrist was selected. Then, the impedances of the pairs of right fingers were
obtained through the combinations, (e1, e2), (e1, €3), (e1, es), (e2, e3), (e2, e4), and (es, es), of pairs
of electrodes mounted on the device. The electrical impedance spectrum for each
combination was measured in the frequency range of 20 kHz to 500 kHz. A constant
source current was passed through the two current source (CS) electrodes, and the voltage
across the CS electrodes was measured by voltage sensing (VS) electrodes located between
the electrical paths. The voltage measured at the VS electrode pair was amplified by the
differential Amplifier (G). The four-point measurement design shown in Figure 1c
improved reproducibility by minimizing the effect of contact resistance for every
measurement. The data measured using the wearable device were directly transmitted to
a laptop computer paired with the device via Bluetooth communication.
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Figure 1. Schematic of wireless wearable electric impedance spectrum identity authentication system. (a) Concept of
wearable identity recognition system which employs the electrical transfer characteristics through fingers and upper
limbs. (b) Schematic of the wearable impedance-based identity authentication system. The frequency-modulated
sinusoidal current is transmitted sequentially to the electrode pairs by the driving of the multiplexer and demultiplexer,
converted to a DC signal by the RMS-DC converter, and then digitized by the ADC of the microcontroller. (¢) Our
developed impedance-based wireless identity authentication module. Numbers 1 to 4 (ei1~e4) are assigned in order from
index to little finger electrodes, and number 0 (eo) is assigned to left wrist electrode mounted under the device. Separate
current sourcing (CS) and voltage sensing (VS) electrode pairs for applying four-point electrode measurements were
mounted on the device.

2.2. The Principle of Proposed Upper Limb Feature Extraction

Our proposed method extracts robust impedance features of upper limbs by
subtracting finger impedance to overcome large variability of the impedance of body
extremities such as the hand or finger due to changes in external environments (e.g.,
temperature, humidity). To enhance the reproducibility and utilize the relatively steady
characteristics of the upper limb, we devised a method to extract features that are robust
to undesirable changes by excluding the finger impedance from the measurement data.
For data acquisition in our wearable device, a user places four fingers on the electrodes
mounted on the device on the user’s left wrist, as shown in Figure 2. In this measurement
mechanism, when the electrode ‘e1” is selected as a pair for the ‘eo’ (eo, e1), the impedance
of the upper limb (Zim) including finger 1 (Zn) is obtained, and when ‘ez’ is selected, that
is, (eo, e2), the impedance of the upper limb (Zim) including finger 2 (Zg) is obtained. To
obtain a pure upper limb impedance, we first summed the impedance (Zim + Zn)
measured from (eo, e1) and the impedance (Zim + Zp) measured from (eo, e2). Then, we
subtracted the measured impedance (Za + Zn) from (el, e2) to remove the two finger
impedances (Zs, Zp) included in the summation. By dividing the resulting value by half,
the pure upper limb impedance was obtained.
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Figure 2. Principle of peripheral variation removal. The pure upper limb impedance can be obtained
by subtracting the impedance of a pair of fingers (e.g., (e1, e2)) from the sum of the impedances from
electrode eo (e.g., (eo, e1) + (eo, €2)).

2.3. Robust Features in Upper Limb against Thermal Environments

As explained above for the low reproducibility of biological impedance, our body
impedance varies greatly depending on external environmental factors, such as
temperature, and these effects can vary dependent on the region of the body [65]. The core
temperature is relatively homogeneous throughout the trunk, while the temperature of
peripheral tissues, such as the hands or fingers, varies greatly with environmental factors
and thermoregulatory vasomotion [42]. For those reasons, we examined and compared
the effect of external temperature changes on the impedance of upper limbs and fingers.
We conducted tests in three healthy adults in a temperature-controlled laboratory. Room
temperature was controlled in the range of 32.0~18.0 °C, and the test was performed while
cooling from a high temperature to a low temperature. The temperature of the body was
measured for each test, and the hand temperature changed as the room temperature
decreased, and the armpit temperature was constant in the range of 36.8~37.2 °C. To
examine the impedance changes with temperature, we used the average of all impedance
values obtained over the frequency range of 20 kHz to 500 kHz. The finger impedance of
the three subjects was inversely proportional to the measured hand temperature, as
shown in Figure 3, whereas the upper limb impedance features extracted from the same
experiment stayed constant with environmental temperature changes. These results
indicate that changes in external temperature are an important factor influencing
impedance measurements, and that upper limb impedance is relatively robust to these
changes and can be used as a feature to improve reproducibility.
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Figure 3. Impedance variation according to temperature. Changes in impedance of fingers and
upper limbs acquired by three subjects (Subject 1~Subject 3) according to temperature. The
impedance in Y-axis is an average in the frequency range from 20 kHz to 500 kHz.

2.4. Enhanced Upper Limb Features Reducing Undesirable Variation

There are several other factors, such as inherent changes of normal physiology, that
influence biological impedance, as reported in other previous studies mentioned above.
The effects of these factors may also differ between the fingers and the upper limb. To
examine the effects of these other factors and to compare the differences in effects on the
fingers and upper limbs, day-by-day impedance measurements were performed for five
subjects at the same temperature over three independent days.

Figure 4a shows the change in finger impedance (above) measured and upper limb
impedance (below) extracted from the corresponding each finger impedance from each
date for three subjects. The impedance data was measured for each subject in total 10 times
per day, and the data were expressed by mean and standard deviation. It can be seen that
the impedance curves of fingers for each subject change according to the date of
measurement. We speculate that these changes were due to various physiological factors,
such as changes in internal and external moisture, blood flow or vessel expansion. These
changes in fingers can be more sensitive to physiological changes related to blood flow
because normalizing hand blood vessels to the skin surface area is 4 to 5 times larger than
the rest of the body [66]. The graphs located below Figure 4a show the upper limb
impedance extracted from the data measured for each subject. The upper limb impedance
curves of the respective state for each subject were mostly overlapped and coincident in
the same pattern, in contrast to the finger impedance, which varied by measurement
dates. In addition, to better understand the direct effect, we compared the upper limb
impedance before and after finger removal through a compensation process, to allow the
readers to better understand the effect directly. Therefore, we placed the two figures of
upper limb impedance (a) before and (b) after finger removal for the three subjects
together and comparing them side-by-side in Supplementary Figure S1. Here, it can be
seen that the upper limb impedance after removing the finger impedance improves the
reproducibility compared to before the compensation process. To statistically compare the
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variation of the quantitative characteristics of finger and upper limb impedance by date,
we analyzed each data point using the coefficient of variation [67] (CV, standard deviation
(s) divided by the mean (x)), as shown in the following equation:
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Figure 4. Comparison of temporal variation in finger and upper limb impedance features. The impedance of fingers and
upper limbs were obtained over three independent days. (a) Finger (above) and upper limb (below) impedances of three
representative subjects measured over three independent days for assessing temporal variation. The error bars in the
figure indicate the relative standard deviation (n = 10). (b) Coefficients of variation of finger impedance and upper limb
impedance. (c) Scatter plot of the first three principal components of the finger impedance from principal component
analysis. (d) Scatter plot of the first three principal components of the upper limb impedance from principal component
analysis.

Figure 4b shows the data variability of finger and upper limb impedance by date.
The data, which were repeatedly measured 10 times per day, were averaged for each day,
and CV was calculated for each subject. Then, the CVs calculated for each subject were
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expressed as the mean and standard deviation. The data variability of the finger was
greater than the upper limb at all measurement frequencies, and this difference in
particular was greater for the lower frequency band. To visualize and compare the
distinguishability of the electrical impedance of fingers and upper limbs, principal
component analysis was performed on each corresponding data point, and the first three
principal components of the spectra for both features are displayed in Figure 4c,d
respectively. Principal components were more clearly clustered in upper limb features
than the finger impedance. The ratiometric method, proposed in our previous study [39],
was applied to the data measured in this study. The ratiometric features extracted from
each subject’s finger impedance showed improved reproducibility, as shown in
Supplementary Figure S2.

2.5. Robust Upper Limb Features against Finger Placement Variation

Most of the undesired artifacts by misplacement are associated with the skin contact
position with the electrode, resulting in changes in the electrical path, but these effects can
be eliminated, especially in the upper limb feature. Note that we removed the contact
resistance between skin and electrode by using four-point measurement, as described in
our previous work [39]. Despite the fact that eliminating contact resistance helps to
improve robustness against changes in the finger contact condition, the finger contact
changes can still alter the electrical path between two measurement points. To examine
this effect, we observed the variation in finger impedance by changing index finger
placement positions (Pi1~Ps) with respect to the electrode, as shown in Figure 5a, and
compared this with the upper limb impedance. The data were measured 10 times per
position and displayed as mean and standard deviation. The measured data for the three
extreme placement position variations (Pi~P3) showed significant finger impedance
variation, as shown in Figure 5b. We speculate that the variability of finger placement
positions caused changes in the length of current flow and the position of voltage sensing
in the electrical path. In addition, the contact area between the finger and electrode varies
depending on the finger placement position, which changes the electrical path. Even in
the case of the ratiometric method proposed to improve reproducibility in our previous
work [39], it is vulnerable to signal distortion due to measurement position changes.

(b) . (c)
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Figure 5. Impedance variation of finger and upper limb according to finger placement changes on the electrode. (a)
Changes in the contact position (P1~Ps) of the subject’s index finger. (b) Variation of finger impedance according to the
three electrode contact positions. (c) Variation of upper limb impedance according to the three electrode contact positions.
The data are presented as mean + standard deviation (1 = 10).

The ratiometric method improves reproducibility regardless of changes in the
external environment; however, the ratiometric features can still be at a risk of
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experiencing artifacts due to different finger placement position. For example, when only
a specific single finger position can be changed, the reproducibility of the ratiometric
feature is inevitably lowered. Supplementary Figure S3 shows the positional (Pi~Ps3)
variability of three ratiometric features extracted from measured impedance data.
However, the artifacts intruded from finger—electrode interfaces can be removed in the
upper limb impedance through the mechanism described in Figure 2. Figure 5c shows
that the upper limb impedance features are highly reproducible and relatively robust
against the variation of each finger position (P1~Ps). The experimental results indicate that
the upper limb features extracted by using the wearable device are reliable regardless of
the influence of finger placement artifacts, which are more likely to occur on
measurements in wearable devices than a standalone, immobile system.

2.6. Improved Identity Recognition Performance via Upper Limb Features

To develop a predictive model that makes accurate predictions on new data, unseen
during training, we needed a sophisticated technique, which carefully constructed a
training dataset that models were training on, as well as a test dataset without any data
leakage from the training dataset [68,69]. Since biological impedance can vary from day
to day due to physiological state changes, the data measured on the same day from one
subject tend to be more similar than data measured on the other days. Therefore, if data
collected on the same date are present in both the train and test datasets, it is prone to data
leakage and overfitting problems. Therefore, we mutually excluded the data measured on
the same date from the train and test dataset by dividing each subject’s data into
subgroups and labelling each data point from one to five according to the order of the
measurement dates, which was used for cross validation. Through this process, the
measured data for each date were predicted by the model, learned from the data obtained
on different dates. The identification performance based on biological impedances,
including the upper limb, was evaluated from data collected from 33 subjects. Subjects
participated in five days of sessions at one-week intervals and provided 8~10
measurements for each session within an hour per day. For the identification of
individuals, we applied the discriminative machine learning models of random forest
(RF), linear discriminative analysis (LDA), K-nearest neighbor (KNN) and support vector
machine (SVM), and additionally applied a convolutional neural network (CNN,
Supplementary Figure 54) for deep learning analysis. For the machine learning models,
the feature vectors from each channel consisting of 25 samples were concatenated, merged
into a single feature vector, and fed into the classifiers. For CNN models, each one-
dimensional feature vector was used as a form of each channel in 1D input and fed into
the model. In particular, we assessed the classification accuracy with the accumulated
number of data-acquisition days from 2 to 5 days using n-fold (n: number of measurement
days) cross validation. Figure 6 shows an ablation study that compares the performance
depending on the types of features as follows; (i) the raw finger impedance, (ii) ratiometric
features, (iii) upper limb impedance only, and (iv) ratiometric features together with
upper limb impedance. Accuracies derived from all the models were significantly
improved when using upper limb impedance, compared to using raw finger impedance.
In addition, the performance of the RF, LDA, and CNN was better with upper limb
impedance than with ratiometric features. In contrast, in the KNN and SVM models, the
ratiometric-feature-based models performed better than the models with upper limb
impedance. Overall, using both the ratiometric features and the upper limb features (iv)
outperformed the other three (iii). In all classification models, performance gradually
improved as the number of measurement days increased, especially when using
ratiometric features. We speculate that as the measurement dates increased, the training
dataset reduced the bias of a specific day, making the model learn traits that were
invariant to the measurement dates and more robust against day-to-day variation.



Biosensors 2021, 11, 398 11 of 22

[EIFinger
EERatio

[ Tupper limb

I Upper limb+Ratio
100 T T T T

80

60

40

20
100

80

60

40

20

100

80

60

Accuracy (%)

40

20

100 T T T T

100

80

60

40

20

2days 3days 4days 5days
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Relatively, the accuracy of models based on the upper limb feature showed few
changes with the number of measurement days. This result indicates that the upper limb
impedance is rather robust against day-to-day variations caused by several
aforementioned undesirable factors. Note that the performance of the ratiometric-based
models was significantly degraded when using datasets with only few measurement days
(e.g., 2 or 3 days). However, we observed a significant improvement by using the upper
limb features, and decent classification accuracy could be obtained even with upper limb
features alone in RF, LDA and CNN models. In particular, the classification accuracy
yielded 92.58% accuracy when only 2 days of datasets were used in the upper-limb
feature-based CNN model. This result shows that the upper-limb feature-based analysis
can achieve a reliable performance with fewer data acquisition days, while the ratiometric
features require a relatively large number of measurement days to achieve improved
accuracy. Thus, the ratiometric features exhibit a synergistic effect with upper limb
features in improving classification performance. Using a total of 1627 data points for 5
days, we achieved the highest classification accuracy of 97.6% by using both upper limb
and ratiometric features with the CNN model while other models showed accuracy of
over 92%, as shown in Table 1. Taken together, the upper limb features improved the
classification performance significantly, and helped to provide reliable and robust
identity authentication systems for wearable applications.

2.7. Comparison of Performance with Increasing Date of Measurement and Type of Feature Used

The accuracy of our discriminant classifiers was evaluated based on closed-set
identification, allowing a given observation to be assigned to the class with the largest
latent variable or best posterior probability to distinguish one from the others. Thus, this
can cause errors of assigning a class that provides the highest probability score for
unregistered users. However, in biometrics, if the acquired feature vector does not
provide a sufficiently large posterior probability, the algorithm must be able to recognize
an unregistered user and reject the case. Using the threshold of the latent variables of the
classifier, the measured data were allowed to be assigned to the classes only if the
posterior probability of the data was greater than the threshold. This method enables
recognizing an unknown user who was not enrolled in training process. By changing the
threshold in the CNN model that yielded the highest accuracy, we evaluated the
sensitivity (1 —false acceptance rate, FAR) and specificity (1 —false rejection rate, FRR) for
the receiver operating characteristic (ROC) curve. The ROC curves of the classification
results based on the number of measurement days (2, 3, 4, and 5) for each feature selection
in the CNN model are shown in Figure 7. The horizontal axis represents the false
acceptance rate, and the vertical axis represents the false rejection rate, in which the more
adjacent to the lower left corner the curve is, the better the performance is. In the case of
a dataset with a small number of measurement days, such as 2 or 3 days, the ROC curve
of the upper limb feature was significantly better than that of the ratiometric feature. As
the number of measurement days increased, the ROC curve of the ratiometric feature
improved. Additionally, using both upper limb and ratiometric features substantially
improved performance, as shown in the ROC curves for all cases. The ROC curve was
used to evaluate the area under the ROC curve (AUC) and an equal error rate (EER) at
which FAR was equal to FRR. In the case of datasets of 5 days, the upper limb feature
reduced the classification error rate from 22.38% to 4.3% compared to the finger
impedance (raw data), and further reduced it to 2.4% by combining it with the ratiometric
feature, resulting in an AUC of 0.9999 and an EER of 0.49%. Figure 7b shows a confusion
matrix of 33 subjects using both upper limb and ratiometric features in CNN for the
dataset of 5 days. The intensity of the color of the blue box represents an accurate
prediction, and that of the red box represents a false prediction. ‘S, Sz, Ss, -~ Ss3” represents
each subject class. Most of the predictions are located in the blue-colored diagonal matrix.
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Figure 7. Individual identification performance with increasing date of measurement and according
to four different types of features used ((i) the raw finger impedance, (ii) ratiometric features, (iii)
upper limb impedance only and (iv) ratiometric features together with upper limb features). (a)
ROC curves for each selected feature with increasing number of measurement dates. (b) Confusion
matrix of the CNN classifier among 33 subjects in the case of 5 measurement days using upper limb
features together with ratiometric features, where the intensity in the blue and red boxes indicates
the number of correct and incorrect predictions, respectively.
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Table 1. Accuracy, EER, and AUC of discriminative classification models according to feature selections.
Accuracy (%) EER (%) AUC

Feature _. ] ] Ratio+ _. ] ] Ratio+ _. . ) Ratio +

Classifics Finger Ratio u-Limb wlim Finger Ratio u-Limb u-Limb Finger Ratio u-Limb w-Limb
RF 70.83 88.21 89.98 96.43 75460 21570 3.0275 0.6050 0.9793 0.9974 0.9968  0.9998
LDA 72.53 88.75 87.52 96.00 6.6380 3.0731 3.0117 13022 0.9826 0.9930 0.9947  0.9967
kNN 60.66 87.46 74.86 96.31 20.2827 6.4651 129619 19015 0.7972 0.9353 0.8704  0.9810
SVM 63.55 85.74 75.29 9299 127228 3.7646 62097 2.7668 09500 0.9938 0.9872  0.9970
CNN 77.62 94.40 95.70 97.60 5.0524 1.1063 09834 04917 09891 0.9990 0.9993  0.9999

Table 1 shows the accuracy, EER, and AUC in the tested CNN according to feature
selections (finger impedance, ratiometric, and upper limb features). The CNN model
produced the highest performance of accuracy, EER, and AUC in all feature selections. In
RF, LDA and CNN models, the upper-limb feature was a salient feature improving the
classification accuracy, while in KNN and SVM models, the ratiometric feature achieved
better results. All accuracy, EER, and AUC values derived from each model were
significantly improved when using the upper limb impedance including ratiometric
features than only using the finger impedance (raw data).

2.8. Scalability Analysis

We performed additional experimental analysis of scalability of our system to
validate the practical applicability and utility of biometric information extracted in this
study. To examine whether our system has the potential to manage large-scale
classification, we analyzed the change in classification accuracy with a change in the
number of subjects. The number of subjects was increased by five from a minimum of five
subjects, and each dataset was randomly selected from a total of 33 subjects. Each
classification accuracy was extracted using the RF model, and the process was repeated 10
times to extract the average accuracy and standard deviation. The analysis result, presented
as boxplots in Supplementary Figure S5, shows that the accuracy decreased as the number
of selected subjects increased. The decrease in classification accuracy gradually slowed as
the number of subjects increased, which led us to hypothesize the decay of the accuracy
prediction curve as a log-scale exponential function. The prediction curve converged to
97.38%, which is reasonable accuracy for practical biometric authentication applications. In
future studies, we will validate our system in a large population to compare our method
with conventional biometrics.

3. Conclusions

Our research is meaningful as a biometric authentication technology implemented in
a wearable environment with convenience that can solve the risk of duplication of
traditional image-based technologies and the existing limitations of the lack of
reproducibility. The research into anti-spoofing technologies, such as liveness detection,
is active with increasing attempts to forge biometric systems, but biometric systems are
still vulnerable to sophisticated spoofing attacks [70-74]. Our devised method, which
analyzes non-image-based characteristics, can provide a higher level of security that
cannot be replicated, as spoofing attempts must mimic the user’s anatomical and
biomaterial properties to be authorized. In order to evaluate the effectiveness of a wide
range of practical applications such as convenient and continuous identity authentication
based on a wearable environment, the impedance measurement system developed in
previous research was optimized and miniaturized. We speculate that such wearable
biometric authentication can be combined with various technologies to improve not only
performance, but also human comfort and convenience. In this study, the applicability to
the actual wearable biometric authentication system was verified by evaluating the
performance according to the increase in the number of measurement days as well as the
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selection of various features, including upper limb impedance acquired from the
developed wearable device. Our results provide evidence that upper limb impedance can
be used to uniquely identify individuals. It has been shown that the upper limb
impedance features improved the classification accuracy, and also had a synergistic effect
when used with the ratiometric features, which greatly improved the classification
accuracy and significantly reduced the error rate. The results that showed a significant
improvement in performance using upper limb features demonstrated the importance of
enhancing reproducibility through the removal of finger impedance including artifacts
such as electrode-skin interfacing noise or physiological changes caused by
environmental influences. The developed wireless wearable device has proven its
potential as a portable identity authentication technology and has shown that it can
provide reliable security as well as performance and convenience. It is expected that the
proposed method based on upper limb impedance features will be able to provide an
innovative authentication technology against spoofing attacks in a wearable environment.

4. Materials and Methods
4.1. Impedance-Based Wireless Wearable Identity Recognition System

Electrical signals transmitted through the fingers and upper limbs include relevant
biomaterials, bioelectrical properties, and anatomical information in the electrical
pathway. To implement identity authentication based on the electrical characteristics of
the upper limb and fingers, we designed a wearable device that detects electrical
impedance by applying a modulated sinusoidal constant current. Since the biometric
authentication-based system in our study is a wearable device, it should be compact in
size with low power and provide stable performance to obtain reliable data. All the
components were selected to satisfy the form factor of our device size, with a maximum
size of 10(W) x 10(L) x 5(H) mm? or less. In addition, to achieve reliable performance for
classification, it is important to obtain a salient and stable feature with a high resolution
of the acquired signal by using a sensing unit with high input impedance. The dimensions
of the device are 8(W) x 5(L) x 1.7(H) cm?. Our device included an MCU (Atmega328p,
Microchip Technology, Chandler, Arizona, USA), a programmable waveform generator
(AD9833, Analog Device, Wilmington, MA, USA) and a voltage-controlled current source
(VCCS). Our MCU achieves throughputs approaching 1 million instructions per second
(MIPS) by executing instructions in a single clock cycle, which allows the system to
optimize power consumption. The MCU was used to program the AD9833 to generate a
multi-frequency sinusoidal signal through a serial peripheral interface (SPI). This signal
was then converted to a 100 HA constant current by a VCCS-based Howland current
pump [75]. The rationale behind choosing the current level is to obtain an optimal quality
signal while ensuring user safety. Several studies [76-79] used 100 pA as the source
current for measuring biological impedance; in particular, Oh et al. [80] used this current
level to maximize the SNR of the measured impedance. In addition, user safety was
another important consideration in determining the current level. According to the safety
standard guidelines, IEC 60601-1 [81], it is limited to 100 pA for normal operation. For the
VCCS, we used the high-speed amplifier (OP471, Analog Devices, Wilmington, MA, USA)
featuring low noise (11 nV/Hz Max), excellent speed (8 V/ms), and a gain bandwidth of
6.5 MHz. The detailed descriptions and formulas of VCCS based on the Howland current
pump are shown in Supplementary Figure S6. In our bioimpedance measurement
method, we used a four-electrode method to eliminate the lead and contact resistance to
perform a more reliable measurement. When a constant sinusoidal current flows through
the selected CS electrode pair, the voltage sensed at the VS electrode pair was amplified
by a differential amplifier (G). However, even with the four-electrode method,
measurement error may occur when the input impedance of the voltage sensing unit is
not sufficiently large. An ideal voltage sensing unit should have an input impedance of
infinity, and no current should flow in the signal path of the voltage electrode to
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accurately measure the voltage. A decrease in the input impedance of the voltage sensing
unit may reduce the resolution of the measured voltage values, thereby causing a loss of
feature information that distinguishes an individual, thereby causing performance
degradation. Therefore, we used an instrumentation amplifier (INA128, Texas
Instruments, Dallas, TX, USA) that provides a very high input impedance (101 Q) with
120 dB of common-mode rejection ratio (CMRR). It has been outfitted with input
protection circuit and input buffer amplifiers, which eliminate the need for input
impedance matching and make the amplifier particularly suitable for use in measurement.
The system is designed to sequentially measure the impedance of 10 electrode
combinations by electrically switching the five electrode pairs mounted on the device
using a dual single-pole quad-throw analog switch (CD4052, Texas Instruments, Dallas,
TX, USA) as a multiplexer/demultiplexer. This CMOS Single 8-Channel Analog
multiplexer/demultiplexer provides a very low OFF leakage current and dissipates
extremely low quiescent power over the supply voltage ranges. Through this switching
operation, the impedance detection circuit lines are connected to two electrode pairs
(electrode pairs of current sourcing and voltage sensing) by selecting two out of five
electrodes in sequence. The measurement frequency range is from 20 kHz to 500 kHz with
20 kHz steps, and total measurement requires 7.25 seconds. Regarding the use of
frequencies, ideally the impedance value is, in principle, not influenced by skin resistance
in our four-electrode method; however, there was a slight change in impedance especially
below 20 kHz experimentally. We speculate that this was because the effect of imperfect
matching of resistors in Howland current pump contributes more in lower frequency
ranges. Therefore, to minimize these effects, data were acquired at frequencies above 20
kHz. Additionally, we determined the upper limit of the high frequency range based on
previous studies on the constituent measurement using body impedance [82-85], which
reported that a 500 kHz frequency is sufficiently high for the estimation of total body
water, including intracellular fluid (ICF). The electrodes we designed were plated with
chrome, mounted on the top and bottom of the device, and electrically connected to the
PCB layer inside the case. To keep the contact area of the finger electrode to each subject
constant, the size of the electrode was designed to be 0.8 x 0.5 cm?, which is about 50 to
70% of the contact area with a general finger. The measured voltage is converted to a DC
signal by an RMS to DC converter (AD536AKD, Analog Devices, Wilmington, MA, USA)
and then obtained through AD conversion. The RMS-DC converter directly computes the
true RMS of the measured voltages and provides an equivalent DC output, which is well
suited for a wide variety of battery-powered wearables applications. In order to improve
the repeatability of the measurement, each finger electrode area is designed in a concave
shape to position the finger. The acquired impedance data is transmitted from the
microcontroller to a PC via wireless communication using a Bluetooth module
(BlueMod+SR, Telit, London, UK) which has a very small form factor (17 x 10 x 2.6 mm? ),
providing a dual mode Bluetooth 4.0 module. The device is powered by a lithium polymer
battery (3.7 V, 200 mAh) which is rechargeable by an integrated circuit (IC). To investigate
the measurement accuracy and repeatability in terms of the operating characteristics of
the system, a register of 100 2 was connected to the load of our system, and impedance
measurements were performed, and it showed less than 0.0019% noise for accurate and
repeatable measurements (<1.9 mQ, 100 Q at 50 kHz, 25 measurements). In terms of
dynamic response characteristics, the response time is 7.5 us and provides unity-gain
stability within our measurement frequency range up to 500 kHz. Further details on the
operational stability of the measurement system against environmental temperature and
humidity changes (Supplementary Figure S7) are included in the Supplementary
Materials. For device power consumption, the independent current consumption of the
main circuit of our device is 10.5 mA, and 16 mA is additionally consumed during
Bluetooth data transmission, resulting in a total current consumption of 26.5 mA. During
continuous measurement, it can be used for about 7.5 h with a 200 mAh battery. In the
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actual use environment, it is sufficient to only perform authentication occasionally, so the
usage time can be increased by switching the device to idle mode.

4.2. Human Measurement of Wearable Electrical Impedance Spectrum

The study was approved by the Institutional Review Board of the Ministry of Health
and Welfare of the Republic of Korea, and written consent was obtained from all study
participants. All experiments were conducted in accordance with relevant guidelines and
regulations. The experiments were conducted from February to June 2021 in the
designated laboratory room of our research institute with 33 subjects. Subjects visited once
a day at weekly intervals for 5 weeks and participated in a total of 5 independent days,
providing 8-10 measurements per session within 1 hour per day. Subjects placed the
device on their left wrist and their right fingers pressed the electrodes mounted on the
upper side of the device. We measured the impedance for the frequency range from 20
kHz to 500 kHz with 20 kHz intervals. In order to analyze the impedance spectrum of
different electrode pairs, principal component analysis was performed for each upper
limb and finger impedance spectra using MATLAB (R2020b, MathWorks, Natick, MA,
USA).

4.3. Upper Limb Impedance Features

In order to exclude the finger impedance from the measurement data, we devised a
method for extracting the upper limb impedance, as shown in Figure 2. A total of 10
measurable electrode combinations can be obtained by sequentially selecting two of five
electrodes mounted on the device. Of the 10 measurable electrode combinations, 6 finger
impedance pairs, (e1, e2), (e1, e3), (e1, e4), (€2, e3), (€2, e4) and (es, es), can be obtained from the
measurement of the right fingers at the electrodes mounted on the upper side of the
device, and the impedance including the upper limb can be obtained from 4 combinations,
(eo, €1), (e, €2), (eo, e3) and (eo, es), which include eo for wrist contact. Here, the pure upper
limb impedance can be obtained by removing the finger impedance measurement value
included in the calculation from the summation of the measurement combination values
including the electrode eo by the mechanism described in Figure 2. Through this
mechanism, there are a total of 6 combinations for obtaining upper limb impedance in this
device measurement. These combinations are obtained by selecting an additional two
electrodes to be included in the calculation along with the eo electrode ((eo, €1, e2), (e, ey, e3),
(eo, €1, e4), (e, €2, e€3), (e, €2, e4), (e, €3, es)). Then, each feature vector (25, 1) of the six extracted
combinations was sequentially concatenated, fused into a single feature vector (150, 1),
and then fed into each machine learning classifier. For our 1-D CNN model, six
combinations of upper limb feature vectors were used as each channel of the input data
and fed into 1D (25 x 1 x 6) forms.

4.4. Ratiometric Features

In this study, the term for the ratiometric method, as proposed in our previous study
[39], is the recorded value of a particular finger pair divided by the value of another finger
pair obtained from the same measurement at the same frequency. The measurement using
our device could extract 15 possible combinations of finger pairs by selecting two out of
six finger electrode combinations ((e1, e2), (e1, e3), (e, es), (e2, €3), (e2, es), (e3, es)). For the
ratiometric features in this study, a total of 6 combinations were selected so that the
combination of finger pairs in the calculation uses each electrode pair only once for the
numerator and denominator as in our previous study [36]. The selected 6 ratiometric
features were (e1, e2)/(es3, es), (e1, e3)/(e1, e2), (e1, es)/(e1, e3), (e2, e3)/(e1, es), (e2, es)/(e2, e3) and (es,
es)/(e2, es), which contains a total of 150 samples, the same number as both finger
impedance and upper limb features.
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4.5. Recognition of Individuals

For individual identification, the most commonly used machine learning
classification models of RF, kNN, LDA and SVM were applied and implemented in
MATLAB using an error-correcting output code for multi-class classification [86]. We
used an RF classifier, a machine learning model that achieved the highest classification
performance in our previous finger acoustic transmission-based biometric authentication
study [86]. Our RF classifier consisted of 150 trees, and we used the Gini diversity index
for the splitting criterion. The maximum number of decision splits was set to 150, the
minimum number of leaves was set to 1, and others were set to default values. For the
LDA classification model, which does not require parameter adjustment and provides a
computationally efficient operation [87,88], we used the default setting in MATLAB. The
kNN classifier, which showed the highest accuracy in our previous study [39], that
proposed the impedance-based ratiometric method was also tested. The KNN model
assigns weights so that nearer neighbors contribute more to the average, and the
neighbors are taken from the corresponding set of objects in the class [89]. The nearest
neighbor number was set to 1 after parametric searching from 1 to 20, and the Euclidean
distance metric was used. The SVM, one of the most popular machine learning algorithms,
was also tested. We used the second polynomial kernel function, and the tuning
parameter C was set to 1.0. The quadratic kernel function was chosen because it obtained
better performance than the linear kernel in our previous work [39]. The hyperparameters
were selected using the ‘Optimize Hyperparameters” option in MATLAB.

For deep learning analysis, we applied the modified SB-CNN [90] algorithm used in
our previous study for individual classification based on finger acoustic transmission
characteristics. CNN is well known as a deep neural network designed for image analysis,
and recently it has been reported that CNN has excellent capacity in continuous data as
well [91]. In this study, each combination of impedance-based features was a one-
dimensional signal vector consisting of 25 samples, which were used as each channel of
1D (25 x 1 x channel) inputs for 1D CNN analysis. The CNN model we used has three
convolutional layers, two max-pooling layers, followed by two fully connected layers. The
parameters of the CNN architecture have the following detailed architecture with the
input size of (25 x 1 x channel). The first two convolutional layers were followed by max-
pooling with a stride of the same size as the pooling dimensions, which reduced the
dimensions of the spatial map. The first layer /1 consisted of 24 kernels with an accept
field of (5, 1), with padding (i.e., the same padding) to reserve the size of the input data.
This was followed by batch normalization and the activation function of rectified linear
units (ReLU), h(x) = max (x, 0) max-pooling with stride (2, 1). The second layer I2 has 48
kernels with an acceptable field of (5, 1) including padding, followed by batch
normalization, ReLU, and max-pooling with strides (2, 1). Then, the I3 layer consists of 48
kernels with receptive fields of (5, 1) with padding, batch normalization, and ReLU, which
are followed by fully connected (flattened) layers and an output layer with 33 units by a
softmax activation. In the CNN model, Adam Optimizer was chosen, and the constant
learning rate was set to 0.0001. The mini-batch size was set to 128, and each dataset was
trained on 2000 epochs using a dropout of probability 0.5 between dense layers. The CNN
algorithm was implemented using Python (version 3.7.4) with Keras (version 2.2.4) and
tensorflow (version 2.2.0) on a Quadro RTX 8000 D6 48GB GPU (NVIDIA, Santa Clara,
CA, USA).

To validate classification accuracy, each classifier was evaluated using n-fold (n:
number of measurement days) cross validation for 1627 datasets from 33 subjects. For
robust classification, the data were divided into five equal-sized subgroups by indexing
the data from 1 to 5 according to each subject’s measurement date so that each subgroup
contained mutually exclusive data on the same date, and n-fold cross validation was
performed. Through this data subgrouping, the accuracy of all classifier models was
evaluated with training and test datasets, each consisting of data obtained on different
dates.
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The accuracy of each classifier model was evaluated to distinguish one from the
others in closed-set scenarios. Here, each classifier compared obtained features with the
templates of all the subjects enrolled in the database, and the identity of the person whose
template has the highest degree of similarity with the obtained data was assigned to the
class. Additionally, the sensitivity and specificity for the ROC curves were evaluated by
changing the threshold of posterior probability to assess the ability to recognize and reject
the unregistered users who present inputs. Then, we evaluated the area under the ROC
curve (AUC) and the equal error rate (EER) where FAR equals FRR.

Supplementary Materials: The following are available online at
www.mdpi.com/article/10.3390/bios11100398/s1. Figure S1: Comparison of temporal variation in
upper limb including finger impedance (before finger removal) and pure upper limb (after finger
removal) of three subjects measured over three independent days, Figure 52: Enhanced ratiometric
features reducing undesirable variation, Figure S3: The effect of finger placement changes on the
ratiometric feature, Figure S4: 1D-CNN model consisting of three convolution layers, two pooling
layers, and two fully connected layers, Figure S5: The boxplots of the accuracy according to the
number of subjects, Figure S6: The voltage-controlled current source based on Howland current
pump, Figure S7: Comparison of impedance change in two-electrode measurement method and
four-electrode measurement method according to the effect of moisture.

Author Contributions: HW.N,, J.Y.S. and C.-G.A. conceived the idea, and HW.N. and Y.K.
developed the device, conducted experiments and analyzed data. J.Y.S. and C.-G.A. contributed to
developing the system. C.-G.A. and Y.K. coordinated and managed the project. HW.N., J.Y.S. and
Y.K. prepared the manuscript. All authors have commented on or revised the manuscript. All
authors have read and agreed to the published version of the manuscript.

Funding: This research was funded by those included in Acknowledgments.

Institutional Review Board Statement: The Institutional Review Board of the Ministry of Health
and Welfare of the Republic of Korea approved this study on 10 November 2020 (P01-202011-11-
002).

Informed Consent Statement: Written informed consent was obtained from all subjects involved in
the study.

Data Availability Statement: The data presented in this study are available from the corresponding
author on reasonable request.

Acknowledgments: This work was supported by the National Research Foundation of Korea (NRF)
grant funded by the Korea government (MSIT) (No. 2019R1F1A1062312), and Electronics and
Telecommunications Research Institute (ETRI) grant funded by the Korean government. (21YR1710,
Development of smartphone-based grip-type biometrics technology, Sookmyung Women's
University Research Grants (1-2003-2018), and the Korea Medical Device Development Fund grant
funded by the Korea government (the Ministry of Science and ICT, the Ministry of Trade, Industry
and Energy, the Ministry of Health & Welfare, Republic of Korea, the Ministry of Food and Drug
Safety) (Project Number: KMDF_PR_20200901_0144, 9991006817).

Conflicts of Interest: The authors declare no conflict of interest.

References

1. Rinaldi, A. Biometrics” New Identity —Measuring More Physical and Biological Traits. EMBO Rep. 2016, 17, 22-26.

2. Prabhakar, S.; Pankanti, S.; Jain, A.K. Biometric Recognition: Security and Privacy Concerns. IEEE Secur. Priv. 2003, 1, 33-42.

3. Jain, AK; Ross, A.; Prabhakar, S. An Introduction to Biometric Recognition. IEEE Trans. Circuits Syst. Video Technol. 2004, 14, 4—
20.

4. Abuhamad, M.; Abusnaina, A.; Nyang, D.; Mohaisen, D. Sensor-Based Continuous Authentication of Smartphones’ Users Using
Behavioral Biometrics: A Contemporary Survey. IEEE Internet Things ]. 2021, 8, 65-84.

5. Patel, V.M,; Ratha, N.K,; Chellappa, R. Cancelable Biometrics: A Review. IEEE Signal Process. Mag. 2015, 32, 54—65.

6.  Patka, N.; Kowalski, M. Terahertz Detection of Fingerprint Spoofing. In Proceedings of the 2020 45th International Conference
on Infrared, Millimeter, and Terahertz Waves IRMMW-THz), New York, NY, USA, 8-13 November 2020; pp. 1-2.

7. Bowyer, KW.; Doyle, ].S. Cosmetic Contact Lenses and Iris Recognition Spoofing. Computer 2014, 47, 96-98.

8.  Fratini, A.; Sansone, M.; Bifulco, P.; Cesarelli, M. Individual Identification via Electrocardiogram Analysis. Biomed. Eng. Online
2015, 14, 78.



Biosensors 2021, 11, 398 20 of 22

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

PG, K.; Holi, M.S. Electromyography Analysis for Person Identification. Int. ]. Biom. Bioinform. I]BB 2011, 5, 172.

Abo-Zahhad, M.; Ahmed, S.M.; Abbas, S.N. A New EEG Acquisition Protocol for Biometric Identification Using Eye Blinking
Signals. Int. |. Intell. Syst. Appl. 2015, 7, 48.

Del Pozo-Banos, M.; Alonso, ]J.B.; Ticay-Rivas, ].R.; Travieso, C.M. Electroencephalogram Subject Identification: A Review.
Expert Syst. Appl. 2014, 41, 6537-6554.

Komeili, M.; Louis, W.; Armanfard, N.; Hatzinakos, D. On Evaluating Human Recognition Using Electrocardiogram Signals:
From Rest to Exercise. In Proceedings of the 2016 IEEE Canadian Conference on Electrical and Computer Engineering (CCECE),
Vancouver, BC, Canada, 15-18, May, 2016; pp. 1-4.

Wahabi, S.; Pouryayevali, S.; Hari, S.; Hatzinakos, D. On Evaluating ECG Biometric Systems: Session-Dependence and Body
Posture. IEEE Trans. Inf. Forensics Secur. 2014, 9, 2002-2013.

Teixeira, J.; Vinhas, V.; Oliveira, E.; Reis, L.P. A New Approach to Emotion Assessment Based on Biometric Data. In Proceedings
of the 2008 IEEE/WIC/ACM International Conference on Web Intelligence and Intelligent Agent Technology, Washington, DC,
USA, 9-12 December 2008; Volume 3, pp. 505-511.

Okereafor, K.; Onime, C.; Osuagwu, O. Enhancing Biometric Liveness Detection Using Trait Randomization Technique. In
Proceedings of the 2017 UKSim-AMSS 19th International Conference on Computer Modelling & Simulation (UKSim),
Cambridge, UK, 5-7 April 2017; pp. 28-33.

Babu, A.; Paul, V.; Baby, D.E. An Investigation of Biometric Liveness Detection Using Various Techniques. In Proceedings of
the 2017 International Conference on Inventive Systems and Control (ICISC), Coimbatore, India, 19-20 January 2017; pp. 1-5.
Seoane, F.; Mohino-Herranz, I; Ferreira, J.; Alvarez, L.; Buendia, R.; Ayllon, D.; Llerena, C.; Gil-Pita, R. Wearable Biomedical
Measurement Systems for Assessment of Mental Stress of Combatants in Real Time. Sensors 2014, 14, 7120-7141.

Boushey, C.J.; Coulston, A.M.; Rock, C.L.; Monsen, E. Nutrition in the Prevention and Treatment of Disease; Elsevier: Amsterdam,
The Netherlands, 2001.

Cornelius, C. Usable Security for Wireless Body-Area Networks; Dartmouth College, Hanover, New Hampshire, United States, 2013.
Bera, T.K. Bioelectrical Impedance Methods for Noninvasive Health Monitoring: A Review. ]. Med. Eng. 2014, 2014, 381251
Netter, F.H. Atlas of Human Anatomy, Rittenhouse Book Distributors Inc: King of Prussia, PA, USAs, 1997.

Liu, J.; Qiang, Y.; Alvarez, O.; Du, E. Electrical Impedance Microflow Cytometry with Oxygen Control for Detection of Sickle
Cells. Sens. Actuators B Chem. 2018, 255, 2392-2398.

Fein, A.; Grossman, R.F.; Jones, ].G.; Goodman, P.C.; Murray, J.F. Evaluation of Transthoracic Electrical Impedance in the
Diagnosis of Pulmonary Edema. Circulation 1979, 60, 1156-1160.

Bera, T.K.; Nagaraju, J. Electrical Impedance Spectroscopic Studies on Broiler Chicken Tissue Suitable for the Development of
Practical Phantoms in Multifrequency EIT. ]. Electr. Bioimpedance 2011, 2, 48-63.

Bauchot, A.D.; Harker, F.R.; Arnold, W.M. The Use of Electrical Impedance Spectroscopy to Assess the Physiological Condition
of Kiwifruit. Postharvest Biol. Technol. 2000, 18, 9-18.

Cornelius, C.; Peterson, R.; Skinner, J.; Halter, R.; Kotz, D. A Wearable System That Knows Who Wears It; ACM Press: New York,
NY, USA, 2014; pp. 55-67.

Cornelius, C.; Sorber, ].; Peterson, R.; Skinner, J.; Halter, R.; Kotz, D. Who Wears Me? Bioimpedance as a Passive Biometric. In
Proceedings of the Proceedings of the 3rd USENIX conference on Health Security and Privacy, Bellevue, WA, USA, 6-7 August
2012; p. 4.

Ackmann, J.J. Complex Bioelectric Impedance Measurement System for the Frequency Range from 5 Hz to 1 MHz. Ann. Biomed.
Eng. 1993, 21, 135-146.

Ackmann, J.J.; Seitz, M.A. Methods of Complex Impedance Measurements in Biologic Tissue. Crit. Rev. Biomed. Eng. 1984, 11,
281-311.

Cha, K.; Chertow, G.M.; Gonzalez, J.; Lazarus, ].M.; Wilmore, D.W. Multifrequency Bioelectrical Impedance Estimates the
Distribution of Body Water. J. Appl. Physiol. 1995, 79, 1316-1319.

Lim, C.EE.D.; Wong, W.; Smith, W. Factors Influencing the Bio-Impedance Data in Tissue Segments along the Three Arm
Meridians: A Pilot Study. TANG 2011, 1, 7.1-7.9.

Buono, M.].; Burke, S.; Endemann, S.; Graham, H.; Gressard, C.; Griswold, L.; Michalewicz, B. The Effect of Ambient Air
Temperature on Whole-Body Bioelectrical Impedance. Physiol. Meas. 2004, 25, 119-123.

O'brien, C.; Young, A.].; Sawka, M.N. Bioelectrical Impedance to Estimate Changes in Hydration Status. Int. J. Sports Med. 2002,
23, 361-366.

Lukaski, H.C. Biological Indexes Considered in the Derivation of the Bioelectrical Impedance Analysis. Am. J. Clin. Nutr. 1996,
64, 3975-404S, doi:10.1093/ajcn/64.3.397S.

Caton, J.R.; Molé, P.A.; Adams, W.C.; Heustis, D.S. Body Composition Analysis by Bioelectrical Impedance: Effect of Skin
Temperature. Med. Sci. Sports Exerc. 1988, 20, 489-491.

Deurenberg, P.; Weststrate, ].A.; Paymans, I.; van der Kooy, K. Factors Affecting Bioelectrical Impedance Measurements in
Humans. Eur. |. Clin. Nutr. 1988, 42, 1017-1022.

Liang, M.T.C.; Norris, S. Effects of Skin Blood Flow and Temperature on Bioelectric Impedance after Exercise. Med. Sci. Sports
Exerc. 1993, 25, 1231-1239.

Gudivaka, R.; Schoeller, D.; Kushner, R.F. Effect of Skin Temperature on Multifrequency Bioelectrical Impedance Analysis. J.
Appl. Physiol. 1996, 81, 838-845.



Biosensors 2021, 11, 398 21 of 22

39.

40.

41.

42.

43.

44.

45.

46.

47.

48.

49.

50.

51.

52.

53.

54.
55.

56.

57.

58.

59.

60.

61.

62.

63.
64.

65.

66.

Noh, HW.; Ahn, C.-G.; Kong, H.-].; Sim, ].Y. Ratiometric Impedance Sensing of Fingers for Robust Identity Authentication. Sci.
Rep. 2019, 9, 1-12.

Ferrara, M.; Maltoni, D.; Cappelli, R. Noninvertible Minutia Cylinder-Code Representation. IEEE Trans. Inf. Forensics Secur. 2012,
7,1727-1737.

Schroff, F.; Kalenichenko, D.; Philbin, ]. Facenet: A Unified Embedding for Face Recognition and Clustering. In Proceedings of
the IEEE conference on computer vision and pattern recognition (CVPR), Boston, MA, USA, 7-12 June2015; pp. 815-823.
Lenhardt, R.; Sessler, D.I. Estimation of Mean Body Temperature from Mean Skin and Core Temperature. Anesthesiology 2006,
105, 1117-1121.

Zhang, H.; Huizenga, C.; Arens, E.; Wang, D. Human Thermal Sensation and Comfort in Transient and Non-Uniform Thermal
Environments. Eur. . Appl. Physiol. 2004, 92, 728-733, doi:10.1007/s00421-004-1137-y.

Arens, E.A.; Zhang, H. The Skin’s Role in Human Thermoregulation and Comfort; Woodhead Publishing Ltd: Cambridge, England,
2006.

Arens, E.; Zhang, H.; Huizenga, C. Partial- and Whole-Body Thermal Sensation and Comfort—Part I: Uniform Environmental
Conditions. . Therm. Biol. 2006, 31, 53-59.

Khalil, S.F.; Mohktar, M.S.; Ibrahim, F. The Theory and Fundamentals of Bioimpedance Analysis in Clinical Status Monitoring
and Diagnosis of Diseases. Sensors 2014, 14, 10895-10928.

Nickerson, B.S.; Esco, M.R.; Bishop, P.A.; Kliszczewicz, B.M.; Williford, H.N.; Park, K.-S.; Welborn, B.A.; Snarr, R.L.; Tolusso,
D.V. Effects of Heat Exposure on Body Water Assessed Using Single-Frequency Bioelectrical Impedance Analysis and
Bioimpedance Spectroscopy. Int. J. Exerc. Sci. 2017, 10, 1085-1093.

Davydov, D.M.; Boev, A.; Gorbunov, S. Making the Choice between Bioelectrical Impedance Measures for Body Hydration
Status Assessment. Sci. Rep. 2021, 11, 7685.

Ray, T.; Choi, J.; Reeder, J.; Lee, S.P.; Aranyosi, A.J.; Ghaffari, R.; Rogers, J.A. Soft, Skin-Interfaced Wearable Systems for Sports
Science and Analytics. Curr. Opin. Biomed. Eng. 2019, 9, 47-56.

Yang, W.; Wang, S.; Sahri, N.M.; Karie, N.M.; Ahmed, M.; Valli, C. Biometrics for Internet-of-Things Security: A Review. Sensors
2021, 21, 6163.

Liu, J.; Liu, M.; Bai, Y.; Zhang, ]J.; Liu, H.; Zhu, W. Recent Progress in Flexible Wearable Sensors for Vital Sign Monitoring.
Sensors 2020, 20, 4009.

Kim, H.; Kim, H.; Chun, S.Y.; Kang, ].-H.; Oakley, I; Lee, Y.; Ryu, ].O.; Kim, M.],; Park, I.K,; Hong, HK; et al. A Wearable Wrist
Band-Type System for Multimodal Biometrics Integrated with Multispectral Skin Photomatrix and Electrocardiogram Sensors.
Sensors 2018, 18, 2738.

Blasco, J.; Chen, T.M.; Tapiador, J.; Peris-Lopez, P. A Survey of Wearable Biometric Recognition Systems. ACM Comput. Surv.
2016, 49, 43:1-43:35.

Jain, A.; Hong, L.; Pankanti, S. Biometric Identification. Commun. ACM 2000, 43, 90-98. https://doi.org/10.1145/328236.328110.
An, BW,; Shin, J.H,; Kim, S.-Y,; Kim, J.; Ji, S;; Park, J.; Lee, Y.; Jang, J.; Park, Y.-G.; Cho, E.; et al. Smart Sensor Systems for
Wearable Electronic Devices. Polymers 2017, 9, 303.

Comert, A.; Hyttinen, J. Investigating the Possible Effect of Electrode Support Structure on Motion Artifact in Wearable
Bioelectric Signal Monitoring. Biomed. Eng. Online 2015, 14, 44.

Heikenfeld, J.; Jajack, A.; Rogers, J.; Gutruf, P.; Tian, L.; Pan, T.; Li, R.; Khine, M.; Kim, J.; Wang, J.; et al. Wearable Sensors:
Modalities, Challenges, and Prospects. Lab. Chip 2018, 18, 217-248.

Tang, Y.; Chang, R.; Zhang, L.; Yan, F.; Ma, H.; Bu, X. Electrode Humidification Design for Artifact Reduction in Capacitive
ECG Measurements. Sensors 2020, 20, 3449.

Uhl, A.; Wild, P. Comparing Verification Performance of Kids and Adults for Fingerprint, Palmprint, Hand-Geometry and
Digitprint Biometrics. In Proceedings of the 2009 IEEE 3rd International Conference on Biometrics: Theory, Applications, and
Systems, Washington, DC, USA, 28-30 September 2009; pp. 1-6.

Elliott, D.A. Chapter 202 —Nutritional Assessment. In Small Animal Critical Care Medicine; Silverstein, D.C., Hopper, K., Eds.;
W.B. Saunders: Saint Louis, MO, USA, 2009; pp. 856-859. ISBN 978-1-4160-2591-7.

Taylor, N.; Machado-Moreira, C.; Heuvel, A. van den; Caldwell, J.; Taylor, E.; Tipton, M. The Roles of Hands and Feet in
Temperature Regulation in Hot and Cold Environments. In Proceedings of the 13th International Conference on Environmental
Ergonomics; Boston, USA, 2-7 August 2009, pp. 405—409.

House, J.R.; Tipton, M.]. Heat strain is reduced at different rates with hand, foot, forearm or lower leg cooling. In Elsevier
Ergonomics Book Series; Elsevier: Amsterdam, The Netherlands, 2005; Volume 3, pp. 91-95.

Fu, Y.; Zhao, ].; Dong, Y.; Wang, X. Dry Electrodes for Human Bioelectrical Signal Monitoring. Sensors 2020, 20, 3651.

Nam, D.; Cha, ].M.; Park, K. Next-Generation Wearable Biosensors Developed with Flexible Bio-Chips. Micromachines 2021, 12,
64.

Huizenga, C.; Zhang, H.; Arens, E.; Wang, D. Skin and Core Temperature Response to Partial- and Whole-Body Heating and
Cooling. J. Therm. Biol. 2004, 29, 549-558.

Taylor, N.A.; Machado-Moreira, C.; van den Heuvel, A.; Caldwell, J.; Haley, C.; Kerry, P. The Hand: Physiological Characteristics
That Impact upon Temperature Regulation and Thermal Comfort; UOW-HPL-Report-032. Human Performance Laboratories,
University of Wollongong. For: W.L. Gore &Associates GmbH: Putzbrunn, Germany; pp. 1-155, 2008.



Biosensors 2021, 11, 398 22 of 22

67.

68.
69.

70.

71.

72.

73.

74.

75.

76.

77.
78.

79.

80.

81.

82.

83.

84.

85.

86.

87.

88.

89.

90.

91.

Pélabon, C.; Hilde, C.H.; Einum, S.; Gamelon, M. On the Use of the Coefficient of Variation to Quantify and Compare Trait
Variation. Evol. Lett. 2020, 4, 180-188.

Kareem, N. What Is the Difference between Test Set and Validation Set. Retrieved Sept. 2014, 6, 2015.

Newbie Question: Confused about Train, Validation and Test Data! Heaton Research. Available online:
https://web.archive.org/web/20150314221014/http://www .heatonresearch.com/node/1823 (accessed on 23 May 2021).

Akhtar, Z.; Micheloni, C.; Foresti, G.L. Biometric Liveness Detection: Challenges and Research Opportunities. IEEE Secur. Priv.
2015, 13, 63-72.

Goljan, M; Fridrich, J.; Chen, M. Defending Against Fingerprint-Copy Attack in Sensor-Based Camera Identification. IEEE Trans.
Inf. Forensics Secur. 2011, 6, 227-236.

Menotti, D.; Chiachia, G.; Pinto, A.; Schwartz, W.R.; Pedrini, H.; Falcao, A.X.; Rocha, A. Deep Representations for Iris, Face, and
Fingerprint Spoofing Detection. IEEE Trans. Inf. Forensics Secur. 2015, 10, 864-879.

Cheng, Y.; Larin, K.V. Artificial Fingerprint Recognition by Using Optical Coherence Tomography with Autocorrelation
Analysis. Appl. Opt. 2006, 45, 9238.

Galbally, J.; Marcel, S.; Fierrez, J. Image Quality Assessment for Fake Biometric Detection: Application to Iris, Fingerprint, and
Face Recognition. IEEE Trans. Image Process. 2014, 23, 710-724.

Franco, S. Design with Operational Amplifiers and Analog Integrated Circuits, 3rd ed.; McGraw-Hill series in electrical and computer
engineering; McGraw-Hill: New York, NY, USA, 2002. ISBN 978-0-07-232084-8.

Tucker, A.S. A Noninvasive Device for the Detection and Measurement of Intra-Abdominal Hemorrhage. PhD Thesis,
University of Florida, Gainesville, FL, USA, 2011.

McEwan, A.; Cusick, G.; Holder, D.S. A Review of Errors in Multi-Frequency EIT Instrumentation. Physiol. Meas. 2007, 28, 5197.
Schluchter, A.J. A 16-Channel Electrical Impedance Tomography System Using the Red Pitaya; University of California: San Diego,
CA, USA, 2020.

Broggi, G.; Franzini, A. Value of Serial Stereotactic Biopsies and Impedance Monitoring in the Treatment of Deep Brain Tumours.
J. Neurol. Neurosurg. Psychiatry 1981, 44, 397-401.

Oh, T,; Gilad, O.; Ghosh, A.; Schuettler, M.; Holder, D.S. A Novel Method for Recording Neuronal Depolarization with
Recording at 125-825 Hz: Implications for Imaging Fast Neural Activity in the Brain with Electrical Impedance Tomography.
Med. Biol. Eng. Comput. 2011, 49, 593-604.

International Electrotechnical Commission. IEC 60601-1:2005, Medical Electrical Equipment — Part 1: General Requirements for Basic
Safety and Essential Performance; IEC, London, United Kingdom, 2005.

Bioelectrical Impedance Measurements at Various Frequencies to Estimate Human Body Compositions. Bodystat 2013, 35, 159—
161.

Wan, C.S.; Ward, L.C.; Halim, J.; Gow, M.L.; Ho, M,; Briody, ].N.; Leung, K.; Cowell, C.T.; Garnett, S.P. Bioelectrical Impedance
Analysis to Estimate Body Composition, and Change in Adiposity, in Overweight and Obese Adolescents: Comparison with
Dual-Energy x-Ray Absorptiometry. BMC Pediatr. 2014, 14, 249.

Medici, G.; Mussi, C.; Fantuzzi, A.; Malavolti, M.; Albertazzi, A.; Bedogni, G. Accuracy of Eight-Polar Bioelectrical Impedance
Analysis for the Assessment of Total and Appendicular Body Composition in Peritoneal Dialysis Patients. Eur. J. Clin. Nutr.
2005, 59, 932-937.

Dotsinsky, I. Handbook of Physics in Medicine and Biology. Biomed. Eng. Online 2010, 9. https://doi.org/10.1186/1475-925X-9-53.
Sim, J.Y.; Noh, HW.; Goo, W.; Kim, N.; Chae, S.-H.; Ahn, C.-G. Identity Recognition Based on Bioacoustics of Human Body.
IEEE Trans. Cybern. 2019, 51, 2761-2772.

Acevedo, M.A.; Corrada-Bravo, C.J.; Corrada-Bravo, H.; Villanueva-Rivera, L.J.; Aide, T.M. Automated Classification of Bird
and Amphibian Calls Using Machine Learning: A Comparison of Methods. Ecol. Inform. 2009, 4, 206-214.

James, G.; Witten, D.; Hastie, T.; Tibshirani, R. An Introduction to Statistical Learning: With Applications in R.; Springer: New York,
NY, USA, 2013. ISBN 978-1-4614-7137-0.

Ali, N; Neagu, D.; Trundle, P. Evaluation of K-Nearest Neighbour Classifier Performance for Heterogeneous Data Sets. SN
Appl. Sci. 2019, 1, 1559.

Salamon, ].; Bello, J.P. Deep Convolutional Neural Networks and Data Augmentation for Environmental Sound Classification.
IEEE Signal Process. Lett. 2017, 24, 279-283.

Zhu, W.;Ma, Y.; Zhou, Y.; Benton, M.; Romagnoli, J. Deep Learning Based Soft Sensor and Its Application on a Pyrolysis Reactor
for Compositions Predictions of Gas Phase Components. In Computer Aided Chemical Engineering; Eden, M.R., Ierapetritou, M.G.,
Towler, G.P., Eds.; 13 International Symposium on Process Systems Engineering (PSE 2018); Elsevier: Amsterdam, The
Netherlands, 2018; Volume 44, pp. 2245-2250.



