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Abstract

Machine-learning intrusion detection on multi-attack Internet-of-Things (IoT) datasets is
often reported through aggregate metrics that can hide near-failure on rare attack classes,
and through single hand-picked feature subsets whose stability is seldom examined. Using
the real TON_IoT Network dataset (211,043 flows, 10 classes, with man-in-the-middle
(MITM) traffic at 0.5% prevalence), this study contributes a transparent empirical mapping
rather than a new detector. A strong full-feature Random Forest reaches 0.969 accuracy
and 0.945 macro-averaged F1 (macro-F1) yet recalls only 0.776 of the rare MITM class,
and a mutual-information filter raises aggregate macro-F1 to 0.948 while leaving worst-
class recall unchanged at 0.776. A self-coded non-dominated sorting genetic algorithm
(NSGA-II) is then used to map the trade-off between macro-F1 and worst-class recall as the
selected subset varies, alongside a matched-size random-subset control, standard imbalance
remedies, and two additional classifiers. Three findings are robust. First, imbalance
remedies on the full feature set—class weighting and, especially, the synthetic minority
over-sampling technique (SMOTE)—raise MITM recall to 0.818 and 0.904, matching or
exceeding the wrapper, so feature selection is not the most effective tool for the rare class.
Second, re-adding a single destination-port feature inflates ransomware recall by 0.094 and
cross-site-scripting (XSS) recall by 0.066 while doing nothing for MITM, showing that
several apparently detected classes are separable by an identifier artifact whereas the
genuinely hard class is not. Third, selected subsets are unstable (Nogueira index 0.21)
despite reproducible objective values. The wrapper’s own rare-class advantage is small
and does not reach significance under a cross-validation-appropriate corrected test. The two
transferable findings replicate on the NSL-KDD benchmark. We argue that IoT intrusion-
detection studies should report the aggregate—worst-class frontier, an identifier ablation, a
selection-stability index, and cross-validation-appropriate significance tests.

Keywords: IoT intrusion detection; feature selection; multi-objective optimization;
NSGA-II; class imbalance; SMOTE; shortcut learning; evaluation methodology; TON_loT

1. Introduction

Machine-learning intrusion detection for the Internet of Things (IoT) is a mature and
competitive research area, and studies on public multi-attack datasets frequently report
aggregate accuracy and macro-F1 above 0.94 [1-3]. Two issues receive comparatively
little attention. First, aggregate metrics such as accuracy, weighted-F1, and even macro-F1
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can remain high while a detector performs poorly on the rarest and most operationally
consequential class. Second, public datasets can embed identifier shortcuts—fixed ports,
addresses, or certificate identities tied to how a testbed generated each attack—that allow a
model to separate classes without learning attack behavior, producing performance that
does not transfer to deployment [4,5].

This paper does not propose a new optimizer or a new state-of-the-art score. Its
contribution is a transparent empirical mapping: for one widely used dataset, we trace the
trade-off surface between aggregate detection and worst-class recall as the selected feature
subset varies; we compare feature selection against standard imbalance remedies and
controls, and we measure how much reported detection is attributable to a single identifier
feature. To keep the analysis honest, we also report where our own multi-objective search
fails to deliver a statistically reliable advantage.

Contributions. (1) We show, on real held-out data, that strong aggregate metrics coex-
ist with weak rare-class recall, and that a mutual-information filter improves the aggregate
while leaving the rare class untouched (Sections 4.1-4.2). (2) We map the aggregate/worst-
class Pareto frontier with a fully self-coded NSGA-II and situate it against a matched-size
random-subset control, class weighting, SMOTE, and undersampling; we find that im-
balance remedies on the full feature set match or exceed feature selection for the rare
class (Sections 4.3—4.4). (3) We quantify identifier-shortcut inflation via a destination-port
ablation (Section 4.7). (4) We measure selection stability, classifier sensitivity, on-device
and feature-acquisition cost, and generalization to a second corpus, and we evaluate sig-
nificance with cross-validation-appropriate tests and leakage-free nested cross-validation
(Sections 4.5-4.10).

Research questions. RQ1: do aggregate metrics conceal rare-class failure, and does
filter-based feature selection remedy it? RQ2: does multi-objective feature selection improve
worst-class recall beyond controls and beyond standard imbalance remedies, and is any
improvement statistically reliable? RQ3: how much of the apparent per-class detection is
an identifier artifact?

2. Related Work

TON_IoT and IoT IDS benchmarks. The TON_IoT collection provides telemetry,
operating-system, and network flow captures for IoT/IloT intrusion-detection research [1,6];
the Network subset used here consists of Zeek/Bro flow records with a binary label and
a 10-class attack type. Comprehensive reviews of IoT intrusion detection report that
random train/test splitting and aggregate-only reporting are common and can inflate
apparent performance [4,5].

Feature selection for IDS. Feature selection for network intrusion detection spans
filter methods (e.g., mutual information and information gain), wrapper methods, and
metaheuristic search. Recent work applies hybrid and swarm metaheuristics to IoT IDS [2],
multi-objective formulations to attack detection [7], and dedicated feature-selection studies
to modern network-intrusion-detection corpora [8]. Evolutionary multi-objective optimiza-
tion, and NSGA-II in particular [9], is a natural fit when objectives conflict.

Class imbalance and rare-class sensitivity. Class imbalance is central to intrusion
detection because attack categories are unevenly represented. Standard remedies include
cost-sensitive weighting, synthetic oversampling such as SMOTE [10], and undersampling.
Closest to our motivation, class-aware feature selection has been proposed to preserve
minority-class information that global relevance measures discard [3]. Our study differs by
measuring the aggregate/worst-class trade-off across subsets and by directly comparing
feature selection against these remedies rather than asserting that a selection method
rebalances the classes.
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Stability and leakage. Feature-selection stability—whether similar features are chosen
under data or algorithm perturbation—is quantified by the Nogueira index [11]. Evaluation-
integrity work argues for leakage-aware protocols such as device-disjoint or temporal splits
and train-only preprocessing [4,5]. We adopt the stability index, use a cross-validation-
appropriate significance test [12], and report leakage-free nested cross-validation; we also
make explicit which leakage-safe protocol our data copy does not permit (Section 3.1).

3. Materials and Methods

3.1. Dataset and Provenance

We use the TON_IoT Network dataset [1,6]. The analyzed CSV contains 211,043 flows
with 42 raw Zeek/Bro flow features plus a binary label and a 10-class type. Class
counts are: normal 50,000; backdoor, ddos, dos, injection, password, ransomware,
scanning, xss = 20,000 each; and mitm = 1043 (0.5%), the rare class throughout.
This file is the training partition of the standard Train_Test_Network distribution of
the Network subset, obtained through a public redistribution of the UNSW release
(md5 e9c9e8a9c8595dcf85ae88fa12b838c2); it carries the canonical 44-column Zeek/Bro
schema, and, consistent with the dataset author’s protocol [1], the four identifier columns
are excluded from the main analysis. This partition contains the dataset’s entire MITM
population (1043 flows); because the rare class of interest is therefore absent from the
companion partition, evaluating worst-class (MITM) recall requires a fresh stratified split
rather than the provided train/test partition. Two properties constrain the study and are
revisited in Section 5: the processed distribution omits a packet-timestamp column, so a
leakage-safe temporal split is not available (the raw Zeek logs would be required); and
the main analysis uses this single processed snapshot, which we address by externally
validating the findings on a second corpus (Section 3.7).

3.2. Preprocessing and Target-Leakage Prevention

Preprocessing is fully scripted. (i) Identifier columns src_ip, dst_ip, src_port,
and dst_port are dropped for the main analysis to avoid trivial address/port short-
cuts; dst_port is cached separately for the ablation in Section 4.7. (ii) Zeek ‘-’ place-
holders in numeric columns are coerced to numeric with NaN—0 (“not applicable”).
(iii) Low-cardinality categoricals (proto, service, conn_state, and DNS/SSL/HTTP flags)
are one-hot encoded. (iv) High-cardinality identity-like strings (dns_query, http_uri,
http_user_agent, and ssl_subject/ssl_issuer) are reduced to binary presence indi-
cators; an earlier iteration one-hot-encoded specific certificate identities, which were re-
classified to presence-only because they are host-identity shortcuts rather than behavior.
(v) Near-constant columns are dropped. The final matrix is 211,043 x 105 features with a
10-class target. Crucially for target-leakage prevention, both the binary l1abel column and
the 10-class type column are removed from the feature matrix before any model sees the
data: type is used solely as the multiclass prediction target, and the binary label (attack
vs. normal) is never provided as an input feature, so the target cannot leak through a
redundant label column.

3.3. Metrics

Let C be the number of classes and, for class ¢, let R, = TP./(TP. + FN.) and
P. = TP./(TP; + FP,.) be recall and precision. We report:

2P.R,
P.+R.’

1 C
-F1 = = 1
macro c C; (1)
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worst-class recall = min R, (2)
Cc
1 C
balanced accuracy = — Z R, 3)
C c=1

together with accuracy and the multiclass Matthews correlation coefficient (MCC). Worst-
class recall is our primary rare-class metric; on TON_IoT it is driven by MITM in most
settings, although we identify the actual minimum-recall class for each experiment because
the two need not coincide (Section 4.4). Note that macro-F1, balanced accuracy (mean
recall), and worst-class recall (min recall) all up-weight minority classes relative to accuracy,
so macro-F1 and worst-class recall are positively associated but not redundant—macro-F1
can rise while the minimum recall is unchanged, as Section 4.2 shows.

3.4. Learners and Evaluation Protocol

The primary classifier is a Random Forest [13] (80 trees, maximum depth 28) trained
with scikit-learn [14]; imbalance remedies use imbalanced-learn [15]. Evaluation uses
three protocols of increasing rigour: (a) a fixed stratified 70/30 train/test split (seed
42; MITM: 730 train, 313 test) for detailed per-class reporting; (b) repeated stratified
5-fold x 2 cross-validation for variance; and (c) leakage-free nested cross-validation
(Section 4.5) in which the entire selection procedure is re-run inside each outer training
fold. All randomness uses seed 42 unless stated.

3.5. Multi-Objective Feature Selection

We implemented NSGA-II [9] from scratch (Algorithm 1) for transparency and repro-
ducibility. A candidate is a binary mask over the 105 features; the three objectives, evaluated
by a fast Decision Tree on an inner validation split of a rare-class-preserving subsample, are
to maximize macro-F1, maximize worst-class recall, and minimize subset size. Parameters
are listed in Table 1. We describe the optimizer as multi-objective throughout: although
the figures visualize the two-dimensional aggregate-worst-class projection of the frontier
(the trade-off of interest), the search itself optimizes three objectives, with subset size as
the third. A Decision Tree proxy (rather than the Random Forest evaluator) keeps the
~1000 fitness evaluations tractable on a single CPU; Section 4.5 quantifies the resulting
inner—outer optimism.

Algorithm 1 Self-coded NSGA-II for feature-subset selection.

1: Input: feature count Nf, population P, generations G

2: Initialize population of random binary masks (each with >3 features)

3: forg =1to G do

4 Evaluate objectives (macro-F1, worst-class recall, —size/ Nr) for each mask
5: Assign Pareto ranks by fast non-dominated sorting

6 Compute crowding distance within each front

7 Select parents by binary tournament on (rank, crowding distance)

8 Generate offspring by uniform crossover and bit-flip mutation (=2 / Nf per bit)
9: Repair any mask with <3 features

10: Form next generation by elitist (4 4 A) truncation on (rank, crowding)

11: end for

12: Output: first Pareto front (non-dominated feature subsets)
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Table 1. NSGA-II configuration.

Component Setting
Population/generations  40/25 (~1000 evaluations, ~73 s)
Representation 105-bit binary mask, minimum 3 features
Crossover/mutation uniform (p = 0.5)/bit-flip (~2/Nr)
Selection binary tournament on (Pareto rank, crowding distance)
Survival elitist (4 + A) truncation
Inner learner Decision Tree (max depth 16)
Inner split stratified 60/40 of a rare-class-preserving subsample
Objectives max macro-F1, max worst-class recall, min subset size

3.6. Baselines, Controls, Statistical Testing, and Leakage Control

We compare against: the full 105-feature model; a mutual-information filter at
k € {10,16,21,30}; a matched-size random-subset control (12 random subsets per size);
class weighting (balanced, balanced_subsample), SMOTE [10], and random undersam-
pling on the full feature set; and two additional classifier families (Extra-Trees and histogram
gradient boosting). Significance of paired cross-validation differences is assessed with the
Nadeau-Bengio-corrected resampled t-test [12] (which accounts for the correlation among
overlapping folds that a naive paired test ignores), complemented by a bootstrap 95% confi-
dence interval and a Wilcoxon signed-rank test. On-device cost is characterized by inference
latency, serialized model size, and a feature-acquisition-cost tiering (cheap flow/header
counters versus expensive DNS/TLS/HTTP application-layer parses). All data-dependent
selection and sampling steps are leakage-free: mutual-information ranking, feature-subset
selection, and resampling (SMOTE and undersampling) are fit on the training data only
and then applied to the untouched held-out data; no test-set rows enter ranking, selection,
or synthetic-sample generation. The nested protocol in Section 4.5 strengthens this further
by re-executing the entire NSGA-II selection inside each outer training fold, so the reported
estimates contain no feature-selection leakage.

3.7. External-Validation Dataset (NSL-KDD)

To test whether the methodological findings generalize beyond IoT and beyond a
single corpus, we replicate the core analyses on NSL-KDD [16], a canonical network
intrusion-detection benchmark with a different origin, era, and feature schema. It provides
125,973 training and 22,543 test records with 41 features (three categorical—protocol_type,
service, flag—one-hot encoded to 122 columns) and a 5-class label (normal, dos, probe,
r2l, u2r). Its rarest class, u2r, comprises only 52 training instances (0.04%)—an order of
magnitude rarer than MITM—making it a demanding test of rare-class behavior. We use
repeated stratified 70/30 splits (six seeds) of the training partition for an in-distribution com-
parison matched to our TON_IoT protocol, and additionally report the official (distribution-
shifted) KDDTest+ partition. As on TON_IloT, mutual-information ranking and resampling
are fit on training folds only. NSL-KDD is a general network-intrusion-detection benchmark
rather than an IoT capture; we use it to probe the generality of the evaluation-methodology
findings, not as [oT coverage.

4. Results
4.1. Aggregate Metrics Conceal the Rare Class

Table 2 summarizes the full-feature Random Forest on the held-out test split. Aggre-
gate scores are excellent, yet worst-class recall is 0.776.
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Table 2. Full-feature Random Forest baseline on the held-out test split.

Metric Value
Accuracy 0.969
Macro-F1 0.945
Weighted-F1 0.969
MCC 0.964
Balanced accuracy 0.947
Worst-class recall (MITM) 0.776

Per-class recall (Table 3, “Full” column) shows the concealment: easy classes exceed
0.97 while ransomware (0.903), XSS (0.909), and MITM (0.776) lag; Figure 1 shows the same
per-class recalls as a heatmap across all four methods considered below. The full-model
confusion matrix (Figure 2) shows MITM is misclassified mainly as password, dos, and
normal, with no single dominant confusion, consistent with genuine class overlap rather
than one adjacent class.

Table 3. Per-class recall on the held-out test split, to three decimals. Bold marks the highest recall in
each row, computed at full precision; where two methods tie at full precision, both are bolded.

Class Full (105) MI-top1l0 Wrapper-maxF1(21) Wrapper-Sparse (8)

backdoor 0.999 0.999 0.999 0.999
ddos 0.972 0.967 0.962 0.960
dos 0.981 0.985 0.976 0.976
injection 0.965 0.966 0.946 0.943
mitm 0.776 0.776 0.827 0.805
normal 0.995 0.994 0.993 0.992
password 0.979 0.979 0.976 0.976
ransomware 0.903 0.902 0.903 0.902
scanning 0.987 0.988 0.995 0.996
XSS 0.909 0.912 0.924 0.922

1.00

Full (105) 0.903 0.909 0.95

MI-top10 0.902 0.912 0.90

0.85 T«é

Wrapper-maxF1 (21) 0.903 0.924 0.80

Wrapper-sparse (8) 0.902 0.922 0.75

; T 0.70

b&boox & & & &0 ((.\\&‘ Qo“(\’& @c,e“‘o‘b 0@@ < &Q{\\& &
§ < < @(\" N

Figure 1. Per-class recall on the held-out test split across the four key methods. The rare MITM class
remains the bottleneck for every method.
4.2. Mutual-Information Filtering Does Not Help the Rare Class

Keeping the top-k features by mutual information improves aggregate macro-F1 (top-
10: 0.948 vs. 0.945 full) at a fraction of the features, but worst-class (MITM) recall remains
0.776 for all k € {10,16,21,30} (Table 3, MI-top10 column). A filter that optimizes average
relevance is indifferent to the rare class, motivating worst-class recall as an explicit objective.
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Figure 2. Row-normalized confusion matrix of the full-feature Random Forest on the held-out split.
MITM (0.78 on the diagonal) is spread mainly across password, dos, and normal, indicating genuine
overlap rather than one adjacent class. Cells are row-normalized proportions, shown to two decimals.

4.3. Multi-Objective Frontier and the Random-Subset Control

On the fixed split, the NSGA-II subsets lie up-and-left of the baselines on the macro-
F1/worst-class plane (Figure 3): the max-macro-F1 subset (21 features) attains macro-F1
0.943 with MITM recall 0.827—+0.051 over the full model for a —0.002 macro-F1 change,
at 5x fewer features. That the selection is non-trivial is confirmed by the matched-size
random-subset control: 21-feature random subsets average macro-F1 0.462 & 0.237 and
worst-class recall 0.091 & 0.155 (n = 12), far below the wrapper and the full model. The
search itself converges within roughly ten generations (Figure 4). The search is thus finding
genuinely good small subsets; the open question (Section 4.5) is whether its rare-class edge
over the full model is reliable.

@ NSGA-Il Pareto (inner val)
same subsets (test) CD&O
Full 105 (test) 00
L

0.88 - ‘ MI-top10 (test)

0.90 +

= (]
= °
S 0.86

Q

e

= 0.84 -

s

[J]

o 0.82 1 ':
0 r

©

(9]

4 0.80 - .' [~}

)

2 o ]

0.78 - ® * ‘

| Random 21-feature subsets (n=12), off-scale:
0.76 1 macro-F1 0.462+0.237, worst-class 0.091+0.155

0.930 0.935 0.940 0.945 0.950
macro-F1 (aggregate detection)

Figure 3. Aggregate vs. worst-class trade-off on TON_IoT (10-class), zoomed to the informative
region. NSGA-II Pareto subsets on the inner validation split (circles) and the same subsets on the
held-out test split (squares), against the full-105-feature model (star) and the MI-filter top-10 baseline
(diamond). The matched-size random-subset control lies far below this range and is reported in the
annotation (macro-F1 0.462 % 0.237, worst-class recall 0.091 £ 0.155, n = 12). The wrapper subsets sit
up-and-left of the baselines, with a visible inner—test optimism gap.
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Figure 4. NSGA-II convergence (seed 42): best inner-validation macro-F1 and worst-class recall
over generations.

4.4. Feature Selection Versus Imbalance Remedies

Because the target is rare-class recall, the natural comparison is against standard
imbalance remedies applied to the full feature set (Table 4, Figure 5). Class weighting raises
MITM recall to 0.818 at essentially unchanged macro-F1, and SMOTE raises it to 0.904—both
matching or exceeding the wrapper’s 0.827, without any feature selection. Undersampling
is a special case that also illustrates why we track worst-class recall rather than the recall of
a fixed class: it raises MITM recall to 0.978, but in doing so, it depresses another class, so
that XSS becomes the worst class at 0.894. The worst-class recall under undersampling is
therefore 0.894 (XSS), not the MITM value; Table 4 reports both columns so the distinction
is explicit, and Figure 5 plots MITM recall specifically (the paper’s focal rare class), which
is why the undersampling bar reads 0.978 there. The practical implication is direct: for
improving rare-class recall on this dataset, resampling or cost-sensitive weighting is at least
as effective as—and simpler than—multi-objective feature selection. Feature selection’s
distinctive value here is compactness, not rare-class recall.

Table 4. Imbalance remedies on the full 105-feature set (held-out test). Feature selection does not lead
to rare-class recall. The worst class is MITM for every row except undersampling, where MITM recall
rises to 0.978 but XSS becomes the worst class (0.894); the two right-hand columns therefore differ
only for that row.

Method (Full Features) Macro-F1 Worst-Class Recall MITM Recall
RF (plain) 0.945 0.776 0.776
RF, class_weight = balanced 0.946 0.818 0.818
REF, balanced_subsample 0.945 0.796 0.796
RF + SMOTE 0.942 0.903 0.904
RF + random undersample 0.916 0.894 0.978
Wrapper-maxF1 (21 feats, ref.) 0.943 0.827 0.827

4.5. Generalization: Corrected Tests and Leakage-Free Nested CV

Repeated stratified 5-fold x 2 cross-validation of frozen subsets (Table 5) shows the
wrapper’s worst-class advantage over the full model shrinks to a mean of 4-0.007. A
Nadeau-Bengio corrected t-test [12] gives t = 0.39, p = 0.70 (naive paired t: p = 0.48;
Wilcoxon p = 0.42), with a bootstrap 95% confidence interval of the mean difference of
[—0.011, +-0.024] that includes zero. The wrapper’s macro-F1 is, however, significantly
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lower by 0.003 (corrected p = 0.023): a difference that is statistically detectable but prac-
tically negligible. Worst-class recall varies by 4-0.02-0.03 across folds (Figure 6); on a
313-instance test class this variance alone precludes confident rare-class claims.

1.00

0.978

0.95 A

0.90 1

0.85 A

0.80 1

MITM (rare-class) recall

0.75 1

Full Wrapper RF RF RF+SMOTE RF+under
(21) balanced bal-subsmp sample
Figure 5. Rare-class (MITM) recall for feature selection versus imbalance remedies on the full
feature set. SMOTE and undersampling exceed the wrapper; class weighting matches it. The
dotted line marks the plain full-feature baseline. This panel shows MITM recall specifically; under
undersampling, MITM recall reaches 0.978 but the worst class becomes XSS (0.894), as reported
in Table 4.

Because the frozen-subset CV still selects features on data that reappears in evaluation,
we additionally run leakage-free nested cross-validation: the entire NSGA-II selection is
re-executed inside each of five outer training folds and evaluated on the held-out outer
fold. Here, the wrapper attains worst-class recall 0.822 &+ 0.023 versus the full model’s
0.801 4 0.029 (mean +0.021), with macro-F1 0.943 + 0.002 versus 0.945 £ 0.001 and mean
selected size 31.8. The leakage-free effect is thus positive but modest and within fold
variance, consistent with, and no larger than, the corrected-test conclusion.

Table 5. Repeated stratified 5-fold x 2 cross-validation of frozen subsets (mean =+ std over 10 folds).

Subset Size Macro-F1 Worst-Class Recall
Full 105 0.945 4= 0.002 0.803 4= 0.026
MlI-top10 10 0.946 4= 0.002 0.792 4+ 0.019
Wrapper-maxF1 21 0.942 4- 0.002 0.810 4= 0.020
Wrapper-sparse 8 0.940 £ 0.002 0.796 = 0.013

Proxy versus evaluator. A natural question is how much of the inner-to-test shift
visible in Figure 3 is an artifact of using a fast Decision Tree (DT) proxy inside the search
rather than the Random Forest (RF) evaluator, as opposed to ordinary inner-validation
optimism. To separate the two effects, we re-evaluated every NSGA-II Pareto subset in
a 2 x 2 design that crosses the model (DT vs. RF) with the data split (inner-validation vs.
held-out test), holding the subsets and the splits fixed (Table 6, Figure 7). Averaged over
the 17 Pareto subsets, the total shift from the inner DT objective to the final RF-on-test
evaluation is only 4-0.005 in macro-F1 but +0.076 in worst-class recall. Decomposing the
worst-class shift, the proxy component—swapping DT for RF on the same data—is small
and, if anything, slightly negative (—0.006 on the inner split, —0.004 on the test split):
the Decision Tree proxy marginally under-estimates worst-class recall relative to Random
Forest, so it does not inflate the frontier. Almost the entire shift is the generalization
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component—moving from the inner-validation split to the held-out test with the model
held fixed—at +0.083 for RF and +0.080 for DT. The same pattern holds for the max-macro-
F1 subset alone (worst-class recall: DT /inner 0.887, RF/inner 0.900, DT /test 0.824, RF/test
0.827). The inner-to-test optimism is therefore driven by re-using the rare-class-preserving
inner-validation subsample during selection, not by the Decision Tree proxy, which is
precisely why the leakage-free nested protocol above—which removes that reuse—closes
most of the gap.

0.84 A ’

T
0 0.82 1 ——
I
8 A
A A
+ 0.80 -
£ , A
] i L

0.78 1

Full(105) MI-top10 Wrapper-maxF1(21Wrapper-sparse(8)

Figure 6. Worst-class recall across the 10 cross-validation folds (5-fold x 2) for each subset. Boxes span
the interquartile range, the orange line is the median, the green triangle the mean, whiskers extend to
1.5 x IQR, and circles are outliers. Fold-to-fold variance dominates the differences between methods.

Table 6. Decomposition of the inner-to-test shift: model (Decision Tree vs. Random Forest) crossed
with data split (inner-validation vs. held-out test), averaged over the 17 NSGA-II Pareto subsets. The
DT/inner-validation cell is the search objective and the RF/held-out-test cell is the final evaluation;
the proxy effect is a column-wise (DT—RF) change and the generalization effect is a split-wise
(inner—test) change.

Metric DT/Inner-Val  RF/Inner-Val DT/Test RF/Test
Macro-F1 0.945 0.949 0.933 0.940
Worst-class recall 0.876 0.883 0.797 0.800
proxy (DT vs
0.95 0.945 -

eneralization

0.90 +

score

0.85 A

0.80

s macro-F1
0.75 4 ™ worst-class recall

DT/ inlner—val RF / inner-val DT/ held-out test RF / held-out test
(proxy objective) (final evaluation)
Figure 7. Decomposition of the inner-to-test shift, averaged over the 17 Pareto subsets. Swapping
the Decision Tree proxy for the Random Forest evaluator (proxy effect) barely moves either metric,
whereas moving from the inner-validation split to the held-out test (generalization effect) accounts
for almost all of the drop in worst-class recall.
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4.6. Classifier Sensitivity

The phenomena above are partly classifier-dependent (Table 7). Random Forest is
the strongest learner here; the Decision Tree-selected subset transfers to Random Forest
(MITM 0.818 £ 0.006 over five RF seeds, vs. full 0.778 £ 0.006) but not cleanly to histogram
gradient boosting, whose worst-class recall drops under both the MI filter and the wrapper.
Extra-Trees is unstable on this task at the full feature set. This dependence is a caution
against reading any single subset as classifier-agnostic.

Table 7. Macro-F1 and worst-class recall on the held-out split for two additional classifiers, reported
in separate columns. These are single-split values (no cross-validation), so no =+ is reported.

Classifier Feature Set Macro-F1 Worst-Class Recall
Extra-Trees Full (105) 0.755 0.334
Extra-Trees MlI-top10 0.928 0.799
Extra-Trees Wrapper-maxF1 (21) 0.814 0.345
Hist. Gradient Boosting  Full (105) 0.927 0.712
Hist. Gradient Boosting MI-top10 0.922 0.562
Hist. Gradient Boosting Wrapper-maxF1 (21) 0.915 0.508

4.7. Identifier-Shortcut Ablation

Re-adding the single cached dst_port feature to the full set raises aggregate macro-F1
from 0.945 to 0.964, almost entirely through three classes (Table 8, Figure 8). A single identi-
fier turns classes that appear hard (ransomware, XSS) into nearly solved ones, indicating
their apparent difficulty in the main analysis was a port-shortcut artifact rather than learned
behavior. MITM gains nothing from the port—it is genuinely hard. This is the study’s most
reproducible result and argues for reporting performance with identifiers excluded, or at
least reporting the identifier-ablation delta.

Table 8. Per-class recall change on the held-out split when dst_port is re-added to the full feature set
(classes with a non-zero change).

Class A Recall with dst_port
ransomware +0.094
XSS +0.066
password +0.015
ddos +0.005
mitm +0.000

4.8. Feature-Selection Stability

Across five random seeds, the wrapper’s inner objective values are highly reproducible
(macro-F1 ~ 0.949, worst-class ~ 0.89), but the selected subsets are not: Nogueira stability
index [11] 0.21 and mean pairwise Jaccard 0.25 (sizes 21-29). Only four traffic-volume
features (src_bytes, dst_bytes, src_ip_bytes, dst_ip_bytes) are selected by every seed
(Figure 9). This is classic selection multiplicity: many near-equivalent subsets achieve the
same frontier, which is why we report the recurring core rather than presenting one subset
as if it were uniquely optimal.
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Figure 8. Identifier-shortcut inflation: per-class recall gained by re-adding the single dst_port feature.
Ransomware and XSS are largely port-separable; MITM gains nothing.

src_bytes
dst_bytes
src_ip_bytes
dst_ip_bytes
src_pkts
proto_icmp
service_http
ssl_version_TLSv13
proto_tcp

dns_RA_-
ssl_cipher_-
http_resp_mime_types_application/ocsp-response
proto_udp
service_ftp
service_gssapi
dns_RD_-
dns_RD_F
dns_RD_T
dns_rejected_-
dns_rejected_T

0 1 2 3 4 5
# seeds selecting feature (of 5)
Figure 9. Feature-selection frequency across 5 seeds for the Wrapper-maxF1 selection (Nogueira stabil-
ity = 0.21, mean Jaccard = 0.25). Only a small traffic-volume core (dashed line at all five seeds) recurs.

4.9. Efficiency and Feature-Acquisition Cost

The 21-feature model is smaller and faster than the full model (serialized size
25.2 vs. 46.8 MB; inference 7.3 vs. 9.0 us/flow on a single CPU). However, compactness
does not imply cheap features: of the 21 selected features, 15 require application-layer
parsing (6 HTTP, 5 TLS, 2 service/deep-packet-inspection, 1 DNS, 1 Zeek “weird”) and
only 6 are cheap flow/header counters (byte, packet, and duration counters plus the IP
protocol). On constrained IoT gateways, the dominant deployment cost is often feature
acquisition, so a smaller subset dominated by DNS/TLS/HTTP parsing may not reduce
end-to-end cost as much as its feature count suggests.

To quantify what the expensive tier actually buys, we compared three Random Forest
models on the held-out split (Table 9): one restricted to the 11 cheap flow/header features
(byte, packet, and duration counters plus the one-hot IP protocol), the full 105-feature
model, and the 21-feature wrapper. The cheap-only model matches the full model on
aggregate macro-F1 (0.945) but has the lowest rare-class recall of the three (MITM 0.757,
below the full model’s 0.776 and well below the wrapper’s 0.827). The application-layer
features that dominate the wrapper are therefore precisely the ones that lift rare-class recall:
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the cheap counters, which are essentially free to acquire, suffice for aggregate accuracy
but not for the rare class. This exposes a direct tension on constrained gateways, where
DNS/TLS/HTTP parsing is the dominant per-flow cost—reducing feature-acquisition cost
by dropping to header counters would sacrifice exactly the rare-class recall the study is
concerned with. A principled way to surface this trade-off in future work is to add a
per-feature acquisition-cost term as an explicit fourth objective in the multi-objective search
(alongside macro-F1, worst-class recall, and subset size), so that the frontier is drawn over
accuracy, rare-class recall, and real acquisition cost rather than over feature count.

Table 9. Feature-acquisition cost tiers on the held-out test split (Random Forest). The cheap tier
(11 flow /header features) matches the full model on macro-F1 but gives the lowest rare-class recall;
the application-layer features carried by the wrapper are what raise MITM recall.

Feature Set Macro-F1 Worst-Class Recall MITM Recall
Cheap flow/header (11) 0.945 0.757 0.757
Full (105) 0.945 0.776 0.776
Wrapper-maxF1 (21) 0.943 0.827 0.827

4.10. External Validation on NSL-KDD

Table 10 reports the replication on NSL-KDD. Finding 1 holds: an aggregate-strong
Random Forest (macro-F1 0.931 & 0.015) still misses the rare class, with u2r recall only
0.562 £ 0.102; on the official distribution-shifted KDDTest+ split the collapse is far more
severe (accuracy 0.751, macro-F1 0.496, u2r recall 0.030). Finding 2 holds, and is if
anything sharper than on TON_IoT: mutual-information filtering does not help the rare
class—u2r recall is 0.375 at both top-10 and top-20 and 0.438 at top-30 (reference split), at
or below the full-feature value while aggregate macro-F1 stays high. Finding 3 partially
holds: SMOTE again gives the best aggregate /rare-class balance (macro-F1 0.949 & 0.011,
u2r 0.677 £ 0.067) and undersampling maximizes rare-class recall at heavy aggregate
cost (u2r 0.979 4+ 0.029, macro-F1 0.645 + 0.027), as on TON_IoT; however, cost-sensitive
class weighting—which helped on TON_IoT—does not reliably help here (0.479 £ 0.093,
within noise of the baseline), a dataset-dependent nuance. As on TON_IoT, u2r is the
rarest class and is the worst-performing class for every method except undersampling,
where its recall is maximized and another class becomes the minimum. The u2r estimates
carry wide uncertainty because only 52 u2r instances exist in the entire NSL-KDD training
corpus; under a stratified 70/30 split, this leaves roughly 36 u2r flows for training and
only about 16 in each test fold, so a single misclassified test instance moves u2r recall by
approximately 0.06. The wide standard deviations we report (for example, +0.102 for the
plain Random Forest) are a direct consequence of this scarcity. We therefore report u2r as
mean =£ sd over six seeds, treat the single-split KDDTest+ value as indicative only, and
deliberately avoid strong per-method claims for that class; importantly, the qualitative
findings—aggregate metrics conceal the rare class, and relevance-based filtering does not
remedy it—do not rest on small u2r differences. Overall, the two robust and transferable
messages of the paper—aggregate metrics conceal rare-class failure, and relevance-based
filtering does not remedy it—replicate on a second, non-IoT corpus with an order-of-
magnitude rarer class.
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Table 10. External validation on NSL-KDD (rarest class u2r). The Random Forest rows are repeated
stratified 70/30 (mean =+ sd over 6 seeds); the mutual-information top-k rows are from a single
reference split and the last row is the official distribution-shifted KDDTest+ partition, so those rows
carry no £. u?2r is the rarest class (0.04%) and is the worst-performing class for every method
except undersampling.

Method (Full Features Unless Noted) Macro-F1 u2r Recall
RF (plain) 0.931 £0.015 0.562 £+ 0.102
REF, class_weight = balanced 0.919 +0.016 0.479 4+ 0.093
RF + SMOTE 0.949 +0.011 0.677 £+ 0.067
RF + random undersample 0.645 £ 0.027 0.979 £ 0.029
MI-top10 (reference split) 0.880 0.375
MI-top20 (reference split) 0.896 0.375
MI-top30 (reference split) 0.905 0.438
Official KDDTest+ (shifted), full 0.496 0.030

5. Discussion

Read together, the results reframe what feature selection does and does not buy on
this task. The reliable benefits of the multi-objective search are a 5x smaller feature set
at a negligible but statistically detectable aggregate cost (macro-F1 lower by 0.003 under
repeated cross-validation, corrected p = 0.023), together with a frontier far better than
random subsets of the same size. Its rare-class benefit, by contrast, is small and not
statistically reliable under a cross-validation-appropriate test, and it is matched or exceeded
by simply reweighting or oversampling the full feature set (Section 4.4). For a practitioner
whose goal is rare-class recall, SMOTE or class weighting is the simpler and stronger lever;
feature selection is better motivated by model compactness and interpretability.

The identifier ablation and the stability analysis are the more transferable messages.
The port ablation shows that per-class difficulty on this dataset is partly an artifact of testbed
identifiers, so benchmark results that retain ports or addresses may overstate detection of
ransomware- and XSS-like traffic. The stability result shows that a single reported subset is
one of many near-equivalent choices; reporting a recurring feature core and a stability index
is more honest than presenting one subset as canonical. Finally, the classifier-sensitivity
results caution that subsets selected with one learner need not transfer to another.

Feature-acquisition cost. The efficiency analysis (Section 4.9) shows that model
compactness and deployment cost are not the same thing on IoT hardware. The 21-feature
wrapper is smaller and faster to score, but 15 of its 21 features require DNS, TLS, HTTP, or
service-level parsing, and the cost experiment (Table 9) shows that these application-layer
features are exactly what lift rare-class recall—a header-only model matches the aggregate
score but drops MITM recall to 0.757. For a constrained gateway, then, the meaningful axis
is feature-acquisition cost rather than feature count, and rare-class recall and acquisition
cost are in direct tension. We therefore suggest that future multi-objective formulations
replace or augment the subset-size objective with a per-feature acquisition-cost term, so
that the search trades off aggregate accuracy, worst-class recall, and real deployment cost
directly rather than treating all features as equally cheap.

Operational adequacy. Even the best rare-class configurations here (SMOTE at MITM
recall 0.904; the wrapper at 0.827) miss roughly one in ten to one in six MITM flows. For a
security control, this is typically inadequate on its own and would need to be paired with
complementary detection or human triage; we state this plainly rather than presenting any
configuration as deployment-ready.
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Limitations

Several limitations bound these conclusions. First, the study rests on two lab-generated
corpora: the primary analysis uses one processed TON_IoT Network partition (provenance
recorded in Section 3.1), and the two transferable findings are additionally validated on
NSL-KDD (Section 4.10); both are controlled-testbed datasets, NSL-KDD is not IoT-specific,
and validation on live IoT traffic remains future work, while the identifier-shortcut ablation
and the multi-objective frontier are reported on TON_IoT only. The NSL-KDD rare class
is moreover extremely scarce (only 52 u2r instances, roughly 16 per test fold), so its per-
method recall estimates are inherently noisy and are reported with that caveat rather than
used for fine-grained ranking. Second, the available copy lacks a packet-timestamp column,
so the leakage-safe temporal split recommended in the literature [4,5] cannot be performed
here; the stratified split is therefore optimistic relative to deployment, and although nested
cross-validation removes selection leakage, it does not remove this dataset-level optimism.
Third, the frontier is drawn with a Decision Tree proxy and evaluated mainly with Random
Forest; the decomposition in Section 4.5 shows that the inner-to-test gap is driven mainly by
inner-validation generalization rather than by the proxy itself (the proxy contributes only
about —0.005 to worst-class recall, in the conservative direction), but Section 4.6 shows that
transfer of a selected subset across learners is not guaranteed. Fourth, the identifier ablation
re-adds only dst_port; addresses and certificate identities were removed at preprocessing
and were not separately quantified. Finally, a single CPU with roughly 4 GB of memory
constrained model sizes and the search budget, so larger ensembles and deep models were
out of scope.

6. Conclusions

On a real multi-attack IoT dataset, strong aggregate metrics conceal weak rare-class
recall, and a mutual-information filter does not fix it. A transparent multi-objective search
maps the aggregate/worst-class frontier and reliably yields much smaller subsets at a
negligible aggregate cost (macro-F1 lower by 0.003) and far above random subsets, but its
rare-class advantage is small and not statistically reliable, and it is matched or exceeded
by class weighting and SMOTE on the full feature set. The identifier ablation shows that
several attack classes are separable mainly by a port artifact, while the genuinely rare class
(MITM) is not; and selected subsets are unstable despite reproducible objective values. The
two transferable messages—aggregate metrics conceal rare-class failure, and relevance-
based filtering does not remedy it—replicate on the NSL-KDD benchmark with an even
rarer class. We recommend that IoT intrusion-detection studies report the aggregate—
worst-class frontier, an identifier-shortcut ablation, a feature-selection stability index, and
cross-validation-appropriate significance tests, rather than a single aggregate score and a
single hand-picked subset. Future work should repeat the analysis on the timestamped
raw TON_IoT logs with a temporal split, on live IoT traffic and additional IoT datasets, and
with additional learners.
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Abbreviations

The following abbreviations are used in this manuscript:

IoT Internet of Things

IIoT Industrial Internet of Things

IDS Intrusion Detection System

NIDS Network Intrusion Detection System
MITM Man-in-the-Middle

XSS Cross-Site Scripting

DoS Denial of Service

DDoS Distributed Denial of Service
U2R User-to-Root

R2L Remote-to-Local

RF Random Forest

DT Decision Tree

(6\Y% Cross-Validation

MCC Matthews Correlation Coefficient
MI Mutual Information

NSGA-II  Non-dominated Sorting Genetic Algorithm II
SMOTE Synthetic Minority Over-sampling Technique

TP True Positive
FN False Negative
FP False Positive
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