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Abstract

We evaluated whether predictive alerts improve recovery in DriftGuard-SLA, a bounded
controller for the Kubernetes-based DeathStarBench Hotel Reservation application. A
logistic model trained on 35 monitoring runs was frozen before evaluation in 350 runs
comprising 70 matched blocks, five policies, six faults, and a no-fault condition. For new
sustained service-level objective breaches within 10 s, monitoring-run predictions achieved
a Matthews correlation coefficient of 0.285, tie-aware average precision of 0.174, precision of
0.725, and recall of 0.119. Compared with monitoring alone, the complete controller reduced
violation time by 7.70 s (95% confidence interval, 0.00–21.40; Holm-adjusted p = 0.031).
Compared with fixed rules sharing its action mapping, the reduction was inconclusive at
1.08 s (−1.07–5.18; Holm-adjusted p = 0.453). Excluding four pre-injection actions yielded a
descriptive sensitivity estimate of 0.02 s (−1.21–1.40). Of 38 faulted run actions, 4 preceded
injection, 14 occurred during an active breach, 14 preceded a new onset, 5 had neither
relation during complete observation, and one was censored. These findings support the
feasibility of bounded intervention and paired evaluation, but do not establish superior
predictive triggering, cost savings, or generalization beyond this benchmark.

Keywords: service-oriented architecture; self-correction; microservices; failure prediction;
artificial intelligence for information technology operations; chaos engineering; service-
level objectives; Kubernetes

1. Introduction
Service-oriented architecture (SOA) organizes software capabilities as interacting

services governed by explicit contracts [1]. Cloud-native microservices retain this service
orientation while emphasizing independent deployment, elastic scaling, and operational
autonomy. The distinction matters here: the intervention targets a deployed microservice,
whereas the outcome is the end-to-end behavior of an SOA request path. DeathStarBench
Hotel Reservation supplies such a path because one client request crosses several services
and data stores before it completes.

The engineering problem begins when a disturbance propagates through that path. A
resource or communication fault changes the running system; telemetry may then indicate
that a service-level objective (SLO) is about to be violated. The controller must decide
whether to intervene. An early action may prevent or shorten a user-visible failure, but
the same action may arrive too late, restart healthy work, or reserve capacity without
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improving the service. This sequence preserves the established distinction among a fault,
the internal error it creates, and the failure observed by users [2]. It also makes safety part
of the research question rather than an afterthought.

Prediction and automated recovery are established research areas. Autonomic comput-
ing and architecture-based adaptation introduced reusable monitor–analyze–plan–execute
loops [3,4]. Seer predicts imminent quality-of-service (QoS) violations in cloud microser-
vices [5]; FIRM, Sage, Sinan, Nodens, and Narya couple diagnosis or prediction with re-
source adaptation or mitigation [6–10]. More recent systems address failure prediction, mul-
timodal diagnosis, requirements-driven autoscaling, and executable remediation [11–17].
Consequently, this article does not claim that pre-violation prediction or closed-loop self-
correction is new in isolation.

The narrower gap concerns evaluation. The studies reviewed in Section 2 do not
jointly examine the same operational question across heterogeneous, repeatable SOA fault
classes: whether a frozen prospective SLO breach signal is associated with a favorable
paired recovery outcome difference when disturbances and workload seeds are paired,
the fault-specific action mapping is held constant in the key comparison, and lead time,
SLO exposure, recovery, containment, measured operational exposure, and poorly aligned
actions are reported together. DriftGuard-SLA was built to examine that question. Its
distinct contribution is the paired prediction-to-action evaluation and the evidence it retains,
not priority over earlier predictive or self-healing systems. Realized action occurrence and
timing remain part of the intention-to-treat contrast rather than controlled quantities.

Against this background, we asked three research questions:
RQ1: On temporally later runs, can a run-balanced model predict the onset

of a new sustained SLO breach episode better than no-skill, time-only, and modest
nonlinear baselines?

RQ2: How much service benefit is attributable to the complete DriftGuard-SLA pack-
age, and how much remains in an intention-to-treat comparison with fixed rules that share
the same fault-specific action mapping but differ in whether and when they act?

RQ3: What timing, action alignment, operational exposure, and trace propagation
trade-offs accompany prediction-triggered self-correction?

The contribution consists of an implemented artifact, an evaluation method, and the
evidence needed to judge both. Specifically, the study provides:

1. A bounded controller that converts a frozen prospective SLO breach estimate into at
most one Kubernetes intervention per run while recording the complete trigger-to-
outcome timeline.

2. A matched fault–seed–policy design comprising 35 calibration runs and 350 accepted
evaluation runs, with monitor-only, same-mapping fixed rule, isolate-on-alert, and
native Kubernetes comparators that separate the whole intervention package from the
trigger policy contrast.

3. A breach onset target and event-aligned analysis that separates pre-injection action,
action during an active breach, action before a new onset, a fully observed neither
category, right censoring, and abstention, while retaining service outcomes and the
measured operational exposure proxy.

4. A verification package containing frozen protocols and amendments, model and
controller artifacts, accepted and quarantined registers, derived telemetry summaries,
trace counts, environment records, hashes, and executable revision analyses. The
supplementary package also includes the complete retained raw archive of one-second
dashboards and sampled traces, with instructions for checking the reported results.

The scope is deliberately bounded. During a run, DriftGuard-SLA receives the local-
ized fault class and invokes the preassigned action for that condition; it neither discovers
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the root cause nor learns or invents an open-ended repair. The model coefficients, threshold,
10 s horizon, SLO thresholds, and action mapping are configuration-specific. No online up-
dating occurred during the frozen evaluation, and the retained evidence does not support
a claim about drift-selective adaptation.

2. Related Work and Study Positioning
2.1. Failure Prediction and Proactive SLO Management

PREFACE predicts failures in autoscaling distributed applications from variable-size
collections of performance indicators [11], whereas InstantOps combines metrics, logs,
and traces for failure prediction and root cause identification [12]. Seer goes further by
predicting imminent QoS violations and identifying the microservice or resource most
likely to be responsible [5]. MicroRCA instead emphasizes real-time localization from
service dependencies and resource use under injected Kubernetes anomalies [14]. These
studies establish that useful warning or diagnostic signals can be obtained before or around
externally visible failures; they do not, by themselves, provide this study’s paired intention-
to-treat service outcome contrast for responding to a particular warning.

That distinction matters because prediction, diagnosis, action choice, and recovery
are separate decisions. A predictor may discriminate well yet trigger an ineffective action,
while a simple reactive rule may perform adequately when the actuator dominates the
outcome. Recent trace-oriented work similarly identifies the move from predictive evidence
to trustworthy intervention as an open deployment problem [17]. Our evaluation therefore
measures prediction on monitor-only runs and evaluates interventions separately in paired
policy runs.

We chose logistic regression because the calibration evidence contains only 35 inde-
pendent runs. Under that constraint, a compact model can be inspected, replayed once per
second, and evaluated more defensibly than a data-intensive sequence model. Simplicity,
however, is not treated as protection against a weak baseline. The deployed iteratively
reweighted least-squares model is compared with prevalence, an elapsed time placebo,
a separately implemented run-balanced logistic sensitivity model, and shallow gradient
boosting on the same calibration/evaluation split. The second logistic row is an alternative
fitting pipeline rather than a refit of the deployed artifact. Together, the comparisons test
whether the warning is merely a recurring time-of-run pattern and whether it depends on
one linear implementation. Deep sequence or graph models remain plausible extensions
once substantially more independent runs are available.

2.2. Self-Adaptation and Automated Remediation

The Monitor–Analyze–Plan–Execute over a shared Knowledge base (MAPE-K) loop
and Rainbow established influential foundations for adaptive software and reusable ar-
chitectural support [3,4]. Within microservices, FIRM localizes resource contention and
reprovisions resources to protect SLOs [6]; Sage combines dependency-aware diagnosis
with corrective action [7]; and Sinan predicts QoS consequences when choosing per-tier
resource allocations [8]. Nodens responds to load and dependency dynamics through
load prediction and resource adjustment [10], while Narya demonstrates predictive and
adaptive mitigation of cloud virtual machine interruptions at production scale [9]. These
systems preclude any claim that DriftGuard-SLA is the first predictive or closed-loop
remediation approach.

Requirements-driven microservice autoscaling [13] and newer remediation
systems [15,16] further broaden the design space. E2E-REME generates executable play-
books, and Safe Remediation formulates intervention as a risk-constrained decision, al-
though the latter was a non-peer-reviewed preprint when this revision was prepared.
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Relative to these systems, DriftGuard-SLA is intentionally modest: it uses a frozen predic-
tor and a fixed action set. Its contribution is a paired experiment that asks whether the
trigger improves an executed action and whether any improvement justifies its timing and
measured operational exposure.

2.3. Real-Time Cloud Applications, Orchestration, and QoS Control

Research on real-time online interactive applications (ROIA) offers a complementary
lineage. The Real-Time Framework Resource Management System (RTF-RMS) selects
load-balancing and cloud allocation actions as user demand changes [18], and later scal-
ability models estimate the benefit–cost trade-off of adding, removing, or redistributing
resources [19]. Predictive provisioning for massively multiplayer online games likewise
combines workload forecasts with processor, memory, and network-demand models [20].
Work on mobile online games extends these concerns to latency-sensitive mobile–cloud
paths [21]. These studies motivate proactive control, but their principal disturbance is
workload or capacity pressure rather than a common set of injected service faults.

At the deployment level, Kubernetes-based session slot architectures combine QoS,
autoscaling, and efficient use of central processing unit (CPU), graphics processing unit
(GPU), and memory resources [22]. Multi-cloud orchestration adds secure inter-cloud
connectivity, placement, and cross-cloud resource management [23]. Software-defined net-
working (SDN) provides another control surface by translating application-level QoS needs
into programmable network behavior [24]. In a different setting, the alarm system study
of Tomak and Gorlatch shows how response time measurements can test whether fault
management in a legacy distributed system meets hard timing constraints [25]. DriftGuard-
SLA neither implements multi-cloud placement nor controls an SDN data plane; these
works instead define deployment contexts in which the paired trigger–action protocol
could be replicated.

2.4. Chaos-Based Evaluation and the Remaining Gap

CHESS demonstrates how chaos engineering can evaluate self-adaptive systems [26],
while DeathStarBench provides a reproducible workload for cloud-microservice experi-
ments [27]. We combine these elements in matched fault–seed blocks that compare five
policies. The design addresses four specific threats: predictable injection timing, confound-
ing the trigger with the recovery action, counting an active breach as repeated impending
events, and equating a no-fault condition with an automatically false action. Table 1 places
those choices beside representative predictive, adaptive, and cloud control studies. The
comparison supports a narrow gap: prior systems establish that prediction and remedia-
tion are possible, whereas this study estimates whether a frozen prospective trigger adds
operational value under matched, heterogeneous faults and records when it does not.

Table 1. How the evaluated contribution differs from representative prediction, adaptation, and
remediation studies.

Study/Family Primary Aim Signal and Action Evaluation Emphasis Distinction in This Study

Seer [5]
Predict imminent QoS
violations and localize
causes

Predictive; advises
cluster control

Prediction, diagnosis,
and QoS avoidance

Paired executed-policy
outcomes, action timing,
and measured exposure

FIRM [6]
SLO-oriented
contention
management

Detection plus
resource
reprovisioning

Resource contention
and mitigation

Six injected fault classes
and a same-mapping
trigger policy contrast

Sage [7]/MicroRCA
[14]

Microservice diagnosis
and localization

Dependency-aware
diagnosis; Sage also
acts

Root-cause and QoS
recovery

Localized fault is supplied;
focus is trigger-to-outcome
evidence
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Table 1. Cont.

Study/Family Primary Aim Signal and Action Evaluation Emphasis Distinction in This Study

Sinan [8]/Nodens
[10]

QoS-aware resource
control

Predictive resource
adaptation

Workload and
dependency dynamics

Discrete recovery policies
under repeatable injected
faults

Narya [9] Prevent cloud virtual
machine interruption

Prediction plus
adaptive mitigation

Production host
failures

Service-level paired blocks
with frozen decisions

PREFACE
[11]/InstantOps [12]

Failure prediction and
diagnosis

Prediction; no
evaluated recovery
policy

Warning and root cause Marginal benefit of acting
on the warning

Requirements-driven
autoscaling [13]

Requirements-driven
autoscaling

Current-state
adaptive control

Requirements
satisfaction

Prospective onset target
and action alignment audit

Automated
remediation [15,16]

Generate or select
remediation

Playbook or
risk-constrained
action

Execution or decision
quality

Frozen bounded actions
with paired baselines and
an exposure proxy

ROIA/cloud control
[18–25]

Elasticity, deployment,
QoS, and fault timing

Workload/resource/
network control

Real-time applications
and infrastructure

Multi-fault
prediction-to-recovery
evaluation in an SOA

CHESS [26] Evaluate self-adaptive
systems with chaos

Framework; trigger
not primary

Evaluation
methodology

One implemented
controller evaluated across
five policies

This study
Estimate paired
outcomes of a
prospective SLO trigger

Frozen 10 s onset risk;
restart or scale-out

Prediction, service
effect, safety, and
measured exposure

Contribution is the paired
evaluation and bounded
artifact

3. DriftGuard-SLA Architecture
DriftGuard-SLA contains four runtime components: a Watcher, a Collector, a Predic-

tion Engine, and a Responder. Every second, the Watcher samples Kubernetes resource
state, pod readiness, service probes, and node pressure. The Collector converts the current
and recent samples into eight bounded features, after which the Prediction Engine evaluates
the frozen logistic model. When the trigger condition is satisfied, the Responder invokes
the fault-class action supplied by the experimental launcher and records the trigger time,
the invoked action, its execution duration, and the deployment state that followed. Action
selection was not learned or inferred from telemetry. Consul reconciliation and Jaeger
traces are retained as evidence about discovery and propagation; neither is an unreported
model input. Figure 1 summarizes these components and the comparator pathways.

Figure 1. Implemented prediction-to-recovery loop for the cloud-native SOA. CPU denotes cen-
tral processing unit, HTTP denotes Hypertext Transfer Protocol, and HPA denotes Horizontal
Pod Autoscaler.
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3.1. Prediction State

At second t, the model receives the target container’s CPU and memory ratios, their
non-negative one-step slopes, latency headroom above 20 ms, the non-negative latency
slope, the unready pod ratio, and node CPU headroom above 50%. Standardization uses
means and scales estimated only from calibration runs. The model never sees elapsed time,
fault class, planned injection time, future observations, or the later outcome of any policy.
Equation (1) converts the standardized feature vector into a nominal logistic risk score for a
new sustained breach beginning within the next 10 s; Section 5.1 evaluates its calibration
rather than assuming that the score is a calibrated probability.

pt = σ(β0 +∑8
j=1β jzj,t) (1)

For the target used in Equation (1), a second is positive only when a new sustained
breach begins between t + 1 and t + 10. Onset requires three consecutive seconds with 95th
percentile (p95) latency above 100 ms or a failed request rate above 1%. An episode ends
after five consecutive clean seconds. Samples inside an active episode are removed from
the eligible set so that a continuing violation is not misrepresented as a sequence of new
impending events.

3.2. Guarded Recovery Actions

The launcher assigned one of two action families by condition. CPU and memory
pressure used a rolling restart of the localized deployment; pod faults, network delay, packet
loss, and HTTP delay used scale-out. Fixed rules and DriftGuard-SLA shared this condition-
specific mapping, which supports an intention-to-treat comparison of the two trigger
policies. Because the policies could differ in whether and when they acted, the contrast
is not a pure timing effect. Isolate-on-alert deliberately used a different response: a more
sensitive reactive threshold followed by target pod deletion. Native Kubernetes retained
Deployment reconciliation and enabled a Horizontal Pod Autoscaler (HPA) with a 150
millicore average CPU target, a minimum of one replica, and a maximum of two replicas.

Table 2 also clarifies a mechanistic limit. When applied, a mode-one Chaos Mesh object
attaches to a selected pod or link endpoint; it does not automatically follow a restarted
pod or a new replica. A restart or scale-out can therefore contain a localized disturbance
by shifting work to clean or unaffected capacity. We count this as a legitimate availability
mechanism, but not as evidence that DriftGuard-SLA removes a persistent fault that follows
every replacement.

Table 2. Controlled conditions, injected scope, and action semantics. MiB denotes mebibytes. The
injector did not re-target mode-one replacement pods.

Condition Chaos Mesh Scope Fixed/DriftGuard Action Mechanistic Interpretation

CPU stress One search pod, 90% load, 45 s Rolling restart Replace affected instance

Memory stress One search pod, 256 MiB, 45 s Rolling restart Replace memory-pressured instance

Pod kill One search pod Scale search 1→2 Add clean capacity after replacement

Network delay One geo–search link, 100 ± 10 ms, 45 s Scale search 1→2 Shift demand to an unaffected replica

Packet loss One rate–search link, 25%, 45 s Scale search 1→2 Dilute exposure with an unaffected
replica

HTTP delay One frontend pod, +150 ms, 45 s Scale frontend 1→2 Serve via an unaffected replica

No fault No injected fault Rolling restart if triggered Observe spontaneous breaches and
actions
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4. Materials and Methods
4.1. Study Design and Execution Environment

We evaluated the implemented artifact using a design science approach [28]. Death-
StarBench Hotel Reservation (commit 6ecb09706140f8730b5385c08f1386c654c3c526) ran
on K3s, a lightweight Kubernetes distribution, on a dedicated Amazon Web Services
(AWS; Amazon Web Services, Inc., Seattle, WA, USA) m7i-flex.large application node in
the us-east-1 region (2 logical CPUs and approximately 7.6 gibibytes (GiB) of reported
memory). A separate c7i-flex.large node (2 logical CPUs and approximately 3.7 GiB of
reported memory) generated k6 load over a private virtual network. The captured en-
vironment used K3s/Kubernetes v1.36.2+k3s1, Chaos Mesh 2.8.3, Jaeger 1.57, Consul
1.13.2, k6 2.1.0, and the HPA from that Kubernetes release; the precise versions and image
digests are retained in the reproducibility record. The corresponding official documenta-
tion describes these platforms [29–33]. The record also retains operating systems, kernels,
Kubernetes objects, clock configuration, package versions, and Secure Hash Algorithm
256-bit (SHA-256) hashes.

Each run lasted 150 s under a fixed offered load of 80 requests/s; the injected fault
remained active for 45 s. Depending on its seeded start between 25 and 50 s, the design
retained 55–80 s of observation after fault removal. The constant workload was chosen
to preserve a matched policy contrast around one bounded disturbance, not to represent
production demand variation. Policies within a fault–seed block received the same injection
time. For each block, a pseudorandom permutation of the five policies was generated from
a recorded seed. The permutation varied run position, while the stored seed made the
order exactly reproducible. Before accepting a run, we checked readiness, start alignment,
telemetry length, pre-fault load, Consul service discovery state, trace collection, controller
errors, and k6 completion. An attempt failing any gate was quarantined and retried no
more than three times. A k6 exit status of 99 indicated that a performance threshold had
been crossed; the run was retained only when all ordinary completeness checks still passed.

Calibration used 35 monitor-only runs obtained by crossing seeds 301–305 with six
fault classes and the no-fault condition. The model was frozen before evaluation on seeds
11, 22, 33, 44, 55, 66, 77, 88, 99, and 111. The resulting matrix contains 350 accepted runs
(seven conditions × five policies × ten seeds) organized as 70 complete paired blocks.
Before examining outcomes, a timestamped amendment increased the evaluation set
from five to ten seeds; the model, endpoints, analysis families, and stopping rule were
unchanged. We did not select the number of runs from a power calculation performed
before data collection. Accordingly, the analysis emphasizes paired effect estimates and
their uncertainty. A non-significant result is not interpreted as proof that two policies are
equivalent, and fault-specific estimates remain descriptive.

The audit trail is append-only and retains 15 excluded attempts, five superseded
evaluation directories, and one interrupted directory. Exclusions were based solely on
the operational and completeness gates above. Quarantined runs remain available for
inspection but contributed neither labels nor outcomes. Five otherwise acceptable cells
were superseded when an interrupted process required their entire blocks to be rerun
consistently. The raw journals therefore contain 390 historical accepted entries, whereas
the scientific dataset contains 385 unique runs: 35 calibration runs and 350 evaluation runs.
In addition, after repeated trace-backend saturation caused incomplete collections, we
introduced a Jaeger health check. It queried collector availability only and exposed neither
policy identity nor interim outcomes. Every operational amendment was timestamped and
hashed before execution resumed.
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4.2. Model Fitting and Locked Evaluation

We first assigned equal total weight to each calibration run and then applied inverse
class weights within its eligible seconds. Coefficients were fitted by L2-regularized logistic
regression using the archived iteratively reweighted least-squares trainer. The operating
threshold was selected from leave-one-run-out calibration predictions by maximizing the
Matthews correlation coefficient (MCC), with ties resolved first by specificity and then by
the higher threshold. After this choice, the coefficients and standardization parameters
were refitted on all calibration runs and locked for evaluation. The resulting logistic output
is treated as a risk score: its ranking and operating point behavior are evaluated separately
from probability calibration.

Prediction performance was measured only on later monitor-only runs so that con-
troller actions could not change the evaluation labels. We report eligible sample counts
and prevalence by run, Matthews correlation coefficient (MCC), precision, recall, specificity,
false positive rate, tie-aware average precision (AP), area under the receiver operating
characteristic curve (ROC-AUC), and Brier score [34,35]. AP is the prevalence-sensitive
average of precision over successive increases in recall. It was recomputed with the non-
interpolated, tie-aware scikit-learn 1.9.0 average_precision_score implementation [36]; the
archived score arrays and version manifest reproduce every model row. The deployed
operating threshold was selected once from leave-one-run-out out-of-fold calibration pre-
dictions and then held at 0.950. At the event level, consecutive threshold exceedances were
merged into alert episodes; breach event sensitivity, lead time, and false alerts per run hour
were then calculated. Prevalence, elapsed time, and shallow gradient boosting use the
same split.

4.3. Policies

The five policies differ in whether and how they intervene. Monitor-only records
telemetry and never acts. Fixed rules act after three consecutive samples showing an
unsuccessful probe, CPU ratio of at least 0.90, memory ratio of at least 0.90, latency of at
least 100 ms, or readiness below one; when the rule fires, its fault-specific action is identical
to DriftGuard-SLA’s action. Isolate-on-alert applies lower CPU and memory thresholds
(0.80 and 0.85), retains the same latency and readiness conditions, and deletes the target pod.
DriftGuard-SLA acts when the frozen risk crosses the locked threshold. Native Kubernetes
has no custom trigger. All conditions retain ordinary Deployment reconciliation; the native
condition also enables the HPA. To bound harm, each custom controller may execute at
most one action per run, and scale-out is capped at two replicas.

4.4. Outcomes and Event-Aligned Safety

Outcomes were calculated within each run before any paired comparison. For each
recorded one-second bin t, q(t) denotes the failed request proportion, l(t) the one-second
request 95th percentile latency (p95), r(t) the controller-observed number of matching target
container runtime statistics records, and I(·) an indicator. The latency and failed request
thresholds are L = 100 ms and Q = 0.01. Equation (2) expresses availability as 100 times one
minus the equal-weight mean of q(t) over every recorded bin in the run; it is a time average,
not a request-weighted availability. Mean one-second p95 is likewise the full-run mean
of l(t), not a request-level percentile. Equation (3) counts every post-anchor bin in which
either threshold is crossed, irrespective of episode membership. For injected conditions, τ

is the scheduled fault anchor. No-fault runs retain the same seeded pseudo-anchor between
25 and 50 s solely to support matched post-anchor comparisons; no fault is applied in
those runs. In the displayed equations, subscript t denotes the same one-second bin as the
argument t in q(t), l(t), and r(t).
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A sustained breach is dated retrospectively to the first of three consecutive violating
bins. Prediction samples from that onset through the five clean observations required
to confirm episode closure are ineligible. For outcome recovery, however, the recovery
timestamp is dated to the first bin of the first five-bin clean window. Conditional mean
time to recovery (MTTR) is recovery window start minus breach onset. Union violation
time remains the count of all individual violating bins after the anchor, including any
later episode.

A = 100[1 − |T|−1 ∑ t∈Tqt ] (2)

V = ∑ t≥τI(lt > L ∨ qt > Q) (3)

Besides the mean one-second p95, we calculated the post-anchor median and a 10%
trimmed mean. Conditional mean time to recovery (MTTR) uses the first post-anchor
sustained breach and the start of its first five-bin clean recovery window. Because this
conditional quantity omits runs with no breach or no observed recovery, recovery burden
assigns zero when no breach begins, observed MTTR when recovery occurs, and the last
observed second plus one minus the onset when recovery is right-censored. Equation (4)
sums max(0, r(t) − 1) over controller samples. Although retained as ‘extra replica seconds’
for continuity, r(t) is the count of matching Container Runtime Interface (CRI) statistics
records, not Deployment desired or ready replicas. The measure is therefore an operational
exposure proxy; it does not measure CPU time, memory occupancy, energy, currency cost,
restart disruption, or displaced capacity for other services.

Of the 350 accepted dashboards, 349 contained the planned 150 bins. The native
Kubernetes HTTP run for seed 33 contained 152 and was retained. Truncating that run to
its first 150 bins changed the 60-pair DriftGuard-SLA improvement over native Kubernetes
from 6.341 to 6.330 availability points, 219.771 to 219.546 ms for mean one-second p95, 8.133
to 8.100 violation seconds, and 6.283 to 6.250 recovery-burden seconds. The exact sign-flip
p-values (0.001953) and 16-test-family Holm values (0.03125) were unchanged for all four
outcomes; Table S1 gives the corresponding bootstrap intervals.

C = ∑ t∈Tmax(0, rt − 1) (4)

Action alignment is assessed at the continuous recorded trigger timestamp; its input
values come from the telemetry row carrying that same timestamp. Sustained breach
intervals are defined on integer one-second bins. A future onset is counted only when
trigger < onset ≤ trigger + 10 s; a neither classification requires trigger + 10 s to be no
later than the last observed bin, otherwise the action is right-censored. Faulted run actions
therefore enter one of five mutually exclusive states: before injection; during an already-
active sustained breach; after injection and before a new breach onset within 10 s; after
injection with neither relation over a complete horizon; or right-censored. Runs without
an action form a separate abstention category. The active breach state is reactive rather
than prospective, and the fully observed neither state is observational rather than proof of
an unnecessary action because intervention may change the subsequent event. For every
category, we retain paired changes in violation time, recovery burden, availability, and
the container count exposure proxy relative to monitor-only. No-fault runs are examined
separately under the same horizon and censoring rules.

4.5. Trace Propagation

For each service, the no-fault monitor threshold is the median p95 span duration plus
the larger of 1 ms or three median absolute deviations. The primary analysis is restricted to
services observed in every accepted run with at least 20 spans in each service run. Within
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that fixed intersection, the propagation ratio is the fraction of services whose p95 span
duration exceeds its own threshold. We report service run span counts, the minimum-
sample rule, bootstrap uncertainty in thresholds, and paired two-way cluster effects. Fixing
the denominator prevents a policy difference from being attributed to a service that simply
vanished from the sampled traces [37].

4.6. Paired Inference

Effects were first calculated within fault class–workload seed cells. For each aggregate
outcome and comparator, the six fault effects belonging to a workload seed were averaged,
yielding ten seed cluster means. The primary p-value is an exact two-sided sign-flip test
of the absolute unstudentized mean: all 210 = 1024 sign assignments were enumerated,
with one common sign applied to the six effects within a seed. Pointwise 95% intervals use
10,000 crossed bootstrap replicates; each replicate samples six fault labels and ten workload
seed labels with replacement independently and averages the resulting Cartesian array.
Table S2 uses deterministic contrast-specific seeds of the form scope:metric:comparator and
empirical percentile endpoints. These unstudentized intervals are neither simultaneous
intervals nor inversions of the sign-flip tests. Holm’s step-down procedure adjusts the
raw sign-flip p-values within the explicitly listed recovery (16 tests), SLO component
(12), operational exposure (4), corrected trace (4), and no-fault (40) families; Wilcoxon
sensitivities are not included in those corrections [38–40]. The complete family ledger
is Table S2. A descriptive sensitivity excludes blocks in which DriftGuard-SLA acted
before injection.

The authors designed and conducted the study and retained responsibility for the
analysis and interpretation. OpenAI Codex assisted with experimental and statistical
analysis code under their supervision. The reported results are based on the retained
experimental records.

5. Results
The completed evaluation contains all 350 planned cells in 70 complete paired blocks.

Fifteen attempts failed the frozen gates and were excluded from fitting and aggregation, al-
though their records remain in the archive. The append-only journals also retain five earlier
cells that were superseded and were not counted twice. Throughout this section, point
estimates are interpreted with their uncertainty; a favorable direction is not treated as estab-
lished benefit when the interval includes zero or the family-adjusted p-value remains large.

5.1. Prediction of New Breach Episodes (RQ1)

The eligible calibration data contained 150 positive seconds among 4119 observations
(3.6%). In the later monitor-only evaluation data, the corresponding count was 310 among
8190 observations (3.8%). Seconds inside an active breach episode were ineligible for
prediction evaluation. With this target and the deployed threshold fixed at 0.950, the model
produced an MCC of 0.285, precision of 0.725, recall of 0.119, specificity of 0.998, a false pos-
itive rate of 0.002, AP of 0.174, ROC-AUC of 0.611, and a Brier score of 0.231. The calibration
intercept (−3.274), slope (0.537), and Brier score—compared with 0.036 for the prevalence
baseline—show that the class-weighted output is not a well-calibrated probability estimate.
We therefore interpret it as a risk score evaluated at a locked operating point.

The elapsed time placebo reached a higher MCC (0.334) than the deployed model, a
much higher ROC-AUC (0.891 versus 0.611), and a lower Brier score (0.131 versus 0.231),
while its AP was similar (0.170 versus 0.174). The alternative logistic pipeline reached an
MCC of 0.316, and shallow gradient boosting reached 0.079. This is a substantive warning:
when faults are injected within a scheduled interval, elapsed time can become a strong
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surrogate predictor. Injection time was jittered and withheld from the deployed model, but
the placebo remains a demanding comparison. Figure 2 and Table 3 therefore place the
frozen model beside all alternatives rather than presenting it in isolation.

Figure 2. Prediction performance on later monitor-only runs. Every model uses the same calibra-
tion/evaluation split; larger MCC and tie-aware AP values indicate better performance.

Table 3. Out-of-sample sample-level prediction using the corrected breach onset target. Thr. denotes
threshold; MCC, Matthews correlation coefficient; Prec., precision; FPR, false positive rate; AP,
tie-aware average precision; and Brier, Brier score.

Model Thr. MCC Prec. Recall FPR AP Brier

No-skill prevalence — 0.000 0.000 0.000 0.000 0.038 0.036

Deployed frozen logistic 0.950 0.285 0.725 0.119 0.002 0.174 0.231

Time-only placebo 0.550 0.334 0.155 0.939 0.202 0.170 0.131

Alternative run-balanced logistic 0.670 0.316 1.000 0.103 0.000 0.163 0.217

Shallow gradient boosting 0.630 0.079 0.088 0.194 0.079 0.072 0.235

The calibration intercept was −3.274, and the slope was 0.537. The deployed thresh-
old of 0.950 came from the prespecified out-of-fold calibration procedure and remained
unchanged throughout evaluation. Threshold ranges obtained from a separate post hoc
refitting routine are not presented as stability evidence because that routine does not re-
produce the frozen deployed fit. Figure 3 shows the nonempty reliability bins, while the
embedded workbook and supplement preserve their exact counts.

Sample-level scores do not tell the whole operational story. The 70 monitor-only runs
produced 31 alert episodes, or 10.6 alerts per run hour. Seventeen alerts were followed
by a new sustained breach within 10 s, and 14 were not, corresponding to 4.8 false alert
episodes per run hour. The detector preceded 17 of the 31 observed breach episodes,
giving an event sensitivity of 0.548; among detected events, median lead time was 3.0 s
(interquartile range, 1.0–3.0 s). Four alerts in faulted monitor runs occurred before injection.
We therefore interpret RQ1 through discrimination, calibration, event sensitivity, and alert
burden together. The time-only baseline tests whether the signal can be explained by
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run timing, while the event analysis asks whether sample-level discrimination becomes
a usable warning.

Figure 3. Reliability of the frozen model on monitor-only evaluation runs. The dark identity line
denotes perfect calibration. Empty bins are omitted. From the lowest to highest nonempty risk score
interval, eligible-second counts are 892, 132, 212, 397, 2775, 2954, 492, 174, 81, and 81; corresponding
positive counts are 1, 0, 5, 8, 129, 98, 20, 7, 3, and 39. The accompanying workbook includes interval
bounds and both counts.

5.2. Service Outcomes Under Five Policies (RQ2)

Table 4 summarizes the descriptive service outcomes for each policy. Two estimands
answer different questions. Relative to monitor-only, DriftGuard-SLA reduced mean union
violation time by 7.70 s; this is the effect of the complete package—prediction, trigger,
and action. Relative to fixed rules that share the same fault-specific action mapping, the
reduction was 1.08 s (pointwise 95% CI, −1.07 to 5.18; Holm-adjusted p = 0.4531). This
second, intention-to-treat contrast includes both action occurrence and timing; it more
directly estimates the incremental value of the trigger policy, but it is not a pure timing
or mediation effect and does not establish superiority. DriftGuard-SLA performed 14.20 s
worse than isolate-on-alert on the positive-favors-DriftGuard scale and 8.13 s better than
native Kubernetes. Table 5 reports the uncertainty and adjusted tests for every contrast.

Table 4. Descriptive means over the 60 faulted runs for each policy. Avail. denotes availability; p95,
one-second 95th percentile latency; Cond. MTTR, conditional mean time to recovery; and replica-s,
controller-observed excess target container count seconds. Conditional MTTR omits runs without a
breach or an observed recovery.

Policy Avail. % Mean p95 ms Violation s Burden s Cond. MTTR s Extra Replica-s

Monitor-only 93.206 299.19 26.10 25.43 49.23 3.3

Fixed rules (same mapping) 99.144 115.97 19.48 21.57 40.44 54.6

Isolate-on-alert 99.322 27.99 4.20 3.42 5.86 2.0

Native Kubernetes 93.242 309.08 26.53 26.33 46.25 14.3

DriftGuard-SLA 99.583 89.31 18.40 20.05 41.48 59.7
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Table 5. Paired effects across faulted blocks. CI denotes confidence interval; CRI denotes Container
Runtime Interface. Positive values favor DriftGuard-SLA, except for the CRI-derived excess count
proxy, where positive values denote greater measured exposure under DriftGuard-SLA. The table
retains the legacy label replica-s for continuity; it does not denote Deployment replica capacity. Raw
p-values are exact two-sided workload seed sign-flip values. Holm p-values adjust across 16 primary
recovery tests for the first four outcomes and four operational exposure tests for this proxy. Confidence
intervals are pointwise crossed bootstrap intervals.

Outcome Comparator Mean [Pointwise 95% CI] Median Sign-Flip p Holm p Wilcoxon p

Availability points Monitor-only 6.377 [−0.005, 19.063] 0.000 0.0020 0.0312 0.0003

Availability points Fixed rules (same
mapping) 0.439 [−0.045, 1.374] 0.000 0.0020 0.0312 0.0039

Availability points Isolate-on-alert 0.261 [0.016, 0.498] 0.139 0.0078 0.0312 0.0001

Availability points Native Kubernetes 6.341 [−0.008, 19.003] 0.000 0.0020 0.0312 0.0002

Mean one-second
p95 (ms) Monitor-only 209.88 [0.59, 554.27] 4.03 0.0020 0.0312 <0.0001

Mean one-second
p95 (ms)

Fixed rules (same
mapping) 26.67 [−7.98, 86.07] 0.42 0.0234 0.0703 0.1143

Mean one-second
p95 (ms) Isolate-on-alert −61.32 [−129.57, −7.43] −16.69 0.0020 0.0312 <0.0001

Mean one-second
p95 (ms) Native Kubernetes 219.77 [0.92, 595.25] 4.09 0.0020 0.0312 <0.0001

Union violation (s) Monitor-only 7.70 [0.00, 21.40] 0.50 0.0020 0.0312 <0.0001

Union violation (s) Fixed rules (same
mapping) 1.08 [−1.07, 5.18] 0.00 0.2266 0.4531 0.5603

Union violation (s) Isolate-on-alert −14.20 [−26.98, −2.73] −4.00 0.0020 0.0312 <0.0001

Union violation (s) Native Kubernetes 8.13 [0.00, 23.12] 0.00 0.0020 0.0312 <0.0001

Recovery burden (s) Monitor-only 5.38 [−0.07, 17.28] 0.00 0.0020 0.0312 0.0002

Recovery burden (s) Fixed rules (same
mapping) 1.52 [−0.82, 6.72] 0.00 0.2969 0.4531 0.4000

Recovery burden (s) Isolate-on-alert −16.63 [−30.85, −3.40] 0.00 0.0020 0.0312 <0.0001

Recovery burden (s) Native Kubernetes 6.28 [0.00, 18.73] 0.00 0.0020 0.0312 0.0003

Extra replica-seconds Monitor-only 56.40 [17.92, 96.32] 86.50 0.0020 0.0078 <0.0001

Extra replica-seconds Fixed rules (same
mapping) 5.07 [−0.12, 13.93] 2.00 0.0098 0.0098 0.0004

Extra replica-seconds Isolate-on-alert 57.73 [19.18, 95.78] 86.00 0.0020 0.0078 <0.0001

Extra replica-seconds Native Kubernetes 45.35 [−18.50, 98.28] 96.50 0.0020 0.0078 <0.0001

The same distinction holds for recovery burden and operational exposure. Against
fixed rules, the mean recovery-burden difference was 1.52 s (pointwise 95% CI, −0.82
to 6.72), while the CRI-derived excess count proxy was 5.07 s higher under DriftGuard-
SLA (−0.12 to 13.93). After removing the four blocks in which DriftGuard-SLA acted
before injection, its estimated violation time advantage over monitor-only was 6.05 s
(−0.07 to 16.91), but the same-mapping trigger policy estimate fell to 0.02 s (−1.21 to
1.40). The predictive trigger’s practical advantage is therefore limited in this experiment,
even though the complete intervention package often outperformed non-acting baselines.
Figures 4 and 5 show the fault-specific violation times and recovery burdens, respectively.
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Figure 4. Mean post-injection union SLO violation time by fault class and policy. Each bar represents
ten workload seeds.

Figure 5. Mean recovery burden by fault class and policy. Avoided breaches contribute zero, whereas
right-censored recoveries contribute the remaining observation time.

5.3. Trigger Timing and Action Concordance (RQ2)

The DriftGuard-SLA and fixed rule policies both acted in 34 of the 60 faulted blocks;
only DriftGuard-SLA acted in 4, only fixed rules acted in 6, and neither acted in 16. Within
the 34 both-action blocks, DriftGuard-SLA triggered earlier in 31 and later in 3. Its paired
trigger time was a median 3.00 s earlier (interquartile range, 2.47–6.00 s earlier), and
the median trigger occurred 1.00 s after injection compared with 4.00 s for fixed rules.
Four pre-injection blocks account for 64 of the aggregate 65 fixed-minus-DriftGuard vio-
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lation seconds, which explains why excluding them reduces the same-mapping trigger
policy mean from 1.08 to 0.02 s.

Earlier triggering did not translate into a large average improvement. In the both-
action blocks, fixed-minus-DriftGuard violation time averaged 1.85 s (median 0), recovery
burden averaged 2.68 s lower under DriftGuard-SLA, and the CRI-derived excess count
proxy was 3.74 s higher under DriftGuard-SLA. In the four DriftGuard-only blocks, the
mean violation difference was 0.25 s in its favor, whereas the proxy was 52.25 s higher.
These action-occurrence strata are descriptive because action occurrence is a post-treatment
variable; they explain the observed pattern but do not support a causal subgroup claim.

5.4. Action Alignment, Operational Exposure, and Propagation (RQ3)

The revised audit corrects more than an overlap in the submitted counts. Among
38 faulted run DriftGuard-SLA actions, 4 preceded injection, 14 were issued while a sus-
tained breach was already active, 14 preceded a new onset within 10 s, 5 had a complete
horizon with no relation, and 1 lacked enough follow-up for classification. Together with
22 abstentions, these categories exhaust the 60 faulted runs. Training and prediction scoring
excluded active episode samples, but the deployed controller had no online active episode
gate and evaluated its score continuously; consequently, the 14 active breach actions are
model-triggered recovery actions, not prospective warnings with positive lead. The con-
troller recorded successful execution for all 38 DriftGuard-SLA actions (median duration
1.43 s; interquartile range, 1.15–1.91) and all 40 fixed rule actions; 40 of 42 isolate-on-alert
deletion attempts succeeded. Execution success means that the requested Kubernetes oper-
ation completed, not that the service necessarily improved. Table 6 reports the mutually
exclusive temporal states across policies, and Figure 6 displays their distribution in faulted
runs. Table 7 links each DriftGuard-SLA category to paired service outcomes and measured
operational exposure.

Table 6. Mutually exclusive temporal states at the trigger or attempted-action timestamp. Pre-inj.
denotes pre-injection and run h denotes run hour. Active means that a sustained breach was already
in progress; new onset means that no breach was active and an onset followed within 10 s. Neither
requires the full 10 s horizon, whereas censored does not. Attempt incidence uses the scheduled run
duration; 40 of 42 isolate-on-alert deletion attempts succeeded, while all fixed rule and DriftGuard-
SLA attempts succeeded.

Policy/Scope Attempts/Runs
(per run h) Pre-inj. Active New Onset ≤ 10 s Neither, Complete Censored

Fixed rules/faulted 40/60 (16.0) 0 21 10 9 0

Fixed rules/no fault 0/10 (0.0) 0 0 0 0 0

Isolate-on-
alert/faulted 42/60 (16.8) 0 21 14 7 0

Isolate-on-alert/no
fault 0/10 (0.0) 0 0 0 0 0

DriftGuard-
SLA/faulted 38/60 (15.2) 4 14 14 5 1

DriftGuard-SLA/no
fault 2/10 (4.8) 0 0 0 1 1
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Figure 6. Temporal context of attempted actions in faulted runs. The five categories are mutually
exclusive. The fully observed neither category is not, by itself, proof that an action was unnecessary
because intervention may change the subsequent event. Two isolate-on-alert deletion attempts failed;
all other attempts succeeded.

Table 7. Descriptive consequences of mutually exclusive DriftGuard-SLA action categories in faulted
runs. IQR denotes interquartile range; ∆ denotes DriftGuard-SLA minus monitor-only; and replica-s
denotes controller-observed excess target container count seconds. Negative violation and recovery
values and positive availability values are favorable; positive replica-s denotes greater measured
exposure. Categories are post-treatment descriptions and are not causal subgroups.

Category (n) Action Mix
Timing vs.
Injection,
Median [IQR] s

∆ Violation s ∆ Burden s ∆ Availability
Points ∆ Replica-s

Pre-injection
action (n = 4)

restart: 2;
scale-out: 2 −23.00 [−32.00, −15.00] −30.75 −31.25 +18.223 +64.25

During active
breach (n = 14) scale-out: 14 +1.00 [+1.00, +1.00] −2.57 −0.29 +0.583 +110.14

Before new onset
≤10 s (n = 14) scale-out: 14 +1.00 [+1.00, +1.00] −21.57 −13.86 +21.522 +101.50

Neither; complete
horizon (n = 5)

restart: 3;
scale-out: 2 +41.00 [+37.02, +59.00] −0.80 −0.60 +0.131 +42.00

Right-censored
(n = 1) restart: 1 +107.00 [+107.00, +107.00] +3.00 +0.00 +0.000 +2.00

No action (n = 22) none — +0.00 +0.14 −0.018 −2.18

The categories reveal different operational profiles. The 14 actions issued during an
active breach were reactive; relative to paired monitor-only runs, their mean violation time
was 2.57 s lower, and their container count exposure proxy was 110.14 s higher. For the
14 actions that preceded a new onset within 10 s, the corresponding paired outcomes were
21.57 s lower violation time and 101.50 more proxy seconds. For the five fully observed
neither cases, they were 0.80 s lower and 42.00 proxy seconds higher. In four matched
monitor runs, the trajectory evaluated at the corresponding DriftGuard-SLA trigger time
likewise had neither an active breach nor a new onset during the complete 10 s horizon;
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the paired differences were 0.75 s lower violation time, negligible availability change, and
26.75 more proxy seconds. These are descriptive, fault-confounded, post-treatment strata
rather than causal subgroups. The four pre-injection actions—two restarts and two scale-
outs—occurred 15.0–35.0 s before the scheduled anchor at risk scores between 0.962 and
0.987; their exact trigger inputs, action timestamps, later Chaos-selected instances, and
matched outcomes appear in Table S3. Their outcome differences do not show anticipation
of a fault that had not started. Finally, of the two no-fault actions, one had a complete
neither horizon and the other was right-censored; each had two additional proxy seconds
and one additional violation second relative to its matched monitor run.

The full per-run distribution further limits the cost interpretation. Across 60 faulted
runs, the proxy was nonzero in 38 DriftGuard-SLA runs (mean 59.70 s; median 96.5;
range 0–139), 37 fixed rule runs (54.63; 59.5; 0–136), 12 isolate-on-alert runs (1.97; 0; 0–34),
11 native Kubernetes runs (14.35; 0; 0–105), and 4 monitor runs (3.30; 0; 0–150). In the
monitor runs with nonzero values, the recorded values were 1, 1, 46, and 150 s. The
150 s case showed two matching runtime statistics records while Deployment desired and
ready replicas remained one throughout, confirming that this CRI-derived quantity can
include an extra retained record and must not be read as billed capacity or measured CPU,
memory, energy, or monetary consumption. Tables S4 and S5 provide every run and the
distributional summaries. The evaluated safeguards were the one-intervention-per-run
limit and two-replica cap. Persistence checks, state-aware vetoes, canaries, explicit recovery
or rollback criteria, and broader cost-aware control were not evaluated. Figure 7 presents
the paired trace-propagation contrasts over the fixed service intersection.

Figure 7. Mean paired reduction in the trace-derived propagation ratio over the fixed common-service
intersection. Error bars show pointwise 95% crossed bootstrap intervals. The vertical scale spans
−0.12 to 0.10 so that every interval is visible.

Seven services satisfied the fixed intersection rule, and every included service run
contained at least 20 spans; the minimum observed count was 62. The supplement reports
the span counts and uncertainty in the service thresholds. This outcome concerns propaga-
tion in sampled traces and is not a causal graph of influence among services. Its intervals
include zero for every comparator in Table 8. Taken together with the action audit, the trace
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result reinforces RQ3’s main lesson: service benefit cannot be interpreted apart from trigger
timing, abstention, poorly aligned actions, and measured operational exposure.

Table 8. Effects on trace propagation over the fixed service intersection. CI denotes confidence
interval. Positive values favor DriftGuard-SLA. Raw p-values are exact two-sided workload seed sign-
flip values; Holm p-values adjust across the four comparator contrasts for this outcome. Confidence
intervals are pointwise and unadjusted.

Comparator Common
Services Mean Effect Median Pointwise 95% CI Sign-Flip p Holm p

Monitor-only 7 0.033 0.000 [−0.002, 0.088] 0.1250 0.3750

Fixed rules (same mapping) 7 −0.007 0.000 [−0.055, 0.029] 0.5000 0.9375

Isolate-on-alert 7 −0.036 0.000 [−0.110, 0.024] 0.0312 0.1250

Native Kubernetes 7 0.010 0.000 [−0.021, 0.040] 0.4688 0.9375

6. Discussion
6.1. What the Paired Design Adds

The paired design separates three questions that are often collapsed. First, does the
warning model generalize to later runs? Second, does the complete prediction–action pack-
age improve service outcomes relative to non-acting or differently acting controls? Third,
when the fault-specific action mapping is held constant, does the prospective trigger policy
add value beyond a reactive rule? The last contrast is intention-to-treat: it includes whether
an action occurs as well as when it occurs. Treating these as distinct estimands prevents
prediction accuracy and recovery success from appearing as independent achievements
when they are linked stages of one operational process.

This separation changes the interpretation of the headline numbers. The 7.70 s monitor-
only contrast describes the complete intervention package; the 1.08 s fixed rule contrast is
the more direct intention-to-treat estimate of the trigger policy’s increment and remains un-
certain. Four pre-injection blocks contribute 64 of the aggregate 65 fixed-minus-DriftGuard
violation seconds. Once those blocks are removed, the estimate is 0.02 s. Moreover, the
34 both-action blocks show that DriftGuard-SLA usually acted about 3 s earlier, yet the
average violation reduction was only 1.85 s. The result is not evidence that prediction has
no value; rather, it shows that this experiment does not establish a practically important
advantage over the simpler same-mapping rule.

6.2. Safety as an Event Property

A no-fault label is an unreliable proxy for action quality because a genuine SLO
episode can occur without a Chaos object. Conversely, a faulted run does not make every
action appropriate. The revised audit classifies the decision at its timestamp and reports
what happened next, but it avoids treating the absence of a subsequent onset as direct
proof of a false action. Once the controller acts, the counterfactual event is unobserved.
The matched monitor run and the measured operational exposure proxy provide useful
evidence, yet they cannot make a post-action label fully causal.

Pre-injection alerts require especially cautious interpretation. Negative mean time to
detection relative to injection does not mean that the model foresaw an external fault before
it existed. The audit establishes only that qualifying telemetry signals occurred before the
recorded injection; it does not identify their source. Jittering injection time, comparing
with an elapsed time placebo, and repeating the paired analysis without these blocks
reduce the risk of mistaking the experimental schedule for proactive diagnosis, but they
do not establish why those four triggers occurred. A second issue appears after injection:
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14 actions occurred during an already-active breach because the deployed controller, unlike
the evaluation labeler, had no active episode gate. The controller may therefore act as
a reactive recovery mechanism even though its model was trained on prospective onset
labels. The fully observed neither cases expose a third concern—an intervention can be
issued when little paired service improvement is observed.

6.3. Operational and Mechanistic Implications

The observed mechanism is containment, not guaranteed removal of the underlying
fault. Mode-one Chaos Mesh objects attach to selected pods or link endpoints and do
not automatically follow replacement instances. Restarting a pod or adding a replica
can therefore move work to clean or unaffected capacity. That behavior may improve
availability, but it does not demonstrate healing of a disturbance that persists across
replacements. A production-oriented controller should be evaluated with namespace-wide
or continuously re-targeted faults and with additional responses such as draining, retry
control, circuit breaking, dependency-aware routing, and rollback.

The proxy does not quantify several plausible intervention costs. Scale-out may occupy
schedulable CPU and memory and may contend with other services. A rolling restart can
interrupt in-flight work, cool caches, reset connections, or disrupt stateful components even
when replica count barely changes. The experiment bounded these risks by allowing one
action per run and at most two replicas, but it did not measure cache recovery, state loss, or
cross-service opportunity cost. Practical deployment would therefore require hysteresis,
cooldowns, per-service action budgets, state-aware vetoes, canary execution, and explicit
rollback criteria.

For researchers, the fault–seed–policy block is a reusable unit of analysis. More seeds,
applications, workload regimes, fault scopes, or response actions can be added without
abandoning the evidence trail. With a larger independent sample, the same structure
could support hierarchical models, graph-based localization, contextual bandits, or risk-
constrained remediation. Whatever the controller, a credible comparison should retain a
same-mapping trigger policy baseline, vary disturbance timing, evaluate decisions at their
timestamps, preserve native platform behavior, and report a clearly defined operational
exposure measure together with its limitations.

6.4. Transferability and Boundary Conditions

The evaluation protocol is more transferable than the fitted controller. It can be reused
in another distributed SOA when end-to-end SLOs are measurable at a stable cadence,
disturbances can be repeated under matched workload seeds, and candidate interventions
are bounded and observable, with explicit recovery or rollback criteria where applicable.
Under those conditions, the monitor-only contrast estimates the complete intervention
package, the same-mapping intention-to-treat contrast estimates the trigger policy incre-
ment, and the event audit exposes action timing and measured operational exposure. These
are design principles, not claims that the present numerical effects will recur.

By contrast, the eight feature definitions, standardization values, 0.950 threshold,
10 s horizon, SLO limits, action mapping, and effect sizes require re-estimation in a new
setting. A latency-sensitive ROIA or mobile-cloud service may share the need for proactive
QoS control [18–22], but session state and access network variability alter both labels and
safe actions. Multi-cloud deployment adds placement, inter-cloud latency, and failover
dependencies [23], while an SDN-controlled system adds route selection as an actuator [24].
Accordingly, the findings generalize analytically to how such systems should be evaluated;
they do not yet generalize empirically to their performance.
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The aggregate effect was also heterogeneous across the six controlled faults. De-
scriptively, DriftGuard-SLA reduced violation time relative to monitor-only by 37.6 s for
HTTP delay and 8.2 s for packet loss, but by only 0.1, 0.3, and 0.1 s for CPU, memory,
and network delay, respectively, and was 0.1 s worse for pod faults. Relative to fixed
rules, the corresponding differences were −1.3, +0.2, −0.1, −0.1, −0.4, and +8.2 s for CPU,
memory, pod, network delay, packet loss, and HTTP delay. Each estimate uses ten fixed,
nonrandom fault instances and no prespecified interaction test; the pattern is therefore
exploratory. The largest descriptive monitor-only differences occurred for HTTP delay and
packet loss, while the largest same-mapping difference occurred for HTTP delay; this is not
an interaction claim.

7. Limitations
7.1. Internal and Causal Validity

Because all policies ran sequentially on one cluster, residual state cannot be ruled out.
We reduced this risk with readiness checks, a one-replica reset, deletion of Chaos objects,
Consul checks, start alignment, and the recorded pseudorandom policy order within each
block. Fixed rules and DriftGuard-SLA share the predefined action mapping, so their paired
contrast compares trigger policies while retaining differences in action occurrence and
timing; isolate-on-alert and native Kubernetes compare broader policy packages. Injector
semantics create a second limitation: replacement pods were not re-targeted, so part of
the observed benefit may reflect escape from a localized injector. The archive retains pod
identifiers and Chaos state before and after each run so this mechanism can be inspected.

7.2. Construct and Statistical Validity

The SLO joins p95 latency above 100 ms with a failed request rate above 1%. Different
thresholds or prediction horizons would change the labels and may alter intervention
timing. Requiring three seconds for onset and five clean seconds for recovery filters isolated
spikes, but these are still design choices. The mean one-second p95 is not the request-level
p95, so median and 10% trimmed mean sensitivities are also reported. Recovery burden
handles avoided, observed, and right-censored breaches consistently, but it is not the same
as conditional MTTR. Finally, an action without an observed onset in the next 10 s may
still help outside that window or may itself avert the event; the label records temporal
alignment, not counterfactual necessity.

The inferential sample is modest. Ten workload seeds are reused across six fault classes,
yielding 60 faulted blocks rather than 60 fully independent observations. The crossed
bootstrap and seed-level sign flip preserve that dependence, and medians accompany
means. We did not calculate the run count in advance to achieve a specified statistical
power. The experiment is therefore used primarily to estimate paired effects and their
uncertainty; a non-significant result is not evidence of equivalence. Ten seeds improve
cluster-level precision but do not support strong fault-specific generalization. Pointwise
intervals are unadjusted, whereas Holm p-values apply within prespecified families.

The interval and sign-flip test need not agree because they resample different objects
and the interval is not an inversion of the test. For example, the exploratory CPU-latency
comparison with isolate-on-alert had five nonzero seed effects, all favorable; its crossed
bootstrap interval was −4.2 to −0.4 s on the signed DriftGuard-minus-comparator scale,
but the smallest attainable two-sided sign-flip p-value was 0.0625 and Holm adjustment
across four comparators gave 0.2500. Conversely, the isolate-on-alert trace contrast had six
nonzero seed means with the same sign (raw p = 0.03125), yet heterogeneity across fault
cells widened its crossed bootstrap interval to −0.1095 to 0.0238; its four-test-family Holm
value was 0.1250. Table S2 makes each family and inferential status explicit.
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7.3. External and Tool Validity

The experiment uses one DeathStarBench application, one K3s application node, one
external load generator, one constant offered load, six fault mechanisms, and 150 s runs. The
window was designed to observe one 45 s disturbance and bounded recovery, not repeated
failures, diurnal demand, long-lived controller interactions, or steady-state resource cost.
A single node also cannot reveal placement, failover, and network effects found in multi-
node or multi-cluster deployments. The study did not evaluate stateful failover, where
responsibility moves while mutable state and in-flight operations must remain consistent, or
Byzantine faults, where a component may return arbitrary or contradictory results instead
of merely slowing, dropping traffic, exhausting resources, or stopping. Both settings
require safeguards beyond the restart and scale-out actions tested here. A credible second
benchmark study should use its own calibration data and complete paired blocks—rather
than reuse these coefficients or add a few unpaired demonstration runs—and should
include variable load, multi-node placement, and faults that re-target replacement instances.

Trace evidence introduces additional constraints. Sampling 5% of traces may miss
uncommon paths. Requiring a fixed service intersection and at least 20 spans stabilizes the
denominator but favors frequently observed services. The no-fault thresholds, moreover,
are based on five monitor runs and remain uncertain despite the reported bootstrap inter-
vals. Finally, the environment capture fixes the versions of Chaos Mesh, K3s, k6, and the
containers; later versions may behave differently.

8. Conclusions
This article contributes a paired method for evaluating whether a prospective SLO

breach trigger policy adds operational value when the fault-specific action mapping is
held constant, together with an implemented bounded SOA controller and event-aligned
measures of action timing, service effect, and operational exposure. It does not introduce
the first predictive remediation concept. For RQ1, the frozen model detected 17 of 31 later
breach episodes with a median 3.0 s lead time, but its sample-level MCC (0.285) was
below the time-only placebo (0.334), its probability calibration was poor, and its alert
burden was 10.6 episodes per run hour. The evidence therefore supports a limited warning
signal at the locked operating point, not broad predictive superiority. All three research
question answers are limited to the single-node DeathStarBench Hotel Reservation/K3s
configuration and the frozen workload and fault protocol evaluated here.

For RQ2, DriftGuard-SLA reduced mean violation time by 7.70 s relative to monitor-
only operation, which measures the complete intervention package. The intention-to-treat
comparison with fixed rules sharing the same action mapping showed only a 1.08 s reduc-
tion and remained inconclusive; after excluding four pre-injection actions, the descriptive
conditional estimate was 0.02 s. Isolate-on-alert produced shorter violation times than
DriftGuard-SLA, while the predictive policy had a larger CRI-derived excess count expo-
sure than the custom-action comparators. The experiment therefore does not establish that
the predictive trigger policy is superior to simpler reactive control.

For RQ3, action timing and measured operational exposure materially changed the
interpretation. Four of 38 faulted run actions preceded injection, 14 occurred during an
already-active breach, 14 preceded a new onset within 10 s, 5 had a complete horizon
with neither relation, and 1 was right-censored. Relative to paired monitor-only runs, the
active breach group had 2.57 s lower mean violation time and 110.14 more CRI-derived
excess count seconds, while the fully observed neither group had 0.80 s lower violation
time and 42.00 more. Because these are post-treatment categories, they describe operational
trade-offs rather than causal action effects, and the proxy is not direct resource consumption.
These findings make the evaluation method—not a general superiority claim—the principal
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contribution. The next evidence should come from an independently calibrated second
SOA benchmark, variable demand, multi-node and multi-cloud placement, persistent re-
targeted faults, state-aware safeguards, and decision policies that balance expected recovery
benefit against intervention risk and cost.
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//www.mdpi.com/article/10.3390/computation14100229/s1, Supplementary Material.zip contains
the experimental protocol, controller and fault manifests, frozen model, accepted-run registers,
prediction scores, analysis code, source values for tables and figures, and integrity manifests. The
Supplementary Tables folder contains Table S1: Dashboard Length Sensitivity; Table S2: Complete
Inference Ledger; Table S3: Pre-Injection Action Ledger; Table S4: CRI Exposure by Run; and Table S5:
CRI Exposure Distribution. The Reproducibility Record folder preserves the original experimental
files, executable analyses, and historical filenames; the package guide provides the numbering
crosswalk. The complete retained raw archive and portable verification instructions and scripts
are also included. CRI exposure is an excess-record-count proxy derived from Container Runtime
Interface statistics. The verification guide identifies the current analyses and historical files retained
for provenance.
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Abbreviations

AIOps Artificial intelligence for information technology operations
AP Average precision; tie-aware stepwise summary of the precision–recall curve
AWS Amazon Web Services
CI Confidence interval
CPU Central processing unit
CRI Container Runtime Interface
FPR False positive rate
GiB Gibibyte
GPU Graphics processing unit
HPA Horizontal Pod Autoscaler
HTTP Hypertext Transfer Protocol
IQR Interquartile range
MAPE-K Monitor–Analyze–Plan–Execute over a shared Knowledge base
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MCC Matthews correlation coefficient
MiB Mebibyte
MTTR Mean time to recovery
p95 95th percentile latency calculated within a one-second bin
QoS Quality of service
replica-s Controller-observed excess target container count seconds; an operational proxy
ROC-AUC Area under the receiver-operating-characteristic curve
ROIA Real-time online interactive application
SDN Software-defined networking
SHA-256 Secure Hash Algorithm 256-bit
SLA Service-level agreement
SLO Service-level objective
SOA Service-oriented architecture
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