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Abstract: Physical-layer security is now being considered for information protection in future wireless
communications. However, a better understanding of the inherent secrecy of wireless systems under
more realistic conditions, with a specific attention to the relative energy consumption costs, has to be
pursued. This paper aims at proposing new analysis tools and investigating the relation between
secrecy capacity and energy consumption in a 3rd Generation Partnership Project (3GPP) cellular
network , by focusing on secure and energy efficient communications. New metrics that bind together
the secure area in the Base Station (BS) sectors, the afforded date-rate and the power spent by the BS
to obtain it, are proposed that permit evaluation of the tradeoff between these aspects. The results
show that these metrics are useful in identifying the optimum transmit power level for the BS, so that
the maximum secure area can be obtained while minimizing the energy consumption.
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1. Introduction

Wireless media are inherently prone to security threats due to their open access nature.
Traditional security mechanisms are based on the use of cryptographic techniques. Cryptography
secrecy strength depends on the computational complexity that is required in order to solve complex
numerical problems. In order to not rely only on the trivial assumption that the attacker has limited
computational power, physical-layer information-theoretical security can be used instead. This
approach was first led by Shannon and then Wyner, who introduced the concept of wire-tap channels
and analyzed its inherent achievable secrecy rate [1]. Generalization to additive white Gaussian noise
(AWGN) channels was then made in [2]. The concept under these works is that any wireless channel
has an intrinsic secrecy capacity, i.e., potentially there exists a specific rate so that the information is
reliable for the legitimate receiver but not to the eavesdropper. The secrecy capacity is bonded to the
signal-to- interference-and-noise ratio (SINR) at a legitimate destination compared to the
eavesdropper’s one. Recently, this concept of physical-layer security has also been investigated
in fading channels [3], and proposals of implementation of physical-layer security have been done
in [4-6].

However, a better understanding of the inherent secrecy of the wireless systems under more
realistic conditions turns out to be fundamental: particularly, a clear focus on the relative energy
consumption and its related costs has to be considered.

As a matter of fact, the global information and communications technology (ICT) industry
is an important and quickly growing contributor to CO; emissions and energy consumption.
According to the SMART 2020 study [7], it accounted for 830 Megatons each year that is approximately
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equal to 2% of global human carbon dioxide emissions and almost equivalent to those of the global
aviation industry [8]. Hence, in the last few years, growing attention has been shown by both the
Regulatory entities and the Telcos on the impact of the energy saving strategies on the economics [9]
and the environment [10]; in the framework of ICT systems, mobile communications networks are the
main contributors in terms of energy consumption: their contribution is expected to grow up to 178
Megatons of CO; in 2020, while in 2002, it was 64 Megatons. Therefore, in order to reduce the power
consumption of cellular networks, several energy efficiency strategies have been proposed that are
based on power control and power amplifier sleep mode [11-14].

Moreover, in order to quantify and compare the energy consumption performance of different
components and systems, several Energy Efficient metrics have been defined for component,
equipment and system levels: two different BS types have been taken into account for the energy
consumption model, as described in [15], the Remote Radio Head (RRH) and the Macro BS.
Since telecommunication equipment normally operates at different loads and energy consumption,
the introduction of a suitable metric becomes a crucial aspect of the network optimization. In literature,
there exist papers evaluating the energy costs of cryptographic algorithms [16], as well as the joint
optimization of secrecy rate and energy consumption in cooperative ad hoc networks [17]. To the best
of our knowledge, no paper is currently published in international journals dealing with the evaluation
of the energy costs of physical-layer security when it is applied to 3rd Generation Partnership Project
(3GPP) cellular networks.

To this end, this paper aims at investigating the tradeoff between secrecy capacity and energy
consumption in a 3GPP cellular network. We focused on secure and energy efficient communications
for cellular systems, which are motivated by the fact that most confidential transactions are expected
to be conducted over such networks in the very near future. Specifically, we first derived the secrecy
capacity of a BS surrounded by another six BSs. Then, we proposed two new metrics which bind the
secure area in the BS’s sector, the afforded date-rate and the power spent by the BS to obtain it and that
allow evaluation of the tradeoff between them. The secure area defines the set of locations in the cell
where the eavesdropper cannot leak information to the legitimate user. The results show that these
metrics are useful in identifying the optimum transmit power level for the BS, so that the maximum
secure area can be obtained with the minimum energy consumption: particularly, the metrics are
useful during the network planning phase since they permit the cell planner to define the power that
allows the user to receive the data with a required quality of service (QoS). Given the distance of the
legitimate receiver and the secrecy rate to be served to the user, the planner can define the minimum
transmit power that maximizes the secure area.

2. System Model

2.1. Cellular Network Model

The cellular network model that is considered in this paper is compliant with the Evolved UMTS
Terrestrial Radio Access (E-UTRA) Radio Frequency System Scenarios as defined in [18]; therefore,
it resorts to the same frequency bands specified for UTRA: particularly, the simulation frequencies
are assumed to be at 2000 MHz. Moreover, the macro cell propagation model in urban area is taken
into account, i.e., the BS antenna gain (including feeder loss) and the BS antenna height are assumed,
respectively, equal to 15 dBi and 30 m, whereas the propagation loss L is equal to L = 128 + 37.6l0og(R),
where R is the distance between the BS and the User Equipment (UE).

A single operator layout is assumed. Base stations with three sectors per site are placed on a
hexagonal grid with distance of 3 - R, where R is the cell radius. The sector antennas and the transmit
power are assumed to be equal. The number of sites is equal to seven.

The BS antenna radiation pattern to be used for each sector in three-sector cell sites is also identical
to those defined in [18]:
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where —180 < 0 < 180, 034p is the 3 dB beam width which corresponds to 65 degrees and A,, =20 dB
is the maximum attenuation.

The BS power consumption model is the same proposed in [15]: particularly, the power
consumption at maximum load has been defined as

P
—F—— +P P
TPA* (1_‘7feed) +FRe+ Pop (2)

(1 - ‘TDC) (1 - ‘TMS) (1 - Ucool),

Py = NrRx -

where Ntrx indicates the number of transceiver chains per site, P is the power level which is radiated
by the Antenna of each sector, Prr and Ppp are the power consumption of the power amplifier and of
the baseband block, #7py is the amplifier efficiency and the terms 0.4, 0pc, Oms and oo account for
the loss of the feeder, the converter, the main supply and the cooling, respectively.

2.2. SINR and Capacity Determination

The cellular system that has been described in the previous paragraph has been implemented
in MATLAB (version R2016a, academic use, The MathWorks, Inc., Natick, MA, USA) simulation
environment, providing the SINR values in the square playground which is depicted in Figure 1.
The SINR values permit achieving the capacity in all of the playground areas.
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Figure 1. SINR geographical distribution for P = 20 W.
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2.3. Physical-Layer Secrecy

By adopting the common security terminology, the source of information, which is identified as
Alice, is the serving sector of the cell under examination. The legitimate receiver Bob is the mobile user
within the cell range. An undesired eavesdropper, Eve, can move around within the cell boundaries
trying to capture the information from Alice to Bob. To restrict the analysis, Bob’s location is chosen
on the direction of maximum radiation of his serving antenna, so that Bob’s position can be simply
described reporting his absolute distance in meters from Alice. The results presented in the following
sections are derived for Eve in the same cell as Bob, tuned to Alice-to-Bob wireless frequency. All other
surrounding sectors are considered as interferers for both Bob and Eve, with signals as described in
the previous section.

In order to evaluate the achievable level of secrecy that the system can grant to a mobile user in
the depicted cellular system, we adopt the concept of Secrecy Capacity derived from Shannon’s notion
of perfect secrecy [19], Wyner’s wiretap channel [1] and Barros work [20]. As in [20], Bob’s theoretical
capacity per unit bandwidth is expressed as

P
Cp = log (1 + IhB|2N73)’ 3)

where

hp is a coefficient inclusive of both the transmit and the receive antenna gains and of path-loss of the
Alice-to-Bob channel, being Bob served by Alice;

P is the power level of the sector that is serving Alice;

Np is the power of the equivalent Gaussian noise component perceived by Bob; it includes both
thermal noise and interference from the surrounding sectors.

A similar expression describes Eve’s capacity, while the Secrecy Capacity of Bob can be
expressed as

log(1 —log(1 if
o {og( +5) ~log(1+7£), if 15> 7, W

* o, if yp < 7E,

where we called yp and <r the SINR that is experienced by Bob and Eve, respectively,

(ie., v = [hp* 5y and ve = [he* ).

3. Metrics for the Evaluation of the Effective Secrecy-Energy Efficiency Tradeoff

In this section, we propose two new metrics for the evaluation of the tradeoff between the width
of the surface of the cell where a target secrecy rate can be delivered and the power spent to obtain it.

3.1. Effective Secret Area

Suppose that the BS (Alice) has to serve a user (Bob) in the cell and that the requested service
has to be provided by means of a secure connection (QoSS—Quality of Service with Security). The BS
sets a target secrecy rate R; depending on the QoSS of the user. Given the position of the user (Bob), a
specific metric is required that can help Alice determine the minimum transmit power that maximizes
the secure area of the cell, i.e., the region where Eve can stay without affecting the secrecy capacity
Cs of the legitimate link under the target secrecy rate, i.e., Cs > R;. In our analysis, we set a dynamic
target secrecy rate, equal to 10% of the capacity of the legitimate link (Alice-Bob), i.e., we initially set
Rs = 0.1Cp. Nonetheless, in the following, results with different target secrecy rates are also shown.

Before introducing the metrics, let us show the distribution of the secrecy capacity Cs in the
cell that is covered by the central BS (Alice) by assuming a variable distance of the user (Bob) and
increasing the transmit power.

Figure 2 shows the geographical distribution of Cs over the playground of the cellular network.
In particular, we focus on the sector of the cell managed by the central BS (Alice) where the user (Bob)
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is present. The map shows the secrecy capacity of each point of the cell calculated, as Eve was in that
specific point. While the transmit power of Alice is fixed (20 W), the distance of Bob in the maximum
radiation pattern direction is varying from 10 to 100 m. The area where the secrecy capacity is less
than the target secrecy rate Rs (Unsecure Area) is represented with darker blue and increases as the
distance of Bob increases.
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(c) Bob’s distance from Alice is equal to 100 m.
Figure 2. Secrecy capacity geographical distribution for P = 20 W.

These results are summarized in Table 1.

Table 1. Secrecy capacity values when Bob’s distance from Alice is equal to {10,50,100} m and
P =20 W. The total area covered by the BS is 9336 m?.

Bob’s Distance 10 m 50 m 100 m

Unsecure Area 097%  16.20% 53.79%
Secure Area 99.03% 83.80% 46.21%
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Figure 3 shows the geographical distribution of C; over the playground of the cellular network
when the transmit power of Alice is varying from 5 to 40 W while the distance of Bob is fixed (50 m):
the area where the secrecy capacity is less than the target secrecy rate R; remains the same, but the
overall area of the cell increases. It is important to stress that in this graph the transmit power of all the
sectors of other BSs and of the other two sectors which are co-sited with Alice are kept equal to 20 W
(In this case, the possibility to change the transmit power of the antenna sector is realized to emulate
the behavior of a basic Transmit Power Control (TPC)).
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Figure 3. Secrecy capacity geographical distribution when Bob’s distance from Alice is 50 m.

These results are summarized in the Table 2.

Table 2. Secrecy capacity values when Bob’s distance from Alice is 50 m and P = {10,20,40} W.

Alice’s Power 10W 20W 40W

Unsecure Area 27.87% 16.20% 11.56%
Secure Area 72.13% 83.80%  88.44%
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3.2. New Metrics

Let us introduce an auxiliary parameter that is defined as effective secrecy area ratio and is equal to:

S ©
where A is the area of the cell sector that is managed by the BS (Alice) and A is the secure area, i.e.,
the set of points of the total cell sector surface where the attacker (Eve) can stay without decreasing
the secrecy rate of the legitimate link under the target rate; therefore, the parameter ALefﬂ defines the
percentage of area (related to the overall area of the cell) where the attacker (Eve) can stay without
decreasing the secrecy rate of the legitimate link under the target rate.

The effective secrecy area ratio is computed by supposing that the eavesdropper could be located
in any point (x,y) of the area managed by the base station. The position of the legitimate receiver
(Bob) in the cell is supposed to be fixed as well as the transmit power. Results are shown with different
transmit powers and distances Alice-Bob, while Eve could be located in any point of the cell of the
BS. The extension of the cell depends on the transmit power. All of this information gives us a new
parameter for evaluating how the area is extended where the legitimate link has a minimum target

secrecy rate. The algorithm for the BS could be the following:

1. Decide a target secrecy rate that Alice wants to keep with Bob;

2. Given the position of Bob and the transmit power of Alice, the extension of the cell is known;

3. Compute the secrecy capacity (Cp — Cg) of each point (x, y) of the cell area, as Eve was located at
that point; in other words, the surface managed by the BS is divided into infinitesimal squares
whose surface is equal to dx - dy and the eavesdropper is supposed to be there for the computing
of the secrecy capacity;

4. Count each point of the cell area that gives a secrecy capacity equal to or greater than the
target rate;

5. Compute the effective secrecy area as the ratio between the set of points that give a secrecy
capacity equal to or greater than the target rate and the transmit power.

We propose a first metric that is called effective secrecy area per power unit [W~!] and defined as:

[eff]
As
o1 = P (6)

where P is the power transmitted by the BS (Alice). Given the distance of the user (Bob), this metric
can identify the transmit power to be used by the BS (Alice) in order to maximize the secure area in the
sector. Thus, the metric allows the BS to maximize the area of security while minimizing the transmit
power, i.e., saving energy at the same time .

Since the main goal of this paper is the maximization of the effective secrecy area for the affordable
target date rate with the BS minimum power consumption, we propose another metric that is called
Effective Secrecy-Energy Efficiency [Bit/Joule] and is defined as:

_ lef) R
02 = As Pi s

@)
where P;, is the BS power consumption as defined in Equation (2) and R; is the target secrecy rate.
Given the distance of the user (Bob), this metric helps to identify the power to be used by BS (Alice) to
maximize the secure area as well as the cost in terms of energy requested to send a secret bit stream
to the legitimate receiver. Hence, this metric is a toll that helps to maximize the area of security,
and, at the same time, minimize the BS power consumption. It is important to note that the secrecy
area is intended as the area where the eavesdropper can stay without driving the secrecy capacity of
the legitimate link under the target secrecy rate. Note that the power consumption of the BS (Alice)
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has been calculated by using a complete model (2), which takes into account any source of energy
consumption in the BS equipment, even if the width of the area coverage is determined only by the
transmit power P. The results are shown in the following section.

4. Results

In this section, the results that have been obtained by numerically computing the values of
Equations (5)—(7) are discussed. Figure 4 shows the percentage of the secure area A£efﬂ and of the

complementary unsecure region (1 — ALefﬂ), referred to as the overall area of the cell sector. The
transmit power of Alice ranges from 5 to 40 W, while the distance of Bob varies from 10 to 100 m.

......

Secure Area Secure Area

Unsecure Area Unsecure Area

40,00%

20,00%
.........
5 10 20 30 40 5 10 20 30 40

Power (W) Power (W)

(a) Bob’s distance from Alice is equal to 10 m. (b) Bob’s distance from Alice is equal to 50 m.

Secure Area

Unsecure Area

.......

5 10 20 30 40

Power (W)

(c) Bob’s distance from Alice is equal to 100 m.

Figure 4. Secure and unsecure areas when Bob’s distance is {10,50,100} m and P = {5,10,20,30,40} W.

Some conclusions about secure and unsecure areas can be drawn:

e If Bobis close to Alice (10 m), a power increase does not imply a proportional enlargement in the
secure area;

o  When Bob is in the middle of the cell (50 m), a power increase is beneficial from the security point
of view: the unsecure area becomes smaller; anyway, continuing to increase the power over and
over does not imply a remarkably larger secure area; a sort of saturation in the extension of the
secure area can be observed when the power increases over 10 W;

e  When Bob is in the boundary of the cell (100 m), a higher power is needed to obtain a secure area
of about 50% of the cell sector extension; moreover, a higher than 20 W transmit power gives tiny
enlargements of the secure area.

Figure 5 shows the values of the metric p; (6) as a function of Bob’s distance and Alice’s transmit
power. As it can be seen, there is always an optimum transmit power for Alice for every distance of
Bob, i.e., the minimum power maximizing the effective secrecy area. Increasing the power over the
optimum does not give benefits, i.e., the secure area does not increase considerably, while the power
consumption gets higher.
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Figure 5. Effective secrecy area versus transmit power as a function of Bob’s distance and

transmit power.

Figures 6 and 7 show the values of the metric p; (7) as a function of the Bob’s distance and power
consumption P, for two different BS types that are described in in [15], the Remote Radio Head
(RRH) (According to the EARTH Deliverable D2.3 the maximum RRH transmit power is equal to
20 W: nonetheless, in the computation of the Effective Secrecy-Energy Efficiency metric, we have
considered higher power values in order to allow a more complete system evaluation). and the Macro
BS, respectively. The target secrecy rate is fixed and set to R; = 0.1Cp. As it can be seen, for every
distance of Bob, there is always an optimum power consumption, i.e., the minimum power that
maximizes the effective secrecy area. As in the previous case, if the power is increased over this value,
negligible additional benefits are achieved.

The Effective Secrecy-Energy Efficiency vs. BS power consumption curves are not monotone:
particularly, the maximum of the proposed metric is achieved for different power consumption values
that depend on Bob’s position; this result confirms that the optimization of the tradeoff between the
security area, the afforded date-rate and the power spent by the BS is not a trivial task: particularly,
the simple control of the radiated power is not efficient when a target secrecy rate has to be guaranteed
to an end-user.

This conclusion is enforced by the results that are shown in Figure 8, which presents the percentage
of unsecure area (over the total coverage) as a function of the distance of Bob and the target secrecy
rate R; to be supported. The target secrecy rate is calculated as the percentage of the capacity of the
legitimate link, i.e., Rs = {1%,5%, 10%,20%,50%} of Cp. The BS power consumption P;, is fixed and,
for Macro BSand assuming P = 20 and N7rx = 3, i.e., one carrier per sector, is set to 291.22 W (This
value is obtained by following the recommendations of the EARTH (Energy Aware Radio neTwork
tecHnololgies) project). As it can be seen, the higher the target secrecy rate, the wider the unsecure
area. In particular, with a distance of Bob of 50 m and a target secrecy rate of 20% of the capacity of the
legitimate link, 1/3 of the BS area is unsecure.
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Figure 6. Effective Secrecy-Energy Efficiency as a function of the power consumption P;, for different
distances of the legitimate receiver {10,50,100} m. The corresponding radiated power P is reported in
the x-axis under the P;, value. The power consumption is referred to a Remote Radio Head (RRH).
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Figure 7. Effective Secrecy-Energy Efficiency as a function of the power consumption P;, for different
distances of the legitimate receiver {10,50,100} m. The corresponding radiated power P is reported in
the x-axis under the P;, value. The power consumption is referred to a Macro BS.



Information 2016, 7, 60 11 of 12

vvvvvvv

Unsecure area
"; = =]
[==]
> B a8
= = '

f==
=1
f ]
0
A
-
=
ER
C_J
3
Distance of Bob

Target secrecy rate (% of C_B)

Figure 8. Percentage of unsecure area (over the total coverage) as a function of the distance of Bob
and the target secrecy rate to be supported. The transmit power is P = 20 W, which corresponds to
a consumed power P;, = 291.22 W.

5. Conclusions

In this paper, two original metrics are proposed to evaluate the optimum tradeoff between the
secure area, the transmitted data and the BS power consumption. The context is the 3GPP cellular
network environment. The base station has to guarantee the minimum secrecy rate to the end user in
the largest area together with the optimization of the power consumption. The metrics that have been
proposed here can be optimized, obtaining the minimum power for which the secure area in the cell is
maximized. Numerical results show how the behaviour of the secrecy capacity in the cell as a function
of the transmit power and distance of the end user.

We believe that this preliminary study can be useful in the very near future of cellular networks to
implement the mandatory energy saving strategies while providing secure services to the end users.
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