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Abstract

The increasing complexity of algorithmically mediated and Al-mediated digital environ-
ments is reshaping how health information is interpreted. Existing digital health literacy
frameworks predominantly conceptualize vulnerability as a deficit in individual skills,
thereby insufficiently capturing the structural and cognitive conditions that shape inter-
pretation. This study develops an integrative conceptual model that reconfigures health
information interpretation as an emergent outcome of interacting cognitive, social, and
algorithmic mechanisms. The analysis identifies three broad categories of interpretative
mechanisms—cognitive, social, and algorithmically mediated—which are subsequently
integrated into the five-dimensional Informational Resilience Ecosystem Model (IREM).
First, cognitive heuristics and biases shape information processing. Second, social credibil-
ity signals influence evaluative judgments and trust formation. Third, algorithmic systems
structure the visibility, prioritization, and distribution of information. Interpretation is
conceptualized as an emergent outcome of interactions among these mechanisms. Building
on these findings, informational resilience is theorized as an emergent system-level prop-
erty contingent upon the configuration of interacting conditions rather than reducible to
individual capacities. The Informational Resilience Ecosystem Model (IREM) captures this
structure through five interdependent dimensions: cognitive, informational, social, algorith-
mic, and credibility infrastructure. The study shifts the analytical focus from competencies
to conditions of interpretation and provides a structured framework for empirical oper-
ationalization by specifying dimensions, mechanisms, and their interactions. The model
provides a theoretically grounded and operationally structured framework for advancing
empirical research, public health communication, and platform-level interventions.

Keywords: informational resilience; digital health literacy; algorithmically mediated
environments; health misinformation; information interpretation

1. Introduction

The rapid expansion of digital technologies has fundamentally transformed how in-
dividuals access, interpret, and use health information. Digital platforms, search engines,
and social media have become primary sources of health-related content, enabling un-
precedented access to medical knowledge while simultaneously increasing exposure to
misinformation and conflicting information [1-4]. In such environments, the ability to effec-
tively navigate, evaluate, and apply health information has become a critical determinant
of health outcomes [5].
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The concept of digital health literacy has become a central framework for understand-
ing how individuals engage with health information in digital environments [6-8]. Existing
models primarily conceptualize digital health literacy as a set of competencies related to
searching, understanding, and evaluating information [6,7]. While these approaches have
advanced the field, they primarily focus on individual abilities, implicitly assuming that
accurate interpretation is a function of users’ skills and knowledge [8]. However, contem-
porary digital environments are increasingly shaped by algorithmic systems that determine
the visibility, ranking, and personalization of content [9-11], while social dynamics—such
as peer sharing, influencer communication, and social proof—play a crucial role in shaping
credibility perceptions [12,13]. These factors interact with cognitive processes, including
heuristics and biases, which influence how individuals interpret and evaluate information
under conditions of uncertainty [14-16].

Recent developments in generative artificial intelligence further intensify these dynam-
ics by reshaping how health information is synthesized, contextualized, and encountered
within digital environments [17,18]. Recent research indicates that Al systems may influ-
ence informational resilience by altering how individuals access, evaluate, and interpret
information, while simultaneously changing the conditions under which credibility judg-
ments are formed [19,20]. At the same time, scholarship increasingly argues that digital
literacy alone is insufficient for explaining resistance to misinformation and manipula-
tion, emphasizing broader concepts of digital resilience and information sensibility that
extend beyond competence-based approaches [21,22]. These developments further rein-
force the need for ecosystem-level frameworks capable of explaining interpretation as
a configurational outcome of interactions among cognitive, informational, social, and
algorithmic conditions [19,20].

As a result, health information interpretation can be understood as an emergent out-
come of interactions between cognitive processing mechanisms, social credibility signals,
and algorithmically mediated information environments [10,12,14]. Despite growing re-
search on digital health literacy, misinformation, and algorithmic systems, these dimensions
are often studied in isolation, resulting in a fragmented understanding of interpretation
processes in digital contexts [3,9].

Existing models explain components of interpretation but fail to account for interpreta-
tion as a system-level phenomenon emerging under algorithmically structured conditions.
To address this gap, this study develops an integrative conceptual framework derived from
a concept-driven structured analysis of the interdisciplinary literature and formalized as
the Informational Resilience Ecosystem Model (IREM). The study addresses the following
research questions:

RQ1: What cognitive, social, and structural mechanisms influence the interpretation of
health information in algorithmically mediated digital environments?

RQ2: How can these mechanisms be systematically integrated into a conceptual framework
of informational resilience?

The study conceptualizes informational resilience as an emergent, multidimensional
system-level property arising from interactions between cognitive processes, informational
competencies, social dynamics, and algorithmically structured information systems. Unlike
existing digital health literacy frameworks, which predominantly conceptualize interpreta-
tion as a function of user competencies or user-system interaction, the proposed model
conceptualizes interpretation as a system-level outcome of interactions between cognitive
mechanisms, social credibility dynamics, algorithmic mediation, and credibility infrastruc-
ture. In this sense, informational resilience is theorized not as an individual skill, but as a
system-level property of digitally structured interpretative environments. It contributes
to the literature in three ways: by extending digital health literacy models through the
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integration of cognitive science and evolutionary psychology [14-16], by introducing a
structural perspective on algorithmically mediated information environments [9-11], and
by proposing a comprehensive framework linking individual-level processes with broader
digital information ecosystems.

2. Methodology
2.1. Research Approach and Study Design

This study adopts a concept-driven structured literature review aimed at conceptual
synthesis and theory development rather than exhaustive evidence aggregation. Such an
approach is particularly suitable for research problems that span multiple disciplinary
domains and require the integration of concepts, mechanisms, and theoretical perspectives
originating from different bodies of literature [21,22].

The research problem addressed in this study encompasses digital health literacy,
cognitive science, misinformation research, health communication, and algorithmically me-
diated information systems. These domains differ in terminology, theoretical assumptions,
and levels of analysis. Consequently, the review was designed as an analytically structured
and iterative process focused on identifying, comparing, and integrating mechanisms
underlying health information interpretation across disciplinary boundaries.

To enhance transparency and reproducibility, the study incorporates systematic search
procedures, explicit inclusion and exclusion criteria, and a PRISMA-based reporting struc-
ture. However, the study was not designed as a protocol-driven systematic review intended
for evidence aggregation, intervention evaluation, or effect estimation. Rather, its primary
objective is conceptual integration and theory development.

Accordingly, the aim of the review is not to aggregate evidence, but to reconstruct and
synthesize explanatory mechanisms and their interrelationships in order to develop the
Informational Resilience Ecosystem Model (IREM).

2.2. Literature Search Strategy

The literature search was conducted in Web of Science and Scopus, selected for their
multidisciplinary coverage. Database searches were conducted between January and
March 2026. The search was limited to the period 2020-2026 to capture contemporary
developments in algorithmically mediated digital environments [19,20,23]. Foundational
studies published prior to this period were incorporated in the theoretical framing but
excluded from the analytical corpus, while still informing conceptual grounding [6-8].

The search strategy was implemented in two complementary stages. The first stage
consisted of broad thematic mapping aimed at identifying the principal research domains
relevant to health information interpretation in digital environments. The second stage
employed focused Boolean searches designed to identify studies located at the intersection
of digital health literacy, cognitive mechanisms, misinformation, algorithmic mediation,
and credibility-related processes.

To enhance transparency and reproducibility, the database search strategy, including
the search fields, Boolean combinations, and search limits applied in Web of Science and
Scopus, is presented in Table 1.

The two-stage search strategy was adopted to improve both conceptual coverage and
search transparency in a field characterized by substantial terminological variation across
disciplines. Health information interpretation in digital environments is not examined
within a single disciplinary tradition but is distributed across information science, health
communication, public health, cognitive science, and studies of digital platforms. As a
result, key mechanisms relevant to interpretation are frequently described using different
terminologies and theoretical perspectives.
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Table 1. Database search strategy.

Search Stage Database Search Field Search Query Limits Applied
Broad thematic W . . (“digital health literacy” OR Enghsh—%angua'ge
. eb of Science Topic " . . . ” peer-reviewed journal
mapping health information literacy”) articles; 2020-2026
. (“ethics of information” OR English-language
Broad'thematlc Web of Science Topic “ethical information sharing” OR  peer-reviewed journal
mappmg “health communication ethics”) articles; 2020-2026
. (“algorithmic effects” OR English-language
Broad'thematlc Web of Science Topic “algorithmic bias” OR “healthcare = peer-reviewed journal
mappmg algorithms”) articles; 2020-2026
(“misinformation” OR Enelish-1
Broad thematic . . “disinformation” OR “false nEhs 'angua'ge
mapping Web of Science Topic information”) AND “digital pee.r-rex.newed journal
literacy” articles; 2020-2026
Broad thematic (“digital health literacy” OR English-language
mapping Scopus TITLE-ABS-KEY “health information literacy”) peer-reviewed journal
articles; 2020-2026
(“digital health literacy” OR
“health information literacy”)
AND (“information bias” OR
“cognitive bias” OR “health
context bias”) AND (“ethics of
Focused conceptual information” OR “ethical English-language
search Web of Science Topic information sharing” OR “health ~ peer-reviewed journal
communication ethics”) AND articles; 2020-2026
(“misinformation” OR
“disinformation” OR “false
information”) AND (“algorithmic
effects” OR “algorithmic bias” OR
“healthcare algorithms”)
(“digital health literacy” OR
“health information literacy”)
AND (“information bias” OR
“cognitive bias” OR “health
context bias”) AND (“ethics of
Focused conceptual information” OR “ethical English-language
Scopus TITLE-ABS-KEY  information sharing” OR “health ~ peer-reviewed journal

search

communication ethics”) AND
(“misinformation” OR
“disinformation” OR “false
information”) AND (“algorithmic
effects” OR “algorithmic bias” OR
“healthcare algorithms”)

articles; 2020-2026

The broad thematic searches were therefore used to identify the principal conceptual
domains and vocabularies present in the literature, while the focused Boolean searches
were employed to locate studies addressing the intersections between digital health literacy,
cognitive processing, misinformation, algorithmic mediation, and credibility evaluation.
This combination enabled the identification of conceptually relevant studies that may not
have been retrieved through a single-domain search strategy.

The search was limited to peer-reviewed journal articles published in English and
indexed in Web of Science or Scopus. To reduce the risk of omission, backward and forward
citation tracking was additionally conducted for studies identified as conceptually influen-
tial during the review process. The complete identification, screening, eligibility assessment,
and study selection procedure is presented in the PRISMA flow diagram (Figure 1).
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Figure 1. PRISMA 2020 flow diagram of the literature identification, screening, eligibility assessment,
and study selection process [24].

The final analytical corpus consisted of 46 studies. The corpus was considered concep-
tually adequate because all five analytical domains identified during the review process
were represented and iterative analysis of additional studies did not yield substantively
new interpretative mechanisms or explanatory relationships relevant to model develop-
ment. Selection was guided by conceptual relevance and theoretical contribution rather
than methodological homogeneity, consistent with the study’s objective of explanatory syn-
thesis and theory development. Conceptual sufficiency was therefore considered achieved
for the purposes of developing the Informational Resilience Ecosystem Model (IREM). The
study selection process is summarized in Figure 1.

The study selection process followed the PRISMA 2020 [24] reporting framework
adapted to the requirements of a concept-driven literature review.

The database search identified 918 records, including 512 records from Web of Science
and 406 records from Scopus. After the removal of 134 duplicate records, 784 records
remained for title and abstract screening. A total of 602 records were excluded during
screening, resulting in 182 reports sought for retrieval. Of these, 12 reports could not be
retrieved, leaving 170 full-text articles assessed for eligibility.

Following full-text evaluation, studies were excluded if they did not address cognitive,
informational, social, or algorithmic aspects of health information interpretation (1 = 78),
focused primarily on clinical or technical issues without examining interpretative processes
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(n = 24), were not situated within digital or algorithmically mediated environments (n = 12),
or provided no additional conceptual contribution beyond studies already included in the
analytical corpus (n = 10). The reasons for full-text exclusion are summarized in Table 2.
The final analytical corpus consisted of 46 studies.

Table 2. Reasons for full-text exclusion during full-text eligibility assessment.

Reason for Exclusion n
Not addressing cognitive, informational, social or algorithmic aspects of health information interpretation 78
Clinical or technical focus without examining interpretative processes 24
Not situated in digital or algorithmically mediated environments 12
Redundant conceptual contribution 10
Total excluded after full-text assessment 124

The exclusion profile indicates that the largest proportion of full-text exclusions re-
sulted from studies that did not address the interpretative mechanisms central to the present
review. This finding reflects the broader fragmentation of the literature, in which digital
health, health communication, misinformation, and algorithmic systems are frequently
examined separately rather than as interacting determinants of health information interpre-
tation. The final set of 46 studies was therefore selected based on conceptual relevance to
the development of the Informational Resilience Ecosystem Model (IREM).

2.3. Inclusion Criteria and Selection Logic

Studies were included if they addressed at least one of the following analytical dimensions:
cognitive mechanisms of interpretation

informational competencies

social dynamics of credibility

algorithmic mediation

credibility infrastructure

Selection was based on conceptual relevance, not methodological uniformity or fre-
quency of occurrence [21,22].
Studies were excluded if they:

e  were predominantly clinical or technical without interpretative relevance
e  were not situated in digital environments
e did not contribute to theoretical integration

Preference was given to studies that provided analytical insight into mechanisms
of interpretation, credibility evaluation, cognitive processing, algorithmic exposure, or
digitally mediated health communication. Studies focused exclusively on technical system
performance, clinical outcomes without interpretative relevance, or purely descriptive
platform statistics were excluded from the analytical corpus.

Selection decisions were guided by conceptual relevance to the research questions
rather than methodological homogeneity. This approach enabled the integration of em-
pirically and theoretically heterogeneous studies while maintaining analytical coherence
around mechanisms of health information interpretation.

The selection followed a multi-stage process:
initial identification

title and abstract screening

conceptual relevance assessment

L

full-text evaluation
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To reduce omission risk, snowballing (reference and citation tracking) was applied [22].

2.4. Thematic Structure and Analytical Strategy

The literature was organized into thematic clusters representing intermediate
analytical domains:

digital health literacy
cognitive mechanisms
social dynamics
algorithmic mediation

credibility processes

These clusters function as an analytical bridge, not as final model dimensions.
The analysis followed a hybrid deductive-inductive approach:

e deductive: guided by research questions
e inductive: allowing new themes to emerge

The analysis proceeded through three iterative stages [21,22]. During the first stage,
studies were examined to identify recurring interpretative mechanisms, credibility pro-
cesses, cognitive patterns, and forms of algorithmic mediation. The second stage focused
on exploring relationships between mechanisms across thematic domains, particularly
where cognitive, social, informational, and technological factors converged. The third
stage involved the integration of these relationships into higher-order analytical dimen-
sions that subsequently informed the structure of the Informational Resilience Ecosystem
Model (IREM).

The analysis focused on mechanisms of interpretation rather than descriptive topic
mapping. The analytical procedure was designed to support conceptual synthesis and
theory development through the iterative integration of mechanisms identified across
disciplinary domains.

These procedures were employed to enhance analytical consistency, analytical
traceability, and methodological transparency despite the limitations associated with
single-researcher coding.

2.5. From Thematic Clusters to Model Dimensions
A key distinction in this study is between:

e thematic clusters (descriptive organization of literature)
e model dimensions (analytical abstraction)

Mechanisms were retained when supported across more than one thematic domain or
theoretical tradition, reducing the risk of domain-specific bias [21,22].

The dimensions of IREM were not directly derived from thematic categories in the
literature, but theoretically constructed through the analytical integration of mechanisms
identified across disciplinary domains. The analysis identified recurrent interpretative
mechanisms related to cognition, informational evaluation, social credibility dynamics,
algorithmic structuring, and platform-based trust signaling. These mechanisms informed
the conceptual architecture of the model, but were reorganized at a higher level of abstrac-
tion in order to explain how health information interpretation emerges within digitally
structured environments.

Accordingly, the five dimensions do not represent descriptive literature categories,
but analytically differentiated components of an integrated interpretative ecosystem. Their
configuration was determined through theoretical synthesis guided by explanatory distinc-
tiveness, conceptual coherence, and cross-domain relevance. A dimension was retained
only when it captured an analytically distinct mechanism of interpretation that could
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not be fully subsumed under another dimension without loss of explanatory scope. The

resulting framework therefore reflects a configurational model of interpretation rather than

a thematic aggregation of existing research domains.

The final analytical corpus is presented in Table 3, including bibliographic information

and thematic classification of the selected studies.

Table 3. Overview of analyzed studies and their classification across thematic clusters as an interme-

diate analytical layer for the development of informational resilience dimensions.

Thematic Cluster

No. Author(s) Year Source (Analytical Domain)
1 Abou Hashish and Alnajjar [25] 2024 BMC Medical Education C2
2 Arias Lopez et al. [23] 2023 PLOS Digital Health C2
3 Badr et al. [26] 2024 Health Policy C4
4 Ban et al. [27] 2024 Digital Health C2
5 Barbati et al. [28] 2025 BMC Public Health C2
6 Borges do Nascimento et al. [2] 2022 WHO Bulletin C4
7 Busch-Casler and Radic [13] 2023 JMIR C3
8 Campanozzi et al. [29] 2023 Frontiers in Public Health Cc2
9 Choukou et al. [30] 2022 Digital Health C4
10 Dadaczynski et al. [31] 2021 JMIR C2
11 Elendu et al. [32] 2023 Medicine C4
12 Erku et al. [33] 2021 RSAP C4
13 Estrela et al. [34] 2023 JMI (@]
14 Fitzpatrick [35] 2023 Frontiers in Digital Health C2
15 Giebel et al. [36] 2023 JMIR C2
16 Htay et al. [37] 2022 PLOS ONE C2
17 Sikandar et al. [38] 2022 iJOE C4
18 Julesz [39] 2024 Informéciés Tarsadalom Cc2
19 Kim et al. [40] 2024 JMIR C2
20 Kim et al. [41] 2025 JMIR C2
21 Lee et al. [42] 2021 JMIR C2
22 Levin-Zamir et al. [43] 2025 Frontiers C2
23 Merga [44] 2025 IFLA Journal C3
24 Papp-Zipernovszky et al. [45] 2021 Frontiers in Public Health c2
25 Park and Kwon [46] 2021 JMIR C2
26 Peng et al. [47] 2024 Frontiers in Communication C4
27 Qiu et al. [48] 2025 JMIR C2
28 Qiu et al. [49] 2025 IEEE Access C4
29 Shi et al. [50] 2024 Frontiers C2
30 Silburn [51] 2025 Frontiers C4
31 Southwell et al. [3] 2023 Annual Review PH C4
32 Stauch et al. [52] 2025 JMIR C2
33 Suarez-Lledo and Alvarez-Galvez [1] 2021 JMIR C4
34 Swire-Thompson and Lazer [53] 2020 Annual Review PH C4
35 Tavousi et al. [54] 2022 PLOS ONE 2
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Table 3. Cont.

Thematic Cluster

No. Author(s) Year Source (Analytical Domain)
36 Teplinsky et al. [55] 2022 JCco C4
37 The Lancet Global Health [4] 2024 Lancet C4
38 Unal and Tiiziin [56] 2025 Communication Studies C3
39 van der Meer and Jin [12] 2020 Health Communication C5
40 van Kessel et al. [5] 2022 Internet Interventions C2
41 Wamala Andersson and Gonzalez [57] 2025 Frontiers C4
42 Wang et al. [10] 2023 JMIR C4
43 Wu et al. [11] 2025 CHI C4
44 Yang et al. [58] 2022 JMIR C2
45 Zhao et al. [59] 2024 BMC Public Health 2
46 Zhao et al. [60] 2025 Aslib JIM C4

Thematic clusters are defined as follows: Cl—cognitive mechanisms; C2—digital health literacy; C3—social
dynamics; C4—algorithmic mediation and credibility signals; C5—misinformation correction.

The distribution of studies across clusters reveals an imbalance in the empirical litera-
ture. Most studies focus on digital health literacy (C2) and algorithmic or credibility-related
mechanisms (C4), while social dynamics (C3), misinformation correction (C5), and particu-
larly cognitive mechanisms (C1) remain comparatively underrepresented.

This pattern indicates that, although cognitive biases and heuristics are well estab-
lished in theoretical literature, they are rarely operationalized as primary empirical variables
in studies of digital health information.

This imbalance provides a theoretical justification for the explicit inclusion of the
cognitive dimension in the proposed framework as an integrative extension of the
empirical literature.

To further synthesize these patterns, Figure 2 presents a conceptual mapping of the
literature across thematic clusters and their relationship to the proposed framework.

C5=
Misinformation
and

2=
Digital
health

C3=

Social e
credibilit:
dynamics hand

related
processes
(n=12)

literacy
(n=24)

v

(n=3)

Synthesized mechanisms of health information interpretation derived from thematic clusters
* Heuristic and bias-driven evaluation
* Social mediated credibility signals
* Algorithmically structured inforamtion visibility

* Platform-based trust and credibility cues )
y-
Cognitive Informational Social Algorithmic ig:g;z‘gze
dimension dimension dimension dimension di N
imension
-

C1 was theoretically integrated because no independent empirical cluster was identified.

Figure 2. Conceptual mapping of the literature across thematic clusters and their analytical synthesis
into mechanisms of health information interpretation informing the Informational Resilience Ecosys-
tem Model (IREM). Color shading reflects the relative representation of thematic clusters within the
analyzed literature.
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The mapping indicates that the empirical literature is concentrated primarily in do-
mains related to digital health literacy, algorithmic mediation, and credibility processes,
while cognitive mechanisms remain comparatively underrepresented as explicit explana-
tory constructs within studies of digital health information interpretation. This pattern
suggests that, although cognitive processes are theoretically well established, their role in
shaping health information interpretation within digitally mediated environments remains
insufficiently operationalized in empirical research.

Accordingly, the inclusion of the cognitive dimension in the proposed framework
represents a theoretically grounded integration of mechanisms that remain fragmented
across existing domains of research. The mapping therefore functions not merely as a
descriptive classification of the literature, but as an analytical reconstruction of relationships
between interpretative mechanisms distributed across heterogeneous disciplinary contexts.

To reduce confirmation bias, mechanisms were retained only when supported across
multiple thematic domains or theoretical perspectives.

2.6. Methodological Justification and Limitations

The selected approach reflects the epistemic aim of the study: analytical generalization
and theory construction rather than statistical inference. A concept-driven structured
review is appropriate because the objective is not to estimate the prevalence or effective-
ness of a predefined intervention, but to develop an explanatory framework of health
information interpretation.

The literature relevant to this study is distributed across multiple disciplinary domains,
including information science, health communication, cognitive science, public health,
and platform studies. These domains differ in terminology, assumptions, and levels of
analysis. Consistent with concept-driven and theory-building review approaches, the
selected design was intended to identify, compare, and integrate explanatory mechanisms
across heterogeneous bodies of literature in order to support conceptual synthesis and
framework development [21,22].

This approach supports the transition from thematic clustering to conceptual synthesis,
forming the basis for the Informational Resilience Ecosystem Model (IREM) as an integrated
framework of cognitive, informational, social, and algorithmic conditions of interpretation.
In this context, analytical rather than statistical generalization represents the primary
epistemic objective.

Because the objective of the review was conceptual synthesis and theory development
rather than evidence aggregation, intervention evaluation, or effect estimation, no formal
methodological quality appraisal of individual studies was used as an inclusion or exclu-
sion criterion. Instead, studies were selected and analyzed according to their relevance
to the research questions and their contribution to the identification and integration of
interpretative mechanisms across thematic domains.

At the same time, the approach has several limitations. Literature selection and in-
terpretation involve researcher judgment, which may limit procedural reproducibility
compared with highly standardized review protocols. The interdisciplinary scope increases
the risk of omitting relevant studies framed using different terminology, and the concept-
driven nature of the analysis introduces potential interpretative bias. In addition, the
proposed model remains conceptual and has not yet been empirically validated. The
coding process was conducted by a single researcher, while the interpretation and concep-
tual development of the model were iteratively refined through collaborative discussion
within the research project team, contributing to analytical rigor and reducing the risk of
interpretative bias.
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To mitigate these limitations, the study employed explicit inclusion criteria, structured
coding procedures, iterative category refinement, and constant comparative analysis across
studies. Mechanisms were retained only when supported across multiple thematic domains
or theoretical perspectives, reducing the risk of domain-specific bias.

Future research may further strengthen intersubjective reliability, for example through
multi-coder validation, and empirically test the model across diverse populations and
digital environments, particularly beyond WEIRD contexts.

Accordingly, methodological transparency was prioritized through explicit selection
logic, structured coding procedures, and analytical traceability rather than through exhaus-
tive protocol standardization.

3. Cognitive Foundations of Informational Vulnerability in Digital
Health Environments

3.1. Evolution of the Architecture of Human Cognition

While alternative perspectives emphasize learning, socialization, and contextual influ-
ences on information processing, evolutionary approaches provide a useful explanatory
framework for understanding recurrent patterns of heuristic reasoning and informational
vulnerability [61-63]. These domain-specific adaptations process different types of infor-
mation, including threat detection, social exchange, and group coordination [61,62].

This perspective implies that cognition is neither neutral nor fully rational, but an
adaptive system shaped by specific environmental structures. It introduces the concept
of the Environment of Evolutionary Adaptedness (EEA), defined as the set of ecological
and social conditions under which key psychological mechanisms evolved [61-63]. Rather
than referring to a specific historical context, the EEA represents a statistical composite of
selection pressures across evolutionary time.

Within this framework, the human mind is particularly well adapted to processing
natural frequencies. Formats such as “1 out of 10 people” are more easily understood
because they reflect direct experiential contexts, whereas abstract probabilities and percent-
ages require additional cognitive processing [14]. This distinction is especially relevant
in digital health environments, where information is often presented in statistical and
probabilistic forms.

However, contemporary digital environments differ substantially from the condi-
tions in which these mechanisms evolved. Human cognition developed in small-scale,
information-scarce settings characterized by direct social interaction, whereas digital envi-
ronments involve large-scale content distribution, anonymous sources, and algorithmically
structured visibility. This discrepancy is conceptualized as an evolutionary mismatch [16],
introducing systematic constraints on information processing and interpretation.

One consequence of this mismatch is experiential vagueness. While perceptual systems
are optimized for concrete and immediate stimuli, digital health information is often
presented in abstract formats such as statistical indicators, graphs, or risk estimates. These
formats are less effective in activating evolved threat-assessment mechanisms, increasing
the likelihood of risk underestimation and misinterpretation.

Although the brain exhibits neurocognitive plasticity and can develop new processing
strategies through learning, these processes operate within the constraints of evolved
mechanisms, shaping heuristics, attentional thresholds, and evaluation strategies.

These constraints increase reliance on heuristics and the likelihood of systematic
misinterpretation in digital health environments.
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3.2. Heuristics and Cognitive Biases in Decision-Making

Under conditions of limited time, incomplete information, and constrained cognitive
capacity, decision-making relies on heuristics—simplified strategies enabling rapid judg-
ment under uncertainty [14,16]. This aligns with bounded rationality, where decisions are
constrained by informational and cognitive limits rather than optimized outcomes [14].

From the perspective of ecological rationality, heuristics function as environment-
dependent strategies rather than sources of error. Their effectiveness depends on the
structural correspondence between cognitive strategies and informational environments,
forming an adaptive repertoire activated under specific conditions [14].

Error Management Theory (EMT) [63] explains systematic biases as asymmetries in
error costs. When potential errors differ in consequences, cognitive systems are biased
toward the less costly outcome. The “smoke detector principle” illustrates this asymmetry:
tolerating false positives is adaptive when the cost of missed threats is high [61]. In health
contexts, this manifests in disease-avoidance mechanisms that respond to heuristic cues of
infection despite low objective probability.

In health information interpretation, the availability heuristic operates through fre-
quency estimation based on memory accessibility, leading to the overestimation of risks
that are more salient in the informational environment. In digitally mediated contexts,
disproportionate exposure to rare but highly visible health threats amplifies this mechanism
by increasing cognitive availability independently of actual prevalence.

The framing effect operates through reference-dependent evaluation. According to
prospect theory, outcomes are assessed relative to a reference point, with loss aversion
producing asymmetrical sensitivity to negatively framed information. Identical statistical
information thus generates divergent interpretations depending on its presentation.

Within digital environments, these mechanisms operate in interaction with algorithmic
systems that structure exposure through ranking, personalization, and amplification. This
interaction reshapes informational input, systematically influencing risk perception and
credibility evaluation.

3.3. Social Cognition and the Evaluation of Information Sources

Human cognition is structured by social mechanisms for assessing trust, reputation,
and credibility [61-63]. These include specialized processes for identifying allies, evaluating
reputation, and detecting violations of reciprocity [61-63]. One such mechanism is the
cheater detection system, which enables the identification of individuals who benefit
without fulfilling social obligations [61,62]. Experimental evidence from the Wason selection
task shows that individuals solve logical problems more effectively when framed as social
contract violations rather than abstract rules, supporting the existence of domain-specific
mechanisms for detecting deception [27,28].

In digital environments, these mechanisms are activated through narratives implying
hidden interests or deceptive actors. Information framed as “exposing a fraud” or revealing
a “hidden truth” increases cognitive salience by engaging cheater detection processes more
strongly than neutral scientific explanations.

However, digital environments diverge from the conditions under which these
mechanisms evolved. Trust systems developed in contexts of repeated interactions and
observable reputation, whereas digital platforms enable anonymity and one-off inter-
actions. This reduces the reliability of reputation cues and increases susceptibility to
manipulative information.

Credibility evaluation is further shaped by in-group bias and social proof. Individuals
preferentially accept information originating from their social or digital communities, while
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information from out-groups is more likely to be discounted. Social proof reinforces this
pattern by linking perceived credibility to visible indicators of collective acceptance.

In digitally mediated environments, these mechanisms are operationalized through
cues such as peer endorsement, popularity metrics, and perceived authority, which function
as heuristic signals in credibility assessment [12,13].

3.4. Interaction Between Cognitive Mechanisms and Algorithmic Systems

Contemporary digital information systems rely on algorithmic selection, ranking, and
personalization, which structure the visibility of health information and shape user percep-
tion [9-11]. Under such conditions, interpretation is constrained by available information,
while absent information remains cognitively unrepresented, leading to incomplete or
biased judgments.

Algorithmic personalization further narrows the informational field by filtering con-
tent based on prior user behavior, increasing exposure to belief-consistent information.
This reinforces confirmation bias and facilitates the formation of echo chambers, reducing
the likelihood of correcting inaccurate health beliefs [3,9].

The interaction between cognitive mechanisms and algorithmic systems is also ev-
ident in the relationship between data structures and information processing. Machine
learning systems can reproduce biases embedded in data, presenting them as neutral
outputs [9], while users rely on these systems as external cognitive filters to manage
informational complexity.

Platform design elements—such as interface structure, source presentation, verifica-
tion labels, and reputation systems—function as heuristic cues in credibility evaluation.
Signals including institutional affiliation, expert markers, and fact-checking indicators
operate as digital equivalents of reputation cues. However, unlike in traditional social
environments, these signals are not necessarily aligned with source quality, increasing the
risk of misinterpretation.

At the same time, platform architectures prioritize engagement-driven interactions,
favoring rapid and emotionally salient content. Such conditions reduce the likelihood of
analytical processing and shift evaluation toward heuristic-based judgments.

Informational vulnerability emerges from the interaction between cognitive mecha-
nisms and algorithmically structured environments, where adaptive heuristics produce
systematically biased interpretations under altered informational conditions.

Recent studies suggest that generative Al systems further extend these dynamics by
synthesizing, prioritizing, and linguistically framing information before user evaluation
occurs. Unlike traditional search environments, conversational Al systems actively synthe-
size, prioritize, and linguistically frame information before user evaluation occurs, thereby
functioning not only as channels of access but also as interpretative intermediaries [17,18].
Consistent with earlier research emphasizing algorithmic filtering and platform-mediated
informational visibility [9-11], these developments further reinforce the need for explana-
tory approaches capable of accounting for how digitally structured environments condition
interpretation beyond individual informational competencies.

3.5. Conceptual Models of Digital Health Literacy

Conceptualizations of digital health literacy have evolved alongside changes in digital
information environments [6-8]. Existing models primarily examine the competencies and
structural conditions that enable individuals to access, evaluate, and use health information.

Early approaches, such as the “Lily” model [6], conceptualize digital health literacy as
a meta-literacy composed of interrelated analytical and contextual competencies. While
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foundational for operationalizing the construct, this model assumes that interpretation is
primarily a function of generalizable skills acquired through learning.

Subsequent frameworks expand this perspective by incorporating system-level factors.
The eHealth Literacy Framework (eHLF) emphasizes the interaction between individual
capabilities and characteristics of digital systems, including accessibility and usability [7,8].
Similarly, the Transactional Model conceptualizes literacy as a process spanning functional,
communicative, critical, and translational dimensions, with a focus on the integration of
information into health-related decision-making [8].

More recent approaches, such as the IDEAHL framework, situate digital health literacy
within broader systems of social determinants, distinguishing between structural and indi-
vidual factors [25]. However, under conditions of algorithmic personalization, perceived
informational competence may increase despite constrained informational exposure.

Despite these developments, existing models predominantly emphasize competencies
and access conditions, while the role of cognitive mechanisms of interpretation in algorith-
mically structured environments remains insufficiently theorized. From an evolutionary
perspective, interpretation depends not only on acquired competencies but on the align-
ment between cognitive architecture and the structure of the informational environment.
This dimension remains insufficiently theorized in existing models.

3.6. Theoretical Gaps in Existing Models of Digital Health Literacy

Despite the substantial development of digital health literacy models, the literature
reveals several conceptual limitations [6-8]. Most frameworks define digital health literacy
primarily as a set of individual competencies related to accessing, understanding, and
evaluating health information, implicitly treating interpretation as a function of general
cognitive abilities acquired through learning.

The first limitation concerns the insufficient integration of cognitive mechanisms.
Although cognitive processes are acknowledged to varying degrees across existing frame-
works, heuristics, cognitive biases, and other mechanisms of interpretation are rarely
treated as explicit explanatory components of health information interpretation. The sec-
ond limitation relates to the limited consideration of structural characteristics of digital
information systems, particularly algorithmic selection and personalization. These systems
shape informational exposure by filtering and prioritizing content, constraining the set of
inputs available for interpretation.

The third limitation is the fragmentation of the research field. Existing models rarely
integrate cognitive processes, social dynamics, and algorithmically structured environ-
ments within a unified analytical framework, resulting in partial explanations of health
information interpretation. In digital environments, evolutionarily shaped mechanisms
of trust and reputation assessment remain active but operate under conditions that differ
from those in which they evolved [14], further complicating interpretation processes.

These limitations become increasingly visible in environments shaped by generative
AL Unlike traditional digital environments, Al-mediated systems actively synthesize,
summarize, and frame information before user evaluation occurs, thereby influencing
interpretation itself rather than merely facilitating access to information. Recent studies
have consequently begun to shift attention from literacy-based explanations toward broader
concepts of informational and digital resilience that account for the ability to maintain
coherent interpretation under conditions of algorithmic mediation, information abundance,
and uncertainty [19,20]. Existing digital health literacy models only partially address these
developments, as they remain primarily oriented toward competencies rather than the
ecosystemic conditions under which interpretation emerges.
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These limitations require a framework that integrates cognitive, social, and techno-
logical dimensions into a unified analytical model. The novelty of IREM lies in a shift
from a competence-based to an interpretation-based explanatory framework. While exist-
ing digital health literacy models primarily explain how individuals access, understand,
and evaluate information, IREM explains how health information interpretation emerges
through interactions between cognitive mechanisms, social credibility dynamics, algorith-
mic mediation, and credibility infrastructure.

IREM departs from this logic by conceptualizing interpretation as an emergent out-
come generated through interactions between multiple layers of the digital information
ecosystem. Within this framework, cognitive heuristics and biases are treated as constitu-
tive interpretative mechanisms rather than secondary psychological modifiers; algorithmic
systems are conceptualized as active structures shaping informational exposure rather than
neutral delivery channels; and credibility infrastructure is isolated as a distinct analytical
layer influencing trust formation through platform-level signals, verification architectures,
and institutional markers.

As a result, the model explains not only why users differ in informational competen-
cies, but why individuals with formally sufficient digital health literacy may nevertheless
produce systematically distorted interpretations under conditions of algorithmically con-
strained visibility, socially reinforced credibility signals, and cognitively biased processing.

To enable a systematic comparison of existing digital health literacy frameworks, the
reviewed models were evaluated using a common analytical matrix derived from recurring
dimensions identified in the literature. The comparison was guided by six criteria: (1) con-
ceptualization of interpretation, referring to how the model explains the process of health
information interpretation; (2) directionality, referring to the nature of relationships be-
tween model components; (3) level of analysis, indicating where explanatory mechanisms
are primarily located; (4) primary explanatory focus, referring to the principal phenomenon
addressed by the framework; (5) underrepresented dimensions, identifying aspects insuffi-
ciently represented within the model; and (6) distinctive feature, indicating the principal
theoretical contribution or differentiating characteristic of the framework. Applying these
criteria consistently across all reviewed models enabled a structured comparison of their
explanatory assumptions, analytical coverage, and conceptual limitations. Table 4 provides
a comparative overview of existing models and their relation to the proposed informational
resilience framework.

While Table 4 focuses on conceptual and structural differences between frameworks,
Table 5 provides a complementary assessment of their analytical coverage across the key
dimensions of health information interpretation.

For the proposed IREM framework, these classifications refer to the explicit theoretical
incorporation of dimensions within the conceptual architecture of the model and should
not be interpreted as evidence of empirically demonstrated explanatory superiority.

Taken together, Tables 4 and 5 reveal that existing digital health literacy frameworks
differ substantially in their conceptual assumptions, explanatory mechanisms, and analyti-
cal coverage. Competence-based models primarily emphasize informational capabilities,
communicative models incorporate selected social processes, and system-oriented frame-
works extend analysis to broader structural determinants. However, the comparison also
demonstrates a persistent fragmentation of explanatory dimensions. Cognitive processing
mechanisms, social credibility dynamics, algorithmic mediation, and cross-level interac-
tions are typically addressed in isolation rather than as interdependent components of
health information interpretation. Consequently, the reviewed frameworks provide only
partial integration of these dimensions and do not fully account for their interaction within
contemporary digital information environments. This gap constitutes the principal the-
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oretical rationale for the development of the Informational Resilience Ecosystem Model

(IREM), which conceptualizes interpretation as an emergent outcome of interactions be-

tween cognitive, informational, social, and algorithmic processes operating across multiple

levels of the digital ecosystem.

Table 4. Comparative analysis of digital health literacy models using six-criterion analytical matrix.

Model Conceptualization Directionality Level of Analysis grlmary Ur.lderre.Presented Distinctive Feature
xplanatory Focus Dimensions
Cognitive Establishes the
I . Individual literacy processing foundational
nterpretation as a competencies and mechanisms, social literacy-based
Lily model [6] function of individual Linear (skills — use)  Individual competer s ’ X Y . .
. . information-use credibility dynamics,  approach to digital
meta-literacies R I . .
capabilities algorithmic health information
mediation use
I . User-system Cognitive Introduces system
. nterpretation as . . . . . e
eHealth Literacy . - Partially reciprocal interaction and processing characteristics as
interaction between L. . . .
Framework e (user- system Individual-system engagement with mechanisms and determinants of
user capabilities and ) 4 .o s : .
(eHLF) [7] - interaction) digital health algorithmic health information
system characteristics . o
services mediation engagement
. . Platform .
Interpretation as a Information— . Conceptualizes
) o architecture, .
. dynamic process . i communication— P health literacy as an
Transactional A . Processual, partially ~ Individual- . . algorithmic .
linking information, R .. action processes in . ongoing
Model [8] S cyclical communicative mediation, and -
communication, health communicative
. . . broader structural
and action decision-making . process
determinants
Cognitive
. . Social determinants, mechanisms, Links structural
Integrative Model ~ Interpretation shaped N - . s . "
. - Directional . information access, algorithmic inequalities and
of eHealth Use by social determinants Social-structural . - i
y ors (structure — use) and digital mediation, and access conditions to
(IMeHU) [64] and access conditions . X e . .
inequality credibility information use
evaluation processes
Interpretation within Eﬁgzlr;\l,?:éﬁﬁ;ir:;l’ lez)gcréls’t;ivne Extends analysis to
IDEAHL multi-level social and Multi-level, weakly Socio-technical / . P ng public health and
- R . . X determinants of mechanisms and . -
framework [57] institutional interactional public health system diei . socio-technical
d . igital health algorithmic
eterminants . - systems
literacy mediation
Interpretation as an -,
IREM— emergent multi-level .Cross-level. .Integrate.s cognitive,
. Conceptually interpretation informational, social,
Informational process shaped by d . Integrated ey . . L
e o . ynamic and . . processes linking Requires empirical and algorithmic
Resilience cognitive, social, 1. X socio-technical D . 1 . . -
. K multi-directional individual, social, validation dimensions within a
Ecosystem Model  informational, and ecosystem . . e
T framework informational, and unified explanatory
(proposed) algorithmic .
. ; technological factors framework
interactions
Table 5. Analytical coverage of key interpretative dimensions across reviewed frameworks.
Framework Cognitive Informational Social Algorithmic Cross-Level Integration
Lily Partial Strong Limited Absent Absent
eHLF Limited Strong Moderate Limited Partial
Transactional Moderate Strong Moderate Absent Limited
IMeHU Limited Moderate Strong Absent Partial
IDEAHL Limited Moderate Strong Limited Strong
IREM Strong Strong Strong Strong Strong

Note: “Strong” indicates that the dimension constitutes a central explanatory component of the framework;
“Moderate” indicates explicit and recurring treatment of the dimension, although it does not represent the primary
explanatory focus; “Partial” indicates limited but identifiable incorporation of the dimension through specific
elements or mechanisms; “Limited” indicates indirect or marginal consideration without explicit theoretical
integration; and “Absent” indicates that the dimension is not explicitly incorporated into the explanatory structure
of the model. For the proposed IREM framework, classifications reflect the explicit theoretical integration of
dimensions within the model rather than empirical validation of their explanatory effects.

4. Results of the Literature Analysis
4.1. Characteristics of Included Studies

The results present patterns identified through the thematic classification of stud-
ies shown in Table 3, focusing on methodological approaches, research topics, and
empirical patterns.
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The analyzed literature is methodologically heterogeneous. The dominant approach
consists of cross-sectional survey studies, primarily used to measure levels of digital health
literacy and related variables [31,34,43]. Experimental studies, qualitative research, and
cognitive interviews are also present, examining processes of information interpretation
and perceptions of digital health technologies [9,46]. Quantitative studies predominated
within the reviewed literature, while qualitative and experimental approaches were less
frequently represented. This methodological diversity was consistent with the study’s
objective of conceptual integration across heterogeneous research traditions.

Regarding measurement instruments, earlier studies predominantly employ the
eHealth Literacy Scale (eHEALS) [6], while more recent research uses more comprehen-
sive tools such as the Digital Health Literacy Instrument (DHLI) and HLS19-DIGI, which
include dimensions such as source credibility evaluation and privacy management [43,64].

Sample sizes vary considerably. Experimental studies typically involve smaller
samples, whereas population-based studies—particularly those based on HLS19 data—
include large cross-national samples, enabling comparative analyses across social and
demographic groups.

Thematically, the studies cluster into several key areas. The first concerns the evalua-
tion of health information credibility, where findings indicate that algorithmic transparency
and content presentation significantly influence perceived reliability and user trust [9,26].

The second area addresses levels of digital health literacy across populations. Studies
consistently show associations between literacy levels and health outcomes, with age,
education, and socioeconomic status as significant predictors [31,34,43]. Generational
patterns indicate that older populations exhibit lower digital competencies, while younger
populations often demonstrate limitations in critical evaluation despite higher exposure
to technology [31,41,52].

The third area examines the relationship between digital health literacy and trust in
medical authorities. Higher literacy levels are associated with increased decision-making
autonomy, but may also correspond to reduced trust in healthcare professionals [37,55].
Credibility assessments are frequently based on superficial cues, such as interface design or
professional terminology [12,13].

Qualitative findings highlight the role of privacy and data security perceptions. De-
cisions regarding the sharing of health information reflect perceived trade-offs between
benefits and risks, with concerns about data misuse acting as a barrier [13,38].

Secondary literature identifies digital platforms, particularly social media, as central
to the dissemination of health information. Platforms such as Twitter, YouTube, and TikTok
function as major distribution channels, including for misinformation [1-3]. Research on
infodemics shows that such content influences risk perception, mental health, and trust in
health institutions.

4.2. Thematic Synthesis of Empirical Findings

The first pattern highlights the limitations of digital health literacy as a standalone
explanatory framework [39]. The reviewed studies show that access to and understanding
of information do not necessarily lead to accurate interpretation or evaluation, indicating
that informational competencies alone are insufficient for explaining credibility assessment
in complex digital environments.

The second pattern concerns the persistence of misinformation effects. Empirical
findings demonstrate that misinformation continues to influence health risk perception
even after correction [12,53]. This continued influence effect reflects the stability of initially
formed cognitive representations.
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The third pattern concerns the relationship between digital health literacy, autonomy,
and trust. Higher levels of digital health literacy are associated with greater decision-
making autonomy, but also with increased skepticism toward expert authority [37,55].
Quantitative evidence also indicates that higher levels of digital health literacy may be
associated with reduced trust in physicians. Increased exposure to health information is
also linked to the emergence of cyberchondria.

The fourth pattern reflects the influence of algorithmic systems on interpretation and
emotional responses [9,11]. Algorithmically generated outputs can reduce the perceived
need for verification while increasing health-related anxiety. At the same time, algorithmic
transparency may reduce uncertainty and support more informed decision-making.

Overall, the findings indicate that algorithmic systems shape not only the availability
of information, but also the interpretative and emotional conditions under which health-
related content is evaluated.

These findings also reveal important tensions in the literature. Higher levels of digital
health literacy are associated both with increased decision-making autonomy and with
reduced trust in expert sources. Similarly, evidence on misinformation correction remains
inconsistent, indicating that informational interventions alone may not be sufficient to
counteract persistent cognitive effects. These tensions highlight the need for integrative
frameworks that account for the interaction between cognitive, social, and algorithmic
conditions of interpretation.

4.3. Methodological Characteristics of the Literature

The literature is methodologically dominated by quantitative approaches, particularly
cross-sectional surveys and experimental designs. Most studies rely on standardized
instruments for measuring digital health literacy.

The most frequently used instrument is the eHealth Literacy Scale (eHEALS) [6],
which assesses self-reported abilities to seek, understand, and evaluate health information.
Although widely applied and internally consistent, it primarily captures perceived rather
than actual competencies, leading to potential discrepancies between self-assessment
and performance.

More recent instruments aim to capture broader dimensions of digital interaction. The
Digital Health Literacy Instrument (DHLI) includes components such as information search-
ing, source evaluation, relevance assessment, content creation, and privacy management,
while the Transactional eHealth Literacy Instrument (TeHLI) [8] extends measurement to
functional, communicative, critical, and translational dimensions.

The HLS19-DIGI instrument has been increasingly used in international research, enabling
cross-country comparisons and integrating digital literacy within a broader health literacy
framework [43]. Despite these developments, self-report measures remain predominant.

Consequently, the literature highlights the need for performance-based approaches
that assess users’ actual abilities to locate and evaluate digital health information.

Experimental studies typically employ controlled online designs to examine the effects
of information presentation, algorithmic transparency, and generative Al systems on per-
ceived credibility [9,11]. Qualitative studies provide insight into interpretative processes,
particularly in relation to trust, information sharing, and privacy perceptions [13,38].

Secondary literature includes systematic reviews and meta-analyses; however, the
predominance of cross-sectional designs limits causal inference and the analysis of
temporal change.

The instruments presented in Table 6 show partial conceptual convergence in mea-
suring core dimensions such as information searching, evaluation, and application. At
the same time, they diverge in their capacity to capture higher-order processes, including
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communication, decision-making, and interaction with digital environments. Differences

are also evident in the balance between self-reported and performance-based measures, as

well as in sensitivity to contextual and population-specific factors.

Table 6. Main instruments used to measure digital health literacy in the literature.

Instrument Main Dimensions Strengths Limitations Conceptual C(.)nceptual
Convergence Divergence
Excludes
Self-perceived Widely used: Measures Converges with performance-
eHEALS (eHealth ability to find, cross—la}; ua Ie perceived rather information based skills,
Literacy Scale) [6] evaluate, and valida tion'geasg to than actual skills; seeking and behavioral
Y apply digital o easy developed in Web evaluation outcomes, and
. . administer . .
health information 1.0 context constructs algorithmic
contexts
hi .
S\?:flia;ir;lg, Combines Some subscales Converges with
DHLI (Digital reliabilit & self-report and show lower functio%lal and Extends literacy to
Health Literacy relevance co}lz tent performance reliability; critical dieital privacy and
Instrument) [65] . elements; broad validated on . & content creation
creation, privacy i 1 hteracy
protection coverage specific samples
Functional, . .
TeHLI communicative Captures Converges with Emphasizes
(Transactional critical. and ’ communication Limited validation higher-order behavioral
eHealth Literacy transla t,ional and application across contexts communicative transformation
Instrument) [8] literacy processes literacy beyond access

. I‘ntegratlon of Cross-country Ceiling effects; Converges with Embeds dl.glt.al
digital and general validation; limited eneral health literacy within
HLS19-DIGI [43] health literacy; ’ o mnee gene broader
. . : system-level discrimination in literacy
interaction with . . system-level
. alignment some populations frameworks .
services competencies
Device use, . .
Digital Health comprehension, Context-specific; . Convgrges with Empha51'2('es
. L . . Requires further functional and age-specific
Literacy Scale for decision-making, tailored to older L. L . o
. - . validation decision-making usability and
Older Adults [41] intention to use populations . . . .
dimensions adoption barriers

services

Importantly, none of the instruments captures the interaction between cognitive pro-

cessing mechanisms, social credibility signals, and algorithmically structured information
environments. As a result, they operationalize fragmented constructs of digital health liter-
acy, focusing primarily on individual competencies rather than on the processes shaping
interpretation in digital ecosystems.

These limitations highlight the need for integrative frameworks capable of capturing
multi-level dynamics of interpretation, as proposed in this study.

While computational text-based approaches could provide additional insight into the
overlap and divergence of instrument constructs, the present analysis is limited to concep-
tual comparison at the level of dimensions. The integration of such methods represents a
direction for future research.

4.4. Synthesis of Interpretative Mechanisms and Emergent Dimensions

The analysis demonstrates that patterns of health information interpretation in digital
environments are shaped by the interaction between cognitive heuristics and the structural
properties of digital information systems.

Empirical findings show that credibility assessments are frequently based on heuristic
cues such as source prominence and perceived authority. Information positioned at the top
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of search results or presented through algorithmically mediated systems tends to receive
higher levels of trust [9,11].

Cognitive biases further influence interpretation. Confirmation bias and motivated
reasoning reinforce belief-consistent information processing [15,16], while discrepancies
between self-perceived and actual evaluative abilities may contribute to overconfidence in
information assessment [31,42].

These patterns reflect systematic cognitive vulnerabilities linked to the structure and
presentation of information in digital environments.

The identified patterns can be organized into a set of higher-level dimensions de-
scribing the conditions under which health information is interpreted. The dimensions
presented in Table 7 are derived from the thematic clusters identified in the literature
but represent a conceptual synthesis that integrates cognitive, informational, social, and
algorithmic processes into a unified analytical structure.

Table 7. Mapping empirical findings to the dimensions of informational resilience.

Dimension of
Informational Resilience

Key Findings in the Literature Representative Studies

Cognitive dimension

Evaluation of health information relies

on heuristic cues (e.g., source

prominence, visual design, perceived Wu et al. [11]; Wang et al. [10];
authority), while cognitive biases (e.g.,  van der Meer and Jin [12];
confirmation bias, motivated reasoning) Papp-Zipernovszky et al. [44]
shape interpretation and sustain

misleading beliefs

Informational dimension

Digital health literacy extends beyond
access and comprehension to include
critical evaluation, comparison of
sources, and recognition of bias;
empirical findings indicate persistent
difficulties in credibility assessment and
detection of misleading content

Levin-Zamir et al. [43]; Park and
Kwon [46]; Estrela et al. [34]

Algorithmic dimension

Algorithmic ranking, personalization,
and recommendation systems structure
information visibility and exposure,
shaping perceived relevance and
implicit credibility judgments

Wu et al. [11]; Wang et al. [10];
Suarez-Lledo et al. [1]

Social dimension

Interpretation occurs within socially
mediated environments, where social

proof, peer dynamics, and community Merga [44]; Suarez-Lledo et al. [1];
interactions influence exposure, do Nascimento et al. [2]
credibility judgments, and content

amplification

Credibility infrastructure dimension

Platform design features, transparency

cues, and institutional signals shape

perceived trustworthiness by enabling or  Qiu et al. [48]; Wu et al. [11];
constraining verification, Busch-Casler and Radic [13]
contextualization, and evaluation

processes

The dimensions presented below do not represent thematic categories of the literature,
but higher-order analytical constructs derived through the integration of mechanisms
identified across thematic domains.
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The dimensions presented below do not represent thematic categories of the literature,
but higher-order analytical constructs derived through the integration of mechanisms
identified across thematic domains. The proposed dimensions are summarized in Table 7.

The model integrates these five dimensions within a multilayered ecosystem in
which health information interpretation emerges from their interaction. Informational
resilience is not conceptualized as a separate dimension, but as an emergent property
generated through the dynamic interplay of cognitive, informational, social, algorithmic,
and infrastructural conditions.

4.5. Research Gaps in the Literature

The analysis identifies several conceptual and empirical gaps in the literature.

First, research predominantly focuses on individual competencies related to accessing,
understanding, and evaluating health information [6,9,26], while the interaction between
individual competencies and structurally mediated informational conditions remains com-
paratively underexamined. As a result, informational challenges are often framed as
individual deficits rather than as outcomes of interaction between cognitive processes and
digital infrastructures [6,26].

Second, empirical research largely relies on self-report instruments. As shown in
Table 6, these approaches measure perceived rather than actual competencies, creating po-
tential discrepancies between self-assessment and performance, particularly in the presence
of cognitive biases such as the Dunning-Kruger effect.

Third, the literature exhibits geographical and demographic imbalances. Most studies
are concentrated in Europe, the United States, and China, with limited attention to other
regions and vulnerable populations affected by digital inequality and health disparities.

Fourth, findings on misinformation correction remain inconsistent. While some studies
report reduced effects following corrective interventions, others demonstrate the persistence
of inaccurate beliefs, indicating the influence of cognitive mechanisms such as confirmation
bias and motivated reasoning [12,53].

Fifth, despite increasing interest in artificial intelligence, limited research has examined
how Al-mediated information environments interact with cognitive, social, and credibility-
related processes involved in health information interpretation.

Finally, the literature remains theoretically fragmented. Research on digital health
literacy, misinformation, and cognitive biases develops largely in parallel, with limited inte-
gration into explanatory frameworks capable of accounting for their interaction [15,39,53].

These domains are frequently examined in parallel rather than through explanatory
models capable of accounting for their interaction.

Table 8 synthesizes the main empirical findings identified in the literature and high-
lights corresponding research gaps across the five dimensions of informational resilience.
While existing research provides substantial evidence on informational competencies and
algorithmic exposure, important gaps remain in the integration of cognitive mechanisms,
social dynamics, and credibility infrastructure. In particular, the interaction between these
dimensions remains insufficiently explored, indicating the need for integrative and multi-
level analytical approaches. This structured overview supports the positioning of IREM as
a framework that addresses these gaps by linking previously fragmented domains into a
unified model of health information interpretation.

The table thus provides a structured analytical bridge between the literature synthesis
and the conceptual development of the Informational Resilience Ecosystem Model (IREM).
Figure 3 illustrates how interpretative mechanisms identified across the thematic domains
are synthesized into the higher-order dimensions that constitute the conceptual architecture
of IREM.
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Table 8. Summary of established findings and research gaps across dimensions of informational resilience.

Dimension Established Findings Key Gaps
Cognitive Heuristics and biases shape interpretation Limited empirical operationalization
Informational Literacy supports access and evaluation Insufficient for explaining interpretation
Algorithmic Visibility and ranking shape exposure Interaction with cognition underexplored
Social Social proof influences credibility Role in misinformation amplification
Credibility infrastructure Platform signals guide trust Misalignment with actual credibility
Cognitive biases and Digital health literacy Social credibility Algorithmic Credibility
heuristics mechanisms dynamics mediation processes infrastructure signals
v v v v v

B

-

Synthesized mechanisms of health information interpretation

Cognitive
dimension

v

Informational Social ‘ Algorithmic inf:::::;ty,e
dimension dimension dimension dimensio‘:\

A

INFORMATIONAL RESILIENCE

Figure 3. Conceptual integration of synthesized interpretative mechanisms into the higher-order
dimensions of the Informational Resilience Ecosystem Model (IREM). Arrows indicate the conceptual
progression from synthesized interpretative mechanisms to the five analytical dimensions and
their integration into informational resilience. Grey boxes represent synthesized interpretative
mechanisms, whereas blue boxes represent the analytical dimensions and the overarching construct
of informational resilience.

Building on this analytical synthesis, the following section presents IREM as a config-
urational framework for understanding health information interpretation within algorith-
mically mediated environments.

5. Conceptual Model of Informational Resilience in Digital
Health Environments

The Informational Resilience Ecosystem Model (IREM) integrates cognitive mech-
anisms of information interpretation, informational competencies, and algorithmically
structured digital environments into a unified analytical framework.

The analysis indicates that health information interpretation in digital contexts does
not result solely from individual competencies, but from the interaction between cogni-
tive processes, social signals, and the structural properties of digital information systems.
Existing models primarily emphasize user skills [6-8], while contemporary digital environ-
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ments are characterized by algorithmic selection, personalization, and socially mediated
content distribution.

Under these conditions, information evaluation is shaped not only by content
credibility but also by heuristic and structural cues, including visibility, source reputa-
tion, social validation, and interface design. Cognitive mechanisms that evolved for
adaptive decision-making may, in digitally mediated environments, produce systematic
interpretative biases [9,11,12,14].

Informational resilience is conceptualized not as an individual attribute, but as an
emergent property of digitally structured interpretative environments. Within the present
framework, it denotes the capacity of an interpretative system to maintain coherent and crit-
ically evaluative processing of health information under conditions of informational uncer-
tainty, algorithmic filtering, social reinforcement, and cognitive vulnerability. Informational
resilience therefore does not describe a stable personal competency, but a configurational
property arising from the interaction between cognitive processes, informational competen-
cies, social credibility dynamics, algorithmic mediation, and credibility infrastructure.

Digital health literacy explains whether individuals possess the competencies required
to engage with health information; informational resilience explains whether those compe-
tencies can translate into coherent interpretation under conditions of algorithmic filtering,
social reinforcement, and cognitive vulnerability. Informational resilience is also distinct
from media literacy. Whereas media literacy primarily focuses on the critical analysis
of media content and communication processes, informational resilience focuses on the
interaction of cognitive mechanisms, social credibility cues, algorithmic mediation, and
credibility infrastructures that shape interpretative outcomes in digital health environments.

5.1. Proposed Dimensions of the Informational Resilience Model

Informational resilience is conceptualized as an emergent property of an interpretative
ecosystem arising from interactions among cognitive, informational, social, algorithmic,
and infrastructural conditions.

The model comprises five interrelated dimensions because the literature analysis
consistently revealed five analytically distinct categories of mechanisms required to ex-
plain health information interpretation in digitally mediated environments. Cognitive
mechanisms explain how information is processed; informational mechanisms explain
how it is accessed and evaluated; social mechanisms explain how credibility is influenced
by social interaction; algorithmic mechanisms explain how exposure is structured; and
credibility infrastructure explains how trust is signaled through platform architectures. The
dimensions were retained because each captures a distinct explanatory component that
could not be fully subsumed without substantial loss of explanatory specificity.

The Informational Resilience Ecosystem Model (IREM) operationalizes this property
through five interrelated dimensions: cognitive, informational, social, algorithmic, and
credibility infrastructure. These dimensions were derived through iterative conceptual
synthesis of mechanisms identified across thematic domains in the literature and were
retained based on their explanatory specificity and analytical non-redundancy. The result-
ing dimensions therefore represent higher-order analytical constructs developed through
integration of mechanisms identified across multiple thematic domains rather than direct
translations of the thematic clusters used during the literature analysis.

(a) Cognitive dimension

The cognitive dimension refers to psychological mechanisms that shape information
interpretation, including the recognition and regulation of heuristics and cognitive biases
such as availability effects and framing (C1) [14,16]. These mechanisms structure evaluation
by prioritizing salient cues, reducing complexity, and guiding credibility judgments. Under
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conditions of uncertainty, they enable rapid assessment but may also produce systematic
distortions in risk perception and interpretation.

(b) Informational dimension

The informational dimension encompasses competencies required to access, under-
stand, evaluate, and apply health information (C2) [6-8]. While these competencies form
the basis of digital health literacy, they do not ensure coherent interpretation. Informational
processing depends on the interaction between user capabilities, cognitive mechanisms,
and the structure of the informational environment.

(c) Social dimension

The social dimension captures the influence of socially mediated cues on interpretation,
including social proof, peer influence, and perceived credibility (C3) [12,13]. Users rely on
signals such as endorsements, popularity metrics, and perceived expertise as heuristic indi-
cators of reliability. These processes embed information evaluation within social contexts,
where group dynamics and selective exposure can reinforce existing interpretations.

(d) Algorithmic dimension

The algorithmic dimension refers to the role of digital platforms in structuring infor-
mational environments through content selection, ranking, and personalization (C4) [9-11].
These mechanisms shape exposure by prioritizing certain content while limiting informa-
tional diversity, influencing the inputs available for cognitive processing.

(e) Credibility infrastructure dimension

The credibility infrastructure dimension includes platform-level design features that
signal trustworthiness, such as verification labels, source attribution, and institutional
indicators (C5) [12,13]. These elements function as heuristic proxies for credibility, particu-
larly in high-volume environments, linking platform structure with cognitive evaluation
processes. Unlike the algorithmic dimension, which structures informational exposure
and visibility, the credibility infrastructure dimension refers specifically to platform-level
trust-signaling architectures that shape the contextual evaluation of information.

5.2. Theoretical Bridging Between Existing Models and the Informational Resilience Model

The proposed model builds on established frameworks of digital health literacy while
extending their analytical scope. Early models, such as the Lily model [6], conceptualize
digital health literacy as a set of competencies required to access, understand, and use
health information. Subsequent approaches, including the eHealth Literacy Framework [7]
and the transactional model [8], introduce interaction between users and digital systems
and emphasize the processual nature of information use.

IREM retains these elements but extends them by incorporating additional dimensions:
cognitive mechanisms of interpretation, social dynamics of digitally mediated communica-
tion, and the algorithmic and infrastructural properties of digital platforms. This integration
draws on insights from cognitive science, evolutionary psychology, and research on digital
information systems.

The key theoretical shift is from a competence-based perspective to an understanding
of health information interpretation as a context-dependent process shaped by metacogni-
tive regulation within algorithmically structured environments. Under such conditions,
effective interpretation requires not only accessing and understanding information, but also
recognizing the mechanisms that shape its visibility, distribution, and perceived credibility.

IREM conceptualizes informational resilience as an emergent capability arising
from the interaction between cognitive processes, informational competencies, social
signals, and algorithmically structured environments. This reconfiguration integrates
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individual-level capacities with cognitive biases and platform-level structures within a
single analytical framework.

The model advances existing approaches by explaining how cognitive biases, social
credibility cues, and algorithmic structures jointly produce systematic patterns of interpre-
tation, rather than treating these factors as separate domains.

5.3. Informational Resilience Model

Based on the theoretical synthesis, the Informational Resilience Ecosystem Model
(IREM) is proposed as a conceptual framework integrating cognitive mechanisms, infor-
mational competencies, social credibility dynamics, algorithmic structures of information
distribution, and credibility infrastructure. The model conceptualizes health information
interpretation as a multi-level process emerging across five interdependent dimensions of
the digital interpretative ecosystem.

The concentric organization of the model reflects the theoretical assumption that
interpretative outcomes emerge through reciprocal interactions between cognitive processes
and structurally mediated informational conditions, rather than through linear causal
sequences. The overall conceptual structure of the Informational Resilience Ecosystem
Model (IREM) is illustrated in Figure 4.

Dimensions of the Informational Resilience
Ecosystem Model (IREM)

1 Cognitive Dimension
2 Informational Dimension
3 Social Dimension

. 4 Algorithmic Dimension

IREM

@ 5 Credibility Infrastructure Dimension
Emergent Informational Resilience

Figure 4. Informational Resilience Ecosystem Model (IREM) in algorithmically mediated digital
health information environments. Circular arrows indicate the continuous and multidirectional
interactions among the five dimensions of the model.

The model is represented as a concentric, multilayered structure reflecting non-linear
and interdependent relationships between dimensions. The five dimensions identified in
Table 7—cognitive, informational, social, algorithmic, and credibility infrastructure—form
a configurational interpretative system in which each layer shapes how health information
is interpreted. At the individual level, cognitive processes and informational competencies
shape how information is accessed, understood, and evaluated. These processes operate
within socially mediated contexts, where credibility judgments are influenced by social
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proof, peer interaction, and community dynamics. At the structural level, algorithmic
systems shape informational visibility and distribution through ranking, personalization,
and recommendation mechanisms. These dynamics are embedded within a broader cred-
ibility infrastructure defined by platform design, transparency cues, verification signals,
and institutional markers that condition how information is contextualized and trusted.
Within this framework, informational resilience emerges as a system-level property
arising from interactions between cognitive, social, informational, algorithmic, and infras-
tructural conditions of interpretation. The model therefore explains health information
interpretation not as an outcome reducible to individual literacy competencies, but as a
configurational process shaped by digitally structured informational environments.

Generative Al and Health Information Interpretation

The increasing integration of generative Al into digital health environments introduces
additional conditions affecting health information interpretation across all dimensions of
IREM [10,17,18]. Unlike conventional search and recommendation systems that primarily
influence information visibility and exposure, generative Al systems participate directly
in the construction of informational content through synthesis, contextualization, summa-
rization, and linguistic framing. Within the cognitive dimension, this may alter evaluative
processes by reducing reliance on independent information search and comparison, in-
creasing dependence on Al-generated interpretations. Within the informational dimension,
Al-generated responses may facilitate access to complex health information while simul-
taneously reducing visibility of evidential uncertainty, source diversity, and competing
explanations. Within the social dimension, conversational Al may function as a perceived
source of expertise, influencing credibility assessments that have traditionally depended on
professional authority, peer interaction, and community validation. Within the algorithmic
dimension, mediation extends beyond content selection and personalization to include
the generation and framing of information itself, influencing not only what information is
encountered but also how it is interpreted. Within the credibility infrastructure dimension,
transparency, source attribution, and traceability become increasingly important because
the relationship between information and its original source may become less directly
observable. Collectively, these developments indicate that generative Al influences the
cognitive, informational, social, algorithmic, and infrastructural conditions through which
health information is interpreted, further supporting the conceptualization of interpretation
as an emergent outcome of interactions within the digital information ecosystem.

5.4. Operationalization and Empirical Validation of the Informational Resilience Ecosystem Model

Although IREM is proposed as a conceptual framework and has not yet undergone
empirical validation, its dimensions can be operationalized through observable constructs
and empirically examined using established quantitative, qualitative, and experimental
approaches. The framework was designed not only to provide theoretical integration, but
also to support future empirical research on health information interpretation in algorithmi-
cally mediated environments. The examples presented below are illustrative and intended
to demonstrate potential pathways for empirical examination rather than to prescribe a
fixed measurement framework. The proposed operationalization of the IREM dimensions
is summarized in Table 9.

Collectively, these operationalizations demonstrate that the dimensions of IREM
can be translated into empirically observable variables and examined using established
research methodologies. While each dimension represents a distinct analytical component
of the framework, health information interpretation is conceptualized as a configurational
outcome of their interaction rather than as the product of any single dimension in isolation.
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Table 9. Proposed operationalization and empirical examination of the Informational Resilience

Ecosystem Model (IREM).

IREM Dimension

Example Variables

Example Indicators

Data Collection Methods

Research Designs

Cognitive dimension

Confirmation bias,
heuristic reliance, framing
sensitivity, misinformation
susceptibility

Accuracy of credibility
judgments, recognition of
misleading information,
framing effect scores,
accuracy in misinformation
detection tasks

Experimental tasks,
vignette studies,
misinformation detection
tests, surveys

Controlled experiments,
cross-sectional studies,
longitudinal studies

Informational dimension

Digital health literacy,
source evaluation ability,
information verification
behavior, evidence
appraisal skills

Accuracy in identifying
reliable sources, source
verification frequency,
information comparison
accuracy, evidence
evaluation scores

Standardized
questionnaires, surveys,
performance-based
assessment tasks

Cross-sectional surveys,
validation studies,
mixed-method studies

Social dimension

Social proof reliance, peer
influence, trust in online
communities, perceived
source expertise

Influence of likes, shares,
endorsements, and expert
recommendations on
credibility judgments; trust
ratings; community
engagement measures

Surveys, interviews, focus
groups, social network
analysis

Cross-sectional studies,
qualitative studies,
mixed-method research

Algorithmic dimension

Algorithmic awareness,
personalization exposure,
content diversity,
exposure concentration

Awareness of filtering
mechanisms, diversity of
encountered information
sources, exposure to
belief-congruent content,
perceived influence of
recommendations

Simulated search
environments,
platform-use diaries,
behavioral tracking,
digital trace data

Experimental studies,
behavioral studies,
longitudinal studies

Credibility infrastructure
dimension

Source transparency,
verification cue utilization,
institutional trust markers,
platform trust cues

Recognition and use of
verification labels, source
attribution behavior, trust in
institutional affiliations,
responses to transparency
disclosures

Interface evaluation
studies, usability testing,
surveys, eye-tracking
studies

Experimental studies,
usability studies,
comparative platform
studies

Note: The variables and indicators presented in this table are illustrative rather than exhaustive and are intended
to demonstrate how the dimensions of IREM may be operationalized and empirically examined in future research.

Future empirical studies may therefore examine individual dimensions separately
or investigate their direct, indirect, and moderating relationships within integrated ex-
planatory models. Depending on the research objective, the framework may be applied
using survey-based, experimental, longitudinal, qualitative, or mixed-method research
designs. Such approaches would enable researchers to assess how cognitive processes,
informational competencies, social credibility dynamics, algorithmic exposure, and credi-
bility infrastructures jointly influence the interpretation of health information in digitally
mediated environments.

Within this framework, informational resilience may be conceptualized and empir-
ically examined as a higher-order construct reflecting the capacity to maintain coherent,
critical, and evidence-oriented interpretation of health information despite exposure to
misinformation, algorithmic filtering, social influence, and cognitive bias. Consequently,
empirical validation of IREM should focus not only on the measurement of individ-
ual dimensions but also on the examination of their interactions within complex digital
information ecosystems.

5.5. Implications of the Informational Resilience Model for Research and Practice

The model articulates implications at three interrelated levels: cognitive (user training),
communicative (health messaging), and structural (platform design). It further provides a
basis for advancing digital health literacy research and for developing interventions that
enhance health information interpretation in digital environments. This highlights the
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practical relevance of the model for the design of interventions that go beyond competence-
based approaches and address the conditions under which interpretation occurs.

First, it highlights the need for methodological expansion. Existing studies predomi-
nantly rely on self-report instruments that measure perceived competencies, which may
not reflect actual evaluative performance. The framework supports the development of
performance-based approaches, including experimental evaluation tasks, simulated search
environments, and misinformation detection measures.

Second, the model requires the integration of multiple levels of analysis. Health
information interpretation is shaped by the interaction between cognitive processes, social
dynamics, and algorithmic systems. Future research should therefore examine these
dimensions jointly rather than in isolation.

Third, the model informs the design of public health and educational interventions.
Approaches focused primarily on access and comprehension are insufficient in algorithmi-
cally structured environments. Effective interventions should incorporate metacognitive
training, including recognition of cognitive biases, understanding of algorithmic content
distribution, and critical evaluation of social credibility signals.

Fourth, the framework provides a basis for analyzing the spread of health misin-
formation. It enables the examination of how cognitive heuristics, social dynamics, and
algorithmic selection jointly shape user vulnerability, rather than attributing misinformation
solely to knowledge deficits.

Informational resilience represents a system-level capability for navigating digital
health environments, where information abundance does not ensure credibility.

The framework also supports future empirical research. Subsequent studies may
examine how cognitive, informational, social, and algorithmic dimensions jointly influence
interpretation, including potential moderating effects of algorithmic awareness on the
relationship between digital health literacy and misinformation detection.

6. Discussion

This study reconceptualizes digital health literacy by shifting the analytical focus from
individual competencies to the conditions under which health information is interpreted.
Rather than simply extending existing models, the Informational Resilience Ecosystem
Model (IREM) proposes an alternative conceptualization of health information interpreta-
tion by treating it as an emergent outcome of interacting cognitive, social, and algorithmi-
cally structured processes. The findings suggest that misinformation cannot be explained
solely as a failure of knowledge, but may also emerge from the interaction of cognitive and
algorithmic structures that shape interpretation. Under these conditions, interpretation
becomes context-dependent and structurally mediated, challenging competency-based
models that assume a direct relationship between knowledge and evaluative accuracy.

Existing approaches predominantly isolate individual, social, or structural factors.
In contrast, IREM demonstrates that interpretative outcomes arise from their interaction.
This shift is not additive but configurational, as the model reorganizes previously isolated
analytical domains into an integrated explanatory structure.

In this sense, informational resilience is not derived directly from prior models but
emerges from the integration of mechanisms that have previously been studied in isolation.
The model therefore operates as an integrative explanatory framework that conceptualizes
digital health literacy as a system-level property of human—-information interaction within
algorithmically mediated environments.
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6.1. Theoretical Contributions of the Informational Resilience Model

The proposed model contributes to digital health literacy theory by shifting the ana-
lytical focus from individual competencies to the interpretative conditions under which
health information is encountered and evaluated. Rather than extending existing frame-
works through the addition of new variables, IREM reorganizes the explanatory structure
of interpretation itself. The novelty of the model does not lie in introducing previously
unidentified variables. Rather, it lies in reconceptualizing health information interpretation
as an emergent outcome of interactions among mechanisms that have largely been exam-
ined separately across digital health literacy, cognitive science, misinformation research,
and studies of algorithmically mediated communication. Existing frameworks primarily
explain individual competencies or user—system interactions, whereas IREM explains how
interpretative outcomes emerge from the configuration of cognitive, informational, social,
algorithmic, and infrastructural conditions. The model therefore contributes a system-
level explanatory structure that reorganizes previously fragmented mechanisms into an
integrated framework of interpretation. Competence-based models generally assume that
interpretative accuracy depends primarily on informational skills and critical evaluation
abilities. In contrast, the proposed framework argues that interpretation is structurally con-
ditioned prior to conscious evaluation, as informational exposure is shaped by algorithmic
filtering, social amplification, platform architecture, and heuristic processing mechanisms.

Within this framework, cognition is repositioned from a background assumption to
a constitutive explanatory dimension. Heuristics, cognitive biases, and metacognitive
regulation are treated as mechanisms actively shaping interpretative outcomes under
conditions of uncertainty. At the same time, algorithmic systems are conceptualized not as
neutral channels of information delivery, but as structures that organize visibility, salience,
and credibility. The model further isolates credibility infrastructure as a distinct analytical
layer through which platform design, verification systems, interface cues, and institutional
markers influence trust formation and informational interpretation.

The increasing integration of generative Al into digital health ecosystems further
highlights the relevance of ecosystem-level explanatory approaches. In contrast to earlier
information environments centered primarily on retrieval and evaluation, contemporary
Al-mediated systems increasingly shape interpretation through automated synthesis, con-
versational framing, and adaptive personalization [17,18]. Under such conditions, models
limited to individual informational competencies become insufficient for explaining how
interpretative outcomes emerge within digitally structured environments.

Accordingly, IREM conceptualizes informational resilience not as a stable individual
trait nor as a discrete competency, but as a system-level property arising from interac-
tions between cognitive, social, informational, algorithmic, and infrastructural conditions
of interpretation.

6.2. Implications for Health Communication and Digital Environments

The model implies that interventions targeting digital health literacy must move beyond
competence-based approaches. Strengthening informational resilience requires addressing
cognitive biases, social credibility dynamics, and algorithmic exposure simultaneously.

Health communication strategies should therefore be designed in alignment with
cognitive processing mechanisms, accounting for how individuals interpret information
under uncertainty rather than assuming analytically driven evaluation.

At the platform level, the findings position digital infrastructures as active determi-
nants of interpretation. Algorithmic transparency, credibility signaling, and interface design
become critical intervention points, as they structure the informational inputs on which
evaluation is based.
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The model thus supports a shift from user-centered interventions toward multi-level
strategies that integrate cognitive training, communication design, and platform governance.

6.3. Limitations of the Model and Directions for Future Research

The proposed model is conceptual and therefore requires empirical validation. Fu-
ture research should examine the relationships between cognitive, informational, social,
algorithmic, and infrastructural dimensions, particularly their combined effects on health
information interpretation within digitally mediated settings. Its applicability across di-
verse socio-cultural contexts also remains to be established, especially in environments
shaped by digital inequality and uneven access to informational resources.

Additional limitations arise from the integrative scope of the framework itself. Be-
cause the model synthesizes mechanisms originating from heterogeneous disciplinary
traditions, the analytical boundaries between dimensions may remain partially fluid in
empirical applications. Furthermore, specific mechanisms may operate differently across
platform architectures, cultural contexts, and levels of algorithmic exposure, limiting direct
generalizability across informational contexts.

Methodologically, the framework is based on a concept-driven analytical synthesis
informed by systematic review procedures rather than on protocol-based evidence aggre-
gation. Although this approach enables theoretical integration across fragmented domains,
it also introduces interpretative contingency in reconstructing relationships between mech-
anisms, dimensions, and levels of analysis. In addition, the proposed dimensions have not
yet undergone psychometric operationalization, longitudinal validation, or cross-contextual
testing. The proposed framework may be empirically examined through multilevel designs
combining cognitive assessment, behavioral measures of information evaluation, platform
interaction analysis, and indicators of algorithmically mediated informational exposure.

A further challenge concerns the operationalization of informational resilience itself.
Future measurement approaches should move beyond self-report instruments and incor-
porate performance-based indicators capable of capturing actual interpretative behavior,
including heuristic susceptibility, misinformation recognition, credibility evaluation, and
interaction with algorithmically curated content.

Such limitations are characteristic of concept-driven explanatory modeling, where
theoretical integration necessarily precedes empirical stabilization. At the same time, they
define a structured research agenda for testing, refining, and operationalizing the proposed
framework across diverse informational contexts. Building on recent research into Al-
mediated health communication and algorithmically curated informational systems, future
studies should additionally examine whether interpretative mechanisms operate differently
across conversational, search-based, and platform-curated environments [17,18].

6.4. Responses to the Research Questions

RQ1 is addressed by demonstrating that health information interpretation in algorith-
mically mediated environments is not determined by individual competencies, but by the
interaction of cognitive mechanisms, social credibility signals, and algorithmic structures
that condition informational exposure.

RQ2 is addressed through the development of the Informational Resilience Ecosystem
Model (IREM), which integrates these mechanisms into a unified analytical framework.
The model conceptualizes informational resilience as an emergent, context-dependent
capability arising from interactions among cognitive, informational, social, algorithmic,
and infrastructural conditions of interpretation.

Together, these responses shift the analytical focus from individual literacy levels to
the systemic conditions under which interpretation occurs.
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7. Conclusions

This study reconceptualizes the interpretation of health information in algorithmically
mediated environments by shifting the analytical focus from individual competencies to
the conditions under which interpretation occurs.

The analysis suggests that digital health literacy alone is insufficient to explain how
health information is evaluated. Instead, interpretation emerges from the interaction
between cognitive mechanisms, social credibility signals, and the structural properties of
digital information systems [9-14].

The Informational Resilience Ecosystem Model (IREM) provides a unified framework
that integrates five interdependent dimensions: cognitive, informational, social, algorithmic,
and credibility infrastructure. By conceptualizing informational resilience as an emergent
system-level property, the model moves beyond competence-based approaches and ex-
plains interpretation as a context-dependent process shaped by both human cognition and
digitally structured environments [6-11].

The proposed framework contributes to the literature in three principal respects.
First, it positions cognitive mechanisms—particularly heuristics and biases—as central to
information evaluation [14-16]. Second, it identifies algorithmic structuring and platform
design as core determinants of informational exposure and perceived credibility [9-11].
Third, it integrates previously fragmented domains into a coherent explanatory framework.

As a conceptual model, IREM requires empirical validation. Future research should
operationalize its dimensions and examine their interaction across diverse populations and
digital contexts, including non-WEIRD environments and settings characterized by digital
inequality [23,26]. In particular, performance-based approaches are needed to assess actual
interpretative behavior rather than self-perceived competencies [42].

In algorithmically structured environments, the central challenge is increasingly not
access to information, but the capacity to interpret it under conditions of uncertainty,
personalization, and information overload. Informational resilience therefore emerges as a
critical system-level capability for navigating contemporary digital health ecosystems in
which informational abundance does not necessarily translate into informed interpretation.

This challenge is likely to become increasingly significant as generative Al systems
assume a more active role in the synthesis, personalization, and mediation of health
information. As digital environments increasingly participate in shaping what individuals
encounter, attend to, and regard as credible, frameworks centered exclusively on individual
competencies become progressively less adequate. Under such conditions, understanding
interpretation as an emergent property of interacting cognitive, informational, social,
algorithmic, and infrastructural conditions becomes essential for advancing research on
digital health literacy and informational resilience.
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