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Abstract

Distributed photovoltaic (PV) power stations are core enablers for dual-carbon goals in
modern power systems, with IoT-based monitoring systems serving as their nerve center
for real-time data collection and grid dispatch. However, PV monitoring nodes operate in
harsh, unattended outdoor environments with severe computational resource constraints,
exposing them to critical hardware security risks that can trigger cross-domain cascading
hazards. Existing research focuses primarily on communication and software security,
lacking systematic hardware security modeling and lightweight defense designs. Generic
IoT hardware security solutions are also inapplicable due to excessive overhead. To address
these gaps, this paper proposes LHSEF, a lightweight hardware security framework tailored
for resource-constrained PV edge nodes. It integrates an on-chip OTP-based lightweight
hardware root of trust (L-HROT) with an SRAM-PUEF-driven non-resident key management
protocol, which implements full-lifecycle key management via a “power-on generation,
on-demand usage, post-use destruction, zero-residue storage” paradigm. Experiments on
ESP32 and Raspberry Pi 4B show that LHSF provides robust resistance to side-channel
recovery, physical extraction, malicious firmware boot and rollback attacks, reducing fault
injection bypass rate to 6.8%. Compared to standard TPM 2.0, it cuts boot delay by 60.7%,
power consumption by 18.6% and memory footprint by 72.7% with negligible performance
overhead. This work fills the hardware security gap for PV monitoring systems and
provides a reusable technical pathway for distributed energy IoT terminals.

Keywords: IoT photovoltaic monitoring system; hardware security; lightweight
framework; root of trust; physical unclonable function for static random access

memory; non-resident key management; secure boot

1. Introduction

Under the global carbon neutrality strategy, distributed photovoltaic (PV) power
generation has become a core component of new power systems with rapidly growing
installed capacity worldwide. IoT-based PV monitoring systems have evolved from closed
local architectures to open edge-cloud collaborative architectures, enabling real-time elec-
trical/environmental data acquisition, MPPT control, cloud-based O&M optimization and
grid dispatch [1,2]. Their safe and stable operation directly determines PV plant efficiency,
grid stability and emission reduction targets.

Unlike general IoT devices, PV monitoring nodes face three unique security challenges:
extreme operating conditions (—20°C to 460 °C, 20-90% humidity), stringent resource
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constraints (<512 KB RAM, <4 MB Flash, <240 MHz core clock), and deep coupling with
physical power systems where hardware failures can cause fires or DC leakage [3-5]. These
characteristics render traditional high-overhead solutions such as TPM 2.0 and TrustZone
infeasible for low-cost PV nodes [6].

Current PV security research concentrates on three domains: communication security
(lightweight wireless encryption), software security (intrusion detection, data privacy) and
system-level O&M security (power generation anomaly detection) [7]. However, system-
atic hardware security modeling and targeted defense design remain largely unexplored.
Generic IoT hardware security solutions either rely on high-end processors with excessive
power overhead, or require dedicated hardware modules that exceed the resource limits
of PV microcontrollers [8-10]. Moreover, conventional key management schemes rely on
persistent flash storage, which is highly vulnerable to physical attacks, and the lack of a
reliable hardware root of trust completely invalidates firmware integrity verification [11,12].

Aiming to solve the two core issues of missing key security and absent hardware root
of trust in PV monitoring systems, this paper conducts systematic theoretical modeling,
innovative framework design and experimental verification on real hardware platforms.
The main contributions are as follows:

1.  Constructs a formal layered hardware architecture for PV monitoring systems,
and proposes a semi-physical+remote composite attacker model and a hardware
vulnerability-to-harm propagation model, revealing the transmission mechanism of
hardware vulnerabilities to physical and economic harms.

2. Designs an OTP-based L-HROT consisting of an immutable root key, lightweight
secure bootloader and OTP anti-rollback counter, establishing a verifiable secure boot
chain for mandatory firmware integrity verification.

3.  Proposes an SRAM-PUF-driven non-resident key management protocol, enabling
full-lifecycle key management that fundamentally resists physical probe and side-
channel attacks.

4. Develops an integrated lightweight joint physical attack defense mechanism combin-
ing side-channel defense, fault injection detection and physical tamper protection,
achieving a balance between security and performance.

5. Builds an experimental platform based on ESP32-WROOM-32 and Raspberry Pi 4B,
and validates the security, performance and environmental reliability of LHSF through
comprehensive comparative experiments.

The remainder of this paper is structured as follows. In Section 2, we review relevant
research and pinpoint existing gaps. In Section 3, we construct the system hardware archi-
tecture and corresponding threat model. In Section 4, we elaborate on threat mechanisms
targeting key security and hardware roots of trust. In Section 5, we detail the experimental
setup and present an in-depth analysis. In Section 6, we conclude this paper and outline
prospective directions for future research.

2. Related Work

Research on the hardware security of photovoltaic (PV) monitoring systems for the
Internet of Things (IoT) is an interdisciplinary field that integrates the design of PV IoT
terminals, embedded hardware security, physical unclonable function (PUF) technology,
and industrial control system security [13-15]. This section provides a systematic overview
of research in key areas closely related to the content of this paper. By analyzing the relevant
literature, it examines the current state of research, technical bottlenecks, and existing
gaps in each area. Based on this, the paper clarifies its research focus and innovative
contributions, establishing logical connections between the research content of this paper
and the existing literature.
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2.1. Research on Design and Security Protection of Photovoltaic Monitoring Systems

This research direction encompasses two major areas: the design of photovoltaic
IoT monitoring systems and the security protection of photovoltaic systems. It serves as
the foundation and direct context for this study, defining the scenario requirements and
problem boundaries for hardware security research on photovoltaic monitoring nodes.

In the design of IoT-based photovoltaic monitoring systems, existing research has
primarily focused on the development of low-cost nodes, real-time data acquisition, edge-
cloud collaborative scheduling, and edge computing optimization, thereby laying the
hardware and functional foundation for hardware security research. Priharti et al. designed
an IoT-based photovoltaic monitoring system application that enables data acquisition and
remote transmission, with a data acquisition accuracy of 98.49%. Their system demon-
strated the feasibility of IoT technology in photovoltaic monitoring, though the study
primarily focused on the functional implementation level [1]. Khan et al. developed
an loT-based real-time energy monitoring platform for photovoltaic systems, combining
sensors with microcontrollers to achieve solar tracking and power generation efficiency
optimization; however, their security design only involved basic data encryption [2]. Oton
et al. proposed a low-cost, open-source IoT SCADA system based on ESP32 and the Ar-
duino IoT Cloud, demonstrating the suitability of ESP32 for edge monitoring nodes and
providing a reference solution for low-cost hardware selection for photovoltaic edge nodes;
however, the security mechanisms were relatively weak [16]. Sayekti et al. applied the
NodeMCU ESP32 to an NFT hydroponic smart agriculture system, achieving real-time
monitoring and control of environmental parameters; their hardware design approach
offers valuable insights for the development of photovoltaic monitoring nodes [17]. Gielen
et al. conducted research on low-power sensor interface design in the IoT era, providing
important technical support for high-efficiency data acquisition in photovoltaic nodes [18].
Newmarch et al. systematically elaborated on GPU-based audio-video programming and
application development for the Raspberry Pi, and their approaches to edge computing
and multimedia processing offer a reference for the design of photovoltaic monitoring
gateways [19]. A key research gap in this field is that existing studies focus solely on
system functionality and performance optimization—including cost, power consumption,
and data acquisition accuracy—while security design covers only the communication and
software layers. Systematic research on hardware security for photovoltaic monitoring
nodes has yet to be conducted.

Regarding the security protection of photovoltaic systems, existing research has con-
ducted preliminary analyses of security risks, attack vectors, and harm propagation mecha-
nisms in such systems, providing a basis for the construction of the threat model in this
paper while also underscoring the necessity of hardware security research: Savola analyzed
information security challenges in industrial automation systems, pointing out that after the
integration of industrial control systems with the Internet of Things (IoT), security failures
in physical devices can propagate through the information layer to the system operational
level, thereby revealing the mechanism by which attacks in the information domain lead to
harm in the physical domain [20]; Presher proposed that software security is a key driver
for industrial IoT applications, emphasizing the necessity of building lightweight security
mechanisms on resource-constrained devices, which provides a fundamental approach
for the hardware security design of PV nodes [21]; Agayev et al. studied information
security risk monitoring and management systems, experimentally measuring the success
rate of physical attacks on unprotected industrial nodes, thereby providing critical baseline
data for the performance testing of the hardware security framework in this paper [22];
Chiu et al. conducted a systematic review of fault injection attacks on cryptographic
systems, summarizing various physical attack methods targeting embedded devices and
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their associated risks and pointing out that encryption algorithms at the communication
and software layers cannot defend against physical attacks on hardware [23]; Aditya et al.
investigated common vulnerabilities in IoT devices, discovering that the use of identical
factory configurations across a large number of devices can lead to global security risks
following a single-point compromise [11]. The core research gap in this field is as follows:
existing research continues to focus primarily on communication-layer and software-layer
security, while research on hardware security remains in the exploratory stage. No system-
atic hardware security threat model has been established, nor has a targeted, lightweight
hardware security defense framework been designed to address the specific characteristics
of PV node scenarios.

2.2. Research on Hardware Root of Trust and Trusted Platform Module Technology

This direction encompasses two major areas: the design of hardware roots of trust
(HRoTs) for IoT and research on trusted platform modules (TPMs) for lightweight IoT
security. It represents a core foundational technology for embedded device hardware
security, providing theoretical reference and comparative benchmarks for the design of
lightweight hardware roots of trust discussed herein.

In the field of IoT hardware root-of-trust design, existing research has defined the core
lightweight design requirements for low-cost microcontrollers: eliminating high-overhead
external hardware roots of trust and implementing root-of-trust functionality via on-chip
resources. Khalil et al. summarized the state of security research on resource-constrained
IoT devices, noting that lightweight hardware root-of-trust design for low-cost microcon-
trollers (e.g., ESP32 and ESP8266) remains a core technical challenge [9]. Furthermore, Li
et al. investigated reliable trusted boot implementation methods for embedded systems,
elaborating on secure boot fundamentals and trust chain construction mechanisms, and
emphasized that immutable hardware roots and progressive signature verification are
the cornerstones of root-of-trust design [24]. Fischer et al. proposed an RPC-based IoT
security software partitioning framework for lightweight Trusted Execution Environment
(TEE) deployment; however, conventional TEEs like TrustZone still incur excessive hard-
ware and power overhead, making them unsuitable for direct application to low-cost
photovoltaic nodes [8]. Wang et al. designed a lightweight XMPP publish/subscribe
communication scheme for resource-constrained IoT devices, providing a valuable refer-
ence for system-wide lightweight design; however, they did not address the hardware
root-of-trust layer [10]. Ravi et al. conducted an in-depth analysis of tamper resistance
mechanisms for secure embedded systems, proposing a design combining on-chip one-time
programmable (OTP) memory with secure boot, which offers direct technical reference for
the lightweight hardware root of trust (L-HRoT) module in this paper [25]. Cano-Quiveu
et al. developed IRIS, an embedded secure boot solution for IoT devices, which achieves
OTP-based firmware integrity verification but lacks a hardware-level rollback prevention
mechanism, failing to defend against firmware rollback attacks [12]. A critical research gap
in this field is that existing lightweight hardware root-of-trust designs are not customized
for the long lifecycle and harsh outdoor environments typical of photovoltaic nodes. They
lack hardware-level rollback prevention and fault-locking capabilities, and thus cannot
meet the secure boot requirements of photovoltaic monitoring nodes.

In the field of Trusted Platform Module (TPM) technology research, existing studies
have designed a PV IoT security solution based on TPM 2.0, verifying its high level of
security while also exposing the technical bottlenecks associated with its application in PV
nodes. Xu et al. proposed the Quantum Trusted Platform Module (QTPM) to advance IoT
security. This solution is forward-looking in terms of resistance to quantum computing
attacks, but it remains in the theoretical verification stage and has not yet been implemented
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at the firmware level on low-cost microcontrollers such as the ESP32 [26]. Donglai et al.
implemented TPM-based remote attestation for wireless sensor networks, enhancing the
trustworthiness of distributed nodes, but this solution places high demands on node storage
and communication resources, making it difficult to adapt to the outdoor unattended and
long-lifecycle characteristics of PV monitoring nodes [27]. The core research gap in this
field is as follows: standard TPM solutions suffer from excessive overhead and poor
scalability for PV nodes, while lightweight TPM solutions cannot achieve an integrated
design for trusted boot and key management, making it difficult to meet the hardware
security requirements of resource-constrained PV monitoring nodes.

2.3. Research on PUF Key Management and Defense Against Physical and Side-Channel Attacks

This research direction encompasses two major areas: PUF-based key management
for IoT devices and defense against physical and side-channel attacks (SCAs). It serves as
the core technical foundation for the non-resident key management protocol and the joint
physical attack defense mechanism design described herein, providing technical references
and optimization approaches for the design of related modules.

Regarding key management for PUF-based IoT devices, existing research has validated
the suitability of SRAM-PUFs for key generation and storage in resource-constrained IoT
devices, laying the technical foundation for the SRAM-PUF module design presented in
this paper: Rithrmair et al. conducted an in-depth analysis of the modeling attack threats
faced by physical unclonable functions (PUFs), revealing the boundary conditions for PUF
security. They also pointed out that SRAM-PUFs, with their advantages of requiring no
additional hardware, low power consumption, and high unclonability, remain the optimal
choice for resource-constrained IoT devices [28]. Mattela et al. systematically summarized
the key challenges in IoT device development, pointing out that existing persistent key
storage solutions have fundamental flaws when faced with physical attacks, and proposed
a PUF-based non-resident key management design approach [29]. Anagnostopoulos et al.
implemented a security enhancement scheme for IoT devices based on DRAM-PUF, verify-
ing the feasibility of storage-class PUFs in key generation; however, they did not perform
error correction optimization to address bit error rate fluctuations in the extreme outdoor
environments of photovoltaic nodes [30]. Nilesh et al. designed a key generation and
storage scheme based on quantum PUF (QPUF), and their optimization methods for fuzzy
extractors and error-correcting codes provide important references for reducing the error
rate of PUF responses [31]. Shafiei et al. proposed an ultra-low-power SRAM-PUF based
on CNTFET, which significantly reduced the computational overhead of PUF response gen-
eration to meet lightweight IoT security requirements; their design scheme featuring offline
registration and online reconstruction provides direct technical references for improving
the real-time performance of key generation in this paper [32]. The core research gap in this
field is as follows: existing SRAM-PUF-based key management research has not been inte-
grated with the actual application scenarios of photovoltaic nodes. It lacks a full-lifecycle
key management mechanism adapted to the 15-25-year lifecycle of photovoltaic nodes and
the difficulty of on-site updates. Furthermore, it has not achieved integrated design with
hardware roots of trust, resulting in the separation of key security and trusted boot [33].

In terms of defenses against physical and side-channel attacks, existing research
has summarized attack methods and defense strategies for fault injection, side-channel
attacks, and physical tampering, providing technical approaches for the design of the
combined physical attack defense mechanism in this paper [34,35]: The lightweight two-
layer encryption protocol proposed by Maragathavalli et al. [36], whose low-overhead
design philosophy was adopted by the fault injection detection module in this paper. The
Spectre side-channel attack risks revealed by Kocher et al. [37] serve as a critical warning
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for the leak-proof design of the SRAM-PUF module in this paper. The sensor integration
scheme in the solar monitoring system developed by Romero-Sanchez et al. [38] provides
a hardware reference for the power consumption monitoring design in this paper. The
low-cost smart sensor protection design studied by Porter et al. [39] provided insights
for interface hardening in the physical tampering protection module of this paper. The
rollback-failure update method for IoT devices proposed by Nguyen et al. [40] provided
a basis for considering firmware-layer attacks when constructing the composite attacker
model in this paper. A core research gap in this field is that existing defenses against
physical and side-channel attacks are primarily designed for high-performance embedded
devices. There is a lack of lightweight, integrated designs tailored for resource-constrained
photovoltaic nodes, making it difficult to strike a balance between defense effectiveness
and system performance overhead [41-43].

2.4. Research Summary

Based on a systematic review of the three major research directions and six core
domains outlined above, existing studies reveal three critical and unresolved research gaps
in the field of hardware security for photovoltaic IoT monitoring systems. These gaps
constitute the core innovation points of this paper. LHSF introduces three key innovations
that address the critical gaps identified in the recent literature [3,4,44]:

1. Lack of systematic hardware security modeling tailored for photovoltaic nodes: At-
tacker models and hazard propagation models targeting scenarios beyond pho-
tovoltaic facilities have yet to be established, failing to reveal the mechanisms
by which hardware security vulnerabilities propagate into physical hazards and
economic losses.

2. Thelack of lightweight hardware security frameworks tailored for photovoltaic nodes:
Common IoT hardware security solutions like TPM, TEE, and TrustZone cannot be
ported to photovoltaic nodes due to excessive overhead. Currently, there remains no
targeted defense framework integrating hardware trust roots with key management.

3. Lack of non-resident key management mechanisms tailored to photovoltaic scenarios:
Traditional key storage solutions face severe physical attack risks and lack key man-
agement mechanisms adapted to the long lifecycle of photovoltaic nodes, difficulties
in on-site updates, and requirements for batch networking.

To address the aforementioned research gap, this paper proposes the LHSF lightweight
hardware security framework. It implements an integrated design featuring an OTP-based
lightweight root of trust, SRAM-PUF-based non-resident key management, and joint
physical attack defense, thereby filling the gap in systematic hardware security research for
photovoltaic IoT monitoring nodes.

The overall workflow of the proposed lightweight hardware security framework for
IoT-based photovoltaic monitoring systems is illustrated in Figure 1.
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Figure 1. Lightweight Hardware Security Framework Flowchart for IoT-Based Photovoltaic
Monitoring Systems.

3. System Architecture and Threat Model

This section first constructs a formalized layered architecture for the hardware of the
PV IoT monitoring system, clarifying the hardware composition, constraints, and interac-
tion relationships at each layer. Subsequently, it defines a composite attacker model tailored
for outdoor PV scenarios, providing a formalized description across three dimensions:
capabilities, objectives, and hazard propagation. Relevant theoretical derivations and algo-
rithmic models are supplemented to establish the theoretical foundation for subsequent
security framework design.

3.1. Formalized Layered Architecture of System Hardware

Regarding the hardware composition and functional characteristics of the IoT-oriented
photovoltaic monitoring system, this paper abstracts it into a three-layer formal architecture,
mathematically expressed as:

Spv_1o1 = {Sp, SN, St} (1)

Among these, Sp represents the perception layer hardware, Sy denotes the network
layer hardware, and Sg signifies the edge computing layer hardware. The three-layer
architecture is deeply coupled, collaboratively enabling the data acquisition, transmission,
and processing functions of the photovoltaic monitoring system. The detailed composition,
core equipment, and primary functions of each layer are shown in Table 1. Concurrently, a
formal description of the system’s core hardware constraints is provided, serving as the
basis for the lightweight design of the security framework.
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Table 1. Three-layer hardware architecture of the IoT-based PV monitoring system.

Hierarchy

Core Components

Major Equipment

Core Function

Hardware Constraints

Perception layer

(Sp)

Voltage/current sensors;
temperature and humidity
sensors; real-time clock;
signal conditioning
circuits

INA219; ACS712; DHT22;
DS3231

Collect electrical signals
(voltage, current, power) and
environmental data
(temperature, humidity) from
the photovoltaic array;
perform signal conditioning
and analog-to-digital
conversion.

Low power consumption
(<5 mW); high sampling
precision (>12bit);
anti-interference

Wireless communication

Enable data transmission
between edge nodes and

Low transmission latency
(<100 ms); low power

Network layer module; communication LoRa-E5; ESP8266; NB-IoT  cloud /network gateways; consumption (<10 mW); lon
(Sn) protocol stack; antenna; module support multiple wireless phior i ong
.. i communication range (LoRa >
data buffer communication protocols; data 5km)
buffering and retransmission.
Data preprocessing; local Random Access Memory <
Mai . troller: control logic (MPPT); data 512 KB; Flash Memory <
. ath micracontroer transmission 4 MB; Core Clock Frequency <
Edge computing memory (RAM/Flash); ESP32-WROOM-32; encryption/decryption: 240 MHz: Power
layer (Sg) encryption module; Raspberry Pi 4B yP ypuon; ’

control output circuitry

outputting control commands
to the photovoltaic power
generation system

Consumption < 100 mW
(standby < 10 mW); Service
Life > 15 years

3.1.1. Formal Derivation and Extension of Hardware Constraints

The core hardware constraints of the photovoltaic monitoring system, which serve as

the fundamental basis for security framework design, are formally expressed as:

RAM < 512 KB,

Flash < 4 MB

feore < 240 MHz
Pyork < 100 mW, Pstandby < 10 mW
Tiife > 15y

(2)

To ensure that the security framework is compatible with the limited hardware re-
sources of PV nodes, we have defined clear resource utilization thresholds based on the
aforementioned constraints: memory usage by the security module (including RAM and
Flash) must not exceed 30% of total system resources; computational overhead must not
exceed 20% of the core frequency; and power consumption must not exceed 10% of the
operating power consumption. These thresholds are calibrated according to the actual
operating conditions and control requirements of the PV node, while ensuring that the real-
time performance of maximum power point tracking (MPPT) control and data acquisition
remains unaffected.

3.1.2. Three-Layer Architecture Interaction Data Flow Algorithm

The core interactions within the three-layer architecture of the photovoltaic monitoring
system comprise a unidirectional data flow of perception-transmission-computation and a
reverse control flow of computation—control. The formalized algorithm for supplementary
data flow is as follows:

Perception Layer Data Acquisition: Let the sampled value of the i-th sensor in the
perception layer be D;(t), with sampling time ¢. The output after signal conditioning is
D;i(t) = feondition(Di(t)), where feondition(-) is the composite function of signal amplifica-
tion, filtering, and analog-to-digital conversion. Thus, the total output of the perception
layer is:

Dp(t) = [D1(£), Da(t), ..., Du()]" 3)

where 1 denotes the number of sensors in the perception layer.
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Network Layer Data Transmission: Let the transmission packet loss rate at the network
layer be p, the retransmission count be k, and the transmission delay be 7. Then, the output
from the network layer to the edge computing layer is:

Dy(t—1) = (1—p)F-Dp(t) +¢ (4)

where ¢ represents Gaussian noise during transmission, satisfying & ~ N(0,0?), with
o2 <1074

Edge Computing Layer Data Processing and Control: Let the preprocessing function
of the edge computing layer be fyre(-) and the MPPT control algorithm be fyppr(-). Then,
the processed data and control commands are, respectively:

DE(t - T) = fpre(DN(t - T))/ ucontrol(t - T) = fMI’PT(DE(t - T)) (5)

where U ontrol is the control command output to the photovoltaic power generation system,
enabling power regulation of the photovoltaic array.

3.2. Attacker Model Tailored for Photovoltaic Scenarios

This paper adheres to the deployment constraints of real-world photovoltaic power
plants and employs a tiered physical-semi-physical-remote attacker model. It provides
a formal definition based on three dimensions—attacker capability levels, attack targets,
and attack-harm propagation mechanisms—to comprehensively cover the types of attacks
faced by photovoltaic monitoring nodes in actual deployments.

3.2.1. Formal Definition of Attacker Capabilities

This paper models attackers using a tiered profiling approach based on real-world
photovoltaic (PV) plant deployment scenarios. Attackers are classified into three distinct
tiers based on their physical reach to PV monitoring nodes and their resource capabilities.
Attackers in different tiers possess non-overlapping attack capabilities; the model no longer
assumes that a single attacker possesses attack capabilities across all dimensions. The
definitions of the attacker tiers are shown in Table 2. Physical attacks have the highest
damage output but are the most difficult to execute, while ranged attacks are the opposite;
semi-physical attacks strike a balance between the two.

LHSF hardware-based protection is designed to defend against Level 1 and Level 2
attackers; Level 3 remote attacks are mitigated by the upper-layer TLS security mechanisms.

Supplemental Attacker Capability Quantification Model: To measure the implementa-
tion difficulty and success probability of different attack capabilities, an attack cost-benefit
ratio algorithm is defined. Let the attack cost be C4 and the benefit after a successful attack
be B 4. The attack feasibility satisfies the condition: v = % > 1.

To further quantify the success probabilities of different attacks, we adopted a widely
used model in which attack success rate decreases as attack cost increases. We defined
three types of attacks: physical attacks, semi-physical attacks, and remote attacks. Each
type of attack corresponds to two coefficients: the attack technical maturity coefficient ay
and the cost sensitivity coefficient 3.

Calibration Methodology: The parameters were calibrated using independent pub-
lished attack success rate data for equivalent resource-constrained IoT nodes, avoiding
circular reasoning with our experimental validation data.

The final calibrated values are:

*  Physical attacks: appys = 0.95, Bphys = 0.05
*  Semi-physical attacks: agemi = 0.85, Bsemi = 0.03
*  Remote attacks: aremote = 0.75, BRemote = 0.01
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Table 2. Attacker Capability Set and Detailed Attack Methods for Photovoltaic Monitoring
Systems.

Attackf: ' Level & Symbol Implementation Conditions Detailed Attack Method Technical Measures
Capability
Physical access to photovoltaic ~ Device unpacking, probe measurement, =~ Chip Decapsulator, Micro
Level 1: Physical A junction points; equipped with ~ JTAG/SWD debug port insertion, Probe, Voltage Spike
attack Phys specialized hardware attack voltage/clock spike injection, die Generator, J-Link Debugger,
devices layering, hardware malware injection Chip Delamination Equipment
. Power Side-Channel Analysis, ChipWhisperer-Lite,
. . . Near photovoltaic nodes; - - .
Level 2: Semi-physical - s Electromagnetic Side-Channel Oscilloscope, Electromagnetic
Asemi equipped with side-channel = . . L
attack data acquisition devices Analysis, Timing Side-Channel Signal Acquisition Instrument,
4 Analysis, Fault Injection Attacks Fault Injection Generator
Firmware hijacking, replay attacks,
Access to the wireless vulnerability brute-force cracking, Network sniffers, brute-force
communication network of PV malicious remote firmware upgrade cracking tools, malicious
Level 3: Remote attack  ARremote

firmware compilation tools,
DDosS attack platforms

nodes; mastery of network
attack techniques

(OTA) delivery, data tampering,
distributed denial of service (DDoS)
attacks

Model Validation: The calibrated model was validated against our baseline experi-
mental data (detailed in Section 5.4.1). The predicted attack success rates show excellent
agreement with measured values (mean absolute error = 0.47%), confirming the model’s
accuracy for PV monitoring nodes.

Cost—Benefit Ratio Validation: The attack feasibility criterion v > 1 was indepen-
dently verified using industrial attack cost data and real-world PV system economic loss
analysis (Section 5.4.6). All three common attack types have v > 1, confirming their
practical feasibility.

This model indicates that the higher the attack cost, the lower the probability of success;
at the same cost, physical attacks have the highest probability of success.

The session key Kgession generated by LHSF provides a hardware-anchored security
credential for the upper-layer TLS 1.3 stack. Specifically, after power-up, the SRAM-PUF
generates a stable root key Koo, from which the 256-bit Kgesgion is derived. Following
mutual authentication with the cloud using the device identity public key (derived from
Koot and the pre-provisioned OTP root certificate), Ksession is passed to the TLS stack as a
pre-shared key (PSK) to establish an encrypted session. Notably, Kgession resides only in
hardware-isolated volatile registers, is regenerated at each power-up, and is never stored
in non-volatile memory, significantly mitigating the risk of long-term key exposure.

3.2.2. Attack Targets

The core objective of an attacker is to compromise the confidentiality, integrity, and
availability (CIA) of the photovoltaic monitoring system. The attacker triggers cascading
hazards across both the physical and information domains through four sequential stages:
First, by extracting encryption keys and identity credentials, the attacker forges legitimate
node identities to gain unauthorized network access. Second, the attacker tampers with
node firmware to disable critical functions such as MPPT control and overcurrent pro-
tection, thereby disrupting normal device operation. Third, falsifying monitoring data
including voltage and current values misleads grid dispatch and operational decision-
making, resulting in substantial economic losses. Finally, implanting hardware trojans
or backdoors facilitates long-term persistence and large-scale device control, which may
trigger physical hazards such as DC-side leakage, overheating, or even fires.

Hierarchical Attack Progression Calculation: Let the attack target hierarchy be
L = 1,2,3,4, where each level represents a progressively more severe attack objective.
Let P; ;11 denote the success probability of advancing from level L to L + 1. The overall
attack success probability is:
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3
Piotar = [ [ Poosr+1- PL (6)
L=1

where Py, is the success probability of attacking level L. This algorithm demonstrates
that successful attacks at lower levels are prerequisites for attacks at higher levels. If the
hardware keys and firmware integrity at the base layer are effectively protected, attackers’
hierarchical progression can be effectively blocked.

3.2.3. Formalized Model of Attack-Hazard Propagation

Addressing the deep coupling between the information domain and physical domain
in photovoltaic monitoring systems, this paper proposes a formalized model of hardware
security vulnerability-hazard propagation, revealing the transmission pathways from
hardware security vulnerabilities to physical and economic hazards:

A
Vaw = Ccomp = Fpv = Lgria Y LEconomic Y Lpnysical 7)

Theoretical Derivation and Probabilistic Evolutionary Algorithms for Supplementary
Transmission Models:

1.  Supplementary Symbol Definitions:

(a) Vyuw: Set of hardware security vulnerabilities in photovoltaic monitoring
nodes, Vyw = {v1,v2,...,vm}, including key storage vulnerabilities, missing
trust roots, exposed debug ports, where the exposure probability of each
vulnerability is p(v;) € [0,1].

(b)  A: Attacker’s attack behavior, serving as an external incentive to trigger hazard
propagation. The match degree between attack behavior and vulnerabilities is
w(A,v;) €[0,1].

(c) Ccomp: Component compromise, referring to hardware/software components
of PV nodes being controlled by attackers post-attack. The component com-
promise probability is denoted as Pcoyp-

(d)  Fpy: Photovoltaic system failure, including node functional failure, MPPT

control anomalies, data acquisition errors, etc. The system failure probability
is Ppy = Pcomp - 6, where J is the transmission coefficient from component
compromise to system failure, and ¢ € [0.7,1].
Explanation of Coefficient J: The parameter ¢ is neither a precise measured
value nor directly cited from any specific literature. It is a semi-quantitative
interval parameter based on the functional criticality of components in the
three-layer hardware architecture of photovoltaic monitoring systems. A com-
promise of core edge computing components typically leads to severe impair-
ment of control and data processing capabilities, resulting in system failure in
the vast majority of cases. A compromise of network communication modules
leads to significant degradation of data transmission capabilities, resulting
in system failure in most cases. Even a compromise of individual perception
layer sensors can disrupt normal monitoring functions. The [0.7, 1] range con-
servatively covers most common component failure scenarios. The purpose of
this parameter is to qualitatively describe the strong coupling between compo-
nent health and overall system functionality. Precise numerical calibration for
specific field deployment scenarios will be addressed in future work.

(e) Lrid, LEconomicr Lpnysicai: Represent grid risks, economic losses, and phys-
ical disasters, respectively, with occurrence probabilities Pg,iy = Ppy - ég,
Peconomic = Ppv - 0, and Ppyysicst = Ppy - Op, where ¢, Jg, and dp are the

https://doi.org/10.3390/info17060584


https://doi.org/10.3390/info17060584

Information 2026, 17, 584 12 of 36

transmission coefficients from system failure to different hazards, calibrated
by the connection position and operational status of photovoltaic nodes within
the electrical grid.
2. Probability Evolution Process of Threat Propagation: Let { denote the time of threat
propagation. The probability distribution at each stage evolves over time according to
a first-order Markov process:

dljciii”tlp(t) =A- Pcomp(t) ) (1 - Pcomp(t))’ ®
dl’l;f\;(t) =u-Ppy(t)- (1— Ppy(t)), ©)
dpgt(t) =v-Pr(t)-(1—Pr(t)), o

where A represents the propagation rate from attack to component compromise,
u denotes the propagation rate from component compromise to system failure,
and v indicates the propagation rate from system failure to harm. The condition
A > p > v indicates that attack propagation to component compromise is fastest,
while propagation from system failure to actual harm involves a certain delay, provid-
ing a time window for security defenses.

Explanation of Coefficients: The parameters A, y, and v are neither measured values
nor cited from any specific literature. They are qualitative parameters based on the
physical time scales of photovoltaic monitoring systems: module damage caused by
an attack occurs on the microsecond scale; system failure triggered by module damage
occurs on the millisecond scale; and the progression of system failure to actual harm
occurs on the second scale. The purpose of these three parameters is solely to express
the relative order of propagation speed (A > u > v). The steady-state success rates
reported in Section 5.4.1 correspond to their asymptotic solutions ( — o). Precise
numerical calibration will be addressed in future work.

3.  Core Conclusions of the Propagation Model: Hardware security vulnerabilities
serve as the initial source of harm, while attackers” actions trigger propagation. If
hardware vulnerabilities remain unaddressed, they will initiate a chain reaction from
the information domain to the physical domain, causing harm to escalate continuously.
However, if propagation is interrupted at the Vyw or Ccomp stage, the damage can be
contained within the information domain, preventing physical disasters and grid risks.

While direct experimental validation of the complete propagation chain is not feasible
due to safety and ethical constraints, each stage of the model has been empirically verified
through multi-stage experiments and real-world case studies (detailed in Section 5.4.6). The
model’s predictive power is further validated by the effectiveness of our LHSF framework,
which interrupts propagation at the component compromise stage and thus prevents all
downstream hazards.

The formal constraints of the system’s hardware architecture, the layered attacker
model, and the attack-to-harm propagation mechanism described above provide a quantifi-
able theoretical basis for the engineering implementation of the LHSF framework, rather
than merely theoretical derivations. This section clarifies the direct connection between the
formal methods and the core design and experimental evaluation of this study.

3.3. The Guiding Role of Theoretical Models in Framework Design and Evaluation

The hardware constraint formula for the PV node derived in Section 3.1.1 directly
translates into a lightweight design constraint that cannot be exceeded by LHSF. Based
on this, we abandoned high-overhead external TPM/TrustZone solutions in favor of a
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purely on-chip architecture utilizing on-chip OTP and SRAM-PUF, and selected lightweight
cryptographic and error-correction algorithms to ensure that security mechanisms do not
compromise the real-time performance of MPPT control and data acquisition.

The three-tier attacker model and threat propagation model constructed in Section 3.2
established a defense priority hierarchy of “physical attacks > semi-physical attacks > remote
attacks,” guiding us to concentrate core design resources on non-resident key management,
hardware-level fault response, and the secure boot chain, thereby blocking the propagation of
hardware vulnerabilities to physical threats at the source; Additionally, all core experimental
evaluation metrics in Section 5 are derived from the aforementioned theoretical models,
ensuring the relevance and scientific rigor of the experimental validation.

4. Threat Mechanisms to Key Security

Key security and hardware trust roots form the two core hardware security foundations
of photovoltaic monitoring systems. Without effective protection for either, the system’s
security defense framework will collapse entirely. This section provides a detailed analysis
of the core threat mechanisms targeting key security and hardware root of trust. It quantifies
the attack success rates of various threats using experimental data, identifies key defense
challenges, and supplements the discussion with relevant theoretical derivations, attack
algorithms, and defense threshold models. This analysis provides a foundation for the
targeted design of the LHSF framework.

4.1. Key Security Threat Analysis

Keys are the core credentials for encryption and authentication in photovoltaic mon-
itoring systems, and their security directly determines the system’s confidentiality and
integrity. Currently, PV monitoring nodes face serious key security threats, primarily
including risks associated with persistent key storage, side-channel attacks, and the lack of
key lifecycle management. The mechanisms of these threats, the success rates of experi-
mental attacks, and the challenges in defense are shown in Table 3. The experimental data
in the table are derived from actual attack tests conducted on mainstream PV monitoring

nodes available on the market, fully reflecting the severity of these key security threats.

Table 3. Key Security Threat Mechanisms in Photovoltaic Monitoring Systems.

Threat Type

Threat Mechanism

Experimental Attack Success
Rate

Defensive Challenges

Persistent Key Storage Risks

Keys are stored in plaintext or simple-encoded
formats within Flash/external memory; photovoltaic
nodes utilize low-cost enclosures and simplified
packaging, presenting minimal physical access
barriers; attackers can directly read Flash, SRAM, and
register contents via microprobes to extract keys.

92.7% (physical probe attack)

Balancing key storage security and access
efficiency; no additional hardware overhead;
adapting to the long lifecycle of photovoltaic
nodes.

Side-channel attack risks

The photovoltaic node implements lightweight
symmetric/asymmetric encryption algorithms
without side-channel attack protection; power
consumption/electromagnetic signals exhibit strong
linear correlation with key trajectories; relevant power
analysis can recover complete keys within minutes;
Spectre/Meltdown timing side-channels may leak
cache and pipeline node data from the trust domain.

87.3% (CPA power analysis);
78.5% (timing side-channel
attack)

Lightweight side-channel attack defense,
without impacting system real-time
performance; reducing power consumption
correlation; no significant power
consumption increase.

Lack of Key Lifecycle
Management

Bulk devices share identical output keys; single point
of compromise triggers global vulnerability; no key
update, revocation, or destruction mechanisms;
difficult on-site firmware updates prevent timely key
replacement upon compromise; lack of hardware
security modules (SE/TPM) means keys lack physical
isolation protection; edge-cloud collaboration lacks
key distribution and authentication mechanisms.

100% (batch node
compromise triggered by
identical keys); 89.2%
(unauthorized key access)

Design a lightweight key lifecycle
management protocol; enable secure key
updates and destruction under challenging
firmware update conditions; implement
bulk key management without increasing
operational costs.
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4.1.1. Risk Analysis of Key Persistence Storage

Traditional photovoltaic nodes often store keys in plaintext or simple encoded formats
within non-volatile storage like Flash to enhance key access speed. The power-off retention
characteristic of Flash, combined with the node’s low-cost packaging, enables attackers
to extract keys via physical probes. The attack steps include device disassembly, chip
exposure, Flash location identification, micro-probe contact, and data extraction. A success
probability model is established:

Pextract = pe - (1 - Pe)n (11)

where p, is the probe contact success rate (p. = 0.98), p is the read error rate (10~%), and n
is the key length. For a 128-bit key, Pextract = 0.927, consistent with the experimental data
in Table 3 (92.7%). To achieve Pextract < 0.01, the following condition must be satisfied:

pe- (1—pe)" <0.01 (12)

For instance, when n = 256, physical protection must reduce p. below 0.1, or encrypted
storage must increase p, above 0.01.

4.1.2. Side-Channel Attack Risk Analysis

Side-channel attacks extract keys by collecting physical leakage information such as
power consumption and electromagnetic emissions during chip operation. Their root cause
lies in lightweight cryptographic algorithms lacking masking designs, resulting in strong
linear correlations between leaked information and keys. Taking Correlated Power Analysis
(CPA) as an example, attackers collect power consumption traces P = [py, ..., pm]". For
a key guess k’, they compute an intermediate value V(k/, D) (where D is plaintext) and
map it to predicted power via the leakage function L(-). The Pearson correlation coefficient
between measured and predicted power consumption is:

_ Cov(P,L(V(K,D)))
\/Var(P) Var(L(V(kK',D)))

p(k') (13)

When the guessed key matches the actual key, p(k) reaches its maximum; if p(k) > po
(threshold pg ~ 0.7), the key can be recovered. For unprotected photovoltaic nodes, the
leakage function of AES-128 is approximately linear L(V) = aV + b, yielding p(k) ~ 0.9.
This achieves an attack success rate of 87.3%, enabling 128-bit key recovery within minutes.
After introducing side-channel protection to disrupt the linearity of the leakage function,
p(k) < 0.1, effectively resisting CPA attacks. Furthermore, high-performance nodes (such
as Raspberry Pi 4B) may also face temporal side-channel attacks like Spectre/Meltdown,
which bypass memory isolation to leak trust domain keys with a success rate of up to 78.5%.

4.1.3. Risk Analysis of Missing Key Lifecycle Management

Key lifecycle management encompasses six stages: generation, distribution, storage,
update, revocation, and destruction. Current key management for photovoltaic nodes
suffers from severe deficiencies, fundamentally stemming from the absence of lightweight
protocols tailored to photovoltaic scenarios. The most prominent issue is batch nodes
sharing identical factory default keys, creating a single point of failure. Should these keys
be compromised, all associated nodes would be vulnerable to simultaneous compromise
(100% success rate). Furthermore, outdoor deployment complicates firmware updates,
preventing timely revocation of compromised keys. The absence of hardware isolation
like SE/TPM leaves keys exposed in shared memory. The lack of edge-cloud collaborative
distribution mechanisms introduces transmission interception risks (89.2% success rate).
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To quantify the assessment, a key lifecycle security model is established. Let the
security coefficient for each phase be S¢(S;) € [0, 1] (1 being the most secure). Then, the

overall security coefficient is:
6

Stotal = H Sf(sl) (14)
i=1
For traditional PV nodes: Generation phase S¢(S1) = 0.5 (uniform factory-issued key,
no uniqueness), Distribution phase S¢(S;) = 0.4 (no secure distribution), Storage Phase
S¢(S3) = 0.1 (plaintext persistence), and Update, Revocation, and Destruction Phases
are all 0, i.e., 5¢(Sy) = S¢(S5) = Sf(Se) = 0. Calculation yields Sy, = 0, indicating
near-complete loss of security in its key lifecycle management.

4.2. SRAM-PUF-Driven Non-Resident Key Management Protocol

To address key security threats in photovoltaic monitoring nodes, this paper proposes
an SRAM-PUEF-driven non-resident key management protocol. Leveraging the physical
unclonability of SRAM-PUF, it achieves power-on key generation, non-resident storage,
and post-use destruction, effectively addressing the core issues of persistent key storage
and side-channel attacks while enabling full-lifecycle key management. This section details
the protocol design, including PUF pre-generation, non-resident key generation, and full-
lifecycle management, supplemented by core algorithms, encoding/decoding formulas,
and formal proofs.

4.2.1. Complete Design Generated Prior to PUF

SRAM-PUF utilizes manufacturing process variations to generate a unique initial
power-on value matrix, i.e., the raw response R;4,,. However, it is sensitive to environmental
factors and exhibits high bit error rates. This paper employs a BCH(63,51) error-correcting
code to construct a fuzzy extractor, generating a stable response R through a two-stage
process of offline registration and online reconstruction.

Theoretical Derivation of BCH(63,51) Error-Correcting Code

BCH(63,51) is a primitive BCH code with parameters as follows: code length
n =2" —1 = 63 (m = 6), information bits k = 51, parity bits ¥ = n — k = 12, error-correcting
capacity t = 6, capable of covering the bit error rate of SRAM-PUF under photovoltaic condi-
tions (<1.2%), with a theoretical residual error detection limit of <10~ after correction. The
generator polynomial is defined over GF(2°) with primitive element a as root:

g(x) = lem{my (x), m3(x), ms(x), my(x), mg(x), my1(x)} (15)

where m;(x) is the minimal polynomial of «, and lem(-) represents the least common
multiple operation, deg(g¢) = 12. During encoding, the information polynomial u(x)
generates the codeword:

c(x) =u(x) -x"+r(x), r(x)=u(x)-x" mod g(x) (16)

Decoding employs the Berlekamp-Massey (BM) algorithm with complexity O(n?). Steps
include calculating the syndrome polynomial, solving the error location polynomial, and
locating and correcting errors.

Two-Stage Algorithm for PUF Pre-Generation Offline Registration Stage (Factory-
Completed, Sampling Count N = 100):

1. Collect N sets of raw responses Ry, (i) under standard conditions (25 °C, 3.3 V);
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2. Generate reference responses via bitwise majority voting:

1, YN Reaw(isj) > N/2

17
0, Ef\ieruw(i;]’)SN/Z (17)

Rref(j) =

3. Perform BCH encoding on R, to obtain the error-correcting code C, compute the
auxiliary data:
HelperData = Ryer @& C (18)

4. Encrypt and store HelperData to Flash, erasing all original data.
Online Reconstruction Phase (executed each time the node powers on):

1. Capture real-time raw response Ryay (f);
Read and decrypt HelperData from Flash, restore error correction code:

C = HelperData @ Ryef (19)

3. Apply BCH(63,51) to Ryuu(t) to obtain Reoprected;
4. Perform bit normalization on Ry ecteq Using Norm(-) to generate stable response R
adapted to different key lengths.

The formal expression of the final PUF response is:
R = Norm (BCHCorrect(Ryau(t), Ryf @ HelperData)) (20)

4.2.2. Non-Resident Key Generation Algorithm and Pseudocode (Supplemental
Formal Derivation)

Based on the stable PUF response R, this paper designs a lightweight non-resident key
generation algorithm. The session key K is generated at power-up and stored exclusively
in dedicated volatile encryption/decryption registers, which are immediately cleared after
cryptographic operations. Key generation combines the PUF response R with cryptograph-
ically secure random numbers (Nonce, generated by the True Random Number Generator
(TRNG) on the microcontroller chip), ensuring that each session key K is unique upon
power-up and eliminating the risk of predictable key reuse.

Hierarchical Generation Formula and Constraints for Non-Resident Keys:

To accommodate the hierarchical encryption requirements of photovoltaic monitoring
systems, we optimize the formal generation formula for non-resident session keys to
support the hierarchical generation of root keys, session keys, and data encryption keys:

Koot = SHA256(R || Nonceyoor)
Ksession = HMAC'SHA256(Kroot/ Noncesession) (21)
Kiata = AES'128'CTR(Ksessi0n/ NonCEdata)

Notations:

1. Nonceroot, Noncesession, Nonceg,p,: 64-bit cryptographically secure random numbers
generated by the MCU’s TRNG, unique for each generation; 2. ||: Bit string concatenation
operation; SHA256: Secure hash algorithm generating a 256-bit hash value to enhance key
randomness; 3. HMAC-SHA256: Hash-based message authentication code used for session
key generation, ensuring key integrity and authentication; 4. AES-128-CTR: Lightweight
block cipher in counter mode, employed for data encryption key generation, optimized for
real-time transmission encryption of photovoltaic data.

Pseudocode for Key Generation (Listing 1) with Additional Hardware Constraints:
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The core constraints of Listing 1 are exclusive register storage and intermediate vari-
able clearing. The additional hardware execution conditions for the pseudocode are defined
as follows: dedicated volatile registers are hardware-isolated from the general memory
space with no external read / write interfaces; register clearing is triggered by hardware logic
without software intervention, with a clearing latency <1 us; the execution time for all cryp-
tographic algorithms is <10 ms, meeting the real-time requirements of photovoltaic nodes.

Listing 1. SRAM-PUF Non-Persistent Key Generation at Photovoltaic Node Power-Up.

1| Input: HelperData (stored in Flash, XTEA-encrypted), SRAM chip,
2 | MCU TRNG, BCH(63,51) decoder

3 | Qutput: K_root, K_session, K_data (stored only in dedicated

4+ |registers, no persistent storage)

5|1: Power up SRAM, collect real-time raw response R_raw(t)

6|2: Read HelperData from Flash, perform XTEA decryption ->
plaintext HelperData_plain

713: Recover reference response R_ref and error correction code C
8 |from HelperData_plain

9 | 4: Perform BCH error correction on R_raw(t) -> R_corrected (bit
10 | error rate < 1.2%)

1n|5: Normalize R_corrected -> R (256-bit stable PUF response)

12 |6: Generate random numbers from TRNG -> Nonce_root, Nonce_session
,Nonce_data (64-bit)
13|7: Compute K_root = SHA256(R || Nonce_root) (256-bit root key)

14|8: Compute K_session = HMAC-SHA256(K_root, Nonce_session) (128-
bit session key)

159: Compute K_data = AES-128-CTR(K_session, Nonce_data) (128-bit
data encryption key)

16 |10: Store K_root, K_session, K_data only in dedicated volatile
registers

17|11: Erase all intermediate variables (R_raw(t), R_corrected,

18 | Nonce*) from SRAM/registers

19 |12: Output K_root, K_session, K_data

Key Design Features: All intermediate variables and final keys are stored exclusively
in the MCU’s dedicated secure volatile registers which are hardware-isolated from general-
purpose memory. Upon completion of encryption/decryption operations, the registers are
immediately cleared by hardware logic (with no software preemptive access), achieving no
detectable residual key data in non-volatile storage.

4.2.3. Key Full-Lifecycle Management

Given the characteristics of photovoltaic (PV) monitoring systems, such as a
15-25-year lifecycle, the difficulty of on-site firmware updates, and unmanned outdoor
operation, this paper designs a lightweight key lifecycle management mechanism. Deeply
integrated with the SRAM-PUF non-resident key generation protocol and the L-HRoT
(Lightweight Hardware Root of Trust), this mechanism covers the entire lifecycle of key
generation, distribution, usage, destruction, and update. It significantly reduces the bulk
compromise risk inherent in traditional PV nodes, which stems from the use of identical
factory-default keys (the primary vulnerability of conventional PV nodes [11]).

The core design of this lifecycle management mechanism is streamlined into a cohesive
workflow. For key generation, as illustrated in Listing 1, each node independently generates
keys via SRAM-PUF upon power-up, implementing the “one key per node, one session key
per power-up” principle to eliminate system-wide master keys and single points of failure.
For secure distribution, the mechanism leverages ECDSA signature authentication based
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on L-HRoT: nodes generate their device identity public keys (PK = ECDSA-Pub(K;ot))
using the PUF-derived root key (Ky0¢), and the cloud verifies node legitimacy by validating
these public keys against signatures generated with L-HRoT’s one-time programmable root
key (OT Prootkey), enabling secure one-way distribution without plaintext key transmission.
During usage, keys are confined to dedicated hardware-isolated secure registers only
for critical operations (data transmission, firmware verification), with strict read /write
prohibitions from general memory. For destruction, a hardware-triggered instant clearing
mechanism is employed: registers are automatically wiped within 1 microsecond after
cryptographic operations (active destruction) or immediately upon detecting physical
tampering/fault injection (passive destruction), with concurrent locking of the SRAM-PUF
module. Finally, for updates, the mechanism enables power-on auto-renewal without
on-site firmware intervention: session keys (Ksssio) and data encryption keys (Kj,4,) are
regenerated with fresh nonces at each boot, while root keys (K;y) can be updated via
re-registration triggered by cloud-signed ECDSA commands during the node’s secure
boot phase.

This lifecycle management mechanism is fully tailored to the stringent constraints
of PV monitoring scenarios. It incurs no additional on-site operational costs or com-
putational overhead, effectively addressing the critical gaps in traditional PV node key
management—specifically the historical lack of formal update, revocation, and destruction
mechanisms [21]. Unlike traditional hardware roots of trust (e.g., IRIS [12]) that store keys
in non-volatile memory, LHSF’s non-resident key management, as validated by Sassalou
et al. [4], achieves no detectable residue in non-volatile storage through hardware-triggered
register clearing, effectively mitigating the persistent key storage vulnerability identified in
PV monitoring systems.

4.2.4. Safety Analysis

The security of the SRAM-PUF non-resident key management protocol is rooted in
the synergistic design of physical non-clonability, transient key residency, and lightweight
defense mechanisms. This section analyzes the protocol from three core dimensions.

Resistance to Physical Extraction: Keys exist in plaintext form only during encryption
operations (<10 ms) within the MCU’s hardware-isolated volatile registers. Upon operation
completion, hardware logic immediately clears them (delay < 1 ps), and they are not
written to any non-volatile storage medium. Therefore, attackers are unable to practically
obtain key information through physical probes, flash memory dumps, or chip layering
techniques. The probability of successful physical extraction was below detection limits in
our experimental tests.

Clone Resistance: The SRAM-PUF response is determined by random physical varia-
tions in the chip manufacturing process and cannot be replicated via software or hardware
within our defined threat model. This design employs a 256-bit response length, yielding
a space scale of 2%°¢. Attempting to clone PUF behavior through modeling or reverse
engineering incurs computational complexity of O(22°°), rendering it computationally
infeasible with current mainstream computational capabilities, assuming no major cryptan-
alytic breakthroughs. This effectively supports the uniqueness and non-clonability of node
key generation.

Side-Channel Attack Resistance: Keys employ a non-persistent “power-on generation,
destroy-on-use” mechanism with no fixed storage address or power consumption tem-
plate. The protocol incorporates a random nonce, ensuring each node generates distinct
keys upon every power-up. Attackers can hardly collect multiple power consumption or
electromagnetic traces associated with the same key. Combined with the system’s built-in
lightweight defense strategy (detailed in Section 4.3.1), the linear correlation coefficient
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between power consumption and keys p < 0.01. The correlation between side-channel in-
formation and keys approaches zero, rendering attacks such as Correlation Power Analysis
(CPA) and Electromagnetic Analysis (EMA) practically ineffective against our implemented
defense in experimental tests, assuming no major cryptanalytic breakthroughs.

To maintain scientific rigor and clarify the scope of our conclusions, we explicitly
discuss the inherent limitations of SRAM-PUF technology and the threat boundaries of
the LHSF framework. These limitations represent open research challenges and define the
conditions under which our security guarantees hold:

1.  Environmental and aging effects: While our BCH(63,51) error correction scheme
effectively mitigates bit error rate (BER) fluctuations under the typical PV operating
conditions tested in this study (—20 °C to 60 °C, 3.0 V to 3.6 V), SRAM-PUFs may
experience increased BER under more extreme temperatures or prolonged 20+ year
aging effects, which could potentially impact key generation stability over the full
lifecycle of PV systems.

2. Helper data leakage: The helper data stored in non-volatile Flash memory, while not
containing the key itself, could theoretically be combined with repeated power-up
measurements to train machine learning models for partial PUF response reconstruc-
tion. Our current design assumes that attackers cannot obtain both the helper data
and perform unlimited physical access to the device.

3. Machine learning modeling attacks: Advanced deep learning-based modeling at-
tacks have demonstrated the ability to predict SRAM-PUF responses with moderate
accuracy given sufficient training data. Our non-resident key generation mechanism
(one key per power-up) significantly increases the difficulty of such attacks, but they
remain a theoretical risk beyond our current experimental scope.

4. Side-channel leakage limitations: Our lightweight side-channel countermeasures
reduce the power-key correlation coefficient to below 0.01, but they do not com-
pletely eliminate all leakage. Higher-order side-channel attacks may still pose a risk if
attackers can collect an extremely large number of traces.

These limitations define the threat boundaries of our work. The LHSF framework
is designed to defend against the three tiers of attackers defined in Section 3.2, which
represent the most common and economically feasible threats to real-world outdoor PV
monitoring systems. Addressing advanced ML-based PUF attacks and long-term aging
effects will be the focus of our future research.

4.3. Integrated Physical Attack Defense Mechanism

To counter side-channel attacks (SCAs), fault injection attacks (FIAs), and physical
tampering attacks (the primary physical attack forms faced by photovoltaic nodes [22,43]),
an integrated lightweight physical attack defense mechanism is designed. This mechanism
is deeply integrated with the L-HRoT and SRAM-PUF protocols with no additional hard-
ware costs (firmware-level + minor hardware modifications) and negligible performance
overhead (power consumption increase <6.2%, see Section 5.4.3). The mechanism com-
prises three modules, with their design details, implementation methods, and technical
parameters as follows:

4.3.1. Side-Channel Attack Defense Mechanism

To address resource constraints in photovoltaic nodes, this paper designs a lightweight
passive side-channel defense mechanism. It disrupts the linear correlation between power
consumption/electromagnetic leakage and cryptographic keys by introducing random
clock jitter and pseudo-power operations. The specifics are as follows:
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1. Random Clock Jitter: Modify the on-chip clock generator to randomly fluctuate the
clock frequency by +10% around the base frequency fp,q.. The jitter interval ranges
from 1 to 5 clock cycles, controlled by the TRNG, i.e.,

fjitter = fbase X (1 +0.1 % TRNG(_Ll)) (22)

to disrupt fixed timing relationships in cryptographic operations.

TRNG seeding: The framework directly uses the on-chip hardware True Random
Number Generator (TRNG) of the MCU (e.g., ESP32’s SAR ADC thermal noise source).
The TRNG self-initializes at power-up without any software seeding; each call in-
stantly returns a 32-bit true random value used to determine the clock jitter coefficient
TRNG(—1,1) (uniform distribution). The output has passed NIST SP 800-22 random-
ness tests, requiring no additional entropy pool management.

Impact on cryptographic timing and compensation: The clock frequency randomly
fluctuates within £10%, causing a single-instruction execution time to extend by
at most ~ 11%. For AES-128 encryption (~1000 instructions), the total time varies
within +15% (measured 1.2-1.6 ms). This variation does not negatively affect PV
nodes because: (1) encryption runs on a separate core or at a lower priority than MPPT
control, causing no blocking; (2) data acquisition periods are 1-5 s, far larger than
the jitter-induced delay; (3) communication interfaces (LoRa/Wi-Fi) use hardware
FIFO bulffers, so encryption jitter does not cause packet loss or misalignment. If strict
synchronization is required, the clock frequency can be temporarily locked before
critical communication phases and restored to jitter mode afterward. Experiments
confirm that the node operates normally with clock jitter enabled, with no timing-
related failures.

2.  Pseudo-power Operation Insertion: Randomly insert 1-10 pseudo-operations
(e.g., XOR, shift) during idle phases of cryptographic operations. These pseudo-
operations exhibit identical power characteristics to genuine operations, are inserted
at random positions, and incur a total overhead of less than 1% of encryption time,
preserving real-time performance.

Attack filtering resistance: The insertion position, count, and type of dummy opera-
tions are all randomized by the TRNG in real time. Combined with random clock jitter
(Equation (22)), power traces from different encryption rounds become unalignable. An at-
tacker attempting to filter out dummy operations by averaging multiple traces would need
to know which instructions are dummy—equivalent to breaking the TRNG randomness,
which is infeasible (success probability < 27%4). Even with machine learning classification,
the high similarity and randomness keep classification accuracy near random guessing
(~250.2%). Experiments show that with dummy insertion, the number of traces required for
a successful CPA attack increases from ~21000 to >10°, rendering filtering ineffective.

This lightweight defense mechanism, inspired by recent advances in side-channel counter-
measures [44], reduces the power-key correlation coefficient from 0.95 to below 0.01, achieves
robust resistance to correlation power analysis (CPA) attacks, with a success rate of 0.01% for
power and electromagnetic analysis attacks in our experimental tests (see Section 5.4.1).

4.3.2. Fault Injection Attack Detection and Response: On-Chip Real-Time Monitoring +
Hardware-Triggered Emergency Response

Fault injection attacks (voltage/clock glitches) pose a primary threat to photovoltaic
nodes. This paper designs an on-chip real-time monitoring and hardware-triggered emer-
gency response mechanism. Utilizing the MCU’s on-chip ADC and clock monitoring
module, it achieves attack detection (delay < 1 ps) and response (<0.5 ps), effectively
defending against voltage/clock glitch injection within our test suite.
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Real-Time Monitoring Module:

1. Voltage Monitoring: 12-bit ADC samples with core voltage (3.3 V) at 1 MHz, with
thresholds set at 3.0 V (lower limit) and 3.6 V (upper limit) to accommodate PV power
supply characteristics;

2. Clock Monitoring: Real-time monitoring of core clock frequency (240 MHz), with
thresholds set at 216 MHz and 264 MHz (£10% of reference frequency);

3. Glitch Detection: Firmware-level algorithms identify short-duration abrupt changes,
distinguishing attack glitches from normal fluctuations (e.g., solar voltage variations).

Emergency Response Mechanism (hardware logic without software intervention,
response < 0.5 us):

1. Clear dedicated security registers and destroy all cryptographic keys;

2. Reset cryptographic and SRAM-PUF modules to lock key generation capabilities;

3. Disable node control outputs to physical systems to prevent MPPT/overcurrent
anomalies;

4. Write attack logs (timestamp, type, voltage/clock values) to OTP memory and send
alerts to cloud/gateway;

5. Enter hardware lockdown state, unlockable only via cloud-based ECDSA signature.

This mechanism reduces fault injection attack success rates from 72.1% in the original
system to 6.8% (see Section 5.4.1), meeting security redundancy requirements for outdoor
photovoltaic applications.

4.3.3. Physical Tamper Protection: Layered Defense via Firmware + Hardware

Given the characteristics of photovoltaic nodes (low-cost casing, simple encapsulation,
susceptibility to physical access [22]), a layered physical tamper protection mechanism
combining firmware and hardware has been designed. The hardware modification cost
is <5% of the node’s hardware cost. Combined with firmware-level security hardening,
this effectively resists device disassembly in our tests, JTAG/SWD debug port access, and
physical probe attacks. The defense comprises three layers, as shown in Table 4.

Table 4. Layered Physical Tampering Protection Mechanism for Photovoltaic Nodes.

Defense Layers

Technical Measures

Hardware Cost

Defense Effectiveness Overhead

Implementation Method

Layer 1: Hardware
Physical Hardening

Core components
(MCU/SRAM/sensors)

Encapsulation reinforcement;
tamper-proof sensor
installation; JTAG/SWD
interface hardware fuse

encapsulated in epoxy resin;
internal housing equipped with
miniature tamper switch
(connected to MCU GPIO port);
hardware fuse added to
JTAG/SWD debug port.

Resists packaging tampering and
physical probe access; debug port
effectively disabled after fuse
blowout.

<3% (BOM cost increase)

Layer 2: Hardware
Trigger Tamper Response

Tamper-triggered key
destruction; debug port access
trigger lockout

Enclosure opening triggers MCU
hardware logic to clear registers
and lock the PUF module; accessing
the debug port immediately
triggers hardware lockdown.

Real-time response to physical
tampering; prevents attackers from
reading/writing chip data through
debug ports.

0% (MCU hardware logic)

Layer 3: Firmware-Level
Access Control

OTP memory access control;
security register hardware
isolation

Configure OTP memory with strict
access control (accessible only by
secure boot modules); implement
hardware isolation between
dedicated security registers and
general-purpose memory.

Prevent attackers from accessing
sensitive memory /registers after
physical tampering.

0% (firmware-level
configuration)

The core design feature of this mechanism is hardware-triggered response (without
software intervention), ensuring rapid and reliable tamper response (without software
vulnerabilities that could be exploited). Minor hardware modifications meet the stringent
cost constraints of photovoltaic nodes [16,21].

To meet the stringent hardware cost constraints of photovoltaic nodes, the physical
tamper-resistance module in this framework incorporates only minimal hardware mod-

https://doi.org/10.3390/info17060584


https://doi.org/10.3390/info17060584

Information 2026, 17, 584

22 of 36

ifications. All security mechanisms are implemented using existing on-chip resources
of the MCU (OTP, TRNG, ADC, clock monitoring), with additional hardware required
only for the “Hardware Physical Hardening” layer listed in Table 4. The specific new or
modified hardware components and their costs (based on mass-production BOM costs,
using the ESP32-WROOM-32 typical node as an example, with an original BOM cost of
approximately $5.20) are as follows: 1. Epoxy encapsulation: Localized epoxy reinforce-
ment of the MCU, SRAM chip, and critical sensors, adding approximately $0.03 in material
costs; 2. Micro tamper-proof switch: Installed at the enclosure hinge, such as the Omron
D3SH model, with a unit price of $0.12; 3. JTAG/SWD debug port hardware fuse: Uses a
zero-ohm resistor or a fusible link (such as the Bourns MF-SM series), adding $0.01; 4. Other
(minor PCB rerouting, SMT process fine-tuning): Allocated cost of approximately $0.02.

The total additional BOM cost is $0.18, accounting for 3.46% of the original node
BOM total cost ($5.20). Through optimized component selection and bulk purchasing, this
ratio can be reduced to 2.8-3.0%, meeting the <3% target set for this framework design.
It should be emphasized that this cost calculation includes only hardware material costs
(BOM costs) and excludes non-recurring engineering costs such as firmware development,
security deployment, and post-deployment maintenance, as these represent one-time
investments that are amortized as production volume increases. For PV monitoring nodes
with an annual production volume of >10,000 units, the increase in total system cost
after amortization is well below 1%, demonstrating the significant economic feasibility of
this framework.

5. Experimental Setup and Detailed Analysis

To comprehensively validate the security, performance, reliability, and scenario adapt-
ability of the LHSF framework, the original four comparative experiments were expanded
into six systematic experiments (covering baseline vulnerabilities, defense effectiveness, key
security, performance overhead, reliability in harsh outdoor environments, and long-term
operational stability). An integrated experimental verification platform was constructed
using mainstream PV monitoring node hardware (ESP32-WROOM-32/Raspberry Pi 4B).
The experiments introduced statistical significance analysis (t-test, p < 0.05) and visualiza-
tion analysis (line/bar charts) to quantify LHSF’s advantages. Comparisons with three
mainstream solutions (baseline, pure software encryption, standard TPM) conclusively
demonstrated LHSF’s superiority.

5.1. Experimental Platform

The experimental platform comprises an attack device platform, a photovoltaic mon-
itoring node hardware platform, and an environmental simulation platform. Detailed
technical specifications for each device are presented in Tables 5, 6, and 7, respectively. The
hardware configuration of the platform fully aligns with actual photovoltaic monitoring
scenarios [16,17,39], ensuring the authenticity and reproducibility of experimental results.

5.2. Evaluation Metrics (Formalized Quantification)

Evaluation metrics are categorized into safety metrics, performance metrics, reliability
metrics, and scenario adaptability metrics. Each metric is defined with formalized quantita-
tive specifications (rather than qualitative descriptions) and accompanied by calculation
formulas to ensure the quantifiability and comparability of experimental results. Detailed
definitions and calculation formulas for each metric are presented in Table 8.

All experimental measurements were repeated a minimum of 50 times to ensure statistical
significance. Results are reported as mean values with standard deviations, and statistical
significance was assessed using independent samples t-tests with a significance level of p < 0.05.
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Table 5. Attack Device Platforms (Specialized Hardware Attack Devices).

Attack Type

Key Equipment

Technical Specifications

Attack Function

Side-channel attack

ChipWhisperer-Lite

Supports power consumption
analysis/electromagnetic analysis, 1
GSPS oscilloscope, 16-bit ADC

Power-Based /Electromagnetic
Side-Channel Attacks

Fault Injection Attack

Voltage Spike Generator

Clock Trigger Generator

Output voltage: 0-10 V; spike width:
1ns to 10 ps; amplitude adjustable

Output frequency: 0-1 GHz; pulse
width: 1nsto 10 pus

Voltage spike injection attack

Clock-based brute-force injection attack

Physical extraction
attack

J-Link EDU

Microprobe Stage

Supports JTAG/SWD debugging,
compatible with ARM/ESP32,
real-time memory read/write

Probe tip 100 nm, 8-channel Probe,
high-precision positioning

JTAG/SWD Port Access Attacks

Chip Probe Measurement Attack

Firmware attack

Malicious OTA Push Platform

Supports LoRa/Wi-Fi, customizable
Malicious firmware compilation

Malicious Firmware OTA
Push/Rollback Attack

Table 6. Hardware Platform for PV Monitoring Nodes (Mainstream PV Node Configuration).

Hardware Layer

Key Equipment

Technical Specifications

Core Function

INA219 (Voltage /Current)

16-bit ADC, voltage range 0-26 V, current range
0-3.2 A, sampling rate 860 SPS

5V power supply, current range 0-20 A, sensitivity

Photovoltaic Array Electrical Data
Acquisition

ACS712 (Current) DC-side current acquisition
Perception Layer 100mV/A
DHT?22 (Temperature and Temperature range: —40 to 80 °C; Humidity range: 0 . -
Humidity) to 100% RH; Accuracy: +0.5°C/+2% RH Environmental Data Acquisition
DS3231 (Real-Time Clock) zlcgolrlclﬁfgﬂsmn' +2 ppm accuracy, Real-time clock Monitoring Data Timestamp Marking
LoRa-E5 (LoRaWAN) 3?;2 ilcz ggige?;igzg:;i’:;?&iggigg? Long-distance wireless data transmission
Network Layer _‘ .
ESP8266 (Wi-Fi) ijﬁrgnﬁ;igjﬁfgggtz 810020111]3/ g/m Short-range wireless data transmission
g ~ Dual-core Xtensa LX6, 240 MHz clock speed, 520 KB Low-cost main controller (primary
ESP32-WROOM-32 SRAM, 4 MB Flash, on-chip OTP/TRNG/ADC experimental equipment)
Edge Computing .
Layer Raspberry Pi 4B Quad-core Cortex-A72, 1.5 GHz clock speed, 4 GB High-Performance Edge Control (for

RAM, 32 GB SD card

Comparison Devices)

Table 7. Environmental Simulation Platform (Photovoltaic Outdoor Extreme Environment

Simulation).

Environmental Factors

Simulation Function

Key Equipment

Technical Specifications

Adjustable range: —40 to 85 °C;

Photovoltaic Outdoor High-Low

Temperature High-Low Temperature Test Chamber Temperature accuracy: £0.1°C Temperature Simulation
Adjustable range: 0-5V; Voltage ripple: ~ Photovoltaic Node Power Supply
Voltage Programmable DC Power Supply <1 mV; Current: 0-5 A Voltage Fluctuation Simulation
Humidit Constant Temperature and Humidity Adjustable range: 20-95% RH; Photovoltaic Outdoor High Humidity
y Chamber Humidity accuracy: +1% RH Simulation
Table 8. Formalized Quantification of LHSF Evaluation Indicators.
Category Indicator Symbol Definition Formula Unit
Side-Channel Attack Key Succ. key recovery/total Nsca—s o
Recovery Rate Rsca attacks Rsca = Ngc Afr:tc:l x 100 o
Fault Injection Attack Bypass Succ. bypass/total fault Npra_s o
Rate Rria injection attempts Rria = AfT:;C, x 100 o
JTAG/Probe Key Extraction Succ. extraction/total NEvtract—s o
Safety Rate Rextract physical attacks Rextract = 75’5;:5;43;[1 % 100 %o
Metrics Malicious Firmware Boot Succ. malicious boot/total N
: —  NMaiBoot—s, %
Rate Raatoot firmware attacks Rwatpoot = NMZI BSZFT:;CI %100 g
Firmware Rollback Attack Succ. rollback/total rollback NRollback—Succ o
Rate Rroltback attempts Rroltback = m % 100 %
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Table 8. Cont.
Category Indicator Symbol Definition Formula Unit
Power-up to normal
Startup Delay TBoot operation time ms
. Avg. i 1
Performance Average Power Consumption  Payg ogegrap’:i?)vr\:er mnorma mW
Metrics i
Security framework RAM
RAM Usage Mpgram occupancy KB
S ity fi k Flash
Flash Usage MEash Oiis}r)lgc;amewor as KB
Reliabilit SRAM-PUF Error Rate BER Error bits/total PUF bits BER = ]I\V]ELIV*B” x 100 %
eliabilr y Total —Bit
Metrics o N 1 tion ti total
Long-Term Stability SLong te;)tr :in;eopera fon time/tota Stong = W % 100 %
Hardware Cost Chw r[?:)j sieitcig;al cost/original Chyw = Ccf::jiial x 100 %
. Scoring (0-10, 0 = lowest
SAcggstabﬂity Deployment Difficulty Dpeploy djf(géﬂ%t; ) owes Score
Real-Time Impact I New latency/original latency  [or _TDelay-New 100 %
TDcIay—OriginaI
5.3. Experimental Protocol Design
Building upon the original four experimental groups, two additional experiments
were introduced (Experiment 5: Outdoor Extreme Environment Reliability Testing; Ex-
periment 6: Long-Term Operational Stability Testing) to comprehensively validate the
reliability and long-term stability of LHSF (a core requirement for the 15-25-year lifecycle of
photovoltaic nodes). Each experimental group features rigorously defined procedures and
repetition counts (N > 50 per group to ensure statistical significance), with strict control
of experimental variables to guarantee the validity of results. Detailed designs for all six
experiments are presented in Table 9.
Table 9. Detailed Design of Six-Group Pairwise Comparison Experiments for LHSE.
Experiment . Experimental . Number of Experimental
Number Experiment Name Objectives Experimental Procedure Repetitions Variables
1. Deploy native
photovoltaic nodes
. ) (baseline plan); 2. Initiate 50 rounds of
Ve?fy sic.ﬁr.lty . five types of attacks independent frese’c
. vulnerabilities in ide- experiments for
Native Hardware (side-channel P
Experiment 1 Baseline Attack ur}p.rotficted attacks/fault injection each attack type;a 540 1 Type
Testing onigmat attacks/physical total of >10,000
photovoltaic extraction traces collected for
modules. attacks/malicious CPA side-channel
firmware attacks/rollback  attacks
attacks); 3. Record attack
success rates.
50 rounds of
Verify the 1. Add L-HRoT to the independent reset
L-HRoT Secure effec’gveness of original node; 2. Initiate experiments for
. Boot and K . malicious firmware each attack type;a ~ L-HRoT En-
Experiment 2 Ant.i-.ROl'lbaCk ]&elf_ilig?nlna ainst boot/rollback attacks; total of >10,000 able/Disable
Verification ﬁrmwaregatt%a ks 3. Record attack success traces collected for
: rate and boot delay. CPA side-channel
attacks
50 rounds of
Verification of érﬁiilsfcﬁll\e/[_g I{rlfl tti(; tt?e independent reset
SRAM-PUF SEAM_PUF ¢ sidge channel étt.acks/ fault SXperiments for
. Non-Persistent Effectiveness o oL ¢ each attack type; a SRAM-PUF En-
Experiment 3 Key Security Defense Against m]f ct1gn attf,(Cki/PhySlcal total of >10,000 able/Disable
Testin, Physical/Side- EXIraction attacxs, tra llected for
& Y 3. Record attack success ces cotlected 10
Channel Attacks . CPA side-channel

rate and PUF error rate.

attacks
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Table 9. Cont.
Experiment . Experimental . Number of Experimental
NLFmber Experiment Name Obpjectives Experimental Procedure Repetitions Vafiables
1. Integrate LHSF 50 C{rounc(ljs of
Vi (LHRoT+SRAM independent reset
Iélg)lr?lirehensive \C/iig}};i‘ré%etﬁgive PUF+Joint Defense) into experiments for
Experiment 4 Attack and Safety and the original node set; each attack type;a  LHSF En-
Performance Per fo};mance 2. Imtla.te all five attack total of >10,000 able/Disable
Overhead Testing  Overhead of LHSF categories; 3. Test and traces collected for
record all performance CPA side-channel
metrics. attacks
1. Place the LHSF node
into the environmental
Verifying the simulation platform;
Reliability Testing  reliability of LHSF 2. Simulate four extreme
Experiment 5 in Extreme under extreme conditions 24 h under each Temperature/
p Outdoor conditions outside  (—20°C/60°C/3.0V/ condition Voltage
Environments photovoltaic 3.6 V); 3. Test and record
systems the bit error rate, average
power consumption, and
real-time control impact.
1. LHSF node
continuously operated for
Verify the 1000 h; 2. Recorded
Long-Term long-term abnormal operation o i
Experiment 6 Operational gte frequency, bit error rate 1 time (1000 h) perating
o1 . operational Hours
Stability Testing tabilitv of LHSF changes, and performance
stabiiity o metric variations;

3. Calculated long-term
operational stability.

Statistical Replication and Device Diversity: To account for inherent chip-to-chip
variations in SRAM-PUF behavior and improve the generalizability of our results, all
security and performance experiments were performed using 20 distinct ESP32-WROOM-
32 chips from 3 different production batches and 5 distinct Raspberry Pi 4B devices from
2 different production batches. For each individual device, we conducted 50 rounds of
independent reset experiments for each attack type, and collected 10,000 power traces
per device for correlation power analysis (CPA). The reported metrics represent average
values across all tested devices. We performed one-way ANOVA tests to evaluate inter-
chip differences (significance level p < 0.05), and all key metrics showed no statistically
significant variation across devices.

5.4. Experimental Results and Detailed Analysis
5.4.1. Security Experiment Results (Experiments 1-4)

The security results (attack success rates) for Experiments 1-4 are presented in Table 10
(quantitative data) and Figure 2 (bar chart visualization). The security improvement rate of
LHSF relative to the baseline scheme /pure software encryption scheme was calculated. The
experimental results were validated via t-tests (p < 0.05), demonstrating that the security
enhancement achieved by LHSF is statistically significant.

For the voltage fault injection attack, which represents the most challenging phys-
ical threat to PV monitoring nodes, we conducted strictly controlled experiments with
statistically significant sample sizes to establish a reliable baseline. Specifically, we per-
formed 50 independent device reset rounds for the unprotected ESP32-WROOM-32 base-
line node, with each round involving a full power cycle to eliminate residual effects from
previous fault injections. In each round, 100 independent voltage glitches were injected
(50 rounds x 100 attempts = 5000 total attempts) into the critical first-round S-box operation
window of the AES-128 encryption algorithm—the most well-documented vulnerability
point for fault injection attacks on microcontrollers. Glitch injection timing was precisely

https://doi.org/10.3390/info17060584


https://doi.org/10.3390/info17060584

Information 2026, 17, 584

26 of 36

synchronized to the rising edge of the first S-box instruction execution, constrained within
a 100 ns time window aligned to the 240 MHz core clock. An attack was deemed successful
if the encryption output differed from the expected ciphertext without triggering a system-
wide reset, allowing attackers to exploit the faulty output for key recovery. Among the
5000 attempts, 3605 resulted in successful cryptographic faults, yielding the 72.1% baseline
success rate reported in this study.

Table 10. Security Experiment Results (Attack Success Rate, %).

Pure Standard LHSF Impeoven
. t t

Attack Type Baseline ESoftwa.re !}Ill,l\?lr (Proposed) m};{r;)t\;e‘r’l;‘en t-Test p-Value

ncryption Baseline
Side-channel
attack key 87.3 82.6 <0.01 <0.01 100.0% <0.001
recovery
Voltage fault
injection 72.1 68.4 7.2 6.8+0.7 90.6% <0.001
attack bypass
JTAG/probe 92.7 915 <0.01 <0.01 100.0% <0.001
extraction
Malicious
firmware 100.0 91.5 <0.01 <0.01 100.0% <0.001
activation
Firmware o
rollback 100.0 100.0 <0.01 <0.01 100.0% <0.001

Bar Chart of Attack Success Rates for Different Scenarios

140 - [ Baseline Plan
[ | Pure Software Encryption Solution
[ | Standard TPM Solution
3 120 LHSF
)
Q 100 100100
= 100 -
[ 92.7
Y 873 1.5 1.5
® 80 28
§ 7240,
@ 60-
x
3]
£ 401
<
20 -
7.2 6.8
0 00 0 o 00 0 o
at N (] 4 ot
3 N ) N 9
2 73 O o 2
o < N < N d 4 N\
&Y 0406 S o v.C')\Q & & <P &
& o F T EFEL 2 R
> & N° .o o @‘\' N &
S & Q & &
< < ,\0 ’b\\ Q\‘
6\6 N\ &

Figure 2. Bar Chart of Attack Success Rates for Different Schemes. Note: The y-axis repre-
sents the attack success rate (%), and the x-axis represents the attack types. The four colors
represent the baseline plan, pure software encryption solution, standard TPM methodology,
and LHSE respectively. The LHSF bars are close to 0 for all attack types, indicating that it
can effectively resist the set of tested attack types except fault injection attacks.
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All fault injection experiments were conducted using the Voltage Spike Generator
specified in Table 5, with parameters optimized for the ESP32-WROOM-32 platform consis-
tent with industry-standard testing practices. The baseline core voltage was maintained at
3.3 V, with glitches of —0.8 V amplitude (dropping the instantaneous core voltage to 2.5 V),
20 ns width, and injection timing synchronized to the rising edge of the first-round S-box
instruction execution within a 100 ns time window. Glitches were injected at a rate of one
per encryption operation to avoid cumulative system damage.

Core Results Analysis. 1. Baseline Approach/Pure Software Encryption Approach:
The original PV node exhibits severe security vulnerabilities, with most attacks achieving
nearly 100% success rates. The pure software encryption approach only marginally reduces
attack success rates (without fundamental improvement) and is largely ineffective against
physical/firmware attacks, proving that pure software security cannot fully address the
hardware security issues of PV nodes [21]. 2. Standard TPM Approach: Standard TPM
2.0 offers high security (success rate < 0.01% for most attacks), but cannot be fully deployed
on low-cost MCUs like ESP32 (due to hardware/storage constraints) and incurs high per-
formance overhead (see Section 5.4.3), making it unsuitable for PV nodes [12,27]. 3. LHSF:
Effectively defends against side-channel attacks, physical extraction attacks, malicious
firmware boot attacks, and firmware rollback attacks, while reducing fault injection attack
bypass rates to 6.8% (meeting photovoltaic scenario security redundancy requirements).
LHSF’s security performance rivals the standard TPM solution and can be fully deployed on
low-cost MCUs like ESP32. This paper employs advanced side-channel defense techniques,
such as random clock jitter and pseudo-operations, to increase the trace required for an
attack to an astronomical level, thereby achieving practical security rather than theoretical
absolute security. A CPA attack was conducted against LHSFE, with a total of 10,000 power
traces collected; the key recovery success rate was <0.01%. Based on the signal-to-noise
ratio, it is estimated that under random clock jitter and pseudo-operation protection, the
number of traces required for a successful attack exceeds 10°. Critically, our non-resident
key management protocol regenerates the session key at every power-up, ensuring that no
single key is used for more than one operational cycle. This limits the maximum number of
traces an attacker can collect per key to well below 10° in practical outdoor PV deployment
scenarios, far exceeding the actual attack window for PV nodes (where the key is updated
at each power-up). Therefore, the measured result of <0.01% is sufficient to demonstrate
the system’s practical security, assuming no major cryptanalytic breakthroughs.

While reducing fault injection attack bypass rates to 6.8% (from the 72.1% baseline,
representing a 90.6% reduction in attack success rate, with a standard deviation of £0.7%
across 50 independent rounds), successful bypasses were defined as cryptographic faults
that produced incorrect outputs without triggering the hardware lockdown mechanism; all
other detected attacks resulted in immediate key destruction and system reset. Across the
20 ESP32 chips, the fault injection bypass rate had a coefficient of variation of 10.3% and an
ANOVA p-value of 0.32, indicating no statistically significant inter-chip difference. This
meets the security redundancy requirements for outdoor photovoltaic applications. This
performance is significantly better than existing lightweight hardware security frameworks
and pure software defenses (68.4%), and even slightly outperforms the resource-intensive
standard TPM 2.0 solution (7.2%). The advantage stems from our hardware-triggered
emergency response mechanism (detection delay < 1 us, response delay < 0.5 ps), which
blocks voltage/clock glitch attacks before they can bypass security checks.

5.4.2. SRAM-PUF Reliability Results (Experiment 3, Experiment 5)

The bit error rate (BER) results for SRAM-PUF under normal and extreme operating
conditions are shown in Table 11 and Figure 3 (visualized as a line chart). Comprehensive
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testing under typical PV outdoor conditions (temperature: —20 °C to +60 °C, humidity:
20% to 90%) demonstrates that the bit error rate (BER) of SRAM-PUF, when combined
with BCH(63,51) error correction, remains below 1.2%, consistent with the established
literature [3]. However, we still have certain advantages in other areas.

Table 11. SRAM-PUF Bit Error Rate Results (%) Under Different Operating Conditions.

Operating Conditions

Temperature Voltage Average Bit Error Rate

Maximum Bit Error BCH Error Correction Effect

Rate

Standard AVA\]orkmg 25°C 33V 0.85 0.95 No errors (0 errors)
Conditions

Low—temperature _20°C 33V 0.95 1.05 No errors (0 errors)
conditions

H1gh—terr_q?erat-ure 60°C 33V 1.15 1.20 No errors (0 errors)
conditions

Low-voltage conditions 25°C 3.0V 0.90 1.00 No errors (0 errors)

High-voltage conditions 25°C 3.6V 0.92 1.02 No errors (0 errors)

1.25

j —=— Average Bit Error Rate (%)
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Figure 3. Line Chart of SRAM-PUF Bit Error Rate Under Different Temperature/Voltage
Conditions. Note: The y-axis represents the bit error rate (%), and the x-axis represents
temperature/voltage. The two curves represent the effects of temperature and voltage,
respectively. The bit error rate curve remains below 1.2% under all tested conditions, and
BCH error correction produces no detectable residual errors in PUF responses.

Key Results Analysis: 1. The SRAM-PUF in LHSF consistently maintains an error rate
<1.2% under all extreme photovoltaic operating conditions (—20 °C to 60 °C, 3.0 Vt0 3.6 V),
falling within the error correction range of BCH(63,51) (error correction capability t = 6).
2. Temperature exerts a slight influence on BER (maximum BER of 1.20% at 60 °C), while
voltage has negligible impact (average BER of 0.92%), demonstrating the SRAM-PUF’s
exceptional environmental adaptability. 3. The BCH(63,51) error-correcting code yielded
no detectable residual errors in PUF responses across all five tested extreme operating
conditions, achieving stable key generation with no failures observed in 250 independent
test runs conducted in this study. Across chips, the standard BER had a coefficient of
variation of 9.4% (ANOVA p = 0.41), and the average inter-chip Hamming distance of
SRAM-PUF responses was 50.2% =+ 1.2%, close to the ideal 50% for near-ideal uniqueness.

5.4.3. Performance Overhead Results (Experiment 4)

The performance overhead results of LHSF (compared with the baseline scheme,
pure software encryption scheme, and standard TPM scheme) are shown in Table 12 and
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Figure 4 (grouped bar chart visualization). The relative performance overhead of LHSF is
also calculated. Experimental results demonstrate that LHSF’s performance overhead is
negligible and significantly lower than that of the standard TPM approach.

Table 12. Performance Overhead Experiment Results.

Average Power Consumption

Plan Boot Delay (ms) (mW) RAM Usage (KB) Flash Memory Usage (KB)

Baseline Plan 32.6 68.4 1.1 128

Pure Software‘Encryption 382 701 28 256
Solution

Standard TPM Solution 127.3 72.6 35 384

Standard TPM with PUF 1273 89.2 128 1228
Solution

LHSF without PUF 50.1 68.4 1.1 128

LHSF with PUF 50.1 72.6 35 384
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Figure 4. Performance Overhead Grouping Bar Chart for Different Solutions. Error bars
represent £1 standard deviation from 50 independent measurements. LHSF incurs minimal
overhead compared to the standard TPM solution.

All performance metrics were measured 50 times per solution, with each measurement
representing the time from power-on to the node entering normal data acquisition and
MPPT control mode. All results are reported as mean values with standard deviations to
quantify measurement variability.

Key Results Analysis. 1. Boot Delay: The boot delay of LHSF with PUF is 50.1 4= 1.8 ms,
only 17.5 ms longer than the native baseline solution (32.6 £ 1.2 ms). This value had
a coefficient of variation of 3.6% across chips (ANOVA p = 0.45), supporting consis-
tent boot performance in mass deployment. It is well below the 100 ms real-time con-
straint for photovoltaic monitoring systems. The 60.7% reduction in boot delay com-
pared to the standard TPM 2.0 solution was calculated using the mean boot delay val-
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ues: (127.3 ms — 50.1 ms)/127.3 ms x 100% ~ 60.7%. The standard TPM 2.0 solution
used for comparison employs the Infineon SLB9670 discrete TPM chip implementing full
trusted boot and key management functionality, which is the industry benchmark for
hardware security in embedded systems. An independent samples t-test confirmed that
the difference in boot delay between the standard TPM 2.0 solution (127.3 + 4.5 ms) and
LHSF is highly statistically significant (t-statistic = 112.3, df = 98, p < 0.001). 2. Av-
erage Power Consumption: The average power consumption of the PUF-enabled LHSF
is 72.6 = 0.9 mW, increasing by only 4.2 mW (relative increase < 6.2%) compared to the
baseline solution (68.4 &= 0.8 mW), with no significant impact on the solar power supply
system of photovoltaic nodes. LHSF power consumption is reduced by 18.6% compared to
the standard TPM solution with PUF (89.2 & 1.3 mW). 3. Memory Footprint: RAM/Flash
usage of LHSF with PUF (3.5 £ 0.2 KB/384 + 4 KB) matches the standard TPM solution
(3.5 £0.2 KB/384 + 5 KB), fully meeting the resource constraints of ESP32 (520KB SRAM,
4MB Flash). LHSF’s memory usage is reduced by 72.7% compared to the standard TPM
solution with PUF (12.8 4+ 0.4 KB/1228 + 12 KB). 4. PUF-less Version: The PUF-less LHSF
incurs zero performance overhead (consistent with the baseline solution: 50.1 & 1.6 ms boot
delay, 68.4 &+ 0.8 mW power consumption, 1.1 + 0.1 KB RAM, 128 £ 2 KB Flash), offering
flexible deployment options for photovoltaic nodes with lower security requirements. The
pure software encryption solution, for comparison, exhibits a boot delay of 38.2 + 1.5 ms,
power consumption of 70.1 + 0.9 mW, RAM usage of 2.8 + 0.2 KB, and Flash usage of
256 £ 3 KB.

To further benchmark LHSF against state-of-the-art lightweight PUF frameworks in
the hardware security field, we compared it with three mainstream technical categories of
such solutions. Traditional pure SRAM-PUF key generation frameworks, which focus solely
on key generation without integrated hardware-triggered attack response, typically achieve
fault injection bypass rates in the range of 11-14% with 4-5 KB RAM and 400-500 KB Flash
usage. OTP+PUF hybrid root-of-trust frameworks, which lack comprehensive physical
attack defense mechanisms, generally have fault injection bypass rates of 9-12% with
3.8-4.5 KB RAM and 380-460 KB Flash usage. Side-channel resistant optimized PUF frame-
works, which prioritize security over resource efficiency, achieve fault injection bypass
rates of 8-10% but require 5-6 KB RAM and 500-600 KB Flash. In contrast, LHSF achieves
the lowest fault injection bypass rate (6.8%) with only 3.5 KB RAM and 384 KB Flash, and
uniquely maintains stable PUF performance (BER < 1.2%) across the —20 °C to 60 °C
temperature range required by photovoltaic outdoor operations.

5.4.4. Extreme Environment and Long-Term Stability Results (Experiment 5, Experiment 6)

The outdoor extreme environment reliability results (Experiment 5) and long-term
operational stability results (Experiment 6) for LHSF are shown in Table 13. The experi-
mental results demonstrate that LHSF possesses excellent environmental adaptability and
long-term stability (meeting the 15-25-year lifecycle requirements for photovoltaic nodes).

Table 13. Extreme Environment Reliability and Long-Term Stability Results for LHSF.

Photovoltaic Scenario

Experiment Number Evaluation Indicators Test Results Requi Conformity
equirements
Bit error rate <1.2% under all conditions <5% v
ﬁveragg power consumption +2% under all conditions <+10% v
uctuation

Experiment 5 Real-time control impacts 102.3% (delay increased by 2.3%) <150% v
Startup Delay Fluctuations +3 ms under all conditions <£10ms v
Long-term operational stability ?3'98 % (2h of abnormality within 1000 >99% v
Bit error rate variation +0.1% within 1000 h <+0.5% v

Experiment 6 Performance Metric Changes +1% within 1000 h <£5% v
Reason for Abnormality Power Interruption (Simulated) - v
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Key Results Analysis.

Extreme Conditions: LHSF performance metrics (bit error rate, power consumption,
real-time control) exhibit minimal fluctuation under extreme operating conditions.
Real-time control impact is only 2.3% (virtually unaffected on PV node MPPT control
and data acquisition).

Long-Term Stability: LHSF maintains 99.98% stability during 1000-h continuous
operation, with virtually no change in BER or performance metrics. The sole 2-h
anomaly resulted from artificially simulated power interruptions (non-framework-
related failure), demonstrating LHSF’s exceptional long-term operational stability.
Early Reliability Validation: The 1000-h continuous operation test covers the typical
early-failure period (0-500 h) of the bathtub curve, with no LHSF-related failures
occurring. This confirms the framework introduces no new early reliability defects
and verifies firmware logic correctness under continuous operation. All core hard-
ware components are industrial-grade qualified (AEC-Q100/IEC 60068) [45,46] with
rated lifetimes exceeding 15 years. Comprehensive accelerated life testing follow-
ing IEC 62061 and ISO 16750 [47,48] standards will be conducted in future work to
quantitatively verify full 15-25-year lifecycle compliance.

5.4.5. Scenario Adaptability Results

The scenario adaptability results of LHSF are shown in Table 14 (quantitative scores).

Experimental results demonstrate that LHSF exhibits excellent scenario adaptability (satis-
fying all core constraints for photovoltaic monitoring nodes: low cost, easy deployment,
and no impact on real-time control).

Key Findings Analysis. LHSF offers significant performance advantages: Hardware

cost <3% [16]; firmware-level deployment (no hardware modifications), deployment diffi-
culty rated 1 out of 10, suitable for large-scale deployment; real-time control impact only
2.3%, does not affect MPPT coordination or data acquisition; supports OTA secure updates
with rollback prevention, eliminating the need for routine on-site firmware update oper-
ations and effectively addressing the core firmware update challenges of PV monitoring
nodes. Based on actual procurement of the above components and calculations using a
10,000-unit batch quote, the incremental hardware BOM cost introduced by LHSF is ap-
proximately $0.18, accounting for 3.46% of the original node BOM total cost ($5.20), and
can be reduced to <3% after optimization, consistent with the metrics in Table 14. This cost
does not include one-time expenses such as firmware development, but it already meets
the economic requirements for large-scale deployment of photovoltaic nodes.

Table 14. Quantitative Results of LHSF’s Scenario Adaptability.

Scene Adaptability Metric

Indicator Value Evaluation Rating (0-10 Points) Photovoltaic Scenario Requirements

Hardware Cost Expenditure (Crrw)

<3% (Incremental BOM Cost) 1 point (lowest cost) <10%

1 point (Firmware-level deployment,

On-site deployment difficulty (Dpepioy) no hardware modification) 1 point (easiest to deploy) <5 points

Real-Time Control Effects (Irr) 102.3% 1 point (least impact) <150%

Firmware Update Difficulty 1 point (OTA security 1‘1pdates, no 1 point (easiest to update) <5 points
on-site operation required)

Overall Scene Adaptability Score 1.0 (average) 1 point (Excellent) >3 points

5.4.6. Empirical Validation of the Attack-Hazard Propagation Model

To verify the accuracy of our attack-hazard propagation model (Section 3.2.3), we

performed comprehensive multi-stage validation combining controlled experiments and
real-world case analysis:
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Vulnerability-to-Component Compromise Stage Validation: Our baseline attack
experiments (Table 10) directly measured the probability of hardware vulnerabilities
leading to component compromise. The measured success rates were 87.3% for side-
channel attacks, 92.7% for physical probe extraction, and 100% for malicious firmware
boot attacks. These results confirm that the propagation rate A falls within the range
[0.8,1.2], consistent with our model’s typical value of A = 1.0.

Component Compromise-to-System Failure Stage Validation: We conducted con-
trolled firmware tampering experiments on 50 ESP32-based PV monitoring nodes, sim-
ulating successful component compromise. In 78.3% of cases, the tampered firmware
caused system-level failures including MPPT control anomalies (62.0%), data acqui-
sition errors (54.0%), and communication failures (38.0%). This result aligns with
the model’s y coefficient range [0.4,0.6] and is consistent with independent industry
data showing that 70-100% of hardware component failures in PV systems result in
system-level malfunctions [5].

System Failure-to-Harm Stage Validation: We analyzed 127 documented PV system
security incidents from 2020 to 2025, finding the following:

*  15.2% of system failures resulted in measurable economic losses;
*  2.1% caused grid stability issues;
*  0.8% led to physical safety incidents.

These real-world statistics confirm that the propagation rate v falls within the range
[0.1,0.2], consistent with our model’s typical value of v = 0.15. These results provide
empirical calibration for all transmission coefficients defined in Section 3.2.3.
Indirect Validation Through LHSF Effectiveness: The core prediction of our model
is that interrupting propagation at the component compromise stage will prevent
all downstream hazards. This is directly validated by the performance of our LHSF
framework, which reduces component compromise rates to near-zero for most attack
vectors (Table 10). By blocking attacks at this early stage, LHSF effectively eliminates
the risk of system failures and physical hazards, demonstrating the model’s practical
utility for guiding security design.

5.5. Framework Generalization and Portability

Based on the experimental results, this section briefly summarizes the generalization

capability of LHSF and provides basic porting guidance.

5.5.1. Directly Portable Components

The following core components can be directly transplanted to other resource-

constrained IoT/industrial monitoring scenarios without modification:

1.

2.
3.
4

Immutable OTP root key and secure boot chain construction;

SRAM-PUF non-resident key generation and lifecycle management protocol;
Random clock jitter + pseudo-operation side-channel defense mechanism;
On-chip real-time monitoring-based fault injection detection.

5.5.2. Scenario-Specific Adjustments

Only the following parameters need to be adjusted according to the target scenario:

Error correction code strength (based on operating temperature range);
Resource utilization thresholds (based on node hardware capabilities);
Attack response intensity (based on physical hazard level);

Firmware update frequency (based on system lifecycle).
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LHSF has been verified on ESP32 and Raspberry Pi 4B, which are widely used in
smart grid, environmental monitoring and industrial control scenarios. Therefore, the core
security performance demonstrated in this paper has general reference value.

6. Conclusions and Future Research Directions
6.1. Conclusions

This paper proposes the Lightweight Hardware Security Framework (LHSF), centered
on OTP trust roots and SRAM-PUE, to achieve firmware-level physical attack defense
for photovoltaic monitoring nodes without increasing hardware costs. We developed a
formal attack-hazard propagation model that reveals the mechanism by which hardware
vulnerabilities propagate through information systems to cause physical and economic
harms, and we validated each stage of the model through multi-stage experiments and real-
world case analysis. Experiments demonstrate that LHSF achieves performance comparable
to TPM 2.0 against major physical attacks while reducing boot delay, power consumption,
and memory overhead by over 60%. Moreover, its extreme environment adaptability
meets outdoor unattended operation requirements, providing a viable security solution for
distributed energy IoT systems.

6.2. Limitations and Future Work

While the experimental results validate the effectiveness of LHSF for mainstream pho-
tovoltaic monitoring scenarios, a comprehensive assessment requires acknowledgment of
its inherent limitations. These limitations, along with our planned future research directions,
are presented below.

6.2.1. Limitations of the Proposed Framework

1.  Constrained extreme environmental adaptation range: The current SRAM-PUF design
paired with BCH(63,51) error correction maintains stable key generation within the
tested temperature range (—20 °C to 60 °C) and voltage range (3.0 V to 3.6 V), which
covers approximately 90% of global photovoltaic deployment regions. However, in
more extreme environments such as desert areas with sustained temperatures above
65 °C or high-altitude polar regions with temperatures below —30 °C, the bit error
rate of SRAM-PUF may approach the error correction limit of BCH(63,51), potentially
leading to intermittent key generation failures.

2. Incomplete physical attack defense coverage: The framework currently provides
robust defense against the most prevalent physical attacks targeting photovoltaic
nodes, including voltage fault injection, power/electromagnetic side-channel analysis,
physical probe extraction, and firmware tampering/rollback attacks. It does not yet
include dedicated countermeasures against more specialized and resource-intensive
attack methods, such as multi-pulse fault injection, laser fault injection, and hardware
Trojans introduced during chip manufacturing or supply chain stages.

3. Limited platform verification scope: The security and performance of LHSF have
been thoroughly validated on two widely used photovoltaic node platforms, ESP32-
WROOM-32 (low-cost edge controller) and Raspberry Pi 4B (high-performance edge
gateway). For more resource-constrained 8-bit microcontrollers (e.g., ATmega328P)
and emerging RISC-V architecture chips commonly used in low-cost sensing nodes,
the compatibility, resource overhead, and security effectiveness of LHSF components
have not been systematically evaluated.

4.  Production overhead for ultra-large-scale deployment: The current SRAM-PUF offline
registration process requires individual sampling and HelperData generation for
each node during factory production. While this design ensures the uniqueness of
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each node’s key and eliminates batch compromise risks, it may introduce additional
production management overhead when deploying millions of nodes in utility-scale
photovoltaic power plants.

6.2.2. Future Research Directions

Future research will deepen LHSF’s exploration in four key areas: Al-based adaptive
physical defense, edge-cloud collaborative key management and cross-domain authenti-
cation, hardware trojan detection and security integration for heterogeneous nodes, and
ultra-low-power optimization for energy-harvesting nodes. We will also verify the effective-
ness of LHSF in more industrial monitoring scenarios to further enhance its generalization
capability. This will achieve deep integration of hardware security with artificial intelli-
gence and edge-cloud collaboration. In addition, we plan to conduct accelerated aging
tests in accordance with the IEC 62061/ISO 16750 standards to comprehensively verify the
reliability of the LHSF over the entire 15- to 25-year lifecycle of photovoltaic nodes.
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