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Abstract

This study developed and validated a Machine Learning (ML) ecosystem for the early
screening of school victimization among Ecuadorian adolescents, a phenomenon that
poses a critical barrier to educational equity. Addressing previous methodological limi-
tations, this research intentionally eliminated circular reasoning by excluding all internal
psychometric items from the feature set, focusing strictly on sixteen socio-environmental
and demographic predictors. A quantitative study was conducted with 1413 students in
the province of Tungurahua, utilizing the Synthetic Minority Over-sampling Technique
(SMOTE) to correct class imbalance. Supervised classification algorithms, including SVM,
Random Forest, and XGBoost, were compared. The results demonstrated that the Random
Forest model achieved the most balanced performance, reaching an Accuracy of 60.3%
and a Macro Fl-score of 0.382. Feature importance analysis identified household structure
(Living_With_Monoparental) and Family_Coping_Capacity as the most significant predic-
tors of high-risk profiles. These findings provided a statistically honest and ecologically
valid tool for Student Counseling Departments (DECE), enabling a transition toward proac-
tive risk identification grounded in observable social vulnerability rather than reactive
symptom reporting.

Keywords: school bullying; social vulnerability; predictive analytics; educational psychology;
class imbalance

1. Introduction

School victimization—commonly referred to as “bullying”—is a persistent barrier to
educational equity in the 21st century. International bodies (e.g., UNESCO, UNICEF) have
underscored that bullying is not a transient behavioral issue but a structural impediment
to the Sustainable Development Goals, particularly those related to quality education and
mental health [1-4]. Extensive evidence links bullying with anxiety, depression, suicidal
ideation, absenteeism, and long-term academic disengagement, highlighting its systemic
costs for student well-being and learning [5-8].

Globally, bullying takes culturally contingent forms yet converges on adverse psy-
chosocial outcomes. In Europe, cross-national variation in cyber-victimization coexists with
relational exclusion and online harassment, both strongly associated with internalizing
symptoms [9-11]. In Asia, context-specific modalities are documented—for instance, ijime
in Japan (group-based ostracism linked to academic position) and the role of competitive,
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hierarchical school structures in South Korea [12-14]. Large multi-country surveys show
that, although prevalence and modes vary, the psychosocial harm is universal, emphasizing
the need for culturally sensitive analytics [15].

These heterogeneous expressions have direct methodological implications. Traditional
linear statistics assume stable, low-dimensional associations, but cross-country research
shows that effect sizes and construct relations fluctuate with the instrument, contextual
moderators, and non-linear interactions [15-17]. Meta-analytic evidence indicates that
prevalence rates and correlates shift across survey architectures (e.g., PISA, HBSC, EU Kids
Online), thus compromising transportability when relying on parametric linear models. In
contrast, machine-learning (ML) ecosystems can capture interaction structures, threshold
effects, and non-linear dynamics without pre-specifying functional forms—features that are
crucial for early-screening contexts where risk arises from multifactorial patterns [9,11,15].

In Latin America—and particularly in Ecuador—the urgency is evident. Regional
studies show that bullying disproportionately affects schools in socially vulnerable areas
and produces academic, behavioral, and emotional consequences that tend to perpetuate
inequality [18]. Despite the existence of regulatory frameworks, detection still depends
largely on teacher observation or voluntary student reporting, strategies that often fail to
capture hidden or relational victimization. Moreover, conventional approaches in the region
favor descriptive statistics or simple linear associations, which underrepresent the complex
interplay among family dynamics, digital exposure, and socio-emotional factors [19,20].

ML provides a practical bridge to address this methodological gap. Unlike linear
models, ML can integrate multiple psychosocial and contextual dimensions, identify non-
linear interactions, and yield actionable risk classifications for school teams. In this study,
ML is approached not merely as a technical novelty but as a tool for educational justice:
by enabling timely, data-driven interventions, schools can move from reactive responses
toward preventive action [21-25].

Despite these advances, studies in Ecuador and the broader Andean region remain
predominantly descriptive and seldom validate early-warning or predictive systems tai-
lored to local school ecologies. Cross-context reviews also note inconsistencies in sampling
frames, instruments, and contextual moderators, limiting comparability and external valid-
ity across socio-cultural settings. While ML-based risk detection has progressed elsewhere,
such pipelines have not been adapted or validated for Ecuadorian schools, reinforcing the
regional implementation gap. These limitations justify the present validity-first ecosys-
tem, which avoids construct leakage and integrates socio-environmental determinants for
proactive screening [18,19,24,26,27].

The article proceeds as follows. Section 2 synthesizes the state of Al in education
and the determinants of bullying. Section 3 details the methodology and the sample of
1413 Ecuadorian adolescents. Section 4 describes the experimental workflow (preprocess-
ing, modeling, and validation). Section 5 presents results and model comparisons. Section 6
offers a critical discussion and limitations. Section 7 concludes with implications and
avenues for future research on ethically grounded, effective ML for school climate.

2. Background, Variables and Research Model
2.1. Dynamics of Victimization and Its Systemic Repercussions

From a theoretical perspective, the dynamics of school victimization cannot be reduced
to isolated aggressive acts; rather, they emerge from the interaction between the student’s
internal resources and their surrounding environments. Psychometric variables such
as resilience and self-esteem remain central protective factors, although their effects are
shaped by broader ecological contexts—including family climate, school dynamics, and
digital environments [23,24]. This multidimensional interplay aligns with contemporary
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ecological models of bullying, which conceptualize victimization as a systemic phenomenon
influenced by interconnected social layers.

In societies with pronounced inequality gaps, such as Ecuador, the comprehensive pro-
tection of rights framework positions early detection as a key mechanism for transforming
educational environments [26,28]. Under this perspective, authors such as [29] emphasize
that fostering resilience requires integrating developmental psychology with social data
analysis, enabling practitioners to identify early vulnerabilities before they consolidate into
chronic patterns of victimization. This approach recognizes bullying not merely as peer
conflict, but as a symptom of deficits within supervision structures, relational climates, and
school-community support systems [30,31].

Taken together, these theoretical contributions underscore that victimization trajec-
tories are shaped by a convergence of socio-emotional competencies, household func-
tioning, contextual stressors, and institutional conditions. Understanding these systemic
interactions provides the conceptual foundation for designing predictive, equity-oriented
strategies capable of identifying risk profiles within diverse school populations.

2.2. Predictive Determinants and Risk Variables

The identification of factors associated with the intensity of victimization reveals a
complex network of variables interacting non-linearly. Regarding sex, the academic debate
presents significant nuances: while classical studies associate male students with direct
physical or overt aggression, recent research in the Andean region shows that females
report higher levels of relational and psychological victimization, which is often less visible
and harder to detect [32-34]. Age also shapes vulnerability: risk tends to peak during early
adolescence—particularly in the transition to upper basic education—and later stabilizes
throughout high school [35]. However, this trajectory is challenged by the ubiquity of
digital environments, which extend aggression beyond school hours and across social
platforms, amplifying exposure to victimization [36,37].

Family climate and media consumption further emerge as high-impact predictors.
Supportive parental environments enhance resilience, whereas conflictive home dynamics
or the excessive and unsupervised use of social networks substantially increase victimiza-
tion probability [38—40]. Additional determinants such as socio-emotional skills training
and the internal diversity of educational centers also modulate bullying intensity profiles
(Low, Medium, High) [41-43]. Altogether, these interacting factors generate heterogeneous
risk configurations that require analytical approaches capable of modeling uncertainty;,
latent dependencies, and contextual variability [27,44].

2.3. Application of Machine Learning in Educational Risk Modeling

The use of Machine Learning (ML) algorithms represents a paradigm shift in
educational research, enabling the identification of hidden patterns within extensive
and heterogeneous student datasets. Unlike traditional linear models, ML techniques
such as Random Forest (RF) and Support Vector Machines (SVM) can model multi-
dimensional and non-parametric relationships without relying on restrictive statistical
assumptions [29-31,45-47]. This versatility is essential for capturing the complexity of
school victimization, where psychosocial variables frequently present mutual dependencies
and non-normal distributions [22,30,31].

In recent years, the adoption of ML techniques in education has expanded rapidly,
demonstrating strong performance in predicting dropout, academic outcomes, and at-
risk student profiles [45-47]. However, their use for stratifying bullying intensity in the
Ecuadorian context remains limited. To address this gap, the present study implements

https://doi.org/10.3390/info17030260


https://doi.org/10.3390/info17030260

Information 2026, 17, 260

40f21

a multi-model ecosystem designed to manage the psychosocial complexity inherent to
bullying data.

Random Forest (RF) was selected for its capacity to handle high-dimensional data and
to capture nonlinear interactions through ensembles of decision trees [32]. Its ability to gen-
erate robust, interpretable measures of feature importance makes it particularly well-suited
for identifying socio-environmental predictors. XGBoost was included due to its iterative
boosting mechanism and its strong performance in imbalanced classification settings, a
crucial advantage when detecting minority high-risk profiles [33]. In addition, Support
Vector Machines (SVM) were employed for their capacity to find optimal hyperplanes in
complex feature spaces, enabling effective separation of victimization levels even when
boundaries are nonlinear [26]. Decision Trees (rpart) and k-Nearest Neighbors (KNN)
were incorporated to provide transparent, rule-based and similarity-based baselines for
comparison [34].

Together, these algorithms offer complementary strengths and enable a statistically
honest evaluation of bullying risk based strictly on socio-environmental determinants.
Beyond enhancing theoretical understanding, this predictive capacity provides school
administrators with actionable insights for resource allocation and early intervention [36,41].
Ultimately, integrating ML into the social sciences supports a broader transition from
reactive to proactive educational strategies, allowing schools to anticipate and mitigate
harm before it becomes consolidated [18,36].

Support Vector Machines (SVM): Utilized for its capacity to find optimal hyperplanes
for classification in complex multidimensional spaces [41]. It is adequate for this research
as it can effectively separate victimization levels even when boundaries are non-linear.

Decision Trees (rpart) and k-Nearest Neighbors (KNN): These methods were included
to provide both a clear hierarchical logic of risk factors and a classification based on the
similarity of socio-environmental features between students [41].

The incorporation of these algorithms offers optimized precision and a statistically
honest evaluation of risk. This predictive capacity not only improves the theoretical
understanding of the problem but also provides school administrators with an objective tool
for resource allocation and evidence-based preventive decision-making [41,42]. Ultimately,
integrating ML into the social sciences allows for a transition from a reactive stance to a
proactive strategy, where the educational system can anticipate and mitigate damage before
it becomes consolidated [18,41].

3. Materials and Methods

This section exhaustively describes the computational experimental design employed
in the research, covering everything from sample characterization and instrument vali-
dation to the critical phases of preprocessing and advanced modeling. The design was
oriented toward transcending the limitations of classical descriptive and inferential statistics
through the implementation of a Machine Learning (ML) ecosystem. The central objective
was to validate predictive models capable of identifying school victimization intensity
levels based on biopsychosocial and digital determinants specific to the Ecuadorian en-
vironment, structuring the analysis into three experimental tasks: profile classification,
selection of critical predictors, and regression of resilience factors.

The integrated methodological pipeline, illustrating the progression from data ac-
quisition through technical refinement and experimental modeling to final evaluation, is
synthesized in Figure 1.
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Figure 1. Integrated methodological workflow for school bullying risk screening. Solid arrows
represent the primary sequential flow of the methodological phases, while open-head arrows indicate
specific branching paths resulting from iterative decision-making processes (e.g., multicollinearity
and class imbalance checks).

3.1. Study Context, Population, and Variables

The research was based on a quantitative, non-experimental, and cross-sectional
design. Fieldwork was carried out during the 2024 school period in the province of
Tungurahua, Ecuador, a geographic context that allows for the analysis of victimization in
educational institutions located in both urban and semi-urban areas under an integrated
regional perspective. The study universe comprised adolescents enrolled in upper basic
education and high school levels, segmented into an age range of 12 to 17 years.

Through a selection process that prioritized representativity criteria by sex, educa-
tional level, and internal diversity, a final sample of 1413 young people was consolidated,
representing approximately 30% of the total estimated in the region. Data were collected
digitally using mobile devices and computers, a method that guaranteed response integrity
and allowed for the traceability of information through anonymous treatment protocols.
This sample size is statistically significant and provides the data density necessary for train-
ing supervised learning models, which require a sufficient volume of records to mitigate
overfitting risks and ensure the generalizability of the results [48-51].

The protection of participants’ rights was the ethical axis of the process. Informed
consents signed by legal representatives and assents from minors were obtained, providing
clear information regarding confidentiality and anonymous data treatment. The research
was reviewed and approved by the competent institutional ethics committee, adhering to
international provisions for studies with vulnerable populations [52,53].
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Variables were integrated into the experimental flow according to their predictive role,
specifically selected to ensure model validity and avoid data leakage:

Predictor Variables (Independent): To prevent circular reasoning, the model exclu-
sively utilized external socio-environmental and demographic determinants. These include
factors such as gender, age, educational level, ethnic identification (to capture regional
diversity), parents’ schooling level, residence zone, household size (number of children),
living arrangements (e.g., single-parent vs. nuclear family), and perceived family coping
capacity. Notably, all psychometric subscales and individual items directly measuring bul-
lying behaviors were excluded from the feature set to ensure that the ecosystem identifies
risk profiles based on social vulnerability rather than the mathematical sum rule.

Criterion Variable (Dependent): Named “Bullying Intensity Level,” structured nom-
inally into three categories based on the total score of the validated victimization scale:
High (n = 96), which represents 6.8% of the sample; Medium (1 = 461), representing 32.6%;
and Low (n = 856), representing 60.6%).

3.2. Instruments and Data Acquisitions

We assessed peer victimization with the Auto-test Cisneros de acoso escolar (Spain),
developed by Ifiaki Pifiuel and Araceli Ofiate (Instituto de Innovacién Educativa y Desar-
rollo Directivo, 2005) [54]. It can be administered individually or in groups in about 30 min
and yields a global bullying index and an intensity index for school victimization. The
instrument contains 50 affirmative items rated on a 3-point frequency scale (1 = Never;
2 = A few times; 3 = Many times), scored 1-3. The Global Index (M) is the sum of item
scores; the Intensity Index (I) counts the number of “3 = Many times” responses across
items 1-50.

Prior to fieldwork, we conducted linguistic adaptation and expert review, followed
by a pilot (n = 60) to verify clarity and acceptability for Ecuadorian adolescents. In the
study sample, internal consistency was « = 0.77; KMO = 0.85 and Bartlett’s test p < 0.001
supported factorability. An EFA (Varimax) explained 66.86% of variance and recovered
three contents-coherent factors—Direct Violence, Verbal Harassment & Social Exclusion,
and Coercion & Psychological Intimidation—consistent with the item pool (e.g., “They
hit me with objects”, “They insult me”, “They don’t let me participate; they exclude me”,
“They threaten me”; see Table 1). To avoid construct leakage in the predictive pipeline,
no item/subscale from the Auto-test Cisneros was used as a predictor. The instrument
served only as the criterion to derive Bullying Intensity Level (Low/Medium/High); socio-
environmental /demographic variables were the exclusive predictors [55-57].

Table 1. Rotated Component Matrix for School Victimization Items.

Id Item (Bullying Behavior) Faitor Fa;tor Fa(?:’tor
AGR_FISIC_23 They hit, punch, or kick me. - - 0.469
AGR_FISIC_24 They yell at me - - 0.525
AGR_FISIC_29 They hit me with objects - - 0.355
AGR_FISIC_43 They push me to intimidate me - 0.470 -
COACCION_7 They threaten me to make me do things. - - 0.425
COACCION_8 They force me to do things that are wrong - - 0.438

COACCION_11 They force me to do things that are dangerous for me - 0.384 -
COACCION_12 They force me to do things that make me feel bad - - 0.313
COACCION_45 They try to get me punished - 0.452 -
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Table 1. Cont.
Id Item (Bullying Behavior) Faitor Facztor Fa;tor
DES_RIDIC_3 They ridicule me in front of others 0.577 - -
DES_RIDIC_20 Gestures of mockery/contempt toward me - - 0.467
DES_RIDIC_25 They accuse me of things I haven’t said 0.530 - -
DES_RIDIC_26 They criticize me for everything I do 0.644 - -
DES_RIDIC_30 They change the meaning of what I say 0.486 - -
DES_RIDIC_31 They pick on me to make me cry - 0.355 -
DES_RIDIC_33 They pick on me for the way I am 0.640 - -
DES_RIDIC_34 They pick on me for the way I talk 0.526 - -
DES_RIDIC_35 They pick on me for being different 0.547 - -
DES_RIDIC_36 They mock my physical appearance 0.546 - -
DES_RIDIC_44 They behave cruelly toward me 0.465 - -
DES_RIDIC_46 They despise me 0.465 - -
EXC_RECH_2 They ignore me/give me the “silent treatment” 0.446 - -
EXC_RECH_5 They don’t let me play with them 0.302 - -
EXC_RECH_10 They don’t let me participate; they exclude me 0.514 - -
EXC_RECH_18 They forbid others from playing with me 0.406 - -
EXC_RECH_37 They go around telling lies about me 0.643 - -
EXC_RECH_38 They try to make others dislike me 0.642 - -
EXC_RECH_49 They try to harm me in everything 0.589 - -
HOS_VERB_6 They call me nicknames - - 0.423
HOS_VERB_9 They hate me 0.615 - -
HOS_VERB_19 They insult me - - 0.479
HOS_VERB_27 They laugh at me when I make a mistake - - 0.416
HOS_VERB_32 They imitate me to mock me 0.506 - -
HOS_VERB_50 They hate me for no reason 0.651 - -
INT_AMEN_28 They threaten to hit me - 0.529 -
INT_AMEN_39 They threaten me - 0.605 -
INT_AMEN 40 They wait for me at the exit to pick on me - 0.572 -
INT_AMEN_41 They make gestures to scare me - 0.550
INT_AMEN_42 They send me messages to threaten me - 0.455 -
INT_AMEN_47 They threaten me with weapons - 0.662 -
INT_AMEN_48 They threaten to harm my family - 0.559 -
RES_ COMU_1 They don’t talk to me 0.332 - -
RES COMU 4 They don’t let me speak 0.403 -
RES_COMU_17 They tell others not to be with or talk to me 0.603 - -
RES_COMU_21 They prevent me from talking or relating to others 0.419 - -
RES_COMU_22 They prevent me from playing with others - 0.392 -
ROBOS_13 They force me to give them my things - 0.410 -
ROBOS_14 They break my things on purpose - - 0.472
ROBOS_15 They hide my things - - 0.588
ROBOS_16 They steal my things - - 0.516

3.3. Preprocessing and Data System Structuring

Technical information processing was centralized in the RStudio software (version
2025.09.1, Posit Software, PBC, Boston, MA, USA) development environment. To ensure
the quality and robustness of the predictive models, a rigorous post-processing flow was

implemented. Two filtering procedures were applied to refine the experimental pipeline

and improve model generalizability [58,59].

Data Cleaning and Normalization: Records with missing values in the dependent

variable were removed to preserve data integrity. Numerical variables were normalized
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to reduce bias caused by differing measurement scales. Feature Refinement: To prevent
multicollinearity that could distort model interpretation, two criteria were applied. First, a
correlation matrix was used to remove predictors with coefficients above 0.80, eliminating
redundant information. Second, the Variance Inflation Factor (VIF) was computed, and
variables with VIF values greater than 5 were excluded.

Class Imbalance Correction (SMOTE): Because the High intensity category represented
only 6.9% of the sample, the Synthetic Minority Over-sampling Technique (SMOTE) was
applied exclusively to the training split, generating synthetic instances for the minority
classes (High and Medium). This ensured that performance metrics—especially the F1-
score—reflected a realistic capacity to detect high-risk profiles rather than a bias toward the
majority class [60,61].

To prevent circularity, the predictor set was restricted to sixteen socio-environmental
and demographic variables, explicitly excluding all psychometric items that operational-
ize the outcome. Categorical variables were encoded using k-1 dummy expansion
(step_dummy), and a near-zero variance filter was applied. After this transformation,
the input space expanded from the original 16 conceptual predictors to p = 168 effec-
tive columns. Within this dimensionality, the optimal Random Forest model selected
mtry = 85, a value consistent with the expanded feature matrix and necessary for stable
feature-importance estimation. The test set preserved its natural distribution without
any resampling.

This technical refinement began with sixteen socio-environmental predictors, which—
after categorical encoding—produced an expanded and reproducible feature matrix suitable
for machine-learning classification.

3.4. Computational Experimental Design Implementation

The dataset was randomly and stratifiedly partitioned into 80% training and 20%
testing, ensuring that models learned patterns on one subset and were evaluated on
a fully independent hold-out for an unbiased estimate of out-of-sample performance.
Because the ‘High’ intensity category comprised only 6.9% of the sample, we addressed
class imbalance by applying the Synthetic Minority Over-sampling Technique (SMOTE)
exclusively within the training phase. SMOTE generated synthetic instances for minority
levels (High/Medium) by interpolating among nearest neighbors, thereby improving
the sensitivity and macro-F1 toward high-risk profiles without distorting the natural
distribution of the independent test set.

We compared five supervised algorithms suited for tabular, imbalanced data: Ran-
dom Forest (RF), Support Vector Machines (SVM, RBF kernel), XGBoost, multinomial
logistic regression, and decision trees (rpart). Model training used five-fold stratified cross-
validation (k = 5) to stabilize variance and obtain robust error estimates. Grid search tuned
RF (varying mtry, tree depth, and number of estimators), while SVM hyperparameters were
calibrated via internal cross-validation for the radial basis function kernel. Post-training,
three analysis tasks were conducted: (i) multiclass classification of bullying intensity
(Low/Medium/High), (ii) selection of relevant predictors through Feature Importance,
and (iii) regression of key subdimensions (e.g., verbal harassment, intimidation, exclusion).
In addition, a local sensitivity analysis perturbed the mean of key predictors by +10% to
examine robustness ranges and identify leverage points for school decision-making.

Methodological justification. A five-fold stratified CV protocol was adopted because
it provides a sound variance-bias compromise for mid-sized datasets and preserves class
proportions within each fold, which is essential when minority classes (e.g., ‘High’ risk)
are rare. The 80/20 train—test split was selected to ensure both sufficient training volume
and an independent generalization check. SMOTE was restricted to training folds to avoid
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information leakage—balancing the hold-out would artificially inflate metrics by introduc-
ing synthetic data derived from the training distribution. All resampling procedures were
stratified to maintain natural class ratios and enable a reliable evaluation of minority-class
recall, a central objective in early-risk screening.

3.5. Task Evaluation and Sensitivity Analysis

Following the training phase, the experimental design focused on three high-level
analysis tasks:

Intensity Profile Classification: The models” ability to discriminate between High,
Medium, and Low levels of school victimization was evaluated using Accuracy, Kappa,
Sensitivity, and F1-score metrics.

Relevant Variable Selection: Feature Importance techniques were applied to the Ran-
dom Forest and XGBoost models to identify which factors (family environment, social
networks, and self-esteem) contribute most to model performance and possess greater
preventive relevance.

Key Factor Regression: Regression models were trained to estimate scores in resilience
and self-esteem dimensions, analyzing the influence of sociodemographic variables on the
student’s adaptive capacity.

Finally, a local sensitivity analysis was executed by systematically modifying the
mean values of key predictors by £10. This approach, supported by previous studies in
applied data science [62,63], allowed for the identification of system robustness ranges and
the definition of critical points for strategic decision-making in school intervention. The
visualization of results through radar charts and confusion matrices facilitated the transfer
of findings to community contexts interested in the proactive detection of victimization.

Class-wise Feature Attribution: To complement the global Gini importance
(Figures 2 and 3), a class-specific analysis was conducted using permutation importance
under a one-vs-rest scheme. For each victimization category (Low, Medium, High), every
predictor variable was permuted 100 times while holding the remaining variables fixed,
and the resulting mean decrease in per-class F1-score was recorded as the importance
metric. This procedure was executed on the trained Random Forest model using a fixed
random seed to ensure reproducibility. The resulting class-wise rankings are presented
in Figure 4 and reveal differential feature contributions across the three intensity levels,
supporting targeted early-screening interpretation.

4. Experimentation

This section details the methodological design employed to evaluate the capacity of
Machine Learning models for early screening of school bullying. The experimental archi-
tecture was structured around three analytical axes aligned with the objectives of Student
Counseling Departments (DECE): (1) hierarchical categorization of victimization levels,
(2) regression-based estimation of continuous victimization dimensions, and (3) sensitivity
analysis to assess model robustness.

To ensure replicability and external validity, all algorithms were implemented in R
using the CARET ecosystem, working with the full sample of 1413 students from multiple
educational institutions in Ecuador. Data were partitioned using an 80% training and 20%
testing split, stratified by victimization level to maintain proportional class representation.
To prevent overfitting and stabilize parameter estimation, each learning phase employed
5-fold cross-validation.
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4.1. Dimensionality and Variable Analysis

The initial analytic dataset consisted of 79 variables grouped into four strategic cate-
gories: (1) sociodemographic and environmental factors (10 variables), (2) individual item-
level indicators (50 items), (3) psychometric dimensions (8 scales), and (4) control/target
variables (11 indicators). Consistent with the study’s anti-leakage design, all 50 item-level
indicators and the 8 psychometric dimensions directly measuring bullying behaviors were
excluded from the predictive models. Only external socio-environmental predictors were
retained to ensure that classification and regression tasks reflected contextual vulnerability
rather than mathematical reclassification of the criterion.

4.2. Bullying Level Classification

Five supervised learning architectures were compared due to their suitability for
tabular and imbalanced data: Random Forest (RF), Support Vector Machine (SVM, RBF
kernel), XGBoost, Multinomial Logistic Regression, and Decision Trees (rpart). Each model
underwent a preprocessing stage that included the removal of near-zero-variance predictors
and dummy encoding of categorical variables. Performance was evaluated using Accuracy,
Kappa, and the Macro Fl-score, the latter being the primary metric given its balanced
treatment of minority classes.

4.3. Variable Selection and Regression

To identify the determinants with greatest predictive weight, multiple feature-selection
strategies were applied, including SelectKBest (ANOVA-based), Recursive Feature Elim-
ination (RFE), Forward Feature Selection (FFS), and tree-based structural importance.
Subsequently, regression models were trained to estimate continuous scores across victim-
ization subdimensions (e.g., verbal harassment, intimidation, exclusion). These regressions
were evaluated using RMSE under both cross-validation and independent test conditions
to assess predictive stability.

4.4. Sensitivity Analysis

A local sensitivity analysis was conducted by perturbing the mean value of key pre-
dictors by £10%, following prior studies in applied data science. This analysis enabled
the identification of model robustness ranges and highlighted variables capable of produc-
ing substantial shifts in predicted risk. Radar charts and confusion matrices were used
to enhance interpretability and facilitate knowledge transfer to educational stakeholders
interested in early identification of victimization.

5. Results

This section presents the findings derived from the implementation of Machine Learn-
ing models for risk profile detection and the evaluation of school bullying intensity within
the analyzed sample.

5.1. Psychometric Analysis: Instrument Validation and Reliability

Before proceeding with predictive modeling, the robustness of the administered
questionnaire was verified to ensure that the input variables were consistent. The results
confirm high reliability and structural validity:

Internal Consistency: A Cronbach’s Alpha of 0.77 was obtained, indicating acceptable
reliability for self-report scales in socio-educational contexts.

Sampling Adequacy: The KMO index reached a value of 0.85, while Bartlett’s Test of
Sphericity was highly significant (p < 0.001), confirming that the data matrix is suitable for
factor analysis.
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Through an Exploratory Factor Analysis (EFA) with Varimax rotation, 66.86% of the
total variance was explained, identifying three dimensions or factors that underpin the
structure of the detected bullying:

Factor 1: Manifestations of Direct Violence. Includes items related to physical aggres-
sion, theft, and direct threats.

Factor 2: Verbal Harassment and Social Exclusion. Group behaviors such as spreading
rumors, contempt, and communication restriction.

Factor 3: Coercion and Psychological Intimidation. Related to the control of the
victim’s behavior through fear or group pressure.

The robustness of the exploratory factor analysis is reflected in the distribution of the
factor loadings obtained after the Varimax rotation. These saturations not only confirm
the membership of each item to its respective theoretical dimension but also prioritize
the importance of certain specific behaviors within the dynamics of school victimization.
To visualize this structure in detail, Table 1 presents the rotated component matrix, high-
lighting those items that, due to their high saturation (values greater than 0.60), act as the
fundamental pillars for measuring each bullying construct.

5.2. Classification Results of Bullying Intensity Levels

Once the structure of the instrument was validated, the performance of various Ma-
chine Learning architectures for detecting bullying intensity levels was compared. Table 2
details the metrics obtained both in the cross-validation (CV) phase and on the indepen-
dent test set (Test). Under 5-fold cross-validation, the Random Forest model achieved an
Accuracy of 0.635 (SD = 0.026), while on the independent test set it reached an Accuracy
of 0.603 and a Kappa coefficient of 0.105. Given the imbalanced nature of the dataset
and the exclusive use of socio-environmental predictors, Kappa values tend to be modest;
therefore, Macro F1 and per-class F1 offer a more informative view of practical performance.
Random Forest obtained a Macro F1 = 0.382, with F1 = 0.743 (Low), 0.248 (Medium), and
0.154 (High).

Table 2. Performance metrics for predictive models based on socio-environmental determinants
(Balanced with SMOTE).

Model Train (CV) Test
Algorithm Best Hyperparameters Mean Acc Std Acc F1 (Macro)
Random Forest mtry: 85 0.635 0.026 0.603 0.382
XGBoost nrounds: 100, depth: 2, eta: 0.4 0.615 0.014 0.582 0.356
SVM (Radial) sigma: 0.116, C:1 0.592 0.031 0.443 0.361
Multinomial Logistic Decay: 0 0.551 0.018 0.479 0.347
Decision Tree cp: 0.023 0.442 0.022 0.337 0.237

Notes: CV = 5-fold cross-validation; Mean Acc = average accuracy across folds; Std = standard deviation of
accuracy; F1 (Macro) = macro-averaged F1-score for multiclass classification. All models were trained using
only socio-environmental predictors, excluding psychometric items to prevent circular reasoning and data
leakage. Categorical variables were encoded via k-1 dummy expansion, resulting in an effective feature matrix of
p = 168 columns; the optimal Random Forest used mtry = 85, consistent with this dimensionality. Class imbalance
was corrected with SMOTE exclusively during training, while the independent test set (1 = 283) preserved its
natural distribution.

In contrast, the SVM (RBF) model achieved an Accuracy of 0.592 (SD = 0.031) in
cross-validation but declined to 0.443 on the test set (Kappa = 0.061), consistent with
its sensitivity to residual imbalance and categorical encoding. Overall, Random Forest
demonstrated superior robustness by capturing non-linear interactions and threshold
effects in heterogeneous socio-environmental data.

To further evaluate the classification precision across the different victimization levels,
a confusion matrix was generated for the Random Forest model (see Figure 2). This
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visualization confirms that the implementation of SMOTE successfully mitigated the bias
toward the majority class. While the ‘Low” intensity level shows the highest classification
density, the model demonstrates a robust capability to identify ‘High’ risk profiles, which
is essential for the proactive screening objectives of this study.

Test Accuracy: 0.603 | Macro F1-Score: 0.382

High{ 1 4 2

Medium+ 18 16 3

Predicted Risk Level

72 14

Low+

Low Medium High
Actual Victimization Level

Figure 2. Confusion Matrix—Random Forest on the independent test set (1 = 283). Notes: training
data were balanced with SMOTE only during the training phase; the test set retained its natural
class distribution. Reported metrics: Test Accuracy = 0.603; Kappa = 0.105; Macro F1 = 0.382; F1 per
class—Low = 0.743, Medium = 0.248, High = 0.154. The blue color shading represents the density
of instances, where darker shades indicate a higher frequency of students correctly or incorrectly
classified at each victimization risk level.

The analysis of the metrics indicates that the Random Forest model achieved the
most balanced performance on the independent test set, reaching an Accuracy of 0.603
and the highest Fl-score of 0.382. While these values are significantly lower than those
from previous models using circular predictors, they represent a statistically honest and
ecologically valid evaluation of socio-environmental risk.

Upon analyzing the data, it is observed that ensemble-based models, such as XG-
Boost and Random Forest, showed high predictive capacity during training and main-
tained the best generalization levels on the test set. In contrast, the Support Vector Ma-
chine (SVM) showed a notable decrease in performance when transitioning to the test
set (Test Acc = 0.443), suggesting that its prior high metrics were likely an artifact of data
leakage from internal scale items. Finally, the Decision Tree (DT) presented the most modest
performance (Test Acc = 0.337), confirming that simple decision rules are insufficient to
capture the non-linear complexity of victimization profiles once psychometric indicators
are excluded. These findings support the use of robust architectures to identify risk based
strictly on observable social determinants.

5.3. Selection of Relevant Variables for Classification

To identify the factors with the greatest weight in risk detection, four complementary
techniques were employed: SelectKBest (based on ANOVA), Forward Feature Selector (FFS),
Recursive Feature Elimination (RFE), and the structural importance derived from Decision
Trees. Table 3 summarizes the findings of this process, identifying those variables that were
systematically selected across the different methods due to their high predictive load.
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Table 3. Selection of relevant socio-environmental predictors and classification performance.

Selector Method Best Features (Predictors) CV Acc Test Acc Test F1 (Macro)
(Mean + SD)
Living_With,
SKB Educational_Level,
(SelectKBest) Family_Coping_Capacity, 0499 £ 0.021 0603 0-296
Gender, Ethnic_ID
Living With,
RFE (Recursive Educational_Level,
AT Family_Coping_Capacity, 0.636 £ 0.027 0.592 0.388
Elimination) .
Residence_Zone,
Gender, Ethnic_ID
Living With,
. Educational_Level,
FFS (Forward Selection) . . . 0.477 £ 0.021 0.592 0.289
Family_Coping_Capacity,
Residence_Zone
DT (Decision Living With,
Tree) * Educational Level 0.442 + 0.022 0.337 0.237

Note: Internal psychometric variables were excluded to eliminate circular reasoning, prioritizing socio-
environmental determinants. * Decision Tree (DT) values are maintained from the previous analysis for method-
ological consistency.

To visualize the relevance of these factors, Figure 3 illustrates the relative importance
of the features identified by the models. A fundamental finding is that environmental
factors, specifically “Living_With_Monoparental” and “Family_Coping_Capacity”, con-
sistently emerge as the most critical predictors across all victimization categories. This
indicates that, beyond individual psychometric scores, the student’s household structure
and the family’s perceived ability to manage stress constitute the most solid indicators
for screening the intensity of bullying in the evaluated school environment. These find-
ings support a transition from reactive monitoring to proactive identification based on
observable social vulnerability.

To provide a granular understanding of the decision-making logic within the win-
ning architecture, a feature importance analysis was conducted using the Gini index.
Unlike traditional regression coefficients, this approach captures the contribution of each
socio-environmental determinant to the reduction in node impurity across the ensemble
of trees. As illustrated in Figure 3, the model identifies a clear hierarchy of risk where
household configuration and domestic stress management resources outweigh static demo-
graphic attributes. Specifically, the prevalence of ‘Living_With_Monoparental” and ‘Fam-
ily_Coping_Capacity’ (both Functional and Dysfunctional) as the top-ranked predictors
confirms that school victimization in the Ecuadorian context is significantly modulated by
the student’s immediate support ecosystem. This ranking provides an empirical roadmap
for Student Counseling Departments (DECE), shifting the focus from individual symp-
toms to observable social vulnerabilities that can be monitored prior to the escalation of
bullying behaviors.

While this global analysis establishes the general hierarchy of predictors, it is equally
necessary to examine whether these determinants maintain their weight across different
levels of bullying intensity. To visualize the relevance of these factors, Figure 4 illustrates
the relative importance of the features identified by the models for each specific category.
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Socio-environmental Predictors

Predictor Importance Analysis
Analysis of socio-environmental determinants for school

Household Structure Monoparental

Educational Level Décimo A - EGB

Family Coping Dysfunctional ®

Family Coping Functional @

Children in Household X1 ®

Educational Level Décimo @

Children in Household X2 ®

Educational Level Segundo A - BGU @

Residence Zone Urban Residence ®

0 20 40
Mean Decrease in Gini

most influential determinants.

Variable Importance (Non-Circular Features)

I 1
High

Living_With_Monoparental
Educational_Level Decimo..A_.EGB =
Children_in_Household_X2
Children_in_Household_X1 —
Educational_Level_Décimo ————————————*
Family_Coping_Capacity_Disfuncional | —————————————*
Family_Coping_Capacity_ FUNCIONAL | ————————————*
Educational_Level_Primero. A.BGU | ——*
Family_Coping_Capacity_Funcional ———
Educational_Level_Segundo.A.BGU

Low Medium
Living_With_Monoparental | ————= —
Educational_Level Decimo..A.EGB = —
Children_in_Household_X2 = =
Children_in_Household_X1 E— =
Educational_Level_Décimo E— =
Family_Coping_Capacity_Disfuncional ————————————* —
Family_Coping_Capacity_ FUNCIONAL E— =
Educational_Level_Primero..A.BGU ————————————*
Family_Coping_Capacity_Funcional —— ————*
Educational_Level_Segundo. A .BGU ———* =
T T T T T T T
0 20 40 60 80 100
Importance

screening interventions.

Figure 3. Global feature importance (top-10) computed on the SMOTE-balanced training fit (Random
Forest). Importance values reflect the mean decrease in impurity across trees. After categorical
encoding, the original sixteen socio-environmental predictors expanded to p = 168 effective columns;
the optimal Random Forest selected mtry = 85, consistent with the feature-space dimensionality.
Household structure (Living_With_Monoparental) and Family_Coping_Capacity emerged as the

Figure 4. Class-wise permutation importance (one- vs. -rest) for High, Medium, and Low victim-
ization levels. Note: Unlike Figure 3 (global feature importance), this analysis estimates feature
contributions using class-specific decision boundaries. Notable shifts include variables that gain
relative weight for High-risk profiles compared to Medium or Low, supporting targeted early-

https://doi.org/10.3390/info17030260


https://doi.org/10.3390/info17030260

Information 2026, 17, 260

15 of 21

A fundamental finding is that environmental factors, specifically “Living_With_
Monoparental” and “Family_Coping_Capacity”, consistently emerge as the most criti-
cal predictors across all victimization categories. This indicates that, beyond individual
psychometric scores, the student’s household structure and the family’s perceived ability
to manage stress constitute the most solid indicators for screening the intensity of bullying
in the evaluated school environment. These findings support a transition from reactive
monitoring to proactive identification based on observable social vulnerability.

5.4. Regression Results for School Victimization Dimensions

In order to continuously estimate the severity of the phenomenon, regression models
were trained to predict scores across the key dimensions of the instrument. Table 4 presents
the performance of these models using the Root Mean Square Error (RMSE) for both the
training and test sets.

Table 4. Performance metrics in regression by the school bullying subscale.

Bullying Dimension and Selected Model Train (CV) Test
Target Variable Best Model Mean RMSE Test RMSE
Verbal Harassment = RF (mtry = 14, nodesize = 5) 1.947 1.595
Intimidation/Threats RF (mtry = 14, nodesize = 5) 1.524 1.422
Exclusion/Rejection  RF (mtry = 14, nodesize = 5) 1.889 1.601
Physical Aggression RR (alpha =0.1) 1.185 1.150

CV = 5-fold Cross-Validation; RMSE = Root Mean Square Error; RF = Random Forest; RR = Ridge Regression.
Lower RMSE values indicate higher predictive accuracy.

The findings consolidated in Tables 1-4 and Figure 1 validate the efficacy of utilizing
machine learning architectures for the objective screening of school bullying. The results
underscore that, once circular psychometric dependencies are removed, external environ-
mental factors—specifically household structure and family coping capacity—possess a
determining weight in risk identification, surpassing the predictive capacity of conventional
demographic variables alone.

This study demonstrates that the integration of these models allows educational
institutions to transition from reactive violence management to a proactive, early-screening
system grounded in statistically honest evidence. The robustness of the adjusted metrics,
particularly the Fl-score of 0.382 achieved by the Random Forest model, ensures that
the system is capable of identifying high-risk profiles in new groups of students while
maintaining methodological integrity and avoiding data leakage.

In summary, the transition from Figure 3 (global hierarchy) to Figure 4 (categorical
nuance) validates that the Random Forest model does not rely on noise but on structural
vulnerabilities, making it a viable tool for preventive educational justice.

6. Discussion and Limitations

Notwithstanding the reduction in point estimates relative to the initial pipeline, the
post-revision Accuracy of 60.3% with a Macro F1 = 0.382 represents a methodologically
superior outcome because it removes construct leakage and criterion contamination—key
sources of inflated performance and poor transportability in supervised learning. As
noted in methodological reviews, shared measurement pathways can yield spuriously high
accuracies that collapse under out-of-sample evaluation when predictors encode the target
indirectly or via preprocessing shortcuts [64]. By excluding all psychometric bullying items
from the predictor set, the present ecosystem reduces shared-method variance and aligns
with best-practice recommendations for construct validity in behavioral prediction [65].
Although this design choice naturally lowers headline metrics, models that infer risk only
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from socio-environmental determinants may provide estimates more likely to generalize
across cohorts, instruments, and contexts [5,18,64]. Within this corrected framework, the
balance between Accuracy and F1 achieved by Random Forest is consistent with evidence
that non-parametric ensembles are robust to nonlinear interactions and heterogeneous
psychological data structures [66].

The prominence of household structure (Living_With_Monoparental) and family
coping resources (Family_Coping_Capacity) is theoretically coherent and regionally mean-
ingful. Multicountry work in Latin America indicates that peer aggression and social
exclusion are associated with broader contextual stressors (school climate, community ad-
versity, household resources) with tangible consequences for learning and well-being [67].
These patterns converge with evidence that family-level stress processes can shape vul-
nerability when contextual pressures co-occur [68]. Research on coping and relational
climates further indicates that these mechanisms may mediate bullying involvement and
subsequent mental-health risks, supporting the relevance of coping capacity and single-
parent household status as screening determinants [34,35,37,69]. This is also consistent with
regional vulnerability frameworks that link socioeconomic instability and intra-household
strain to school violence and exclusion [69].

The advantage of a nonlinear ensemble over linear baselines parallels broader find-
ings that Random Forests can capture threshold effects, higher-order interactions, and
non-monotonic dependencies common in psychosocial /educational datasets—conditions
under which linear additivity is fragile [68]. Beyond algorithmic choice, the central contri-
bution lies in the validity-first design: removing variables that operationalize the criterion
prevents circularity and leakage known to artificially enhance model precision [5,18,64].
Complementary regression results—showing low RMSE for continuous victimization
dimensions—are compatible with prior evidence that flexible regressors can aggregate
multiple weak signals even when multiclass discrimination is modest [66]. Finally, al-
though the cross-sectional design limits temporal inference, the screening purpose focuses
on concurrent risk; cross-sectional surveillance has been used to characterize real-time
victimization patterns and equity-denied groups, including pre-/post-COVID-19 compar-
isons [1,7,70]. Residual school-level heterogeneity remains possible, and class imbalance
may suppress minority-class recall when threshold tuning or cost-sensitive strategies are
not implemented [64].

Future work should incorporate Explainable Al (XAI)—e.g., global permutation impor-
tance and local methods such as SHAP or LIME—to enhance transparency, interpretability,
and stakeholder trust, as recommended in recent bullying-related Al research [70]. Residual
confounding and unmeasured school-level variance remain plausible, and class imbalance
may depress F1 in the absence of threshold tuning or cost-sensitive learning, considerations
that should accompany deployment [64]. Building on current evidence, XAl-oriented
iterations are encouraged—approaches already explored in bullying/cyberbullying con-
texts and recommended for sensitive educational applications [71-73]. Taken together,
the corrected ecosystem prioritizes validity over spectacle: it yields defensible, externally
oriented screening performance, highlights the centrality of family-context determinants
consistent with regional evidence, and shows that nonlinear modeling advantages persist
once methodological leakage is addressed [66,67].

Limitations and Future

The present findings should be interpreted in light of several methodological con-
straints. First, the cross-sectional design limits the capacity to capture temporal dynamics
or establish causal pathways; accordingly, the analytical framework is intended for early
screening rather than long-term forecasting. Although cross-sectional surveillance has
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been used to characterize real-time victimization patterns and immediate disparities in
school settings [70], it cannot reflect intra-individual developmental trajectories. Second,
the model operates under unmeasured contextual heterogeneity at the classroom and
school levels, which may introduce residual confounding; predictive pipelines can degrade
when contextual distributions shift or key environmental features are partially represented.
Third, class imbalance likely contributed to modest F1 for the minority High category;
without threshold tuning or cost-sensitive learning, imbalance suppresses recall, a common
limitation in educational /psychosocial classification tasks [64].

Fourth, while the study minimizes construct leakage by excluding outcome-related
psychometric items, reliance on self-report socio-environmental indicators may still intro-
duce measurement noise due to informant bias and situational variability. Finally, future
implementations would benefit from integrating XAl (e.g., SHAP, LIME) to improve trans-
parency, interpretability, and practitioner trust—approaches that have shown value in
sensitive domains such as cyberbullying detection [71-73]. Generalizability. Because the
sample was restricted to a single province and mostly semi-urban institutions, findings
cannot be generalized to all Ecuadorian regions, to public school systems, or to Andean
countries. Future research should incorporate multi-province, multi-system samples and
longitudinal designs to examine transportability and potential temporal effects.

7. Conclusions

This study demonstrates that Machine Learning (ML) architectures provide a robust
and methodologically sound framework for the early screening and stratification of school
victimization levels. By intentionally excluding internal psychometric items to eliminate
circular reasoning, the research established that supervised models—particularly Random
Forest—can identify risk profiles with a statistically honest Accuracy of 60.3% and a Macro
F1-score of 0.382. These metrics, while lower than those in models prone to data leakage,
offer superior external validity for real-world application in educational settings.

The findings underscore that school victimization is deeply rooted in structural socio-
environmental determinants. The identifying power of variables such as household struc-
ture (Living_With_Monoparental) and Family_Coping_Capacity confirms that risk screen-
ing must transcend individual symptom reporting. Consequently, this approach enables
Student Counseling Departments (DECE) to transition from reactive crisis management
toward an early risk identification system based on observable social vulnerability.

Furthermore, this work contributes to the international academic debate by providing
a data-driven perspective on the Andean region. Unlike previous research focused on
general descriptions of violence, this article utilizes non-linear modeling to capture the
complexity of victimization patterns without falling into measurement circularity. The
results provide a foundation for precision pedagogical practices and public policies aimed
at boosting institutional resilience.

Finally, for future research, it is recommended to investigate the generalizability of
these socio-environmental clusters across other regions. The integration of Explainable
Al (XAI) techniques is proposed to increase algorithmic transparency and stakeholder
trust in school environments. Additionally, longitudinal studies are necessary to transi-
tion from screening concurrent risk to forecasting long-term developmental trajectories
of victimization.
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