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Abstract

Industrial environments increasingly demand solutions that enable safe, remote and col-
laborative interaction with physical processes, especially as production systems become
more automated, interconnected, and geographically distributed. While digital twins have
contributed significantly to monitoring and analysis tasks, they typically lack the immer-
sive, multi-user and interactive capabilities required for advanced supervision and control
scenarios. This paper proposes a comprehensive methodology for designing industrial
metaverses that extend the concept of digital twins by enabling real-time bidirectional
communication with physical automation systems while preserving industrial safety and cy-
bersecurity requirements. The framework integrates a layered communication architecture,
a secure command-validation gateway, and an immersive multi-user virtual environment
capable of replicating and interacting with a real production process. The methodology
is demonstrated through a full case study involving a pick-and-place cell connected to
a real Programmable Logic Controller (PLC) via Open Platform Communications Uni-
fied Architecture (OPC UA), where a digital twin replaces the physical machine while
maintaining identical communication, control logic and safety constraints. The results
validate the feasibility of the approach and highlight its potential for remote supervision,
operator training, collaborative interaction and experimentation without compromising
plant integrity.

Keywords: industrial metaverse; digital twin; virtual reality; extended reality

1. Introduction
The rapid evolution of digital technologies and the growing adoption of Industry 4.0

principles have transformed industrial production into a data-driven and highly inter-
connected ecosystem characterized by automation, intelligence, and adaptability. In this
context, the concept of the Digital Twin (DT) which is a virtual replica of a physical asset,
process, or system, has become central to enabling real-time monitoring, simulation, and
optimization in manufacturing environments [1,2]. DT provide unprecedented visibil-
ity into industrial operations; however, their applications have traditionally focused on
analytics and visualization rather than direct interaction and control.

Despite the considerable progress made through DTs, industries still face challenges
when bridging the virtual and physical domains. Most existing implementations operate as
observation or decision-support tools, lacking the immersive and bidirectional capabilities
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required for human-in-the-loop supervision, training, and collaborative control. These limi-
tations have underscored the strategic need for remote and secure interaction mechanisms
capable of maintaining operational continuity even when on-site access is constrained, an
aspect highlighted during global disruptions such as the COVID-19 pandemic and equally
relevant to distributed production, maintenance, and workforce mobility scenarios.

To address these challenges, the concept of the industrial metaverse has emerged as
a new paradigm that extends the capabilities of DTs by incorporating real-time connec-
tivity, immersive visualization, and multi-user collaboration [3,4]. Industrial metaverses
integrate virtual environments with live industrial data, allowing users to interact intu-
itively with digital representations of machines and processes. By coupling extended reality
(XR) technologies with industrial communication standards such as OPC UA or MQTT,
these systems enable synchronized monitoring, control, and training within a unified cy-
ber–physical space. As such, industrial metaverses represent a step forward toward more
transparent, resilient, and human-centric production systems.

Recent research has demonstrated the potential of industrial metaverses to enhance
decision-making, safety, and operational efficiency. Authors in [3] explored the integration
of augmented and virtual reality with DTs to improve remote collaboration and situational
awareness in smart factories. In [5], a framework was proposed for real-time synchroniza-
tion between physical systems and their virtual counterparts, enabling seamless interaction
and control. Beyond visualization, studies such as [6,7] have applied metaverse principles
to predictive maintenance and workforce training, showing reductions in downtime and im-
provements in safety. These works collectively emphasize that immersive and collaborative
digital environments can become key enablers of next-generation industrial operations.

Furthermore, the integration of industrial metaverses with real-time data and arti-
ficial intelligence introduces opportunities for adaptive, self-optimizing manufacturing
systems. By merging DTs, IIoT, and XR interfaces, industrial metaverses facilitate predictive
diagnostics, anomaly detection, and remote supervision under safe and auditable commu-
nication protocols. The present study builds upon this foundation by proposing a complete
methodology that enables not only real-time observation but also secure, validated control
of physical automation systems through immersive multi-user environments.

1.1. Motivation

Industrial production is increasingly distributed, automated, and dependent on secure
remote access. As processes scale across multiple sites and operators, the ability to super-
vise and control assets without direct physical presence becomes critical. Traditional DTs
provide analytical insights but rarely offer the immediacy and responsiveness required for
operational decision-making. This gap has motivated the development of industrial meta-
verses, which are virtual extensions of the factory floor that allow humans and machines to
interact in real time through immersive and secure interfaces.

Industrial metaverses enable operators to monitor, command, and maintain physical
systems remotely while maintaining strict safety and cybersecurity standards [4,8]. Their in-
tegration with industrial communication protocols ensures that each user action is validated
before reaching the control logic of the plant, preventing unsafe or unauthorized opera-
tions. Moreover, these environments open new possibilities for predictive maintenance,
collaborative diagnostics, and operator training, providing a resilient response not only to
exceptional global events but also to the continuous evolution of modern manufacturing
toward flexible and geographically distributed ecosystems.

While leading industrial automation vendors such as Siemens [9], Rockwell Automa-
tion [10], and Dassault Systèmes (DELMIA) [11] already offer advanced DT solutions
and industrial software ecosystems, these commercial platforms predominantly focus on
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analytics, visualization, offline simulation, or virtual commissioning. They rarely provide
fully immersive, multi-user environments capable of real-time interaction with physical
automation systems, nor do they incorporate safety-validated bidirectional control or
low-latency synchronization as part of their operational models. Recent market analyses
further indicate that, despite rapid growth in industrial automation technologies, existing
off-the-shelf solutions still exhibit limitations regarding responsiveness, collaborative oper-
ation, and secure command propagation under heterogeneous, distributed deployment
conditions [12]. These gaps highlight the need for research-oriented architectures that
extend beyond monitoring and simulation toward active, safe, and synchronous interaction
with real automation systems.

In industrial settings, the value of an industrial metaverse is ultimately determined by
its ability to support concrete operational workflows under real constraints related to safety,
cybersecurity, accountability, and response time [13]. Typical high-impact scenarios include
remote supervision and assisted operation by distributed teams [10,14], collaborative
troubleshooting and incident response with external experts [14], operator training and
rehearsal on a synchronized digital counterpart [15], and factory acceptance testing or
change validation prior to deployment [16]. In all these cases, visualization alone is
insufficient: the system must enable controlled interaction with the automation layer in a
manner that is auditable, role-based, and compatible with established industrial network
segmentation practices [17].

From a stakeholder perspective, these scenarios involve plant operators, maintenance
personnel, automation engineers, and external service providers, each with different re-
sponsibilities and access privileges. Their common requirements include safe command
propagation with explicit authorization [17,18], protection of OT networks through a
DMZ-based mediation model [17], deterministic and low-jitter synchronization to ensure a
coherent user experience [19,20], and interoperability with standard industrial communica-
tion protocols [21,22]. These requirements are not fully addressed by existing commercial or
research solutions that primarily emphasize simulation, analytics, or offline commissioning.

From a practical standpoint, this implies a clear separation between the types of actions
that can be executed remotely through the industrial metaverse and those that must remain
local to the physical installation [23,24]. Supervisory and high-level operational actions,
such as machine start and stop commands, operating mode selection, reset procedures,
alarm acknowledgment, and the observation of real-time process variables [24,25], can
be safely issued from within the metaverse when they are routed through validated and
authenticated control interfaces [25]. By contrast, safety-critical interventions that require
physical confirmation [26,27], including emergency stop recovery [26], hardware-based
safety resets [26,27], or maintenance actions that expose operators to mechanical or electrical
hazards [28], are deliberately restricted to the real field, even though their state can be
monitored remotely. Likewise, low-level commissioning tasks, mechanical adjustments,
sensor calibration, and hardware maintenance inherently require physical presence and
fall outside the control scope of the metaverse [24,28,29].

From an industrial perspective, the interest in enabling controlled interaction with
real systems from within immersive environments is increasingly driven by practical
constraints rather than technological novelty [23,24]. Industrial stakeholders consistently
seek solutions that reduce dependency on on-site presence [24,30], facilitate access to scarce
expert knowledge [30], and support collaborative decision-making across geographically
distributed facilities [30,31]. In this context, the ability to supervise processes, execute
validated supervisory actions, and observe system behavior remotely is viewed as a means
to improve operational continuity [23,24,31], reduce downtime, and accelerate response to
incidents or process deviations [32]. Importantly, this demand does not imply unrestricted
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remote control, but rather the availability of secure, auditable, and responsibility-aware
interaction mechanisms that complement existing control-room practices while respecting
established safety and organizational boundaries [25,33].

Accordingly, the motivation of this work is to provide a practical and reusable architec-
ture that enables multi-user XR interaction while ensuring that every user action follows an
authenticated, validated, and safety-constrained path toward the PLC, thereby supporting
real operational use rather than purely observational or exploratory scenarios.

1.2. Related Work

The concept of DTs has been extensively studied in the context of Industry 4.0, with
researchers emphasizing their role in enabling real-time monitoring, simulation, and opti-
mization of industrial processes. Authors in [1] provided a comprehensive review of DT
technologies, highlighting their applications in manufacturing and predictive maintenance.
Similarly, authors in [2] introduced the foundational principles of DTs, describing them
as virtual replicas of physical systems that facilitate simulation and analysis. While these
works laid the groundwork for DT adoption, they primarily focused on data visualization
and predictive analytics, leaving a gap in terms of interactive and immersive capabilities.

Recent research has expanded this paradigm toward what is now referred to as the
industrial metaverse, an evolution of DT systems that integrates extended reality (XR), the
Industrial Internet of Things (IIoT), and real-time synchronization between the physical and
virtual realms. Authors in [34] emphasized the pivotal role of DTs in constructing industrial
metaverse architectures, demonstrating how DTs, combined with cloud rendering, virtual-
real interaction, and big data visualization, enable intelligent manufacturing and real-time
process optimization. Similarly, authors in [8] proposed the IMverse model, a conceptual
framework for industrial metaverses in smart manufacturing, characterized by hyper
spatiotemporal collaboration, AI-generated content (AIGC) modeling, and human-in-the-
loop interaction, underscoring the paradigm shift from automation to immersive and
human-centric production systems.

The integration of augmented reality (AR) and virtual reality (VR) into industrial
environments has been recognized as a key enabler of immersive and collaborative op-
erations. Authors in [3] demonstrated the efficacy of AR/VR technologies in enhancing
remote collaboration and decision-making in smart factories, while authors in [35] inves-
tigated their use in workforce training and process simulation. Extending these ideas,
authors in [36] introduced the concept of the Meta-Operator within Industry 5.0, illustrat-
ing how human-centric extended reality, opportunistic edge computing, and IIoT enable
real-time interaction between humans and cyber-physical assets in the industrial metaverse.
Their framework bridges Industry 4.0 automation with Industry 5.0 resilience and human
well-being.

Parallel developments have focused on the architecture and technical foundations of
industrial metaverses. Authors in [37] proposed a data-centric and semantic-enhanced
architecture that bridges physical factories and virtual landscapes through the integration of
DTs, semantic models, and extended reality. Authors in [38] examined the use of blockchain-
based non-fungible tokens (NFTs) for DTs, enabling traceable and secure asset management
within industrial metaverse ecosystems. Likewise, authors in [39] analyzed IIoT business
models in the age of the industrial metaverse, identifying data-driven and platform-based
archetypes that capture value through networked digital ecosystems.

The industrial metaverse has also been recognized as a transformative driver of
human–robot collaboration [40,41]. Authors in [42] developed an XR-based assembly
system integrating blockchain, edge computing, and DTs to enable real-time perception,
decision-making, and control in collaborative manufacturing. Complementarily, authors
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in [43] present a forward-looking perspective on proactive human-robot collaboration
(HRC) in the industrial metaverse, arguing that the integration of digital twins, extended
reality, and embodied AI can enable more anticipatory, ergonomic, and human-centric
human–machine cooperation in smart manufacturing environments. These developments
converge on the notion that the metaverse extends beyond visualization to support real-time
interactive control, safety, and adaptive learning in human–robot ecosystems.

Moreover, the convergence of generative artificial intelligence (AI) and immersive
DTs has been explored as a foundation for cognitive industrial systems. Authors in [7]
demonstrated how cognitive DTs, generative AI, and Internet of Robotic Things (IoRT)
technologies facilitate autonomous manufacturing, real-time perception, and deep learn-
ing–based decision-making within immersive metaverse environments. Authors in [44]
further advanced this view, examining the integration of generative AI and blockchain in
enterprise DT metaverses, thereby highlighting AI-driven predictive analytics, workforce
optimization, and decentralized data governance.

In addition, the communication and networking requirements of the industrial meta-
verse have received considerable attention. Authors in [45] investigated ultra-reliable
low-latency communication (URLLC) mechanisms in 6G-enabled IIoT environments, iden-
tifying the need for short-packet optimization to support the stringent latency, reliability,
and Age of Information requirements essential for immersive real-time interactions. These
findings are critical for achieving the responsiveness and synchronization necessary for
DT-driven metaverse operations.

From a socio-technical and managerial perspective, the industrial metaverse has also
been positioned as a transformative force in industrial marketing and business ecosystems.
Authors in [46] argued that industrial metaverses virtualize B2B networks, enabling new
forms of value co-creation, dynamic strategizing, and stakeholder-centric collaboration.
This aligns with the broader understanding of the metaverse as a cyber-physical ecosystem
integrating products, people, and processes into shared, data-rich virtual environments.

Case studies and applied research demonstrate that industrial metaverses are tran-
sitioning from conceptual exploration to implementation. Studies such as [7,47] have
applied industrial metaverse frameworks to predictive maintenance, training, and remote
operations, validating their capacity to reduce downtime, enhance safety, and improve
decision-making. However, challenges remain in scalability, interoperability, and cyber-
security, as noted by authors in [48] and authors in [4], emphasizing the necessity for
standardized architectures, open communication protocols, and trust-based data exchange
mechanisms such as OPC UA.

In parallel to academic research and socio-technical analyses, the concept of the in-
dustrial metaverse has also been actively shaped by major industrial automation and
technology providers. It is commonly framed as a persistent digital environment in which
real assets, factories, and systems are mirrored through digital twins to support collabora-
tion, simulation, and continuous improvement across the industrial lifecycle [21].

In this vision, Siemens describes the industrial metaverse as a digital world that mirrors
and simulates real machines and factories, enabling interaction with digital twins and
continuous scenario evaluation [21]. In a complementary direction, NVIDIA emphasizes
industrial facility digital twins as platforms to design, simulate, operate, and optimize
industrial assets and processes in virtual environments [49], with a strong focus on scalable
simulation and AI-enabled workflows [50]. Rockwell Automation, through Emulate3D,
highlights factory-scale digital twin applications such as virtual commissioning and controls
testing, aiming to reduce deployment risk and accelerate automation projects [16].

While these commercial visions and platforms offer extensive capabilities for simula-
tion, commissioning, and visualization, they predominantly target offline or semi-offline
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workflows and decision-support activities [51]. Consequently, the challenge of enabling im-
mersive, multi-user interaction with real PLC-controlled systems under strict cybersecurity
and safety constraints remains only partially addressed [52,53], leaving an operational gap
between visualization-oriented digital twins and validated, real-time process control [51].

Despite the significant progress made, recent advances have expanded the scope of
industrial metaverse research from data-driven DTs toward immersive, AI-enabled, and
human-centric cyber-physical ecosystems. However, most current implementations remain
largely confined to monitoring, visualization, and predictive analytics. Despite significant
progress in integrating DTs with extended reality, IIoT, and edge computing, the ability to
perform direct, closed-loop control of physical systems within the metaverse is still limited.
Existing frameworks typically operate as decision-support or simulation layers, where
commands must be externally executed through traditional control interfaces.

This gap underscores the absence of a truly bidirectional architecture capable of en-
abling real-time interaction, control, and feedback between virtual and physical entities.
Achieving such synchronization requires overcoming challenges related to deterministic
communication latency, interoperability of industrial protocols (e.g., OPC UA, MQTT,
6G URLLC), and the cybersecure handling of control commands in shared virtual envi-
ronments. Consequently, current research calls for methodologies that extend beyond
observation and predictive modeling toward active process control within the industrial
metaverse, where operators can manipulate physical assets directly through their virtual
counterparts. The present study addresses this gap by proposing and experimentally
validating a framework that enables real-time, bidirectional connectivity between virtual
and physical systems using standard industrial communication protocols.

1.3. Objectives and Main Contributions

The main objective of this work is to define and experimentally validate a comprehen-
sive methodology for the development of industrial metaverses that enable safe, real-time
interaction with physical automation systems through synchronized DTs. The aim is to
formalize and validate a generalizable, reusable architecture suitable for real industrial
environments. The proposed approach integrates multi-user immersive environments,
validated command execution, and end-to-end communication using standardized indus-
trial protocols.

The specific contributions of the paper are as follows:

• A complete architecture for industrial metaverses integrating a real-time DT, a multi-
user immersive interface, and a demilitarized zone (DMZ)-based communication
gateway that ensures secure and validated interaction with PLC-controlled processes.

• The implementation of a command-validation layer enforcing authentication, autho-
rization, and rate limiting of user commands, enabling multi-user remote operation
under industrial safety constraints.

• A real-time synchronization pipeline achieving low latency, minimal jitter, and tempo-
ral stability over extended operation periods.

• The design of a shared industrial metaverse environment supporting persistent virtual
objects, collaborative interaction, spatial audio, and intuitive control modalities.

• A case study involving a pick-and-place industrial cell connected to a Siemens PLC
via OPC UA, demonstrating the feasibility and robustness of the proposed framework
as an instantiation of the proposed architecture, not merely as an isolated prototype.

1.4. Structure of the Paper

The remainder of the paper is organized as follows. Section 2 describes the proposed
methodology for developing industrial metaverses, including the architectural framework,

https://doi.org/10.3390/info17010071

https://doi.org/10.3390/info17010071


Information 2026, 17, 71 7 of 29

integration workflow, implementation of the pick-and-place validation case, and the design
of the multi-user metaverse environment. Section 3 presents the results obtained from
the technical evaluation and usability study. Section 4 discusses the findings and their
implications for industrial applications, and Section 5 concludes the paper and outlines
future research directions.

2. Materials and Methods
2.1. Requirements Analysis and Rationale for the Proposed Methodology

The literature reviewed in Sections 1.1 and 1.2 highlights several unresolved limitations
that restrict the applicability of current industrial metaverse and digital-twin solutions to
real-time, safety-critical automation systems. Existing approaches typically lack:

• Secure and deterministic bidirectional connectivity with physical controllers;
• Validated command pathways that prevent unsafe or unauthorized actuation;
• Multi-user synchronization mechanisms oriented to operational contexts, not limited

to training or visualization;
• Architectural separation between XR clients and OT networks to ensure cybersecure

operation;
• Seamless interoperability across heterogeneous industrial devices and communication

standards.

Commercial DT/metaverse platforms (e.g., Siemens [9], Rockwell [10], Dassault [11])
also focus primarily on visualization, simulation, or offline commissioning, offering limited
support for immersive, multi-user interfaces coupled with real-time validated control.
These gaps indicate that an industrial metaverse intended for operational interaction must
satisfy a series of requirements:

• R1. Real-time responsiveness: Deterministic latency and low jitter to maintain
temporal coherence between virtual scenes and PLC execution.

• R2. Cybersecure bidirectional interaction: All control actions must be authenticated,
authorized, and validated before reaching the PLC.

• R3. Multi-user consistency: The system must maintain a coherent shared state while
supporting concurrent presence and interaction.

• R4. OT network protection: Remote clients must never access plant subnets directly,
requiring DMZ-based mediation and protocol isolation.

• R5. Interoperability: Integration through standardized industrial communication
protocols (OPC UA, MQTT) to ensure portability.

• R6. Scalability and maintainability: Modular design that can accommodate increasing
system complexity or user load.

These requirements directly motivate the structure and design decisions of the method-
ology and architecture presented in the subsequent sections.

2.2. Methodological Overview

The proposed methodology follows a sequential workflow that guides the creation
of an operational industrial metaverse, beginning with an analysis of the physical system
and concluding with its validation under real operating conditions. The overall struc-
ture of this workflow is summarized in Figure 1, which illustrates the five phases and
their relationships.

The process starts by identifying the industrial asset to be virtualized and defining its
operational boundaries. This includes documenting the workflow, sensing and actuation
elements, control logic, safety constraints, and communication requirements. Establishing

https://doi.org/10.3390/info17010071

https://doi.org/10.3390/info17010071


Information 2026, 17, 71 8 of 29

this foundation ensures a comprehensive understanding of the system before any virtual
representation is developed.

Phase 1 — Physical Pro-
cess Characterization

• Operational boundaries and
workflow
• Sensing/actuation and con-
trol logic
• Communication and safety
requirements

Phase 2 — Digital Twin
Modeling

• Geometry and kinematic
structure
• Operational states and be-
haviors
• Real-time synchronization
readiness

Phase 3 — Communication
Layer Design

• Secure, deterministic, scal-
able exchange
• Interoperability: OPC
UA/MQTT
• Firewalls, segmentation, en-
cryption, auth

Phase 4 — Metaverse Inte-
gration

• Multi-user presence and syn-
chronized interaction
• Authorized control
(start/stop/E-stop)
• Enforced safety logic and
protections

Phase 5 — System Valida-
tion and Testing

• Sync accuracy and latency
• Stability and user experience
• Security configuration verifi-
cation

Figure 1. Methodological workflow summarizing the sequential phases required to design, inte-
grate, and validate a fully operational industrial metaverse. The diagram highlights the following:
(i) system analysis and requirement definition; (ii) creation of a high-fidelity digital twin; (iii) im-
plementation of the secure communication and validation layers; (iv) assembly of the multi-user
metaverse environment; and (v) validation under real communication constraints. Arrows indicate
data dependencies and the progressive refinement of virtual and physical integration.

Once the physical process has been characterized, a DT is modeled to replicate its
geometry, kinematic structure, operational states, and behavior. This virtual counterpart is
configured to support real-time synchronization with the physical process, providing the
computational basis upon which the metaverse environment is later constructed. Fidelity
and responsiveness are treated as core design considerations to maintain consistency
between the physical and virtual domains.

Although the core focus of Phase 2 is on geometric accuracy and kinematic correctness
because these elements are essential for real-time synchronization with the PLC, additional
visual attributes such as textures, materials, and lighting can be incorporated when re-
quired. These elements, while not necessary for executing validated control or ensuring
deterministic behavior, contribute to visual realism and can improve situational awareness,
operator engagement, and training effectiveness in multi-user XR environments.

After the digital representation is established, a communication layer is designed to
enable secure, deterministic, and scalable data exchange between the real system and the
metaverse. Interoperable industrial standards such as OPC UA or MQTT are typically
employed to structure this communication. In addition, because the metaverse operates in
a multi-user and network-exposed context, security becomes a central concern. Measures
such as firewalls, network segmentation, encrypted channels, and authenticated access are
required to ensure that users connecting from external networks cannot compromise the
integrity of the industrial installation.

The virtual model is then integrated into a multi-user metaverse in which remote
users can coexist, visualize the process in real time, and, when authorized, perform control
actions such as starting or stopping the machine or triggering emergency procedures.
Interaction mechanisms are designed to synchronize user actions with the behavior of the
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physical system while respecting all safety constraints and ensuring that no command can
circumvent the protections embedded in the industrial control logic.

The workflow concludes with a validation phase that assesses synchronization ac-
curacy, communication latency, operational stability, and overall user experience. Tests
cover both monitoring and control scenarios to confirm that the virtual environment reli-
ably reflects the physical process. Security configurations are also examined to verify that
multi-user access does not introduce vulnerabilities into the industrial network.

2.3. Architectural Framework

The proposed methodology relies on a four-layer architectural framework that struc-
tures all components required to achieve secure, low-latency, and multi-user interaction
between the industrial process and its virtual counterpart. The objective is twofold: (i) main-
tain a clear separation of concerns that scales across heterogeneous plants and vendors, and
(ii) enforce defense-in-depth so that remote collaboration never compromises operational
safety. Figure 2 depicts the reference deployment, which maps logical layers onto three
networked zones (Application, Perimeter/DMZ, and Cell).

Remote Clients
(Multi-user VR/XR)

Real-Time Relay
(PUN2 / TURN / SFU)

Metaverse Session
Server / Orchestrator

IdP / Auth Proxy
(OIDC/OAuth2.1)

Telemetry Store &
Audit Logs

FW2
Industrial Gateway
(OPC UA Facade)

Command Validation
RBAC, Whitelists, Rate Limits

Telemetry Broker
(MQTT, read-only topics, QoS1)

IDS/IPS &
Anomaly Detection

FW1 PLC / Safety PLC

OPC UA Server
(on PLC or Gateway)

Application Zone
Perimeter / DMZ Cell / Control Zone

Metaverse Interaction Layer

Data & Services Layer
Communication & Security Layer Physical Layer

Figure 2. Reference communication and security architecture with layered delimitation. The four
functional layers, namely Metaverse Interaction, Data and Services, Communication and Security,
and Physical, are mapped onto three network zones (Application, DMZ/Perimeter, and Cell). The
diagram shows how telemetry flows unidirectionally from the PLC to the metaverse, while user-
originated commands follow a strictly validated and authenticated path through the DMZ gateway.
Firewalls (FW1 and FW2) enforce segmentation, and the session server ensures multi-user consistency.

The four layers that compose this architecture operate in close coordination to guaran-
tee functional integrity, scalability, and secure interoperability. The Physical Layer contains
the actual industrial assets, including PLCs, sensors, actuators, and embedded safety
mechanisms, and acts as the authoritative source of process behavior whose logic and
interlocks cannot be overridden by any remote command. Above it, the Data and Ser-
vices Layer aggregates and contextualizes information from the physical system, hosting
data acquisition modules, semantic asset models, and preprocessing logic that organize
operational variables into standardized structures such as OPC UA address spaces or
MQTT topics. Typically deployed at the edge or within the application zone, this layer
provides a controlled interface between operational technology and higher-level digital
services while ensuring that data exposure remains strictly read-only. The Communication
and Security Layer mediates all data exchanges between the industrial network and the
metaverse, enforcing confidentiality, authenticity, and accountability through encryption,
mutual authentication, role-based access control, and continuous auditing. Within this layer,
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a DMZ-based gateway validates every user-originated command using whitelists and rate
limits before forwarding it to the PLC, thus ensuring deterministic, cybersecure operation.
Finally, the Metaverse Interaction Layer constitutes the immersive multi-user environment
that mirrors the physical process in real time. An authoritative session server maintains
state consistency and manages presence, replication, and synchronization among users.
Telemetry from the plant flows unidirectionally into this layer, while control commands
follow the validated path back toward the PLC through the secure communication chain,
ensuring that no external client ever accesses plant subnets directly. Together, these four
layers form a coherent and modular blueprint capable of supporting immersive industrial
applications that demand real-time monitoring, collaborative interaction, and constrained
remote control while preserving safety, cybersecurity, and maintainability.

2.4. Integration Workflow and End-to-End Data Flow

Whereas the architectural framework defines the static structure, the integration
workflow specifies how data, events, and control commands circulate across layers at
runtime. The pipeline comprises three tightly coupled flows: (i) telemetry acquisition
from the industrial system, (ii) synchronization and multi-user visualization within the
metaverse, and (iii) validated propagation of user actions back to the control layer.

Process-state acquisition starts at the control layer, where the PLC exposes variables,
alarms, and sensor readings via industrial protocols (e.g., OPC UA, Modbus-TCP, Ether-
Net/IP) or through a gateway mapping device tags to standardized information models. A
unidirectional (read-only) channel propagates this telemetry toward the Data & Services
Layer, ensuring that the metaverse maintains an updated digital representation without
opening write paths into the OT network.

Virtual-world synchronization then occurs at the session server, which ingests the
streams, updates the DT, animates kinematics, and broadcasts scene replicas to connected
users. Multi-user consistency relies on a real-time relay for presence and interaction, while
identity services enforce authenticated, authorized access to persistent sessions.

The reverse path, from user to plant, requires strict validation. User actions
(start/stop/mode selection/E-stop requests) are interpreted in the Metaverse Interaction
Layer and forwarded to the DMZ validation service, which enforces RBAC, whitelists,
and rate limits. Only approved requests traverse secure channels toward the PLC, via
deterministic writes or OPC UA method calls. Hardware safety and PLC interlocks retain
ultimate authority.

Figure 3 summarises the end-to-end workflow.

Physical / Control Layer Communication & Security Layer Metaverse Interaction Layer

Industrial Controller
(PLC / Safety PLC)

OPC UA /
Device Protocols

Industrial Gateway
Protocol Mapping

Command Validation
RBAC, Whitelists,

Rate Limits

Telemetry Broker
(Read-Only Topics)

Metaverse Session Server
Digital Twin Sync

Real-Time Relay
Multi-User State

Remote Users
VR/XR Clients

process data

authorized
writes

validated
requests

read-only

telemetry
stream

user actions

Figure 3. End-to-end integration workflow of the industrial metaverse. The diagram illustrates
(i) process-state acquisition from the PLC, (ii) real-time digital-twin synchronization and multi-user
state replication, and (iii) validated actuation back to the physical controller. Telemetry flows are
read-only and unidirectional, whereas user commands traverse the DMZ validation service before
reaching the PLC.
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2.5. Implementation and Validation Case: Pick-and-Place Industrial Cell

A representative industrial task was selected to validate the methodology: a pick-and-
place operation using a Cartesian manipulator interacting with two conveyor lines. This
system is common in packaging and material handling and provides a well-understood
benchmark for evaluating digital twin synchronization, real-time communication, and
constrained remote control. In the setup of this work, the DT replaces the physical cell
while interacting with the real PLC through the same OPC UA channels used by the
machine. This enables controlled experimentation under realistic conditions without the
risks associated with manipulating a physical cell.

Rather than operating the physical cell, the authors of this work implemented a high-
fidelity DT in Unity [54] that mirrors the behavior and I/O interface of the real system. This
choice provides a safer and more flexible testbed to study the proposed architecture while
keeping the entire communication stack and procedures unchanged: identical OPC UA
endpoints and addressing, the same command-validation policies, and the same PLC safety
interlocks and state machine. As a result, the findings obtained with the DT generalize to
the physical deployment without loss of validity, while also improving repeatability, fault
injection, and multi-user stress testing under controlled conditions.

The cell consists of a three-axis Cartesian manipulator over two parallel conveyors,
see Figures 4 and 5. The primary conveyor transports a mixed flow of cans and boxes
in random order, see Figure 5a, while the secondary conveyor evacuates the extracted
cans, see Figure 5b. The manipulator spans the full width of the primary line and is
powered by industrial servomotors providing repeatable, medium-speed motion suitable
for discrete handling. A pneumatic gripper ensures robust grasping of cylindrical cans
without vision-based alignment.

(a) (b)

(c) (d)

Figure 4. Overview of the digital-twin prototype of the pick-and-place industrial cell. Subfigures
show: (a,b) overall system views including conveyors and manipulator; (c) virtual control panel
replicated from the physical HMI (English translation to each non-English term that appears: “Process
Information” for “Información del Proceso”; “graphs, counters, errors and incidents” for “gráficas,
contadores, errores e incidencias’; “Previous” for “Anterior’; and “Next” for “Siguiente’); (d) Cartesian
manipulator and pneumatic gripper.
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(a) (b)

(c) (d)

Figure 5. Main components of the digital twin: (a) primary-line conveyors transporting mixed objects;
(b) secondary conveyor used for evacuated cans; (c,d) virtual models of boxes and cans used in the
production flow.

Sensing is implemented through discrete photoelectric reflex sensors to replicate a
common industrial scenario and reduce dependence on machine vision. A sensor at the
pick zone detects the presence of a can on the primary conveyor, triggering a stop and
initiating the pick sequence. Two downstream sensors count cans and boxes at the end of
each conveyor for continuous production monitoring. The controller is a Siemens S7-1200
PLC (from Siemens manufacturer, located in Munich, Germany) orchestrating conveyor
logic, robot actuation, pneumatic routines, safety interlocks, and sequencing.

The nominal cycle proceeds as follows: items move along the primary conveyor
until a can enters the detection zone; upon detection, the PLC stops the conveyor and
commands the manipulator to pick and place the can onto the secondary conveyor; the
primary conveyor then resumes while the secondary transports the can to its counter. Boxes
remain on the primary line until their counter. The workflow integrates discrete-event
logic, motion control, pneumatics, multisensor coordination, and safety-critical execution.

The PLC manages several operating modes, namely IDLE/READY, AUTO, HOLD
(normal stop), RESET/Recovery, and E-STOP, which ensure safe transitions between
monitoring, execution, controlled stops, and emergency shutdown. Figure 6 illustrates the
mode transition model and the internal microcycle in AUTO.
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READY / IDLE

Start authorized?

Enter AUTO mode

Can detected?

Stop main conveyor

Pick (pneumatic gripper)

Place on secondary conveyor

Resume main conveyor

Stop request?

Finish ongoing place

HOLD / Normal stop

Resume?

E-STOP (Emergency stop)

De-energize axes, valves, conveyors

Reset + safety OK?

RECOVERY

Can counter++
(secondary EOL)

Box counter++
(primary EOL)

Yes

No

Yes

No

Yes

No Yes

Yes

No

Figure 6. Algorithmic workflow of the pick-and-place control: AUTO loop, normal stop, emergency
interruption, recovery, and production counters.

Recreating this cell as a high-fidelity DT and connecting it to the real PLC via OPC
UA allows the metaverse to behave as a functional surrogate of the physical system. All
states, events, and actuation commands flow through the same validated paths used
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in production, providing a robust framework for validating real-time synchronization,
multi-user interaction, and secure remote control.

The cell operates under industrial control modes designed for safe, predictable, and
recoverable behavior. These modes are implemented in the real PLC and mirrored in the
DT to guarantee functional equivalence. The logic governs mode transitions, coordinates
conveyors and manipulator, and enforces safety interlocks, Figure 6.

The system starts in IDLE/READY, a safe baseline with the PLC in RUN, actuators in
initial positions, and no motion until interlocks are satisfied. When conditions are verified
and an authorized START is issued, the controller enters AUTO. In AUTO, the primary
conveyor runs until a can is detected at the pick zone; the PLC halts the conveyor, the
manipulator performs a synchronized pick-and-place, and then the conveyor resumes.
End-of-line sensors increment can and box counters for real-time production tracking.

HOLD provides a controlled stop: if a stop is requested during AUTO, the controller
completes any ongoing placement and then halts. Operation can resume without reinitial-
ization. E-STOP immediately de-energizes motion regardless of state; recovery requires
a local physical reset and validation of safety inputs. Only then can the system enter
RESET/RECOVERY, restore homing, reinitialize subsystems, and return to IDLE/READY.
This deterministic strategy mirrors industrial practice and ensures that interactions in the
metaverse remain consistent with the real system.

2.6. Industrial Metaverse Environment

The proposed methodology was validated within a multi-user industrial metaverse
developed in Unity, see Figure 7. The virtual environment reproduces the DT of the pick-
and-place cell and allows multiple remote users to visualize, manipulate, and supervise
the process in real time while maintaining continuous synchronization with the physi-
cal PLC. The underlying networking architecture enables shared presence, low-latency
communication, and coordinated interaction among all connected participants.

From a practical standpoint, the 3D assets used in the DT originated directly from the
industrial CAD assemblies of the physical pick-and-place cell. Exporting the mechanical
models in FBX format preserved hierarchy, pivot placement, and kinematic relationships,
ensuring that geometric proportions and motion ranges were faithfully reproduced in
Unity. To make the CAD-derived assets suitable for real-time rendering on standalone VR
hardware such as Meta Quest 2, several optimization steps were applied: high-resolution
geometries were cleaned to remove non-visible internal features, mesh density was reduced
while maintaining silhouette accuracy, and materials were consolidated to minimise draw
calls. Simplified colliders replaced complex mesh-based collision geometries, and the
kinematic hierarchy was reorganized to support animation driven directly by live PLC
telemetry. Through this workflow, the virtual model retained both visual fidelity and func-
tional correspondence with the real system while meeting the performance requirements of
a multi-user industrial metaverse environment.

In addition to geometric optimization, the visual appearance of the DT models was
refined to improve realism while maintaining compatibility with real-time rendering on
standalone VR hardware. Original CAD files typically lack texture information, so materials
were recreated in Unity using lightweight Physically Based Rendering (PBR) shaders, with
albedo, smoothness, and metallic parameters adjusted to replicate the surface finishes
of the physical machine. UV maps were simplified or regenerated when necessary to
avoid stretching artefacts, and texture resolutions were downsampled to balance visual
fidelity with memory constraints. Dynamic elements such as conveyors and actuators were
assigned distinct visual cues to enhance immediate recognizability during operation. These
enhancements contribute to a more realistic and operationally informative representation
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of the industrial cell, supporting the overarching goal of bridging virtual and physical
realms through high-fidelity yet performant DT.

Before accessing the virtual workspace, users authenticate in a dedicated lobby, see
Figure 7a, where they register their credentials and establish a secure connection with the
metaverse session server. Once connected, they can join the industrial scenario and interact
collaboratively. Although all participants in this study were granted the same level of access,
the system natively supports role-based authorization policies, allowing certain users to
operate machinery while others are restricted to observation or monitoring functions.

Each participant is represented by an upper-body avatar generated through the Meta
Avatar SDK, see Figure 7b,c. This design provides a strong sense of embodiment and social
presence while maintaining computational efficiency, a crucial trade-off for collaborative
industrial tasks. The system replicates head, hand, and torso movements of all connected
users and incorporates spatialized voice communication, ensuring natural interaction and
immersion. Ambient sound effects, such as conveyor motion, pneumatic actuation, and
robot movement, are integrated to reinforce environmental realism. All user actions on
shared virtual elements are synchronized across the session, ensuring that every participant
perceives a coherent and consistent scene state.

Within the environment, users can directly interact with the virtual control panel of
the machine, see Figure 7d. The Start, Stop, and Reset buttons are linked to the real PLC
through the validated communication path described in Section 2, ensuring that every
action follows the same safety and authorization mechanisms as in the physical setup. The
emergency stop (E-STOP) operates identically, enforcing industrial safety logic at all times.
To prevent conflicting operations, an ownership rule is applied whereby only one user can
manipulate a shared control element at any given moment. When the element becomes
available again, other participants regain access seamlessly.

Beyond the predefined controls, the metaverse also supports the creation of dynamic,
persistent objects during collaborative sessions, see Figure 7b,c. Users can introduce three-
dimensional models, functional tools, or information panels, which are instantly replicated
for all participants and remain accessible throughout the session. This functionality facili-
tates collective experimentation, documentation, and remote troubleshooting, reflecting
the flexibility and adaptability of immersive industrial environments.

Real-time dashboards integrated into the scene display key process variables streamed
from the PLC, including production counters, connection status, and temporal trends, see
Figure 7e. These indicators update synchronously for all users at the telemetry refresh rate,
providing a unified and transparent view of system performance. By maintaining a shared
situational awareness, distributed teams can monitor, analyze, and coordinate operations
efficiently regardless of physical location.

Navigation within the virtual facility combines fluid locomotion and teleportation
to accommodate different comfort preferences. Interaction is optimized for natural hand
tracking, though VR controllers can also be used. Physical collision between avatars is
intentionally disabled to avoid occlusion or deadlocks in confined spaces and during
concurrent manipulation. Together, these interaction mechanisms ensure that the industrial
metaverse functions as an intuitive, responsive, and safe environment for collaborative
supervision and control.
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(a)

(b) (c)

(d) (e)

Figure 7. Multi-user industrial metaverse used in the case study. (a) Authentication lobby where
clients establish secure sessions; (b,c) shared avatars and dynamic object introduction supporting
collaborative tasks; (d) validated interaction with machine controls linked to the real PLC; (e) live
visualization of process variables.

2.7. Research Design

The evaluation strategy was designed to assess both the technical performance and
the user-centered usability of the industrial metaverse prototype. The study combines long-
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duration operational logging with structured user testing involving non-expert participants,
allowing for the proposed methodology to be validated from multiple complementary
perspectives. The goal is to determine whether the DT, connected to the real PLC through
the same OPC UA communication interfaces used by the physical cell, can provide reliable
real-time behavior, stable synchronization, and an interaction experience accessible to
operators without prior industrial training.

The technical evaluation focuses on performance indicators commonly used in real-
time industrial communication systems. These include the end-to-end latency between
PLC outputs and their visualization in the metaverse, the reciprocal latency of user-issued
commands, jitter and update-rate variability, the consistency of state synchronization across
the DT, and the reliability of the command-validation gateway. These metrics were derived
from continuous logs collected during multiple operational cycles and during an extended
eight-hour uninterrupted trial. This long-duration experiment was designed to capture
system behavior under realistic operating conditions, revealing any potential performance
degradation, drift, or intermittent communication issues.

A complementary usability study was conducted with non-expert participants to
evaluate how intuitively users could interact with the metaverse interface and whether the
remote-control workflow was understandable without prior industrial training. A total of
22 participants volunteered for the study. Their ages ranged from 20 to 45 years, with a mean
mean value of 24.7 and a standard deviation (SD) of 8.6. The sample included 13 women and
9 men. Regarding educational background, 16 participants held undergraduate degrees, 5
held postgraduate degrees, and 1 had completed the PhD. None of the participants had
previous experience with PLC programming or industrial control systems.

With respect to immersive technologies, 16 participants had never used VR/AR/XR
devices, and 6 indicated occasional or frequent prior exposure. This variability allowed the
evaluation to capture usability perceptions across a realistic range of familiarity levels with
immersive environments.

All participants were instructed to observe the behavior of the virtual pick-and-place
cell, trigger control actions through the shared interface, and react to state changes streamed
in real time from the physical PLC. At the end of each session, participants completed a
short semi-structured interview consisting of three open-ended questions designed to elicit
qualitative feedback about their experience:

1. How would you describe your overall experience interacting with the industrial
metaverse environment?

2. Were there any aspects of the interaction that felt uncomfortable, unintuitive, or
technically limiting?

3. Which elements of the system (e.g., navigation, object manipulation, collaboration,
responsiveness) worked particularly well or could be improved?

These questions were intentionally open to allow participants to freely express their
impressions while ensuring coverage of core dimensions such as usability, comfort, and
perceived system performance.

After completing the tasks, each participant answered the System Usability Scale
(SUS) [55], together with a brief post-task interview. This design ensured that both technical
performance and human-centered interaction could be evaluated through complementary,
structured methods.

2.8. Data Analysis

The analysis procedure was structured to extract quantitative performance indicators
from the system logs and to interpret user feedback obtained during the usability evaluation.
All data were processed using standard statistical techniques to ensure reproducibility
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and to allow for direct comparison with metrics commonly reported in studies on DTs,
industrial communication, and human–system interaction.

For the technical assessment, raw logs generated during normal operation and during
the eight-hour continuous test were segmented into individual execution cycles. Each
cycle included can detection, conveyor stop, robot pick-and-place motion, and production
counting. Time-stamped entries were used to calculate the end-to-end latency between
PLC state changes and their corresponding updates in the metaverse, the reciprocal latency
of control commands originating from users in the virtual environment, and the jitter
associated with periodic telemetry updates. These indicators were analyzed by computing
mean values, standard deviations, confidence intervals, and outlier rates. Temporal drift
was evaluated by comparing early-cycle and late-cycle performance to identify long-term
degradation or synchronization instability.

Integrity and reliability of the command-validation subsystem were assessed by ex-
amining all write attempts recorded in the logs. Each request was classified as authorized,
rejected, rate-limited, or invalid according to the security rules defined in the DMZ layer.
Error rates and rejection patterns were analyzed to verify compliance with role-based access
control constraints and to ensure that no unsafe command or malformed packet reached
the industrial controller.

In line with previous research on interaction and usability assessment in virtual and
industrial environments [56–60], the evaluation incorporated structured usability tests and
short post-task interviews to obtain both quantitative and qualitative evidence about the
proposed system. The assessment focused on determining whether non-expert users could
interact effectively with the metaverse interface and whether the remote-control workflow
was perceived as clear, intuitive, and reliable.

To measure perceived usability, the System Usability Scale (SUS) was administered
after each user completed the interaction tasks [55]. The SUS consists of ten statements rated
on a five-point Likert scale, see Table 1. Positive items are scored by subtracting one from
the selected value, whereas negative items are reverse-scored by subtracting the response
from five. The sum of all adjusted item scores is then multiplied by 2.5, producing a final
usability score ranging from 0 to 100. This scoring procedure was applied consistently
across all participants, and mean values together with standard deviations were computed
both at item and global scale levels to observe response variability.

Table 1. Statements comprising the System Usability Scale (SUS), a standardized 10-item question-
naire used to evaluate perceived usability of interactive systems [55]. Items alternate between positive
and negative formulations to assess consistency, ease of use, confidence, and perceived complexity.

Number Description of the Statement

SUS1 I think that I would like to use this system frequently

SUS2 I found the system unnecessarily complex

SUS3 I thought the system was easy to use

SUS4 I think that I would need the support of a technical person to be able to use
this system

SUS5 I found the various functions in this system were well integrated

SUS6 I thought there was too much inconsistency in this system

SUS7 I would imagine that most people would learn to use this system very quickly

SUS8 I found the system very cumbersome to use

SUS9 I felt very confident using the system

SUS10 I needed to learn a lot of things before I could get going with this system
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The analysis placed particular emphasis on understanding how users with no prior
experience in industrial control systems perceived the interface. Their results were com-
pared with those from technically experienced participants to identify potential usability
barriers that could emerge during remote operation scenarios. Item-level patterns were
inspected to detect tendencies related to perceived complexity, consistency of interface
functions, confidence during operation, and expected learning effort.

Qualitative feedback from brief follow-up interviews complemented the quantitative
analysis. Comments were categorized to capture recurring themes such as clarity of system
feedback, intuitiveness of the control actions, and perceived trust in the communication
between the virtual environment and the physical process. This mixed-method approach
allowed for the usability findings to be interpreted not only from a numerical perspective
but also in terms of user experience and operational understanding.

3. Results
The results obtained from the technical performance evaluation and the user study

provide a comprehensive validation of the proposed industrial metaverse architecture.
The findings confirm that the DT can accurately reproduce the behavior of the physical
pick-and-place cell while maintaining stable real-time connectivity with the PLC through
the same interfaces used by the real system.

The version of the developed Industrial Metaverse for validating the approach is
shown in a video demonstration (see https://media.upv.es/player/?id=e8681970-bdfc-11
f0-869d-e7521f7625bf (accessed on 15 November 2025)), where three users participated to
showcase the application. All three utilized the Meta Quest 2 Virtual Reality headset, each in
separate spaces, and all of them were previously acquainted with the virtual environment.

Figure 8 illustrates several key moments extracted from the video demonstration of
the industrial metaverse prototype, showing how multiple users interact simultaneously
with the shared environment while the system remains synchronized with the real PLC. In
each subfigure, the upper row displays the perspective of the three connected users as they
move, act, and collaborate within the virtual workspace. The lower row shows the real-time
LADDER execution of the physical PLC, allowing for the direct observation of how user
actions in the metaverse propagate through the validated communication chain described
in Section 2.3. This visualization confirms that all interactions respect the real PLC’s safety
logic, communication constraints, and execution cycle, even though the physical industrial
cell has been replaced by its DT for demonstration purposes. This substitution does not
affect generality, since the DT operates through exactly the same interfaces and validation
layers as the real machine.

Figure 8 illustrates several key moments extracted from the video demonstration of
the industrial metaverse prototype, showing how multiple users interact simultaneously
with the shared environment while the system remains synchronized with the real PLC.
Each subfigure displays the perspective of the three connected users as they move, act, and
collaborate within the virtual workspace.

In Figure 8a, one participant starts the machine remotely through the shared virtual
control panel. Figure 8b highlights the use of the teleportation mechanism, which enables
efficient long-distance navigation inside the industrial metaverse. In Figure 8c, the focus
shifts to system feedback: users observe real-time process data streamed from the PLC,
including counters and state indicators. Figure 8d,e showcase a distinctive feature of the
environment: the introduction of persistent shared objects. A participant spawns new
3D items inside the scene, and these objects appear simultaneously for all users. Any
participant can grab, move, or manipulate them, and this behavior is replicated across the
entire session.
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(a) At 0 min. 27 s. (b) At 0 min. 44 s.

(c) At 1 min. 39 s. (d) At 2 min. 47 s.

(e) At 2 min. 49 s.

Figure 8. Key moments from the multi-user video demonstration (see https://media.upv.es/player/
?id=e8681970-bdfc-11f0-869d-e7521f7625bf, accessed on 15 November 2025) of the industrial meta-
verse. Each subfigure shows the real-time interaction of the three connected users within the virtual
pick-and-place cell. (a) Remote machine start initiated from the metaverse interface. (b) Long-distance
navigation using the teleportation mechanism. (c) Visualization of real-time process data streamed
from the PLC. (d,e) Introduction and shared manipulation of persistent virtual objects, immediately
replicated for all users.

3.1. Technical Performance

The technical evaluation confirmed that the proposed industrial metaverse archi-
tecture achieved stable, low-latency performance and reliable synchronization under all
test conditions. Time-stamped logs collected during 1200 complete pick-and-place cycles
showed that the end-to-end latency between PLC state updates and their visualization
in the metaverse remained consistently low, with a mean value of 38.4 ms (SD = 6.1 ms)
and individual measurements ranging from 29 ms to 54 ms. Jitter was minimal, with a
cycle-to-cycle variability of approximately ±4–6 ms, which ensured smooth temporal align-
ment and visual coherence in the virtual environment. Figure 9 summarises the temporal
behaviour of both latency channels throughout the 8-h test.

Reciprocal latency-measured from user interactions in VR to the execution of the
corresponding validated command on the PLC-exhibited similar performance, with an
average value of 42.7 ms (SD = 7.4 ms). These results indicate that neither the command-
validation layer nor the OPC UA communication stack introduced significant delays.
Importantly, all latency values remained well below the 100 ms perceptibility threshold
typically associated with operator response time in industrial contexts.
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Figure 9. Temporal evolution of end-to-end latency during the 8-h stress test. Telemetry latency
(PLC → metaverse) ranged from 29 ms to 54 ms (mean 38.4 ms, SD 6.1 ms), while control-actuation
latency (metaverse → PLC) exhibited similar variability (mean 42.7 ms, SD 7.4 ms). Both remained
well below the 100 ms perceptual threshold for industrial HMI interactions, with narrow jitter bands
and no observable temporal drift.

Moreover, during the eight-hour uninterrupted stress test, the synchronization pipeline
exhibited no measurable drift. A comparison between the first and last hour of opera-
tion revealed only a 0.87 ms deviation in mean latency, with no packet loss, missing
updates, or misaligned states. The DT therefore remained fully synchronized with the real
PLC throughout the entire evaluation period, confirming the robustness of the real-time
communication channel.

In terms of command validation, the system processed a total of 1438 write attempts
during user interactions. Of these, 1402 requests (97.5%) were correctly authorized and
forwarded to the PLC, while 36 (2.5%) were deliberately rejected in accordance with pre-
defined safety rules. Specifically, twenty-one were blocked by rate-limit protections after
repeated button activations, eleven corresponded to redundant commands attempting to
trigger an already active state, and four were denied due to lack of temporary ownership
of a shared control object. No malformed packets, undefined commands, or unauthorized
actions passed through the DMZ validation layer. These results confirm that the valida-
tion gateway effectively enforced operational safety and prevented conflicting or unsafe
operations, even under multi-user conditions with concurrent interaction attempts.

In addition, the system demonstrated excellent stability during continuous operation.
Throughout the eight-hour trial, no critical faults, reconnections, or session interruptions
occurred. The telemetry broker maintained an average throughput of 22.4 updates per
second with minor fluctuations of approximately ±1.3 Hz, while the metaverse session
server and real-time relay consistently rendered between 72 and 75 FPS on Meta Quest 2
headsets, with no observable frame drops during periods of high interaction.

Finally, network monitoring detected only three transient warning events caused by
short external Wi-Fi congestion episodes, none of which affected PLC communication or
user experience. Overall system uptime during the extended test was 100%, confirming
that the architecture delivers stable synchronization, robust long-term performance, and
fault-free operation under realistic multi-user conditions.

3.2. Usability Evaluation

The analysis of the SUS responses shows that the metaverse interface achieved a very
high perceived usability, with an overall score of 93.86 out of 100 (min 82.5; max 100; SD
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3.99). This places the system well within the range associated with excellent usability in
interactive environments. Figure 10 illustrates the distribution of responses for each SUS
item, which is detailed in Table 1, and the numerical results are summarized in Table 2.

Figure 10. Distribution of responses for the ten System Usability Scale (SUS) items. Bars indicate
mean scores and error bars represent standard deviations on a 1–5 Likert scale. Odd-numbered items
correspond to positive statements, while even-numbered items are negatively worded [55].

Table 2. Mean and standard deviation (SD) for each SUS item across the 22 participants. Higher
scores in positive items (SUS1, SUS3, SUS5, SUS7, SUS9) and low scores in negative items indicate
strong perceived usability and consistency of the metaverse interface [55].

SUS1 SUS2 SUS3 SUS4 SUS5 SUS6 SUS7 SUS8 SUS9 SUS10

Mean 4.59 1.23 4.73 1.45 4.82 1.00 4.64 1.23 4.91 1.14
SD 0.50 0.40 0.50 0.50 0.40 0.00 0.50 0.47 0.30 0.30

Table 3 summarises the main themes that emerged from the interview analysis and
the general attitude expressed by participants toward each theme.

Table 3. Main themes emerging from post-task interviews and participants’ attitudes.

Theme Participants’ Attitude/Summary

Overall usability Reported as intuitive and easy to learn.

Hand-tracking interaction Perceived as natural; some users preferred controllers for precise
actions.

Navigation (teleporting) Generally effective; occasional gesture misdetections noted.

Comfort and ergonomics Mild discomfort due to headset weight during longer sessions.

Real-time responsiveness Described as smooth and coherent, with no noticeable lag.

Lack of haptic feedback Several participants mentioned that tactile cues would improve
realism.
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The qualitative observations discussed in the following derive directly from the analy-
sis of the post-task interview responses. Participants generally indicated that they would
feel comfortable using the interface regularly and reported no major difficulties in com-
pleting the assigned tasks. They highlighted the coherence of the interaction elements, the
intuitiveness of the controls, and the clarity of the system feedback, which contributed
to a strong sense of confidence when navigating and operating the virtual cell. Many
users also expressed appreciation for being able to interact with both hands free thanks
to hand-tracking and valued that locomotion could be performed with a single-hand
teleport gesture.

However, several participants also pointed out limitations inherent to current VR hard-
ware and interaction modalities. A recurring comment referred to the physical weight of
the headset, which caused mild discomfort after extended use. Some users also mentioned
occasional failures in the teleporting gesture, which momentarily interrupted movement
and generated slight frustration during navigation. While most users preferred hand-
tracking for its naturalness, a subset indicated that they would sometimes rather use the
controllers for precision actions or to avoid gesture-recognition errors.

Another common remark was the absence of tactile feedback when manipulating
virtual objects. Although participants could see and position the added items correctly,
some noted that the lack of haptic sensation diminished the realism of object handling
and suggested incorporating vibration or alternative feedback strategies to strengthen
the perception of contact. Despite these limitations, user comments converged on the
impression that the interface was easy to learn, robust during interaction, and suitable for
remote supervision and collaborative tasks.

4. Discussion
The results obtained from the technical evaluation and the user study provide consis-

tent evidence that the proposed industrial metaverse architecture can support real-time
supervision and control of a physical automation process while maintaining robustness,
usability, and scalability. The quantitative measurements confirm that the system behaves
reliably under the same communication conditions used by the real pick-and-place cell,
demonstrating that the DT can operate as a functional surrogate of the physical system
without introducing perceptual inconsistencies or synchronization drift.

The latency values achieved averaged below 45 ms for both telemetry acquisition
and control-actuation propagation. These values are well within the range required for
responsive interaction in industrial Human-Machine Interface (HMI) systems. The narrow
jitter bands and the absence of temporal drift during the eight-hour uninterrupted test
reinforce the stability of the communication pipeline and validate the design choices
adopted in Section 2, particularly the use of a DMZ-based middleware layer for command
validation. Previous research has highlighted the risk of performance degradation in
long-running XR-based industrial applications, especially under multi-user conditions.
However, the proposed architecture showed no such degradation, with stable update rates
and no packet-loss incidents across the full operation period.

User study results further support the viability of the proposed approach. The SUS
score of 93.86 indicates excellent perceived usability, even among participants without
prior industrial or VR experience, suggesting that the interaction model is intuitive and
accessible. Qualitative feedback complements these findings: users described the workflow
as coherent and the controls as easy to understand, and they generally felt confident when
interacting with the system. They particularly valued the freedom offered by hand-tracking
and the convenience of performing teleporting with a single hand.
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Nevertheless, participants also identified several limitations typical of current VR
interaction paradigms. Some noted that the weight of the headset reduced comfort dur-
ing longer sessions, and occasional misdetections of the teleporting gesture caused brief
interruptions in navigation. A number of users indicated that, although hand-tracking was
natural and convenient, they would sometimes prefer using controllers for more precise
manipulation. In addition, several participants pointed out the lack of tactile feedback
when interacting with virtual objects, suggesting that the incorporation of haptic cues could
enhance realism and immersion. These observations do not undermine the overall usability
of the system but highlight opportunities to refine interaction fidelity and ergonomics in
future iterations.

Beyond hardware-related considerations, the system itself also presents several
methodological and architectural limitations that should be acknowledged. First, although
the communication pipeline demonstrated stable performance under the conditions tested
in this study, its scalability to larger industrial deployments with higher data throughput
or more complex device topologies has not yet been fully characterized. Likewise, the cur-
rent implementation relies on a centralized session server for multi-user synchronization,
which simplifies coordination but may constitute a single point of failure or a bottleneck in
scenarios involving a significantly larger number of concurrent users.

Another limitation concerns the granularity of control supported by the metaverse
interface. The validated command pathway is designed for discrete supervisory actions
(e.g., start, stop, reset), but extending the system to support fine-grained continuous control
or time-critical motion commands would require additional research on deterministic
communication, safety guarantees, and human–machine shared autonomy. Furthermore,
while the command-validation layer successfully prevents unsafe or unauthorized actions,
its rule set must be manually configured; automating its adaptation to different machines
or production contexts remains an open challenge.

The behavior observed in the metaverse, such as multi-user synchronization, shared
manipulation of persistent virtual objects, and concurrent access to machine controls, also
demonstrates that the environment supports collaboration without compromising safety
or determinism. The ownership mechanism for shared interactive elements prevented
conflicts between users, while the PLC ladder views confirmed that only validated, safe
commands reached the physical controller. These findings reinforce the potential of indus-
trial metaverses not only as visualization platforms but as operational interfaces enabling
distributed decision-making.

While the case study successfully demonstrated the technical feasibility and usability
of the proposed architecture, further validation under real industrial conditions remains
essential. The current experiments were conducted using a high-fidelity DT that accurately
replicated the behavior and communication interfaces of a physical cell. However, future
work should extend this evaluation to a production environment involving real operators,
heterogeneous network conditions, and plant-scale workloads. Testing the methodology in
an operational setting would allow us to assess how experienced personnel interact with
the system during routine and high-demand scenarios, and whether the same levels of
synchronization accuracy, responsiveness, and perceived usability can be maintained. Such
validation will determine whether the results obtained in this study are fully consolidated
or if methodological adjustments are required to accommodate the complexities of real
industrial processes.

It is important to clarify, however, that although the present validation involved a
real industrial controller, a Siemens S7-1200 PLC (from Siemens manufacturer, located in
Munich, Germany), the physical process it supervises was intentionally replaced by a high-
fidelity digital twin to ensure repeatability, eliminate safety risks, and enable long-duration
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multi-user testing. This design choice does not imply that the architecture is limited
to virtual–virtual interaction; rather, it reflects a controlled evaluation strategy. Fully
integrating the proposed metaverse architecture with a real industrial process remains an
essential step for future work.

To illustrate the applicability of the system beyond the laboratory scenario, Figure 11
includes an additional example based on a real automated inspection tunnel installed at the
Mercedes-Benz factory in Vitoria (Spain) [61]. The corresponding metaverse environment,
constructed using the same modelling, synchronization, and validation methodology
outlined in this work, enables operators to observe real objects (vehicles) moving through
the tunnel, experiment with camera-placement strategies, and understand the impact of
inspection parameters in an immersive setting. These examples constitute preliminary
demonstrations that the proposed architecture can be transferred to real industrial assets,
and work is currently underway to complete the full integration of the inspection system
following the methodology described in this paper.

(a)

(b) (c)

(d) (e)

Figure 11. Real industrial inspection tunnel and its preliminary metaverse representation. (a) Au-
tomated defect-detection tunnel installed at the Mercedes-Benz factory in Vitoria (Spain) [61].
(b–e) Preliminary metaverse environment under development following the methodology presented
in this work. The virtual scene reproduces the tunnel layout and allows operators to visualize object
flow, explore inspection angles, and evaluate camera-placement strategies in an immersive manner.
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5. Conclusions
This work presented and validated an industrial metaverse architecture capable of

enabling real-time interaction, supervision, and control of a physical automation system
through a multi-user immersive environment. The proposed case study integrated a digital
twin synchronized with a real PLC, a command-validation gateway enforcing safety and
access constraints, and a multi-user metaverse interface supporting persistent shared objects
and collaborative manipulation.

The technical evaluation demonstrated that the system maintained high synchro-
nization accuracy and low latency, even during extended operation. With end-to-end
delays consistently below 45 ms, minimal jitter, and no temporal drift across an eight-hour
uninterrupted test, the architecture satisfied the performance requirements of industrial
human-machine interface applications. Additionally, the validation subsystem correctly
processed all control requests, rejecting only those violating predefined safety or rate-limit
rules and ensuring that no unsafe or malformed command reached the PLC.

The user study confirmed the accessibility and usability of the metaverse interface.
Participants, including non-experts, achieved a SUS score of 93.86, highlighting excellent
perceived usability and suggesting that the system is suitable for operators with varying
levels of technical expertise. Multi-user interaction, shared object persistence, and real-time
audio–visual communication were all handled smoothly, reinforcing the suitability of the
proposed environment for collaborative industrial tasks.

Moreover, the methodology could be extended to incorporate more advanced visual
features in the digital twin, such as realistic materials, textures, and lighting, in order to
further enhance immersion and support training-oriented use cases. While these attributes
are not required for real-time control or synchronization, they can enrich the perceptual
quality of industrial metaverse environments and strengthen the connection between
virtual and physical realms.

Overall, industrial metaverses offer a viable path toward remote supervision and
collaboration when they are combined with validated communication pipelines and real
digital-physical synchronization. Future work will focus on extending the validation of
the proposed methodology to real production environments involving expert operators
and authentic industrial workloads. Such evaluation is essential to determine whether the
performance, stability, and usability observed in this study remain consistent under real
operating constraints. In addition, user feedback revealed several aspects that warrant
further refinement, including occasional gesture-recognition errors, the ergonomics of
prolonged headset use, and the absence of tactile feedback during object manipulation.
Addressing these limitations through improved locomotion gestures, optional controller-
based interaction, and the integration of lightweight haptic cues will help enhance the
realism and operational suitability of the industrial metaverse.
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