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Abstract

Introduction: The anonymisation of Personal Data (PD) and its release as Open Data (OD)
hold considerable potential for innovation across health, research, public administration,
and the economy. However, practical experiences regarding data anonymisation and OD
publication remain underexplored in Germany. This study empirically investigates the
current state of anonymised data practices, the barriers to implementation, and the desired
support mechanisms for publishing formerly PD as OD. Methods: Embedded in a mixed-
methods approach, this cross-sectional study examines research interest in the collection,
processing, and use of anonymised data, as well as potential barriers and support services
for the anonymisation and publication of former PD. A nationwide online survey was
conducted in October-November 2024 via LimeSurvey. A total of 215 responses were
included in the descriptive analysis. Results: The findings indicate limited experience with
PD anonymisation and OD publication across industries. The potential added value of these
processes was often not fully recognised, and data-handling responsibilities were rarely
standardised. Data collectors, data protection officers, and IT departments were identified
as the most frequently involved parties in these processes. Technical and educational
support were the most desired forms of assistance. Discussion: To foster broader OD
utilisation, stakeholders require comprehensive support. According to the sample, specific
training and further education on the anonymisation and publishing process, as well as the
desired software, are most important. Developing standardised process descriptions that
integrate ethical and legal considerations, supported by national networks or governmental
institutions, could significantly enhance the responsible and effective use of anonymised
OD in Germany.

Keywords: open data; anonymisation; personal data; key persons; data use; data value creation

1. Introduction

The further use of Personal Data (PD) after anonymisation as Open Data (OD) is
widely discussed across industries and sectors. In business, public administration, research,
and healthcare, comprehensive data analysis is considered an essential prospect for the
future, generating added value for all stakeholders and improving overall quality of
life [1]. For several years, numerous global efforts have been underway to develop further
applications for OD [2,3]. A scoping review conducted in preparation for this study
included 52 publications that described barriers and enabling factors for the further use
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of OD. It became evident that the fields of business, government, research, and healthcare
face broadly similar obstacles and supporting factors [1].

In the business sector, there is a broad consensus that the use of OD and big data plays
a forward-looking role in innovation and service improvement [1]. The positive effects of
OD use on economic growth have already been identified [4]. Consequently, the further
use and processing of OD are regarded as key economic drivers [2,5]. At the same time,
interviews have revealed limited knowledge and experience regarding the anonymisation
of PD and its publication as OD. Therefore, staff capacity and expertise must be further
developed [6]. Companies have expressed the need for governmental support, particularly
in regard to providing OD platforms and establishing networks. Moreover, a secure legal
framework for corporate use is not yet universally available [1]. The business sector has
also called for practical tools to support data collection and analysis [2,6].

In the public sector, the increased use of anonymised government data, known as
Open Governance Data (OGD), is described as having transformative value for society as a
whole [4,5,7]. There are global efforts to establish OGD ecosystems, as significant cultural
and institutional benefits are expected through improved services and innovations [4,7,8].
Although public authorities already publish large amounts of data, there remains con-
siderable potential for further use and analysis [1,7]. At the same time, interviews have
revealed numerous personnel-related, technical, and institutional challenges in implement-
ing anonymisation processes and subsequent publication [6].

Similarly, in the field of research and the open science movement, there are calls for
unrestricted access to scientific publications and raw research data [9] to reduce barriers to
research results and to promote wide dissemination within the scientific community [6,10].
In 2018, the International Committee of Medical Journal Editors (ICMJE) issued recommen-
dations for data sharing. However, recent studies have shown that substantial discrepancies
remain between stated intentions and actual data accessibility [9]. The European Open
Science Cloud (EOSC) strategy promotes data exchange and further analysis of publicly
funded research [10]. Open science and the associated data analyses are expected to gen-
erate significant added value [11]. Furthermore, data collection resources must be used
as efficiently as possible, taking ethical considerations into account, and repeated data
collection should be avoided [1,12]. The cited scoping review also highlighted expected
positive effects from collaboration and data standardisation, for example, through the FAIR
principles (Findable, Accessible, Interoperable, and Reusable) [1].

Parallel to these developments, extensive added value is also expected from large-
scale OD analyses in the healthcare sector [1,13]. The use of big data and OD in healthcare
could, for example, enable more accurate prognoses or novel preventive diagnostic ap-
proaches, thereby improving treatment and efficiency [14-16]. The application of Artificial
Intelligence (AI) and machine learning techniques in particular can reveal patterns and
structures in data that significantly enhance diagnosis and treatment [17]. A scoping review
revealed a lack of awareness regarding the potential of OD analyses in healthcare, as well
as insufficient institutional support and inadequate technical tools [1].

Under the term Open Health Data (OHD), the European Union has been promoting
increased use of health data since 2019 [18]. The European Health Data Space (EHDS)
aims to enable cross-border data exchange of electronic health services [16,19]. However,
patients and healthcare organisations continue to face numerous legal and ethical obstacles
that hinder access to patient data [11]. As a result, a large portion of health data remains
inaccessible, often locked in data silos [20].

Rapid technological developments have also raised new ethical and legal challenges
in the analysis and use of OD [21-23], which in turn create additional practical barriers to
the reuse of PD [24]. There are calls to establish comprehensive regulatory frameworks that
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ensure data protection while maximising societal benefit [19,25]. Expert interviews have
revealed considerable uncertainty across sectors about whether all legal requirements can
be fully met, particularly regarding transparent consent procedures, data trusteeship, and
ownership of raw data [6] The European General Data Protection Regulation (GDPR) has
set global standards for the collection and processing of PD [26]. The legal requirements of
the GDPR have since been supplemented by the EU Data Governance Act (DGA) and the
EU AI Act. The DGA, for example, aims to promote data altruism across Europe [26].

Regarding ethical aspects, expert interviews have primarily emphasised the need to
regulate access to OD to foster acceptance and trust. Moreover, OD was understood as a
purpose-driven use serving the public good rather than purely commercial objectives [6].
An international scoping review also found that there are currently few technical tools
supporting anonymisation and publication processes that integrate legal and technical
standards while ensuring user trust and security. At the same time, the targeted devel-
opment and application of such practical software tools were explicitly demanded across
sectors [1].

Interviews on experiences regarding the anonymisation, use, and reuse of PD as OD in
Germany revealed primarily personnel-related, technical, and institutional challenges. Eco-
nomic barriers were identified in the costs associated with anonymisation and publication,
as well as concerns about innovation protection and increased competitive pressure related
to OD provision. Technical barriers included inadequate infrastructure and significant
heterogeneity of collected PD. Personnel-related obstacles were most frequently mentioned,
such as a lack of interest from management or insufficient trust in technology [6]. In par-
ticular, limited knowledge and experience with anonymisation and the publication of PD
were highlighted as key challenges [6]. At the same time, there are hardly any extensive
empirical surveys in Germany on existing institutional experiences with anonymisation
and publication of PD.

The EAsyAnon project at the Deggendorf Institute of Technology (DIT), funded by the
German Federal Ministry of Research, Technology and Space (BMFTR), addresses these
needs by developing a practical, automated software system to support the anonymisation
of PD. A recommendation system analyses locally processed datasets in compliance with
data protection regulations and proposes legally compliant anonymisation concepts tailored
to specific requirements [27]. Following external anonymisation, the EAsyAnon system
evaluates the quality of the process through a semi-automated audit [28]. To ensure that the
system is closely aligned with user experience, the present study specifically investigated
previous experiences with anonymisation and data publication across Germany and across
sectors. The empirical research was therefore designed to capture explicit experiences with
anonymisation and prior publication practices, and to conduct a nationwide survey of
the current state of knowledge to improve the usability and practicality of the EAsyAnon
software system under development.

2. Methods

Taking the above background into account, a quantitative online questionnaire sur-
vey was conducted across Germany to obtain detailed insights into the current level of
experience with the anonymisation of PD and its subsequent publication as OD, and to
incorporate specific support requirements into the development process.

2.1. Research Questions and Objectives

This study addressed the following research questions to healthcare institutions,
research organisations, public authorities, and companies in Germany:
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1.  How are PD primarily collected and utilised within the respective domains?
What institutional experience exists regarding the anonymisation of PD and their
publication as OD?

3. What barriers are encountered in everyday practice?

4. What types of support services are considered most helpful in anonymising collected
PD and publishing them as OD?

5. What specific legal and ethical implications have been identified for the processes of
anonymisation and publication, based on previous practical experience?

2.2. Research Design

Parallel to the technical development of EAsyAnon, empirical research was conducted
to address the above research questions and to integrate prior experiences, needs, and
articulated support requirements from the relevant domains into the development process.
A mixed-methods approach was selected, combining qualitative and quantitative research
designs [29,30], which is well-suited to the research subject. Findings were derived from a
triangulation of methods: a systematic literature analysis in the form of a scoping review [1],
a qualitative interview study to identify key aspects [6], and a subsequent large-scale
quantitative questionnaire survey presented here (Figure 1). This approach enables a
comprehensive investigation of the research topic by integrating multiple methodological
perspectives. Within this mixed-methods framework, an exploratory sequential design was
employed, in which the two sub-studies were conducted consecutively, with the findings
of the first informing the subsequent surveys [31].

SYSTEMATIC LITERATURE REVIEW scoping review on barriers and facilitators to sharing personal data

MIXED-METHODS DESIGN

QUALITATIVE expert interviews QUANTITATIVE online questionnaire
«—>

©@n=19 ©n=215

© Structure and form of personal data © Germany-wide survey

© Previous obstacles & potential incentives (science, health, public authorities, business)

© Necessary support © Experiences with anonymisation and publication

© Barriers and support encountered
© ELSI (ethical, legal and social implications)

L LESSONS LEARNED recommendations and guidelines

Figure 1. Overview of the empirical research within the EAsyAnon project. The empirical work
comprised three sub-studies: (1) a scoping review [1], (2) qualitative expert interviews [6], and
(3) a quantitative online survey. The sequential mixed-methods design ensured that earlier findings
informed subsequent data collection and analysis.

2.3. Quantitative Method

An online survey was selected as the quantitative sub-study format. The questionnaire
was developed based on previous findings from the literature review [1] and interviews
analysis [6], and will be provided as Supplementary Materials to this article. The develop-
ment followed a recognised scientific framework for constructing question catalogues [32].
In total, the questionnaire comprised ten categories with 116 items addressing experi-
ences with anonymisation and publication, preferred support services, perceived barriers,
and legal and ethical implications. A cognitive pretest was conducted to identify lin-
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guistic and content-related issues concerning comprehensibility, relevance, and potential
redundancies [33]. For this purpose, the completed questionnaire was first presented in-
ternally to the entire research team, who provided feedback using a standardised form.
Following iterative revisions, three additional pretests were conducted with external partic-
ipants, during which various metacognitive assessment strategies, such as paraphrasing
and think-aloud protocols, were applied.

2.4. Sample

The sample was recruited by automatically collecting functional email addresses listed
in the website’s legal notices related to data protection. Using an in-house Python 3.7
script, 40,644 email addresses were collected from the websites of universities, research
institutions, public authorities, hospitals, and companies across all 16 federal states in
Germany. Publicly available lists and compilations were used to ensure that the sample
was as broad and diverse as possible. A detailed description of the crawling procedure is
provided as Supplementary Materials to this article.

2.5. Data Collection

The questionnaire was distributed to 40,644 email addresses throughout Germany
using the online tool LimeSurvey, which was self-hosted within the university’s IT infras-
tructure. Access permissions were limited to the directly involved researchers. The entire
procedure was reviewed and approved by the university’s DPO! (DPO!) and recorded in
the official register of processing activities in accordance with Art. 30 GDPR. Invitations
were sent via LimeSurvey from a neutral university email address (noreply@th-deg.de),
accompanied by a standardised cover letter, which is provided in the Supplementary Mate-
rials. Following the initial invitation email, which included information about the research
project, recipients were given the option to opt out of the distribution list if they did not
wish to participate in the survey (n = 102). In addition, recipients were encouraged to
forward the invitation to relevant experts with appropriate experience, either within their
institution or externally, using the snowball sampling principle. The email explicitly stated
that responses would be collected anonymously via LimeSurvey.

The invitation was also disseminated through the research group’s professional net-
works, and regular posts were published on LinkedIn.

After four weeks, the response rate was very low, at 3.44 %o (n = 140). Consequently,
a reminder email was sent via LimeSurvey to the sample, and the survey period was
extended by an additional four weeks (the text used for the reminder email is provided
as Supplementary Materials). At the same time, social media activity on LinkedIn was
intensified, and the research group’s network was informed again.

In total, the survey phase lasted 52 days (25 September 2024 to 15 November 2024) and
yielded 215 completed questionnaires, corresponding to a response rate of 5.29 per mille.
The low response rate and the use of a snowball sampling method suggest a considerable
potential for bias, which is discussed in detail in the limitations section of the article.

After the online survey was completed, all imported email addresses were imme-
diately deleted from LimeSurvey. Furthermore, in compliance with applicable legal and
research ethics standards, the crawled email addresses were permanently deleted following
data collection.

All raw data, as well as the SPSS (Version 29.01.0) syntax file, are available as open
data free of charge via Zenodo (DOI: https://doi.org/10.5281/zenodo.17571648).

2.6. Inclusion and Exclusion Criteria

At the beginning of the questionnaire, the first page provided comprehensive informa-
tion about the EAsyAnon project and included an informed consent statement [34], which
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participants were required to read and accept before proceeding. Participants were given
sufficient time to consider their decision and could discontinue the questionnaire at any
point without consequences. Filter questions were then applied to ensure compliance
with the inclusion criteria (Table 1). If the criteria were not met, the questionnaire was
automatically terminated.

Table 1. Inclusion criteria for participation in the nationwide online survey.

Inclusion Criteria

e Age of majority

*  Capacity to provide informed consent

e  Sufficient knowledge of German to complete the questionnaire

*  Relevant experience in the field of OD and anonymisation, in particular as data
protection officers or other domain experts

*  Organisational role related to OD, anonymisation, or data processing/data
protection/data management (e.g., DPO, ISB, data administration) kommm

2.7. Ethics & Data Protection

To proactively and consistently address ethical and data protection considerations in
the research project [35], an application was submitted to the Joint Ethics Commission of
Bavarian Universities (GEHBa) prior to the empirical studies accompanying EAsyAnon.
The application was approved (No. GEHBa-202309-V-124). All data protection aspects of
the quantitative data collection were documented in a dedicated data protection concept,
which was submitted to the Ethics Committee in compliance with legal requirements and
in accordance with the principles of good scientific practice.

2.8. Data Analysis and Quality Criteria

The questionnaire was accessed 2287 times; however, only fully completed question-
naires were included in the analysis (1 = 215). Owing to the small number of participants in
specific subgroups, particularly within the health and research sectors, a purely descriptive
analysis was conducted. This approach aimed to avoid response bias and misinterpretation
of results for specific subgroups.

The descriptive analysis was performed using SPSS (Version 29.01.0) and Excel (Ver-
sion 2511). After initial data processing in Excel, the cleaned dataset was imported into SPSS.
Only fully completed questionnaires were included in the analysis (n = 215). For many
categories and questions, however, the sample size varied due to missing values or ques-
tionnaire filtering. Respondents who did not answer a specific question were excluded from
the analysis of that subquestion; thus, the samplesizes differ accross items. Furthermore,
recommendations from the EQUATOR Network (Enhancing the Quality and Transparency
of Health Research) for reporting quantitative studies were followed. In the present study,
the Checklist for Reporting of Survey Studies for Quantitative Methodology (CROSS) [36]
was observed and is available as Supplementary Materials to this article.

All values were rounded to two decimal places, which may result in minor rounding
errors. Consequently, totals in figures or tables may not always add up to exactly 100%.

3. Results

For specific questions, differing sample sizes (n) are reported in the analysis. Some
categories and items were not displayed due to missing responses, filter routing, or partici-
pants’ lack of experience with the processes. Following the sociodemographic description
of the sample, the questionnaire categories are presented descriptively in relation to the
research questions outlined above.
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3.1. Sociodemographic Data

A total of 215 questionnaires were included in the evaluation. The average age of the
respondents was 50.2 years and the median age was 52 years (range 22-78 years). The
respondents who provided information about their sex (n = 207), showed a significantly
higher proportion of men at 71.98% (n = 149) according to women with 26.57% (n = 55)
and 1.45% (n = 3) identified as diverse. Among the respondents who indicated the sector
they work in (n = 211), most assigned themselves to the private sector (46.45%; n = 98),
followed by public institutions (45.97%; n = 97), non-profit organisations (4.74%; n = 10),
and other sectors (2.84%; n = 6). Regarding the professional role of respondents (1 = 211)
(Figure 2), the most frequently cited position was data protection officer (46.45%; n = 98),
followed by owner/management with 23.70% (n = 50), executives with 12.32% (n = 26),
employees with 11.37% (n = 24) and other roles with 6.16% (n = 13). The category ‘Other’
included activities in organisation/digitalisation, IT manager, IT department, data protec-
tion manager, information security and data protection officer, research data management,
quality management coordinator, municipal manager, data protection coordinator, and
digitalisation and information security officer.

B Data Protection Officer
@ Owner / Executive Management

O Manager
6.16% O Employee
O Other

Figure 2. Roles of respondents in their institutions or companies (n = 211). Percentages indicate
the share of respondents selecting each role: data protection officers (46.45%, n = 98), executive
management (23.70%, n = 50), managers (12.32%, n = 26), employees (11.37%, n = 24), and other
roles (6.16%, n = 13).

Respondents who provided information about the size of their institution or company
(n = 211, Figure 3) most frequently reported working in large companies with more than
251 employees (30.33%; n = 64). They were followed by micro-enterprises with up to
10 employees (28.44%; n = 60) and institutions and companies with 51 to 250 employees
(21.80%; n = 46). Institutions and companies with 11 to 50 employees participated least in
the survey with 19.43% (n = 41).

The largest proportion of respondents identified themselves as working in public
administration (n = 78) followed by companies and institutions focusing on consulting
(n = 37) and research & development and services (n = 17 each). Other sectors included
crafts/construction (n = 16), information technology (n = 16), health (n = 11), industry
(n =9), energy (n = 1), and transport (n = 1). The category ‘Other’ (n = 10) included
church institutions, welfare organisations, the advertising industry, electronics develop-
ment, nature conservation, social welfare providers, media, and research and consulting.
Two respondents (n = 2) did not provide any information about the sector in which they
work. This resulted in a highly heterogeneous sample with a focus on individuals from the
public administration sector.
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40%

30% [ 28.44% 30.33%

20%

10%

Percentage of respondents

0%

<10 11-50 51-250 >250
Number of employees

Figure 3. Size of institutions and companies by number of employees (1 = 211). Among the respon-
dents, 30.33% (n = 64) were affiliated with large organisations (>250 employees), 28.44% (n = 60)
with micro-enterprises (<10 employees), 19.43% (n = 41) with small enterprises (11-50 employees),
and 21.80% (n = 46) with medium-sized enterprises (51-250 employees).

3.2. Categorical Evaluation

The first research question investigated how PD was collected, processed, and stored
by the involved sectors in Germany following the provisions of the GDPR. A total
of n = 212 respondents provided information on data collection. 82.08% (n = 174)
of the PD collected was obtained using a combination of handwritten and electronic
forms. In only 15.04% of the sample, PD was collected purely electronically (n = 34)
and in 0.47% (n = 1) exclusively by hand. Regarding data processing, responses from
n = 211 participants were available. Synonymous with collection, 69.67% (n = 147) of
respondents also indicated a mixture of electronic and analogue processing in the further
processing of PD. Only 28.91% (n = 61) were processed electronically alone; no cases of
exclusively manual further processing were reported. For data storage, n = 210 valid
responses were available. In 66.19% of cases (n = 139), the data were most frequently
stored both on paper and electronically. A proportion of 32.86% (n = 69) was stored
exclusively electronically, and 0.48% (n = 1) was stored purely on paper. In the case of
long-term data archiving, n = 209 respondents answered this question, while three did not
provide information. Similarly, long-term data archiving showed that 67.46% (n = 141)
were archived both on paper and electronically, a further 30.62% (n = 64) were archived
exclusively electronically, and 0.48% (n = 1) was archived on paper.

In addition, the sample was asked how many different individuals had PD available
(Figure 4). In the sample of valid responses (n = 214), 29.91% (n = 64) most frequently
reported 501 to 5000 PD in the institution/company. A further 23.83% (n = 51) stated that
they had stored between 5001 and 50,000 PDs, 19.16% (n = 41) indicated that they had
stored more than 50,000 PDs, and 22.43% (n = 48) said that they had fewer than 500 PDs.
This means that 72.90% of the sample reported having at least 500 PD, and more than
42.99% reported having more than 5000 PD in their institution/company.

In addition, respondents were asked about their use of the collected PD. Suppose
the responses are combined into a dichotomy (agreement = ‘agree’ and “tend to agree’;
disagreement = ‘tend to disagree’ and ‘disagree’), 94.84% (n = 202) of the respondents use
the internal PD exclusively for the originally specified purpose. In total, n = 213 responses
were received, with two (n = 2) respondents indicating “don’t know”. Furthermore, 46.92%
(n = 99) of respondents see potential added value in the existing PD for third parties, while
41.71% (n = 88) do not see this, and 11.37% (n = 24) stated “don’t know”. Here, a
total of n = 211 responses were included. In addition, a minority (33.02%, n = 70) of
respondents stated that the potential for internal use of existing PD is fully exploited, while
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Obligation to share data

Third parties receive anonymised data

Third parties receive
non-anonymised data

a majority (56.60%, n = 120) disagreed, and 10.38% (n = 22) stated “don’t know”. In total,
n = 212 responses were analysed for this question. Furthermore, 22.65% (n = 48) of
respondents said that anonymised PD has internal reuse, while 75.00% (1 = 158) disagreed,
and 2.36% (n = 5) stated “don’t know”. The total number of responses for this question
was n = 212.

40%

29.91%
30% | .

23.83%

20%

10%

Percentage of respondents

0%
<500 501-5000 5001-50000 >50000 Cannot assess
Number of data subjects for whom data is available

Figure 4. Number of data subjects with available PD per institution/company (n = 214). Overall,
72.90% (n = 156) reported at least 500 records, 42.99% (n = 92) reported more than 5000, and 19.16%
(n = 41) more than 50,000 records.

Respondents were also asked whether and how the collected PD is already being
shared (n = 213; Figure 5). Here, 59.15% (n = 126) of respondents stated that there is an
obligation to share PD with third parties, while 36.62% (n = 78) had no responsibility, and
4.23% (n = 9) were unaware of any obligation. In addition, 60.09% (n = 126) said that
anonymised data is not made available to third parties, while 33.33% (n = 71) already do
so, and 6.57% (n = 14) did not provide any information on this question. Furthermore,
33.33% (n = 71) stated that they also pass on PD to third parties in non-anonymised form,
for example, based on contracts. In comparison, a majority of 59.15% (n = 126) said that
they do not do so, and 7.51% (n = 16) did not provide any information on this.

4.23%

0% 20% 40% 60% 80% 100%

Share of responses

l yes @ no @ don’t know

Figure 5. Disclosure of PD to third parties, anonymised and non-anonymised (n = 213). An
obligation to share PD was reported by 59.15% (n = 126) of respondents; 33.33% (n = 71) already
provide anonymised datasets externally, and 33.33% (n = 71) share non-anonymised PD under
contractual arrangements.

The second research question surveyed the experiences of the sectors involved in
anonymising the collected PD voluntarily and publishing it as OD.

Of the respondents (n = 215; Figure 6), 50.23% (n = 108). It stated that the in-
stitution/company already had experience with data anonymisation. A further 35.81%
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(n = 77) reported no experience whatsoever, and 13.95% (n = 30) did not know whether
the institution/company had any experience with anonymisation.

@ ves
O no
O don’t know

35.81%

Figure 6. Institutional experience with anonymisation processes (n = 215). Half of all institutions
(50.2%, n = 108) reported prior anonymisation experience; 35.81% n = 77 had none, and 13.95%
n = 30 were uncertain.

The individuals who reported experience with anonymisation (n = 81; Table 2) were
asked who was involved in the anonymisation process. It was found that the department
where the PD was collected initially was most frequently involved in planning (30.86%,
n = 25) the anonymisation process, followed by management positions (18.52%, n = 15)
and IT security officers (11.11%, n = 9). In terms of implementing anonymisation, the
data collector and specialist department were also most frequently responsible (50.62%,
n = 41), followed by the IT department (38.27%, n = 31) and marketing (4.94%, n = 4).
Data protection officers most frequently assumed a reviewing role (43.21%, n = 35),
followed by IT security officers (23.46%, n = 19) and management (16.05%, n = 13). The
IT department (23.46%, n = 19), data protection officers (19.75%, n = 16), and the legal
department (14.81%, n = 12) provided the most support in the anonymisation process. The
management (30.86%, n = 25), the IT security officer (13.58%, n = 11), and marketing and
quality management (11.11% each n = 9) were mainly only informed.

Table 2. Involvement of different roles and departments in anonymisation processes (n = 81).
Percentages represent the proportion of respondents indicating each level of involvement (plan-
ning, execution, review, etc.). Data-collecting departments executed anonymisation most frequently
(50.62%, n = 41), followed by IT departments (38.27%, n = 31).

P >

P 5 e & &

S i & £ $° & i
Involved Party & & +& o & & <P

NS < < K 3 <
< < * o® & <® <°

Data Collecting Department 30.86%  50.62% 1.23% 9.88% 3.70% 1.23% 2.47%
IT Department 7.41% 38.27% 1.23% 23.46% 4.94% 16.05% 8.64%
Data Protection Officer 9.88% 2.47% 43.21% 19.75% 8.64% 9.88% 6.17%
Legal Department 1.23% 0.00% 11.11% 14.81% 9.88% 18.52% 44.44%
Compliance 3.70% 1.23% 6.17% 4.94% 741%  12.35%  64.20%
Marketing 3.70% 4.94% 1.23% 3.70% 11.11% 50.62% 24.69%
Management 18.52% 2.47%  16.05% 8.64%  30.86%  19.75% 3.70%
Quality Management 2.47% 3.70% 8.64% 7.41% 11.11% 12.35% 54.32%
IT Security Officer 11.11% 3.70%  23.46%  11.11%  13.58%  14.81%  22.22%

Furthermore, the respondents (n = 81; Figure 7) specified their experiences with
anonymisation. 53.09% (n = 43) stated that anonymisation is carried out regularly, while
44.44% (n = 36) denied this and 2.47% (n = 2) did not provide any information. Fixed
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Anonymisation occurs regularly

There are fixed responsibilities as-
signed to a person for anonymisation

A process description for
anonymisation is available

responsibilities for one person in connection with anonymisation were indicated by 45.68%
(n = 37), with a majority of 48.15% (n = 39) seeing no fixed responsibilities for this in the
institution/company, and 6.17% (n = 5) not providing any information. A concrete process
description for anonymisation was available for 33.33% (n = 27) of respondents, while
58.02% (n = 47) did not have such a description, and a further 8.64% (n = 7) of respondents
were not aware of any such description.

0% 20% 40% 60% 80% 100%
Share of responses

Il yes lno @ don’t know

Figure 7. Organisational practices regarding anonymisation: regular occurrence, assigned respon-
sibilities, and existence of process descriptions (n = 81). Regular anonymisation occurs in 53.09%
(n = 43) of institutions; 45.68% (n = 37) have fixed responsibilities, and 33.33% (1 = 27) maintain
written process descriptions.

When asked which type of data anonymisation is most relevant in practice (n = 215;
Figure 8), structured data was cited most frequently (77.67%, n = 167), followed by
image files (35.35%, n = 76) and unstructured files (30.70%, n = 66). In contrast, the
prevailing opinion was that anonymisation was not necessary for the majority of audio and
video files. In an open question, semi-structured data (e.g., emails), data from electronic
evaluations, data available as PDF files (e.g., wage evaluations, traffic measurements, visitor
guidance), files in DICOM format from imaging diagnostics in the clinic, and telemetry data
(e.g., personal tachographs) were specified as special data types for which anonymisation
would be helpful.

Structured Data

Image Data

Unstructured Data 30.70%

Video Data 28.37% 57.21%
Audio Data 16428% 66.98%
| | | |
0% 20% 40% 60% 80% 100%

Share of responses

‘ M yes ®no @ don’t know ‘

Figure 8. Types of data considered relevant for anonymisation (n = 215). Structured data (77.67%,
n = 167) were considered most relevant, followed by image files (35.35% n = 76) and unstructured
data (30.70%, n = 66).
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Furthermore, respondents were asked about their existing expertise in the anonymisation
process (Figure 9). When the response scale was dichotomised into agreement and disagree-
ment, a majority of respondents indicated expertise in existing legal assessments (90.67%,
n = 68 agreement among n = 75 respondents), followed by expertise in structured data
(86.49%, n = 64 among n = 74 respondents), technical evaluation (84.72%, n = 61 among
n = 72 respondents), and ethical evaluation (74.24%, n = 49 among n = 66 respondents) of
anonymisation. Only a half of 50.00% (1 = 35 among n = 70 respondents) reported expertise
in unstructured data, and a minority of 40.0% (1 = 26 among n = 65 respondents) reported

expertise in the anonymisation of image files.

- 5.33% 4.00%
Legal Assessment of Anonymisation 56 00°
(n=75) -
. 8.11%  5.41%
Anonymising Structured Data —— — -
(n=74) — —
. 1111% 4.17%
Technical Assessment 211 .
(n=72) —
. 10.61% 15.15%
s
(n=66) 42% 82%
. 27.14% 22.86%
Anonymising Unstructured Data :
21.43% 28.57%
(n=70)
Anonymising Image Data il S
(n=65)
| | | |
0% 20% 40% 60% 80% 100%

Figure 9. Existing expertise of respondents in different aspects of anonymisation. High expertise was
reported for legal assessment (90.67%, n = 68 agreement among n = 75 respondents), structured
data (86.49%, n = 64 among n = 74 respondents), and technical evaluation (84.72%, n = 61
among n = 72 respondents). Lower expertise was found for unstructured (50.0%, n = 35 among

Share of responses

M agree M rather agree Mrather disagree D disagree

n = 70 respondents) and image data (40.0%, n = 26 among n = 65 respondents).

When asked about their experience in publishing anonymised PD all participants
in the sample responded (n = 215). Only 30.23% (n = 65) stated that they already had
experience with publication processes. In comparison, a clear majority of 58.61% (n = 126)
had no experience whatsoever in publishing anonymised, formerly PD 11.16% (n = 24)
were unable to answer the question. In addition, those with existing experience (n = 45)
were asked whether the publications had been carried out due to external obligations
or voluntarily. Data was published due to external commitments in 80.00% (n = 36) of
cases, while this was not the case in 8.89% (n = 4) of cases, and was unknown in 11.11%
(n = 5) of cases. Forty-four people answered the question regarding voluntary publication.
Here, 70.45% (n = 31) had already voluntarily published anonymised data, while 15.91%
(n = 7) said they had not, and 13.64% (n = 6) said they did not know whether voluntary

publication had already taken place.

Furthermore, processes relating to publication were surveyed and multiple responses
were possible here. (n = 47, Figure 10). About publication, 65.96% of respondents (n = 31)
stated that they regularly publish anonymised data. In 57.45% (n = 27) of cases, fixed
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responsibilities were specified for persons responsible for the publication of data. However,
only 29.79% (n = 14) regulate the publication of data through a process description.

The publication of anonymised
data occurs regularly

There are fixed responsibilities as-
signed to persons for publication

A process description for

publication is available
0% 20% 40% 60% 80% 100%

Share of responses

M yes Wno @ don’t know |

Figure 10. Organisational practices regarding the publication of anonymised data: frequency, responsi-
bilities, and process descriptions (n = 47). Regular publication was confirmed by 65.96% (1 = 31), fixed
responsibilities by 57.45% (n = 27), but written process descriptions existed in only 29.79% (n = 14).

In parallel with the question regarding anonymisation, the individuals with expe-
rience (n = 44) were also asked which individuals were predominantly involved in the
publication process (Table 3). Similiar it was found that the department where the data
was collected was most frequently involved in planning (25.00%, n = 11), followed by
management positions (13.64%, n = 6) and the IT department (6.82%, n = 3). The original
department was also most frequently responsible for executing the publication (54.55%,
n = 24), followed by marketing (18.18%, n = 8) and management positions (13.64%, n = 6).
As a rule, data protection officers took on a reviewing role (34.09%, n = 15), followed by
IT security officers (22.73%, n = 10) and the legal department (20.46%, n = 9). The IT de-
partment (38.64%, n = 17), the legal department (4.55%, n = 2), and the department where
the data was collected (11.36%, n = 5) were named as the most supportive. In most cases,
only managers (40.91%, n = 18), data protection officers (18.18%, n = 8), and marketing
(13.64%, n = 6) were informed about the publication. This meant that the department was
most frequently involved in planning (25.00%, n = 11) and execution (54.55%, n = 24). In
comparison, data protection officers were primarily involved in reviewing (34.09%, n = 15),
and the IT department (38.64%, n = 17) was most frequently involved in providing support.
Furthermore, managers were most frequently only informed (40.91%, n = 18). Marketing
was not involved most frequently (31.82%, n = 14).

Table 3. Involvement of different roles and departments in publication processes (n = 44). Per-
centages represent the proportion of respondents indicating each level of involvement (planning,
execution, review, etc.). Data-collecting departments most frequently executed the publication
of anonymised data (54.48%, n = 24), followed by marketing (18.18%, n = 8) and management
(13.64% n = 6).
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Data Collecting Department 25.00% 54.55% 2.27% 11.36% 2.27% 0.00% 4.55%

IT Department 6.82% 9.09% 4.55% 38.64% 2.27% 27.27% 11.36%
Data Protection Officer 6.82% 0.00% 34.09% 20.45% 18.18% 18.18% 2.27%
Legal Department 6.82% 0.00% 20.45% 4.55% 9.09% 25.00% 34.09%
Compliance 4.55% 2.27% 11.36% 0.00% 2.27% 9.09% 70.46%
Marketing 4.55% 18.18% 2.27% 9.09% 13.64% 31.82% 20.45%
Management 13.64% 13.64% 15.91% 2.27% 40.91% 13.64% 0.00%
Quality Management 4.55% 2.27% 13.64% 4.55% 4.55% 13.64% 56.82%

IT Security Officer 4.55% 4.55% 22.73% 9.09% 11.36% 27.27% 20.45%
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Furthermore, individuals with experience of publication (n = 55, Table 4) provided
information about their personal experiences. 14.55% (n = 8) stated that their experiences
were very positive, while 29.09% (n = 16) had had rather positive experiences. A majority
of 54.55% (n = 30) reported relatively neutral experiences, and only a very small proportion
of 1.82% (n = 1) had rather negative experiences.

Table 4. Self-reported experiences with the publication of anonymised data (1 = 55). Most respon-
dents described their experience as neutral (54.54%, n = 30), 29.09% (n = 16) as rather positive,
14.54% (n = 8) as very positive, and 1.82% (n = 1) as rather negative.

Frequency Valid Percent
neutral 30 54.54%
very positive 8 14.54%
rather positive 16 29.09%
rather negative 1 1.82%
Total 55 100.0%

In addition, the individuals with experience of publication (n = 55) were asked
where these datasets were published, with multiple answers possible (see Figure 11). The
publication of anonymised data was most common on the organisation’s website (n = 28),
followed by government data portals (1 = 26). Private sector data portals were mentioned
less frequently (n = 12), as was the use of non-profit data portals (n = 8). In addition,
publication was carried out jointly with the press, in reports to ministries, in scientific
articles, in presentations, and doctoral theses and final theses.

B own website

@ governmental data portals
O commercial data portals

O non-profit data portals

Figure 11. Publication venues of anonymised data (n = 55). Most respondents published data
on their own websites or on governmental portals, while commercial and non-profit portals were
less common.

Furthermore, respondents were asked about their understanding of OD (n = 213).
69.48% (n = 148) of respondents agreed with the statement that OD should only be
provided with controllable access, while 16.43% (n = 35) disagreed and 14.08% (n = 30)
did not answer. Similarly, 67.14% (n = 143) agreed with the statement that there should
be clear restrictions on the use of OD, while only 15.96% (n = 34) disagreed and 16.90%
(n = 36) did not respond. At the same time, a clear majority of 58.69% (n = 125) were in
favour of providing OD free of charge, while 18.31% (n = 39) believed that it should not
be free of charge, and 23.00% (n = 49) did not express a clear opinion on this. Similarly, a
majority of 54.67% (n = 117) were in favour of OD containing anonymised data without
exception, while 23.83% (n = 51) rejected this and 21.50% (n = 46) did not comment on
this. At the same time, 27.57% (n = 59) were in favour of OD being possible even without
anonymisation, while 44.39% (n = 95) rejected this, and 28.04% (n = 60) did not express a
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clear opinion. When asked whether OD requires licensing, 46.48% (n = 99) believed that
OD should generally be provided under a licence, while 25.35% (1 = 54) rejected this and
28.17% (n = 60) did not give a clear answer.

Previous experience with OD was also surveyed (n = 211, Figure 12). The statement
regarding intended future use of OD received the most agreement (42.18%, n = 89), with
18.48% (n = 39) rejecting future use and 39.34% (n = 83) not providing any information on
this. A minority of 22.64% (n = 48) stated that they already use OD, while a clear majority
of 59.43% (n = 126) said that they do not yet use OD, and a further 17.92% (n = 38) did not
provide any information on this. The current existence of internal initiatives for the use of
OD in institutions and companies was affirmed by 13.27% (n = 28), while 53.55% (n = 113)
denied this, and 33.18% (1 = 70) did not provide any information on this.

Future use of OD is desired 2.18% 18.48%

Currently, there are ini-
tiatives for the use of OD

OD is already in use 59.43%

0% 20% 40% 60% 80% 100%
Share of responses

Il yes @no @ don’t know

Figure 12. Experience with OD: current and future use, as well as internal initiatives (n = 211). OD
is already used by 22.64% (n = 48) of respondents; 42.18% (n = 89) plan future use. Only 13.27%
(n = 28) reported existing internal OD initiatives.

About the importance of OD (n = 212, Figure 13), only 13.21% (n = 28) of respondents
in the sample considered the availability of OD to be essential, and 27.36% (n = 58)
considered it to be important. Furthermore, 25.47% (n = 54) considered availability to
be less critical, and 11.32% (n = 24) stated that OD was not important at all for the
institution/company and 22.64% (n = 48) did not provide any information. If the answers
are dichotomised, most respondents consider the availability of OD to be critical (40.57%;
n = 86), while an almost equally large proportion consider the availability of OD to be less
important or not necessary for the institution/company (36.59%, n = 78).

M very important
@ important
[ less important

O not important at all
[ cannot assess
22.64%

Figure 13. Perceived importance of OD for institutions and companies (1 = 212). OD was considered
very important by 13.21% (n = 28) and important by 27.36% (n = 58); 25.47% (n = 54) rated it less
important and 11.32% (n = 24) not important at all.
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OD Usage is Expected
by Management

Already in Place

Actually Practiced

Specific aspects relating to OD were also surveyed (n = 212, Figure 14). Regarding the
statement that OD use is expected by management, only 5.19% (n = 11) of respondents
agreed completely, while 13.21% (n = 28) agreed somewhat. In contrast, 23.58% (n = 50)
somewhat disagreed and 40.09% (n = 85) disagreed with this statement, while 17.92%
(n = 38) were unable to answer the question. When asked whether an internal OD policy
already exists, 3.30% (1 = 7) agreed and 3.77% (n = 8) somewhat agreed with the statement.
A further 8.02% (n = 17) tended to disagree, and 64.62% (n = 137) disagreed, while 20.28%
(n = 43) did not provide any information on this. When asked whether an OD culture is
practised in the institution/company, only 1.89% (n = 4) agreed completely and 10.38%
(n = 22) agreed somewhat. A majority of 56.13% (n = 119) disagreed, and 16.04% (n = 34)
somewhat disagreed. No assessment was given by 15.57% (n = 33). If the statements are
dichotomised into agreement and disagreement, the respondents stated that only 18.40%
(n = 39) expect OD to be used by management. Only a small proportion (7.08%, n = 15)
believed that an OD policy was already in place or progress, and a further 12.26% (n = 26)
stated that an OD culture was actually practised in the institution/company. A large
majority rejected the statements that OD use is expected by management (63.68%, n = 135),
that an OD policy is already in place (72.64%, n = 154), and that an OD culture is practised
(72.17%, n = 153).

5.19%

23.58% 40.09% 17.92%

OD Policy is

64.62% 20.28%

OD Culture ils'8

16.04% 56.13% 15.57%
0% 20% 40% 60% 80% 100%

Share of responses
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Figure 14. Internal aspects of OD: management expectations, existing policies, and OD culture
(n = 212). OD use is expected by management in 18.40% (1 = 39) of institutions, an OD policy exists
in 7.08% (n = 15), and an OD culture is actively practised in 12.26% (n = 26).

The third research question investigated the barriers perceived by anonymising the
PD they collect and subsequently publishing it as OD. Negative experiences in connection
with OD were surveyed (Figure 15). The most frequently cited negative experience in
connection with anonymisation processes was the very high time expenditure (34.62%,
n = 9 among n = 26 respondents), followed by technical barriers (27.27%, n = 6 among
n = 22 respondents) and personnel and institutional barriers, each at 25.00%, n = 5 among
n = 24 respondents. This was followed by experiences relating to an unsuitable data
structure (22.22%, n = 4 among n = 18 respondents), uncertainties about the possible
misuse of data (20.83%, n = 4 among n = 24 respondents), and the threat of unfavourable
competitive situations (9.09%, n = 2 among n = 22 respondents) resulting from the
publication of data. When the responses regarding agreement and disagreement were
dichotomised, the high time expenditure was most frequently cited as a negative experience
(76.92% agreement, n = 20 among n = 26 respondents), followed by a lack of knowledge
and personnel barriers (79.17% agreement, n = 19 among n = 24 respondents). Technical
barriers led to negative experiences in 63.64% (1 = 14 among n = 22 respondents) of cases.
Furthermore, uncertainties about data misuse (45.83% n = 11 among n = 24 respondents),
an unsuitable data structure (61.12%, n = 11 among n = 28 respondents), and institutional
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Personnel Obstacles Due
to Lack of Knowledge

Uncertainties Regarding Misuse of Data

Competitive Situations

Very High Time Effort

Technical Barriers

Institutional Barriers )
25.00% 20.83% 41.67%
(n=24)

Data Structure Unsuitable

barriers (45.83%, n = 11 among n = 24 respondents) were cited as negative experiences.
Threatening competitive situations were the least responsible for negative experiences
regarding the publication of OD, at 27.27% (n = 6 among n = 22 respondents). In an open
question, further negative experiences were cited due to errors in anonymisation, a possible
request from data subjects disclosure data, and the difficulty of finding suitable standards
for anonymising data.

(n=26) 7.69% ‘

(1’1=22) 13.64% ‘

12.50% |
(n=24) ‘

20.83% 25.00% 25.00%
e o D :

45.45%
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Figure 15. Negative experiences and barriers related to anonymisation and publication of OD. Main
obstacles were high time effort (76.92%, n = 20 among n = 26 respondents), lack of knowledge (79.17%,
n =19 among n = 24 respondents), personnel shortages (79.17%, n = 19 among n = 24 respondents),
and technical barriers (63.64%, n = 14 among n = 22 respondents). Concerns about data misuse
(45.83%, n = 11 among n = 24 respondents) and unsuitable data structures (61.11%, n = 11 among
n = 18 respondents) were also frequent.

The fourth research question addressed the necessary support services mentioned
by the involved sectors to ensure that the collected PD is anonymised voluntarily and
published as OD (Figure 16).

In the sample, software solutions (39.49%, n = 77 among n = 195 respondents) were
most frequently considered to be very interesting support services. This was followed
by training courses on anonymisation with 29.90% (n = 61 among n = 204 respon-
dents) and general training courses on OD with 27.94% ( n = 57 among n = 204 respon-
dents). Other interesting options were support from authorities (26.46%, n = 50 among
n = 189 respondents), recognised certification (24.86%, n = 46 among n = 185 respon-
dents), and training on publication (19.40%, n = 39 among n = 201 respondents).

The final research question sought to identify specific legal and ethical aspects to
anonymise the collected PD voluntarily and publish it as OD (Figure 17).

If the responses of the sample are dichotomised into agreement and disagreement
regarding the legal implications of OD, the statement that the use of Al about OD can only
be resolved through regulation (81.15%, n = 155 among n = 191 respondents) received
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the highest level of agreement. This is followed by the importance of purpose limitation
in the use of OD (71.88%, n = 138 among n = 192 respondents) and the need for a
solid legal framework for OD concerning liability and anonymisation (87.01%, n = 134
among n = 154 respondents). In addition, a majority agreed that there are still many
concerns about de-anonymisation (65.57%, n = 120 among n = 183 respondents), that
there should be no obligation to obtain consent and provide information to data donors for
anonymisation in OD (63.93%, n = 117 among n = 183 respondents), and that their own
institution/company complies with all legal requirements for OD (74.17%, n = 112 among
n = 151 respondents). A narrow majority also supported a state supervisory authority
for OD (58.29%, n = 109 among n = 187 respondents). There was a dichotomy in the
statement that liability for OD providers should be excluded (50.56%, n = 91, in favour
and 49.44%, n = 89 among n = 280 respondents, against), as well as in the statement that
the OD process is hampered by too many laws and regulations (52.57%, n = 92, in favour,
47.43%, n = 83 among n = 175 respondents, against). The majority rejected the idea that
there should be a legal obligation to provide OD under certain conditions (62.16%, n = 115
among n = 185 respondents).

In addition, responses regarding ethical implications of OD were dichotomised
(Figure 18). The majority of respondents agreed with the statements that the principle
of data minimisation should be observed in OD (75.79%) and that there should be a prin-
ciple of reciprocity in OD donations and OD benefits (62.01%). There was also a high
level of agreement (72.12%) that Germany has more fears than other countries, as well as
with the statement that access to OD must be regulated by an ethics committee (51.68%).
The institutions/companies surveyed were relatively confident (71.69%) that they would
comply with all ethical requirements in OD processes. The statements that ethical concerns
hinder the anonymisation of PD (37.42%) and that an ethical discussion on the effects of
OD is unnecessary (28.66%) were rejected by a majority.

Software Solution (n=195) 39.49% 72% | 1077%

Training on Anonymisation (n=204) 7 122 1225%
Training on OD (n=204) 27.94% 12.25%

Support from Authorities (n=189) 26.46% 29.63% 18.52%
Recognised Certification (n=185) 34.05% 20 20.54%
Training on Publication (n=201) 13.93%
Internal Experts (n=196) 837% % 22.45%

Financial Incentives (n=179) 27.93%

Through Associations
(IHK/HWK) (n=194)

Network / Community (n=199) [ESEESA 3.22% 15.08%

19.07%

Conferences / Congresses (n=197) JCSECA 23.35%

External Service Provision (n=189) A 25.40% ) 34.39%
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Figure 16. Preferred support services for anonymisation and publication of OD. Most respondents con-
sidered software solutions very interesting (39.49%, n = 77 among n = 195 respondents), followed by
training on anonymisation (29.90%, n = 61 among n = 204 respondents), OD (27.94%, n = 57 among
n = 204 respondents), and support from authorities (26.46%, n = 50 among n = 189 respondents) .
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Figure 17. Perceived legal implications of OD, including regulation, liability, and de-anonymisation

concerns. Agreement was highest for the need for a solid legal framework (87.01%, n = 134 among

n = 154 respondents), Al-specific regulation (81.15%, n = 155 among n = 191 respondents), and
concern about possible de-anonymisation (65.57%, n = 120 among n = 183 respondents). About
58.29% (n = 109 among n = 187 respondents) favoured a state supervisory authority, while 62.16%
(n = 115 among n = 185 respondents) opposed a legal duty to provide OD.
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Figure 18. Perceived ethical implications of OD, including principles of minimisation, reci-
procity, and oversight. Most respondents supported data minimisation (75.79%, n = 144 among

n = 190 respondents) and reciprocity (62.01%, n = 111 among n

179 respondents). Ethical

concerns were not seen as a hindrance to anonymisation (62.58% disagreement, # = 102 among

n = 163 respondents), and 71.34% (n
ethical discussion is unnecessary.

117 among n

164 respondents) rejected the view that
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4. Summary

This study yielded several important findings. A central research focus concerned how
institutions and companies in Germany collect, process, and store PD in compliance with
the GDPR, and which actors are primarily involved in these processes. The survey also
examined barriers, support services, and specific ethical and legal aspects of anonymising
PD, publishing it, and reusing it as OD.

All surveyed institutions and companies reported having access to PD. However,
the high availability of PD combined with limited experience in anonymisation and reuse
suggests that this resource remains underutilised. Most PD was collected and processed
using both electronic and paper-based systems, which constrained subsequent data han-
dling. Electronic processing was least standardised during data collection and only slightly
increased in later phases. Many respondents were uncertain whether external parties could
benefit from the data, reflecting limited awareness of reuse potential. Generally, PD was
processed lawfully and exclusively for its original purpose, in line with GDPR provisions.

Regarding experiences with anonymisation, only a small proportion of institutions had
previously anonymised PD and published it as OD. The key stakeholders identified in this
process were data collectors, who typically also planned and implemented anonymisation.
Data protection officers held supervisory roles, while IT departments provided technical
support. Senior management and department heads were usually only informed. Nearly
half of the respondents lacked an internal legal department, complicating legal assessments.
Fixed responsibilities and formalised procedures were largely absent. Structured data were
considered most relevant for anonymisation, followed by image and unstructured data,
highlighting diverse potential applications. Respondents reported the strongest expertise
in legal evaluation, structured data processing, and ethical or technical assessments, but
notable gaps in knowledge regarding the anonymisation of unstructured and image data.

Experience with publishing anonymised data as OD was even more limited. Most re-
spondents cited missing process standards and unclear responsibilities. Among those with
publication experience, external requirements were the primary motivation. As in anonymi-
sation, data-collecting departments led the process, supported by IT and supervised by
data protection officers, while management was usually only informed. Publications most
often appeared on institutional websites or governmental data portals. Most respondents
reported no problems or adverse effects from publication.

Perceptions of OD revealed broad support for access and use restrictions, even though
free availability was generally endorsed. Most participants considered anonymisation
essential for future reuse. Opinions on licensing anonymised data were divided, with many
opposing it or lacking sufficient knowledge to judge. The expected future importance of
OD was also assessed inconsistently. Similarly, the majority of respondents had no prior
experience with OD use. Although many expressed interest in expanding OD use, only
a few institutions had internal OD initiatives or policies. Overall, the results indicated a
weak organisational OD culture and low managerial expectations for increased adoption.

Major barriers to anonymisation and publication included high time and personnel
demands, technical and institutional constraints, and ethical concerns about potential
misuse of data. Competition resulting from OD provision was also viewed as an obstacle.
The most requested support services were anonymisation software, followed by targeted
training and expert consultation.

Regarding legal and ethical aspects, most respondents reported compliance with
current legal requirements but expressed concern about future risks of re-identification
arising from technological advances. Legal issues primarily concern the use of Al in data
processing, with broad support for regulatory frameworks that balance Al's benefits and
risks. Many respondents also supported access restrictions, clear liability rules for re-
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identification, and a national supervisory authority for OD processes. However, most
rejected a general obligation to inform data donors about anonymisation.

Ethically, the principle of data minimisation was regarded as highly important, as
was the notion that OD provision should be linked to OD access (principle of reciprocity).
Nevertheless, most respondents opposed the routine involvement of ethics committees. At
the same time, participants emphasised the need for continuous ethical reflection on the
societal impacts of OD use, arguing that ethical concerns should inform, but not hinder, the
anonymisation and reuse of data.

5. Discussion

The available empirical data provides for the first time important information on
institutional experiences in Germany with the anonymisation and publication process
of previously personal data. This allows us to derive a series of recommendations for
action, which we have grouped into the following categories: data collection and use,
experiences with anonymisation and publication, obstacles and challenges, support services
and capacity building, and legal and ethical considerations.

5.1. Data Collection and Utilisation

The first research question explored how PD are primarily collected and processed
within the participating sectors. The study identified significant potential for data reuse,
consistent with international evidence [1]. Although limited awareness of the benefits of
OD was apparent, the results confirm the cross-sectoral value of such datasets for inno-
vation and development. The findings also emphasise the importance of fully electronic
data processing, not only to optimise collection but also to facilitate downstream han-
dling, storage, and archiving, as confirmed by earlier studies [7]. Digital workflows enable
broader analytical use and reduce spatial and personnel costs compared to paper-based
systems. However, these processes must integrate robust cybersecurity and access control
measures [15,37,38]. Limited internal experience with PD reuse, consistent with interna-
tional research [37], further indicates a need to strengthen awareness of OD’s potential
added value through targeted information and training initiatives.

5.2. Experience with Anonymisation and Publication

The second research question examined existing experience with anonymisation and
data publication. The survey revealed limited expertise in both areas. Uncertainty re-
garding the legal definition and application of anonymisation was common, as also re-
ported elsewhere [6]. Despite some subjective expertise in law, technology, and ethics,
systematic knowledge management is needed to update and consolidate institutional know-
how [39,40]. Structured data were rated as most relevant for anonymisation, confirming
prior findings [1]. Simplified and guided anonymisation procedures for these data types
should therefore be prioritised. Anonymisation was typically carried out by departments
that also collected the PD. This underscores the need to directly engage data protection
officers, IT specialists, and management staff in training programmes on secure, technically
supported anonymisation practices. Professionalisation of anonymisation further requires
clearly defined responsibilities, procedural documentation, and integration into existing
quality management systems [6]. The study aligns with international evidence highlighting
the need for structured guidance and internal support mechanisms [1,39-42]. Experience
with publishing anonymised data as OD was even scarcer. As with anonymisation, pub-
lication was mainly driven by contractual or legal obligations [43,44]. Expanding OD
availability will therefore require embedding publication requirements within contracts,
transparency regulations, and legal frameworks. Fixed responsibilities and procedural
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structures for publication were largely absent. Given the overlap of personnel responsible
for both anonymisation and publication, these actors—particularly data protection officers
and IT staff—should receive comprehensive training and allocated resources. Improved
access to suitable publication platforms, such as governmental OD portals, could enhance
data dissemination beyond institutional websites [7].

5.3. Barriers and Challenges

The third research question focused on perceived barriers. The survey revealed sig-
nificant deficits in time, personnel, technical resources, and procedural clarity [39,40,42].
Management support was often lacking, reflecting the absence of institutional OD policies
or cultures. Respondents expressed a strong need for technical tools to simplify anonymi-
sation and publication processes, consistent with earlier qualitative studies [6]. These
challenges should be addressed through structured process design and the development
of institutional OD strategies. The results also indicate a heterogeneous understanding of
key terms such as “open data” and “anonymisation,” affecting perceptions of their benefits
and implementation. A common conceptual framework is essential for improving accep-
tance and uptake. Ethical and legal concerns—particularly regarding re-identification risks
and insufficient trust in current technologies—were identified as additional barriers [6].
Moreover, transparency regarding publication platforms and repositories remains limited,
restricting data visibility and reuse. Despite general willingness to use OD, practical im-
plementation remains rare. Respondents often perceived institutional OD initiatives as
symbolic rather than effective, consistent with prior reviews [1]. Many potential users
remain uncertain about the specific benefits of OD for their work, underscoring the need
for more transparent communication and demonstration of practical value.

5.4. Support Services and Capacity Building

The fourth research question examined desired support services. The most frequently
cited needs were governmental or institutional support through human, technical, and
financial resources, consistent with international findings [7]. Respondents also called
for research and development projects to create suitable technical tools. Training and
knowledge transfer were identified as central elements for sustainable implementation [1].
Professional associations, research consortia, and networks such as chambers of industry
and commerce should offer specialised training to strengthen institutional expertise and
foster OD adoption. Recognised certification systems for anonymisation and publication
processes were viewed as valuable instruments for enhancing trust and credibility [14,45,46].
To further promote transparency and trust, differentiated access models defining user rights
and restrictions could also be implemented. Leadership and management play a crucial
role in advancing anonymisation and OD publication—both as role models [7] and as
providers of best practices [39]. Targeted training programmes for executives are therefore
essential to establish a sustainable OD culture.

5.5. Legal and Ethical Considerations

The fifth research question addressed legal and ethical aspects of anonymisation and
publication. Institutions must remain aware of the associated challenges and contribute to
shaping appropriate governance frameworks [23]. Particular attention should be given to
the implications of AI for OD analysis. Although the EU Al Act provides a comprehensive
regulatory framework, respondents expressed concern about potential re-identification
risks and called for explicit liability provisions [8]. The establishment of trusted supervi-
sory authorities, such as the German Federal Office for Information Security (BSI), was
also recommended to strengthen confidence in OD governance. Ethically, respondents
emphasised the continued relevance of data minimisation and reciprocity—the principle
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that OD provision should be linked to OD access. Established research ethics frameworks,
such as the Declaration of Helsinki, may serve as guiding references for OD practices.
Although most respondents opposed mandatory informed consent for anonymisation, they
supported ongoing ethical reflection and, where appropriate, the involvement of ethics
committees to enhance credibility and public trust. Overall, the results demonstrate that
overcoming fears and uncertainties, building legal and ethical competence, and fostering
trust are key prerequisites for the wider adoption of anonymised PD and OD in Germany.

6. Limitation

The study provides important first insights into the current state of knowledge re-
garding the anonymisation and publication of formerly PD as OD in Germany across the
four involved sectors. However, several methodological, questionaire, sampling, and data
analysis limitations must be considered when interpreting the results.

6.1. Methodological Implementation

Data collection was carried out exclusively via an online questionnaire, which pre-
supposes digital competence, internet access, and a certain level of self-motivation. Indi-
viduals who were less technically skilled or less interested in the subject may therefore
have refrained from participating. Furthermore, participation was voluntary, which sug-
gests a self-selection bias, as mainly individuals with an interest and prior experience in
anonymisation and open data may have completed the questionnaire. More than half of the
respondents were data protection officers, which may have influenced their perspectives
on anonymisation and open data, particularly regarding data protection concerns specific
to this professional group. The response rate of 0.53% was remarkably low, prompting
critical reflection on both the recruitment strategy and the completion time of the online
questionnaire. The extremely low response rate reduces the explanatory power of the
results and distorts the findings. Thus, both response and attrition bias are likely. Possible
reasons include the relatively long processing time due to the large number of categories
and items (an estimated 25 min for 116 question-items), which may have led to fatigue and
superficial responses. The Hawthorne effect cannot be ruled out, as participants with a
strong interest in the topic may have been more willing to participate. Furthermore, limited
expertise or low interest in the subject, as well as the perception that certain questions
were irrelevant or imprecise, may have contributed to the high dropout rate. Consequently,
many questions remained unanswered, or the survey was terminated prematurely. In
addition, a gender bias may have affected the results, as 72% of respondents were male.

6.2. Questionnaire Development

During the development of the questionnaire, particular attention was paid to ensuring
the relevance of the content, with all items derived from findings of the preceding scoping
review and interview study. A pre-test was conducted to ensure clarity and relevance; how-
ever, no formal assessment of validity or reliability was carried out during questionnaire
construction. Filter and control questions were used to guide participants in accordance
with inclusion and exclusion criteria and their level of experience in anonymisation and
open data. This provided a mechanism for plausibility-checking respondents” answers.
Nevertheless, the questionnaire contained technical terminology whose precise under-
standing among participants could not be verified. Responses to open-ended questions
indicated that terms such as anonymisation and pseudonymisation were sometimes used
ambiguously or interpreted inconsistently. Since no follow-up interviews were conducted,
such ambiguities or misunderstandings could not be clarified.
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6.3. Sampling

Difficulties in recruiting professionals with sufficient expertise suggest that the chosen
sampling strategy may have introduced bias. The crawling method used to generate the
sample was limited to publicly accessible websites containing an email address in their
legal notice (Impressum). Although providing a data protection contact address is a legal
requirement in Germany, it is not consistently implemented. Thus, a non-probabilistic sam-
pling strategy was applied, and only individuals with publicly available email addresses
were included. Consequently, the crawling method produced a convenience sample, as
only those whose contact details were publicly accessible and technically retrievable could
be reached. This restricts the generalisability of the findings. In subsequent recruitment
phases, snowball sampling was additionally employed. However, it was not possible to
determine how often the survey link was forwarded internally or externally. This method
aimed to increase the response rate, yet snowball sampling can further reinforce bias to-
wards specific networks and professional groups. Systematic selection and attrition biases,
particularly favouring participants with technical expertise, strong thematic interest, or
voluntary self-selection, therefore cannot be excluded. Filter questions at the beginning of
the questionnaire were intended to ensure compliance with inclusion and exclusion criteria
within the snowball sampling process, although this could theoretically be bypassed if
incorrect information was provided.

6.4. Limitations in Data Analysis

Including four sectors (business, research, public authorities, and healthcare) reduces
statistical power. In terms of distribution, most respondents came from public adminis-
tration and the private sector, while healthcare and research were underrepresented. A
subgroup analysis and comparison between sectors were not statistically meaningful due
to the small sample sizes in certain groups. Therefore, the results were analysed strictly
descriptively, with the sample size reported for each item. This transparent approach re-
flects the study’s measurement limitations and avoids unwarranted inferential conclusions.
However, purely descriptive analysis does not allow causal interpretations. Owing to
the cross-sectional design and single time point of data collection, no temporal develop-
ments can be assessed. Moreover, only about half of the respondents reported explicit
experience with anonymisation processes. Approximately one quarter had experience with
data publication. This further limits the generalisability of findings relating specifically to
anonymisation and publication practices. Future studies should aim for larger sample sizes
within individual sectors to enable more robust statistical analyses, particularly to test for
potentially significant group differences. Sampling should be based on a probabilistic strat-
egy to prevent under- or overrepresentation of specific sectors and to minimise the biases
identified in this study. Additionally, longitudinal studies would be beneficial to monitor
changes in experience with anonymisation and publication over time. Future research
should also adopt a broader analytical perspective on contextual factors that may influence
anonymisation and data publication practices. Despite limitations, the partial alignment of
these findings with results from previous studies conducted in other countries indicates
that the present study accurately reflects anonymisation and data publication practices
within the German sample. Although the results are only partially transferable across all
four sectors, the study highlights that similar challenges—such as the lack of technical tools
or insufficient time and human resources—appear to exist in all four domains.

Supplementary Materials: The following supporting information can be downloaded at https:
/ /www.mdpi.com/article/10.3390/info16121111/s1.
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