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Abstract


The development of electronics education requires continuously keeping pace with changes in pedagogical methods, hardware, and software, as well as with emerging laboratory concepts such as remote, virtual, and augmented reality. This paper proposes an open, curriculum-integrated approach to embed ICT competencies, specifically computer networking and programming, into electronics education and assesses its impact. We developed a networked measurement and information-processing system that students not only use but also learn about every aspect of its operation across our electronics courses. The system uses LXI-capable measurement instruments connected using principles of standard computer networks, enabling built-in remote-access capabilities and high scalability. Software for communication, instrument control, and purpose-built functions for electronics applications is implemented in Python 3. The software also handles data acquisition and local or remote post-processing. In this way, the system is open, versatile, and readily adaptable to future instrument developments. Integrating this system into the curriculum demonstrably enhanced students’ ICT, digital, and entrepreneurial competencies, aligning with the European Commission competency frameworks. Evaluation, using purpose-built questionnaires, indicated strong student reception across multiple system aspects and confirmed the approach relevance and applicability from the perspective of industry stakeholders.
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1. Introduction


Education, in general, especially in the fields that include hardware and software topics as their essential parts, as is the case in electronics, is in permanent development. This entails the use of new technologies and methods across different segments, with the goal of improving the content, work approaches, pedagogical methods, and impact on outcomes and competencies. Approaches to innovating electronics courses are often focused on introducing new pedagogical methods [1], innovating the hardware segment of the system [2], or completely rethinking the organization of the laboratory [3].



The concept we propose in this paper is focused on improving education in the area of electronics and related disciplines by using programmable instruments and ICT technologies, particularly computer networks and programming. We suggest a new educational approach where the measurement system and the information-processing system are integral parts of the course and teaching materials, providing additional educational benefits and improving teachers’ and students’ skills. The hardware segment of the solution includes programmable measuring instruments that can be connected based on the Ethernet, highlighting the computer network principles of our solution. On the software side, providing measurement systems with automation and management possibilities required knowledge of computer programming. These additions to the electronics courses were implemented in a fully open manner, meaning that all aspects of the solutions are included in the course materials. This resulted in the improvement in ICT competencies among teachers and students, as well as a broader impact on pedagogical objectives, specifically the enhancement of the digital and entrepreneurial competencies of our students, an outcome that we investigate the extent of in this research. The evaluation of the impact of our work also included a detailed student questionnaire on the materials, innovations, and competencies, as well as a questionnaire for entrepreneurs about the ICT technologies employed, to evaluate our question regarding their significance to industry practice. The system was developed for four courses, Analog Electronics and Special Electronic Circuits at the School of Electrical and Computer Engineering (VISER), the Academy of Technical and Art Applied Studies Belgrade (ATUSS), and Electrical Measurements and Power Electronics at the School of Electrical Engineering (ETF), University of Belgrade (UB). This paper presents all elements of the solution, but for a higher level of adherence to the principles of openness and reproducibility, complete examples are provided on sharing platforms, specifically GitHub and Zenodo [4,5].



The paper is divided into eight sections, as illustrated in the flowchart shown in Figure 1. Section 1 presents the introduction, and Section 2 provides an overview of related work. Methods and materials are presented in Section 3, Section 4 and Section 5 which include the presentation of the hardware segment, that is, networked programmable measurement instruments in Section 3; the software segment, that is, the way programming is used for control and measurement automation in such systems in Section 4; and examples of complete solutions for the characterization of electrical circuits in this new system in Section 5. Section 6 presents three selected solutions from electronics courses that use the system and the obtained results. Section 7 explains the principles and results of a detailed analysis of the impact of the new system. Finally, Section 8 presents final conclusions, limitations, and future work.




2. Related Work


Improving electronics education can be achieved in several ways. The literature highlights the following directions for improvement: different teaching methods, the introduction of additional adaptable hardware, and innovations in laboratory systems. Frequently, contributions include more than one method and more than one technology being applied. Below, we present selected references relevant to our work along with their key aspects for each of these categories.



With the aim to improve education in electronics, different educational methods have been applied. These methods are based on fundamental principles that focus on concepts [6,7] through methods that emphasize an interdisciplinary approach combining different topics related to a central topic [8], methods that focus on Project-Based Learning (PBL) [1,6,7], and methods using systems thinking principles (moving from whole to parts and highlighting relationships), such as [9], which presents a framework integrating these principles with maker culture and IoT in technical education, including methods of flipped teaching [10] and interventions that reinforce student learning [11].



Another pronounced direction for improvement in electronics education is the use of additional hardware components that are not the main topic of the considered electronics course, serving mainly as means to augment and improve the education. In this direction, there are two approaches. The first is the use of reconfigurable and programmable circuits, like FPGAs and microcontrollers, as described in [7]. This approach also covers the use of dedicated systems, like the controller hardware-in-the-loop laboratory proposed in [2]. Another approach is based on widely available and ubiquitous components—sensors. Examples of such references include [12], where technology-enhanced learning using sensors is developed; [13], which discusses methods to teach analog-to-digital sensors; and [14], which provides an example of using sensors in a remote laboratory with IoT architecture for teaching digital electronics.



During the last several years, development of novel concepts in organizing electronics laboratories intended for educational use has gained significance. Building upon simulations and emulations, virtual instruments and remote laboratory access proved to have substantial educational value. Among the latest developments are applications of augmented reality in the teaching of laboratory skills. Such modernized laboratories provide a novel approach to using instruments, providing easy access to systems and efficient processing of experimental data. This approach has been proven to attract students’ interest, resulting in improved educational outcomes. Examples of successful solutions include the following: virtualization and simulation [13]; remote web-based user-interactive e-learning platform for electronics [15,16]; remote laboratory with an option to use students’ smartphones and IoT devices and open-source software [14]; a VR-based educational strategy to enhance learning experience for electrical engineering education [3,17]; the use of augmented reality in teaching and learning [11,18]; virtual and augmented reality solutions for electronics lab [19].



Previous solutions often involve the use of open-source software, particularly Python 3 programming language and its modules, to enhance the concept of the electronics laboratory, automate measurements, and improve students’ learning experience during practical work. Our previous work also includes the development for electronics education in this sense, especially in terms of concepts, simulation and emulation [20], remote measurements, automation of laboratories and measurement documentation [5,21,22,23], web environments for access and measurements [24], and virtual laboratories [25]. Following positive experience in research and teaching applications, developed techniques were utilized in industrial applications [24,26,27,28]. Similar efforts and development of the measurement systems with open tools had been done in other laboratories [29,30,31,32,33,34,35], resulting in cost-effective and highly useful laboratory equipment.



The concept we propose in this paper is focused on improving education in the area of electronics and related disciplines by using programmable instruments and ICT technologies, particularly computer networks and programming. This approach addresses the gap between previous examples from the literature and our earlier work, especially those concerning the organization of laboratories with remote, virtual, or augmented reality access and traditional, completely direct approach of teaching electronics. Previous solutions improve teaching and education but do not allow students to look behind the curtain and involve them as users of innovation. Our system is not only completely open to students, meaning all additions to the traditional laboratory are visible in every aspect, but it is also an integral part of the curriculum for electronics courses in the computer networks and programming areas. The openness of the system and direct work in the laboratory across different areas of electrical and computer engineering, from a pedagogical perspective, enable a higher level of active learning and opportunities for problem-solving and critical thinking, as well as transparency and progressive skill development, while simultaneously strengthening ICT competencies.




3. Measurement Instruments, Their SCPI Commands, and Networking


This section provides an overview of the measurement instruments used in the development of a programmable networked laboratory for electronics education. The section begins with a description of the setup and instruments used in our laboratories, followed by a presentation of the oscilloscope, signal generator, and power supply with representative Standard Commands for Programmable Instruments (SCPI) relevant to their configuration and measurement functions. The final part of the section describes the networking of measurement instruments within a local area network (LAN).



3.1. Our Laboratory Setup for Electronics Education


Laboratory and measurement instruments are essential tools for teaching electronics courses such as Fundamentals of Electronics, Analog Electronics, Embedded Hardware, Digital Electronics, Electrical Measurements, RF Electronics, Special Electronic Circuits, and Smart Devices and Communications, providing students with the ability to visualize processes in electric circuits. Key devices such as oscilloscopes, signal generators, and power supplies are necessary to conduct experiments in order to provide circuit testing and validation. This is applicable not only in education but also in research, development, maintenance, and other activities in the industry sector.



To enhance and expand the traditional laboratory setup for electronics education, a system of networked measurement instruments has been developed at our two institutions. This system integrates oscilloscopes, signal generators, and power supplies into a local area network (LAN), enabling remote access, automated measurement sequences, centralized data acquisition, and data storage. The developed system is set up in the Electronics and Measurements laboratories as well as at dedicated workstations for students’ theses and faculty research activities. The goal is not to replace the conventional use of measurement instruments but to augment it by incorporating principles of computer networking and programming. It is important to emphasize that this integration of computer networking and programming into electronics education has been implemented in such a way that all the details are transparent to students, rather than appearing as a “black box.” The computer networks and programming used are directly included as a component of the courses that is taught and studied, thereby enhancing the ICT competencies of both students and all involved teachers.



A networked workstation presented here includes a computer, a Rigol DS2102A oscilloscope, a Rigol DG1022Z signal generator, and a Rigol DP832 power supply (Rigol, Beijing, China). A photograph of the laboratory setup at one workstation in our laboratory is shown in Figure 2.



For remote access and automation of measurement devices, SCPI commands [36] were utilized. These commands were further integrated into Python code to provide an additional level of automation and data processing. The list of available SCPI commands depends on the specific measurement instrument and its capabilities, which share a common structure and logic, and experience is easily transferable from one device to another. The programming guides containing complete lists of SCPI commands for our instruments are provided in the Rigol DS2102A Oscilloscope Programming Guide [37], the Rigol DG1000Z Series Function/Arbitrary Waveform Generator Programming Guide [38], and the Rigol DP800 Series Programmable Linear DC Power Supplies Programming Guide [39].




3.2. Oscilloscope and Its SCPI Commands


An oscilloscope is used to visualize and quantify electrical signals, usually displaying voltage on the vertical axis versus time on the horizontal axis. Also, it could serve as a digital measurement and acquisition system, providing data to be numerically post-processed. In our networked laboratory setup, we used a Rigol DS2102A, a dual-channel digital storage oscilloscope with an analog bandwidth of   100  MHz  , where each channel samples at a rate of   1   GSa / s   , with a waveform capture rate of up to   52 , 000   wfms / s   . The Rigol DS2102A oscilloscope supports communication via USB, Ethernet (LXI-compatible), and optional USB–GPIB.



Fundamental oscilloscope settings can be configured with SCPI commands, according to [37], such a :CHANnel1: SCALE, :TIMebase:SCALe, :CHANnel1:OFFSet, and :CHANnel1: COUPling. Measurements are equally straightforward, ranging from simple queries such as voltage or frequency (e.g., :MEASure:VPP?, :MEASure:FREQuency?) to more advanced ones like delay, phase, or statistical analysis (e.g., :MEASure:RDELay?, :MEASure:FPHase?, :MEASure:VAMP:SMAXimum?). In this manner, performing measurements and obtaining the measurement results are reduced to the exchange of alphanumerical strings between the computer and the oscilloscope.




3.3. Signal Generator and Its SCPI Commands


A signal generator provides controlled electrical waveforms that are used to provide appropriate inputs for the circuits under test. This allows the properties of the circuit under test to be measured, such as frequency response, timing accuracy, and linearity. When developing a networked laboratory setup we used a dual-channel   25  MHz   function/arbitrary waveform generator, the Rigol DG1022Z [38] that supports a sampling rate of   200   MSa / s    and Ethernet communication via its LAN LXI-compatible interface.



The selected generator can be configured using SCPI commands for waveform type (:FUNCtion SINusoid, SQUare, RAMP, etc.), amplitude (:VOLTage:HIGH, :VOLTage:LOW), offset (:OFFSet), and frequency (:FREQuency). Advanced configuration options include waveform-specific parameters such as duty cycle (:FUNCtion:SQUare:DCYCle) and symmetry (:FUNCtion:RAMP:SYMMetry). Additional settings related to polarity, impedance, and synchronization are also supported. Output channels can be enabled or disabled using the :OUTPut[n]:STATe command. Figure 3 illustrates the configuration of signal generator parameters using SCPI commands on a computer screen, their corresponding display on the oscilloscope, and the SCPI commands used to read their values.




3.4. Power Supply and Its SCPI Commands


A programmable DC power supply is a laboratory instrument that provides stable and adjustable voltage and current to electronic circuits under test. For our laboratory setup, the Rigol DP832 [39] was selected. This programmable linear DC power supply has three independent output channels, allowing students to power and test multiple sub-circuits simultaneously. It supports fine-grained control of voltage (up to   30  V   on CH1/CH2 and   5.5  V   on CH3) and current (up to   3.3  A  ), as well as built-in overvoltage (OVP) and overcurrent (OCP) protection.



Some of the main SCPI commands for power supply include channel selection (:INSTrument:SELEct), assignment of voltage and current values (:SOURce[n]:VOLTage <value> and :SOURce[n]:CURRent <value>), and measurement of output parameters (:MEASure [:VOLTage]? and :MEASure:CURRent?). Built-in protections can be queried and configured using :OUTPut:OVP[:VALue] and :OUTPut:OCP[:STATe], with specified limits defined per channel.




3.5. Local Network of Measurement Instruments


One workstation in our laboratory setup contains three core measurement instruments: an oscilloscope (Rigol DS2102A), a signal generator (Rigol DG1022Z), and a power supply (Rigol DP832). Each of these devices is programmable and supports LXI Core for Ethernet connectivity [40]. This method of communication was chosen instead of GPIB [41], RS-232 [42], or USB [43], because it enables high scalability of the solution and direct use of remote access to the system. Regarding the communication protocol for the devices at a high level, Standard Commands for Programmable Instruments (SCPI) [36] was used.



The instruments were connected to a LAN either directly with a computer or via a configured router. A single computer can control all the instruments in the laboratory, or, for teaching purposes, each station in the laboratory can have one complete setup. Integrating laboratory instruments into a LAN network transforms traditional setup into a unified, flexible, and scalable environment. Figure 4 presents a schematic diagram of the laboratory LAN.



The instruments we used have a network configuration option in the front-panel Utility → I/O Setting → Network Configuration. Here, it is possible to choose a dynamic configuration using DHCP (Dynamic Host Configuration Protocol) or by manually setting the values for IP address, subnet mask of the local network, first exit-gateway, and DNS (Domain Name System) server, ensuring that instruments and workstation computers reside on the same local subnet. The network configuration of the measurement instruments is shown in Figure 5, with additional verification using SCPI commands.





4. Automation of Networked Instruments Measurements Using Python


After creating the laboratory setup with networked instruments that support SCPI programmability, we added the next system layer, namely, programming in the Python language [44,45,46]. This section first provides an overall overview of the workflow for introducing Python into the measurement procedures, followed by subsections presenting the details of each individual step, from environment preparation and instrument communication to automated measurement execution and data handling.



4.1. The Workflow


A graphical representation of the workflow for automating measurements using Python is presented in Figure 6. The application of Python scripts for automating measurements in electronics included the following components:




	1.

	
Importing relevant libraries;




	2.

	
Establishing and testing communication with networked instruments;




	3.

	
Remote configuration of laboratory instruments parameters;




	4.

	
Reading measured values and/or waveforms from networked instruments;




	5.

	
Automated circuit characterization (such as input–output relations and frequency responses);




	6.

	
Saving measurement parameters, results, and plots;




	7.

	
Conducting additional analyses either on the local network or in the Cloud.
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Figure 6. Workflow of automated measurements using Python and networked laboratory instruments. 
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4.2. Environment Preparation in Python


To prepare a software environment for controlling and automating instruments, several specialized Python libraries were imported, including NumPy for numerical data processing, VXI-11 for communication with instruments, time for access to the system time, si_prefix to cover proper formatting of units of measure, and matplotlib and seaborn for graphical data presentation.



NumPy represents one of the general fundamental Python libraries whose main purpose is to perform fast vectorized computing with an object type array, [47]. The VXI-11 module enables communication with SCPI programmable instruments via the Ethernet-based protocol, [48]. In the case of another type of instrument interface, such as USB or GPIB, a change to an appropriate library is required [49,50], but the communication process as observed in the program would essentially remain the same. To control the time of operation execution, to introduce time stamp, or to add a delay to allow the transients to settle, and to provide additional time for the devices to complete measurements safely, the Python module time is imported. To provide readable and pleasing numerical and visual presentation of obtained results, the si_prefix library for standardized numerical formatting using SI units as well as matplotlib and seaborn for graphic display were used [51].




4.3. Testing Communication of Networked Instruments Using Python


In addition to the traditional device connectivity check at the corresponding IP address using the ping command from the computer command line, the instrument availability check and printing of device feedback can also be performed in Python code. The following example demonstrates an implementation using SCPI command ∗IDN? on a created instrument object named instrument,







instrument = vxi11.Instrument(instrument-address)



print (instrument.ask(’∗IDN?’))






and the returned string should be the instrument identification parameters.




4.4. Remote Configuration of Instruments Using Python and SCPI


Once the communication with the instruments is established, remote setting of their parameters is possible by sending appropriate SCPI commands from Python using the following method:









\texttt{instrument.write(’SCPI command’)}.







As an example, the following line of code configures the signal generator to produce a ramp waveform with 50% symmetry:









signal_generator.write(’:FUNCtion:RAMP:SYMMetry 50’)








4.5. Remote Acquisition of Measured Values and Waveforms Using Python and SCPI


Similar to the configuration of instrument parameters, measured values and waveforms can be acquired from the instruments using the following method:









instrument.ask(’SCPI command’)







As an example, the following line of code queries the oscilloscope to return a value of the maximum voltage measured on channel 1:









oscilloscope.ask(’:MEASure:VMAX? CHANnel1’)








4.6. Automated Generation and Acquisition of a Large Number of Measurement Results Using Python and SCPI


The advantage of remote access to instruments accompanied with Python programs that apply SCPI commands and the above-mentioned modules for data post-processing is that it enables us to automate measurements at a high level and to perform a large number of measurements in a very short time. For example, automation of signal generator parameter settings allows us to generate a sequence of signals whose amplitude varies over a selected range with a defined step size and to perform measurements for each of the assigned frequency values, as well as to collect the measured data. The program loop in each pass assigns parameters to the signal generator, initiates measurement, and collects the measurement data. In this manner, complex measurements could be performed in a time efficient manner.




4.7. Saving Measurement Results


Measurement results can be saved as both visualizations and as numerical data for further post-processing and analysis. Generated plots, such as waveforms or frequency response plots [27], can be exported as PDF documents using









plt.savefig (’waveform.pdf’, bbox_inches =’tight’).







Numerical data from the oscilloscope, being either waveform samples or the measurement data, the same calculated arrays obtained as a result of post-processing, for example frequencies and corresponding gain values, can be saved in .txt or .csv formats, for example:









np.savetxt (’afk.txt’, data , delimiter =’\t’, \



header =’Frequency_Hz \t Gain_dB’)








4.8. Processing of Measurement Results Using Python and Cloud-Based Tools


In addition to working directly in the Python environment on a local computer, additional data storage and processing can be done in the Cloud. For our electronics courses, the cloud environment for Jupyter Notebook, Google Colaboratory was chosen. In this way, students can perform additional data analysis online in a web environment, with the possibility of writing text notes and direct visual display in the environment.



For working with a large amount of data, the pandas library and its tabular structured data (DataFrame), which are often used in the field of Data Science, were used to load measurement settings and results and perform various types of analyses [52]. If measurement results are saved in a .csv file, with each column representing a measurement result, loading the file (df = pandas.read_csv(’measurement-results’)), accessing individual columns (df[’V1pp_m’] and df[’V2pp_m’]), and performing further analysis with (df[’V1pp_m’].mean(), df[’V1pp_m’].std()) and visualization (plt.plot (df[’V1pp_m’], df[’V2pp_m’]), seaborn.kdeplot(data=df[’V1pp_m’])) are straightforward.





5. Automated Signal Analyses for System Characterization


Once the measurement data are collected, various types of automated analyses can be performed to extract information about the circuit behavior. Examples of general and domain-specific analyses are provided in the next subsection. Selected examples of key analyses implemented using Python functions, which we prepared and included in our teaching as part of the theory in the courses, are presented in the following subsections. These include determination of input–output relations through waveforms and transfer curves, characterization of the circuit frequency response in terms of amplitude and phase, and evaluation of power-related quantities such as RMS values, power, total harmonic distortion, and the displacement power factor. When completing the independent tasks within the laboratory exercises, students can use, modify, and combine the provided functions for system characterization.



5.1. Introduction to System Characterization Based on Measured Data


General plots, such as time-domain waveforms, transfer curve, Bode plots [53], and step and impulse responses, help us to find key attributes such as bandwidth, stability, linearity, and dynamic response. Domain-specific analyses of circuits include impedance and Smith chart representations for RF systems, voltage–current relations for semiconductor devices, noise spectral density for precision circuits, and THD analysis for nonlinear systems.




5.2. Automated Measurement of Input and Output Characteristics


First, the circuit under test is supplied by appropriate voltage, if required, and stimulated by adequate signal from the signal generator. Next, the values of voltage samples recorded by the oscilloscope are transferred to the computer via LAN in order to visualize, store, and process further. Our Python function mo(channel, oscilloscope) downloads voltage samples from the oscilloscope in ASCII format (limited to the number of sample points supported by the oscilloscope model used) and converts them into numerical arrays (V and Vdisplay) that account for oscilloscope scaling and offsets. These arrays were then used to plot time-domain input and output waveforms using plt.plot(t, mo(1)[1], mo(2)[1]). An example of the parallel display of the input and output signals obtained in Python using the function mo(channel, oscilloscope) and on the oscilloscope is shown in Figure 7.









	def 

	
mo(channel, oscilloscope):



oscilloscope.write (f’waveform:source channel {channel}’)



oscilloscope.write (’waveform:format ascii’)



 



raw_data = oscilloscope.ask (’waveform:data?’).split (’,’)



V = [ float (value) for value in raw_data [:1400]]



 



offset = float (oscilloscope.ask(f’: channel {channel}: offset?’))



scale = float (oscilloscope.ask(f’channel {channel}: scale?’))



 



Vdisplay = [(v + offset ) / scale for v in V]



 



return V, Vdisplay
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Figure 7. Parallel display of input and output signals in Python and on the oscilloscope. 






Figure 7. Parallel display of input and output signals in Python and on the oscilloscope.



[image: Information 16 01024 g007]






5.3. Automated Measurement of Transfer Curves


The transfer curve describes the relationship between the input and the output of the circuit. Once we obtained the input and output voltage data using the function mo(channel, oscilloscope), we directly generated the transfer curve by plotting the output voltage values against the corresponding input voltage values, for example: plt.plot(mo(1, oscilloscope)[1], mo(2, oscilloscope)[1]).




5.4. Automated Measurement of Frequency Response


5.4.1. Introduction to Automated Frequency Response Characterization


Determining the frequency response of a system involves analyzing its behavior in the frequency domain, where the output is characterized by the amplitude and the phase shift in response to sinusoidal input signals over a range of frequencies.



The amplitude frequency response represents the ratio of the output to input signal amplitudes, describing the system gain as a function of frequency. The phase response provides information about the phase difference between the output and input sine waves. The frequency responses were determined over the specified range using logarithmically spaced values of frequencies.




5.4.2. Amplitude Frequency Response Measurement Using Python and SCPI


To determine the amplitude frequency response, a function named afk(f) was created. Within this function, the ratio of the output to input signal amplitudes is determined in dB at a given frequency. To improve performance, the function includes an automatic setting to always display, at the most, one full period of the signal on the oscilloscope screen and a short delay between measurements for system stabilization to allow the transient to settle down.









	def 

	
afk(f):



signal_generator.write (’source1:frequency ’ + str(f))



oscilloscope.write (’timebase:scale ’ + str (1 / f / 10))



time.sleep (0.5)



 



VamplCH1 = float (oscilloscope.ask(’measure:Vrms? channel1’))



VamplCH2 = float (oscilloscope.ask(’measure:Vrms? channel2’))



 



afk_f = 20 ∗ np.log10 (VamplCH2 / VamplCH1 )



return afk_f











By applying the function afk(f) over the desired frequency range and plotting the results on a semilog-x diagram, we obtain the amplitude frequency response of the circuit.




5.4.3. Phase Frequency Response Using Python and SCPI


A function that determines the value of the phase difference between the signals on two channels of the oscilloscope, expressed in degrees at the chosen frequency, is denoted by ffk(f). In this function, before the actual reading of the phase difference, preparatory steps were done: the desired frequency is set on the signal generator, both channels of the oscilloscope are set to AC coupling, the display of a maximum of one full period on the oscilloscope screen has been adjusted, and a time delay is added to ensure that all settings are properly applied and all the transients are faded out before the measurement is taken.









	def 

	
ffk(f):



signal_generator.write (’source1:frequency ’ + str(f))



oscilloscope.write (’channel1:coupling ac’)



oscilloscope.write (’channel2:coupling ac’)



oscilloscope.write (’timebase:scale ’ + str (1 / f / 10))



time.sleep (0.5)



ffk_f = float (oscilloscope.ask(’measure:rphase? channel1,channel2’))



return ffk_f











To determine the phase frequency response, the next step is to determine the phase differences on the selected frequency range and to plot a graph.



An advanced approach in the case of noisy environment is reported in [22,27], based on Fourier series expansion, and in an updated version of [27] using linear least squares to determine Fourier expansion coefficients using the complete set of data recording over the time frame, resulting in lower influence of noise since all the recorded samples were taken into account. However, this approach could be used only as a black box for the students that take elementary courses in electric measurements; same for the algorithm implemented in the oscilloscope. Analyzing details of the algorithm fall outside the course and basic techniques intended to be taught to the students, and thus, the presented method in this case has been chosen. Other courses [22] use the approach of [27], which is already modified in a way that is intended to be reported.





5.5. Automated Measurement of Power-Related Quantities: RMS Values, Power, Total Harmonic Distortion and the Displacement Power Factor


As already stated, after the waveform samples are taken, to compute root-mean-square values, resulting in a simple computation of apparent power, power, total harmonic distortion, and the displacement power factor require a very short code:









	
def rms(x):



        return sqrt(mean(x ∗∗ 2))



 



def power(x, y):



        return mean(x ∗ y)



 



def thd(x):



        X = abs(fft(x))



        X1rms2 = 2 ∗ X[1] ∗∗ 2



        Xrms2 = sum(X ∗∗ 2)



        return 100 ∗ sqrt(Xrms2 / X1rms2 - 1)



 



def dpf(x, y):



        X = fft(x)



        Y = fft(y)



        return cos(angle(X[1]) - angle(Y[1]))










In this manner, a digital oscilloscope as a general purpose instrument is utilized to measure very specific quantities, which expands its applicability in everyday engineering practice.





6. Examples of Laboratory Exercises and Obtained Results


We teach several courses in the field of electronics within our higher education institutions. These courses typically include weekly lectures and laboratory classes, which allow students to gain theoretical knowledge and deepen it through practical work. When modernizing the courses with ICT content, in addition to the traditional approach, networked programmable instruments were included. The principle of full transparency and accessibility of all information about the changes was applied, along with dedicated exercises specially designed for gaining fundamental experience with the individual instruments.



The new system has been applied to a wide range of circuits studied in our courses. In the following subsections, illustrations are provided, showing the application of networked programmable instruments and their control using Python, SCPI commands, and dedicated functions developed for circuit characterization. For the presentation of circuits, workflow, and results, frequency-selective circuits, oscillators, and rectifiers were chosen as examples.



6.1. Example 1: Frequency-Selective Circuits—RC Circuit


Within our electronics courses and the associated laboratory exercises, passive and active frequency-selective circuits of various orders are studied. The frequency response,   H ( j ω )  , can be represented in either polar or rectangular form:


  H  ( j ω )  =  | H  ( j ω )  |   e  j φ ( ω )   = ℜ  { H  ( j ω )  }  + j  ℑ  { H  ( j ω )  }  .  



(1)







In the frequency domain, the amplitude frequency response and the phase frequency response are given by


   | H  ( j ω )  |  =   ℜ   { H  ( j ω )  }  2  + ℑ   { H  ( j ω )  }  2     



(2)




and


  φ  ( ω )  = arg  ( H  ( j ω )  )  =  atan 2   ℑ { H ( j ω ) ,  ℜ { H ( j ω )  .  



(3)







As an example, for one of the fundamental frequency-selective circuits, a first-order low-pass passive RC circuit, the responses are


  H  ( j ω )  =   1  1 + j ω R C    ,   | H  ( j ω )  |  =   1   1 +   ( ω R C )  2      ,  φ  ( ω )  = − arctan  ( ω R C )  ,  



(4)




representing the frequency response, amplitude, and phase, respectively. An example of a circuit diagram and connections with instruments used in the laboratory exercise are shown in Figure 8, where the signal generator is connected to TP1 and TP0, while the oscilloscope is connected to TP1 for channel 1, and TP2 and TP0 for channel 2, TP0 being the ground connection in both cases.



A way to test a circuit behavior over a range of frequencies and to plot its response is to manually collect tabulated output data for each frequency value being set manually. Additionally, we automated data acquisition, plotting, and result-saving using developed Python functions and networked programmable instruments. The time-domain signals at the input and output of the circuit were obtained using the function mo(channel, oscilloscope), with results from both channels shown in Figure 9a. To determine the frequency response, the code varied the input frequency and automatically adjusted the signal generator. Using the previously implemented functions afk(f) and ffk(f), the amplitude and phase responses were obtained, shown in Figure 9b,c.



Amplitude response of the transfer function strictly follows the theoretical prediction, while the phase response is in good agreement in the low frequency area, where the output signal is high enough to dominate the noise, being somewhat less accurate in the high frequency area where the signal had been attenuated and approaches the noise level.




6.2. Example 2: Oscillators—RC Phase-Shift Oscillator


The second example of laboratory exercises focuses on harmonic oscillators, specifically the RC phase-shift oscillator. An electronic oscillator is a circuit that converts DC power into a periodic output signal without requiring an external time-varying input. The output can be sinusoidal (harmonic) or non-sinusoidal (e.g., square or triangular). Harmonic oscillators are commonly modeled as linear feedback systems.



The circuit is presented in Figure 10 and it consists of an amplifier and the feedback network. The amplifier is assumed to have frequency independent gain in the frequency range of interest. Nonlinear elements are included to control the amplitude of oscillations. On the other hand, the feedback network is frequency-sensitive, corresponding to the three sections of RC circuits, discussed in Example 1, connected in series, one loading another. In this manner, analysis of the oscillator operation is built upon the topics analyzed previously, integrating the knowledge. Analysis of the oscillator circuit is based on the Barkhausen criterion for oscillator self-stimulation.



Let   x ( t )   denote the external input signal and   y ( t )   the output of the amplifier. For a system with amplifier gain A and feedback factor  β , the output satisfies


  y ( t ) ( 1 − β A ) = A x ( t ) .  



(5)







In the absence of an external input (  x ( t ) = 0  ), self-sustained oscillations occur when the Barkhausen criterion is satisfied:


  β A = 1  ⇒  | β A | = 1 ,   arg ( β A ) = 2 k π ,   k ∈ Z .  



(6)







In an RC phase-shift oscillator, the feedback network consists of three identical RC low-pass sections connected in series, loading each other, followed by an inverting amplifier. For three cascaded RC sections, the amplifier gain must satisfy


  A · β (  ω 0  ) = − 1 ,  



(7)




and the oscillation frequency for equal-  R C   sections is


   ω 0  ≈   1  R C  6     .  



(8)







Measured results using developed function for input–output waveforms are shown in Figure 11. The circuit includes three RC sections and an inverting amplifier with amplitude stabilization by a diode network. Oscilloscope measurements are taken at TP-osc and at each intermediate stage (TP-ps1, TP-ps2, TP-ps3) to observe the phase progression. The total phase shift across the RC network and amplifier confirms the Barkhausen criterion.




6.3. Example 3: Rectifiers—Twelve-Pulse Rectifiers


As our third and final example, a laboratory exercise intended for Master of Science degree students who took Power Electronics 2 course is presented [25]. The exercise covers twelve-pulse rectifier depicted in Figure 12. Operation of the circuit is based on the Fourier series theory, where two six-pulse circuits are integrated using a phase-shifting transformer into a twelve-pulse rectifier system. The theoretical analysis neglects magnetizing currents of the transformer as well as saturation effects of the transformer core that affect the magnetizing current waveforms. Furthermore, the harmonic content of the input voltages affects the system operation, slightly deviating the waveforms from the theoretical predictions. Finally, the transformer leakage inductance introduces finite diode commutation intervals, which contribute to the effort to reduce the distortion of input currents. These effects justify the experimental approach to study the phenomena. Furthermore, the lab exercises are based on certification measurements, a professional task being performed by the exercise authors previously [54], where all the measurements should be integrated into a report, which is a meticulous task requiring lot of precision and void of any creativity. Such tasks are perfect examples to justify the automatization approach, which presents one aspect of the benefits of the solution described in this paper.



The circuit of Figure 12 is complex, and the students are required to take numerous waveforms using the oscilloscope, to document how two six-pulse rectifiers cooperate to form a twelve-pulse rectifier in order to reduce the harmonic content of the input current. Exhaustive measurements are required, resulting in the waveform diagrams as depicted in Figure 13a. These waveforms are digitally processed to compute spectra of the input currents and voltages, like the one shown in Figure 13b, which is performed without a spectrum analyzer. Special care is taken to avoid spectral leakage, reducing the data samples to cover one period of the line voltage,   20  ms  , while the oscilloscope frame covers   25  ms  . In addition, commercially available spectrum analyzers frequently do not cover the low frequency spectral range required by this application, not being an option for this application. The diagrams of Figure 13b illustrate effects not considered in the theoretical analysis, primarily the finite slope of the input current during the diode-switching intervals caused by the leakage inductance and minor effects of the voltage system unbalance, observable by the presence of the harmonics of orders other than 1, 11, and 13 in the current spectrum. Finally, decrease in the input current THD with increases in the output current is an effect caused by the leakage inductance, not being theoretically covered in the lectures but illustrated in the lab.



Obtained waveforms are used to compute the rectifier parameters: input power, output power, apparent power, power factor, displacement power factor, and total harmonic distortions (THDs) of the input currents and voltages. Dependence of the input current THD on the output current is shown in Figure 13c, illustrating effects caused by magnetizing currents of the transformers, the effect not taken into account in the analysis of rectifier operation, justifying the need for real-world experiments.



Specific to this laboratory exercise is the automatic generation of the lab report [23], which is 92 page in length, being a result of an exercise that takes only two hours. The automatically generated report resembles official reports created in certification measurements. The educational benefit is to make students aware of automated measurement processes and modern capabilities to save human labor from repetitive tasks that could be automated. All the software applied in the lab is released under open-source license so that the students can reuse it in their projects or later on in their workplace.





7. Impact on Education and Competencies


The integration of programmable laboratory instruments, their networking, and programming-based automation has had a significant impact on the educational process for electronics courses and has enhanced the competencies of both teachers and students. This section begins with a comprehensive overview of these impacts, followed by detailed discussions within the subsequent subsections on the key areas of influence. The section concludes with the results of the student survey and the entrepreneur survey that provide an additional level of objectivity to our comprehensive analysis.



7.1. Overview of Impact on Education and Competencies


Figure 14 presents a hierarchical circular diagram that provides an overview of the impact on education and competencies. The central node, impact on education and competencies, represents the main theme, while the first layer of surrounding nodes highlights key areas of impact. These areas include improvement in electronics courses through the innovation and modernization of curricula enabled by the integration of programming and networking; gained knowledge in the ICT field for both students and teachers, particularly in computer networks and programming; enhancement of students’ digital competencies; and strengthening of students’ entrepreneurial and market skills, improving the practical applicability of their knowledge and their competitiveness in the labor market. Each category is further subdivided into specific elements or target groups, such as enriched course content, ICT materials for other subjects, and the integration of traditional and ICT-based laboratory methods within the improvement in electronics courses. Varying shades of blue distinguish the hierarchical layers, connecting lines highlight relationships with the central node, and concentric circles reinforce the radial structure.




7.2. Improvement in Electronics Courses


Our higher education institutions include departments of electronics where the authors work, offering a wide range of electronics courses at the undergraduate, master’s, and doctoral levels. Practical work in these courses follows the theory and involves direct work with specific circuits and analysis of their characteristics. The developed programmable laboratory setup has been most widely used in the courses Electrical Measurements, Analog Electronics, Special Electronic Circuits, and Power Electronics, all of which are taught by the authors. The introduction of new laboratory setups, which include networked instruments and their programming management, improves the courses content.



Laboratory exercises and course materials in electronics have traditionally included circuit analysis, design, measurement with instruments, characterization, validation, and testing. This traditional hands-on approach, involving direct work with components and measuring instruments, remains highly important and has been preserved without modification as part of the laboratory exercises within the mentioned courses. On the other hand, as part of the exercises, the courses have been enriched through the introduction of ICT materials developed by the authors. The new material has been added not only for the purpose of utilization but also as an integral part of the course, which is directly taught and represents an additional benefit of the course.



Specifically, materials have been developed that allow students to acquire basic programming knowledge, particularly in developing functions and managing program flow. In this way, students gain the skills necessary to automate the repetition of a larger number of measurements, for example, in cases where a single parameter is changed, such as adjusting the frequency on a signal generator and determining the frequency response over a range of values. To enable successful connection of measurement instruments via a LAN, the materials also include the fundamentals of IP addressing, key parameters of end devices in computer networks, and testing methods for this type of communication. Additionally, the course materials include dedicated exercises for learning automatic control of measurement instrument parameters from a connected computer using Python and SCPI commands. Finally, in the portion of the laboratory exercises focusing on a specific group of circuits, this ICT knowledge has been incorporated to automate the characterization of these circuits.



As shown in Figure 14, the areas of impact for the improvement in electronics courses, in addition to enriched content and the combination of classic and ICT-based methods in laboratory exercises, also include a segment of ICT materials for other courses. This is because the ICT materials developed for electronics courses can also be beneficial for related subjects and their practical work. Examples of these courses include Telecommunication, Communication Systems, Industrial Measurements, Smart Devices, and Internet of Things.




7.3. Improvement in Teachers and Students Competencies in ICT Field


When developing laboratory exercises for electronics courses, as well as in writing teaching guides for exercises involving automated networking of laboratory setups with measuring instruments independently or when testing specific circuits, the teachers and the teaching assistants gained knowledge and experience in the area of local area networks and programming in the Python programming language. Additionally, during the preparation and execution of laboratory exercises in courses where ICT-based exercises were introduced, all participating teachers acquired competencies in these areas. This knowledge of computer networks and programming is directly applicable to many other electronics courses, as well as more broadly within electrical engineering courses in which the teachers are involved. Furthermore, for all instructors participating in the preparation and/or implementation of additional ICT materials within electronics courses, the acquired knowledge is also beneficial for their research and development projects. In this way, the ICT competencies gained are extended both to teaching materials for other courses and to research work.



During practical work with a networked automated laboratory setup, students gain ICT knowledge, particularly in computer networks and programming. They can further apply this knowledge in other courses, whether directly related to electronics or focused on programming or computer networks. The knowledge gained in this way can also be applied to other courses and to the automation of their laboratory measurements, providing experience dissemination. This applies to courses in the field of electronics as well as other courses in the fields of electrical engineering and computer science. Additionally, the ICT knowledge acquired provides students with a direct benefit in the labor market, as it builds foundational skills in computer networks and programming that are highly valuable and widely applicable.




7.4. Students’ Digital Competencies


In our electronics course curricula, we provide students with foundational digital skills. Lectures and consultations emphasize effective online information retrieval: students search for data using authoritative academic and industry sources, learning to critically evaluate digital information. Course materials and communication (forums, messaging) are provided via our e-learning platform, immersing students in routine management of digital content, providing students with continuous access to digital resources, and encouraging independent learning, which  facilitates collaboration, exchange of technical knowledge, and development of digital communication skills. This approach aligns with established frameworks like DigComp 2.1 and DigComp 2.2 [55,56], which highlight browsing, searching, and evaluating digital information as core competencies.



In addition to these general digital competencies, the curricula support the development of more advanced digital skills that are integral to engineering education.



	
Laboratory exercises integrate multiple domains—electronics, programming, and computer networks—requiring students to search, organize, and combine diverse digital content. This process reinforces higher-order competencies in structuring and linking digital information.



	
Students engage with different forms of digital content, including equipment specifications, Python-based code development, and command line interfaces for networked devices. These activities correspond to Competence area 3: Digital content creation and 3.2: Integrating and re-elaborating digital content defined in DigComp 2.1 [55].



	
Programming-related tasks further enhance Competence area 3.4: Programming, providing authentic opportunities for digital problem-solving and applied learning [55,56].



	
Exposure to diverse textual, code-based, and network-oriented digital tools encourages students to integrate and manage complex digital environments, preparing them for professional engineering contexts that demand advanced digital fluency.






Enhancements to our electronics courses have significantly raised students’ digital competencies, which now serve as a strong foundation for developing more advanced digital and AI skills. The acquired foundation of digital competencies, regarding the ability to access, manage, understand, integrate, communicate, and create information with attention to security and efficiency, provides the basis for understanding and critically evaluating AI systems. AI-related priorities, as defined by the Coimbra Group [57], reinforce this foundation. In practice, this means emphasizing on principles such as fairness, reliability, privacy, transparency, and explainability throughout our courses. We also observed that students cultivate various transversal competencies, including critical thinking, innovation, creativity, communication, collaboration, responsibility, digital literacy, and autonomous learning, consistent with those identified in the literature [58]. These combined efforts ensure that our courses not only build core digital skills but also prepare students to use and evaluate AI responsibly and effectively.




7.5. Students’ Entrepreneurial Competencies


The structure and delivery of our teaching, which includes lectures and laboratory exercises in electronics courses, encourage the development of students’ entrepreneurial competencies. One way to formally organize these entrepreneurial competencies is to follow the European Entrepreneurship Competence Framework (EntreComp) [59,60]. These competencies are as follows:




	
Self-awareness and self-efficacy (EntreComp—Competences per area—Resources—2.1. Self-awareness & self-efficacy): Through lectures and practical work, students are encouraged to acquire knowledge, believe in themselves, and pursue further development and learning.



	
Motivation and perseverance (EntreComp—Competences per area—Resources—2.2. Motivation & perseverance): Students are encouraged to develop these skills through lectures and laboratory exercises, especially when obstacles arise during the implementation of practical problems in the lab.



	
Organization and management (EntreComp—Competences per area—Into Action—3.2. Planning & management), as well as teamwork development (EntreComp—Competences per area—Into Action—3.4. Working with others): Through lab exercises, students work in pairs and coordinate multiple parts of a lab setup involving measuring devices, computers, electrical components, and circuits.



	
Learning through practical work (EntreComp—Competences per area—Into Action—3.5. Learning through experience): In lab exercises of our electronics courses, students work with standard measuring equipment that is widely used and transferable to the job market, while performing measurements and testing practical implementations of electrical circuits directly in the laboratory environment, thereby actively developing practical competence through hands-on experience.








The improvement in the curriculum for the electronics courses involved strengthening the laboratory exercises through the introduction of new standard measuring equipment, which also includes advanced options for network connectivity, management, and measurement control using programming in Python, while maintaining part of the exercises in the traditional format. Since laboratory exercises have had the greatest impact on the entrepreneurial competences listed previously, this led to their enhancement. Additionally, this improvement also contributed to new entrepreneurial competences for students, specifically,



	
Strengthening entrepreneurial competences in the area of ideas and opportunities (EntreComp—Competences per area—Ideas & Opportunities) through exposure to and work on a complex system that connects several different subfields within the broader areas of electrical engineering and computer science, specifically, electronics, programming, and information and communication networks, emphasizing practical implementation, broad applicability in other areas, and direct relevance to the labor market;



	
Strengthening the area of resources in entrepreneurial competences (EntreComp—Competences per area—Resources—2.3. Mobilizing resources) by recognizing the availability of different options for standard network equipment and its applicability as well as understanding the ways and conditions for setting up code in the Python programming language.






Working on a system for automatic measurement management and control contributed to the development of practically applicable competences, helped students to recognize integration opportunities, and fostered the creation of better and more efficient solutions for existing measurements of real-world problems.




7.6. Students Survey


A student survey was conducted to evaluate the courses, materials, instructional innovations, and the acquisition of digital and entrepreneurial competencies, in alignment with the European DigComp and EntreComp frameworks [55,56,59,60]. The survey consisted of 10 questions, with students rating each aspect on a scale from 1 to 5, where 5 represented the highest rating. The survey was anonymous and voluntary, with no personal or identifiable data collected, ensuring both student privacy and objectivity in the evaluation. Survey items were adapted from established competence descriptions and mapped to the learning objectives of the courses. The draft instrument was reviewed by external experts to confirm content and face validity, and minor revisions were made based on their feedback. Data were collected over the past three academic years in the courses Analog Electronics and Special Electronic Circuits, yielding 156 completed responses.



For clarity, the survey questions were grouped according to the aspect they addressed. The first group of questions referred to the course itself and the traditional mode of instruction as follows:



Q1 Evaluate the provided course materials.



Q2 Evaluate the laboratory and measuring equipment used in this course.



The second group of questions referred to students’ impressions of networked programmable instruments through the following:



Q3 Evaluate the improvement in knowledge of working with measuring equipment.



Q4 Evaluate the improvement in practical knowledge.



Q5 Evaluate the improvement in multidisciplinary knowledge (combining electronics with computer networks and programming).



Q6 Working with programmable measuring equipment compared to traditional measuring equipment is Q6.1 more useful, Q6.2 more complex, and Q6.3 more interesting.



Q7 Evaluate the improvement in knowledge of networking measuring equipment.



Q8 Evaluate the improvement in knowledge of applying programming for measurement equipment control.



The third group of questions addressed the enhancement of digital competencies (Q9) and entrepreneurial competencies (Q10).



Detailed results of the student survey across our electronics courses are summarized in Table 1, while Figure 15 visually illustrates the distribution of student responses across survey questions using a horizontally stacked bar chart. Each bar represents the percentage of responses for grades 1 through 5. To characterize central tendency and variability, the weighted mean ( μ ) and standard deviation ( σ ) were calculated on the original 1–5 scale and presented in Table 1. For visualization purposes, in Figure 15, these values were linearly mapped to a 0–100% range, where 0% corresponds to grade 1 and 100% to grade 5. The mean values are shown as diamond markers, with red error bars indicating   μ ± σ  , providing an intuitive representation of both the overall trend and the response variability across questions.



The results indicate that students responded very positively to the new teaching topics and instructional style. High mean ratings (mostly above 4.3) and a large proportion of grades 4–5 (around 87%) reflect strong acceptance and engagement. These findings suggest that the introduced approach effectively enhanced the learning experience and reduced repetitive tasks. Continued monitoring of future surveys will help evaluate the long-term impact as automated measurements and networked programmable instruments become a standard component of the teaching process and students’ laboratory exercises performed in the lab.




7.7. Entrepreneurs Survey


During the introduction of networking of measuring equipment and programming their operation using the Python programming language into courses in the field of electronics, consultations were held with entrepreneurs who are likely future employers of our students. To disseminate the work, extend the analysis, and assess the effectiveness of the analysis, a survey was conducted. Eight companies and organizations of different sizes and types participated: Mihajlo Pupin Institute—national R&D institute; Institute of Physics, University of Belgrade; Institute IRITEL—telecommunications and electronics company; Informatika—IT and systems-integration company; JP Emisiona tehnika i veze—public broadcasting/transmission company; ELSYS Eastern Europe—electronic and embedded systems; Bitgear Wireless Design Services—IoT and product development; and Teleoptik–Žiroskopi—navigation and gyroscope manufacturer.



The survey comprised six questions: the first five were yes/no questions, while the sixth was open-ended. Specifically, the questions comprise the following:




	Q1

	
Do you use programmable measuring equipment?




	Q2

	
Do you perform networking of measuring equipment?




	Q3

	
Do you engage in programming measuring equipment using the Python programming language?




	Q4

	
Do you perform storing, visualization, and processing of measurement results using Python?




	Q5

	
Do you use any other system for networking and remote control of measuring equipment?




	Q6

	
If you use any other system for connecting measuring equipment, remote access, control, data acquisition, or processing, please describe the connection method and the software support used.









Figure 16 provides a detailed overview of each company’s responses to the yes/no questions (Q1–Q5), illustrating technology adoption in the form of a binary heatmap. Each cell indicates whether a company reported using a given technology, and the percentage of companies adopting each capability is summarized in the column labels. For example, programmable equipment and other remote control systems show the highest adoption rates (87% and 75%, respectively), whereas Python programming and data handling have lower uptake (25% and 37.5%). Among the companies using additional systems (Q6), the Mihajlo Pupin Institute employs NI LabVIEW; the Institute IRITEL uses Ethernet access with an in-house web server; JP Emisiona Tehnika i Veze applies Ceragon NetMaster and Cisco ROSA Network; Bitgear Wireless Design Services adopts an ANSI C-based approach; and Teleoptik–Žiroskopi relies on C/C#/C++ and the SimPati suite.



The overall conclusions of the entrepreneurs survey are that automated measurement systems are in use and that skills regarding these systems are well justified to be taught within the education system; employers place a high value on operational effectiveness, and automating repetitive measurement tasks is highly welcomed; and the diversity of platforms reported in Q6 further underscores the need to teach transferable skills, such as networking, instrument control, and data-acquisition programming, that remain applicable across different vendor-specific environments.





8. Discussion


Educational programs and course organization continually adapt to technological advances in order to improve course materials, develop student competencies, increase attractiveness, improve pedagogical frameworks, and strengthen links with other subjects and industry. This paper provides a solution to these needs within the context of electronics courses in higher education by proposing and evaluating an integrated system that incorporates ICT technologies, specifically, computer networking and programming, directly into electronics curricula. This system is successfully implemented in our courses.



The solution presented in this paper involves the connection of measurement instruments according to Ethernet principles, and instrument management and control is enabled using the widely used Python programming language. This innovation requires modifications of laboratory-oriented courses, requiring the introduction of computer networking and programming into the curriculum. This presents a challenge for teachers and students but highly influences their ICT competencies, and also results in improvements in the pedagogical framework especially in the sense of active learning and complex interconnection of the areas of engineering. This contrasts with other related solutions, such as remote, virtual, or AR laboratories, where the emphasis is placed on other benefits of the solution, while the pedagogical concept of active learning is more passive and less directly oriented toward students solving problems in all aspects of the system. Our approach is presented in detail in this paper, with emphasis on the use of general purpose tools such that gained knowledge is more widely available and might be utilized in other areas. A set of laboratory exercises is presented in the paper as examples, and additional solutions with full codes are openly available on our pages [4,5], making them fully replicable.



The developed system enables automated measurements using networked programmable instruments irrespective of the electronics sub-domain or the particular circuit under test, by providing dedicated code functions to probe general and specific characteristics. This approach broadens the applicability of the solution and allows reuse in related fields such as telecommunications and smart devices. An advantage of the developed system is that it supports high scalability: it can operate with a single workstation and measurement setup or be extended to automate an entire laboratory or a sector.



In contrast to previous publications, our solution provides details about social and professional impact analyzed through targeted questionnaires, conducted with students of our electronics courses and with entrepreneurs. The results from over 150 students indicate that they enjoy the new approach, with an overall rating of 4.46/5, finding it valuable in all aspects of the solution. Furthermore, more than 80% of the surveyed companies in relevant fields report applying measurement automation in their work, which underscores the importance of such curricular improvements to prepare for the labor market. In addition, the paper documents the impact of such developments on student competencies, through course materials and the acquisition of new ICT knowledge, as well as a detailed analysis of improvements in digital and entrepreneurial competencies, in alignment with the European Commission’s DigComp and EntreComp frameworks.



While the current implementation depends on specific types of equipment and software versions, these factors do present challenges but do not limit its core concept; rather, they provide opportunities for further enhancement aimed at increasing the universality and interoperability of the proposed solution across different institutional environments, as long as teacher willingness and training is present along with IT support. Our future work will include further multi-institutional trials, longitudinal tracking of graduate outcomes, development of standardized assessment instruments aligned with DigComp/EntreComp, and investigation of technical limitations, such as security and collisions in the Ethernet network of laboratory instruments.
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Figure 1. Flowchart of the paper structure. 
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Figure 2. Our laboratory setup with networked measurement instruments for electronics education. 
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Figure 3. Signal generator settings using SCPI commands with oscilloscope display and signal generator value readout using SCPI commands. 
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Figure 4. Schematic diagram of the laboratory LAN. 
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Figure 5. Network configuration of the measurement instruments. 
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Figure 8. Schematic of the first-order passive RC circuit. 
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Figure 9. Measured responses of the RC circuit: (a) input/output, (b) amplitude, (c) phase. 
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Figure 10. Schematic of the three-stage RC phase-shift oscillator. 
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Figure 11. Oscilloscope measurements of progressive phase shifts: (a) TP-ps1, (b) TP-ps2, (c) TP-ps3. 
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Figure 12. Schematic of twelve-pulse rectifier. 
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Figure 13. Twelve-pulse rectifier results: (a) input current waveform, (b) spectrum, (c) input current THD vs. output current. 
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Figure 14. Overview of the impact on education and competencies. 
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Figure 15. Student ratings per question. 






Figure 15. Student ratings per question.



[image: Information 16 01024 g015]







[image: Information 16 01024 g016] 





Figure 16. Results of entrepreneurs survey. 
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Table 1. Combined results of students survey – ratings, average,  σ , and percentage of high ratings.
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	Question
	1
	2
	3
	4
	5
	Average Rating
	   σ   
	% Rated 4–5





	Q1
	0
	3
	3
	39
	111
	4.65
	0.62
	96.15



	Q2
	0
	0
	0
	27
	129
	4.83
	0.38
	100.00



	Q3
	0
	6
	9
	39
	102
	4.52
	0.77
	90.38



	Q4
	3
	3
	21
	42
	87
	4.33
	0.92
	82.69



	Q5
	6
	3
	9
	42
	96
	4.40
	0.97
	88.46



	Q6.1
	0
	0
	18
	39
	99
	4.52
	0.70
	88.46



	Q6.2
	0
	0
	27
	45
	84
	4.37
	0.76
	82.69



	Q6.3
	3
	9
	9
	39
	96
	4.38
	0.97
	86.54



	Q7
	0
	6
	18
	33
	99
	4.44
	0.84
	84.62



	Q8
	3
	3
	18
	48
	84
	4.33
	0.90
	84.62



	Q9
	3
	0
	24
	33
	96
	4.40
	0.89
	82.69



	Q10
	0
	3
	30
	30
	93
	4.37
	0.86
	78.85



	Overall
	
	
	
	
	
	4.46
	0.80
	87.18
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