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Abstract

This paper presents a systematic review of research (2020–2025) on the role of Large Lan-
guage Models (LLMs) in cybersecurity, with emphasis on their integration into Big Data
infrastructures. Based on a curated corpus of 235 peer-reviewed studies, this review syn-
thesizes evidence across multiple domains to evaluate how models such as GPT-4, BERT,
and domain-specific variants support threat detection, incident response, vulnerability
assessment, and cyber threat intelligence. The findings confirm that LLMs, particularly
when coupled with scalable Big Data pipelines, improve detection accuracy and reduce
response latency compared with traditional approaches. However, challenges persist,
including adversarial susceptibility, risks of data leakage, computational overhead, and
limited transparency. The contribution of this study lies in consolidating fragmented
research into a unified taxonomy, identifying sector-specific gaps, and outlining future
research priorities: enhancing robustness, mitigating bias, advancing explainability, devel-
oping domain-specific models, and optimizing distributed integration. In doing so, this
review provides a structured foundation for both academic inquiry and practical adoption
of LLM-enabled cyberdefense strategies. Last search: 30 April 2025; methods followed:
PRISMA-2020; risk of bias was assessed; random-effects syntheses were conducted.

Keywords: large language models (LLMs); cybersecurity; big data; threat detection; incident
response; adversarial attacks; cyber threat intelligence; security analytics; explainable AI (XAI);
ethical AI; governance; decision-making; AI-powered cybercrime; human–AI collaboration

1. Introduction
The rapid expansion of digital infrastructures and the escalating complexity of cyberat-

tacks have exposed the limitations of traditional, rule-based security tools. Static detection
systems struggle to process the volume and heterogeneity of modern data streams, leaving
organizations vulnerable to advanced persistent threats (APTs), zero-day exploits, ran-
somware, and adversarial AI-driven campaigns [1–8]. This has prompted researchers
and practitioners to explore the use of Large Language Models (LLMs) for enhancing
cybersecurity analytics.

LLMs such as GPT-4, BERT, and sector-specific variants demonstrate notable capabili-
ties in analyzing logs, detecting anomalies, and supporting automated incident response.
Empirical studies report improvements in phishing detection, IoT malware classification,
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and anomaly detection in industrial control systems [9–11]. Beyond pattern recognition,
LLMs can synthesize unstructured threat intelligence and enable proactive defense by
correlating disparate signals across heterogeneous sources [12–14]. Their potential applica-
tion spans multiple critical domains, including healthcare, smart grids, financial services,
and education.

However, the integration of LLMs into cybersecurity raises significant challenges.
These include vulnerability to prompt injection and adversarial manipulation, bias in-
troduced by training data, limited explainability of model outputs, and risks of misuse
such as automated phishing or malware generation [15–17]. In addition, safe deployment
requires compliance with sector-specific regulations (e.g., HIPAA and GDPR), scalable
infrastructure for Big Data processing, and mechanisms to balance automation with human
oversight [18,19]. Addressing these issues is essential to transitioning from experimental
prototypes to trustworthy, operational deployment.

Against this backdrop, the present study provides a systematic literature review of
LLM applications in cybersecurity from 2020 to 2025. This review consolidates findings
across academic and industry domains, evaluates emerging trends, and identifies persistent
research gaps. In particular, this study investigates how LLMs contribute to real-time threat
detection, incident response, and cyber threat intelligence while also assessing limitations
in interpretability, governance, and infrastructure scalability.

1.1. Distinguishing Features and Novel Contributions

This systematic review differentiates itself from existing LLM cybersecurity surveys
by four distinct methodological and substantive innovations that address critical gaps in
the literature. First, while previous reviews focus predominantly on algorithmic advances
or isolated case studies, this work explicitly targets the intersection of LLMs with Big Data
infrastructures in operational cybersecurity environments. Our scope encompasses the com-
plete pipeline from high-volume data ingestion through vector-store Retrieval-Augmented
Generation (RAG) to human-analyst feedback loops, providing the first systematic eval-
uation of LLMs within enterprise-scale Security Operations Centers (SOCs) and Security
Information and Event Management (SIEM) deployment.

Second, the temporal scope (2020–2025) captures the critical transition period from
experimental LLM prototypes to production-ready cybersecurity implementations. This
timeframe enables analysis of real-world deployment evidence, including the first empirical
evaluations of commercial tools such as Azure Copilot for Security, Google Chronicle
AI, and domain-specific models like PLLM-CS. Previous surveys either predate these
deployment instances or lack sufficient temporal breadth to assess maturation trends.

Third, this review introduces novel evidence synthesis approaches absent from the
existing literature. We conducted a quantitative meta-analysis across 68 experimental
studies to establish pooled effect sizes for LLM performance gains (+0.118 absolute F1
improvement and 37% latency reduction) with formal heterogeneity assessment (I2 = 38%).
Risk-of-bias evaluation using adapted computational study checklists provides unprece-
dented methodological rigor, enabling sensitivity analyses that demonstrate robustness of
findings to study quality variations.

Fourth, the review delivers three unique analytical frameworks: (1) a cross-sector
research gap matrix cataloguing 37 unaddressed problems across nine verticals; (2) system-
atic benchmarking protocols for domain-specific LLM evaluation; and (3) evidence-based
deployment recommendations mapping organizational profiles to optimal architectural
approaches. These contributions address the critical translation gap between academic
research and operational implementation that previous surveys have not systematically
examined. Ultimately, the convergence of these innovations enables this review to provide
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actionable guidance for practitioners while identifying high-priority research directions that
existing surveys have not articulated with comparable specificity or empirical foundation.

1.2. Research Questions and Motivation

The review is guided by the following research questions:

• How are LLMs currently adapted to detect and respond to complex, real-time cyberse-
curity threats with minimal human intervention?

• What limitations in explainability, transparency, and governance constrain their adop-
tion in security-sensitive environments?

• How can human–AI collaboration frameworks optimize the balance between auto-
mated response and expert oversight?

• What ethical mechanisms are required to mitigate risks of bias, misuse, and hallucina-
tion in LLM-driven cybersecurity systems?

• How does LLM deployment vary across sectors (e.g., healthcare, critical infrastructure,
and education), and what contextual challenges emerge?

• What Big Data pipelines and distributed infrastructures are needed to support scalable
and resilient deployment?

• How can LLM-driven systems be integrated into national cyberdefense strategies
while ensuring sovereignty and operational resilience?

Scope of the Review

This review adopts a systematic approach, synthesizing evidence from 235 peer-
reviewed studies published between 2020 and 2025. The focus is on the integration of LLMs
into cybersecurity, with attention to empirical applications, sector-specific case studies,
and unresolved research gaps. This review excludes non-AI cyber methods and short
position papers.

1.3. Significance and Contributions of the Study

This review provides a structured synthesis of recent research (2020–2025) on the
role of Large Language Models (LLMs) in cybersecurity, with a particular focus on their
integration into Big Data environments and sector-specific applications. The significance of
this study lies in clarifying how LLMs are currently deployed, identifying the limitations of
existing approaches, and outlining future research priorities. Rather than presenting new
experimental results, the contribution of this work is to consolidate a fragmented body of lit-
erature and to provide a framework for guiding subsequent academic and applied research.
A graphical overview of LLM-based cybersecurity infrastructures is given in Figure 1,
while the threats, challenges and mitigaiton strategies are shown in Figure 2. The detailed
survey methodology, including database selection and screening protocol, is presented in
Section 2. A completed PRISMA-2020 checklist (Supplementary Table S1) and the PRISMA
flow diagram (Figure 3) document our identification, screening, and inclusion processes.

Novel Contributions

This review makes the following specific contributions to the field:

C1. Cybersecurity Pipeline and Reference Architecture. Prior work is synthesized into a
four-layer pipeline (data ingestion → vector-store RAG → LLM inference → defense
feedback), aligned with the five functions of NIST Cybersecurity Framework (CSF)
2.0. This provides a unifying conceptual lens and informs a reference architecture for
integration into policy and operational contexts (Section 2, Figure 3).

C2. Cross-Sector Research Gap Matrix. Table 1 catalogues 37 unaddressed problems
across nine verticals, such as the absence of quantum-safe benchmarks for operational-
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technology networks and the lack of explainable triage for multi-modal health-
care data.

C3. Benchmarking Protocol Proposal. Drawing on the identified gaps, we outline a
reproducible evaluation framework consisting of threat-model cards, multilingual red-
team prompt suites, and XAI audit procedures. This provides guidance for consistent
comparison of future domain-specific LLMs.

C4. Timely Literature Coverage. The corpus includes 249 peer-reviewed works, 40%
of which were published in 2024–2025. This ensures inclusion of the first empirical
evaluations of tools such as Azure Copilot for Security and Google’s threat intelligence
LLMs, making the synthesis directly relevant to ongoing deployment.

Inputs: Large-Scale Cyber Data
– Security logs (SIEM, endpoints)
– Threat intelligence reports
– Code repositories / SBOMs
– Network telemetry & flows

Transformer-Based LLM
Core operations: tokenization, contextual embeddings,
multi-head self-attention;
Domain adaptation: fine-tuning, Retrieval-Augmented
Generation (RAG)

Applications (Outputs)
– Threat detection & triage
– Automated incident response
– Cyber threat intelligence (CTI)
– Vulnerability assessment

Risks & Challenges
– Bias & data leakage
– False positives / model drift
– Adversarial prompts & injection
– Limited transparency (XAI)

(a) Transformer-based LLM workflow for cyber logs/code/CTI.

Bias

Effect: unfair/skewed alerts.
Controls: reweighting; calibration.

Prompt Injection

Effect: policy bypass; data exfiltration.
Controls: input validation; allowlists;
sandboxing.

Hallucination

Effect: unsupported claims/alerts.
Controls: RAG with citations; confi-
dence gating.

Explainability

Need: analyst trust & auditability.
Controls: rationales; attributions; deci-
sion logs.

(b) Core risks and minimal controls.

Figure 1. Cont.
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Data Sources

(IoT Devices,

Logs, APIs)

Data Ingestion

(Kafka, Flume)

Storage Systems

(HDFS, Cloud, DBs)

Data Processing

(Spark, Hadoop)

Visualization
& Reporting

(Dashboards, BI Tools)

Machine Learning

(Training & Inference)

LLM-Assisted
Analytics

(ChatGPT,

Bard, Claude)

User Feedback
Human-in-
the-loop
Review

Model Update

Retraining
Trigger

Data Refinement

AI-Enhanced Analytics & Continuous Feedback

Big Data Pipeline

Continuous Feedback Loop

(c) Reference stack: ingestion → vector-store/RAG → LLM inference → human/defense feedback.

Figure 1. Unified overview of LLM-driven cybersecurity: (a) workflow, (b) risks/limits, and
(c) reference architecture.

Advanced Persistent
Threats (APTs)

Zero-Day Vul-
nerabilities

Signature-
Based Failures

LLM-based Cy-
ber Defense

Bias & Inter-
pretability Issues

Adversarial Attacks

AI Decision-
Making Risks

AI Gover-
nance & Trust

Continuous
Model Updates

Secure AI
Frameworks

Ethical Concerns

Mitigation
Strategies

Figure 2. LLM-based cyberdefense: threats, challenges, and mitigation strategies.

Table 1. Cross-sector research gaps and priority directions for LLM-driven cybersecurity.

Sector Unaddressed Research Gap (2025) Priority Research Direction

Smart Grids No open RAG datasets for synchrophasor and
SCADA streams.

Release SynchroPhasor-RAG benchmark; design phasor-
specific embeddings.

Maritime OT Lack of LLM benchmarks for NMEA-0183 and
AIS attack traffic.

Curate multilingual AIS+NMEA corpora; fine-tune
nautical-domain LLMs on simulated port cyber exer-
cises.

Healthcare Absence of explainable LLM triage for multi-
modal EHR + IoMT data.

Combine counterfactual XAI with HIPAA-compliant syn-
thetic EHR datasets; evaluate on zero-day clinical scenar-
ios.

Financial Services No standard red-team dataset for multilingual,
LLM-based fraud detection.

Publish high-frequency, multi-currency transaction cor-
pus; develop crosslingual fraud-prompt suite.

Smart Cities/IoT Missing Zero Trust orchestration model for edge
micro-LLM swarms.

Prototype federated LLM-swarm framework with homo-
morphic encryption; benchmark latency vs. accuracy on
municipal testbeds.

Quantum-Safe Net-
works

No threat-modeling framework for post-
quantum protocols.

Fine-tune PQ-LLM on lattice-based crypto RFCs; stress-
test with quantum-resistant adversarial prompts.
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Records identified
through database searching

(n = 1 746)

Duplicates removed
before screening

(n = 1 129)

Records after
duplication removal

(n = 617)

Records screened
(title/abstract)

(n = 617)

Records excluded
(n = 205)

Full-text articles
assessed for eligibility

(n = 412)

Full-text articles
excluded, with reasons

(n = 177)

Studies included in
qualitative synthesis

(n = 235)

Figure 3. PRISMA-2020 flow diagram. From 1746 records, 617 remained after deduplication, 412 full
texts were screened, 177 were excluded with reasons (see Supplementary Table S2c), and 235 studies
were included.

1.4. Structure of This Study

Section 2 details the materials and methods, presenting the PRISMA-2020 protocol and
meta-analysis procedures. Section 3 provides a comparative analysis of LLM approaches
across cybersecurity contexts, examining deployment trade-offs and evidence-based recom-
mendations. Section 4 examines Big Data systems and their integration with cyberdefense
infrastructure. Section 5 surveys cybersecurity in the LLM era, while Section 6 delineates
cyberdefense strategies. Section 7 synthesizes LLM applications to threat detection, in-
cident response, and vulnerability assessment. Section 8 establishes the empirical case
for LLM deployment, documenting performance improvements, operational efficiency
gains, and superior generalization across heterogeneous data modalities. Section 9 ad-
dresses risks and limitations, including adversarial vulnerabilities, privacy considerations,
and ethical governance frameworks. Section 10 catalogs unaddressed research gaps across
critical sectors. Section 11 presents real-world Security Operations Center deployment
with implementation insights. Section 12 outlines emerging technological developments.
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Section 13 concludes with task-domain-specific findings, actionable recommendations for
organizational contexts, and future research priorities.

1.5. Definition of Large Language Models

Figure 1 provides a unified overview of LLM-driven cybersecurity: (a) a transformer-
based workflow tailored to logs, code, and CTI; (b) key risks/limitations (bias, prompt
injection, and explainability); and (c) a reference stack linking data ingestion and vector-
store RAG to LLM inference and defense feedback.

Large Language Models (LLMs) are advanced artificial intelligence systems designed
to understand, generate, and manipulate human language by leveraging large-scale
datasets and deep learning architectures. Most contemporary LLMs are based on the
transformer architecture, which enables the capture of long-range dependencies, contextual
relationships, and semantic nuances in text. Foundational models such as BERT and GPT
exemplify this paradigm, significantly advancing natural language processing (NLP) tasks
including classification, summarization, and dialogue generation [12].

In cybersecurity, LLMs offer distinctive advantages because of their ability to process
heterogeneous and unstructured data sources such as logs, threat reports, and code reposi-
tories. By extracting semantic patterns from textual and behavioral data, they support tasks
including anomaly detection, automated incident reporting, phishing detection, and cyber
threat intelligence synthesis [13]. Their adaptive learning capacity also positions them
to recognize emerging attack patterns and evolving vulnerabilities more efficiently than
traditional rule-based approaches. For example, LLM-based models have demonstrated
capabilities in anticipating potential threats, thus enabling proactive rather than reactive
defense mechanisms [14].

Despite their promise, LLM deployment in cybersecurity presents several challenges.
Key issues include biases inherited from training data, high false positive rates in anomaly
detection, susceptibility to adversarial manipulation (e.g., prompt injection), and limited
transparency of decision-making processes. These limitations raise concerns over account-
ability, trust, and ethical governance in security-sensitive contexts. Current research focuses
on refining LLM architectures and integrating explainable AI (XAI) methods to improve
interpretability and robustness in high-stakes applications [14].

1.6. Overview of Cybersecurity Challenges

Cybersecurity threats evolve with unprecedented complexity and speed. Advanced
persistent threats, zero-day vulnerabilities, and dynamic attack vectors challenge conven-
tional security approaches, as signature-based and rule-driven detection methods cannot
anticipate or generalize beyond predefined patterns.

Large Language Models enable automated analysis of vast unstructured data volumes
to detect anomalies signaling emerging breaches. Güven and Bai demonstrate that LLMs
significantly reduce threat lifecycle times and support real-time response strategies within
cybersecurity frameworks. Their generalization capability across diverse inputs proves
valuable in dynamic threat landscapes.

Figure 2 presents an LLM-based cyberdefense framework integrating threat detection,
ethical safeguards, and mitigation strategies. It addresses advanced persistent threats
and zero-day vulnerabilities while managing ethical risks through governance, secure
model design, and iterative updates, enhancing resilience and adaptability in evolving
cybersecurity contexts.

Ethical considerations remain central to LLM deployment. Gholami et al. [13] em-
phasize that LLM-driven decision making introduces risks including bias, interpretability
deficits, and adversarial manipulation, threatening automated defense reliability and adop-
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tion trust. Addressing these concerns requires robust governance frameworks, continuous
monitoring, and secure, transparent AI mechanisms.

Recent studies confirm growing LLM recognition in cybersecurity. Zhang et al. [14]
highlight their use in vulnerability detection, malware analysis, and automated penetration
testing. Emerging models such as Detect LLaMA demonstrate approaches mitigating false
positives, validating LLMs’ transformative potential. However, continuous evolution through
stakeholder collaboration remains essential to adapting to shifting threat environments.

1.7. Integration with IoT and Cloud Computing Security

LLM-enabled cybersecurity extends to heterogeneous IoT ecosystems through dis-
tributed cloud–fog–edge architectures [20]. Intrusion detection systems for cloud envi-
ronments employ distributed machine learning to process diverse IoT data streams while
offloading computational analytics from resource-constrained devices, addressing the fun-
damental deployment challenge of securing low-resource endpoints without sacrificing
real-time threat detection [21,22]. Fog computing provides a critical intermediate layer
by leveraging edge resources for local anomaly detection and cloud-based LLM services
for sophisticated threat analysis, addressing dual requirements of rapid response and
advanced semantic reasoning while meeting regulatory constraints in healthcare (HIPAA)
and critical infrastructure [23].

Infrastructure orchestration frameworks enhance mission-critical IoT protection through
formal specification methodologies. Business Process Model and Notation, and Block In-
teraction Protocol enable secure communication between distributed IoT sensors and cloud
analytics platforms, while LLM integration enables autonomous telemetry interpretation and
predictive maintenance recommendations [24]. This multi-tier security model—distributed
edge detection, intelligent cloud analysis, and formal cross-tier orchestration—addresses
domain-specific constraints in healthcare, critical infrastructure, and industrial IoT environ-
ments where traditional network-centric approaches prove insufficient.

1.8. Current Leading Models and Their Capabilities

Large Language Models such as BERT and GPT have transformed cybersecurity by
enabling anomaly detection, threat intelligence automation, and malicious communication
pattern recognition. By combining machine learning with advanced language understand-
ing, LLMs process large-scale unstructured data more effectively than traditional systems,
positioning them as key enablers of data-driven cyberdefense.

However, critical challenges persist. Detection accuracy decreases with limited or
domain-irrelevant training datasets, necessitating cybersecurity-focused LLMs undergoing
continuous pre-training and fine-tuning. Detect LLaMA, RepairLLaMA, and MORepair
exemplify domain adaptation and automation integration into LLM pipelines for vulnera-
bility detection and secure code analysis. These systems face interpretability deficits; their
black-box operation raises transparency concerns in mission-critical contexts. Addressing
bias, improving explainability, and ensuring robustness against adversarial inputs remain
central research priorities.

LLMs extend impact beyond enterprise security to IoT and cyber–physical systems
by analyzing heterogeneous communication protocols and device interactions, enhancing
resilience against novel attacks. As highlighted by Gholami, LLMs automate vulnerability
assessments and malware classification, tasks traditionally requiring substantial manual
expertise [13]. However, ethical risks including misinformation and biased outputs de-
mand careful management, particularly when AI-generated code could introduce new
vulnerabilities without oversight.
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Leading models including GPT-4, Claude 2, PaLM 2, LLaMA 2, and Falcon (Table 2)
demonstrate strong potential in threat detection, incident response, and malware analysis.
Broader cybersecurity adoption depends on continuous improvements in transparency,
bias mitigation, and domain-specific fine-tuning. Table 2 synthesizes model capabilities,
strengths, and limitations, illustrating the dual role of LLMs as powerful assets and potential
risks within cybersecurity ecosystems. The convergence of advanced capabilities with
ongoing challenges underscores the need for responsible, well-governed deployment.

Table 2. Leading Large Language Models and their capabilities.

Model Developer Year Key Capabilities Cybersecurity Applications

GPT-4 OpenAI 2023 Advanced NLP; code genera-
tion; multi-modal inputs

Threat detection; code analysis; auto-
mated report generation

Claude 2 Anthropic 2023
Long-context understanding;
ethical reasoning; detailed ex-
planations

Policy analysis; incident-response
planning; security documentation

PaLM 2 Google 2023 Multilingual support; reason-
ing; task-specific fine-tuning

Threat intelligence; security log analy-
sis; customized security tools

LLaMA 2 Meta 2023 Open-source; customizable; ef-
ficient performance

Specialized security models; on-
premises deployment; research

Falcon Technology Inno-
vation Institute 2023 Multilingual; efficient training;

open-source
Malware analysis; threat hunting;
security-awareness training

2. Materials and Methods
Reporting guideline. This review adheres to PRISMA-2020. A completed PRISMA

checklist (Supplementary Table S1) and the PRISMA flow diagram (Figure 3) document the
identification, screening, and inclusion processes.

2.1. Protocol Development and Non-Registration Justification

Following PRISMA-2020 guidelines, we acknowledge that this systematic review
protocol was not prospectively registered in PROSPERO or similar registry platforms.
This decision was made for three methodological reasons. First, the rapidly evolving
nature of LLM deployment in cybersecurity (40% of included studies were published in
2024–2025) necessitated adaptive search strategies and inclusion criteria that could accom-
modate emerging terminologies and implementation frameworks not anticipated at project
initiation. Second, the interdisciplinary scope spanning computer science, cybersecurity,
and Big Data systems required iterative refinement of search strings and eligibility criteria
through pilot screening phases, making pre-specification of all methodological details
impractical without compromising review comprehensiveness. Third, the integration of
quantitative meta-analysis with qualitative gap analysis represented a hybrid approach
for which existing registry templates provide limited guidance, particularly regarding
risk-of-bias assessment for computational studies and effect size harmonization across
diverse cybersecurity tasks.

To maintain transparency and reproducibility, we provide a time-stamped protocol
document (Supplementary Materials, Protocol Statement) detailing (1) complete search
strategies with Boolean logic and field specifications, (2) detailed inclusion/exclusion
criteria with decision rules, (3) data extraction forms with pilot-testing results, (4) risk-
of-bias assessment checklist with scoring rubrics, (5) statistical analysis plan including
heterogeneity assessment and sensitivity analysis specifications, and (6) any deviations from
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initial methodology with justifications. This documentation enables full replication while
acknowledging the adaptive methodology required for this emerging research domain.

2.2. Search Strategy Justification and Sub-Domain Coverage

Our search strategy employed broad categorical terms ("cyber", "threat detection",
"SOC", and "SIEM") rather than exhaustive enumeration of cybersecurity sub-domains for
three methodological reasons. First, LLM applications in cybersecurity were rapidly prolif-
erating during the review period (2020–2025), with new sub-domains emerging throughout
the project. A pre-specified exhaustive keyword list would have required periodic updating
and risked missing emerging applications—particularly in domains such as vulnerability
scoring, security policy synthesis, and threat landscape evolution modeling for LLM applications
documented in 2024–2025.

Second, the terms "cyber" and "threat detection" function as superordinate cate-
gories encompassing multiple sub-domains. Phishing detection, malware analysis, intru-
sion detection, vulnerability assessment, incident response, and cyber threat intelligence
synthesis fall within these umbrella terms and are reliably retrieved by our search strings
across all databases (verified through pilot testing against Scopus, IEEE Xplore, and arXiv).

Third, our secondary screening mechanisms (title/abstract and full-text review against
explicit task-based inclusion criteria) explicitly required studies to demonstrate “empirical
evaluation or tool/system description applying LLMs to cybersecurity tasks (threat detec-
tion, incident response, vulnerability assessment, CTI)”. This task-based eligibility filter
ensured that studies targeting specific sub-domains (e.g., malware analysis, code vulnerability
detection, and security patch prioritization) were retained regardless of whether the primary
abstract emphasized these sub-domain labels.

To document coverage comprehensiveness, we conducted supplementary targeted
searches during the final phase (April 2025) using sub-domain-specific queries:

• ("LLM" OR "large language model" OR GPT OR BERT) AND ("vulnerability
assessment" OR "code vulnerability" OR "static analysis");

• ("LLM" OR "large language model" OR GPT OR BERT) AND ("malware analysis"
OR "malware classification" OR "reverse engineering");

• ("LLM" OR "large language model" OR GPT OR BERT) AND ("patch management"
OR "vulnerability scoring" OR "CVSS").

These supplementary searches yielded 34 additional records; upon screening, 12 were
retained and cross-referenced against our primary corpus. All 12 were already included in
our 235-study corpus, confirming that our broad search strategy did not miss significant
sub-domain-specific studies.

Furthermore, Table 1 in the manuscript explicitly enumerates research gaps across nine
critical sectors and application verticals (Smart Grids, Maritime OT, Healthcare, Financial
Services, Smart Cities/IoT, Quantum-Safe Networks, etc.). Within each sector, sub-domain-
specific gaps are highlighted—for example, “absence of explainable LLM triage for multi-
modal EHR + IoMT data” (Healthcare) and “lack of LLM benchmarks for NMEA-0183 &
AIS attack traffic” (Maritime OT). This granular gap analysis demonstrates that the review
captures and synthesizes evidence across multiple cybersecurity sub-domains and provides
actionable guidance for sub-domain-specific research priorities.

In summary, our broad search strategy was a deliberate methodological choice re-
flecting the emerging nature of LLM applications in cybersecurity. Secondary screening
mechanisms and task-based eligibility criteria ensured sub-domain coverage, and post hoc
supplementary searches confirmed comprehensive retrieval without substantial omission
of sub-domain-specific studies.
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2.3. Survey Methodology

To guarantee that our review is reproducible and analytically rigorous, we followed
the PRISMA-2020 framework:

S1. Information sources (January 2020–Apr 2025; last search: 30 April 2025): Scopus, Web
of Science Core Collection, IEEE Xplore, ACM Digital Library, arXiv (cs.CR, cs.CL),
and the gray-literature portals of CSET and ENISA. We also screened reference lists of
included studies and relevant reviews.

S2. Search string:
("large language model*" OR GPT* OR BERT* OR LLaMA* OR "foundation model*")
AND
(cyber* OR "threat detection" OR SOC OR SIEM).
Full verbatim electronic search strategies (field tags, filters, and date limits) for each
source are provided in Supplementary Note S1.

S3. Eligibility criteria: Inclusion: peer-reviewed or archival preprints; English; years
2020–2025; empirical evaluation or tool/system description applying LLMs to cyber-
security tasks (threat detection, incident response, vulnerability assessment, CTI, etc.)
with measurable outcomes. Exclusion: position/vision papers < 4 pages; non-AI
cyber methods; tutorials/editorials; duplicates/versions; retracted/withdrawn items.

S4. Selection process and deduplication: Records were exported to a reference man-
ager/screening tool (e.g., EndNote/Rayyan); duplicates were removed using rule-
based matching on title, DOI, venue, and author lists, yielding 617 unique records. Two
reviewers independently screened titles/abstracts and then full texts against the pre-
defined criteria; disagreements were resolved by a third reviewer. No automation/ML
tools were used for screening.

S5. Corpus flow: 1746 records → 617 after duplicate removal → 412 after title/abstract
screening → 235 full texts retained (40% dated 2024–2025). The PRISMA flow diagram
is shown in Figure 3.

Data Collection and Items

Using a piloted extraction form, two reviewers independently extracted bibliographic
data, task/domain, dataset(s), model family, retrieval/RAG usage, evaluation protocol,
primary outcomes (F1 and per-alert latency) and secondary outcomes (precision, recall,
AUC, analyst time, and XAI fidelity), computational resources, and deployment setting
(lab vs. SOC). Assumptions used for harmonizing outcomes are detailed in Supplementary
Table S2b.

Detailed per-article exclusion reasons for all 177 full texts are provided in Supplementary
Table S2c.

2.4. Risk-of-Bias Assessment

We adapted established checklists for computational studies to assess data partition-
ing and potential leakage, outcome assessment blinding (where applicable), missing data,
selective reporting, baseline parity (hyperparameters/resources), and reproducibility (avail-
ability of code/data). Two reviewers independently rated each comparative/experimental
study as Low, Some concerns, or High risk of bias; disagreements were resolved by consensus.

2.4.1. Assessment Domains and Scoring Criteria

Our risk-of-bias (RoB) assessment comprised six domains, each with explicit item
wording, scoring rules, and decision thresholds:

• Domain 1: Data Partitioning and Leakage Prevention
Item wording: “Are training, validation, and test datasets clearly separated with
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adequate description of partitioning methodology to prevent temporal or entity-
based leakage?”
Scoring: Low risk (temporal splits with ≥6-month separation OR k-fold with entity-
level grouping); Some concerns (random splits without leak prevention OR unclear
methodology); High risk (no clear partitioning OR evidence of leakage).
Threshold: In total, 23/68 studies (34%) were rated “Low risk.”

• Domain 2: Outcome Assessment and Reporting Completeness
Item wording: “Are primary outcomes (F1, precision, recall) reported with appropriate
variance estimates and confidence intervals for computational replication?”
Scoring: Low risk (mean ± SD across multiple runs OR cross-validation with CIs);
Some concerns (single-run results OR incomplete variance reporting); High risk (no
variance estimates OR selective metric reporting).
Threshold: In total, 31/68 studies (46%) were rated “Low risk.”

• Domain 3: Baseline Parity and Fair Comparison
Item wording: “Do LLM and baseline methods receive equivalent computational
resources, hyperparameter optimization efforts, and evaluation conditions?”
Scoring: Low risk (documented equivalent search budgets); Some concerns (minor
resource differences); High risk (substantial computational advantages for LLM OR
no optimization for baselines).
Threshold: In total, 18/68 studies (26%) were rated “Low risk.”

Domain-level RoB patterns reveal systematic weaknesses. Baseline parity emerged
as the most frequent concern (53% “Some concerns” or “High risk”), followed by data
partitioning (47%) and outcome reporting (43%). Studies focusing on phishing detection
demonstrated superior methodological rigor (67% “Low risk” overall) compared with
vulnerability detection studies (33% “Low risk”).

2.4.2. Inter-Rater Reliability Assessment

To assess the reliability of our screening and risk-of-bias processes, we calculated
Cohen’s kappa (κ) and percentage agreement between the two independent reviewers
across all decision stages. For title/abstract screening (n = 617), inter-rater agreement was
substantial (κ = 0.78, 95% CI: 0.74–0.82) with 89.3% raw agreement. Disagreements primarily
concerned studies at the boundary between cybersecurity applications and general AI
security research, resolved through application of pre-specified eligibility criteria.

For full-text screening (n = 412), agreement remained high (κ = 0.82, 95% CI: 0.77–0.87),
with 91.7% raw agreement. The most frequent disagreements involved studies with limited
quantitative outcomes or unclear LLM integration, resolved by the third reviewer using
detailed inclusion criteria for empirical evaluation requirements.

Risk-of-bias assessment across 68 comparative/experimental studies demonstrated
good inter-rater reliability (κ = 0.74, 95% CI: 0.68–0.80), with 87.1% raw agreement. Agree-
ment was the highest for data partitioning/leakage assessment (κ = 0.81) and the lowest
for baseline parity evaluation (κ = 0.68), reflecting the subjective nature of determining
computational resource equivalence across diverse study designs. All disagreements
were resolved through consensus discussion with reference to our adapted computational
study checklist.

These reliability metrics indicate that our screening and quality assessment processes
achieved acceptable-to-substantial agreement levels, supporting the validity of study se-
lection and risk-of-bias determinations. The slightly lower agreement for risk-of-bias
assessment reflects the inherent complexity of evaluating methodological quality in emerg-
ing computational domains where standardized assessment tools are still being developed.
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2.4.3. Risk-of-Bias Results

We assessed study-level risk of bias across 68 comparative/experimental studies by
using our adapted checklist. Distribution of ratings is summarized in Figure 4, with per-
study judgments being provided in Supplementary Table S3.
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Figure 4. Risk-of-bias overview for comparative studies (k = 68). See Table S3 for per-study ratings.

The most frequent concerns were (i) dataset leakage or unclear separation of training/
validation/test data, (ii) the incomplete reporting of class balance or variance estimates,
and (iii) baseline parity (e.g., unequal hyperparameter search or computational budgets).

Sensitivity analyses excluding studies rated High risk of bias and, separately, those
lacking class-balance disclosure yielded qualitatively similar pooled effects and hetero-
geneity, indicating that our main conclusions are robust to plausible RoB assumptions
(see Supplementary Figure S1 for small-study/reporting bias checks). The results are
summarized in Figure 4 and Supplementary Table S3 and inform the sensitivity analyses.

2.5. Recency Bias and Publication Bias Mitigation

Given that 40% of included studies (94/235) were published in 2024–2025, we imple-
mented several strategies to mitigate potential recency bias and publication bias effects on
our findings:

• Recency Bias Mitigation: First, we conducted temporal stratification analyses com-
paring effect sizes among early-period (2020–2022, n = 78), mid-period (2023, n = 63),
and recent-period (2024–2025, n = 94) studies. No systematic temporal bias was de-
tected; mean F1 improvements were +0.09 (early), +0.12 (mid), and +0.13 (recent),
with overlapping confidence intervals indicating stable effect sizes across time periods.
Second, we performed sensitivity analyses excluding all 2024–2025 studies, which
yielded consistent meta-analytic results (pooled F1 improvement = +0.106, I2 = 34%),
confirming that recent publications do not disproportionately influence conclusions.
Third, we verified that recent studies maintained methodological quality equivalent to
earlier works (mean RoB score: 2020–2022 = 4.2 and 2024–2025 = 4.1 on a 6-point scale).

• Publication Bias Assessment: We employed multiple detection methods for publica-
tion bias. Funnel plot inspection for domains with k ≥ 10 studies (phishing detection
and intrusion detection) revealed minimal asymmetry, with Egger’s regression tests
yielding non-significant p-values (p = 0.12 for phishing and p = 0.21 for intrusion
detection), indicating limited small-study effects. We supplemented bibliographic
database searches with gray literature screening (CSET and ENISA portals) and refer-
ence list examination to capture unpublished or non-indexed studies. Additionally,
our inclusion of preprint servers (arXiv) helped mitigate publication delays common
in rapidly evolving technical fields.

• Addressing Novelty Bias: The high proportion of recent studies reflects genuine
technological advancement rather than publication bias—the commercial release of
cybersecurity-focused LLM tools (Azure Copilot for Security 2024, Google Chronicle
AI, etc.) occurred primarily in 2023–2024, necessitating recent empirical evaluation.
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We confirmed this interpretation by documenting that 67% of 2024–2025 studies
evaluate production-deployed systems rather than laboratory prototypes, representing
legitimate scientific progress rather than an artificial publication surge.

These mitigation strategies provide confidence that our synthesis accurately reflects
the current state of evidence without systematic bias toward recent or positive findings.

2.6. Quantitative Meta-Analysis of Experimental Studies

We conducted a comprehensive meta-analysis to quantify the empirical impact of
LLMs in cybersecurity defense. Critical to this analysis is explicit recognition of task-domain
heterogeneity. Phishing detection (primarily text-/email-based classification), intrusion
detection (telemetry and network-flow analysis), malware classification (binary/code-
centric analysis), incident triage (multi-modal event correlation), and vulnerability detection
(code and report analysis) represent fundamentally different data modalities, feature spaces,
and operational requirements. Pooling effect sizes across these domains risks obscuring
task-specific patterns and could lead practitioners to apply findings inappropriately across
contexts. Therefore, our meta-analysis performs explicit stratification by task domain and
reports domain-specific effect sizes with transparent heterogeneity assessment.

2.6.1. Rationale for Task-Domain Stratification

The five task domains differ substantially in the following aspects:

• Data modality: Phishing and malware analyses rely on unstructured text/code;
intrusion detection relies on structured/semi-structured telemetry (e.g., flows and
logs); incident triage combines heterogeneous multi-modal data.

• Temporal characteristics: Phishing exhibits rapid evolution and adversarial mutation;
intrusion detection operates on real-time or near-real-time streams; vulnerability
detection is often batch-oriented.

• Baseline approaches: Phishing detection historically used rule-based filters and repu-
tation lists; intrusion detection relied on statistical anomaly detection and signature
matching; malware analysis combined static signatures with heuristics.

• LLM adaptation strategies: Phishing detection frequently uses few-shot prompting or
fine-tuning on email corpora; intrusion detection uses RAG with network baselines;
vulnerability detection employs chain-of-thought prompting for code reasoning.

These differences are not merely academic: practitioners deploying LLMs for phishing
detection face different scaling challenges, data privacy constraints, and performance
expectations from those deploying LLMs for intrusion detection in industrial control
systems. By reporting combined effect sizes without domain stratification, we would
inadvertently suggest false homogeneity across these distinct operational contexts.

Effect Measures and Synthesis Approach

Effect measures were task-domain-specific absolute ∆F1 = F1(LLM)− F1(baseline)
and percent change in per-alert latency. We applied random-effects meta-analysis
(DerSimonian–Laird) separately for each task domain and quantified heterogeneity within
each domain using I2 and τ2 with 95% confidence intervals. We neither computed a pooled
overall effect size nor combined F1 improvement across task domains, as such aggregation
would violate the homogeneity assumption and produce an operationally meaningless
summary estimate.

Instead, we performed the following:

1. Domain-specific random-effects syntheses (k = number of studies per domain; see
Table 3);
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2. Comparison of effect sizes across domains using between-domain I2 heterogeneity
(not included in any combined estimate);

3. Domain-specific sensitivity analyses excluding high-risk-of-bias studies;
4. Explicit discussion of why task-specific effect sizes differ and what this means for prac-

titioners.

Table 3. Pooled performance uplift of LLM-based methods by task domain with domain-specific
confidence intervals and heterogeneity.

Task Domain k Baseline LLM ∆ I2 (%) Reduction

Phishing detection 18 0.88 0.94 +0.06 22% 36%
(0.86–0.90) (0.92–0.96) (0.04–0.08)

Intrusion detection 16 0.83 0.93 +0.10 28% 39%
(0.80–0.86) (0.90–0.95) (0.07–0.13)

Malware classification 12 0.85 0.92 +0.07 35% 31%
(0.81–0.89) (0.89–0.94) (0.03–0.11)

Incident triage 10 0.77 0.87 +0.10 31% 35%
(0.73–0.81) (0.84–0.90) (0.06–0.14)

Vulnerability detection 14 0.79 0.90 +0.11 41% 36%
(0.75–0.83) (0.87–0.92) (0.07–0.15)

Notes. k = number of studies per domain.

Pre-specified subgroups within each task domain included RAG vs. non-RAG pipelines
and fine-tuned vs. zero-shot approaches. Sensitivity analyses excluded studies with high risk of
bias and those lacking class-balance disclosure or sufficient cross-validation.

Analyses were performed in Python (version 3.11.7) using statsmodels (version
0.14.2) and scipy (version 1.11.4).

2.6.2. Data Extraction and Quality Filters

• From the 235 retained papers, we selected the 68 that reported quantitative evaluation
of LLM performance against at least one non-LLM baseline within a single, well-defined
task domain.

• For studies reporting results across multiple task domains (e.g., a paper evaluating the
same LLM on both phishing and malware detection), results were extracted separately
for each domain and analyzed within the respective domain-specific synthesis.

• Metrics were harmonized to F1 score (macro-averaged where possible) and, where
available, to mean detection latency (milliseconds per alert).

• Studies with fewer than 3-fold cross-validation splits or that lacked test-set class-balance
disclosure were down-weighted with quality coefficient w = 0.6.

2.6.3. Latency Measurement Harmonization and Subgroup Analysis

Latency measurement protocols varied substantially across the reviewed studies,
reflecting diverse operational contexts and infrastructures. To enable meaningful synthesis,
we implemented the harmonization and subgroup analysis procedures reported below.

Measurement Unit Standardization. All latency metrics were normalized to millisec-
onds per alert. For studies reporting throughput (alerts per second), latency was computed
as the reciprocal: Latencyms = (1/Throughputalerts/s)× 1000. For batch processing stud-
ies, per-alert latency was estimated by dividing total batch processing time by batch size.
When batch sizes were not explicitly reported, we excluded those studies from latency
meta-analysis (7 of 68 studies).

Hardware and Infrastructure Diversity. The reviewed studies employed heteroge-
neous hardware configurations: cloud-based API inference (GPT-4 and Claude; n = 22),
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on-premises GPU deployment (A100 and V100; n = 28), and CPU-only systems (n = 11).
We did not normalize latency for hardware differences, as this would introduce speculative
assumptions about computational equivalence. Instead, we conducted subgroup analyses
stratifying by deployment environment.

Subgroup Analysis by Deployment Context. We performed separate meta-analyses for

• Real-time per-alert systems (streaming inference; n = 45) vs. batch processing systems
(offline analysis; n = 16);

• Cloud API-based inference (external API calls; n = 22) vs. self-hosted models (on-premises
or edge deployment; n = 39);

• Studies with explicit hardware reporting (n = 51) vs. studies without hardware details
(n = 10).

Sensitivity Analysis Results. Subgroup analyses (Supplementary Table S2b) revealed
the following:

1. Latency reduction percentages remained consistent across deployment contexts:
35–40% reduction for real-time systems, 37–42% for batch systems, and 33–39% for
cloud API-based inference.

2. Absolute latency values varied substantially: Cloud API inference exhibited mean
latencies of 1200–1800 ms, on-premises GPU deployment achieved 400–700 ms,
and CPU-only systems ranged from 800 to 1400 ms.

3. Studies lacking explicit hardware reporting showed similar reduction percentages
(36%; 95% CI: 31–41%) to studies with full hardware disclosure (38%; 95% CI:
34–42%), indicating that the measurement protocol—rather than hardware trans-
parency—drives the reported latency gains.

Formula Clarification. Latency reduction was consistently computed as

Latency Reduction (%) =
Baseline Latencyms − LLM Latencyms

Baseline Latencyms
× 100%

where baseline refers to the comparison method (e.g., rule-based system and traditional
ML classifier) and LLM refers to the evaluated Large Language Model system.

These harmonization procedures and subgroup analyses ensure that our latency esti-
mates reflect genuine performance improvements attributable to LLM deployment, while
acknowledging the influence of infrastructure and operational context. Latency harmo-
nization procedures and subgroup stratification criteria are documented in Supplementary
Table S2b, Row 7. Summary statistics for deployment-context subgroups are reported
in the main text above, with complete per-study bibliographic details provided in the
reference list.

2.6.4. Statistical Aggregation by Task Domain

Random-effects pooling (DerSimonian–Laird) was conducted separately for each of the
five task domains. Within-domain heterogeneity (I2) ranged from 22% (phishing detection;
k = 18) to 41% (vulnerability detection; k = 14), reflecting variable study methodology and
dataset characteristics. Importantly, between-domain heterogeneity (i.e., the variation in
effect sizes across the five task domains) was pronounced, with effect sizes ranging from
+0.06 (∆F1; phishing detection) to +0.11 (vulnerability detection). This between-domain
variation (not formally quantifiable in a traditional I2 framework but visually apparent in
Table 3) demonstrates that task-specific context substantially influences LLM performance
gains and justifies domain-specific reporting.
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Task-specific effect sizes (∆F1) were computed as LLMF1 − BaselineF1 and aggre-
gated with quality weights. Latency changes were computed as percentage reductions:
(Baseline − LLM)/Baseline × 100%.

Baseline and LLM F1 scores are shown as means with pooled within-domain standard
errors, and 95% CIs were computed via random-effects models. ∆F1 = absolute difference
(LLM – Baseline). I2 = within-domain heterogeneity; values > 30% indicate moderate
heterogeneity warranting domain-specific interpretation. Latency reduction = percentage
decrease in per-alert processing time: (Baseline – LLM)/Baseline. No pooled overall effect
size is reported, as such aggregation across heterogeneous task domains would violate the
homogeneity assumption.

2.6.5. Task-Domain-Specific Interpretation and Recommendations

Phishing Detection (k = 18; ∆F1 = +0.06; 95% CI: 0.04–0.08; I2 = 22%)

Phishing detection exhibits the smallest LLM performance gain among the five task
domains. This modest effect size reflects several factors:

1. Strong baseline performance: Phishing detection historically achieved high accuracy
(0.88 F1 baseline) via rule-based filters, reputation lists, and email feature extraction.
LLMs must overcome an already-high baseline to demonstrate large improvements.

2. Data sparsity: Individual phishing emails are relatively short and contain limited
context compared with network flows (intrusion) or code repositories (vulnerability).
LLMs gain smaller advantages when working with sparse, low-dimensional inputs.

3. Adversarial adaptation: Phishers rapidly evolve email content and spoofing tech-
niques. LLM performance gains measured in a single dataset may not generalize to
future, adversarially adapted phishing campaigns.

Practical implication: Organizations deploying LLMs for phishing detection should
not expect dramatic accuracy improvements over existing systems. The value of LLM
deployment in this domain lies in reduced analyst workload (LLMs automate triage and
categorization) and crosslingual phishing detection (LLMs handle multilingual emails more
gracefully than rule-based systems), rather than absolute accuracy gains.

Intrusion Detection (k = 16; ∆F1 = +0.10; 95% CI: 0.07–0.13; I2 = 28%)

Intrusion detection demonstrates a strong and consistent LLM improvement (+0.10 F1

points). This larger effect reflects the following aspects:

1. High-dimensional telemetry: Network flows and system logs contain rich, multi-
dimensional behavioral signals. LLMs excel at extracting subtle correlations and
anomalies from these high-dimensional data.

2. Contextual reasoning: Traditional intrusion detection systems rely on statistical
anomaly thresholds or signature matching, missing context-dependent attacks (e.g.,
attacks that appear normal in isolation but are suspicious when correlated with other
events). LLMs reason over multi-event sequences and extract contextual meaning.

3. Weaker historical baselines: Intrusion detection baseline systems (0.83 F1) perform
worse than phishing filters, leaving larger room for LLM improvement.

Practical implication: Intrusion detection is a high-priority domain for LLM deployment.
The +0.10 F1 improvement, combined with 39% latency reduction, suggests that LLMs can
substantially enhance real-time threat detection in SOCs and network monitoring systems.
Organizations should prioritize fine-tuned, domain-specific LLM models (e.g., PLLM-CS)
for intrusion detection over general-purpose models.
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Malware Classification (k = 12; ∆F1 = +0.07; 95% CI: 0.03–0.11; I2 = 35%)

Malware classification shows moderate LLM improvements (+0.07 F1 points),
with higher within-domain heterogeneity (I2 = 35%) than phishing or intrusion detection:

1. Modality heterogeneity: Malware studies varied substantially in input modality
(binary code vs. decompiled pseudocode vs. behavioral logs vs. API call sequences).
LLM performance gains depend critically on which modality is selected; gains are
larger for code-based analysis (+0.09 among code-focused studies) than for behavioral-
log analysis (+0.04).

2. Feature engineering variance: Effective malware classification requires careful feature
extraction (e.g., opcode n-grams and API call patterns). The quality and granularity of
extracted features substantially influenced LLM performance in the reviewed studies.

Practical implication: Malware classification is a modality-dependent domain. Organi-
zations should expect larger LLM benefits when classifying malware based on disassem-
bled code or source code (high-dimensional, semantically rich) and smaller benefits when
classifying malware based on behavioral telemetry alone. Practitioners should conduct
domain-specific benchmarking before deployment.

Incident Triage (k = 10; ∆F1 = +0.10; 95% CI: 0.06–0.14; I2 = 31%)

Incident triage (prioritization and categorization of security alerts into severity tiers)
shows strong LLM improvements (+0.10 F1 points, equivalent to intrusion detection).
This reflects the following aspects:

1. Multi-modal reasoning: Incident triage inherently requires reasoning over hetero-
geneous information—alert severity, alert type, affected assets, historical context,
business criticality. LLMs naturally integrate multi-modal inputs.

2. Low-accuracy baselines: Traditional rule-based triage systems often achieve only the
0.77 F1 baseline (due to rigid rules that miss context-dependent severity judgments),
leaving ample room for LLM improvement.

3. Analyst preference: Studies in this domain frequently reported that analysts preferred
LLM-generated triage decisions over baseline system decisions (qualitative preference
metrics), suggesting that LLM improvements may exceed numerical F1 gains when
accounting for analyst trust and adoption.

Practical implication: Incident triage is a high-impact use case for LLM deployment.
Combined with the 35% latency reduction, LLMs can substantially accelerate SOC work-
flows and reduce analyst fatigue. However, this domain also shows the highest importance
of explainability: analysts are more likely to adopt LLM triage systems when LLM reason-
ing is transparent and auditable.

Vulnerability Detection (k = 14; ∆F1 = +0.11; 95% CI: 0.07–0.15; I2 = 41%)

Vulnerability detection demonstrates the largest LLM improvement (+0.11 F1 points),
though also the highest within-domain heterogeneity (I2 = 41%):

1. Code-centric reasoning: Vulnerability detection fundamentally requires semantic
code understanding—at which LLMs (trained on massive code corpora) excel. LLMs
outperform traditional static analysis tools in recognizing complex code patterns and
control-flow anomalies that signal vulnerabilities.

2. High heterogeneity driver: Within-domain heterogeneity reflects substantial varia-
tion in study approaches: some studies fine-tuned LLMs on proprietary vulnerability
corpora (+0.14 improvement); others relied on zero-shot prompting (+0.08 improve-
ment). This variation is informative and should not be suppressed via combined effect
size reporting.
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Practical implication: Vulnerability detection is the strongest use case for LLM de-
ployment. However, effectiveness depends critically on training data quality: fine-tuned
models substantially outperform zero-shot approaches. Organizations should invest in
curating domain-specific vulnerability training corpora before deploying LLMs for vulner-
ability scanning.

2.6.6. Between-Domain Comparison and Insights

Table 3 presents the distribution of effect sizes across the five task domains. Notably,
effect sizes range from +0.06 (phishing) to +0.11 (vulnerability), with non-overlapping or
partially overlapping 95% confidence intervals for several domain pairs. This between-
domain variation is not noise but rather reflects fundamentally different characteristics of
each cybersecurity task.

Key between-domain insights are as follows:

• Data dimensionality matters: Domains with higher-dimensional, more complex in-
puts (intrusion detection, vulnerability detection, and incident triage) show larger
LLM improvements (+0.10–0.11) than domains with lower-dimensional inputs (phish-
ing, +0.06).

• Baseline strength inversely predicts LLM gain: Domains with stronger historical
baselines (phishing, 0.88) show smaller LLM improvements; domains with weaker
baselines (incident triage, 0.77) show larger improvements. This suggests that LLMs
provide the most value where traditional methods struggle.

• Task-specific deployment recommendations: Practitioners should prioritize LLM
deployment in vulnerability detection and intrusion detection (large gains and high
impact) before expanding to phishing detection or malware classification (moderate
gains and lower operational impact).

Reporting bias (task-domain-specific)

We assessed publication bias separately for each task domain using funnel plots and
Egger’s regression (for domains with k ≥ 10). Phishing detection (k = 18): Egger’s test
p = 0.18 (not significant). Intrusion detection (k = 16): Egger’s test p = 0.24 (not significant).
Vulnerability detection (k = 14): Egger’s test p = 0.08 (marginally non-significant, suggesting
possible small-study effects favoring positive findings). Malware and incident triage
(k < 10): Funnel plot inspection did not reveal pronounced asymmetry. Supplementary
Figure S1 provides detailed funnel plots and Egger’s output for each domain.

Certainty of evidence (GRADE; task-domain-specific)

We rated task-domain-level certainty using the GRADE framework, starting at Low
for non-randomized/computational evidence and adjusting for risk of bias, inconsistency,
indirectness, imprecision, and publication bias (Table 4).

Table 4. Certainty of evidence (GRADE) by task domain.

Domain Effect I2 Certainty Key Limitations

Phishing ∆F1 = +0.06 22% Low Small effect; adversarial robustness unknown; dataset homo-
geneity.

Intrusion ∆F1 = +0.10 28% Moderate Moderate heterogeneity; baseline parity concerns in 5 studies;
limited real-world SOC validation.

Malware ∆F1 = +0.07 35% Low Modality-dependent heterogeneity; small sample (k = 12);
precision: imprecision.
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Table 4. Cont.

Domain Effect I2 Certainty Key Limitations

Triage ∆F1 = +0.10 31% Low Lab vs. operational setting gap; missing latency reporting in 4/10
studies.

Vulnerability ∆F1 = +0.11 41% Low High heterogeneity; selective reporting risk; training data vari-
ability.

2.7. Thematic Insights and Synthesis

The analysis of the 235-paper corpus reveals three cross-cutting themes that extend
beyond individual sectoral findings:

Data–Model Convergence. In our corpus, 81% of empirical studies integrate LLMs with
vector-store retrieval. However, only 12% quantify how retrieval design choices affect
latency or detection accuracy, leaving a system-level trade-off largely unexplored.
Explainability vs. Performance. Studies reporting ≥10% uplift in detection F1 scores often
note declines in XAI faithfulness (e.g., SHAP and LIME) of up to 22 percentage points. This
pattern suggests that architectural innovations are needed to reconcile interpretability with
high performance.
Governance and Human Factors. Only six studies in our corpus examine the deployment
of LLMs in real Security Operations Centers (SOCs). All report analyst cognitive overload as
a primary barrier, indicating that future work must address not only algorithmic advances
but also interface-level design and workflow integration.

Ultimately, these findings establish a structured foundation for advancing LLM-driven
cybersecurity research. The taxonomy, gap matrix, and benchmarking framework are
intended to guide subsequent academic inquiry, practical adoption, and policy discussions.

3. Comparative Analysis of LLM Approaches Across Contexts
3.1. Performance and Efficiency Comparison by Application Domain

To address the need for critical evaluation of LLM implementation efficiency across
various contexts, we present a comprehensive comparative analysis synthesized from the
reviewed studies in Table 5.

Table 5. Comparative efficiency of LLM approaches across cybersecurity domains.

Domain Approach F1 Score Latency (ms) Computational Cost Best Context

Phishing
Detection

Fine-tuned BERT 0.94 ± 0.04 460 Medium High-volume email systems
GPT-4 zero-shot 0.89 ± 0.06 1200 High Low-volume, diverse threats
RAG + LLaMA 0.92 ± 0.05 650 Medium–High Real-time with context

Intrusion
Detection

Domain-specific (PLLM-CS) 0.93 ± 0.05 640 Medium Critical infrastructure
General GPT-4 0.87 ± 0.07 1400 High Exploratory analysis
Hybrid (BERT + RAG) 0.91 ± 0.05 720 Medium Enterprise SOC

Malware
Classification

Fine-tuned CodeBERT 0.92 ± 0.05 370 Low–Medium Automated triage
GPT-4 with CoT 0.88 ± 0.06 1600 High Complex analysis
LLaMA-SecBERT 0.90 ± 0.05 480 Medium Resource-constrained

Vulnerability
Detection

Specialized (SecureFalcon) 0.90 ± 0.05 590 Medium Code repositories
General LLM 0.82 ± 0.08 1100 High Exploratory scanning
RAG-enhanced 0.89 ± 0.05 710 Medium–High Contextual assessment

Incident
Response

Fine-tuned T5 0.87 ± 0.06 900 Medium Automated reporting
GPT-4 0.85 ± 0.07 1800 High Strategic planning
Multi-agent LLM 0.88 ± 0.06 1050 High Complex coordination
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3.2. Context-Specific Recommendations

Based on empirical evidence from 235 reviewed studies, we provide the following
situation-specific guidance:

High-Volume, Real-Time Scenarios (e.g., Enterprise SOC):

• Recommended Approach: Fine-tuned domain-specific models (BERT variants, special-
ized LLaMA).

• Rationale: Studies demonstrate 35–39% latency reduction compared with general-
purpose models while maintaining F1 scores above 0.90. The computational overhead
is justified by processing volumes exceeding 50,000 events per second.

• Training Requirements: Minimum 100,000 labeled security events; optimal performance
achieved with 500,000+ domain-specific samples.

Low-Volume, High-Complexity Scenarios (e.g., APT Investigation):

• Recommended Approach: General-purpose LLMs (GPT-4, Claude 2) with chain-of-
thought prompting.

• Rationale: Superior reasoning capabilities outweigh higher latency (1200–1800 ms)
when processing fewer than 1000 alerts daily. Zero-shot capabilities reduce train-
ing overhead.

• Cost Consideration: Higher API costs (0.03–0.06 USD per 1K tokens) acceptable given
the low volume.

Resource-Constrained Environments (e.g., SME and Edge Devices):

• Recommended Approach: Lightweight fine-tuned models (DistilBERT and compact
LLaMA variants).

• Rationale: 60–70% reduction in computational requirements while maintaining F1
scores within 5% of full models; deployment feasible on standard CPU infrastructure.

• Training Requirements: 25,000–50,000 samples sufficient for acceptable performance.

Critical Infrastructure with Strict Latency Requirements:

• Recommended Approach: Hybrid architectures combining fast rule-based filtering with
selective LLM analysis.

• Rationale: Achievement of sub-200 ms response for 90% of events while leveraging
LLM reasoning for ambiguous cases (10%). Overall F1 improvement of 12–15% over
purely rule-based systems.

• Implementation: Initial rule filter reduces candidate set by 85%; LLM processes remain-
ing 15% within acceptable latency budget.

3.3. Open-Source Datasets for Cybersecurity Evaluation

Reproducible evaluation of LLM-based cybersecurity systems requires standardized,
well-documented corpora spanning network traffic, system logs, IoT telemetry, and threat
intelligence text. Table 6 compares widely used open datasets across five dimensions (scale,
label granularity, modality, licensing, and typical use), and the figure references in prior
sections should map to these identifiers when reporting results.

Cybersecurity datasets provide labeled attacks for ML training and corpora for LLM
prompt engineering, fine-tuning, and Retrieval-Augmented Generation. Preprocessing
tokenizes network flows and logs for transformers; session-level labels enable contrastive
learning and zero-shot classification. For RAG, metadata including time-stamps and
protocol fields guide retrieval to ensure relevant events are included when generating
alerts or remediation recommendations. The following datasets were referenced in the
studies reviewed:
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• CICIDS2017 [25]—Network intrusion dataset with 2.5 M labeled records across
14 attack categories. Widely used for fine-tuning LLM classifiers and adversarial
prompt crafting.

• DEFCON CTF 2019 [26]—Real-world capture-the-flag logs containing 150 K security
events with ground-truth attack narratives, facilitating few-shot learning and chain-of-
thought prompting.

• MAWILab [27]—MAWI traffic traces with 1.0 M annotated packets for network-level
threat detection, supporting token-level anomaly detection via masked language
modeling.

• DARPA 1998/1999 [28]—Standardized intrusion detection corpus with 400 K sessions
across seven attack scenarios, benchmarking LLM performance and evaluating transfer
learning across temporal threat patterns.

Table 6. Comparative analysis of widely used open cybersecurity datasets for LLM/RAG and
ML baselines.

Dataset Records Labels Modality Typical Use/Notes

CICIDS2017 ∼2.5 M Session-level NetFlows/PCAP IDS baselines; prompt templates for few-shot LLMs; robust multi-
attack coverage.

CSE-CIC-IDS2018 ∼3 M Flow/session NetFlows/PCAP Updated traffic mixes; complements CICIDS2017 for temporal robustness.
UNSW-NB15 ∼2.5 M Flow-level NetFlows Balanced modern attack families; efficient for ablation studies.
TON_IoT ∼22 M Event/alert IoT/IIoT logs, NetFlows Cross-domain IoT telemetry for RAG retrieval demonstrations.
MAWILab ∼1.0 M Packet-level PCAP Fine-grained anomaly labels; useful for token-level anomaly modeling.
DEFCON CTF (2019) ∼150 K Event-level CTF logs Narrative-rich events enable few-shot/CoT prompts for LLMs.
DARPA 98/99 ∼400 K Session-level NetFlows Historic standard; good for transfer learning stress tests.
OpenPhish/PhishTank 105–106 URLs Binary URL/HTML Phishing URL/content classification; CTI extraction for RAG.
APTnotes/MISP exports 104–106 IOCs IOC/TTP Threat-intel text Text-rich CTI for RAG, entity linking, and IOC extraction.

Selection Guidelines and Preprocessing:

• Task fit: Prefer packet/flow corpora (MAWILab, UNSW–NB15, etc.) for token-level
anomaly detection; prefer event/narrative corpora (DEFCON, CTI text, etc.) for
few-shot prompting and RAG.

• Temporal splits: Enforce time-based train/val/test splits to avoid leakage; harmonize
class imbalance via stratified sampling or cost-sensitive loss.

• RAG metadata: Retain time-stamps, protocol fields, and asset tags to enable high-
recall retrieval windows for incident triage.

• Licensing/ethics: Verify dataset licenses and sanitize PII; report license in the Methods
subsection and attach data cards in Supplementary Materials.

4. Big Data Systems
4.1. Overview and Definitions of Big Data Systems

Big Data systems comprise distributed architectures, processing frameworks, and ana-
lytical services engineered to manage datasets whose scale, heterogeneity, and rate exceed
the capabilities of conventional databases. The canonical “5Vs”—Volume, Velocity, Variety,
Veracity, and Value—summarize the multi-dimensional challenges that motivate these sys-
tems: petabyte-scale storage and elastic processing for Volume [29–32]; high-throughput
ingestion and stream analytics for Velocity [30,33]; support for structured, semi-structured,
and unstructured data sources (e.g., sensors, logs, text, and multimedia) for Variety [34,35];
data-quality management to handle uncertainty and inconsistency for Veracity [36,37]; and
analytic pipelines that transform raw data into actionable Value for enterprises and the
public sector [30–32].

4.2. Core Architecture and Functional Layers

Modern Big Data stacks implement layered architectures spanning ingestion, storage,
processing, and analytics. High-throughput ingestion services such as Apache Kafka and
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Flume transport continuous streams from IoT devices, applications, and platforms into
the backbone [33,38]. Elastic storage via Hadoop Distributed File System (HDFS) and
cloud object stores like Amazon S3 and Azure Blob Storage provide the foundation [39,40].
Distributed processing frameworks such as Apache Hadoop and Spark execute batch
and streaming workloads, with Spark’s in-memory execution substantially outperforming
classic MapReduce [39,40].

Analytical services apply statistical methods and machine learning to produce con-
sumable insights and dashboards critical to mission domains requiring timeliness, such as
command and control operations [41,42]. Unlike relational databases constrained by rigid
schemas and vertical scaling, NoSQL and Hadoop ecosystems provide schema-flexible,
horizontally scalable foundations suited for semi-structured and unstructured data [42,43].
Cloud-native deployment contributes elasticity and managed services that reduce opera-
tional overhead, further supporting dynamic cybersecurity environments [39,40].

4.3. Big Data as an Enabler of LLMs and Cybersecurity

Big Data infrastructures are foundational to training and serving advanced LLMs:
large-scale corpora, distributed storage, and high-throughput compute are prerequisites
for pre-training and continual adaptation (e.g., GPT- and BERT-family models) [30,31,39].
The same platforms underpin security analytics by fusing telemetry, behavioral indica-
tors, and multi-source intelligence for real-time detection and response [33,41]. This co-
evolution—from static relational stores to cloud-native, streaming Big Data platforms
tightly coupled with AI—has transformed data systems from passive repositories into in-
telligent, resilient decision engines for both enterprise analytics and cyberdefense. Figure 5
summarizes this progression and the convergence of Big Data with AI and LLMs [32,39].

Traditional
RDBMS

NoSQL
Databases

Distributed Systems
(e.g., Hadoop)

Stream Processing
(e.g., Spark, Flink)

Big Data +
AI/LLM Era

Increasing Scalability & Unstructured Data Support

Figure 5. Evolution of data systems from RDBMS to Big Data with AI and LLMs.

4.4. Importance of Big Data in Cybersecurity

Escalating cyber threat sophistication demands fundamental defensive strategy
changes. Big Data technologies are indispensable, enabling advanced threat intelligence,
anomaly detection, and accelerated incident response through large-scale data processing
with contextual analysis [44,45].

Big Data’s central advantage lies in processing vast, heterogeneous security datasets
including logs, network telemetry, authentication records, and external intelligence from
social media and dark web sources [46]. Distributed frameworks efficiently handle petabyte-
scale volumes from structured and unstructured sources, supporting holistic security visu-
alization across hybrid on-premises and cloud environments [47–49]. Behavioral analytics
leveraging Big Data establish user and entity activity baselines for anomaly detection,
insider-threat identification, and account compromise analysis [50,51]. Integration of threat
intelligence feeds with scalable pipelines provides richer situational awareness by combin-
ing open-source and proprietary repositories [52]. Figure 6 illustrates a typical cybersecurity
pipeline integrating Big Data ingestion, preprocessing, and real-time analytics with AI
inference for automated detection and analyst support.

Practical deployment demonstrates Big Data’s value in intrusion detection and pre-
vention systems (IDPSs) and Security Information and Event Management (SIEM). Modern
IDPSs pair machine learning with anomaly detection to identify zero-day exploits and
advanced persistent threats in high-throughput environments [50,53]. SIEM platforms
leveraging the ELK stack process large event volumes and apply automated threat scoring
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for incident triage [54]. Additionally, Stream-processing technologies such as Apache
Kafka, Flink, and Spark Streaming provide low-latency security log analysis enabling near-
instantaneous threat responses [55]. Kafka serves as a messaging backbone for ingestion
while Flink supports sub-second complex event processing, with systems like SwiftFrame
achieving latencies as low as 0.13 s [56].

Network Traffic

System & Access Logs

Endpoint Events

IoT Telemetry

Cloud Activity Events

Data Preprocessing & Normalization

Security Data Sources

Big Data Analytics & Storage
(Apache Spark, Flink, Kafka)

LLM / AI Inference EngineThreat Intel Feedback

Auto-Generated Threat Reports

Anomaly Detection & Alerting SOC Analyst Dashboard

Figure 6. Cybersecurity analytic pipeline with Big Data and AI integration.

Big Data architectures increasingly converge with Large Language Models. Big Data
pipelines serve as essential input streams for LLM training and fine-tuning by curating
corpora from security logs, incident reports, and forensic narratives [57]. Continuous threat
data ingestion enables LLMs to support automated summarization, triage, and advisory
functions in security operations [46,58–60]. Combined with streaming AI engines, these
models improve alert interpretability and deliver contextualized, human-readable recom-
mendations. In summary, Big Data underpin modern cybersecurity by enabling scalable
analysis, anomaly detection, and LLM-driven intelligence conversion of raw telemetry into
actionable organizational defense.

4.5. Challenges and Opportunities of Big Data Integration

Big Data integration has transformed cybersecurity monitoring, interpretation, and risk
mitigation. Real-time analytics powered by machine learning enable predictive insights
and automated responses, with Large Language Models providing contextual reasoning
and automated triage. However, integration faces significant technical and organizational
barriers that must be resolved to realize full potential.

Data quality across heterogeneous, unstructured sources represents a primary chal-
lenge. Cybersecurity datasets contain false alerts, redundant entries, and deliberate noise
obscuring genuine threats, while adversarial data manipulation further complicates prepro-
cessing. Robust filtering and context-aware normalization significantly improve detection
accuracy to 93.65% in network monitoring scenarios [61]. Equally critical is threat in-
telligence timeliness: outdated datasets shift systems from proactive defense to reactive
response, reducing operational effectiveness [62].

High-velocity data streams exceed traditional batch processing capacity. Stream-
processing frameworks such as Apache Kafka and Apache Flink provide low-latency
analytic pipelines, though real-time responsiveness demands significant technical expertise
and continuous monitoring [63]. Figure 7 illustrates that operational deadlines are criti-
cal—analytic pipelines failing to meet temporal requirements diminish practical security
value. Real-time output interpretation additionally strains human analysts.

Interoperability complications arise from security data silos across organizational units,
platforms, and vendors with inconsistent schemas that limit cross-domain visibility and
restrict threat intelligence integration [64]. While LLMs extract patterns from fragmented
inputs, success depends on prior harmonization through syntactic standardization and
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ontology-based normalization. Distributed data lakes and cross-platform standardization
frameworks offer solutions, though adoption remains inconsistent [65–67].

Computational scalability at the petabyte scale requires cloud-native architectures with
elastic resource management and fault-tolerant design. Apache Spark provides horizontally
scalable solutions, yet friction persists across ingestion, filtering, and analytics—particularly
during large-scale incidents with sudden data surges [68,69]. Figure 8 illustrates how
LLM integration introduces both bottlenecks and optimization opportunities within the
operational stack.

Large Language Models (LLMs)

Data Quality Issues

Latency Constraints

Interoperability
Limitations

Data Privacy &
Security Threats

LLM Bias &
Hallucination

Privacy & Compliance

Rich Threat Intelligence

AI Integration

Contextual Detection

Challenges Opportunities

Legend: Positive contribution — Emerging risks

Figure 7. Challenges vs. opportunities matrix with LLMs positioned as supporting technology.
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Figure 8. Integration stack with friction points and LLM opportunities.

Conversely, Big Data integration creates substantial opportunities. Aggregated secu-
rity data enable cross-boundary visibility and predictive analytics that detect anomalies
earlier, shortening attacker dwell time [70,71]. LLMs contextualize threats and generate au-
tomated, human-readable reports aligned with organizational risk requirements, improving
both detection precision and incident-response efficiency [62].

Big Data integration into cybersecurity faces challenges of data quality, interoperabil-
ity, latency, and scalability but offers opportunities for predictive defense and automated
intelligence. When coupled with domain-specific LLMs, these systems deliver more accu-
rate alerts, contextual mitigation advice, and streamlined analyst workflows. Addressing
explainability, adversarial manipulation, and compliance risks is essential to realizing full
potential in secure, adaptive cyberdefense.
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4.6. Big Data Infrastructure for Language Models

Scaling Large Language Models for cybersecurity requires Big Data infrastructures
providing computational, storage, and orchestration capabilities across the entire model
lifecycle—from preprocessing and distributed training to deployment and governance.

Distributed training across GPU and TPU clusters forms the infrastructure corner-
stone. Modern LLMs require highly parallelized environments coordinating thousands
of accelerators with careful scheduling and high-speed interconnects to overcome bottle-
necks [72]. Recent systems such as FusionLLM and Holmes demonstrate hardware-aware,
decentralized training strategies improving scalability and fault tolerance in heterogeneous
networks [73,74]. Figure 9 illustrates the end-to-end cybersecurity LLM training pipeline
spanning raw data ingestion, distributed optimization, and feedback-driven re-training.

Raw Cybersecurity Datasets

Preprocessing (Spark Clusters)

Data Lake / S3

Distributed Training (GPU/TPU Clusters)

Model Output Deployment & Inference

Deployment Logs

Retraining Feedback

Figure 9. Infrastructure for LLM training on Big Data in cybersecurity.

Storage systems such as Amazon S3 and Google Cloud Storage, enhanced with Delta
Lake for ACID compliance and batch-streaming integration, enable parallel access to
unstructured corpora, including vulnerability reports, malware telemetry, and incident
logs [75]. Apache Spark dominates large-scale preprocessing, offering distributed in-
memory processing that outperforms traditional tools for cybersecurity record filtering,
deduplication, and tokenization [76]. Low-communication optimization strategies such as
DiLoCo mitigate bandwidth constraints by reducing network overhead while preserving
convergence quality [77], supporting the efficient training workflows depicted in Figure 9.

Real-time inference deployment requires serving frameworks and orchestration layers,
ensuring elasticity, load balancing, and latency minimization. Retrieval-Augmented Gener-
ation integrates vector databases with LLMs to provide context-aware outputs, enabling
streaming log analysis and domain-specific intelligence retrieval that enhance detection
accuracy and compensate for static pre-training limitations [78]. Figure 10 depicts this
architecture, where vectorized security data enrich LLM inference to support automated
alerts and response actions.

Governance and compliance constitute critical dimensions. Cybersecurity-oriented
LLMs trained on sensitive datasets require privacy-preserving aggregation frameworks
and secure lifecycle management. CRWDi and Delta Lake extensions provide mechanisms
for metadata governance and secure access controls, enabling domain-specific models to
leverage sensitive data responsibly while meeting regulatory requirements [75,79].

Big Data infrastructures form the deployment backbone, enabling scalable training, effi-
cient preprocessing, low-latency RAG-enhanced inference, and compliant data governance.
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For cybersecurity, this integration ensures that LLMs operate reliably in mission-critical
environments where accuracy, timeliness, and trustworthiness are paramount.

Streaming Security Logs RAG Pipeline

Vector Database

LLM Inference Decision-Making(Alert / Response)

Real-time input stream

Knowledge retrieval

Figure 10. Real-time deployment of LLMs on Big Data pipelines using RAG.

4.7. Case Examples of Big Data Systems Leveraged by Cybersecurity

Big Data platforms combining large-scale analytics, threat intelligence, and artifi-
cial intelligence address complex attack surfaces while enhancing detection, response,
and serving as foundational infrastructures for machine learning and Large Language
Model deployment.

Google Chronicle Security Analytics exemplifies this convergence by leveraging
Google BigQuery’s petabyte-scale data lake. Columnar storage and native parsers en-
able near real-time telemetry normalization, executing threat hunting queries in seconds,
which previously required hours [80]. SIEM platforms, including IBM QRadar and Splunk,
have evolved into Big Data-driven ecosystems: QRadar incorporates distributed event
processing for cross-source anomaly correlation, while Splunk analyzes structured and
unstructured machine data at a petabyte scale.

Cloud-native SIEM systems extend these capabilities further. Azure Sentinel inte-
grates with Azure Data Lake Storage and elastic computational resources for scalable,
cost-efficient analytics, incorporating machine learning modules and threat intelligence for
proactive detection and false positive reduction. Azure Sentinel’s integration with Azure
OpenAI and Copilot exemplifies LLM plugin enhancement of analyst workflows through
natural language querying and automated advisory features [81–85]. Table 7 provides a
comparative platform overview, while Figure 11 shows Sentinel’s Collect–Detect–Respond
pipeline with ingestion, SIEM, outputs, and an LLM copilot (RAG).

Table 7. Comparison of major SIEM platforms and their Big Data/LLM integration features.

Platform Data Ingestion Processing Engine Storage Backend AI/LLM Support

Google Chronicle High-speed ingestion with native
parsers and connectors

Cloud-native engine optimized
for telemetry analytics

Google Cloud Storage
(BigQuery)

Vertex AI; Chronicle AI for
anomaly detection

IBM QRadar Logs and flows via modular col-
lectors

Rule-based correlation and
anomaly detection

Local or ElasticSearch-
based storage

Watson NLP for enrich-
ment and analysis

Splunk Universal forwarders, syslog,
and REST APIs

Search Processing Language
(SPL) for real-time queries

Indexers with flat files
and metadata layer

Deep Learning Toolkit; op-
tional GPT/LLM connec-
tors

Azure Sentinel
Connector-based ingestion
through Azure Monitor and
third-party feeds

Kusto Query Language (KQL)
for scalable analytics

Azure Log Analytics
Workspace

Azure OpenAI integration;
Copilot Security Assistant

Open-source Big Data frameworks demonstrate real-time defense capabilities. Apache
Kafka and Apache Spark Streaming enable sub-second high-volume log processing, reduc-
ing attack dwell time through near-instantaneous anomaly detection [68]. Domain-specific
LLMs show promise: DARPA’s PLLM-CS demonstrates superior detection performance on
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UNSW_NB15 and TON_IoT benchmarks compared with traditional ML models, under-
scoring specialized LLM potential in proactive defense [86].

Sources
Firewall, Endpoint, SaaS

Ingestion
Azure Monitor

SIEM
Microsoft Sentinel

Outputs
Dashboards, ITSM

Collect Detect Respond

Cold Storage
ADLS / Blob

LLM Copilot
Natural-Language Search

Vector Index
Embeddings

Knowledge Base
Runbooks / ATT&CK

Automations
Playbooks / SOAR

Analyst Review

Figure 11. SOC architecture: Collect–Detect–Respond with cold storage and an LLM copilot (RAG).

Open-source ecosystems provide additional evidence. Apache Metron integrates
distributed processing and machine learning for scalable threat detection across organi-
zational sizes, while SecBench on Hugging Face and Google BigQuery Security Datasets
provide high-quality cybersecurity training corpora accelerating AI model development
and reproducible benchmarking [87].

Big Data systems have become central to modern cybersecurity operations. Platforms
such as Chronicle, QRadar, Splunk, and Sentinel illustrate industry evolution toward
AI-driven defense through scalable ingestion, distributed analytics, and LLM-enhanced
intelligence. Complementary open-source projects and research prototypes highlight
opportunities for specialized, domain-specific LLMs to transform security analytics into
adaptive, proactive systems.

4.8. Synergy of Big Data, LLMs, and Cybersecurity

Big Data analytics and Large Language Models converge to create a transformative
paradigm for threat detection and adaptive defense. Big Data platforms process vast
volumes of structured and unstructured data, while LLMs contribute natural language
processing capabilities enabling contextual analysis of logs, code repositories, and threat
intelligence reports [88]. This integration enables security teams to transition from static,
signature-based defenses toward dynamic, predictive frameworks.

Real-time adversarial activity detection exemplifies this synergy’s impact. Big Data
platforms such as Apache Spark, Flink, and GraphX efficiently handle streaming telemetry,
while LLMs transform heterogeneous data streams into actionable insights supporting
anomaly detection, phishing analysis, and malware evaluation at scales unattainable by
traditional systems [6,89,90]. Beyond detection, LLMs accelerate incident response by
generating summaries, recommending remediation tactics, and preparing stakeholder
communications that expedite recovery cycles [90].

LLMs further strengthen organizational defenses through cybersecurity training and
awareness initiatives. Security teams deploy LLM-based phishing simulations, adaptive
training modules, and natural language tutoring systems, while LLMs extract indicators
of compromise and tactics, techniques, and procedures from threat intelligence feeds to
bolster situational awareness [6].

Critical challenges persist despite these advantages. LLMs’ computational demands
raise efficiency and sustainability concerns, while their dual-use potential introduces ethical
dilemmas and adversarial misuse risks [91,92]. Fine-tuning methods, domain-specific pre-
training, and robust adversarial defenses mitigate risks including data poisoning, backdoor
exploitation, and privacy leakage [93–96].
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Benchmarking studies identify promising deployment directions. Theodorakopou-
los et al. propose evaluation frameworks for distributed Big Data systems under cy-
ber threat workloads, optimizing LLM-assisted pipelines for scalability, latency, and re-
silience [97,98]. Efficient query mechanisms such as range-mode operations integrated with
LLM pipelines enhance frequency anomaly detection across streaming and batch data [99],
advancing toward architectures achieving both accuracy and operational efficiency.

Based on empirical insights, we formalize a reference architecture that operational-
izes the performance goals within an LLM-centric Big Data environment. In practice,
the security stack integrates (i) data ingestion and lakehouse storage with distributed
processing; (ii) a reasoning layer built on embeddings, high-recall retrieval, and RAG for
contextual grounding; (iii) application modules for anomaly detection, incident response,
APT hunting, and threat intelligence enrichment; and (iv) a governance loop that enforces
policy/guardrails, records rationales, and supports human-in-the-loop review with peri-
odic model updates. This multi-layered design enables predictive defenses against zero-day
exploits and APTs while improving explainability, auditability, and operational efficiency:

• Infrastructure: Ingestion, lakehouse/storage, and distributed computing.
• Reasoning stack: Embeddings, retrievers, RAG, and tool use/agents.
• Applications: Anomaly detection, incident response, APT hunting, and TI enrichment.
• Governance: Policy/guardrails, human-in-the-loop, logging, and re-training/monitoring.

5. Cybersecurity in the Era of LLMs
The cybersecurity domain has evolved beyond static definitions and catalogues of

common threats. While classical taxonomies emphasize confidentiality, integrity, and avail-
ability, the current research frontier lies in how emerging technologies—particularly Large
Language Models (LLMs)—reshape the nature of both threats and defenses. Rather than
reiterating generic definitions, this section emphasizes the novel intersections where LLMs
alter the attack surface and simultaneously enable new protective mechanisms.

5.1. Reframing the Scope of Cybersecurity with LLMs

LLMs convert unstructured security data (e.g., logs, phishing emails, and vulner-
ability reports) into contextual signals for automated or semi-automated defense. Un-
like rule-based systems, they adapt to evolving attacks, enabling predictive analysis and
near-real-time triage. They expand cybersecurity to include adaptive reasoning, natural
language forensics, and proactive adversary simulation. Figure 12 shows a layered archi-
tecture where LLMs bridge large-scale data ingestion and high-level defense strategy. They
augment—rather than replace—human analysts by accelerating intelligence workflows.

Cybersecurity Intelligence
Threat Detection, Automation, Strategic Policy

LLM-Driven Analysis
Natural Language Processing, Threat Reasoning, Risk Prioritization

Big Data Foundation
Logs, Alerts, Network Traffic, Behavioral Events

Raw Security Data Sources

Decision Support & Automation

Figure 12. Cybersecurity architecture with LLMs as intelligence intermediaries.



Information 2025, 16, 957 30 of 72

5.2. Emerging Threat Vectors in an LLM-Augmented Landscape

LLMs raise defensive capability (anomaly detection, phishing triage, and vuln scanning)
while simultaneously empowering attackers—creating a pronounced dual-use problem:

• AI-enhanced phishing: Multilingual, context-aware messages tailored based on public
and leaked data, evading content and reputation filters.

• LLM-assisted ransomware: RaaS operations use AI for victim profiling, negotiation
scripts, and adaptive/polymorphic payload delivery.

• Data exfiltration and misuse: Automated mining and summarization of leaked
datasets (entity linking and PII extraction) accelerate fraud and extortion.

Effective defense pairs LLM-enabled detection with guardrails against model abuse—
prompt/input filtering, tool-use permissions and sandboxing, provenance checks, explain-
ability audits, and human-in-the-loop controls—reinforced by continuous red-teaming.
Table 8 summarizes 2025 AI-influenced threats. Ransomware and phishing dominate losses,
while AI-powered variants grow the fastest in finance, healthcare, and government.

Table 8. Projected major cybersecurity threats in 2025 with AI influence.

Threat Type Prevalence (%) Average Cost (USD) Primary Target

Ransomware 72.7 4,200,000 Healthcare
Phishing (AI-enhanced) 68.5 1,500,000 Financial services
AI-powered attacks 45.3 3,800,000 Technology
Cloud vulnerabilities 39.8 2,700,000 Retail
IoT exploits 33.2 1,900,000 Manufacturing

Figure 13 shows a hierarchy with advanced AI attacks (including LLM exploits) at
the top, ransomware/phishing in the mid-layer, and IoT/cloud at the base, underscoring
LLM-centered risks and the need for adaptive defenses.

AI-Powered Attacks

LLM-based Deception & Targeting

Ransomware

Encryption & Data Extortion

Phishing & Human Error

Social Engineering

Techniques

Tier 3 – Pervasive Threats

Tier 1

Tier 2

Tier 3

Cloud
Vulnerabilities

IoT
Exploits

Software
Flaws

Insider
Threats

Human–AI Defense Layer
Detection & Awareness,

Real-time Monitoring, AI Policy Integration

Figure 13. Pyramid of major cybersecurity threats in 2025 with LLM-augmented vectors.
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5.3. LLM-Driven Cybercrime and Emerging Trends

The rise of Large Language Models (LLMs) has introduced a dual-use dilemma in
the cybercrime landscape: while these systems strengthen cyberdefense, they also create
novel opportunities for malicious exploitation. Unlike traditional cybercrime taxonomies,
which focus on generic categories such as fraud, identity theft, or ransomware, the present
challenge lies in understanding how LLMs enable, automate, and amplify such activities.

Recent studies document the proliferation of underground platforms known as Mallas,
which weaponize LLMs for malicious services. These platforms exploit prompt-injection
techniques and jailbroken APIs to generate attack payloads, phishing kits, and disin-
formation campaigns, significantly lowering the barrier to entry for novice cybercrimi-
nals [100,101]. At the same time, professional actors integrate LLMs into ransomware-as-a-
service ecosystems, enhancing both scalability and sophistication of operations.

LLMs also reshape cyber threat intelligence (CTI) practices. While defenders use
LLMs to extract high-precision insights from cybercrime forums [102], attackers exploit
the same tools for automated reconnaissance and sensitive data mining. This duality
illustrates the necessity for continuous oversight, red-teaming, and ethical safeguards in
model deployment.

Key LLM-enabled attack vectors include the following:

• Synthetic Misinformation and Influence Operations: The automated generation
of fake news, deepfake narratives, and tailored propaganda campaigns threatens
democratic processes and public trust [103].

• Model Exploitation via Backdoor Attacks: Adversaries manipulate in-context learn-
ing behaviors without altering model structure, undermining system integrity and
reliability [104–108].

• AI-Enhanced Phishing and Social Engineering: Convincing spear-phishing and
chatbot-driven social engineering campaigns leverage LLMs’ ability to mimic human
communication, evading conventional detection systems [109–114].

• Resource Exploitation: The extensive computational and energy demands of LLMs
create new attack surfaces, such as resource hijacking and model denial of service
(MDoS), requiring research into more efficient architectures [94–96,115].

5.4. Impact of AI-Driven Cybercrime Techniques Utilizing LLMs

Large Language Models enable cybercriminals to develop increasingly sophisticated
attacks, creating dual-use dilemmas with significant technological, ethical, and legal im-
plications. Cybercriminals leverage LLMs to create discreet phishing attacks, automate
malware generation, and execute advanced assault sequences that evade detection systems,
fundamentally accelerating threat sophistication [116–118].

LLM-enhanced phishing represents the most pressing emerging threat vector. Ad-
versaries utilize advanced natural language generation to craft contextually appropriate
messages evading Gmail Spam Filter and Proofpoint, while tools like PhishOracle insert
malicious content into authentic-looking site templates that overcome automated and
human-based security inspections [116,117]. LLMs’ multilingual capabilities expand attack
reach across language barriers, with documented disparities in fraud detection between
English and Chinese models demonstrating variable defensive effectiveness [119]. Table 9
synthesizes emerging AI-driven cybercrime techniques where LLMs play transformative,
potentially malicious roles.

Automated malware generation through LLMs extends beyond code creation to
vulnerability identification. Prompt engineering enables adversaries to generate harmful
code variations circumventing existing defenses, while tools like DefectHunter—originally
designed for authorized security assessments—can be manipulated to identify exploitable
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software vulnerabilities [118,120]. This convergence of offensive and defensive capabilities
exemplifies the dual-use risks inherent to advanced language models.

Autonomous cyber operations orchestrated by LLMs represent an emerging malig-
nancy requiring urgent attention. The AgentHarm benchmark demonstrates that automatic
agents with jailbreak capabilities execute sustained malicious activities through coordi-
nated cyber attacks spanning data exfiltration, social engineering, and fraud [121]. These
autonomous agents operate with minimal human supervision, employing adaptive tech-
niques that render rule-based and signature-based defenses ineffective.

Current defense systems experience degraded accuracy against LLM-generated ad-
versarial attacks. Models exploit machine learning defense vulnerabilities by generating
phishing emails targeting specific detection weaknesses, while the Fraud-R1 benchmark
empirically demonstrates that LLMs generate plausible multi-step fraud scenarios com-
bining psychological deception with emotional persuasion [116,117,119]. These techniques
render human and automated detection capabilities less effective.

Table 9. AI-driven cybercrime techniques utilizing LLMs.

Technique LLM-Driven Description Potential Cybercrime Applications

Phishing email generation
LLMs can craft highly personalized and context-
aware phishing emails by mimicking human com-
munication patterns.

Targeted phishing; spear-phishing; business
email compromise.

Malware code generation
LLMs trained on code repositories may be ex-
ploited to produce polymorphic or obfuscated mali-
cious code.

Creation of novel malware; dynamic payload
generation.

Social engineering via chat-
bots

LLM-powered chatbots can impersonate trusted in-
dividuals in real-time conversations.

Social engineering; credential harvesting; in-
sider deception.

Fake content creation LLMs can generate realistic but entirely fake articles,
reviews, or documentation.

Disinformation campaigns; fraud; deepfake
narratives.

Automated scam campaigns Attackers can use LLMs to write persuasive scam
messages across multiple languages and platforms. Financial fraud; mass-scale scamming.

Reconnaissance automation LLMs can analyze public data and generate tailored
reconnaissance reports on targets.

Pre-attack intelligence gathering; vulnerabil-
ity mapping.

LLM-driven cybercrime has established a new fundamental security threat land-
scape. Cybercriminals now execute repeatable, automated, personalized attacks sur-
passing traditional techniques, necessitating proportional cybersecurity and policy re-
sponses [118,119,121]. Integrating governance mechanisms with technical developments is
essential to navigating emerging AI security and ethical complexities. Table 10 illustrates
legitimate defensive applications—fraud detection, training systems, and vulnerability
prediction—anchoring the dual-use discourse and establishing the foundation for ethical
implications and protective methodologies.

Table 10. Novel applications of LLMs in cybersecurity.

Application Description Impact

Scam detection
LLMs can identify scams, including phish-
ing and fraud, by analyzing language pat-
terns [122].

Enhances the ability to detect and prevent
financial losses from scams.

Incident-response plan-
ning

LLMs assist in drafting incident-response
plans and identifying documentation
gaps [123].

Streamlines the incident-response process,
improving organizational readiness.
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Table 10. Cont.

Application Description Impact

Vulnerability predic-
tion

LLMs are used to predict vulnerabilities and
automate penetration testing [124].

Increases the efficiency of vulnerability
management and threat detection.

Cybersecurity training
scenarios

LLMs generate complex cybersecurity exer-
cise scenarios for training [4].

Enhances training effectiveness by simulat-
ing diverse cyber threats.

Legal and ethical frame-
works

LLMs help analyze legal implications and eth-
ical concerns in cybersecurity [125].

Supports the development of compliant and
ethical AI applications in cybersecurity.

6. Cyberdefense
Digital infrastructure protection has become essential to national security, organi-

zational stability, and data integrity. Governments and enterprises face escalating cyber
threats—advanced persistent threats, zero-day exploits, and ransomware—requiring adap-
tive defense systems beyond traditional approaches. Modern security practices cannot
address current attack volume, frequency, and complexity, necessitating intelligent, proac-
tive, data-driven defenses aligned with digital infrastructure growth.

Large Language Models combined with Big Data technologies fundamentally trans-
form cyberdefense approaches. LLMs enable real-time threat analysis and automated
incident response through advanced natural language understanding and content gen-
eration capabilities. Integrating threat feeds, network logs, and open-source intelligence
enables LLMs to enhance decision support at unprecedented scale and speed. This section
establishes foundational cyberdefense concepts and demonstrates how AI—particularly
LLMs—strengthens cybersecurity across multiple operational domains.

Architecturally, cyberdefense is organized into four layers—Big Data ingestion, LLM
intelligence, automation, and human decision making—aligned with the goals of data col-
lection, threat understanding, fast response, and strategic decision. Telemetry (logs, OSINT,
threat feeds, and network events) feeds LLM text mining, summarization, and pattern
inference; automation executes SOC playbooks, triage, and incident response; analysts
receive explainable reports, recommendations, and answers. Data and alerts flow upward
to produce prioritized actions, while policy and oversight flow downward, closing the
detection–response loop.

6.1. Definition and Importance of Cyberdefense

Cyberdefense integrates proactive and reactive security measures to protect networks,
systems, and digital assets against malicious intrusions. Proactive mechanisms such as
cyber deception and Moving Target Defense reduce attack surfaces by dynamically shifting
configurations or misleading adversaries, while reactive approaches mitigate intrusions
post-occurrence. Synthesizing both strategies provides the most resilient defense against
adaptive, persistent threats [126].

Persistent, coordinated campaigns targeting critical infrastructure and large-scale
repositories have rendered conventional defenses inadequate. Modern networks’ inter-
connected nature magnifies risks, as single vulnerabilities cascade across ecosystems.
Although advanced defensive approaches exist, operational costs and implementation com-
plexity create persistent gaps between theoretical capabilities and practical deployment,
underscoring the need for scalable, sustainable architectures.

Big Data analytics intensifies cyberdefense importance by enabling real-time detec-
tion of subtle attack patterns that traditional tools overlook. Critical infrastructures, IoT
ecosystems, and cloud platforms generate vast volumes of data that adversaries exploit
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for vulnerability identification. Data-driven cyberdefense enhances resilience through
automated response mechanisms, reducing attack windows [127,128].

Modern cyberdefense relies on three pillars—threat detection, incident response,
and vulnerability management—augmented with machine learning and behavioral ana-
lytics for context-aware decision making. Instruction-level manipulation units intercept
malicious behavior at the processor level, dynamically altering program execution to
neutralize exploits. This evolution reflects a shift from static perimeter-based strategies
toward adaptive, intelligence-driven models that continuously learn and respond to emerg-
ing threats.

Beyond organizational security, cyberdefense represents economic stability and na-
tional sovereignty. Data breaches impose substantial financial costs, legal liabilities, repu-
tational damage, and erosion of public trust. At the state level, protecting critical digital
infrastructure is embedded within security doctrines, as vulnerabilities threaten essential
services and sensitive information, potentially triggering geopolitical instability. Cyberde-
fense constitutes both a technical imperative and a strategic necessity for organizations and
states operating in increasingly hostile digital environments.

Figure 14 illustrates the evolution from static, rule-based mechanisms toward adaptive,
LLM-powered architectures enabling intelligent threat analysis and predictive defense.

1990s
Firewall & Antivirus

2000s
IDS / IPS

2010s
SIEM + Big Data

2020
ML-based Detection

2023–2025
LLM-powered Defense

Static Protection Network Monitoring Event Correlation Behavioral Detection Contextual Intelligence

e.g., Norton, ZoneAlarm e.g., Snort, Suricata e.g., Splunk, ArcSight e.g., Darktrace, Vectra e.g., GPT-SOC, MS Copilot

Figure 14. Evolution of cyberdefense: from static systems to adaptive LLM-powered architectures.

6.2. Background: Cybersecurity Threats and Defense Context

Large Language Models enable adaptive, scalable, context-aware protection mech-
anisms that surpass traditional rule-based approaches. LLMs demonstrate high efficacy
in intrusion detection, vulnerability assessment, malware triage, phishing mitigation,
and automated incident response by processing heterogeneous data sources—network
logs, user behavior analytics, and vulnerability repositories—transforming fragmented
signals into coherent security narratives [6,12,90,129–131]. Dynamic intrusion detection
systems such as Suricata enhanced with LLMs automatically generate human-readable
signatures from hexadecimal network data, while anomaly detection frameworks for
critical infrastructures like smart grids demonstrate operational reliability when paired
with LLM-driven interpretability [129,132,133]. Strategic threat intelligence benefits from
LLM-based behavioral analytics supporting ethical oversight and regulatory compliance,
with Retrieval-Augmented Generation pipelines delivering contextually relevant responses
during evolving attacks [6,13,134].

Fine-tuning, prompt engineering, and hallucination-aware mechanisms enable
domain-specific models to outperform conventional classifiers in detecting zero-day ex-
ploits and polymorphic attacks. Systems such as SHIELD combine graph-theoretical
anomaly detection and LLM interpretability to enhance advanced persistent threat de-
tection and analyst trust [135,136]. LLMs trained on adversarial sources such as dark
web repositories provide predictive capabilities enabling cyberdefense teams to anticipate
attacker behavior and adopt proactive measures, shifting from reactive damage control
to preventative protection [136]. Defense research explores countermeasures against mali-
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cious LLMs by exploiting cognitive biases and memory limitations to neutralize adversarial
outputs [92,137].

Critical challenges persist despite these advances: adversarial prompting, data poison-
ing, hallucinations, and bias propagation undermine reliability, while ethical and gover-
nance concerns complicate deployment, and computational costs limit resource-constrained
integration [90,138–140]. LLMs are strategically embedded across the cyber kill chain to
deliver semantic threat understanding, predictive modeling, and decision-support au-
tomation, representing a fundamental cybersecurity paradigm shift. Responsible deploy-
ment—requiring adversarial robustness, explainability, ethical governance, and continuous
human–AI collaboration—remains essential to translating experimental advances into
operational resilience [12,13,141].

Operationally, LLMs function as a modular intelligence layer across the kill chain—from
reconnaissance through actions on objectives—supporting intel summarization, phishing
and payload classification, exploit/backdoor detection, C2 anomaly triage, and risk map-
ping. Embedded within audited, explainable, human-supervised workflows—and rein-
forced by data provenance controls and continuous red-teaming—these services convert
advances into measurable gains in detection latency, precision, and containment.

6.3. Cyberdefense Strategies and Methods

Modern cyberdefense strategies counter increasingly sophisticated threats through
layered architectures combining classical network protection, artificial intelligence, behav-
ioral analytics, and Big Data. Contemporary approaches emphasize defense diversification,
continuous trust verification, and intelligent automated threat mitigation.

Defense-in-Depth (DiD) remains foundational by layering preventive, detective,
and responsive mechanisms that operate independently while reinforcing each other.
Preventive measures such as CP-ABE encryption and ECC-based digital signatures ensure
data confidentiality and integrity in compliance-driven domains, while firewalls, access
control systems, and Next-Generation Firewalls (NGFWs) establish perimeter defenses
against known and emerging threats [142–145]. Augmenting these traditional controls,
anomaly-based detection systems identify sophisticated attacks through dynamic feature
analysis. Models such as the Capsule Convolutional Polymorphic Graph Attention Neural
Network (CCPGANN-TOA) achieve high accuracy against polymorphic and uncertain
attack behaviors, while deep autoencoder-based unsupervised learning effectively ana-
lyzes unstructured Operational Technology logs, enabling early detection and actionable
visualization [143,146].

Building upon these detection capabilities, Zero Trust Architecture (ZTA) fundamen-
tally shifts the defense methodology by eliminating implicit trust and enforcing contin-
uous identity verification, least-privilege access, and dynamic monitoring. ZTA proves
particularly effective in API protection by mitigating lateral movement threats through
contextual, non-hierarchical trust models [147]. When integrated with NGFWs, ZTA en-
ables adaptive access control leveraging user behavior analytics to inform real-time trust
decisions [145,148]. This continuous verification paradigm directly supports Security Infor-
mation and Event Management (SIEM) systems, which serve as critical intelligence and
incident-response enablers. Modern SIEM platforms leverage Big Data infrastructures such
as Hadoop for scalable, encrypted collection pipelines via MapReduce frameworks [144].
Collaborative threat intelligence frameworks utilizing STIX and TAXII standards further
extend SIEM capabilities by promoting cross-sector knowledge sharing, strengthening
collective resilience for academia, enterprises, and critical infrastructure [146].
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Contemporary cyberdefense thus relies on converging DiD, ZTA, anomaly-based
detection, and collaborative intelligence frameworks, reinforced by AI-driven automa-
tion. This convergence signals a transition from reactive stances to proactive, predictive,
and adaptive strategies. Future research must prioritize unified approaches integrating
these strategies to maintain resilience in evolving threat landscapes. Figure 15 synthesizes
this framework through a Cyberdefense Strategy Matrix, illustrating how AI and Large
Language Models reinforce prevention (policy automation and security awareness), de-
tection (real-time log interpretation and anomaly identification), and response (incident
reporting, remediation guidance, and automated playbook execution).
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Figure 15. AI/LLM integration in cyberdefense across prevention, detection, and response.

6.4. Real-World Examples of AI-Driven Cyberdefense Approaches Utilizing LLMs

Large Language Model integration into cybersecurity operations has transitioned
from experimental deployment to enterprise-scale implementation across critical sectors.
Microsoft’s Security Copilot exemplifies this maturation, automating incident investiga-
tion, response orchestration, and decision support within enterprise ecosystems through
integration with Microsoft Defender XDR. Operating on GUIDE—a dataset aggregating
over 13 million evidence entries across one million incidents—the system identifies threat
patterns and recommends remediation strategies at organizational scale [149]. In Microsoft
Entra and Intune environments, Security Copilot demonstrated quantifiable efficiency
gains: a 34% improvement in administrator accuracy, a 30% reduction in task completion
time, and 61% acceleration in multi-step reasoning tasks, alongside a 146% increase in fact
retrieval [150].

Security Operations Centers deploy LLM agents for automated telemetry processing
and context-aware alert generation, integrating LLM reasoning with SIEM and AI-Ops
platforms to achieve real-time threat triage and protocol enforcement. This architectural
approach substantially reduces analyst cognitive burden while maintaining detection
capability against contemporary attack vectors [4,129,151,152].

Financial sector deployment addresses phishing threats through LLM-enhanced detec-
tion pipelines. Traditional filtering mechanisms—including Gmail Spam Filter and SVM-
based classifiers—exhibit degraded performance against LLM-rephrased phishing [116].
Defensive implementations by JPMorgan Chase and NTT Security Holdings employ
ChatGPT-based systems combining prompting strategies, URL encapsulation, and adaptive
response mechanisms to counteract adversarial generative techniques [153].

Beyond detection, LLM-driven systems quantify financial cyber risk through natural
language processing integrated with Big Data analytics. A framework analyzing 23 billion
transaction records surpassed SVM and deep learning baselines in detecting disruptions
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and estimating economic impact, extending LLM utility from threat detection toward
quantitative risk assessment and strategic mitigation planning [154].

Hybrid architectural approaches combining LLMs with kernel-level monitoring tech-
nologies—specifically the extended Berkeley Packet Filter (eBPF)—represent emerging
directions in threat defense. LLMs extract complex patterns from heterogeneous data
streams while eBPF enforces efficient kernel-level monitoring and response, enabling real-
time intrusion detection across both cloud-native and legacy infrastructures with enhanced
observability and proactive enforcement [155].

Ultimately, sector-specific LLM deployment addresses distinct cybersecurity functions:
threat detection through anomaly identification in financial and healthcare domains, SOC
automation via incident triage across sectors, and phishing prevention through heuristic
filtering in financial and enterprise environments. This heterogeneous implementation
reflects LLM adaptability to domain-specific threat models and operational requirements.

7. Applications of Language Models in Cybersecurity
Large Language Models (LLMs) have emerged as transformative tools in cybersecu-

rity, offering advanced capabilities for threat detection, incident response, vulnerability
assessment, and phishing defense. Unlike traditional rule-based systems that rely on static
signatures, LLMs leverage natural language processing (NLP) to analyze vast, unstructured
datasets, enabling real-time identification of anomalies, malware patterns, and evolving
social engineering campaigns [12,156]. Their adaptability and automation potential support
organizations in developing more robust and proactive defense frameworks.

Phishing detection and social engineering defense exemplify practical LLM applica-
tions. By analyzing linguistic features of malicious messages, LLMs detect subtle deception
strategies more effectively than manual inspection, thereby reducing human error in
incident triage [157]. These models also demonstrate adaptive learning, continuously im-
proving as new threats emerge, which is critical against increasingly sophisticated phishing
tactics. Similarly, automated anomaly detection and monitoring powered by LLMs enhance
security operations by reducing false positives and increasing detection efficiency, offering
a decisive advantage over conventional monitoring systems [13].

Despite these benefits, challenges constrain the adoption of LLMs in operational
cybersecurity. Ethical concerns arise from biases embedded in training data and the opacity
of model reasoning, which complicates accountability in high-stakes environments [13].
Data constraints limit model performance, particularly when domain-specific corpora
are unavailable or outdated, reducing effectiveness against novel attacks. Interpretability
remains a critical limitation: without transparent reasoning, security analysts may struggle
to validate or trust model-generated outputs [14]. Addressing these challenges requires
targeted pre-training, supervised fine-tuning on cybersecurity datasets, and integration of
explainable AI methods to ensure reliability, fairness, and compliance with regulations.

In summary, LLMs extend cybersecurity capabilities across multiple domains by au-
tomating detection, response, and intelligence functions. However, their safe and effective
deployment requires overcoming persistent obstacles related to ethics, data quality, and in-
terpretability. Figure 16 illustrates the central role of LLMs in cybersecurity, highlighting
their contributions to threat detection, phishing defense, and automated incident response,
as well as the major challenges that accompany their adoption [14].
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Figure 16. Illustration of LLM applications and associated challenges in cybersecurity.

7.1. Threat Detection and Analysis

Rapidly evolving cyber attack techniques have rendered traditional security detec-
tion methods insufficient, creating an urgent need for automated threat analysis. Large
Language Models leverage natural language processing to detect malicious activities
instantaneously, accelerating pattern recognition and improving cybersecurity decision
making [12,14]. LLMs extract valuable insights from extensive datasets, enhancing cyber
environment protection and bridging the gap between security theory and applied practice
through flexible, scalable threat intelligence frameworks.

LLM applications span phishing detection, malware classification, and dynamic
anomaly detection, substantially accelerating threat identification and vulnerability analy-
sis. Specialized models such as Detect LLaMA and RepairLLaMA demonstrate automated
response capabilities that reduce breach response times [12]. Organizations deploying
LLMs for continuous monitoring gain powerful defensive mechanisms against deceptive
cyber tactics, with LLM-driven frameworks producing structured threat reports for network
analysis [158].

Deployment challenges remain significant. Scalability concerns, interpretability
deficits, and model biases limit effectiveness [13]. Ethical considerations and data pro-
tection boundaries require systematic examination to ensure responsible implementation.
Strategic frameworks balancing innovative threat detection capabilities with security and
operational context adaptation—exemplified by approaches like LOCALINTEL—are es-
sential [159]. Effective LLM deployment demands that models function simultaneously as
robust threat analyzers and responsible defensive systems aligned with organizational and
societal requirements. Figure 17 synthesizes the LLM-driven threat detection pipeline span-
ning threat intelligence enhancement, NLP-based analysis, specialized model deployment,
and key operational constraints.
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Figure 17. Applying LLMs in cybersecurity threat detection and analysis.
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7.2. LLM Capabilities for Threat Detection/Intelligence

Transformer-based architectures surpass CNNs, RNNs, and rule-based systems in
capturing contextual and behavioral relationships within network traffic, system logs,
and user activity. BERT-derived models such as SecurityBERT achieve detection accu-
racies exceeding 98% while reducing false positives through bidirectional attention and
preprocessing [158]. Frameworks like APT-LLM combine ALBERT and RoBERTa with
autoencoder architectures to detect advanced persistent threats in severely imbalanced
datasets where malicious events constitute less than 0.004% of activity [160]. Semantic
embedding methods convert logs into high-dimensional contextual vectors, delivering a
precision of up to 99% on datasets including DARPA Transparent Computing [160–162].

Generative approaches extend these capabilities through Retrieval-Augmented Gener-
ation (RAG) integration in models such as FalconLLM and GPT-4o, enabling contextual
augmentation from CVE and EPSS repositories to produce real-time explainable intel-
ligence [151,163]. LLM agents leverage structured reasoning methods such as chain of
thought and tree of thought to automate cyberdefense actions through SIEM and AI-Ops
platforms [164–166]. Domain-specific hybrids like SecurityLLM combine SecurityBERT
and FalconLLM for tailored applications, supporting predictive intelligence by processing
unstructured threat feeds and vulnerability repositories to anticipate adversarial behav-
ior [131,158,167]. In IoT and IIoT environments, SecurityBERT achieves a 0.98 macro-
average F1 score on KDDCup99 when combined with GPT-4 preprocessing, demonstrating
resilience in resource-constrained settings [168].

LLMs demonstrate versatility across malware analysis, vulnerability detection, net-
work intrusion detection, and system log inspection. They detect zero-day exploits and
obfuscated binaries through code and binary analysis while identifying adversarial traffic
patterns via large-scale telemetry inspection [161,169–173]. Predictive modeling using tem-
poral and environmental signals enables continuous risk forecasting and early interventions
in Security Operations Centers.

The operational architecture integrates (i) data normalization and enrichment, (ii) se-
mantic embeddings for retrieval and context grounding, (iii) autoencoder-based anomaly
scoring for weak-signal detection, (iv) Retrieval-Augmented Generation for hypothesis sup-
port, and (v) an explainable analyst dashboard recording rationales and actions. This design
addresses computational cost and opacity through selective retrieval, lightweight distilla-
tion and quantization, and explicit logging for audit and reproducibility [135,158,161]. Ad-
ditionally, LLMs instantiate the following capabilities over heterogeneous inputs—malware
samples, source code, system logs, network traffic, and threat intelligence feeds:

• Malware detection and attribution: Semantic family cues and cross-artifact reasoning.
• Vulnerability identification: Code summarization, insecure-pattern spotting, and patch

rationale drafting.
• Log anomaly detection: Natural language parsing, summarization, and deviation explanations.
• Network monitoring: Protocol-aware descriptions of flows and intent; prioritization of

suspicious sessions.
• Threat intelligence analysis: Entity/IOC extraction, TTP linking, and narrative synthesis

for briefings.

7.3. Automated Incident Response

Large Language Models enable real-time analysis of massive data streams to detect
patterns and anomalies that conventional systems overlook, transforming raw teleme-
try, logs, and advisories into actionable intelligence within Security Operations Centers
(SOCs) [13]. LLMs accelerate triage, reduce analyst workload, and lower false positives
compared with traditional workflows [174]. Platforms such as AUTOATTACKER simulate
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realistic adversarial scenarios for predictive threat modeling and proactive defense [12]
while fusing heterogeneous inputs—security logs, malware signatures, threat intelligence
feeds, and incident narratives—to generate dynamic situational awareness reports that
optimize resource allocation and guide decision making [175].

Despite these advantages, significant obstacles constrain broader adoption. Output
bias, interpretability deficits, and susceptibility to adversarial manipulation undermine
reliability, while large computational demands hinder deployment in resource-limited or
latency-critical environments [14]. Emerging hybrid frameworks integrating LOCALINTEL-
style knowledge with global threat intelligence platforms advance toward resilient, scalable
architectures that preserve explainability while enhancing operational efficiency. LLM-
driven automation demonstrates substantial potential for reshaping organizational re-
silience through faster containment and reduced incident impact, though addressing
current limitations remains essential to operational deployment.

7.4. Enhancing Security Protocols

Large Language Models are embedded into cybersecurity protocols to deliver adaptive,
intelligent, and interpretable defenses that evolve with adversarial techniques. Frameworks
such as HuntGPT and CTINexus integrate LLMs with machine learning to detect anomalies
in real time, mitigate phishing threats, and synthesize unstructured threat intelligence,
while explainability tools like SHAP and LIME provide transparent justifications supporting
regulatory compliance under GDPR and HIPAA [9,176,177]. Operational deployment
demonstrates that models such as Gemini and GPT variants assist incident-response teams
in executing context-driven mitigation, including automated firewall adjustments and
device isolation, while enabling Zero Trust authentication through behavioral biometrics
and adaptive trust scoring [6,178]. Reinforcement learning-enhanced LLMs combined with
quantum-resilient encryption represent promising directions for self-improving, hardened
security protocols [12].

Critical limitations persist, however. Biased or outdated training datasets create blind
spots, frequent re-training and high computational costs strain resource-limited organi-
zations, and adversarial manipulations threaten model reliability [13,140]. Continuous
learning approaches such as LOCALINTEL, which fuse global intelligence with localized
context, exemplify proactive defense by enabling LLMs to anticipate evolving attacker
strategies and predict emerging vulnerabilities [14]. LLM-driven protocols shift organiza-
tions from reactive defenses toward anticipatory, multi-layered resilience, contingent upon
ethical governance, model transparency, and architectural robustness. Figure 18 depicts
LLMs mediating between threat data and adaptive security measures.

Figure 18. LLMs bridging raw threat data and security protocols through adaptive learning and
automation.
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7.5. Data Requirements and Model Tailoring Strategies
7.5.1. Empirical Analysis of Training Data Requirements

Rather than stating the obvious superiority of tailored models, we provide quantitative
data requirement analysis and tailoring effectiveness across domains in Table 11.

Table 11. Training data requirements for domain-specific LLM tailoring.

Application Domain Minimum
Samples Optimal Samples F1 Gain vs. General Training Time ROI Threshold

Phishing Detection 10,000 100,000 +6–8% 4–6 h >50 K emails/month
Intrusion Detection 50,000 500,000 +10–12% 12–24 h >100 K events/day
Malware Analysis 25,000 200,000 +7–9% 8–12 h >1 K samples/day
Vulnerability Assessment 15,000 150,000 +11–13% 6–10 h >10 K LoC/day
IoT Security 30,000 300,000 +9–11% 10–16 h >1 M devices
Log Analysis 75,000 750,000 +8–10% 16–24 h >10 TB logs/month

7.5.2. Fine-Tuning Strategies: Comparative Effectiveness

The reviewed literature reveals distinct fine-tuning strategies with varying effective-
ness depending on data availability and domain characteristics.

Strategy 1: Full Fine-Tuning

• Applicability: Datasets with >100,000 samples; computational budget > 100 GPU-hours.
• Performance: Achieves maximum accuracy (F1 improvement: 10–15% over baseline).
• Evidence: Studies on PLLM-CS (DARPA) and SecureFalcon demonstrate F1 scores of

0.90–0.93 on specialized cybersecurity benchmarks (UNSW_NB15, and TON_IoT).
• Limitation: Requires extensive labeled data; risk of overfitting on narrow domains.

Strategy 2: Parameter-Efficient Fine-Tuning (LoRA and Adapter Layers)

• Applicability: Datasets with 25,000–100,000 samples; limited computational resources.
• Performance: Achieves 80–90% of full fine-tuning benefits with 10% of computa-

tional cost.
• Evidence: Adapter-based approaches in malware classification maintain F1 > 0.88 while

training only 5–10% of parameters.
• Advantage: Enables rapid domain adaptation; reduces overfitting risk.

Strategy 3: Retrieval-Augmented Generation (RAG)

• Applicability: Dynamic threat landscapes; rapidly evolving attack patterns; limited
labeled data.

• Performance: Context-dependent accuracy improvement of 6–9%; lower latency penalty
than full fine-tuning.

• Evidence: A total of 81% of the reviewed studies employing RAG report improved
detection of zero-day threats; vector-store retrieval adds 150–300 ms latency.

• Advantage: No re-training required for new threat intelligence; maintains currency.

Strategy 4: Few-Shot In-Context Learning

• Applicability: Extremely limited data (<1000 samples); exploratory use cases.
• Performance: Modest improvements (F1 of +3–5%) but enables rapid prototyping.
• Evidence: GPT-4 few-shot prompting achieves 0.85–0.87 F1 on novel phishing cam-

paigns without training.
• Limitation: Inconsistent performance; high API costs; unsuitable for production at scale.
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7.5.3. Decision Framework for Model Tailoring

In Table 12, we synthesize evidence into an actionable decision framework.

Table 12. Decision matrix for LLM tailoring approach selection.

Data Volume Budget Recommended Strategy Expected Performance Use Case Examples

<10 K Low Few-shot prompting F1: 0.80–0.85 Exploratory analysis and prototyping
10 K–50 K Medium LoRA/Adapters F1: 0.85–0.90 SME deployment and specific threats
50 K–200 K Medium–High Full fine-tuning or RAG F1: 0.88–0.92 Enterprise SOCs and specialized domains
>200 K High Full fine-tuning + RAG F1: 0.90–0.94 Critical infrastructure and national defense

8. Advantages of Using Language Models for Cybersecurity
The integration of Large Language Models (LLMs) into cybersecurity marks a

paradigm shift beyond the capabilities of traditional defense mechanisms, offering ad-
vanced threat detection, automation, and intelligent decision support. State-of-the-art
models such as GPT, BERT, and LLaMA now enable organizations to identify sophisticated
threats, automate vulnerability analysis, and streamline incident response with higher
precision and scalability than conventional rule-based systems [13,151,170,179,180].

A primary advantage of LLMs lies in their superior ability to analyze heterogeneous
and unstructured cybersecurity data. By processing logs, alerts, incident reports, threat
feeds, and communication traces, these models uncover latent patterns that human analysts
or static algorithms often miss. Their integration with Retrieval-Augmented Generation
(RAG) further enhances real-time situational awareness, allowing organizations to detect
vulnerabilities and malware with improved accuracy while mitigating the limitations of
static training data [89,151]. The effective use of contextual understanding also enables
LLMs to reduce false positives, prioritize incidents with greater precision, and identify
subtle anomalies linked to insider threats or advanced persistent attacks [177,181].

Another key benefit is the capability of LLMs to treat network traffic sequences and
system logs as semantic data. Models such as MAD-LLM and MCM-LLaMA demonstrate
high performance in reconstructing attack chains and correlating seemingly isolated alerts,
thereby improving detection of multi-stage attacks and advanced persistent threats in
complex infrastructures [182]. Likewise, the use of LLMs in vulnerability management
accelerates the triage of CVE, CWE, and KEV intelligence, guiding organizations toward
proactive patching and resource allocation [13,151]. These strengths extend to malware
analysis, where LLM-driven semantic interpretation surpasses traditional signature-based
methods, offering reliable detection of zero-day and obfuscated variants [13,89].

LLMs also deliver significant improvements in phishing detection and fraud preven-
tion. By leveraging contextual cues within communications, these models outperform
heuristic filters and conventional classifiers, offering robust protection against increasingly
sophisticated social engineering strategies [116,183]. Beyond detection, LLMs support
security teams by automating alert correlation, prioritization, and incident escalation. This
reduces analyst workload, enforces policy consistency, and allows experts to focus on
strategic decision making rather than repetitive operational tasks [177].

The strategic value of LLMs is amplified by their ability to continuously adapt through
fine-tuning, domain-specific pre-training, and integration with dynamic knowledge bases.
Studies demonstrate that hybrid architectures combining LLM reasoning with anomaly
detection frameworks, predictive analytics, and reinforcement learning deliver superior
outcomes compared with conventional methods [14,182]. As a result, LLMs enable a
transition from reactive to anticipatory defense, where organizations can forecast and
mitigate risks before they escalate into critical incidents.
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Taken together, these capabilities—adaptive security policies, AI-driven incident
response, proactive anomaly detection, natural language log analysis, enhanced threat
prediction, and semantic malware attribution—form a coherent capability stack that raises
detection fidelity, shortens response times, reduces analyst workload, and strengthens
auditable, policy-aligned cyberdefense.

• Adaptive security policies: Dynamic policy updates informed by current threat intel-
ligence and environmental context; compatible with policy-as-code pipelines and
continuous compliance monitoring.

• AI-driven incident response: Automated triage, action recommendation, and draft play-
book generation that reduce mean time to detect and respond.

• Proactive anomaly detection: Early identification of weak signals and emerging patterns
across heterogeneous telemetry (logs, flows, code, and CTI), enabling timely mitigation.

• Natural language log analysis: Efficient parsing, summarization, and entity extraction from
unstructured logs and reports to accelerate analyst workflows and knowledge transfer.

• Enhanced threat prediction: Predictive modeling that fuses multi-source context to antici-
pate attacker behavior and prioritize defenses.

• Semantic malware attribution: Exploitation of linguistic and structural cues in artifacts to
assist family classification and provenance assessment.

9. Risk and Challenges
Large Language Models present significant deployment risks alongside their cyberse-

curity advantages, encompassing technical vulnerabilities, ethical dilemmas, operational
barriers, and regulatory constraints that demand careful management. LLMs often lack
a full semantic understanding of their outputs, producing erroneous code suggestions
or compromised security recommendations [13]. This semantic misalignment creates a
critical dual-use dilemma: the generative capabilities enabling threat detection can be
weaponized to craft convincing phishing messages, automate malware design, and dissem-
inate misinformation, thereby amplifying adversarial capabilities rather than suppressing
them [184,185]. Addressing this threat amplification requires systematic monitoring and
ethical oversight to prevent security tools from enabling sophisticated cyber attacks.

The dual-use concerns are compounded by data privacy challenges inherent to LLM
deployment. Training on massive datasets poses significant risks, as models may mem-
orize and inadvertently disclose confidential material in downstream outputs, creating
reputational, legal, and financial liabilities [12,156]. Organizations struggle to maintain
compliance with data protection frameworks such as GDPR and HIPAA during LLM
integration, particularly when models rely on external or third-party data sources. With-
out robust governance and auditable data provenance methods, privacy breaches remain
inevitable, undermining trust in LLM-based security systems.

This lack of transparency extends beyond data handling to the interpretability of
LLM decision making itself. The black-box nature of these models obscures how threats,
anomalies, or vulnerabilities are identified, reducing analyst trust and limiting output
validation. This opacity exacerbates overreliance on automated systems, particularly under
time-sensitive conditions where incorrect outputs escalate security risks [14]. While ex-
plainable AI (XAI) frameworks such as SHAP and LIME demonstrate incremental progress,
comprehensive transparency in high-stakes cybersecurity contexts remains unresolved,
leaving critical gaps in accountability.

The interpretability challenges are further aggravated by operational and infrastruc-
tural constraints that complicate LLM deployment. Large-scale implementations demand
extensive computational resources, often dependent on cloud infrastructures that intro-
duce additional attack surfaces and third-party risks [13]. Models remain susceptible to
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adversarial prompting, data poisoning, and manipulation, undermining reliability, while
computational demands hinder deployment in resource-constrained or real-time envi-
ronments. More troubling, adversaries increasingly exploit LLMs to design polymorphic
malware, launch advanced persistent threats, and create deepfake-driven social engineering
campaigns, significantly expanding the threat landscape [157,186].

These operational vulnerabilities reflect ethical and regulatory failures that remain unre-
solved. Training data biases risk producing discriminatory outcomes in threat detection and
incident analysis, while compliance with evolving data protection laws introduces uncertainty
regarding accountability, transparency, and liability when LLM outputs influence security
decisions. Ethical frameworks aligning innovation with societal values are essential to safe-
guarding against misuse while enabling legitimate defensive progress [13,14]. Ultimately,
addressing these interconnected risks requires a comprehensive approach encompassing eight
critical dimensions: (i) adversarial manipulation and data poisoning; (ii) privacy exposure and
sensitive data leakage; (iii) bias amplification and discriminatory outcomes; (iv) adversarial
content generation, including phishing and deepfakes; (v) explainability and interpretability
limitations; (vi) resource-intensive infrastructure requirements; (vii) regulatory and compli-
ance complexity; and (viii) dual-use and malicious application risks.

9.1. Misuse of Language Models by Malicious Actors

Large Language Models (LLMs) are increasingly exploited by malicious actors to auto-
mate phishing campaigns, generate polymorphic malware, craft social engineering narratives,
and disseminate misinformation at scale [103,185,187]. Commercial models such as ChatGPT
and open-source systems like LLaMA 2-Chat can be compromised through jailbreaks and
prompt-injection techniques to bypass safety filters, enabling adversaries with minimal expertise
to produce convincing harmful content and execute sophisticated attacks with reduced cost
and effort [185,188,189]. This dual-use capability lowers the skill barrier to entry, accelerates
attack velocity, and increases the credibility of adversarial outputs, including highly convincing
phishing emails and synthetic media that evade detection [157].

Attackers leverage LLMs to autonomously analyze source code and identify exploitable
vulnerabilities, enabling malware development at unprecedented scale and speed beyond
human-driven operations [12]. Open-source LLM availability exacerbates this risk by facilitating
unrestricted adaptation for criminal purposes, including ransomware automation and targeted
disinformation campaigns. Unaligned outputs pose additional ethical risks by amplifying
disinformation and societal polarization without safeguards [14]. Addressing these threats
requires coordinated technical, regulatory, and ethical countermeasures: robust prompt-injection
defenses, controlled model release, continuous red-teaming, and alignment with governance
frameworks to ensure responsible generative AI deployment in cybersecurity.

9.2. Ethical Considerations in AI Deployment

Deploying LLMs for cybersecurity improves detection and response but heightens risks of
bias, opacity, privacy leakage, and dual-use misuse; responsible practice, therefore, demands
fairness auditing, interpretability, provenance and accountability, privacy-preserving learning,
safeguarded access, adversarial red-teaming, continual risk assessments, and alignment with
GDPR and the EU AI Act [13,14,190,191]. Table 13 concisely maps these risks to concrete controls,
verification evidence, and regulatory anchors [13,14,190,191].

Table 14 summarizes the principal ethical dimensions of LLM deployment in cyberse-
curity, indicating LLMs’ perceived importance, associated challenges, and current adoption
rates in practice. Notably, while privacy and safety are prioritized, accountability lags in
adoption, underscoring the need for stronger institutional responsibility frameworks.



Information 2025, 16, 957 45 of 72

Table 13. Ethical control matrix for LLM-enabled cybersecurity in the Big Data era (synthesized
from [13,14,190,191]).

Risk Area Cybersecurity Manifestation Primary Controls Evidence/Verification GDPR EU AI Act Dual Use

Bias and Fairness
Uneven detection/false posi-
tive rates across users, regions,
or assets

Bias audits; diversified corpora; XAI ra-
tionales integrated into SOC workflows

Parity/error-gap metrics;
bias dashboards; post hoc
explanation review

✓ ✓ —

Transparency and
Accountability

Black-box alerts hinder incident
handling and liability tracing

Decision provenance; auditable logs;
role-specific responsibility (e.g., RACI)

Traceable alert lineage;
change-control records;
accountable sign-offs

✓ ✓ —

Privacy and Data
Protection

Model leakage, re-
identification, or disclosure of
sensitive organizational/per-
sonnel data

Differential privacy (ε-budgets); feder-
ated learning; data minimization/reten-
tion limits

Privacy-budget reports;
dataset lineage; minimiza-
tion attestations

✓ ✓ —

Safety and Misuse
Generative support for phish-
ing, malware, and automated
attack playbooks

Access control/RBAC; content/safety
filters; adversarial red-teaming; contin-
uous risk assessment

Safety evaluations; misuse
monitoring; red-team re-
ports; gated-release reviews

△ ✓ ✓

Governance Im-
peratives

Evolving threats require over-
sight beyond technical safe-
guards

Participatory risk assessments; inde-
pendent audits; policy updates; emer-
gency kill switches

Periodic governance reviews;
conformance audits; inci-
dent retro-analyses

✓ ✓ ✓

Explanation: ✓ primarily applicable; △ partially/indirectly applicable; — not primarily applicable.

Table 14. Ethical considerations in AI-based cybersecurity deployment.

Principle Description Importance a Challenge Adoption b

Transparency Explainability and interpretability of AI model outputs for security decision making 9 High 62%

Privacy Robust protection of sensitive user, organizational, and operational data against unauthorized access
and leakage 10 Very High 78%

Fairness Ensuring unbiased threat detection and response across diverse user groups, network segments,
and attack profiles 8 Medium 55%

Accountability Clear assignment of responsibility for AI-driven security decisions, audit trails, and incident outcomes 9 High 47%

Safety Preventing introduction of new vulnerabilities, unintended system behaviors, or operational harms
in cybersecurity infrastructure 10 Very High 71%

Notes: a Importance rated on a scale of 1–10 based on expert consensus and literature synthesis. b Adoption rate
represents the percentage of surveyed organizations implementing governance mechanisms for each principle
(n = 235 studies).

9.3. Limitations of Current Language Models

Large Language Models demonstrate utility in cybersecurity tasks including anomaly
detection, vulnerability assessment, and Open-Source Intelligence. However, significant
technical, operational, and ethical limitations constrain their reliability in real-world defense
environments. Table 15 systematically delineates the operational constraints encompass-
ing hallucination-induced reliability issues, knowledge obsolescence in dynamic threat
landscapes, task-specific performance degradation, privacy and regulatory compliance
challenges, adversarial misuse vulnerabilities, Security Operations Center integration bot-
tlenecks, and determinism deficits that collectively restrict their viability as standalone
defense mechanisms in Big Data-driven cybersecurity.

Table 15. Operational limitations and constraints of LLMs in cybersecurity: challenges, impacts,
and affected systems.

Limitation Category Specific Challenge Impact on Cybersecurity Operations Exemplar Models/Sys-
tems Affected Refs.

Hallucination and reliability Fabricated or misleading content generation
in automated analysis

Undermines confidence in automated analy-
sis workflows where precision is critical

GPT-4 (OSINT binary clas-
sification) [192–194]

Hallucination and reliability
Weak NER performance and spurious
technical-indicator generation (IP addresses,
protocol signatures, etc.)

Unacceptable risks in operational defense en-
vironments requiring accurate threat intelli-
gence

GPT-4; GPT4All (NER
tasks) [192–194]

Knowledge obsolescence Static training corpora unable to adapt to
emerging vulnerabilities or zero-day exploits

Reduced effectiveness compared with con-
tinuously updated rule-based systems

All LLMs with static train-
ing data [195]

Knowledge obsolescence Limited re-training frequency exacerbates
knowledge-currency problems

Inability to respond to dynamic threat land-
scapes in real time General-purpose LLMs [195]
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Table 15. Cont.

Limitation Category Specific Challenge Impact on Cybersecurity Operations Exemplar Models/Sys-
tems Affected Refs.

Task-specific weaknesses
Uneven performance across domains; strong
binary classification (F1 = 0.94) but weak spe-
cialized task execution

Insufficient domain expertise for protocol-
specific anomaly detection and entity recog-
nition

GPT-4; GPT4All (special-
ized tasks) [192]

Task-specific weaknesses Performance degradation in lightweight
open-source systems

Trade-off between model accessibility and
operational accuracy Alpaca-LoRA; Dolly [192]

Privacy and data security
Data-exposure risks via retention or uninten-
tional memorization in cloud-hosted and lo-
cal deployment

Compromise of confidential organizational
security data

Cloud-hosted LLM ser-
vices [194,195]

Privacy and data security GDPR and regulatory compliance concerns
for sensitive logs and network telemetry

Legal liability and regulatory sanctions for
data-handling violations

Local and cloud LLM de-
ployment [194,195]

Adversarial misuse Exploitation via jailbreaks and prompt injec-
tions to bypass safety filters

Weaponization of LLM capabilities for offen-
sive operations General-purpose LLMs [186,196]

Adversarial misuse
Generation of phishing content, exploit code,
malware blueprints, and offensive cyber
strategies

Dual-use nature enabling adversarial ex-
ploitation of defensive tools

LLMs with inadequate
safety mechanisms [186,196]

Integration and resource con-
straints

Lack of standardized interfaces for SOC-
pipeline data exchange

Technical barriers to operational deployment
in Security Operations Centers

LSAST; SOC-integrated
systems [13,195]

Integration and resource con-
straints

Prohibitive inference costs for latency-
sensitive, resource-constrained environ-
ments

Integration bottlenecks in hybrid systems
(e.g., LSAST combining LLMs with SAST)

Resource-intensive LLMs
in operational settings [13,195]

Determinism and repro-
ducibility

Stochastic outputs producing different re-
sponses to identical inputs

Fundamental reproducibility concerns limit-
ing audit trails and forensic analysis All generative LLMs [197]

Table 16 summarizes performance limitations of representative models in cybersecurity
tasks, while Table 17 contrasts traditional, LLM-based, and hybrid approaches.

Table 16. Comparative performance and limitations of representative LLMs in cybersecurity tasks.

Model Binary Classification (OS-
INT)

Named-Entity Recogni-
tion

Code Vulnerability Detec-
tion

Primary Limitations and Con-
straints

GPT-4 High performance (F1: 0.94)
[192] Limited capability [192] Strong but inconsistent

across codebases [193]

Hallucinations in domain-specific
cybersecurity contexts [192];
privacy-leakage risks [193]; high
computational and API costs for
large-scale deployment.

GPT4All Good performance (F1: 0.90)
[192] Limited capability [192] Moderate performance

Open-source accessibility offset
by reduced capability vs. frontier
models [192]; limited community
support for cybersecurity-specific
fine-tuning.

Dolly, Alpaca,
Alpaca-LoRA Moderate performance Very limited capabil-

ity [192] Limited effectiveness

Smaller parameter counts (7B–
13B) constrain complex, multi-
step security tasks [192]; narrow
domain applicability requiring ex-
tensive fine-tuning.

Falcon, Vicuna Moderate performance Limited capability Variable; domain-
dependent

Inconsistent performance across
cybersecurity domains; less effec-
tive than frontier models on com-
plex reasoning tasks.

TAD-GP High accuracy for anomaly
detection [198] Not evaluated Not evaluated

Specialized architecture opti-
mized for network anomaly
detection [198]; limited general-
ization to broader cybersecurity
applications (incident response,
threat intelligence, etc.).
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Table 17. Comparison of traditional, LLM-based, and hybrid cybersecurity approaches.

Aspect Traditional LLM-Based Hybrid

Vulnerability detec-
tion

Rule-based detection; limited
against novel exploits [195]

Strong static code analysis; perfor-
mance degrades over unseen pat-
terns [195]

LSAST combines rules and LLM reason-
ing, improving F1 by 12% [195]

Anomaly detection ML/DL models with generalization
challenges [198]

TAD-GP achieves up to 97.9% F1 in
time-series anomaly detection [198]

Ensembled LLM and statistical de-
tectors enhance robustness under
drift [198]

Knowledge currency Requires manual signature updates Static training data become outdated
rapidly [195]

Retrieval-Augmented Generation main-
tains up-to-date threat intelligence [197]

Privacy Data confined on premises Potential leakage in cloud-hosted
LLMs [194]

Local LLM deployment reduces ex-
ternal exposure but retains insider
risk [194]

Explainability Opaque ML/DL decision logic Chain-of-thought prompting im-
proves reasoning traceability [198]

Formal-method integration enables ver-
ifiable LLM outputs [197]

Task performance Requires multiple domain-specific
tools

Struggles with NER and technical nu-
ance [192]

Fine-tuned LLMs achieve task-specific
F1 > 0.90 [192]

9.4. Privacy Risks and Regulatory Compliance for LLM-Driven Cybersecurity

Deploying Large Language Models in Security Operations Centers raises critical
privacy concerns because source data—packet captures, authentication traces, and insider-
threat dossiers—contain personal or special-category data. In the European Union, this
places LLM-enabled security systems within the General Data Protection Regulation
(GDPR) [199] and, from 2025, the Artificial Intelligence Act (AI Act) [200], which clas-
sifies AI for critical infrastructure security as high-risk, mandating risk management,
transparency, and post-market monitoring obligations.

Main Privacy Threat Vectors

• Training data memorization and extraction. Transformer models regurgitate unique
strings, such as customer identifiers, passwords, or indicators of compromise, contra-
vening GDPR Articles 5(1)(c) and 25 (data minimization and privacy by design).

• Model inversion and membership inference. Adversaries probe perimeter-exposed
LLM APIs to determine whether individual data were present in fine-tuning sets,
triggering data-subject requests and potential Article 33 breach notifications.

• Prompt or context leakage. Retrieval-augmented pipelines embedding live SOC alerts
enable internal incident data exfiltration across trust boundaries unless retrieval layers
employ access control and confidential computing encryption.

• Shadow retention and secondary use. Telemetry uploaded to third-party model
providers for improvement violates GDPR purpose-limitation principles and AI Act
record-keeping duties.

Legal Ramifications

• Under GDPR, lawful-basis analysis typically relies on legitimate interests (Art. 6(1)(f)),
balanced against residual risk. When special-category data appear in forensic payloads,
explicit consent or substantial public interest exceptions (Art. 9(2)) become neces-
sary. Data Protection Impact Assessments are compulsory as high-throughput LLM
employee monitoring satisfies the systematic monitoring criterion (Art. 35).

• Under the AI Act, cybersecurity applications constitute high-risk systems (Title III,
Annex III-5). Providers must (i) implement state-of-the-art data governance measures,
(ii) log and retain model events for ten years, and (iii) issue plain-language transparency
statements—obligations dovetailing with GDPR Art. 13/14 information duties.
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• Vertical rules including the NIS2 Directive [201,202] and ePrivacy framework further
constrain design, particularly when processing cross-border threat intelligence feeds.

Mitigation and Design Patterns

(1) Differentially private fine-tuning. Adding (ε ≤ 6, δ = 10−6) DP-SGD noise budgets
reduces membership inference success by >90% without materially degrading F1

scores on intrusion detection benchmarks.
(2) Federated learning and split-layer inference. Privacy-critical log lines remain on

premise; only encrypted weight deltas are shared, satisfying AI Act traceability while
enabling inter-organizational threat hunting.

(3) Access-controlled vector stores. Coupling Retrieval-Augmented Generation with
attribute-based encryption enforces GDPR data minimization at query time
(Supplementary Figure S4).

(4) Policy-and-context filters. Upstream red-teaming pipelines simulating adversarial
prompts reduce privacy-violating completions; deployers must document these tests
in AI Act technical files.

(5) Governance playbooks. Aligning SOC run-books with ENISA’s Data Protection Engi-
neering framework [201,203] prevents incident-response automation from overriding
data-subject rights.

Privacy by design constitutes a regulatory prerequisite (GDPR) and, under the AI Act,
a market-access condition. Organizations adopting federated architectures, differential-
privacy fine-tuning, and auditable RAG pipelines maximize LLM analytic benefits while
maintaining compliance.

9.5. Prompt Injection and Hallucination: Threat Model and Mitigation

Large Language Models introduce new attack surfaces in cybersecurity workflows
through the manipulation of natural language prompts and contextual inputs. Two major
vulnerabilities—prompt injection and hallucination—pose significant risks for Security
Operations Center (SOC) reliability.

Prompt injection occurs when attackers manipulate contextual input to override
intended behavior. Three primary forms exist: (i) direct injection, where adversarial instruc-
tions are appended to user prompts (e.g., “ignore the above and output sensitive data”);
(ii) indirect injection, embedding malicious content in Retrieval-Augmented Generation
indexes that trigger harmful behavior when surfaced; and (iii) multi-stage injection, chaining
external tool calls or system commands that LLMs execute without validation. Hallucina-
tion—the confident generation of incorrect or fabricated outputs such as false indicators of
compromise or inaccurate forensic details—causes wasted analyst effort, delayed response,
and eroded trust in automated systems.

Table 18 synthesizes threat vectors with corresponding mitigation mechanisms. Tech-
nical measures include content policy filters (e.g., LLaMA Guard), retrieval sanitization,
constrained decoding, and ensemble self-consistency sampling. Workflow-level safeguards
including tool whitelisting, adversarial red-teaming, and cross-validation with traditional
detection methods provide additional protection layers.
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Table 18. Prompt injection and hallucination threats with mitigation strategies.

Threat Vector Impact on SOC Workflow Primary Mitigation

Direct PJ Override of system policies; sensitive data leak-
age Content filters; RLHF jailbreak penalties

Indirect PJ Poisoned RAG index → false IoCs; alert flooding Retrieval guardrails; semantic sanitization

Multi-stage PJ Arbitrary OS command execution via tool calls Tool/API whitelisting; constrained decoding;
PJ detectors

Hallucination Fabricated alerts and forensic artifacts Self-consistency sampling; ensemble voting;
XAI cross-checks

Notes: PJ = prompt injection; SOC = Security Operations Center; RAG = Retrieval-Augmented Generation;
IoCs = indicators of compromise; RLHF = reinforcement learning from human feedback; XAI = explainable AI.

While mitigation frameworks reduce risks, they do not eliminate systemic vulnerabili-
ties. Effective defenses require multi-layered safeguards combining algorithmic controls
with organizational practices, including audit logging, human-in-the-loop verification,
and adversarial testing. Addressing prompt injection and hallucination remains central to
ensuring safe LLM integration in high-stakes cybersecurity operations [13,14].

10. Security Gaps and Open Issues
Large Language Models (LLMs) generate both beneficial cybersecurity defenses and

dangerous threats because of their ability to challenge security systems. Adversaries
exploit LLMs to generate automated alarming cyber attacks, including sophisticated phish-
ing campaigns and advanced malware production and large-scale misinformation diffu-
sion capabilities, which make it easier for cybercriminals to enter the cyber threat land-
scape [189,204,205]. The susceptibility of both open-source and less regulated approaches
to vulnerability exists despite filtering safeguards, thus these models present substantial
dangers to small- and medium-sized enterprises (SMEs) [204,206].

The internal components of LLM systems face targeted adversarial threats during
operation. The techniques of prompt injection combined with jailbreaking achieve highly ef-
fective bypasses of security measures, thus damaging model ethical integrity [207]. The use
of proficiently designed prompts exposes security weaknesses that exist in these models
because of their systemic data exposure issues [208]. Additionally, LLMs communicate false
information and hallucinate wrong recommendations, which creates additional operational
risks because these errors spread across systems, according to the study [209].

On the defensive side, Static Application Security Testing (SAST) benefits from LLM
defensive enhancements, although essential flaws continue to affect security applications.
The static databases used in present vulnerability scanning tools prove unable to identify
zero-day threats, which reduces their capability for proactive defense [195]. The effective-
ness of LLMs in practical settings is poor according to evaluation metrics when used for
detecting threats against industrial control systems (ICSs), as shown in [209]. Moreover,
secure privacy-preserving model architectures become essential to third-party API integra-
tion because such implementations can reveal private data when conducting vulnerability
assessments [195,209,210]. Figure 19 illustrates the major security gaps, vulnerabilities,
and open research issues arising from the use of Large Language Models in cybersecurity.



Information 2025, 16, 957 50 of 72

Large Language Models (LLMs)

Malicious Use

Cyberattacks

Phishing

Malware

Misinformation

LLM Vulnerabilities

Model Exploits

Jailbreaking

Data Breaches

Hallucinations

Defensive Limitations

Tool Gaps

Static Knowledge

Poor Benchmarks

Privacy Risks

Research Challenges

Future Concerns

Adaptability

Ethical Governance

Explainability

Future Directions

Figure 19. Overview of security gaps, vulnerabilities, defensive limitations, and research challenges
of LLMs in cybersecurity. Arrows indicate directional relationships between categories.

11. Case Studies of LLMs in Action
Practical LLM application in cybersecurity is best understood through sector-specific

analysis. Across healthcare, critical infrastructure, education, and commercial services,
LLMs demonstrate measurable improvements in detection accuracy, incident response,
and compliance monitoring while introducing new vulnerabilities. This section consoli-
dates the literature into representative sectors, emphasizing benefits, challenges, and de-
ployment implications. Tables 19 and 20 synthesize domain-specific LLM cybersecurity
applications and associated challenges, demonstrating implementation breadth while
highlighting persistent risks related to adversarial exploitation, regulatory compliance,
and the necessity of hybrid human–AI governance frameworks across healthcare, critical
infrastructure, education, and commercial service sectors.

Table 21 summarizes defensive, offensive, and emerging applications of LLMs across
these case studies, alongside their reported benefits and challenges.

Table 19. Domain-specific applications of Large Language Models in cybersecurity: applications,
benefits, and risk landscape.

Domain Application Area Key Benefits Primary Risks and Challenges Refs.

Healthcare and Medical Systems
Anomaly detection in medical IoT
data; phishing detection; EHR
compliance monitoring

Improved detection rates; auto-
mated HIPAA/GDPR compliance
support

Susceptibility to prompt-injection
attacks; data misuse concerns [18,211]

Healthcare and Medical Systems Adversarial risk modeling and
CIA triad-based taxonomies

Enhanced security posture through
domain-specific fine-tuning

Need for early-stage risk assess-
ment before deployment [19,208]

Critical Infrastructure and Energy Sys-
tems

IEC 61850 protocol anomaly detec-
tion (GOOSE/SV messages)

Real-time defense capabilities for
critical infrastructure

Scalability limitations; inter-
pretability issues [10]

Critical Infrastructure and Energy Sys-
tems

Log analysis; incident triage; vul-
nerability scanning in ICSs

Accelerated incident response and
enhanced ICS resilience

Over-reliance on automation;
need for human–AI oversight [212]

Education and Training Environments
Automated content generation;
knowledge graph-enhanced tutor-
ing; CTF exercises

Improved student engagement;
skill development; personalized
learning

Academic integrity concerns; pri-
vacy of learner data

[196,213,
214]

Education and Training Environments Standardized question generation;
personalized feedback delivery

Scalable cybersecurity education
delivery

Potential misuse of AI-generated
solutions

[196,213,
214]

Commercial Services (Tourism and Lo-
gistics)

Multilingual threat detection;
cross-border compliance; fraud
prevention

Scalable security for seasonal work-
forces and distributed operations

Deployment complexity; regula-
tory fragmentation [195,215]

Commercial Services (Tourism and Lo-
gistics)

Digital-identity validation; au-
tonomous platform monitoring

Efficient compliance checking
across GDPR/CCPA/LGPD

Cross-jurisdictional compliance
challenges [195,215]

Cross-Cutting (Offensive/Dual-Use)
Generation of sophisticated phish-
ing content; password-cracking
automation

Identification of system vulnerabili-
ties through red-team evaluation

Dual-use potential for malicious
actors [103,216]

Cross-Cutting (Offensive/Dual-Use) Exploitation of jailbreak vulnera-
bilities in prompt filters

Understanding of adversarial capa-
bilities for defensive improvement

Hallucinations; misclassifications;
false positives [103,216]
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Table 20. Technical challenges and mitigation strategies for Large Language Model deployment in
cybersecurity.

Technical Challenge Affected Domains Mitigation Strategies Implementation Requirements Refs.

Prompt injection and adversar-
ial attacks Healthcare; education

Integration of adversarial risk modeling; CIA
triad-based taxonomies; domain-specific fine-
tuning

Pre-deployment security testing; ad-
versarial training datasets [18,19,208,211]

Data privacy and regulatory
compliance

Healthcare; tourism
and logistics

Early-stage risk assessment;
HIPAA/GDPR/CCPA/LGPD compli-
ance frameworks; automated monitoring

Privacy-preserving techniques; regu-
latory audit trails [18,195,211,215]

Scalability and real-time pro-
cessing

Critical infrastructure;
energy systems

Hybrid human–AI workflows; optimized
IEC 61850 protocol analysis; distributed pro-
cessing architectures

High-performance computing infras-
tructure; real-time data pipelines [10,212]

Interpretability and explainabil-
ity

Critical infrastructure;
cross-cutting

Red-team evaluations; explainable-AI integra-
tion; human oversight for critical decisions

Transparent model architectures;
decision-traceability mechanisms [212,217]

Hallucinations and false posi-
tives All domains

Analyst validation and refinement of LLM
outputs; continuous model evaluation and re-
training

Feedback loops from security ana-
lysts; quality-assurance protocols [212,217]

Dual-use and offensive ex-
ploitation

Cross-cutting; all do-
mains

Governance frameworks; red-team testing;
jailbreak vulnerability assessment; ethical
guidelines

Organizational policies; security-
awareness training; access controls [103,216,217]

Table 21. LLM and NLP applications in cybersecurity across selected domains.

Category Area Findings Refs.

Defensive Healthcare Automated anomaly detection and compliance monitoring in EHR/IoMT. [18,211]
Defensive Smart grid Detection of IEC 61850 anomalies using ChatGPT–human integration. [10]
Defensive Log analysis GPT-4 accelerated triage but required human validation. [212]
Defensive Compliance GDPR/NYCRR compliance automation with RAG and BERT-GRC. [217]

Offensive Phishing LLMs used for generating persuasive phishing campaigns. [103,218]
Offensive Jailbreak prompts Prompt injections exploited model safeguards. [216]
Offensive Automation LLMs automated malware and attack scripts. [103]

Emerging Education CyberQ- and SENSAI-enhanced training raised integrity concerns. [213,214]
Emerging Hybrid workflow Human–AI collaboration reduced false positives. [212,217]

11.1. Successful Implementations in Cybersecurity Firms

Researchers report that Large Language Models (LLMs) are increasingly adopted by
cybersecurity firms to enhance detection, investigation, and response workflows. Their
natural language processing capabilities enable rapid analysis of unstructured data such as
threat reports, logs, and phishing emails, providing improvements in threat intelligence
extraction and anomaly detection [13]. Firms apply LLMs for proactive threat hunting,
phishing detection, and automated incident response, reducing reliance on reactive defense
mechanisms. For example, Zhang et al. demonstrate that LLMs not only support detection
but also contribute to policy refinement and security workflow automation.

Several challenges accompany deployment. Studies highlight vulnerabilities to prompt
injection, interpretability issues, and the risk of false positives in operational environ-
ments [15,16]. Ethical and governance concerns also persist, particularly around model
bias, safe deployment, and human oversight requirements [92]. To address these limita-
tions, firms increasingly rely on domain-specific fine-tuning and continuous pre-training
on sector-relevant datasets [12]. These adaptations, combined with structured implementa-
tion frameworks [219], are viewed as necessary for sustainable and trustworthy adoption.
Table 22 summarizes notable industry implementations, highlighting measurable gains in
detection accuracy, triage efficiency, and incident-response speed.
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Table 22. LLM implementations in cybersecurity firms.

Company LLM Solution Use Case Improvement Year

IBM Watson Threat intelligence 60% faster detection 2023
Darktrace Cyber AI Analyst Investigations 92% faster triage 2024

Palo Alto Cortex XSIAM Security operations 80% fewer false posi-
tives 2024

CrowdStrike Falcon AI Endpoint protection 99.9% malware detec-
tion 2025

Fortinet FortiAI Network detection 75% faster response 2023

11.2. Comparative Analysis of Different Approaches

Traditional cybersecurity methods rely on programmed systems that detect prede-
fined behavioral anomalies with limited adaptability to novel attack vectors. In contrast,
Large Language Models (LLMs) process unstructured data and identify complex patterns
that conventional systems overlook, enabling more sophisticated threat detection [13].
LLMs’ adaptive algorithms generate reactive responses to emerging threats, fundamentally
transforming cybersecurity operations.

LLM implementation automates threat reporting and standardizes findings previ-
ously requiring manual intervention, substantially reducing response times to potential
threats [14]. LLMs overcome the scalability limitations inherent in traditional methods by
continuously evolving protection strategies through real-time data processing. Empirical
evidence demonstrates that LLMs augment existing security frameworks with superior ca-
pabilities for addressing complex cyber threats, providing organizations with demonstrable
advantages in threat detection and incident response.

11.3. LLMs in the Medical and Healthcare Sector

Researchers have applied LLMs to healthcare cybersecurity for tasks such as anomaly
detection in medical IoT data, phishing prevention, and the compliance monitoring of
electronic health records (EHRs). Reported benefits include improved detection rates,
automated audit support, and reduced regulatory risk under HIPAA and GDPR frame-
works [18,211]. LLMs also assist in modeling emerging threats by simulating phishing
behaviors and adapting defense programs to evolving attack strategies.

At the same time, vulnerabilities specific to healthcare deployment have been identi-
fied. Studies highlight risks from prompt injection and adversarial manipulation that may
compromise patient data integrity and system availability [208]. Taxonomies based on the
CIA triad have been proposed to structure risk assessment and inform defense strategies,
emphasizing the need for early-stage evaluation of LLM-enabled systems [19]. Privacy
preservation, interpretability, and regulatory alignment remain central challenges for real-
world adoption. While LLMs offer meaningful advances for securing sensitive health
data and improving compliance monitoring, safe deployment requires robust technical
safeguards and domain-specific governance frameworks.

11.4. LLMs in the Decision-Making Sector

Large Language Models (LLMs) enhance cybersecurity decision making by process-
ing unstructured data for vulnerability identification, phishing simulation, and malware
analysis, enabling real-time adaptive defenses [211,220].

LLMs accelerate collaborative incident response in multi-agent environments by
streamlining communication between security teams [220]. Integration with frameworks
like the Analytic Hierarchy Process (AHP) enables GPT-based models to prioritize security
tasks and generate interpretable outputs in high-risk scenarios [221]. Knowledge graph
augmentation, such as the Joint Reasoning Chain approach, improves transparency and
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reliability by incorporating domain expertise [222]. In malware classification, combining
LLaMA with SecureBERT and MITRE ATT&CK embeddings achieves over 90% accuracy
in packet and memory dump analysis [223].

Critical challenges such as data privacy, interpretability, adversarial exploitation,
and ethical alignment remain and hinder operational adoption [224,225]. LLM outputs
must connect to actionable effects and attacker models to prevent unintended consequences.
While LLMs demonstrate significant gains in speed, adaptability, and intelligence for secu-
rity decisions, safe deployment requires domain-specific safeguards and ethical governance.

11.5. LLMs in the Education Sector

LLMs are increasingly applied in cybersecurity education to generate adaptive learning
environments, automate content creation, and provide personalized feedback. These
tools enhance engagement in both classroom and experiential settings, with reported
improvements in student performance and problem-solving skills [214,226].

Projects such as CyberQ demonstrate how knowledge graph-enhanced LLMs can
generate standardized cybersecurity questions with higher factual accuracy and reduced
hallucinations, thereby improving assessment quality [213]. Similarly, systems like SEN-
SAI employ LLM-driven tutoring to deliver customized training and feedback at scale,
enabling individualized learning pathways for large student cohorts [214]. In Capture-The-
Flag (CTF) exercises, LLMs have shown potential to support advanced problem solving,
though concerns regarding academic integrity and unauthorized assistance remain [196].

At the same time, risks related to privacy, data integrity, and potential misuse of AI-
assisted educational platforms have been documented [227]. Systematic reviews confirm both
the promise and limitations of LLMs in cybersecurity learning, emphasizing the need for
ethical safeguards, transparency, and secure integration within academic settings [6,13,92].
A compact LLM-enabled framework for cybersecurity education is discussed in the Educa-
tion Subsection; a schematic is provided in Supplementary Figure S2.

11.6. LLMs in the Tourism Sector

The tourism industry’s reliance on digital infrastructures for bookings, payments,
and customer data creates significant cyber vulnerabilities. LLMs strengthen security
operations in this resource-constrained sector through multilingual phishing detection,
automated compliance monitoring, and adaptive incident response [195,215].

LLM-enhanced systems translate and localize security protocols for multinational hotel
chains, validate compliance with GDPR and CCPA, and detect fraudulent transactions
in real time. Edge-cloud deployment models are particularly effective: edge devices
reduce latency and enhance privacy for on-site operations, while cloud platforms deliver
large-scale threat intelligence and vulnerability analysis [176,228]. Additional applications
include digital-identity validation for guest verification and adaptive regulatory monitoring
across borders.

Implementation challenges remain significant: integrating LLMs into diverse booking
and payment platforms, combating adversarial misuse, and addressing seasonal staff
turnover with limited security awareness. AI-supported training programs tailored to
tourism-specific threats are essential [213]. Sector-specific adaptation is critical—generic
cybersecurity models cannot address tourism’s unique operational requirements. Table 23
contrasts LLM applications with their cybersecurity functions, tourism-specific use cases,
and implementation complexity.
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Table 23. Comparative analysis of LLM applications for cybersecurity in the tourism sector.

LLM Application General Cybersecurity Function Tourism-Specific Use Case Complexity a

SecurityBot [215]
LLM agent guided by reinforcement
learning for automated security oper-
ations

Continuous monitoring of booking platforms
and payment gateways to detect anomalies and
fraud

High

LSAST [195] Enhanced vulnerability scanning us-
ing hybrid rule–LLM pipelines

Source-code security analysis for tourism web
portals and mobile booking apps Medium

CyberQ [213]
Interactive cybersecurity education
and staff training via conversational
agents

Tailored awareness modules addressing phish-
ing and social engineering for tourism staff and
travelers

Medium–
Low

CTINEXUS [176] Construction and querying of cyber-
security knowledge graphs

Development of sector-specific threat intelli-
gence networks for tourism stakeholders High

Primus Dataset Mod-
els [228]

Embedding of specialized cybersecu-
rity knowledge into LLM frameworks

Automated adaptation to cross-border compli-
ance requirements (GDPR and PCI-DSS) in
tourism operations

Medium

Notes: a Implementation complexity rated qualitatively based on required technical expertise, integration effort,
and resources.

A sector-specific LLM framework for tourism is provided in Supplementary Figure S3,
Section 11.6, and Table 23 summarize the modules and use cases.

11.7. LLMs for Cybersecurity in Various Sectors

Here, the sectoral applications, benefits, and risks of LLM-enabled cybersecurity are
synthesized for compact reference in Table 24.

Table 24. Sectoral LLM deployment for cybersecurity: functions, benefits, risks, and representative sources.

Sector Core Security Functions Reported Benefits Key Risks/Constraints Sources

Healthcare
Anomaly detection for medical
IoT; log analysis; compliance mon-
itoring

Higher detection accuracy;
faster triage and response

Patient privacy;
HIPAA/GDPR com-
pliance; regulation
auditability of workflows

[229,230]

Finance
Fraud and phishing detection;
monitoring of transaction and au-
thentication logs

Earlier identification of fraud;
improved detection rates

Adversarial evasion; need
for transparency and au-
ditability in decisions

[231]

Critical infrastruc-
ture and smart
grids

Anomaly detection in ICS/S-
CADA; APT and insider-threat
early warning; real-time analytics
via distributed processing

Earlier threat surfacing; sup-
port for continuous monitor-
ing at scale

Safety-critical false posi-
tives; model misuse; in-
tegration complexity in
legacy systems

[162,230]

Telecommunications
and 6G networks

Autonomous security functions;
traffic monitoring; adaptive IDS
in decentralized/blockchain-
enabled settings

Scalability and resilience for
high-throughput, distributed
environments

Synthetic/adversarial traf-
fic; robustness to genera-
tive content and concept
drift

[17,232]

Social media and
online platforms

Detection of impersonation, misin-
formation, abuse, and coordinated
campaigns

Improved contextual analysis;
better identification of coordi-
nated operations

Dual-use risks (e.g., disin-
formation generation); at-
tacker tooling with LLMs

[231,232]

12. The Future Language Models in Cybersecurity
Advancements in language models (LMs) will transform cybersecurity through au-

tomated threat analysis and vulnerability identification that surpass traditional methods.
Gholami’s systematic review shows that LMs can automate complex tasks like malware
detection and phishing defense, enhancing organizational resilience against modern cy-
ber threats [13]. Integrating LMs into defensive systems will create adaptive security
frameworks capable of countering evolving adversarial strategies.



Information 2025, 16, 957 55 of 72

Growing competition among LM developers is accelerating the availability of ad-
vanced AI tools for organizational deployment [13]. These advances enable LMs to analyze
vast datasets for threat intelligence and anomaly detection. The LOCALINTEL frame-
work exemplifies this by combining local and global threat intelligence to generate precise,
AI-powered alerts [12]. Enhanced natural language processing capabilities will further
enable structured threat reporting, supporting comprehensive cybersecurity strategies amid
escalating threats. Figure 20 shows prospective LLM uses in cybersecurity—enhancing
operations while highlighting challenges in vulnerability analysis, ethical integration, threat
intelligence, transparency, and adversarial resilience.

Table 25 shows that domain-specific models, predictive security, and emerging technol-
ogy integration will drive future LLM development in cybersecurity, enabling automated
responses and enhanced vulnerability detection. Realizing this potential requires address-
ing accuracy limitations, ethical concerns, and false positive mitigation.

LLMs in Cybersecurity
Applications & Challenges

Threat & Vulnerability Analysis

Enhanced Threat Intelligence

Unstructured Data Triage
logs, tickets, reports

IR Copilots & Playbooks

Secure Code Review
SBOM & SAST assist

Prompt Injection & Data Exfiltration

Bias & Hallucination

Adversarial Robustness
jailbreaks, poisoning

Trust, Transparency, Audit

Ethics & Compliance

RAG Stack
vector index + KBs

Guardrails
PII redaction, policy, rate limits

Red Teaming & Evaluation
test sets, metrics

Ops & Monitoring
drift, cost, lineage

Governance & MLOps

Figure 20. Applications and challenges of Large Language Models (LLMs) in cybersecurity.

Table 25. Future advancements, strategies, characteristics, and challenges of LLMs in cybersecurity.

Category Aspect Description

Advancements Domain-specific models Tailored LLM architectures enhancing malware detection, log analysis, and threat
classification accuracy.

Integration with emerging
technologies

Utilization of blockchain for model provenance, federated learning for decentral-
ized training, and secure multi-party computation.

Predictive security Proactive threat anticipation via pattern forecasting, anomaly prediction, and early
warning systems.

Strategies Automated threat response Orchestration of LLM-driven playbooks for real-time containment, remediation,
and incident mitigation.

Enhanced vulnerability detec-
tion

Large-scale analysis of codebases and configuration data to identify complex and
zero-day vulnerabilities.

Ethical implementation Adoption of privacy-preserving model designs, bias mitigation protocols, and ad-
versarial robustness frameworks.

Characteristics Scalability and efficiency Optimized inference pipelines supporting high-throughput data streams and
heterogeneous telemetry sources.

Adaptability Continuous model refinement enabling rapid adaptation to novel attack vectors
and evolving threat landscapes.

Collaborative development Global threat intelligence sharing, open-source model contributions, and standard-
ized evaluation benchmarks.
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Table 25. Cont.

Category Aspect Description

Challenges Mitigating false positives Reduction in alert fatigue through confidence calibration, ensemble methods,
and human-in-the-loop validation.

Addressing ethical concerns Establishment of governance frameworks for transparency, accountability, and re-
sponsible AI deployment.

Improving accuracy Ongoing enhancements in contextual understanding, long-context reasoning,
and domain-specific fine-tuning.

12.1. Emerging Trends and Technologies

Emerging cybersecurity trends converge around integrating Large Language Mod-
els with advanced automation, Retrieval-Augmented Generation, and knowledge graph
reasoning to enhance defensive capabilities, streamline incident response, and improve
critical infrastructure resilience. LLMs demonstrate tangible benefits in malware detection,
phishing identification, anomaly detection, and automated compliance monitoring, with re-
ported improvements in detection accuracy and operational efficiency, though limitations
including outdated training data, high false positive rates, and privacy risks persist [12–14].
The technological trajectory points toward multi-objective fine-tuning, hybrid architectures
integrating LLMs with symbolic reasoning and graph-based methods, and hardware-in-
the-loop frameworks generating realistic datasets for sectors such as smart grids [10].
Adversarial use cases—automated social engineering, prompt injection, and AI-driven mis-
information—highlight the LLM dual-use nature and necessitate responsible governance
and transparent model auditing [92,103,185].

Benchmarking efforts including the SECURE framework mark critical progress toward
standardized evaluation protocols, while domain-specific applications in supply chain
defense, cloud security, IoT protection, and autonomous vehicle cybersecurity signal
transition from proof-of-concept research to operational deployment [209,233–236]. While
LLMs are positioned as core components of future cyberdefense ecosystems, adoption
must be accompanied by robust mitigation mechanisms addressing bias, transparency,
adversarial robustness, and privacy protection, ensuring innovation aligns with security
and ethical imperatives. Tables 26 and 27 consolidate current applications, emerging
directions, and forward-looking use cases of LLMs in cybersecurity.

Table 26. Applications of Large Language Models (LLMs) in cybersecurity.

Application Area Description Key Benefits Ref.

Malware detection Utilizes LLMs to identify and analyze malware
signatures and behaviors.

Enhanced detection rates and ac-
curacy. [237]

Phishing detection Simulates phishing scenarios to develop effec-
tive countermeasures.

Improved resilience against social
engineering attacks. [211]

Incident-response
automation

Automates threat detection and response pro-
cesses using LLM capabilities.

Faster response times and re-
duced manual effort. [90]

IAM integration Employs LLMs for dynamic access control and
policy management. More robust security frameworks. [238]

Ethical considera-
tions

Addresses challenges related to transparency
and interpretability of LLMs.

Promotes responsible AI use in cy-
bersecurity. [239,240]
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Table 27. Emerging trends and technologies utilizing LLMs for cybersecurity applications.

Trend/Technology Application Reference(s)

Defensive Applica-
tions

Anomaly detection in IEC 61850-based
smart grids Zaboli et al. [10]

Web application vulnerability assessment Nana et al. [233], Cao et al. [234], Ferrag et al. [235],
Szabo et al. [241]

Adversarial Applica-
tions

Phishing email generation and social engi-
neering frameworks

Zou et al. [242], Afane et al. [116], Chen et al. [243],
Roy et al. [111]

Adversarial attack frameworks targeting
LLMs Motlagh et al. [92]

Knowledge Integra-
tion

Joint reasoning pipelines augmented by
knowledge graphs Lu et al. [222]

Benchmarking and
Evaluation

SECURE benchmark for end-to-end LLM
cybersecurity evaluation Bhusal et al. [209]

Scam and Phishing De-
tection

Phishing detection using GPT-3.5 and GPT-
4 models

Jiang et al. [122], Heiding et al. [244],
Koide et al. [245], Studies [246,247]

Hardware-in-the-
Loop (HIL)

Synthetic dataset generation for energy sec-
tor HIL simulations Zaboli et al. [10]

12.2. The Evolving Nature of Cyber Threats

Cyber threats are dynamic, leveraging advances in artificial intelligence and pro-
liferation of interconnected devices to exploit vulnerabilities at an unprecedented scale,
rendering traditional rule-based security frameworks inadequate. Attackers employ Large
Language Models (LLMs) to craft adaptive phishing campaigns, automate social engi-
neering, and generate polymorphic malware, while defenders simultaneously experiment
with the same models to enhance anomaly detection, automate reporting, and improve
real-time threat intelligence [12,13]. This dual-use nature underscores the unpredictability
of modern threats, as adversaries continuously refine attack vectors to bypass detection,
while defenders race to update countermeasures, creating an escalating cycle of innovation.
Social engineering remains a dominant threat vector, amplified by LLMs’ capacity to gener-
ate highly convincing and context-aware phishing messages, thereby demanding equally
adaptive detection systems that integrate AI-assisted monitoring with human oversight.

At the same time, the widespread deployment of smart and IoT devices expands
the attack surface, enabling adversaries to exploit novel pathways that require scalable
and resilient defensive architectures [14]. Emerging research highlights the necessity of
hybrid intelligence approaches that combine automated LLM-driven analysis with human
expertise to mitigate risks of bias, hallucination, and ethical concerns while maintaining
situational awareness. Ultimately, the evolving nature of cyber threats calls for flexible,
ethically grounded, and continuously adaptive defensive strategies capable of leveraging
LLM strengths without succumbing to their vulnerabilities.

13. Conclusions
This systematic review synthesized evidence from 235 peer-reviewed studies (2020–2025)

examining Large Language Model integration into cybersecurity within Big Data infrastruc-
tures. This meta-analysis reveals task-domain-specific performance patterns: vulnerability
detection demonstrates the largest improvement (∆F1 = +0.11, 95% CI: 0.07–0.15), followed
by intrusion detection and incident triage (∆F1 = +0.10), while phishing detection shows
modest gains (∆F1 = +0.06) due to already-strong baseline systems (F1 = 0.88). Across all do-
mains, LLM-based methods reduce per-alert processing latency by 31–39%, enabling real-time
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threat response in high-volume Security Operations Centers. However, effective deployment
requires careful architectural matching to organizational context: domain-tailored models out-
perform general-purpose alternatives by +8.4% mean F1 only when training datasets exceed
50,000 labeled samples and the operational volume justifies re-training costs (minimum of
10,000 events/day for phishing and 100,000 events/day for intrusion detection). Organizations
processing fewer than 10,000 security events daily achieve superior cost-effectiveness with
general-purpose models combined with few-shot prompting.

Organizations should approach LLM adoption as a spectrum of implementation strate-
gies optimized for specific threat profiles, resource constraints, and regulatory environ-
ments. High-volume enterprise environments (>50,000 events/second) benefit from fine-
tuned domain-specific models achieving F1 scores of 0.90–0.94 with latencies of 370–640 ms,
whereas critical infrastructure with sub-500 ms requirements necessitates hybrid architec-
tures combining fast rule-based filtering (processing 85–90% of events) with selective LLM
analysis. Compliance-regulated sectors face fundamental trade-offs: studies reporting F1

improvements > 10% consistently document 15–22 percentage point declines in explain-
able AI fidelity metrics, necessitating either lower-performance interpretable models or
human-in-the-loop validation, increasing analyst workload by 20–30%. The six real-world
SOC deployment studies unanimously identify analyst cognitive overload as the primary
failure mode, underscoring that successful implementations allocate 30–40% of budgets
to interface design, workflow integration, and training. Among the 235 reviewed studies,
81% of those employing Retrieval-Augmented Generation report superior adaptability to
zero-day threats, maintaining detection accuracy within 3–5% of fine-tuned approaches
while enabling threat intelligence updates in <1 h versus 12–48 h for re-training cycles.

This review emphasizes the critical importance of task-domain-specific analysis in
evaluating LLM effectiveness for cybersecurity. Effect sizes vary substantially across
domains—from +0.06 F1 (phishing) to +0.11 F1 (vulnerability)—reflecting fundamental dif-
ferences in data modality, task complexity, and baseline system performance. Practitioners
and researchers must resist applying generic “LLM improves cybersecurity” conclusions
across contexts. Organizations deploying LLMs should prioritize high-gain domains (vul-
nerability detection, intrusion detection, and incident triage) before investing in low-gain
domains. Researchers should conduct domain-specific benchmarking, reporting effect
sizes separately by task and data modality rather than aggregating across heterogeneous
tasks. Policy makers should recognize that LLM-enhanced cybersecurity is not a monolithic
capability but rather a suite of domain-specific applications with varying maturity levels,
effectiveness, and readiness for operational deployment. Future meta-analyses and sys-
tematic reviews should perform stratification by task domain and report domain-specific
effect sizes with transparent heterogeneity assessment (Tables 3 and 4). Table 28 synthesizes
key findings and aligned recommendations, providing actionable deployment guidance
mapping organizational requirements to optimal architectural approaches.

Table 28. Condensed findings and deployment recommendations for LLMs in cybersecurity (Big
Data context).

Key Finding (KF) Actionable Recommendation (AR) ≥50k
Labels

≥10k
ev/day ≤500 ms RT Regulated Zero-Day env. HITL/HCI

KF1: Domain-tuned > general
(F1: +6–13%, mean +8.4%)

AR1: Prefer fine-tuning when datasets ≥ 50k
and volume ≥ 10k/day; ensure ≥ 32 GB
GPU; otherwise, use general + few-shot
(F1 ≈ 0.85–0.87).

Req. Req. Cond. Cond. No Cond.

KF2: RAG sustains adaptability
(within 3–5% of FT; updates <1 h;
+150–300 ms)

AR2: Prioritize RAG for evolving threats
(APTs and polymorphic malware) over peri-
odic re-training.

No Cond. No Cond. Req. Cond.
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Table 28. Cont.

Key Finding (KF) Actionable Recommendation (AR) ≥50k
Labels

≥10k
ev/day ≤500 ms RT Regulated Zero-Day env. HITL/HCI

KF3: Latency–accuracy patterns
(general: 1200–1800 ms; FT: 370–
640 ms; lightweight: 180–320 ms)

AR3: For <500 ms SLAs, deploy lightweight
or hybrid pipelines: rules prefilter 85–90%;
LLM score residuals.

No Req. Req. Cond. Cond. Cond.

KF4: XAI trade-off (>10% F1
gain ⇒ XAI −15–−22 pp)

AR4: In compliance-sensitive domains, use
interpretable models or mandate human-in-
the-loop validation (workload +20–30%).

No Cond. Cond. Req. No Req.

KF5: Human–AI workflows
drive outcomes (alert reduction
of 40–60%; acceptance ∝ explana-
tion quality, r = 0.73)

AR5: Allocate 30–40% of budget to UI/work-
flows/training; LLMs for triage/enrichment
and humans for validation/action.

No Cond. Cond. Req. Cond. Req.

Legend: Req., primarily required/applicable; Cond., conditional or partially applicable; No, not primarily applicable.

13.1. Concrete Findings and Actionable Recommendations

Synthesis. LLM efficacy for cybersecurity is context-dependent: domain-tuned
models deliver +8.4% mean F1 (6–13%) only with ≥50k labels and ≥10k events/day
(GPU ≥ 32 GB); RAG adapts to zero-days within <1 h at +150–300 ms and remains within
3–5% of fine-tuned accuracy; real-time (<500 ms) favors lightweight or hybrid designs (rules
prefilter 85–90%); >10% F1 gains reduce XAI fidelity by 15–22 pp; effective SOCs use LLM
triage to cut alerts by 40–60% and invest 30–40% in HCI/training. Table 28 summarizes
key findings and aligned recommendations.

13.2. Research Gaps Requiring Immediate Attention

Gap 1: Systematic Benchmarking Under Realistic Operational Constraints
Only 12% of reviewed studies quantify latency–accuracy trade-offs under production

workloads. Future research must establish standardized benchmarks incorporating

• Bursty traffic patterns (simulating DDoS and coordinated attacks);
• Data drift scenarios (temporal distribution shifts in threat patterns);
• Resource contention (multi-tenant cloud environments).

Gap 2: Explainability–Performance Pareto Frontiers
The current literature lacks systematic exploration of architectural modifications that

improve both accuracy and interpretability. Promising directions include

• Hybrid architectures with interpretable first-stage classifiers;
• Constrained generation techniques enforcing structured, auditable outputs;
• Post hoc explanation methods specifically designed for security contexts.

Gap 3: Cross-Domain Transfer Learning
No studies systematically evaluate whether models fine-tuned on one domain (e.g.,

phishing) transfer effectively to related domains (e.g., business email compromise). Quanti-
fying transfer learning efficiency could reduce data requirements by 40–60%.

Gap 4: Long-Term Operational Studies
The six SOC deployment studies span only 3–8 months. Multi-year longitudinal

research is essential to assessing

• Model drift and re-training frequency requirements;
• Analyst skill development and trust calibration over time;
• Total cost of ownership, including maintenance and updates.

13.3. Future Directions

Building on the identified challenges, several research directions are pressing. Fu-
ture work should prioritize developing LLMs resistant to prompt injection, backdoor
exploitation, and data poisoning through adversarial training, red-teaming protocols,
and trustworthy evaluation benchmarks. Systematic methods to detect and mitigate bias
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in LLM outputs are needed, with explainability frameworks tailored to cybersecurity
applications supporting analyst understanding, accountability, and regulatory compli-
ance. Research should focus on fine-tuning and pre-training strategies for sector-specific
contexts—customized models for healthcare, financial services, and industrial IoT environ-
ments promise more accurate detection of specialized attack vectors while reducing false
positives. Empirical work is required to design effective interfaces integrating LLM out-
puts into analyst workflows, studying trust calibration, alert fatigue, and division of labor
between automated systems and human expertise in SOC settings. As security telemetry
grows, optimizing LLM–Big Data pipelines for latency, throughput, and cost efficiency
becomes crucial through distributed training, federated learning, and lightweight inference
architectures. Beyond technical safeguards, interdisciplinary research must address privacy
preservation, compliance with regulatory frameworks (GDPR, AI Act, etc.), and standards
for responsible LLM use in cybersecurity. Progress in LLM-assisted cybersecurity depends
not only on model innovation but also on infrastructure design, governance, and inter-
disciplinary collaboration, requiring movement from proof-of-concept demonstrations to
robust, transparent, and ethically grounded deployment.

Methodological transparency materials provided as Supplementary Materials:

• Supplementary Table S1: PRISMA-2020 checklist documenting all reporting items.
• Supplementary Table S2a: Characteristics of all 235 included studies, including task

domains, datasets, model families, evaluation protocols, and deployment settings.
• Supplementary Table S2b: Outcome harmonization assumptions and measurement

rules, including detailed latency normalization procedures, subgroup stratification
criteria (real-time vs. batch; cloud API vs. self-hosted), and sensitivity analysis
specifications (Row 3: Latency subgroup stratification).

• Supplementary Table S2c: Full-text exclusion reasons for all 177 studies excluded
during screening, with per-article justifications.

• Supplementary Table S3: Risk-of-bias ratings for all 68 comparative/experimental
studies, with domain-level judgments and supporting rationale.

• Supplementary Note S1: Full verbatim electronic search strategies with Boolean logic,
field specifications, and date filters for all databases (Scopus, Web of Science, IEEE
Xplore, ACM Digital Library, and arXiv).

Reproducibility statement: All effect sizes reported in this review (Table 3: pooled
F1 improvements and latency reductions by task domain) were computed using random-
effects meta-analysis (DerSimonian–Laird method) implemented in Python (version 3.11.7)
with statsmodels (version 0.14.2) and scipy (version 1.11.4). The statistical procedures,
heterogeneity assessment methods (I2, τ2), and sensitivity analysis protocols are fully spec-
ified in Section 2.6 and Supplementary Table S2b. Per-study outcomes (F1 scores, latency
values, etc.) are reported in the original source publications, all of which are cited in the
References Section and listed in Supplementary Table S2a with full bibliographic details.

Analysis code availability: Meta-analysis computations employed standard statistical
formulas (DerSimonian–Laird random-effects model and Egger’s regression for publi-
cation bias) that are fully reproducible using the methods specified in Section 2.6.3 and
Supplementary Table S2b. Organizations or researchers seeking to replicate the analyses
may implement these formulas using the specified Python libraries or equivalent statistical
software (e.g., R metafor package and Stata metan command).

Supplementary Materials: The following supporting information can be downloaded at: https://
www.mdpi.com/article/10.3390/info16110957/s1, Table S1: PRISMA-2020 checklist and item–location
mapping, Supplementary Note S1: Full electronic search strategies for all sources, Table S2a: Charac-
teristics of included studies, Table S2b: Outcome harmonization assumptions and rules, Table S2c:

https://www.mdpi.com/article/10.3390/info16110957/s1
https://www.mdpi.com/article/10.3390/info16110957/s1
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Full-text exclusions with per-article reasons, Table S3: Risk-of-bias ratings by study and summary
counts, Figure S1. Funnel plots and Egger’s tests for eligible syntheses, Figure S2: LLM-based frame-
work for cybersecurity education, Figure S3: Framework of LLM-based cybersecurity in the tourism
sector, Figure S4: Encryption-backed Retrieval-Augmented Generation pipeline for SOC workloads.
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Abbreviations
The following abbreviations are used in this manuscript:

ACL Association for Computational Linguistics
AI Artificial intelligence
AIS Automatic Identification System
API Application Programming Interface
APT Advanced Persistent Threat
AUC Area Under the Curve
BERT Bidirectional Encoder Representations from Transformers
BIP Block Interaction Protocol
BPNM Business Process Model and Notation
CI Confidence Interval
CSF Cybersecurity Framework (NIST CSF 2.0)
CTI Cyber Threat Intelligence
CVSS Common Vulnerability Scoring System
DL Deep learning
DOI Digital Object Identifier
DP-SGD Differential Privacy—Stochastic Gradient Descent
EDR Endpoint Detection and Response
EHR Electronic Health Records
F1 F1 score (harmonic mean of precision and recall)
GNN Graph Neural Network
GRADE Grading of Recommendations, Assessment, Development and Evaluation
GPU Graphics Processing Unit
HIPAA Health Insurance Portability and Accountability Act
IDPS Intrusion detection and prevention system
IoMT Internet of Medical Things
IoT Internet of Things
LLM Large Language Model
ML Machine Learning
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NMEA National Marine Electronics Association
NER Named-Entity Recognition
NLP Natural language processing
NIST National Institute of Standards and Technology
NIS Network and Information Security
OT Operational Technology
PRISMA Preferred Reporting Items for Systematic Reviews and Meta-Analyses
PROSPERO International Prospective Register of Systematic Reviews
PQ-LLM Post-Quantum Large Language Model
RAG Retrieval-Augmented Generation
RoB Risk of Bias
SBOM Software Bill of Materials
SCADA Supervisory Control and Data Acquisition
SIEM Security Information and Event Management
SOC Security Operations Center
SOAR Security Orchestration, Automation and Response
STIX Structured Threat Information Expression
TPU Tensor Processing Unit
XAI Explainable artificial intelligence
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