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Abstract

In today’s digital ecosystem, where millions of users interact with diverse online ser-
vices and generate vast amounts of textual, transactional, and behavioral data, ensur-
ing the trustworthiness of this information has become a critical challenge. Low-quality
data—manifesting as incompleteness, inconsistency, duplication, or noise—not only un-
dermines analytics and machine learning models but also exposes unsuspecting users to
unreliable services, compromised authentication mechanisms, and biased decision-making
processes. Traditional data quality assessment methods, largely based on manual inspec-
tion or rigid rule-based validation, cannot cope with the scale, heterogeneity, and velocity
of modern data streams. To address this gap, we propose DQMAF (Data Quality Modeling
and Assessment Framework), a generalized machine learning–driven approach that sys-
tematically profiles, evaluates, and classifies data quality to protect end-users and enhance
the reliability of Internet services. DQMAF introduces an automated profiling mechanism
that measures multiple dimensions of data quality—completeness, consistency, accuracy,
and structural conformity—and aggregates them into interpretable quality scores. Records
are then categorized into high, medium, and low quality, enabling downstream systems to
filter or adapt their behavior accordingly. A distinctive strength of DQMAF lies in integrat-
ing profiling with supervised machine learning models, producing scalable and reusable
quality assessments applicable across domains such as social media, healthcare, IoT, and
e-commerce. The framework incorporates modular preprocessing, feature engineering, and
classification components using Decision Trees, Random Forest, XGBoost, AdaBoost, and
CatBoost to balance performance and interpretability. We validate DQMAF on a publicly
available Airbnb dataset, showing its effectiveness in detecting and classifying data issues
with high accuracy. The results highlight its scalability and adaptability for real-world big
data pipelines, supporting user protection, document and text-based classification, and
proactive data governance while improving trust in analytics and AI-driven applications.

Keywords: data quality assessment; machine learning; big data analytics

1. Introduction
In today’s interconnected digital society, where billions of users interact with online

platforms, applications, and services, data is often described as the “new oil” [1]. Just as
oil fueled the industrial revolution, trustworthy data now powers secure authentication,
personalized services, and user protection in the modern Internet [1]. Data has become the
backbone of digital ecosystems, supporting not only analytics and decision-making but also
the safety and reliability of interactions that shape social media, healthcare, e-commerce,
and the Internet of Things (IoT) [2]. Generated from diverse sources—including user-
generated text, financial transactions, sensor networks, and scientific exploration—data
continues to grow at an unprecedented pace [3,4].
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Ensuring the quality of this data is therefore a critical requirement for protecting
users, since it directly influences the fairness, effectiveness, and reliability of downstream
processes [2,4]. Within Data Management Systems (DMSs), quality assessment impacts
not only compliance and organizational governance [5,6] but also the security of authen-
tication workflows, the trustworthiness of user profiling, and the validity of document
and text classification systems. Data quality is inherently multidimensional and context-
dependent [4,7], encompassing completeness, reliability, consistency, and accuracy. These
attributes capture the absence of errors, duplicates, and missing values [5], all of which are
crucial for preventing biased predictions, misleading insights, or harmful user experiences.

Beyond these fundamental attributes, additional dimensions become essential in
user-facing contexts. Availability ensures that data is accessible exactly when required
for tasks such as real-time navigation or clinical decision support [8]. Usability reflects
whether information is structured to support seamless integration into authentication or
profiling pipelines, enhancing user engagement and efficiency [9]. Reliability emphasizes
the trustworthiness of data, which is maintained through validation procedures and checks
of provenance; for instance, users depend on accurate market feeds or verified social
content [10–12]. Relevance highlights the importance of contextual accuracy—outdated or
irrelevant sentiment data, for example, can severely distort analytical insights for social
media or e-commerce platforms [9]. Finally, presentation quality refers to the clarity
and accessibility of dashboards and recommendations presented to users, which directly
contribute to their perception of trust and transparency in digital systems [13].

Despite these needs, the scale and complexity of modern data streams introduce
challenges such as incompleteness, inconsistency, and noise, which compromise both
organizational analytics and user safety [14]. Poor-quality data may lead to flawed rec-
ommendations, authentication errors, financial risks, or misinformation spread [2]. This
impact is especially critical in IoT, healthcare, and social platforms, where inaccurate or
fabricated inputs can impair patient outcomes, enable identity fraud, or expose users to
misleading narratives [15–17].

Traditional methods for quality assurance—including profiling, rule-based validation,
sampling, referential integrity checks, and user-driven queries [18]—struggle with the
three Vs of big data: volume, velocity, and variety. They remain inadequate for real-time
environments where users expect secure, responsive, and trustworthy services. As a result,
Machine Learning (ML) has emerged as a scalable and adaptive alternative for automated
data quality assessment [19]. ML algorithms can identify hidden patterns, detect anomalies,
and classify quality levels without explicit programming [20,21], enabling systems to
protect users more effectively. Prior studies have applied ML in domains such as sensor
monitoring [6], oceanographic research [4], and healthcare records [20], illustrating its
cross-domain applicability.

In this work, we present DQMAF (Data Quality Modeling and Assessment Frame-
work), a generalized, machine learning–driven framework designed to safeguard users
and digital services by systematically assessing and classifying data quality. DQMAF
evaluates data attributes such as completeness, consistency, and duplication, then employs
supervised classifiers to categorize records into high, medium, or low quality. By providing
interpretable quality profiles, the framework strengthens user authentication, enhances
document and text classification, and ensures more reliable profiling across big data envi-
ronments. We validate the framework using a publicly available Airbnb dataset, demon-
strating its ability to reveal hidden data issues with high accuracy. The approach is scalable,
reusable, and adaptable across domains, including healthcare, IoT, and social media, of-
fering a foundation for protecting Internet users while improving the trustworthiness of
digital interactions.



Information 2025, 16, 911 3 of 17

The remainder of this paper is organized as follows: Section 2 discusses limitations of
existing approaches. Section 3 and 4 define the goals of building a user-centric data quality
assessment framework and the research questions, respectively. Section 5 describes the
DQMAF architecture and pipeline. Section 6 outlines the dataset, implementation setup,
and workflow. Section 7 evaluates model performance; and Section 8 summarizes findings
and proposes directions for future research.

2. Literature Review
Ensuring data quality in big data systems has emerged as a critical research focus due

to the exponential growth in the volume, variety, and velocity of data generated across
multiple domains. Poor-quality data, characterized by missing values, inconsistencies,
redundancy, and lack of structure, can severely hinder downstream analytics and impair
organizational decision-making [4,7]. Traditional rule-based or manual methods for quality
assessment often fail to scale or adapt in such dynamic environments [22]. This has
prompted the integration of machine learning (ML) techniques to automate, generalize,
and enhance the data quality evaluation process [18,23].

Big data is commonly described using the “four Vs”: Volume (massive amounts of
data), Velocity (high-speed data generation), Variety (structured, semi-structured, and un-
structured formats), and Veracity (uncertainty and inconsistency) [24]. For instance, social
platforms such as Facebook process billions of posts, images, and videos daily, demon-
strating both the challenges of scale and speed [19]. Veracity is particularly critical, as ML
models depend on reliable inputs; low-quality data can propagate biases and yield unreli-
able or misleading predictions. Thus, a comprehensive data quality assessment prior to
analytical or ML-driven applications is indispensable [25].

Data quality dimensions have been explored extensively in prior research. Beyond core
dimensions such as completeness, consistency, reliability, and accuracy, other studies have
introduced additional dimensions like conformance (adherence to formats), plausibility
(logical validity), timeliness, and provenance, which are especially relevant in domains like
healthcare and IoT [26,27]. Poor-quality data not only affects analytics but also leads to
significant economic losses, incorrect business insights, and compliance-related risks [2].
This necessitates robust frameworks capable of addressing heterogeneous datasets.

2.1. Data Quality Frameworks

Multiple studies have attempted to define and formalize data quality (DQ) frameworks
and standards to enable systematic evaluation. It has been emphasized that ensuring
high-quality data is fundamental for extracting value and making reliable decisions [2].
A comprehensive DQ framework aligned with the big data lifecycle—encompassing data
generation, acquisition, storage, and analysis—was proposed to emphasize the need for
assessment at every stage [28].

Further, models for unstructured big data quality assessment have been introduced,
which span from defining quality requirements to generating quality reports using profil-
ing, sampling, and metric-based evaluations [29]. Comparative studies have analyzed a
wide range of quality assessment methodologies covering profiling, cleansing, validation,
enrichment, and governance, concluding that flexible and context-aware frameworks are
critical for practical deployment [7]. These studies collectively suggest that static, one-
size-fits-all approaches are inadequate for real-world scenarios, underscoring the need for
adaptive, ML-driven solutions.
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2.2. ML-Based Data Quality Assessment in Various Domains

Machine learning methods have increasingly been applied to contexts where con-
ventional DQ approaches prove insufficient. These include dynamic and heterogeneous
environments such as the following:

• IoT Systems: Supervised ML frameworks employing ensemble Decision Trees and
Bayesian classifiers have been proposed to assess the quality of high-frequency and
volatile oceanographic sensor data [6]. Key quality dimensions identified include
accuracy, timeliness, completeness, consistency, and uniqueness [14,18].

• Healthcare: Standardized DQ terminologies and frameworks for electronic health
records (EHRs) have been developed, focusing on conformance, completeness,
and plausibility to ensure reliable clinical analytics [30]. Other research highlights
the importance of structured and accurate health data for computing clinical quality
indicators and supporting medical research [14,21].

• Social Media: Frameworks targeting the heterogeneity and velocity of user-generated
content have been proposed, emphasizing lifecycle-oriented quality assessment [19,31].
Further, ML techniques leveraging sentiment analysis and natural language processing
have been applied to large-scale platforms such as Airbnb reviews to derive data
quality attributes and customer-related insights [32].

Recent advances emphasize that effective data quality frameworks must not only
be accurate but also explainable and operationally viable in real time [33]. The field of
explainable AI (XAI) [34,35] has grown rapidly, offering methods to make algorithmic deci-
sions transparent and trustworthy for both technical and non-technical stakeholders [35,36].
In parallel, the operationalization of real-time data governance highlights the importance
of continuous monitoring, anomaly detection, and quality validation at streaming scale,
where latency directly affects user trust and system reliability. Existing DQ solutions
often fall short on these dimensions, motivating the development of frameworks like DQ-
MAF that combine interpretability with adaptability for integration into live governance
pipelines [33,34].

2.3. User-Centric Perspectives on Data Quality

While existing research has predominantly emphasized organizational analytics,
an equally critical dimension is the impact of data quality on protecting end-users [13].
Low-quality or manipulated data can mislead authentication systems, distort user profiling,
and amplify misinformation on social platforms. For example, duplicate or inconsistent
user-generated records may indicate fraudulent behavior, while incomplete or biased tex-
tual data may compromise fairness in automated decision-making [9]. High-quality data,
therefore, becomes a safeguard for users, ensuring that services remain transparent, secure,
and trustworthy.

Recent studies highlight the importance of integrating data quality assessment with
user protection mechanisms such as anomaly detection, fake account identification, and ro-
bust textual classification [9,13]. These approaches underscore the role of data profiling
not only as a tool for system optimization but also as a defense layer against risks faced by
unsuspecting users. Consequently, there is growing recognition that quality assessment
frameworks must evolve beyond domain-specific analytics to address user-centric concerns
such as safety, fairness, and reliability in digital ecosystems.

The reviewed literature highlights a growing reliance on ML for scalable, adaptive,
and automated DQ assessment. However, most existing solutions remain domain-specific
and lack generalizability. This study aims to address these limitations through the proposed
Data Quality Modeling and Assessment Framework (DQMAF), which integrates systematic
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profiling, feature engineering, and multiple supervised ML models to achieve accurate and
reusable data quality classification while reinforcing user protection across varied datasets.

3. Aim and Objectives
3.1. The Aim

This study aims to design and validate a user-centric, machine learning–driven frame-
work (DQMAF) that not only assesses and classifies data quality in big data environments
but also strengthens trust, user protection, and the reliability of Internet services. By system-
atically profiling datasets, evaluating critical quality dimensions, and leveraging supervised
learning models, the framework seeks to safeguard end-users against unreliable services,
compromised authentication, and biased decision-making processes.

3.2. Objectives

The specific objectives of this research are as follows:

• To develop a comprehensive data profiling mechanism that extracts hidden indicators
of data trustworthiness, supporting both data quality evaluation and user protection;

• To design supervised machine learning models capable of classifying data into prede-
fined categories (high, medium, and low quality), enabling downstream applications
such as authentication, document classification, and anomaly detection to operate
more reliably;

• To train, optimize, and validate the models for scalable deployment across diverse
data domains, including social media, IoT, healthcare, and e-commerce platforms
where user safety and service trust are critical;

• To provide a reusable and extensible machine learning–based framework that inte-
grates data quality assessment with proactive governance, thereby enhancing the
fairness, transparency, and reliability of analytics and AI-driven services.

4. Research Questions
This study is guided by the following research questions:

• RQ1: How can profiling-driven validations (completeness, consistency, accuracy,
structural conformity) be systematically aggregated into interpretable quality labels
(high/medium/low) in a reproducible manner?

• RQ2: To what extent can supervised machine learning models (Decision Trees, Random
Forest, AdaBoost, XGBoost, CatBoost) accurately classify records into quality tiers
when trained on binary profiling features, without overfitting or leakage?

5. Methodology
This section outlines the methodology adopted to design, implement, and evaluate

the proposed machine learning-based Data Quality Modeling and Assessment Framework
(DQMAF). The methodology follows a structured pipeline consisting of data preprocessing,
feature engineering, data profiling, supervised machine learning model training, and eval-
uation using standard performance metrics. The step-by-step approach ensures that the
framework is generalizable and applicable across different big data domains.

5.1. Data Quality Modeling and Assessment Framework (DQMAF)

The DQMAF framework transforms raw heterogeneous data into quality labels (high,
medium, low) through a series of well-defined stages. It addresses challenges such as
missing values, inconsistent formats, and redundancy that are common in real-world big
data systems. The five-stage pipeline comprises the following:
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1. Data preprocessing;
2. Feature engineering;
3. Data profiling;
4. Model training;
5. Model evaluation.

This end-to-end design facilitates automated and adaptive quality classification, reduc-
ing manual effort and enhancing scalability in big data environments. Figure 1 illustrates
the schematic representation of the proposed DQMAF pipeline.

Figure 1. Schematic representation of the proposed Data Quality Modeling and Assessment Frame-
work (DQMAF).

5.2. Data Preprocessing

The initial stage involves preparing raw, heterogeneous data for machine learning
analysis. Real-world datasets often suffer from issues such as missing values, inconsistent
formats, duplication, and noise. The preprocessing tasks include the following:

• Identifying and handling missing values: Missingness patterns are detected and ad-
dressed using multiple imputation strategies (mean, median, and KNN-based imputation).

• Removing duplicates: Duplicate entries are identified and removed to avoid redun-
dancy and bias.

• Data type conversions: Attributes are converted to their appropriate types (e.g., integer,
float, categorical) to ensure type consistency.

• Filtering irrelevant features: Non-informative or error-prone features are removed to
enhance model performance.

• Ensuring completeness and structural consistency: Logical checks are performed (e.g.,
validating that the number of beds is not less than the number of bedrooms).

5.3. Feature Engineering

Feature engineering extracts meaningful indicators that reflect the quality of the
dataset. This stage transforms raw features into informative representations used by the
classification models. Key processes include:

• Missingness Indicators: Binary flags represent the presence or absence of values for
each feature.

• Cross-Field Validation: Logical dependencies between attributes (e.g., beds ≥ bed-
rooms) are verified to detect inconsistencies.

• Regular Expression Checks:Attributes such as postal codes, IDs, and emails are vali-
dated against expected formats.

• Data Type Consistency: Ensures uniformity in data formats within each column,
detecting and flagging anomalies.

• Profiling Score Computation: Each validation produces binary outcomes and weights,
which are aggregated into a profiling matrix.

5.4. Data Profiling

Data profiling quantitatively assesses the quality of each feature by systematically
applying a set of validation checks. Each check produces a binary (pass/fail) result, which
is then weighted to reflect its relative importance. The weighted outcomes are aggregated
into a cumulative profiling score that determines whether a record is labeled as high,
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medium, or low quality. Table 1 summarizes the full set of validations, weights, thresholds,
and rationales.

Table 1. Profiling validations, weights, thresholds, and rationale.

Validation Weight Threshold / Rule Rationale

Completeness 5 ≥90% non-missing values per
attribute

Expert-driven: Completeness is the most critical
determinant of reliability and fairness in
downstream analytics.

Consistency 2 Logical rules hold (e.g., beds ≥
bedrooms)

Data-driven: Cross-field errors observed in the
Airbnb dataset; weight tuned to reflect their
moderate prevalence.

Format Validity 1 Regex match (e.g., postal codes, IDs)
Trade-off: Structural conformity is important,
but syntactic errors alone rarely invalidate
analytical utility.

Data Type Consistency 1 Values match expected types (int,
float, categorical)

Expert-driven: Prevents schema drift and parsing
errors; low impact on semantic meaning.

Range/Domain Validity 2 Values fall within expected sets (e.g.,
city, bed type)

Trade-off: Balances detection of invalid values
with tolerance for new/unseen categories.

To map profiling scores into high, medium, and low quality tiers, we employed a
quantile-based thresholding approach. Specifically, the cumulative profiling score for each
record was computed by aggregating the weighted outcomes of completeness, consistency,
format validity, data type consistency, and range/domain checks. The distribution of these
cumulative scores was then used to define class boundaries:

• Records with scores at or below the 25th percentile (Q1) were classified as Low quality.
• Records between the 25th and 50th percentiles (Q1–Q2) were classified as Medium quality.
• Records above the 50th percentile (Q2) were classified as High quality.

This data-driven stratification ensures that thresholds are not arbitrarily assigned but
instead reflect the statistical distribution of profiling scores within the dataset. It guarantees
balanced representation of records across the three tiers, which is particularly important
for training supervised machine learning models and avoiding class imbalance issues.
The supervised learning models, however, do not operate on these aggregated scores;
instead, they are trained on the underlying binary profiling features, such as pass/fail
indicators for completeness, regex-based format checks, and type conformity validations.
By relying on these diverse and orthogonal indicators rather than the cumulative score
itself, the classifiers avoid simply memorizing the label-generation rules. Furthermore,
the use of ensemble methods such as Random Forest, XGBoost, and CatBoost provides
additional robustness by reducing the risk of overfitting to specific rules and ensuring
resilience against potential noise or redundancy in the labels.

5.5. Model Training

The profiled dataset is split into 70% for training and 30% for testing. Five supervised
machine learning algorithms are used for classification:

• Decision Trees: provide hierarchical decision-making through interpretable if-else
rules. They use criteria such as Information Gain (based on entropy) or Gini Index
for splitting:

Entropy(S) = −
c

∑
i=1

pi log2(pi) (1)
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where pi is the proportion of samples belonging to class i. Alternatively, the Gini Index
is computed as:

Gini(S) = 1 −
c

∑
i=1

p2
i (2)

Lower Gini or entropy indicates a better split.
• Random Forest: An ensemble method that builds multiple Decision Trees on random

subsets of data and features, and averages their predictions. This reduces variance
and mitigates overfitting.

• AdaBoost: A boosting algorithm that assigns weights to misclassified samples in each
iteration. The weight update rule is written as follows:

αt =
1
2

ln
(

1 − ϵt

ϵt

)
(3)

where ϵt is the classification error at iteration t. Sample weights are updated as follows:

w(t+1)
i = w(t)

i × e−αtyiht(xi) (4)

where yi is the true label and ht(xi) is the weak classifier prediction.
• XGBoost: An optimized gradient boosting framework. It minimizes an objective

function comprising the loss and a regularization term:

Obj = ∑
i

l(yi, ŷi) + ∑
k

Ω( fk) (5)

where l is a differentiable loss function (e.g., logistic loss) and Ω( fk) is a regularization
term to control model complexity.

• CatBoost: Specifically designed for categorical features, CatBoost uses ordered boost-
ing and target statistics to prevent overfitting and prediction shift. It efficiently handles
categorical variables without explicit one-hot encoding.

Each model learns to classify data entries into predefined quality categories based on
the binary profile features. Hyperparameters were tuned using cross-validation to achieve
optimal performance.

5.6. Evaluation Metrics

Model performance was evaluated using widely accepted classification metrics to
ensure a holistic assessment:

• Accuracy: proportion of correctly classified samples.

Accuracy =
TP + TN

TP + TN + FP + FN
(6)

• Precision: fraction of true positives among all predicted positives.

Precision =
TP

TP + FP
(7)

• Recall: fraction of true positives among all actual positives.

Recall =
TP

TP + FN
(8)
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• F1-score: harmonic mean of precision and recall.

F1-score = 2 × Precision × Recall
Precision + Recall

(9)

• Support: number of occurrences of each class label in the dataset.
• Confusion Matrix: tabular representation of actual vs. predicted classes, providing

insights into classification errors for each category.

Where TP, TN, FP, and FNdenote True Positives, True Negatives, False Positives,
and False Negatives, respectively. These metrics provide a comprehensive view of the
model’s predictive capabilities and its effectiveness for automated data quality assessment.

6. Experimental Analysis
This section presents the experimental setup and application of the proposed Data

Quality Modeling and Assessment Framework (DQMAF) on the Airbnb Price Dataset. It
covers the implementation environment, preprocessing, feature engineering, data profiling,
and model training stages.

6.1. Implementation Environment

The implementation environment utilized Windows 11 as the base operating system,
while Google Colab Proc [37] provided scalable GPU/TPU resources for accelerating the
training process. The framework was implemented in Python 3.12.2, leveraging essential
libraries such as pandas [38] for preprocessing, scikit-learn [39] for model development,
and impyute [40] for missing value imputation, as well as XGBoost and CatBoost for
ensemble-based classification tasks.

The hardware setup comprised an HP Spectre laptop equipped with 8 GB RAM and
a 2.4 GHz Quad-Core Intel i5 processor. The combination of cloud-based GPU resources
and local hardware ensured both computational efficiency and reproducibility of results.
To further enhance reproducibility, all experiments were executed with fixed random seeds
and version-controlled Python environments. Dependency management was handled
using pip and virtualenv to ensure consistent package versions across runs.

6.2. Dataset

The dataset used for this study was the publicly available Airbnb Price Dataset [41]
from Kaggle. It consists of 29 columns and 74,111 entries, including a mixture of categorical,
numerical, and textual attributes related to Airbnb listings (e.g., property type, room type,
price, location).

The dataset was selected due to its heterogeneous and unprocessed nature, mak-
ing it highly suitable for evaluating the robustness of DQMAF. Its large size and diverse
features mirror real-world big data challenges, including missingness, inconsistency, and re-
dundancy. Moreover, as the dataset is publicly available, it ensures transparency and
reproducibility for future research. The dataset also presents real-world anomalies, such as
duplicate entries and outliers in numerical fields, making it ideal for testing the robustness
of imputation and profiling strategies.

6.3. Data Preprocessing and Imputation

The raw Airbnb dataset contained missing and inconsistent values that required
extensive preprocessing before applying the DQMAF framework. Several imputation and
cleaning strategies were employed to ensure data integrity:
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• Data Inspection: Descriptive statistics and data type summaries were generated to
understand the dataset structure (e.g., int64, float64, bool, object). Missingness
patterns and anomalies were identified.

• Redundant Column Removal: Irrelevant, error-prone, or non-informative columns
were eliminated to reduce noise and enhance model focus. In this context, we opera-
tionalize the relevance dimension as the suitability of data on two levels: (i) the extent
to which data is actually used and accessed by users, and (ii) the degree to which the
data produced aligns with user needs. Attributes that are rarely used, provide little
utility to end-users, or fail to match their informational needs are considered less rele-
vant, whereas attributes frequently accessed and directly supporting decision-making
are deemed highly relevant.

• Shuffling: The dataset was randomized to mitigate ordering biases and improve model
generalization.

• Categorical vs Numerical Classification: Columns were categorized into numerical
and categorical features to enable tailored preprocessing strategies.

To address missingness, the following imputation strategies were explored:

• Mean Imputation: For numerical attributes, missing values were replaced by the
arithmetic mean, calculated as follows:

x̄ =
1
n

n

∑
i=1

xi (10)

where x̄ denotes the mean and xi represents the i-th observation.
• Median Imputation: Missing numerical values were replaced with the median of the

respective attribute.
• KNN Imputation: Missing entries were estimated based on the k-nearest neighbors

using the Euclidean distance, calculated as follows:

d(p, q) =

√
n

∑
i=1

(pi − qi)2 (11)

where p and q denote two data points in an n-dimensional space.

Additionally, categorical attributes with missing values were imputed using the mode
or the most frequent value strategy. Outliers beyond three standard deviations from the
mean were flagged and treated separately to maintain consistency. These preprocessing
techniques ensured data completeness, improved reliability, and enhanced the performance
of subsequent ML models.

6.4. Application of DQMAF on Airbnb Dataset

The DQMAF pipeline was applied to the Airbnb dataset following a structured multi-
stage process.

6.4.1. Feature Engineering

In this stage, meaningful features were derived to serve as indicators of data quality.
These features included the following:

• Categorical Feature Encoding: Categorical columns (e.g., property_type, room_type,
bed_type) were transformed using binary or one-hot encoding to facilitate ma-
chine learning.

• Statistical Summaries: Descriptive statistics for numerical attributes were computed
to identify trends, variability, and outliers.
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• Quality Labeling: A target variable, quality, was defined with three classes: high,
medium, and low. This label was inferred from profiling scores and utilized for
supervised classification.

6.4.2. Data Profiling

Data profiling is the core of DQMAF, where each column is evaluated based on the
following predefined quality metrics:

• Completeness Check (Missingness Indicators): Each cell was examined for null values.
Presence of data received a weight of 5, while absence was assigned 0.

• Consistency Checks:

– Cross-Field Validation: Logical relationships between fields (e.g., beds ≥
bedrooms) were enforced; matches received a weight of 2.

– Regular Expression Validation: Columns such as zipcode and IDs were checked
against regex-based format rules.

– Data Type Consistency: All column values were validated against their expected
data types (e.g., integer, string); consistent entries were weighted.

– Range Consistency: Values for categorical attributes like city and bed_type were
verified against expected ranges.

• Profile Matrix Creation: Each column was transformed into a binary representation
based on these checks, with cumulative scores computed.

• Quality Classification: Based on total profile weights, data quality was categorized as
high, medium, or low.

• New Dataset Formation: The original dataset was transformed into a structured
representation with 49 binary profile features and one quality label.

6.5. Model Training and Evaluation

The final profiled dataset was partitioned into 70% training and 30% testing subsets.
Multiple supervised ML models (Decision Tree, Random Forest, AdaBoost, XGBoost,
and CatBoost) were trained to map the binary profile features to quality labels (high,
medium, and low).

The evaluation phase involved standard classification metrics such as Accuracy, Preci-
sion, Recall, and F1-score to compare the performance of models and assess the effectiveness
of the DQMAF framework. Confusion matrices were also analyzed to examine class-wise
performance and detect any systematic misclassification patterns. Additionally, hyperpa-
rameter tuning was conducted using grid search and cross-validation to optimize model
performance further.

6.6. Generalizability Across Domains

While the empirical evaluation of DQMAF was conducted on the Airbnb dataset,
the framework is not domain-specific. Its profiling dimensions—completeness, consistency,
format validity, type conformity, and relevance—are task-agnostic and therefore applicable
across heterogeneous data sources. Importantly, the use of a quantile-based thresholding
strategy, rather than fixed cutoffs, ensures that the mapping of profiling scores into high,
medium, and low quality tiers remains adaptive to datasets with different scales or quality
distributions. This makes the approach inherently robust to domain shifts.

Furthermore, DQMAF can be customized to domain-specific requirements: for in-
stance, stricter plausibility and conformity checks may be required in clinical or financial
datasets, while higher tolerance for variability may be necessary in IoT or streaming con-
texts. These adaptations allow the framework to be transferred across application areas
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such as healthcare, e-commerce, social media, and sensor-based systems, thereby extending
its applicability beyond the dataset presented in this study.

7. Results and Discussion
This section presents and analyzes the performance of various supervised machine

learning models applied within the proposed DQMAF framework. Figure 2 illustrates
the accuracy scores of all evaluated classifiers, with the x-axis representing their respec-
tive accuracy levels. Among the tested models, Random Forest, XGBoost, and CatBoost
demonstrated the highest performance levels, while Decision Tree and AdaBoost exhibited
comparatively lower accuracy.

To further investigate model behavior, a confusion matrix was generated for the best-
performing model—Random Forest—depicted in Figure 3. The confusion matrix provides
insights into classification reliability by revealing true positives (TPs), true negatives (TNs),
false positives (FPs), and false negatives (FNs) across the three quality classes: high,
medium, and low. This analysis enables a deeper understanding of how well the model
distinguishes between each category.

Figure 2. Classification accuracy of different algorithms on the Airbnb Price Dataset. The x-axis
represents the accuracy achieved by each model.

Figure 3. Confusion Matrix for Random Forest Classifier showing its performance in classifying high,
medium, and low quality labels.
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To quantitatively assess the models, Tables 2–5 report precision, recall, F1-score,
and class support for each classifier. As shown in Table 2, the Decision Tree achieved
moderate performance with a weighted average F1-score of 0.76. However, the model
struggled with the median class, attaining only 0.41 F1-score, which suggests difficulty in
correctly identifying mid-quality records.

Table 2. Classification report for Decision Tree model.

Precision Recall F1-Score Support

high 0.92 0.92 0.92 6862
low 0.65 0.92 0.76 4573
median 0.68 0.30 0.41 3388
macro avg 0.75 0.71 0.70 14,823
weighted avg 0.78 0.78 0.76 14,823

In contrast, the Random Forest model (Table 3) achieved perfect performance across
all metrics, with precision, recall, and F1-score values of 1.00 for all classes. This highlights
the model’s strong ability to separate high, medium, and low quality data instances, likely
due to its ensemble nature and robustness to overfitting.

Table 3. Classification report for Random Forest model.

Precision Recall F1-Score Support

high 1.00 1.00 1.00 6862
low 1.00 1.00 1.00 4573
median 1.00 1.00 1.00 3388
macro avg 1.00 1.00 1.00 14,823
weighted avg 1.00 1.00 1.00 14,823

Similarly, XGBoost also demonstrated perfect classification (Table 4), indicating its
capability to effectively handle the profiled dataset. CatBoost (Table 5) also performed
exceptionally well, achieving near-perfect scores with a weighted average F1-score of
0.97. This reinforces the strength of gradient boosting approaches in handling categorical
variables and capturing complex feature interactions.

Table 4. Classification report for XGBoost model.

Precision Recall F1-Score Support

high 1.00 1.00 1.00 6862
low 1.00 1.00 1.00 4573
median 1.00 1.00 1.00 3388
macro avg 1.00 1.00 1.00 14,823
weighted avg 1.00 1.00 1.00 14,823

Table 5. Classification report for CatBoost model.

Precision Recall F1-Score Support

high 0.96 1.00 0.99 6862
low 0.99 0.92 0.95 4573
median 0.91 0.97 0.94 3388
macro avg 0.96 0.96 0.96 14,823
weighted avg 0.97 0.97 0.97 14,823

AdaBoost, on the other hand, underperformed compared to the ensemble boosting
models (Table 6). It achieved a weighted average F1-score of only 0.47, again showing poor
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classification for the median class. This can be attributed to its sensitivity to noisy data and
reliance on weak learners.

Table 6. Classification report for AdaBoost model.

Precision Recall F1-Score Support

high 0.80 0.32 0.46 6862
low 0.64 0.57 0.60 4573
median 0.23 0.55 0.32 3388
macro avg 0.56 0.48 0.46 14,823
weighted avg 0.62 0.45 0.47 14,823

Overall, the results confirm that the proposed data profiling approach within DQMAF
enhances the discriminative power of ML classifiers. Ensemble-based methods such as
Random Forest, XGBoost, and CatBoost leverage these engineered features effectively,
yielding superior classification performance. The consistently high metrics for these models
also demonstrate the scalability and adaptability of DQMAF for complex, heterogeneous
big data environments.

7.1. Robustness and Sensitivity Analysis

To assess the stability of the proposed DQMAF framework, additional robustness and
sensitivity analyses were performed. These experiments evaluated whether small perturba-
tions in profiling parameters or data splits significantly affected classification outcomes.

Sensitivity Analysis: Profiling weights assigned to the five validation dimensions—
completeness, consistency, format validity, data type consistency, and range/domain
validity—were independently varied by ±20% around their baseline values. The cu-
mulative profiling scores and corresponding High/Medium/Low labels were recalculated
for each variation, followed by model retraining. As shown in Table 7, the performance of
the top three classifiers (Random Forest, XGBoost, and CatBoost) remained highly stable,
with fluctuations of less than ±1.5% in overall accuracy and weighted F1-scores. This
confirms that DQMAF’s outcomes are not sensitive to small parameter perturbations and
that the learned models generalize consistently under moderate threshold shifts.

Table 7. Sensitivity analysis under ±20% variation in profiling weights.

Model Baseline Accuracy Accuracy Range Under
±20% Weight Variation F1-Score Range

Random Forest 1.00 0.99–1.00 0.99–1.00
XGBoost 1.00 0.99–1.00 0.99–1.00
CatBoost 0.97 0.96–0.98 0.96–0.97
Decision Tree 0.78 0.76–0.79 0.75–0.77
AdaBoost 0.47 0.45–0.49 0.44–0.46

Robustness Analysis: To further validate generalization robustness, each classifier
was trained and tested across five different random splits (70/30 ratio). The mean and
standard deviation of accuracy across these trials are presented in Table 8. The results reveal
minimal variance (standard deviation < 0.01) for the top-performing ensemble models,
underscoring the reliability and reproducibility of the DQMAF pipeline. Models with lower
baseline accuracy, such as Decision Tree and AdaBoost, exhibited slightly higher variability,
consistent with their simpler architectures and sensitivity to class boundaries.
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Table 8. Robustness analysis across multiple random train-test splits.

Model Mean Accuracy (5 Splits) Std. Deviation

Random Forest 0.999 0.001
XGBoost 0.998 0.002
CatBoost 0.972 0.004
Decision Tree 0.776 0.006
AdaBoost 0.462 0.009

7.2. Future Work

Future research can extend DQMAF to include unsupervised and semi-supervised
models for scenarios where labeled data is scarce. Incorporating streaming architectures
(e.g., Apache Spark or Flink) would enable real-time quality monitoring, while additional
quality dimensions such as timeliness and provenance could support domain-specific
adaptations. Moreover, integrating explainable AI (XAI) techniques can enhance inter-
pretability for stakeholders. To ensure the framework’s generalizability, future work can
involve extensive testing across diverse datasets and deployment within real-time big
data pipelines.

8. Conclusions
The growing complexity and heterogeneity of big data continue to introduce signif-

icant challenges in ensuring and maintaining data quality, particularly with respect to
key dimensions such as completeness, consistency, accuracy, and structural conformity.
Poor-quality data has far-reaching implications, affecting not only analytical outcomes but
also user trust, authentication processes, and the reliability of digital services. In response
to these challenges, this study presented DQMAF, a generalized five-stage, machine learn-
ing–based framework designed to systematically transform raw, heterogeneous data into
structured, quality-labeled outputs. The proposed framework integrates comprehensive
data profiling, feature engineering, and supervised machine learning algorithms to auto-
mate and enhance data quality assessment while directly contributing to user protection
and safer digital interactions. By evaluating the Airbnb dataset, which reflects real-world
big data challenges due to its volume, diversity, and textual attributes, DQMAF demon-
strated exceptional performance across multiple models. Notably, Random Forest and
XGBoost achieved 100% classification accuracy, while CatBoost achieved 97%, highlight-
ing the framework’s robustness, scalability, and ability to capture nuanced indicators of
trustworthiness effectively. These state-of-the-art results illustrate the strong potential of
DQMAF to serve as a foundation not only for scalable data governance solutions but also
for applications in user profiling, document and text classification, and anomaly detection
in online platforms. Beyond its empirical results, the study contributes a reusable and adapt-
able methodology that can be applied across multiple domains where both data quality
and user safety are critical, such as healthcare, IoT, and social media analytics. In summary,
DQMAF addresses a crucial gap by providing an effective, scalable, and user-centric ma-
chine learning–driven approach for automated data quality assessment, with substantial
implications for protecting end-users, strengthening authentication systems, and improving
the fairness, transparency, and trustworthiness of analytics and AI-driven decision-making
in modern big data ecosystems. Looking ahead, it is also important to acknowledge the eth-
ical implications of using automated systems for data quality assessment. While DQMAF
already promotes interpretability through its reliance on transparent profiling features,
future extensions could further enhance transparency and stakeholder trust by incorporat-
ing explainable AI techniques and user-facing audit mechanisms. These additions would
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ensure that automated decisions remain not only accurate and scalable but also accountable
and aligned with responsible data governance principles.
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