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Abstract: Lattice-based post-quantum cryptography (PQC) algorithms demand number
theoretic transform (NTT)-based polynomial multiplications. NTT-based polynomials’
multiplication relies on the computation of forward number theoretic transform (FNTT)
and inverse number theoretic transform (INTT), respectively. Therefore, this work presents
a unified NTT hardware accelerator architecture to facilitate the polynomial multiplications
of the CRYSTALS-Kyber PQC algorithm. Moreover, a unified butterfly unit design of
Cooley–Tukey and Gentleman–Sande configurations is proposed to implement the FNTT
and INTT operations using one adder, one multiplier, and one subtractor, sharing four
routing multiplexers and one Barrett-based modular reduction unit. The critical path
of the proposed butterfly unit is minimized using pipelining. An efficient controller is
implemented for control functionalities. The simulation results after the post-place and
-route step are provided on Xilinx Virtex-6 and Virtex-7 field-programmable gate array
devices. Also, the proposed design is physically implemented for validation on Virtex-7
FPGA. The number of slices utilized on Virtex-6 and Virtex-7 devices is 398 and 312, the
required number of clock cycles for one set of FNTT and INTT computations is 1410 and
1540, and the maximum operating frequency is 256 and 290 MHz, respectively. The average
figure of merit (FoM), where FoM is the ratio of throughput to slices, illustrates 62% better
performance than the most relevant NTT design from the literature.

Keywords: Number theoretic transform (NTT); CRYSTALS-Kyber; hardware accelerator;
PQC; FPGA

1. Introduction
The use of Shor’s algorithm [1] on a quantum computer poses a severe security threat to

public-key cryptography standards like RSA [2] and elliptic curve cryptography (ECC) [3,4].
Google and IBM have significantly contributed to developing quantum computers [5,6].
For instance, a 53-qubit Google Sycamore quantum computer can break the security of
RSA and ECC in just 200 s—a task that would take classical computers 10,000 years [5].
IBM has advanced the field with its 100-qubit Eagle chip [7]. These quantum computing
breakthroughs are driving designers and researchers to develop new quantum-resistant
cryptographic schemes and algorithms.

To this end, the National Institute of Standards and Technology (NIST) launched a
competition process in 2017 to establish new quantum-resistant cryptography standards.
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After multiple evaluation rounds, NIST finalized four post-quantum cryptographic (PQC)
algorithms in 2023: CRYSTALS-Kyber [8], CRYSTALS-Dilithium [9], SPHINCS+ [10], and
Falcon [11]. These algorithms heavily rely on number theoretic transform (NTT)-based
polynomial multiplications to ensure fast and efficient cryptographic operations, making
them especially well-suited for hardware acceleration on field-programmable gate array
(FPGA) platforms. In particular, the CRYSTALS-Dilithium and CRYSTALS-Kyber schemes,
commonly used for digital signatures and key exchange, benefit significantly from NTT
on FPGA devices. For instance, an FPGA-based NTT module can accelerate polynomial
multiplication by utilizing parallel processing and pipelining, achieving faster execution
and lower latency than software implementations. This speedup is critical for practical ap-
plications like secure messaging and real-time transaction processing, where the overhead
from cryptographic operations must remain low.

Beyond PQC, NTT-based polynomial multiplications are essential for fully homo-
morphic encryption (FHE) schemes [12,13], which enable computation on encrypted data.
Hardware-based NTT accelerators on FPGAs can improve the efficiency of FHE schemes,
enabling faster-encrypted computations in cloud environments. For instance, FPGA im-
plementations reduce the high computational cost of homomorphic multiplications, a
key bottleneck in FHE, allowing real-time encrypted data processing suitable for privacy-
preserving applications such as medical data analysis and financial services.

In addition, NTT-based polynomial multiplications play a crucial role in other secure
applications across the Internet of Things (IoT), cloud computing, and wireless sensor
networks, which require lattice-based algorithms for secure communication [14]. Lattice-
based schemes depend on high-speed polynomial multiplications achievable through NTT
accelerators. FPGAs can fulfill these requirements, providing energy-efficient, scalable NTT
hardware solutions that can be embedded in resource-constrained devices. Consequently,
these diverse applications highlight the growing need for efficient, FPGA-based NTT
implementations to meet the latency, throughput, and security requirements of modern
cryptographic algorithms/protocols.

NTT-based polynomial multiplication requires forward and inverse operations, which
are typically executed using several methods. The traditional approach is the zero padding
technique, which adds n additional zeros to n-bit input polynomials for multiplications. Zero
padding requires more processing time to perform polynomial multiplication. An efficient
approach to reducing the zero padding technique’s processing time is negative wrapped
convolution (NWC), which multiplies the input polynomials by the weights ϕ before and
after the NTT computations. This introduces the pre-/post-processing complexity.

In order to simplify the complexities associated with the pre-/post-processing of
the NWC method, an efficient alternative is to employ the Cooley–Tukey butterfly unit
(CTBU) for forward NTT (FNTT) and the Gentleman–Sande butterfly unit (GSBU) for
inverse NTT (INTT) computations [13,15,16]. The literature indicates that CTBU and
GSBU naturally eliminate the need for the pre-/post-processing steps required by the
NWC method [17,18]. The complete mathematical foundations/derivations that allow
CTBU and GSBU to bypass these additional steps are detailed in [19]. There are various
configurations for implementing Cooley–Tukey (CT) and Gentleman–Sande (GS) butterflies
in the literature. In our approach, the CT butterfly processes inputs in regular order (NO)
and outputs them in bit-reversed order (BO), while the GS butterfly takes bit-reversed
inputs and outputs them in regular order. To examine a detailed overview of different CT
and GS butterfly configurations, refer to [18].

Depending on specific application needs, the CT and GS butterfly units can be imple-
mented on either software or hardware platforms. Software implementations, like those
on microcontrollers, offer greater flexibility but are limited in throughput. In contrast,
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hardware platforms such as FPGAs and application-specific integrated circuits (ASICs) can
achieve much higher throughput. ASIC-based NTT implementations reduce computation
time, increase operating frequency, and maximize overall throughput, though they come
with high fabrication costs [20,21]. FPGA-based NTT implementations, on the other hand,
provide a balanced solution with higher throughput than software, lower implementation
costs, and greater market accessibility compared to ASICs [22]. Consequently, this work
focuses on implementing the FNTT and INTT operations on the FPGA platform.

1.1. Related Hardware Accelerators of NTT

The existing FNTT and INTT accelerator architectures are summarized in Table 1.
Column one shows the reference designs, while the architectures incorporating the memory-
based and memory-free designs are shown in columns two to three. The pre-processing and
post-processing features are further highlighted in columns four to five. The last column
provides the optimization techniques used in the FNTT and INTT accelerators.

Table 1. Summary of the optimization techniques of existing FNTT/INTT accelerators.

Designs
Desigh Type Pre-/Post-Processing Other
MEM-Based MEM-Free Needed Avoided Technique(s)

[13] ✓ – – ✓ Pipelining
[23] ✓ – – ✓ Parallelism
[17] ✓ – – ✓ Naive
[16] ✓ – ✓ – Merging NTT layers
[24] – ✓ – ✓ Distributed memories
[25] – ✓ ✓ – Distributed memories
[26] ✓ – ✓ – Pipelining
[27] ✓ – ✓ – Pipelining
[28] ✓ – – ✓ Pipelining
[29] ✓ – – ✓ Radix-2/-4 butterfly
[30] ✓ – – ✓ K2-RED
[31] ✓ – ✓ – Pipelining
[32] ✓ – – ✓ Pipelining
[33] ✓ – ✓ – Parallel butterflies
[34] ✓ – ✓ Pipelining
[35] ✓ – – ✓ Pipelining

An open-source NTT hardware architecture is presented in [13]. This open-source
design is flexible and has a parameterized architecture, which supports various imple-
mentation parameters suitable for lattice-based cryptographic algorithms and computes
FNTT and INTT operations on FPGA devices. A parallel NTT accelerator architecture for
CRYSTALS-Kyber is described in [23]. Notably, Reference [17] differentiates between the
dedicated and unified implementations of FNTT and INTT operations on FPGA and ASIC
platforms through experimental results. A memory-efficient NTT implementation on an
ARM Cortex-M4 microcontroller is presented in [16]. In clock cycles, the computation cost is
7725 and 9347 for FNTT and INTT operations, respectively. The design of [24] is specifically
tailored to minimize the latency of the CRYSTALS-Kyber PQC algorithm on FPGA.

Three register banks are used in [25] to implement the FNTT operation. One bank
is dedicated to storing twiddle factors, while the other two are iteratively reused for
intermediate and final results. On an Artix-7 FPGA device, the design of [26] completes the
FNTT and INTT operation in 1024 cycles and operates at a 136 MHz frequency. A ping-
pong memory access scheme is presented in [27] to implement FNTT and INTT operations.
This ping-pong scheme takes 490 clock cycles to compute one FNTT and INTT operation,
achieving a 257 MHz frequency on an Artix-7 FPGA.
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High-speed NTT designs are described in [28,29]. In [28], 4 to 16 butterfly units
significantly reduce the computation time for FNTT and INTT operations. The design
in [29] is tailored to CRYSTALS-Kyber and CRYSTALS-Dilithium algorithms.

A reconfigurable and high-speed NTT accelerator is detailed in [30]. This design
achieves reconfigurability by incorporating a one-bit mode signal to switch between FNTT
and INTT operations. With the aim of attaining higher speeds, a 2× 2 butterfly core is
implemented which merges two NTT layers, allowing for two butterfly operations per
layer, effectively reducing the number of clock cycles. The overall number of clock cycles of
the FNTT and INTT operations is reduced using four instances of the 2× 2 butterfly unit
in [30]. The pipelining optimizes the critical path. These strategies operate the NTT design
of [30] at 222 MHz on Artix-7 FPGA, requiring only 324 clock cycles for one FNTT and
INTT computation.

The design of [31] has presented an FPGA-based run-time configurable and parallel
polynomial multiplication architecture that supports six different parameter sets (to be
used) in FHE and PQC cryptosystems. In [32], NTT design is presented specific to the
CRYSTALS-Kyber algorithm.

An attractive low-cost and high-speed NTT design is proposed in [33], featuring
a Montgomery-based reduction module with a pipelined structure for modular multi-
plication. The design also incorporates a precomputed scheme to minimize hardware
resources and a block storage technique to enhance throughput by enabling simultaneous
data reading and writing operations. The work in [34] has implemented a memory-unified
“CRYPHTOR” NTT accelerator for CRYSTALS-Kyber and CRYSTALS-Dilithium algorithms.
The design of [35] accelerates FNTT and INTT operations supporting polynomials of differ-
ent degrees. The latency is minimized by merging the CTBU and GSBU operations. This
eliminates the need for bit-reversing operations in the NTT.

1.2. Limitation(s) of Existing NTT Designs

Section 1.1 show that the unified designs of the CTBU and GSBU frequently utilize
a single adder, multiplier, and subtractor operator to accelerate FNTT and INTT oper-
ations [13,16,26,27,31]. While using single operators reduces hardware resource usage,
it comes at the cost of performance, particularly in terms of operating frequency. The
performance impact arises because the CTBU requires multiplication before addition and
subtraction, whereas the GSBU requires multiplication after these operations. Implement-
ing this with a single set of arithmetic operators necessitates routing multiplexers with
feedback inputs, which can negatively impact the overall circuit frequency. To mitigate this,
pipelining techniques have been extensively employed [26,33,36]. In addition to pipelining,
some state-of-the-art NTT accelerators have incorporated multiple butterfly units in parallel
to enhance performance in terms of clock cycles. For instance, the design in [30] uses four
butterfly units, while the design in [28] employs sixteen. These architectures optimize
computation time but require more hardware resources. Hence, an optimal solution that
balances hardware area and performance must be explored.

1.3. Novelty and Contributions

To provide novelty in our work, we first outline the architectural distinctions between
our design and existing state-of-the-art NTT accelerators below.

• The design in [25] computes only the FNTT operation without addressing the INTT.
Our NTT design supports both FNTT and INTT operations, which is crucial, as the
CRYSTALS suite requires multiple computations of both FNTT and INTT during
implementation [8,9].



Information 2025, 16, 17 5 of 17

• Even though the existing NTT accelerators have used pipelining in their butterfly unit ar-
chitectures, we have implemented extensive pipeline stages (up to six) within our unified
butterfly unit design, distinguishing our architecture from state-of-the-art accelerators.

• The design of [28,30] uses 4 and 16 butterfly units, respectively, whereas we use only
one unit.

To the best of our knowledge, an NTT accelerator incorporating extensive pipelining
has not been explored before on hardware platforms such as FPGA. This highlights the
novelty of our work. Therefore, our contributions are given below.

• A unified NTT hardware accelerator architecture is proposed to facilitate polynomial
multiplications in the CRYSTALS-Kyber PQC algorithm. The parameters used are
n = 256 and q = 3329, respectively.

• A unified butterfly unit (U-BTF) design of the CT and GS configurations is proposed to
implement the FNTT and INTT operations using one adder, multiplier, and subtractor.
Additionally, we shared four routing multiplexers and one Barrett-based modular
reduction unit across the arithmetic operators (adder, multiplier, and subtractor) in
the butterfly unit to generate the desired outputs.

• We used pipeline registers in the datapath of the proposed butterfly unit architecture
to maximize the operating frequency.

• A finite-state machine (FSM) controller is implemented for control functionalities.
• A figure of merit (FoM) in the ratio of throughput to area is defined to evaluate the

performance of the proposed design.

The register-transfer level (RTL) code is written in Verilog-HDL using Vivado 2018.1.
The simulation results are reported for Virtex-6 and Virtex-7 FPGA devices after the post-
place and -route implementation step. In addition, the proposed NTT design is physically
implemented on the Xilinx Virtex-7 FPGA board for validation. Our NTT design utilizes
398 and 312 slices on Virtex-6 and Virtex-7 devices, respectively. It takes 1410 and 1540 clock
cycles for one set of FNTT and INTT operation computations, respectively. The maximum
operating frequency on Virtex-6 is 256 MHz, and on Virtex-7, it is 290 MHz. Overall, the
proposed NTT accelerator (62%) outperforms in terms of average FoM compared to the
NTT design of [13]. Therefore, the implementation results and comparisons to existing
NTT designs show that the proposed NTT accelerator suits applications that demand lower
hardware resources with a reasonable throughput.

The remainder of this article is structured as follows: Section 2 presents the background
related to NTT. Section 3 details the proposed NTT accelerator architecture. Results and
comparisons are discussed in Section 4. Finally, the article is concluded in Section 5.

2. NTT Background
In the regular algebraic domain, multiplying two polynomials a(x) and b(x) over the

ring Rn, q can be expressed as c(x) = a(x) · b(x) mod (xn+1, q). The resulting polynomial
c(x) coefficients must lie in [0, q] range, and the degree of c(x) remains less than n. Var-
ious methods can perform this multiplication, including but not limited to schoolbook,
Karatsuba, and Toom–Cook, but with higher computational complexity overhead (The
computational complexity of schoolbook, Karatsuba, and Toom–Cook multipliers is com-
prehensively evaluated in [37,38].) For example, the computational complexity of the
schoolbook and Karatsuba multipliers is O(n2) and O(n1.59), respectively [15], while the
complexity of the NTT-based multiplication is O(n log n).

Multiplying polynomials using the NTT method involves three steps. First, the input
polynomials a(x) and b(x) need to transform from the regular algebraic domain into NTT-
domain equivalents, ã(x) and b̃(x), respectively. This process is the FNTT computation.
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Then, within the NTT domain, a coefficient-wise multiplication is performed to produce
the resultant polynomial c̃(x). Finally, an INTT transformation is applied to convert c̃(x)
back to its original form in the algebraic domain, resulting in the polynomial c(x). This
process is the INTT. This work computes only the FNTT and INTT operations.

The FNTT of an n-degree polynomial f = ∑n−1
i=0 fixi is formally defined using

Equation (1):

FNTT = f̂ = NTT( f ) =
n−1

∑
i=0

f̂ixi (1)

In Equation (1), f̂i = ∑n−1
j=0 f jζ

(2i+1)j, where ζ is the 2n-th primitive root of unity. The
INTT can be computed using Equation (2):

INTT = f = NTT−1( f̂ ) =
n−1

∑
i=0

fixi (2)

In Equation (2), fi = n−1 ∑n−1
j=0 f̂ jζ

−i(2j+1), where ζ is the 2n-th primitive root of unity.
Equations (1) and (2) can be implemented using various algorithms in the literature.

However, we have used a traditional iterative NTT algorithm that is given in Algorithm 1.

Algorithm 1 Iterative NTT Algorithm [15].

Require: An n-element vector x = [x0, . . . , xn−1] where xi ∈ [0, q− 1]
Require: n (power of 2), modulus q (q ≡ 1(mod 2n))
Require: g (precomputed table of 2n-th roots of unity, bit-reversed order)
Ensure: x ← NTT(x)

1: t← n/2; m← 1
2: while (m < n) do
3: k← 0
4: for (i← 0; i < m; i← i + 1) do
5: w← g[m + i]
6: for (j← k; j < k; j← j + 1) do
7: a← x[j] ▷ Butterfly starts
8: b← x[j + t] · w
9: x[j]← a + b

10: x[j + t]← a− b ▷ Butterfly ends
11: end for
12: k← k + 2t ;
13: end for
14: t← t/2; m← 2m
15: end while

The implementation of Algorithm 1 requires two steps. The first one is the butterfly
operations used to compute FNTT and INTT operations. The second is the associated
address generation for read/write intermediate results of the FNTT and INTT operations.
More insights are given below.

Lines 6 to 11 in Algorithm 1 show the butterfly unit operations. Now, in the current
form of Algorithm 1, we show the operations of the CTBU in lines 6 to 11. These operations
are for FNTT computation and are shown in Equation (3). To compute the INTT operation,
these lines must be replaced with the operations of Equation (4) in Algorithm 2. The
operations in the remaining lines of Algorithm 1, apart from lines 6 to 11, primarily involve
initialization or generating memory addresses for read/write operations.

CTBU = (u + tw) mod q & (u− tw) mod q (3)

GSBU = (u + t) mod q & w(u− t) mod q (4)
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3. Proposed NTT Hardware Accelerator
Our NTT hardware accelerator, illustrated in Figure 1, is composed of three key

components: (i) a memory unit, (ii) a unified butterfly unit (i.e., U-BTF), and (iii) an FSM-
based control unit. The FSM-based control unit orchestrates the FNTT/INTT operations,
generating control signals for read and write addresses for the memory unit; addr-1 and
addr-2 are read/write addresses to Block-RAMs, i.e., BRAM-1 and BRAM-2 for polynomial
coefficients, and adr-rom is the read address used to access the corresponding twiddle
factor from the ROM unit. Similarly, din1 and din2 are the data inputs to BRAM-1 and
BRAM-2. Inside the memory unit, two multiplexers, i.e., m1 and m2, select the correct
polynomial coefficients u and t for the U-BTF unit. The twiddle factor ω comes from the
ROM unit to U-BTF. In short, the memory unit stores data at different FNTT and INTT
computation stages, including initial inputs, intermediate values, and final outputs. The U-
BTF executes the arithmetic operations required for (both) the FNTT and INTT operations
and produces U and T signals for the FSM unit to write back on the memory unit. More
detailed descriptions of these components are provided in upcoming sections.

Figure 1. Proposed NTT architecture for FNTT and INTT computations. The orange-filled boxes
indicate our contributed blocks in this work.

3.1. Memory Unit

As presented in Figure 1, the memory unit of our proposed NTT accelerator contains
three BRAM instances to store results at different implementation stages. We remind the
reader again that the parameters of the CRYSTALS-Kyber PQC algorithm are selected
for FNTT and INTT implementation, which involves 12-bit 256 input coefficients. These
parameters show that NTT implementation requires a memory block of 256× 12, where
256 is the total number of polynomial coefficients, and 12 is the size of one coefficient. With
this in mind, each instance of BRAM in Figure 1 consists of 256 addresses, each capable of
storing 12 bits. Therefore, the total size of each BRAM is 256× 12.

Rather than focusing on the size of the BRAMs, it is crucial to emphasize the type of
memory used, specifically single or dual ports. In our NTT accelerator, depicted in Figure 1,
we utilize two dual-port memories: BRAM-1 and BRAM-2. The dual-port configuration
is essential because, during each clock cycle, the FNTT and INTT computations require
two coefficients as inputs, as indicated in Equations (3) and (4), where u and t represent
the polynomial coefficients. A third memory, a single-port ROM with a size of 256× 12,
is used to store the precomputed twiddle factors (i.e., w) necessary for the FNTT and
INTT computations.

The BRAM-1 stores the 256 input polynomial coefficients using a control signal ‘d-load’.
This data loading takes 256 clock cycles. Similarly, to load the twiddle factors into the
utilized ROM, we used a ‘t-fact’ signal. This also needs 256 clock cycles. These ‘d-load’ and
‘t-fact’ signals are not shown in Figure 1. In Algorithm 2, the precomputed twiddle factors
are represented by g and w. Here, g holds all 256 twiddle factor values, while w stores the
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corresponding 12-bit twiddle factor for each subsequent round (or each f or loop iteration
in Algorithm 1).

After initial data loading, the control unit generates the read/write control signals
for FNTT and INTT computations. Note that BRAM-1 and BRAM-2 operate in a ping-
pong fashion, which means reading from one memory and writing on another after the
computations. To highlight this ping-pong communication, we used a red double arrow to
show the bi-directional communication between the control unit and the memory block of
Figure 1.

3.2. Proposed U-BTF Accelerator Design

The core building block of the proposed NTT accelerator of Figure 1 is the U-BTF,
illustrated in Figure 2. The U-BTF computes the FNTT and INTT operations, implementing
the arithmetic operations of Equations (3) and (4).

Figure 2. U-BTF: A proposed 6-stage pipelined unified architecture supporting CTBU and GSBU
butterfly configurations for FNTT and INTT operation computations.

Figure 2 comprises three 12-bit inputs and two 12-bit outputs. The inputs are u, t, and
w. Here, u and t are polynomial coefficients, and w is the twiddle factor. Instead of these
inputs, another one-bit ‘mode’ input signal determines the FNTT or INTT computation
based on its value (0 or 1). The ‘mode’ signal is not shown in Figure 2, but it is the select
line of the routing multiplexers m1, m2, m3, and m5. Despite the inputs, the 12-bit outputs
of the U-BTF architecture are U and T.

In addition to the inputs and outputs, three arithmetic operators are used: (i) an adder ‘+’,
(ii) a subtractor ‘−’, and (iii) a multiplier ‘×’. These arithmetic operators are placed outside the
purple block of Figure 2. Also, these arithmetic operators are re-utilized to compute the FNTT
and INTT operations. Note that these arithmetic operators are dedicated to implementing the
corresponding operations of FNTT and INTT of Equations (3) and (4), respectively. In our
hardware implementation, we implement these arithmetic operators similar to the reference
work of [17] using the Verilog-HDL-supported operators of ‘+’, ‘−’, and ‘×’.

Figure 2 offers the choice between FNTT and INTT implementation using the arith-
metic operators discussed above and a one-bit ‘mode’ signal and routing multiplexers
of m1, m2, m3, and m5. When the value of the ‘mode’ signal becomes 0, these routing
multiplexers operate to compute the FNTT operation. For ‘mode’ signal 1, the m1, m2,
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m3, and m5 multiplexers operate to implement INTT. The input and output connections
between the arithmetic operators and the routing multiplexers are illustrated in Figure 2.

Up to this point, we have discussed the implementation of Equations (3) and (4),
focusing primarily on the arithmetic operators and routing multiplexers without addressing
the modular reduction, or mod q operation. From Equation (3), it is clear that two mod q
operations are required, and similarly, Equation (4) also necessitates two mod q operations.
This means a total of four mod q operations would typically be needed. However, in the
U-BTF architecture of Figure 2, purple block, we optimized the design by using just one
mod q instead of four. This approach significantly reduces the required hardware resources.

The mod q operation in Figure 2 ensures that computations should remain within
the specified modulus range, i.e., q = 3329. The purple block in Figure 2 denotes the
architecture of the mod q operation, a Barrett-based modular reduction, expressed mathe-
matically in Algorithm 2. The reduction algorithm and corresponding architecture require
two multipliers and two subtractors, along with a shift operator for the computation.

Algorithm 2 Barrett Modular Reduction [25].
Require: A
Ensure: Z ← A mod q

1: Initialization⇒ K = log2(A), X = 2K

q , q = 3329
2: Y ← (A× X)≫ K
3: Z ← A−Y× q
4: if Z ≥ q then
5: Z ← Z− q
6: end if

The brown-filled vertical bars in Figure 2 denote the pipeline registers we placed in
the datapath of the U-BTF architecture to optimize the critical path and operating frequency.
The pipeline stages in Figure 2 are denoted with 2SP (2-stage pipelining), 3SP (3-stage
pipelining), 4SP (4-stage pipelining), 5SP (5-stage pipelining), and 6SP (6-stage pipelining).
Consequently, implementing operations of Equations (3) and (4) using a 6SP architecture of
U-BTF improves the circuit frequency.

3.3. Control Unit (CU)

We implemented a dedicated control unit based on a finite state machine to generate the
control signals necessary for implementing Algorithm 1. The control unit is responsible for
managing several key tasks: (i) it manages the loading of input data, including polynomial
coefficients and twiddle factors, into the appropriate BRAM or ROM memories; (ii) it handles
the execution of intermediate results for FNTT and INTT computations; and (iii) it handles
the retrieval of results from the memories to the output of the proposed NTT accelerator.
In addition, it provides other related control functionalities, such as handling pipelining of
the U-BTF.

Implementing Algorithm 1, line 1 initializes the counters t and m with their required
starting values, n/2 and 1, respectively. These initializations are essential for setting up the
algorithm, and they require one clock cycle for implementation.

Algorithm 1 contains three conditional statements, i.e., one ‘while‘ and two ‘ f or‘ loops.
These statements, along with the corresponding assignments in lines 3, 12, and 14, are
responsible for determining the memory addresses used for reading and writing data,
including polynomial coefficients and twiddle factors. In the hardware implementation,
the ‘while‘ and ‘ f or‘ loops are managed by repeatedly executing the relevant FSM states.
The counters t, m, j, and k, essential for performing the NTT operations, are set or reset
within their corresponding FSM states.
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The statements in lines 6 to 11 in Algorithm 1 are related to the U-BTF. Therefore,
to implement the operations of Equations (3) and (4) for FNTT and INTT computations,
the corresponding clock cycles can be calculated using Equation (5) and Equation (6),
respectively. Here in Equations (5) and (6), the value of n = 256 and of s = 7, where
n shows the polynomial degree or total polynomial coefficients, and s denotes the NTT
stages to compute. A constant value of 2 in Equations (5) and (6) appears due to pipelining,
meaning that one clock cycle is needed to enter the pipeline stage and one cycle to leave the
pipelining. Hence, the total clock cycle cost of Figure 2 for FNTT and INTT computations is
898 and 1028, respectively.

Cycles (for FNTT) = (
n
2
× s) + 2 (5)

Cycles (for INTT) = [{(n
2
× s) + 2}+ (

n
2
) + 2] (6)

The total computational cost of Figure 1 in terms of clock cycles includes three opera-
tions: (i) initial data loading into the BRAM or ROM, (ii) FNTT and INTT computations,
and (iii) final data loading from the BRAM to design output pins. The initial data loading
requires 128 clock cycles to load 256 polynomial coefficients. Note that we need 128 cycles
for initial polynomial coefficients loading, as our NTT design of Figure 1 incorporates
two dual-port BRAMs as memories. We are utilizing two ports simultaneously to load
initial coefficients into the corresponding BRAM memory. On the other hand, the ROM
used as memory for twiddle factors in Figure 1 is a single port. Therefore, loading the
corresponding 256 twiddle factors into the used ROM requires 256 clock cycles. The clock
cycle cost for FNTT and INTT computation is already described in the manuscript, being
898 and 1028, respectively. Finally, 128 clock cycles are needed to load FNTT- and INTT-
transformed polynomial coefficients as output from the corresponding BRAM memory to
the NTT accelerator output pins. In total, FNTT and INTT take 1410 (128 + 256 + 898 + 128)
and 1540 (128 + 256 + 1028 + 128) clock cycles for computations, respectively.

4. Results, Comparisons, and Discussions
The RTL code for the NTT design was written in Verilog HDL using a Vivado 2018.1.

Moreover, for both simulations and design validations, we used the Vivado implementation
tool. The simulation results were compared to the equivalent C/C++ implemented NTT
design for design verification. To implement the NTT design on a real FPGA board, we
used a serial bit-by-bit UART communication protocol, which provides inputs to the
design and, after the computations, obtains outputs back from the targeted board. Note
that the clock cycle counts and latency results in the upcoming sections are reported
without the cost of the loading inputs/outputs to/from the targeted board. Therefore, we
provide the implemented results in Section 4.1, while the comparison to state-of-the-art
NTT accelerators is shown in Section 4.2.

4.1. Implementation Results

Before presenting the complete implementation results of our NTT accelerator archi-
tecture, we first provide an area breakdown (in slices) of the design shown in Figure 1
for Xilinx Virtex-6 (xc6vlx130t-3ff1156) and Virtex-7 (xc7vx690tffg1930-3) FPGA devices,
as summarized in Table 2. The design hierarchy is detailed in the first column, while the
corresponding slice usage for the Virtex-6 and Virtex-7 devices is listed in the second and
third columns, respectively. Table 2 indicates that the U-BTF occupies approximately 67%
of the total area of the NTT design on both Virtex-6 and Virtex-7 devices. Additionally,
the FSM controller accounts for around 19% of the slices on these FPGA devices, which is
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notably higher than the area utilized by the mod q operation. It is important to note that
this area breakdown excludes the cost of the instantiated BRAMs and ROM memories.

Table 2. Slices breakdown of our NTT design for Virtex-6 and Virtex-7 FPGA devices.

Design Hierarchy Virtex-6 Virtex-7

NTT accelerator design (of Figure 1) 398 312
⌊ U-BTF (design of Figure 2) 269 (67.59%) 207 (66.35%)
⌊ mod q 56 (14.08%) 44 (14.11%)

⌊ FSM controller 73 (18.35%) 61 (19.56%)

Table 3 shows the performance results for two cases: first, the case when using the
clock cycles of U-BTF of Figure 2 and second, the NTT design of Figure 1. Moreover, we
used the Virtex-6 and Virtex-7 FPGA devices for the implementations. Column one shows
the targeted platform. The NTT operation in FNTT and INTT is shown in column two. In
columns three to five, we show the FPGA area results in slices, LUTs and FFs. The memory
cost of the implemented design in BRAMs and ROM utilization is shown in columns six
and seven, respectively. Similarly, the timing results in clock cycles, the circuit frequency (in
MHz), the computation time, and the throughput are given in columns eight to eleven. The
computation time is the latency, which ensures one FNTT and INTT operation computation
in µs, calculated using Equation (7). Additionally, throughput (in Kbps) is computed using
Equation (8). Column twelve provides the FoM, the throughput ratio with slices, calculated
using Equation (9). Finally, the last column shows the average FoM results, which are
considered a metric for evaluating the overall performance of the NTT design. Let us
explain the performance results for the two cases below.

Latency (µs) =
Clock Cycles

Frequency (MHz)
(7)

Throughput (Kbps) =
1

Latency (µs)
× 103 (8)

FoM =
Throughput

Slices
(9)

Table 3. Performance results of our NTT architecture using n = 256 and q = 3329 (after the post-place
and -route) on Xilinx FPGA devices. F and I denote the NTT operations in forward (FNTT) and inverse
(INTT), respectively. SLS, LUT, FF, M1, and M2 show the slices, look-up tables, flip-flops, BRAMs,
and ROM, respectively. Similarly, CCs, Freq, Lat, and TP denote the clock cycles, frequency, latency,
and throughput, respectively. V6 and V7 are the Virtex-6 and Virtex-7 FPGA devices, respectively.
The blue check mark (✓) indicates the higher performance in terms of frequency, latency, throughput,
FoM, and average FoM (Avg-FoM).

Device Design

Hardware Resources Timing-Related Results

FoM Avg-FoMArea Memory

C
C

s Freq Lat TP

SLS LUT FF M1 M2 MHz µs Kbps

Performance results when using clock cycles of U-BTF of Figure 2

V6
F

398 1592 283 2 1
898

256
3.50 285.71 717.86

672.20
I 1028 4.01 249.37 626.55

V7
F

312 1236 214 2 1
898 290 3.09✓ 323.62✓ 1037.24✓

971.31✓
I 1028 ✓ 3.54✓ 282.48✓ 905.38✓
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Table 3. Cont.

Device Design

Hardware Resources Timing-Related Results

FoM Avg-FoMArea Memory

C
C

s Freq Lat TP

SLS LUT FF M1 M2 MHz µs Kbps

Performance results when using clock cycles of NTT design of Figure 1

V6
F

398 1592 283 2 1
1410

256
5.50 181.81 456.80

437.42
I 1540 6.01 166.38 418.04

V7
F

312 1236 214 2 1
1410 290 4.86✓ 205.76✓ 659.48✓

631.53✓
I 1540 ✓ 5.31✓ 188.32✓ 603.58✓

In both Figures 1 and 2, the hardware resource utilization remains consistent across
the targeted Virtex-6 and Virtex-7 FPGA devices, as reported in Table 3. Specifically, on the
Virtex-6 FPGA, the area utilization metrics for slices, LUTs, and FFs are 398, 1592, and 283,
respectively. On the Virtex-7 FPGA, the corresponding area costs for slices, LUTs, and FFs
are slightly lower, as the implementation platforms differ, with values of 312, 1236, and
214, respectively.

Comparatively, our Virtex-6 implementation of Figures 1 and 2 utilizes 21%
( 398−312

398 × 100), 22% ( 1592−1236
1592 × 100), and 24% ( 283−214

283 × 100) higher slices, LUTs, and FFs
compared to Virtex-7 FPGA implementation. In other words, the Virtex-7 implementation
is 21%, 22%, and 24% more efficient regarding slices, LUTs, and FFs than the Virtex-6
implementation. This area difference comes due to the use of distinct implementation de-
vices. The Virtex-6 and Virtex-7 devices are built on 40 nm and 28 nm process technologies,
respectively. Regardless of the slices, LUTs, and FFs, the area utilization for the proposed
NTT architecture in BRAMs and ROM memory units is two and one, respectively, as shown
in columns six and seven of Table 3.

Regarding the clock cycles, the FNTT and INTT computations need 898 and 1028 cycles
when the initial loading cost to the memories is not included. Similarly, when we include
the initial memory loading cost and the cost for loading outputs into the design pins
as output, the required number of clock cycles for one FNTT and INTT computation is
1410 and 1540, respectively. We provide more details to compute clock cycles earlier in
Section 3.3.

Concerning the circuit frequency, our U-BTF and NTT designs can operate on a maxi-
mum frequency of 256 MHz and 290 MHz on Virtex-6 and Virtex-7 devices, respectively.
These higher operating frequencies are achieved due to 6-stage pipelining in the U-BTF
design. From these values of circuit frequencies, it can be observed that we have a fre-
quency difference of 34 MHz when moving from Virtex-6 to Virtex-7 devices. For the
same Virtex-6 to Virtex-7 devices, a frequency difference of 31 MHz is observed in [39],
where the authors utilized a non-pipelined NTT design, along with three RegBanks instead
of BRAMs, for implementation. While using the RegBanks in [39], the authors reported
that the frequency difference when moving from Virtex-6 to Virtex-7 could be increased if
BRAMs were utilized, as BRAMs have inherently better read/write access time, which can
affect the circuit frequency. In this work, we experimented with BRAMs and received an
almost identical frequency difference of 34 MHz compared to [39], where the difference
was 31 MHz. It is important to note that for the designs having BRAMs and implemented
on Virtex-6 and Virtex-7 devices, the frequency difference when moving from Virtex-6 to
Virtex-7 can be reduced by using pipelining.

For Figures 1 and 2, the lower latency or computation time and higher throughput
results are achieved for Virtex-7 implementation. The reason for this is the higher operating
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frequency of 290 MHz compared to that of 256 MHz for the Virtex-6 device. The blue check
marks in the corresponding columns of Table 3 highlight this higher performance.

The last two columns of Table 3 present the performance of the implemented NTT
design by combining throughput and area metrics. The FoM is calculated as the throughput
ratio to area, and slices are considered a metric in area. A higher FoM indicates better
performance. Column twelve in Table 3 shows that the Virtex-7 FPGA implementation
achieves a higher FoM, indicating superior performance compared to the Virtex-6 FPGA.
Since the NTT design involves both FNTT and INTT computations, we provide the average
FoM for these operations to assess the overall performance of the design, which is displayed
in the last column of Table 3. Specifically, the U-BTF design shown in Figure 2 on the Virtex-7
device demonstrates a 31% increase in Avg-FoM compared to the Virtex-6 implementation,
calculated as 971.31−672.20

971.31 × 100. Similarly, the NTT design depicted in Figure 1 on the
Virtex-7 device also achieves a 31% increase in Avg-FoM over the Virtex-6 implementation,
calculated as 631.53−437.42

631.53 × 100.

4.2. Comparisons

The performance results are compared in Table 4 with existing NTT designs. Column
one shows the reference designs, while the targeted FPGA devices are illustrated in column
two. In columns three to eight, we provide the hardware cost in slices, LUTs, FFs, digital
signal processors (DSPs), BRAMs, and slice-equivalent cost (SEC). Similarly, columns nine
to twelve show the timing results regarding clock cycles, operating frequency (in MHz),
latency (in µs), and throughput. The FoM is shown in column thirteen. Finally, the last
column shows the average FoM of FNTT and INTT operations.

It is essential to note that the proposed NTT design does not use DSP blocks for imple-
mentation, while the designs from the literature frequently utilize DSPs for implementation.
To give a realistic area comparison, we have calculated the SEC using a reference data sheet
of [40]. Then, in the FoM and average FoM calculations using Equation (8), we used SEC as
an area metric.

In comparison to [13] on a similar Virtex-7 FPGA, the proposed NTT accelerator is
56% (2075−912

2075 ) more efficient in terms of hardware resources, when considered SEC as com-
parison metric. This happens because of the utilization of three 36 Kb BRAMs in the reference
work. In addition, the reference work has utilized 8 DSP blocks. Our architecture utilized only
three 36 Kb BRAMs without using the DSP blocks. As shown in column nine of Table 4, the
reference work requires fewer clock cycles for one FNTT and INTT computations than our
NTT design. On the other hand, the pipelining in our design benefits in frequency optimiza-
tion. More precisely, our work is 40% (290−174

290 ) faster in-circuit frequency compared to the
reference NTT design. Columns eleven to thirteen in Table 4 show that the proposed NTT
design is more efficient in latency, throughput and FoM compared to the NTT accelerator
of [13]. One potential reason is that the proposed NTT design is specific to CRYSTALS-Kyber
parameters. In contrast, the reference design is flexible and can be employed for diverse
applications depending on the user’s parameters. In terms of the average FoM, the proposed
NTT design is 62% (216.05−80.97

216.05 ) more efficient than the reference work.
Recently, in [17], three designs were implemented. The first one was dedicated to the

FNTT computation, the second was dedicated to INTT computation, and the third design
was a unified accelerator of FNTT and INTT computations. In Table 4, we provide results
for their unified design. Comparatively, our NTT accelerator utilizes lower hardware
resources in terms of slices, LUTs, FFs, and DSP blocks. The reason for this is that we
use three FPGA-specific BRAMs in our work, while the reference design used distributed
RegFiles as memory elements. Instead of the hardware resources, Table 4 shows that our
work is more efficient in terms of frequency, latency, and throughput. More precisely, in
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terms of Avg-FoM, the reference work is 96% ( 7.27−216.05
216.05 ) less efficient than our proposed

NTT accelerator.

Table 4. Performance comparison with state-of-the-art NTT designs. SLS, LUT, FF, DSP, and M1
show the slices, look-up tables, flip-flops, digital signal processors, and utilized BRAMs, respectively.
Similarly, CCs, Freq, Lat, and TP denote the clock cycles, frequency, latency, and throughput,
respectively. A7 and V7 are the Artix-7 and Virtex-7 FPGA devices, respectively. A blue check mark
(✓) signifies superior performance compared to existing designs, while a cross mark (✗) indicates
areas where performance falls short. All of the evaluated designs use the parameters n = 256 and
q = 3329 from the CRYSTALS-Kyber algorithm. The clock cycles for all of the reference designs are for
only the butterfly unit to compute one FNTT and INTT without considering the cost of the read/write
from/to memory units. We compare our results (TW) with the reference works by accommodating
the cost of the read/write operations of instantiated memories.

Designs

D
ev

ic
e Hardware Resources Timing-Telated Results

Fo
M Avg-FoM

SL
S

LU
T

FF D
SP M
1 SEC 1 CCs Freq Lat TP

MHz µs Kbps

[13] †
V7 675 ⋆ 2128 1144 8 3 2075

922
174

5.29 189.03 91.08
80.97 ✓ (62%)

[13] ‡ 1184 6.80 147.05 70.86

[17] † V7 3698 9298 9402 0 0 1950 1410 20 70.50 14.18 7.27 7.27 ✓ (96%)

[25] † V7 1950 ⋆ 7800 – 6 0 2550 – 72 – – – –

[23] †
A7 187 360 145 3 2 887

940
115

8.17 122.39 137.98
122.87 ✓ (43%)

[23] ‡ 1203 10.46 95.60 107.77
[28] †

A7 2713 ⋆ 9508 2684 16 35 11,313
69

172
0.40 2500.00 220.98

218.28 ✗ (1.02%)
[28] ‡ 71 0.41 2439.02 215.59

TW †
V7 312 1236 214 0 3 912

1410
290 ✓

4.86 205.76 225.61
216.05

TW ‡ 1540 5.31 188.32 206.49
† for the FNTT operation. ‡ for the INTT operation. ⋆ means the approximated slices using LUTs × 0.25 + FFs ×
0.125 [40]. 1 SEC denotes the slice-equivalent cost, calculated using (BRAMs × 200) + (DSPs × 100) + slices [41].

For identical parameters of the CRYSTALS-Kyber PQC algorithm, the butterfly unit
implemented in the NTT design of [25] supports only the FNTT computation without
focusing on the INTT. In contrast, our implemented NTT accelerator in this work supports
(both) FNTT and INTT operations. Moreover, we can compare only the hardware resources
and circuit frequency of [25] with our design. The other related information for clock cycles
and latency parameters has not been reported. Therefore, on a similar Virtex-7 FPGA, the
proposed NTT accelerator is 64% ( 2550−912

2550 ) more efficient in SEC as hardware resources.
The reason for this is the use of three 256× 12 sizes of RegFiles in the reference work, while
we used two BRAMs and one ROM of the same size in our design. Instead of the hardware
resources, our pipelined NTT design benefits by optimizing the circuit frequency compared
to the design with three RegFiles as memory units. This is evident in column ten of Table 4.
In other words, the proposed design is 75% ( 290−72

290 ) more efficient in operating frequency
compared to the design of [25].

The Artix-7-implemented design in [23] is highly optimized for resource optimizations
and is more efficient than our Virtex-7-implemented NTT accelerator (see the corresponding
hardware resource utilization columns in Table 4). In addition to hardware resources, the
NTT design of [23] requires fewer clock cycles than ours (see the corresponding column
in Table 4). On the other hand, our 6-stage pipelined NTT design is 60% ( 290−115

290 ) more
efficient in terms of operating frequency. Moreover, the corresponding latency, throughput,
and FoM columns in Table 4 reveal that the proposed NTT design is more efficient than
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the reference work. Indeed, the reference work is more efficient in terms of hardware
resources, while our NTT design is more efficient in terms of timing-related parameters, i.e.,
latency, throughput, and FoM. The combined throughput and area comparison in terms of
an average FoM shows that the proposed NTT design is 43% ( 216.05−122.87

216.05 ) more efficient.
In a high-speed NTT accelerator implemented on an Artix-7 FPGA, as described in [28],

16 butterfly units were employed to reduce the clock cycles required for (both) the FNTT and
INTT operations. In contrast, our architecture, implemented on a Virtex-7 FPGA, utilizes a
single 6-stage pipelined butterfly unit, which is iteratively used to compute (both) FNTT
and INTT operations. Despite these differences in design, the reference work demonstrates
superior efficiency in terms of clock cycles, latency, throughput, and FoM. However, our
design excels in terms of hardware resource efficiency, using fewer slices, LUTs, FFs, and
SEC. Detailed area and timing results can be found in the relevant columns of Table 4. Due
to the pipelining in our design, the proposed NTT architecture achieves a 41% increase in
circuit frequency, calculated as 290−172

290 . While the reference design outperforms in terms of
latency and throughput, our design offers advantages in circuit frequency and hardware
resource utilization. When considering the combined area and throughput in terms of
the average FoM, our proposed design shows only a 1.02% degradation in performance
compared to the reference work. In other words, the performances of the reference design
and our NTT design are nearly identical.

5. Conclusions and Future Directions
This work has presented a unified NTT hardware accelerator architecture for the

CRYSTALS-Kyber PQC algorithm. Moreover, a unified butterfly unit design of Cooley–
Tukey and Gentleman–Sande configurations is proposed to implement the FNTT and INTT
operations using one adder, one multiplier, and one subtractor, sharing four routing multi-
plexers and one Barrett-based modular reduction unit. The critical path of the proposed
butterfly unit is minimized using pipelining. An efficient FSM controller is implemented to
provide control functionalities. The post-place and -route results are provided on Xilinx
Virtex-6 and Virtex-7 FPGA devices, where the number of utilized slices is 398 and 312, the
required number of clock cycles for one FNTT and INTT computation is 1410 and 1540, and
the maximum operating frequency is 256 and 290 MHz, respectively. The average-FoM
illustrates 62% higher performance than the NTT design of [13]. This work can be extended
in future using multiple instances of the U-BTF to minimize the clock cycle counts (like
designs of [28,30]). Moreover, in this work, the proposed NTT design supports only the
CRYSTALS-Kyber parameters. It can further be enhanced to support the parameters of
other PQC algorithms, as implemented in the unified PQC accelerators of [15,34].
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