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Abstract: In an era where all information can be reached with one click and by using the internet, the
risk has increased in a significant manner. Deepfakes are one of the main threats on the internet, and
affect society by influencing and altering information, decisions, and actions. The rise of artificial
intelligence (AI) has simplified the creation of deepfakes, allowing even novice users to generate
false information in order to create propaganda. One of the most prevalent methods of falsification
involves images, as they constitute the most impactful element with which a reader engages. The
second most common method pertains to videos, which viewers often interact with. Two major
events led to an increase in the number of deepfake images on the internet, namely the COVID-19
pandemic and the Russia—Ukraine conflict. Together with the ongoing “revolution” in Al, deepfake
information has expanded at the fastest rate, impacting each of us. In order to reduce the risk
of misinformation, users must be aware of the deepfake phenomenon they are exposed to. This
also means encouraging users to more thoroughly consider the sources from which they obtain
information, leading to a culture of caution regarding any new information they receive. The purpose
of the analysis is to extract the most relevant articles related to the deepfake domain. Using specific
keywords, a database was extracted from Clarivate Analytics” Web of Science Core Collection. Given
the significant annual growth rate of 161.38% and the relatively brief period between 2018 and 2023,
the research community demonstrated keen interest in the issue of deepfakes, positioning it as one of
the most forward-looking subjects in technology. This analysis aims to identify key authors, examine
collaborative efforts among them, explore the primary topics under scrutiny, and highlight major
keywords, bigrams, or trigrams utilized. Additionally, this document outlines potential strategies to
combat the proliferation of deepfakes in order to preserve information trust.

Keywords: deepfake; deepfake image detection; deepfake video detection; machine learning;
bibliometric analysis; strategies

1. Introduction

Starting in the 21st century, a trend emerged to transpose physical information found
in books and newspapers to online sources, making the information more easily accessible
for everyone. The creation of a public internet system was a great success, and nowadays,
every human activity is dependent on the internet: chatting with friends and family using
social media applications, talking using the internet all over the world, reading news, and
many other actions. The benefits of internet implementation are incommensurable, but
the threats that appeared in recent years affect the quality of the information. Deep fakes
are an artificial intelligence (Al) technique used to manipulate videos and photos that
look realistic [1]. Deepfakes evolved very fast, and it is getting more and more difficult to
observe if a piece of information or a picture is fake or not, creating serious threats to society.
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There are two main factors that contributed in a decisive manner to the spread of deepfake:
the availability of data and the evolution of technology. One of the most common deepfake
applications is face swapping, where facial features of a person are transposed onto another
person’s face in a photo or video, as Natsume et al. [2] found. Face reenactment is another
application of deepfakes, which involves mapping the movements and facial expression of
individuals onto other person in a synchronized manner, looking normal [3].

Deepfakes advanced in deep neural networks, generating hyper-realistic synthetic
media, and thereby creating more data and interest from researchers, which is reflected
in the amount of documents published [4]. In general, deepfake creation and detection,
social, legal, and ethical elements have been discussed, but recently, researchers identified
deepfake detection methods and quantified the social impact [5,6]. Deepfakes are closely
related to the Al domain and differ depending on the communication technology. For
instance, Al can behave like a human, chatbot, or virtual assistant [7].

Raghavendra et al. [8] presented the implementation of the electronic Machine-
Readable Travel Document (eMRTD), which is available at this moment, especially at
borders, where passports are used; a biometric reference image is stored for person verifica-
tion, facilitating the border control process. The system is useful, but it can be subject to
fraud, with manipulated face images generated for some individuals.

Deepfake technology is not limited only to visual content, it also offers the possibility of
voice swapping, where audio can be adapted to another voice. A company was defrauded
of USD 243,000 because voice software was used in order to convince the CFO that the CEO
was requesting the money. Creating ideal messages in the marketing domain represents
one of the major success factors, and most companies are using celebrities to promote their
products and services. However, by using deepfakes and synthetic information, people can
create fake advertising, as Lil Miquela created using computer-generated imagery (CGI).
She has 2.7 million followers on Instagram and engages in endorsements with Samsung,
Calvin Klein, Dior, and Prada. The tool has a predefined speech and focuses on the brand’s
objectives, and it is difficult for the companies to detect if the person behind the account is
real or not [7].

Researchers have focused their efforts in recent years on defining methods for detecting
deepfakes. Rossler et al. [9] created a tool called FaceForensic in March 2018 which detects
deepfakes. The key for a good or bad model is mainly dependent on the type of dataset
and the selected features. The data included in the analysis should be correlated, otherwise
the accuracy could decrease significantly. In some cases, depending on the split of train
and test datasets, the accuracy can rise from 50% to 98% [9]. The Face2Face approach has
been used [3]; this is able to fully automatically render faces in a target video, obtaining
a temporary face identity and calculating an identity fitting. Raghavendra et al. [10]
proposed a detection model that uses pre-trained a deep convolution neural network
(DCNN), VGG19, and AlexNet. The experiment proposed to identify digital and print-
scanned versions of morphed face images. Initially, the Viola—Jones algorithm was used for
face detection, and the detected area was then normalized to a specific size, similar to that
of the DCNN’s input data. The results differed depending on the dataset used. For digital
images, the minimum detection equal error rate (D-EER) was 8.23%, for print-scanned (HP)
it was 17.64%, and for print-scanned (RICOH) it was 12.47%.

Raghavendra et al. [8] developed a framework that is able to detect morphed face
images, using binarized statistical image features (BSIFs) and support vector machines
(SVMs). The minimum error calculated using the average classification error rate (ACER)
was 1.73%.

Zhang et al. [11] analyzed generative adversarial network (GAN)-generated images.
The approach was different, trying to detect artifacts using the frequency spectrum instead
of pixel images, and was thus able to incorporate more image types. Using training and
testing datasets, and an AutoGAN model, which simulates GAN pictures as real images,
the algorithm was able to detect fake images based on their similarities.
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Rana et al. [12] conducted a systematic literature review (SLR) by analyzing 112 articles
between 2018 and 2020, in order to understand the deepfake detection solutions, and
grouped documents into four different categories: deep learning-based methods, classical
machine learning-based models, statistical techniques, and blockchain-based techniques.
Using various performance metrics, several models were analyzed on different datasets, in
order to find the best model for deepfake detection.

Due to the rapid development of Al, the deepfake technology has significant implica-
tions for the information landscape. As mentioned above, the development of deepfake
research mirrors the trends one can observe in Al and information technology. Over the
years, the evolution of the deepfake domain has been observed, from early explorations
in face swapping and simple image manipulation, to more sophisticated situations mate-
rialized by voice cloning and video synthesis. As a result, when discussing the deepfake
domain one can observe the dual nature of the technology advancements it incorporates, of-
fering innovative solutions to various situations but providing, at the same time, challenges
to information integrity and security.

The main purpose of this research is to present the evolution of deepfake domains,
focusing on the main threats and the ways to encounter them, e.g., by using ML and Al
tools to detect fake morphed images and videos. The secondary objectives will provide
a complete perspective on the deepfake research domain by answering the following
questions:

e  How has the evolution of scientific production evolved during the analyzed period?
e  Who are the most relevant authors, taking into account the number of papers published
and the total number of citations?

Which are the most notable journals in the domain of deepfakes?

Which countries collaborated the most on developing scientific articles?

What are the most used KeyWords Plus terms and author keywords?

Which are the universities who published the most articles on deepfake domain?

Based on the above research questions, the present study aims to provide more insight
into the deepfake research domain and how the field has evolved from a niche academic
zone to an important aspect to be considered in various research areas, such as information
systems, cybersecurity, and digital media. Thus, with the aim of mapping the evolution
of this field, we aim to provide more understanding of the current state of the deepfake
research by discussing the main research themes, the most cited papers, the most prominent
authors, and the emerging trends that are very likely to emerge and influence the future
developments of the field.

The article is structured in different sections, each one focusing on various key ele-
ments: Section 1 is the introduction to the domain, presenting the history of the domain.
Section 2 presents the main steps of extracting the database from the Clarivate Analytics
Web of Science Core Collection. Section 3 explores the data, and is divided into multiple
subsections: data overview, sources, authors, countries and affiliations, words, and mixed
analysis. Section 4 presents the limitations, while the last section focuses on discussion and
conclusions.

2. Materials and Methods

In order to achieve the mentioned objectives, a bibliometric analysis was conducted
through the use of a dataset extracted from the Clarivate Analytics Web of Science Core
Collection [13] based on a series of keywords, as presented in the following, and analyzed
through the Bibliometrix 4.0.0 package available in R Studio 4.3.2 [14]. The bibliometric
analysis was chosen as the main technique as it offers a broad overview of a specific field
in terms of authors, their collaborations, affiliations, country of origin, number of papers
published, preferred sources, and citations [15-18]. According to Block and Fisch [19], it
is important to distinguish between bibliometric analysis and review analysis. The latter
focuses on summarizing the content and key findings within a field, while bibliometric
analysis is primarily used to highlight the structure and development of a particular
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field [18,19]. Additionally, in order to provide more insight into the deepfake field, a review
of the most cited papers, along with a review of some of the papers with a large number of
citations, was performed and is presented in the next section.

Although there are numerous article databases available, Bakir et al. [20] presented
the reasons that justify the use of the Clarivate Analytics Web of Science Core Collection
(also known as ISI Web of Science, or WoS) as the most suitable for a bibliometric analysis.
Among these reasons, the authors state that the WoS database offers a great variety of
indexed journals, most of which are highly appreciated and known by the scientific commu-
nity, and are most frequently used in the scientific literature [21,22]. Using the bibliometric
approach, numerous data can be extracted from the database, to find correlations between
journals, authors, and countries, identify the most used keywords, and identify the key
topics analyzed [23,24]. All available article databases (e.g., Scopus, Google Scholar, IEEE,
Cochrane Library, and others) can be analyzed from a bibliometric point of view, but the
subscription plans offered by the Clarivate Analytics Web of Science Core Collection are
various, and Liu [25] and Liu [26] explained the importance of them. According to both
authors, it is mandatory in a bibliometric analysis to present the indexes available using
the subscription. Therefore, it shall be stated that, in our case, the database was searching
through the following indexes:

Emerging Sources Citation Index (ESCI)—2005—present;

Current Chemical Reactions (CCR-Expanded)—2010—present;

Book Citation Index—Science (BKCI-S)—2010—present;

Arts and Humanities Citation Index (A&HCI)—1975-present;

Book Citation Index—Social Sciences and Humanities (BKCI-SSH)—2010—-present;
Index Chemicus (IC)—2010-present;

Conference Proceedings Citation Index—Science (CPCI-S)—1990-present;

Science Citation Index Expanded (SCIE)—1900-present;

Conference Proceedings Citation Index—Social Sciences and Humanities (CPCI-
SSH)—1990—present;

e  Social Sciences Citation Index (SSCI)—1975-present;

Table 1 summarize the main steps applied on the Clarivate Analytics Web of Science
Core Collection in order to extract the database. In the first step, titles were filtered, looking
for “deep_fake*”, “deepfake*”, or “deep-fake*”, returning 918 documents. It shall be noted
that we have used the asterisk at the end of the search keywords in order to retain in
the analysis both the singular and the plural form of the keywords. In the second step,
abstracts were analyzed, applying the same filters, extracting 1173 papers. In the third
step, the filters were used for keywords, finding 870 articles. In step four, titles, abstracts,
and keywords were filtered, with at least one required to have one specific word related
to deepfakes, resulting in 1381 documents. In the fifth step, the articles published in any
language other than English were removed, reducing the total database from 1381 to
1339 documents. The sixth filter is related to document type, keeping in the analysis only
papers marked as “article”, resulting in 707 articles. The last filter excludes the 2024 year,
finally resulting in 584 papers. The decision to exclude the papers published in 2024 was
based on the fact that the mentioned year was ongoing at the time of the analysis and
the partial inclusion of some of the papers published in this year might have introduced
bias, affecting the findings. Furthermore, it was observed that when aiming to reduce the
inconsistency in the citations” indicators, the authors tend to use cut-off points related to
the period under investigation for data collection [27,28]. The reader can consider the work
of Liu [29] for an extensive discussion related to the online publication date versus the final
publication dates for the papers included in the WoS database, which supports the use of
the cut-off dates in such analyses [30].
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Table 1. Data selection steps.
Exploration Questions on Web of L.
Steps Science Description Query Query Number Count
. i (TI = (deep_fake*) OR
1 Title Conrtal“f gptecéﬁc kfykwords TI = (deepfake*)) OR # 918
clated fo deeplakes TI = (deep-fake*)
. . (AB = (deep_fake*) OR
2 Abstract Contains specific keywords AB = (deepfake®)) OR # 1173
p AB = (deep-fake*)
. e (AK = (deep_fake*) OR
3 Keywords COI}EEESIEC;; kgi(vg:rds AK = (deepfake*)) OR #3 870
P AK = (deep-fake*)
. Contains specific keywords
4 Title/ Abstract/Keywords related to deepfakes #1 OR #2 OR #3 #4 1381
Contains only documents _ .
5 Language written in English (#4) AND LA = (English) #5 1339
6 Document Type Limit to Article (#5) AND DT = (Article) #6 707
7 Year published Exclude 2024 (#6) NOT PY = (2024) #7 584

3. Data Exploration and Analysis

In this section, the dataset is investigated from different perspectives: an initial
overview, sources, authors, countries and affiliations, words, and mixed perspectives. The
scope is to determine the most influential authors and affiliations, visualize the production
evolution, and identify the most relevant words relating to the deepfake topic.

3.1. Dataset Overview

In order to have a complete overview of the data, a summarized analysis was per-
formed on the dataset, extracting the main information, such as the number of documents,
authors, references, and timespan.

Table 2 contains some descriptive statistics about the data that were used in the
analysis. The period of time in which 584 documents from 284 sources were examined
lies between 2018 and 2023; thus, we can notice a growing interest towards this area of
literature in recent years. The spike in interest can also be observed from the remarkable
number of average citations for each document (10.62). Moreover, the impact that this
topic has on the international community is evident from the large number of references
available in the papers (20,121).

Table 2. Data description.

Indicator Value
Timespan 2018:2023
Sources 284
Documents 584
Average citations per documents 10.62
References 20,121
KeyWords Plus terms 445
Author’s keywords 1607

Some other essential details about the dataset can be revealed by analyzing the author’s
keywords and KeyWords Plus terms. With an average of less than 1 keyword per document,
KeyWords Plus terms highlight the usage of a fairly concentrated vocabulary. Such a small
number of KeyWords Plus terms can be a sign of a very focused research paper. However,
the average value of the author’s keywords indicator is more than 4 times higher, suggesting
that the author has approached subjects with a high level of complexity.
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Table 3 summarizes information about the research body that published the papers
that were analyzed in our study. As a first remark, we can see that the total number of
authors who contributed to the deepfake literature is 1717 and only 93 of these were unique
authors. Thus, we can observe that most of the papers that were published were the result
of a collaborative effort. This tendency could be explained by the numerous research
projects that entail knowledge from various areas, resulting in interdisciplinary teams. Two
more arguments that sustain this hypothesis are the values of the documents per author
(0.340) and co-authors per document (3.66) indicators.

Table 3. Author information.

Indicator Value
Authors 1717
Authors of single-authored documents 93
Authors of multi-authored documents 1624
Documents per author 0.340
Co-authors per documents 3.66

Table 4 describes how many articles were published each year and how many citations
these articles gathered. We can notice that the number of articles increased almost every
year, rising from only 2 papers published in 2018 to 244 papers published in 2023. This
indicates a growing interest in research papers dealing with the creation and analysis of
deepfakes. However, we can observe a steep decrease in the number of citations, from
a maximum value of 11.02 citations in 2019 to just 1.35 citations in 2023. Thus, we can
conclude that the very rapid growth in the number of articles has negatively influenced the
number of citations per article. Even though there is major interest in this area, there are
still some challenges in maintaining relevance for these articles.

Table 4. Annual scientific production and average citations per year.

Year Number of Documents Published Average Citations per Year
2018 2 5.64
2019 10 11.02
2020 40 7.82
2021 120 3.71
2022 168 2.89
2023 244 1.35

Figure 1 displays the most prestigious journals from Zone 1 according to Bradford’s
law [31]. As we can notice, there are 18 journals in this zone, highlighting the impact of
deepfakes in different aspects of our life. Firstly, the most popular area is engineering,
represented by the “IEEE Access” journal with 31 published articles, and the multimedia
area, represented by the “Multimedia Tools and Applications” journal with 21 published
articles. The nextjournal in the list is “IEEE Transactions on Information Forensics and Security”,
a journal of interest in the security area. Another area of interest in deepfake research
literature is artificial intelligence, being represented in the list by two journals, namely
“Peer] Computer Science” and “Expert Systems with Applications”. Some other important
journals from different areas are “Applied Sciences-Basel”, “IEEE Transactions on Circuits
and Systems for video technology”, “Synthese”, “Sensors”, and “Convergence-the International
Journal of Research into new media Technologies” with more than 10 published articles each.
The remaining journals, with less than 10 published papers, are the following: “Journal of
imaging”, “IEEE Signal Processing Letters”, “Cyberpsychology Behavior and Social Networking”,
“Deep fakes, Fake news, and Misinformation in online Teaching and Learning Technologies”,
“Information Sciences”, and “Scientific Reports”.
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Core Sources by Bradford's Law

Articles
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IEEE ACCESS

MULTIMEDIA TOOLS AND APPLICATIONS
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JOURNAL OF IMAGING
SECURITY AND COMMUNICATIO

IEEE TRANSACTIONS ON INFO
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IEEE TRANSACTIONS ON CIRC
CONVERGENCE-THE INTERNATI
PEERJ COMPUTER SCIENCE
EXPERT SYSTEMS WITH APPLI
IEEE SIGNAL PROCESSING LE
CYBERPSYCHOLOGY BEHAVIOR
DEEP FAKES, FAKE NEWS, AN
INFORMATION SCIENCES

NEW MEDIA & SOCIETY

Figure 1. Bradford’s law on source clustering.

3.2. Source Analysis

Journals are the main source of information related to any academic domain, and a
key step in a bibliometric analysis is to determine the most relevant journals, how many
documents they published, and the production during the analyzed timespan.

Figure 2 further highlights the most relevant journals in deepfake literature. As we
previously stated, the fields in which these journals are published are diverse and generate
great interest. Engineering and applied technologies are the most popular areas of study,
followed by areas like multimedia, signal processing, and information security. The most
popular journal, with 31 published articles is “IEEE Access”, followed by “Multimedia Tools
and Applications” with 21 published articles. Other journals of interest are “IEEE Transactions
on information forensics and security” which is representative of the area of security, “IEEE
Transactions on Circuits and Systems for Video Technology” which is representative of the area
of computer vision, and “IEEE Signal Processing Letters” which is representative of the area
of signal processing.

Most Relevant Sources

IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SEC @

APPLIED SCIENCES-BASEL

@
@
e
H]
o

12]

SYNTHESE

SENSORS

IEEE TRANSACTIONS ON CIRCUITS AND SYSTEMS FOR VIDE @

CONVERGENCE-THE INTERNATIONAL JOURNAL OF RESEARCH 110}

PEERJ COMPUTER SCIENCE

JOURNAL OF IMAGING

N. of Documents

Figure 2. Top 10 most relevant sources.
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Cumulate occurrences

Figure 3 is closely related to Figure 2, displaying a rank of journals according to the
H-index. This value is representative not only of the number of published articles, but also
of the impact that each paper generates.

Sources' Local Impact by H index

IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY °
IEEE ACCESS °
IEEE TRANSACTIONS ON CIRCUITS AND SYSTEMS FOR VIDEO TECHNOLOGY a
CONVERGENCE-THE INTERNATIONAL JOURNAL OF RESEARCH INTO NEW MEDIA TECHNOLOGIES L6 )
@
8 CYBERPSYCHOLOGY BEHAVIOR AND SOCIAL NETWORKING 0O
5
3
7
APPLIED SCIENCES-BASEL {5}
EXPERT SYSTEMS WITH APPLICATIONS 5]
JOURNAL OF IMAGING 15}
MULTIMEDIA TOOLS AND APPLICATIONS 5]
4
E
COMPUTER VISION AND IMAGE UNDERSTANDING 4]
00 25 75 100

5.0
Impact Measure: H

Figure 3. Top 10 sources based on the H-index.

For example, the first journal, “Multimedia tools and applications”, has an H-index of 5.
This result can be interpreted as this journal containing at least five papers with at least
five citations each. Thus, we can notice that in opposition to Figure 2, we no longer find in
our list journals like “Synthese” and “Sensors”, for which, out of the 12 articles, only three
have more than 12 citations. We also observe the new journal “Cyberpsychology Behavior and
Social Networking”, which is in fifth place with a H-index of 6.

Figure 4 presents some data about the number of articles published in different journals
each year. As we could expect (taking into account the previous results from Figures 2 and 3),
the journals with the highest increase in the number of published papers were “IEEE Access”
with 31 published articles, and “Multimedia Tools and Applications” which has 21 articles.

Sources' Production over Time

g
) - /

2020
2021
2022
2023

Year

Source
APPLIED SCIENCES-BASEL
IEEE ACCESS
— IEEE TRANSACTIONS ON CIRCUITS AND SYSTEMS FOR VIDEO TECHNOLOGY
— |EEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY
MULTIMEDIA TOOLS AND APPLICATIONS

Figure 4. Source production over time.
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3.3. Author Analysis

The most important authors, their annual production, and the impact of their papers
are analyzed in this section.

Figure 5 presents the relevant authors for the deepfake domain. The most influential
authors are Javed, A., Lu, W., Ahmed, S., Zhao, Y., Irtaza, A., Kietzmann, J., Xia, Z.H., and
Yang, G.B., who share the first position in our ranking, with each of them contributing more
than five research papers. These authors are followed by Cui, X.H. and Guo, Z.Q., with five
articles each.

Most Relevant Authors

JAVED A

Luw

AHMED S

ZHAO Y

KIETZMANN J

XIAZH

YANG GB

CUIXH

@ 06 0 ©

GUO ZQ

°
i

Py
©

% of Authors

80

60

40

20

25 50 75 10.0
N. of Documents

Figure 5. Top 10 most relevant authors.

Figure 6 represents Lotka’s law applied to author’s productivity [32].

0
Documents written

Figure 6. Author productivity through Lotka’s law.

This law states that the number of authors that publish a number of articles, n, is
inversely related to n?. Figure 6 reports that 85% of the sample, meaning 1459 authors, have
written a single article, while 9.4% of them (161 authors) have been involved in writing
two articles, and 3.6% of the authors have written three articles. These results indicate that
there are more authors with a low level of productivity than those with a high level of
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productivity. Therefore, this law helps us understand how to better allocate the resources
in order to support the most active researchers.

Figure 7 displays the evolution of authors’ productivity from 2020 to 2023. For a better
understanding of the figure, we first need to define a few elements. The circles represent
data about the number of articles published and the average number of citations for each
author. A higher intensity of the color stands for a higher number of articles published by
the author, and a larger diameter indicates a higher number of citations. Thus, according to
these two parameters, we can conclude that Javed A has the highest average number of
citations (38.5) and also the highest average number of articles published (7). On the other
hand, there are also some authors (e.g., Zhao, Y.) with a large number of published articles
but with a quite reduced average number of citations (11.5). The red line displays the
period of activity in the field of each author. This shows that most of the authors published
in the field for at least two years, except for Zhao Y who published articles only in 2023.

Authors' Production over Time

JAVED A-

ww-

AHMED S -

ZHAO Y-

IRTAZAA-

KIETZMANN J -

XIAZH-

YANG GB -

CUIXH-

Guoza-

[ ] . I
N.Articles
® ° ® o
o 2
® o
[ X
o
@
o
. @
TC per Year
. € 0
o 10
o 2
° ® . 30
o @

Lw

JAVED A

KIETZMANN J

AHMED S

2020

2022

Year

Figure 7. Top 10 authors’ production over time.

Figure 8 highlights the most impactful authors in the deepfake literature according
to the H-Index. If we compare these results with the ones from Figure 5, we notice that
although some authors like Lu W or Xia ZH have many published articles, they are not so
well cited as other authors with a lower number of published articles.

Authors' Local Impact by H index

BATTIATO S

BESTAGINI P

BOATO G

CHENY

(]

(-]

©

Impact Measure: H

Figure 8. Top 10 authors” impact based on the H-index.
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Affiliations

3.4. Country and Affiliation Analysis

Countries and journals are a major part of a bibliometric analysis, providing relevant
information about the importance of the topic in specific regions, specifically in terms of the
most interested universities, and how the process of publication evolved for each journal.

The most relevant affiliations are presented in Figure 9. We can observe that most
of the universities from this list are from China and Egypt, with a total of 8 out of
10 affiliations. The top is predominantly led by Chinese affiliates, the first being “Chinese
Academy of Sciences” with 24 articles, “Institute of information engineering, CAS” with
10 articles, and “Nanyang Technological University” with 10 articles. Egypt is represented
among the top affiliations by “Egyptian knowledge bank (EKB) “with 22 articles and “Al
Azhar University” with 11 articles.

Most Relevant Affiliations

CHINESE ACADEMY OF SCIENCES °

EGYPTIAN KNOWLEDGE BANK (EKB) °

ALAZHAR UNIVERSITY 1]

INSTITUTE OF INFORMATION ENGINEERING, CAS

NANYANG TECHNOLOGICAL UNIVERSITY

SHENZHEN UNIVERSITY

NANYANG TECHNOLOGICAL UNIVERSITY

& e 6 6

NANJING UNIVERSITY OF INFORMATION SCIENCE AND TECHNOLOGY 9]

UNIVERSITY OF AMSTERDAM 19]

UNIVERSITY OF SCIENCE AND TECHNOLOGY OF CHINA, CAS 19]
Articles

Figure 9. Top 10 most relevant affiliations.

7

Only one European university is included in our list, the “University of Amsterdam’
from the Netherlands. Despite the fact that there are only three countries present in the list,
they all come from separate development regions, thus suggesting that the deepfake issue
is a global one. A collaboration of these universities would lead to a sharp increase in the
development of the research field of deepfake detection.

In line with the previous graph, the countries with the most cited papers are the
United States of America (USA) and China (shown on Figure 10). Although the number
of citations of articles from China is almost 120% higher than that from Italy, the average
number of citations per article in Italy is 19 compared to only 7.5 in China, resulting in
a greater influence on the research literature. Some other countries from Europe, Asia,
and Africa have a large influence in the domain, such as the United Arab Emirates with
66 average citations, Canada with 29.1 citations, and Spain with 23.2 citations.

Figure 11 highlights the geographical distribution of the scientific contribution. It shall
be noted that in Figure 11 we have used various shades of blue to depict each country’s
contribution in terms of number of published papers, with darker blue colors symbolizing
higher contribution and lighter blue colors symbolizing lower contribution. The remainder
of the countries—colored in grey—have provided no contribution to the field in terms of
number of published papers. We can notice that this subject generates interest all over the
world, with the first five countries by the number of publishers being from four different
continents. Most of the publishers come from China (390), closely followed by USA (204).
Some other countries that are actively contributing to the literature are India (120), U.K.
(82), and Australia (66).
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Country Scientific Production

Figure 11. Country scientific production.

Figure 12 displays two important indicators for measuring the level of scientific
international collaboration. SCP (Single Country Publication) counts how many articles
were published by authors affiliated to universities from one single country, in opposition
to MCP (Multiple Country Publication), which counts how many articles were published
by authors affiliated to universities from more than one country.
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Figure 12. Top 10 most important corresponding author’s countries.

We can notice that most of the countries have a higher SCP indicator, suggesting
that there is still a limited propensity for inter-country collaboration. Interpreting the
SCP and MCP indicators in absolute values, we observe that the most prolific countries
without collaborations are China with 112 articles, the USA with 71, and India with 41,
and the countries with the highest MCP are China with 37, the USA with 17, and U.K with
13. Moreover, analyzing the relative values we notice that the countries with the highest
average MCP are countries like Pakistan, Egypt, Canada, and Malaysia, which have over
50% of their publications written in collaboration. However, there are also some countries
with all articles published without any collaboration, such as Russia and Estonia.

Figure 13 displays all the international collaborations established by authors from
each country. The aim of international collaboration is to diversify research perspectives,
facilitating the development of solutions. As in Figure 11, in Figure 13 the colors of the
countries represent the contribution of each country (expressed in number of published
papers) to the analyzed field—ranging from dark blue (higher contribution) to light blue
(lower contribution), or grey color (no contribution), while the lines in red symbolize the
intensity of the collaboration among the authors from the depicted countries. As we could
expect by taking into consideration Figure 12, the most international collaborations are
established between authors from USA and China. Some other countries with a high MCP
indicator are Australia, UK, and Canada. The countries that collaborated the most with
each other are USA and UK with 12 collaborations, China and USA with 11 collaborations,
China and Singapore with 10 collaborations, and Pakistan and Saudi Arabia, also with
10 collaborations.
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Figure 13. Country collaboration map.

3.5. Word Analysis

To be able to understand the researchers’ purposes, the most used words and groups
of words were analyzed, in order to extract the main information from titles, abstracts, and
keywords.

Table 5 shows the most frequently used KeyWords Plus terms. “networks” is the
most frequent word, with 42 appearances, followed by “images” with a frequency of 35.
The third most common keyword plus is “fake news” with 20 occurrences, and “face
manipulation” has 12 appearances. The fifth and sixth each have 11 appearances and
are similar: “disinformation” and “information”, two of the main topics in the deepfake
domain. The rest of the words have a frequency of 10: “artificial-intelligence”, “location”,
“media”, and “recognition”. All KeyWords Plus terms described in Table 5 describe the
areas of deepfakes, which are the effects such as “disinformation”, “face manipulation”,
and “fake news”, and the methods of sharing the information: “networks, location, media”.
A list of synonyms was used, merging into “images” the singular “image” and plural
“images” forms.

Table 5. Top 10 most used KeyWords Plus terms.

Keyword Plus Terms Frequency
Networks 42
Images 35
Fake news 20
Face manipulation 12
Disinformation 11
Information 11
Artificial intelligence 10
Location 10
Media 10
Recognition 10

Table 6 contains the most used author keywords in documents related to the deepfake
domain. A list of synonyms was used in order to group words from similar domains or
with a similar spelling. “Deepfakes detection” is the most frequently used keyword, with a
frequency of 367, and it contains the following words: “deepfake detection”, “deepfakes”,
and “deepfake”. The second most used keyword is “deep learning” with 91 appearances,
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followed by “Artificial intelligence” with 54 occurrences, both referring to the technologies
that facilitate the apparition and evolution of deepfakes. The rest of the words—*face”,
“fake news”, “feature extraction”, “disinformation”, “Machine learning”, “Generative
adversarial networks”, and “misinformation”—have lower frequency, and all are related to
the creation and detection of fake images and videos.

Table 6. Top 10 most used author keywords.

Author Keywords Value
Deepfakes detection 367
Deep learning 91
Artificial intelligence 54
Faces 35
Fake news 34
Feature extraction 32
Disinformation 30
Machine learning 30
Generative adversarial networks 27
Misinformation 24

7

Table 7 groups the top 10 most used title bigrams. In first place is “deepfakes detection’
with 185 appearances, which contains six bigrams: “deepfakes detection”, “deepfake
videos”, “deep fake”, “deepfake detection”, “deepfakes videos”, and “video detection”, all
of which refer to the methods of detecting image and video changes. The second most used
bigram is “Deep learning” with 26 occurrences, representing the technology that facilitates
the creation of deepfakes. The third bigram is “forgery detection”, which is another method
of deepfake recognition, and has 25 occurrences. The rest of the bigrams have a frequency

of 14 or less and their impact is less significant.

Table 7. Top 10 most used title bigrams.

Title Bigrams Frequency
Deepfakes detection 185
Deep learning 26
Forgery detection 25
Artificial intelligence 14
Neural network 14
Generative adversarial 12
Social media 12
Convolutional neural 11
Fake news 11
Deep fakes 10

Table 8 presents the most relevant abstract bigrams. A list of synonyms is used,
similar to the one presented for Table 7. The most used bigram is “deepfakes detection”
with a frequency of 501 appearances, followed by “deep learning” with 183 occurrences,
representing one of the main technologies that facilitated the creation of deepfakes, together
with the third bigram, “Artificial Intelligence” [33], having a frequency of 111. “Social
Media”, including the platforms where almost all fake news is distributed, has a frequency
of 111, and the rest of the bigrams have a lower impact, with a number of occurrences of
less than 100.
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Table 8. Top 10 most used abstract bigrams.

Abstract Bigrams Frequency
Deepfakes detection 501
Deep learning 183
Artificial Intelligence 111
Social media 111
Detection methods 89
Convolutional neural 77
Fake news 77
Neural networks 77
Experimental results 74
Machine Learning 73

Table 9 contains the most used title trigrams. A list of synonyms is used in order to
group similar trigrams into a generic form. For instance, “convolutional neural networks”
contains the following trigrams: “convolutional neural networks”, “convolutional neu-
ral network”, “convolution neural networks”, and “convolution neural network”; and
“deepfake detection methods” contains “deepfake detection methods”*, deepfake video
detection”, “deepfake detection method”, “deepfake image detection”, “deepfake detec-
tion based”, “deepfake detection algorithm”, “deepfake videos detection”, “deep fake
detection”, and ”detection algorithm based”. “Deep learning methods” is formed by the
following trigrams: “deep learning models”, “deep learning algorithms”, “deep learning
techniques”, “deep learning approach”, “deep learning methods”, “deep learning model”,

v.,ou

and “deep learning networks”; “forgery detection methods” contains “image forgery de-
tection, ”video forgery detection”, “"forgery video detection”, "video deepfake detection”,
and “video detection based”; and “generative adversarial networks” is formed by “gener-
ative adversarial networks” and “generative adversarial network”. The most frequently
used trigram is “deepfake detections methods” appearing 44 times, followed by “forgery
detection methods” with only 19 appearances. Third is “convolutional neural networks”
with 13 occurrences, while “deep learning methods” and “generative adversarial networks”
have 11 and 10 appearances. The rest of the trigrams have a frequency of 3 or 2, and their
impact is significantly reduced. Trigrams present the various methods of detection that are
currently used, or other representative terms for the deepfake domain.

Table 9. Top 10 most used title trigrams.

Title Trigrams Frequency
Deepfake detection methods 44
Forgery detection methods 19
Convolutional neural networks 13
Deep learning methods 11
Generative adversarial networks 10
detecting compressed deepfake 3
Capsule dual graph 2
Compressed deepfake videos 2
Conditional generative adversarial 2
Deep fake attacks 2

Table 10 presents the most used trigrams in abstracts extracted from the analyzed
dataset. A list of synonyms is included in the analysis, the same as that described in
Table 9, in order to group the similar trigrams into a common form. “Convolutional
neural networks” is the most frequently used trigram, appearing 84 times, followed by
“deepfake detection methods” with 80 occurrences, and “deep learning methods” with
63 appearances. Fourth is “generative adversarial networks” with 57 occurrences, and the
rest of the trigrams have a frequency less than or equal to 30, also having a smaller impact.
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All trigrams present the deepfake domain from different perspectives, i.e., describing the
possible solutions of detecting fake images or videos, such as “deepfake detection methods”,
“deep learning methods”, “generative adversarial networks”, “neural networks cnn”, or
“deep neural networks”, or the elements that facilitate the evolution and distribution of

fakes, such as “artificial intelligence ai” and “social media platforms”.

Table 10. Top 10 most used abstract trigrams.

Abstract Trigrams Frequency
Convolutional neural networks 84
Deepfake detection methods 80
Deep learning methods 63
Generative adversarial networks 57
Artificial intelligence ai 30
Adversarial networks gans 23
Forgery detection methods 22
Neural networks cnn 17
Social media platforms 16
Deep neural networks 12

3.6. Mixed Analysis

Mixed analysis focuses on extracting the main information from the five most cited
documents in the deepfake domain (these documents each have more than 200 citations)
and 10 more papers having a number of citations between 30 and 200, which were ran-
domly extracted. Additionally, an analysis of the connections between countries, authors,
keywords, and affiliations is provided.

3.6.1. Five Most Cited Papers’ Review and Overview

The best way to understand a domain is to analyze the most globally cited docu-
ments, citations being one of the best performance metrics, together with the number of
publications for each author [34].

Table 11 contains the five most cited documents, together with some performance
metrics, such as total citations, total citations per year, and normalized total citations.

In 2019 in “California Law Review Journal”, Chesney and Citron [35] published the most
cited document globally at the time of this research. With 258 citations, an average of
43 citations per year, and 3.9 normalized total citations, the document discusses the deep-
fake area, where video and audio of people can be created, making them talk and do things
they did not say or do, thanks to the machine learning evolution. Deepfake technology
has the advantage of rapidly spreading. The scope of the analysis is to explain the main
factors and risks of the technology evolution, and how the deepfakes can be detected, by
creating a questionnaire and collecting information from various persons, asking them
about the criminal penalties, civil liability, economic sanctions, importance of technological
solutions, and many other questions. Researchers at the University of Washington pre-
sented a deepfake using a neural network tool, altering videos and making the speakers say
things that were different from what they initially said, and presenting a video of Barack
Obama where he appeared discussing things that he never talked about. The evolution
of machine learning into neural network methods increased, in a significant manner, the
appearance of images and audio. Generative adversarial networks, also known as GANSs,
combine two neural networks that work simultaneously. The first neural network draws
on the dataset by producing a mimicked sample, and the second neural network evaluates
the success of the previous network. The audio and video deepfakes will have a much
greater impact in the future, and social media platforms will facilitate their distribution
and increase their effects. At this moment, the legal and policy laws are not optimal, and
because of that, the risks are high. Deep learning tools are the technology that created the
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deepfake and fake media. Forensic methods are one of the main applications that is trying
to detect fake images and videos.

In 2020, Verdoliva published a paper in “IEEE Journal of Selected Topics in Signal Pro-
cessing”, which has 245 citations, an average of 49 citations per year, and normalized total
citations of 6.27. The paper explains the evolution of techniques that manipulate content
and are able to edit information in a very realistic way. Technology has a lot of benefits,
offering new features in advertising, arts, film production, or video games, but it is also
extremely dangerous for society. The software applications are free and very simple to
use, offering the possibility to almost everyone to create fake images and videos. The
risks are a serious threat, with deepfakes being able to manipulate public opinion during
elections, and discredit or blackmail individuals, or facilitate the fraud. It is necessary
to find, as quickly as possible, tools that automatically detect false multimedia, reducing
the spread of false information. The research focuses on presenting various methods of
verification of visual media integrity and detecting manipulated videos and images. A
lot of money is invested in major research initiatives in order to find the best methods of
deepfake detection, but it is difficult to forecast if the efforts will ensure strong information
security in the future. At this moment there are numerous methods that combat deepfakes,
but these methods are not strong enough to identify all of them.

In 2020 in “Information Fusion”, Tolosana et al. [36] published one of the most cited
documents, having 206 citations, an average of 41.20 citations per year, and 2.57 normalized
total citations. The availability of free databases, together with the evolution of deep
learning algorithms, especially generative adversarial networks, created realistic fake
images and videos, having a serious impact on society. The focus of the research is to
review the techniques of face image manipulation, including also deepfake methods,
analyzing four different methods: entire face synthesis, expression swapping, attribute
manipulation, and identity swapping. For each one, the available public databases, the
manipulation algorithms, and the metrics to evaluate the detection rate are presented.
Entire face synthesis creates a non-existent face image. Using generative adversarial
networks, great results are achieved, and high-quality facial images, very similar to the real
pictures, are provided. Identity swapping is the technique of replacing the face of a person
in a video with the face of someone else. This type of deepfake is mostly used in the film
industry, and in numerous cases, the usage of this approach is for bad purposes. Attribute
manipulation represents face editing by changing some attributes of the face, such as the
gender, age, or color of the hair. One of the most well-known applications that is used for
attribute manipulation is FaceApp, which is available on mobile, and allows users to add
various cosmetics, makeup, glasses, or hairstyles to the pictures. Expression swapping
edits the facial expression of a person, and the most well-known techniques are Face2Face
and NeuralTextures. One of the most common expression-swapping examples is when
Mark Zuckerberg appeared in a video and discussed things that he never talked about
in reality.

In 2020 in “Social Media + Society”, Vaccari and Chadwick [37] published a paper
having 204 citations, with an average of 40.80 citations per year, and 5.22 normalized
total citations. Artificial intelligence offers the possibility of mass creation, using synthetic
information, of videos and images that are very close to reality. Political deepfakes are
very popular on the internet, leading to disinformation, and having a serious impact on
journalism and affecting the quality of democracy. Deepfakes are one of the main methods
of disinformation, increasing uncertainty, reducing the trust in news on social media,
increasing the cost of obtaining real information, and increasing the level of uncertainty.
The research performed an experimental analysis on political deepfakes, and the results
explained the trend of people’s increasingly reduced trust in news on social media, with
people having less interest in cooperating in contexts where the trust level is low. This
behavior can lead to less collaborative and responsible social media users, and this will
constantly reduce the trust in news on social media. Citizens can also refuse to read news
in order to reduce their stress level. It will become more and more difficult to perform
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public debates, as the society must be vigilant and able to observe every possibility of
manipulation. Another problem is the trend of illiberal policies, which promises to clear
the internet of deepfakes.

In 2021 in “ACM Computing Surveys”, Mirsky and Wenke [5] published a paper having
203 citations, an average of 50.75 citations, and normalized total citations of 13.67. In
2018, the technology of generative deep learning was used for malicious applications
and spreading misinformation, and since then deepfakes have evolved significantly. The
deepfake is a combination of “deep learning” and “fake”, representing fake content created
by artificial neural networks. The most common use of deepfakes is the creation of videos
and images. Deep learning methods also have some useful and productive applications,
such as reanimating historical figures and dubbing foreign films in a realistic manner.
At the end of 2017, a deepfake video appeared on Reddit for the first time in which a
celebrity appeared in an adult movie; since then, the number of deepfakes has increased
exponentially. In 2018, a video with Barack Obama was presented by BuzzFeed, where the
former president talked about a subject that in reality was never discussed, raising serious
concerns over identity theft. The deepfake is also used to clone voices. In just five seconds,
a CEO of a company was scammed out of USD 250,000. Deep learning can also generate
realistic human fingerprints, offering the possibility of unlocking devices. It is important to
understand that not all technology is dangerous, and the purpose is not always bad, but
the key is to identify the best methods to detect fake news.

Table 11. Five most cited papers.

No Paper (First Author, Year, Journal, Number of Region Total Citations  Total Citations = Normalized TC

’ Reference) Authors 8 (TO) per Year (TCY) (NTO)

1 Chesney, Bobby,‘2019, California Law 2 USA 258 43 3.90
Review [35]
Verdoliva, Luisa, 2020, IEEE Journal of
2 Selected Topics in Signal Processing [38] ! Ttaly 245 49 6.27
3 Tolosana, Ruben, 2020, Information Fusion [36] 5 Spain 206 41.20 2.57
4 Vaccari, Crlstlan', 2020, Social Media 2 UK 204 40.80 520
+ Society [39]

5 Mirsky, Yisroel, 2021, ACM Computing 2 USA 203 50.75 13.67

Surveys [5]

3.6.2. Review and Overview of 10 Randomly Selected Papers

In order to reflect the research areas of the other papers included in the database, we
randomly selected 10 papers that have a number of citations between 30 and 200. We
decided to select papers with at least 30 citations as these papers represent the top 8% of
the papers included in the database with respect to the number of citations, thus attracting
relatively high interest from the research community. Furthermore, as there are 47 papers
with more than 30 citations in the database, it would have been difficult to provide a review
of all these papers.

Table 12 contains the information regarding the 10 selected papers. Only two countries
are presented, China and USA, showing their interest in deepfakes, which are a great
risk for their economics and politics. The most cited document has 69 citations, which is
expected for a domain that is still new to the academic community; this document also
has small values for total citations per year and normalized total citations. Similar to the
analysis of Rana et al. [12], the most used database was FaceForesnics++, and CNN models
are the most commonly used
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Table 12. Overview of the 10 selected documents.
. Number of . Total Citations Total Citations Normalized TC
No. Paper (First Author, Year, Journal, Reference) Authors Region (TC) per Year (TCY) (NTC)
1 Chesney, Robert, 2019, Foreign Affairs [39] 2 USA 69 11.5 1
2 Bimber, Bruce, 2020, New Media & Society [40] 2 USA 66 13.2 3.51
3 Yang, Jiachen, 2021,‘II‘SEE Transa;tzons on Information 5 China 60 15 351
Forensics and Security [41]
4 Fletcher, John, 2018, Theater [42] 1 USA 54 7.71 1
Guo, Zhiging, 2021, Computer Vision and Image .
5 Understanding [43] 4 China 52 13 3.12
Yang, Jianchen, 2022, IEEE Transactions on Circuits and .
6 Systems for Video Technology [44] 6 China 48 16 641
7 Rini, Regina, 2020, Philosophers’ Imprint [45] 1 USA 44 8.8 2.34
8 Yang, Jianchen, 20%1, Futurg Generation Computer 5 China 34 85 204
ystems [46]
9 Yu, Peipeng, 2022, {EEE Transagtzons on Information 5 China 33 1 441
Forensics and Security [47]
10 Johnson, James, 2022, Journal of Strategic Studies [48] 1 USA 32 10.67 4.28

Chesney and Citron [39] presented, in a philosophical manner, what a photo can
express, but nowadays, video and audio recordings are more relevant. Audio and video
recordings offer the possibility for people to be a witness to an event, even if they were not
physically at that event. Thanks to social media platforms, now it is much easier to publish,
share, or capture a video or a photo. However, people have to decide if they trust every
single person who has access to their posts; otherwise, they could face serious problems,
which could affect their social life. Chesney and Citron provided some examples of what
deepfakes can produce: a private conversation between an Israeli prime minister and a
colleague, in which they are discussing an imminent attack on Tehran, or an audio recording
where an Iranian official describes a plan to attack a region in Iraq. All these could be faked
using various deep learning tools, making them almost impossible to distinguish from the
real ones. One of the most used algorithms is the generative adversarial network, or GAN,
which has a pair of algorithms. The first creates content based on the source data, and
the second tries to find the artificial content, picking out the fake content. Deepfakes also
have numerous benefits, changing the audio or video of historical figures, or even restoring
speech to people who have lost their voice. Unfortunately, deepfakes are commonly used
for darker purposes, such as putting people’s faces into dangerous situations, without their
consent, or trying to blackmail, intimidate, or sabotage them.

Bimber and de Zuniga [40] believe democracy could be affected by fake information,
with social media being one of the major factors in the sharing of deepfakes. The Xinhua
news agency created, using Al, synthetic-video news, which looked realistic, using Barack
Obama’s speech. In 2018, the Wall Street Journal was the first news company to announce
the risks of a fake video, creating a dedicated team that investigates if the photos or videos
that could be presented by the company are fake or not. The solutions to counter deepfakes
could be mainly applied by the social media companies, by introducing an authentication
of users when an account is created and requiring the individuals to publish their identity.
Social media creates public opinion about what people are thinking and discussing, what
they like, and what they want to do, and numerous methods of exploiting the vulnerabilities
of individuals exist. Anonymity and pseudonymity in social media are the main reasons for
creating deepfakes, by facilitating deception. Democracies are weaker because of deepfakes
since messages are manipulated. The British Conservative Party, in 2018, used social media
armies to promote their messages and to manipulate.

Yang et al. [41] describes convolutional neural network discriminators and discusses
the multi-scale texture difference. This is one of the key elements in face forgery detection,
and significantly facilitates the process of identifying a fake photo and a real one with
high accuracy. Because of technological advances, for humans it is impossible to detect
fake and real photos and videos. A new multi-scale texture difference model has been
created, known as MTD-Net, which was used for face forgery detection. The approach of
the model is to leverage central difference convolution (CDC) and atrous spatial pyramid
pooling (ASPP). CDC merges pixel intensity information and gradient information, offering
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a stationary description of texture difference information. The analysis was performed on
multiple databases, i.e., Faceforensics++, Deeper Forensics-1.0, Celeb-DF, and DFDC. The
results of the experiment showed great potential, having a higher accuracy compared with
existing methods, showing that MTD-Net is more robust for image distortion.

Fletcher [42] presented the historical evolution of deepfakes. The ML tool that creates
deepfakes appeared in late 2017, and it took a few months for governments and social
media companies to start understanding the possible impact of deepfakes. Face swapping
effects can be easily achieved using Al, thanks to various applications that appeared
starting in January 2018. Deep learning is a specialized form of ML, and their algorithms
operate as neural nets, having a similar approach to biological neurons. Deep neural nets
could be trained to indicate a correct medical diagnosis, create more efficient medicines,
or completely change urban development. FakeApp is a desktop application that makes
the face-swapping process extremely easy for videos, such that even users without coding
knowledge can use it. Users just have to upload two videos, and in a few hours the face
change process is completed. The program called Lyrebird uses deep learning techniques to
create fake speeches using famous voices, such as those of Donald Trump or Barack Obama.
Numerous research institutions make their Al technology available and publish open-
source software libraries. One of the best-known examples is Google’s TensorFlow, which
offers the possibility of innovation to any programmer. The evolution of ML algorithms is
visible in the daily activities of individuals, mainly on social media platforms, where the
users receive suggested ads or videos to watch.

Guo et al. [43] described face image manipulation (FIM) techniques such as Face2Face
and Deepfake, which helped spread fake images on the internet, creating serious problems
and concerns for society. Researchers have progressed significantly with fake face detector
algorithms, but there are numerous elements to be improved, since FIM is more and
more complex. CNNs learn content representation of images but have some limitations,
learning only parts of manipulation traces. An adaptive manipulation trace extraction
network (AMTEN) represents the pre-processing of suppressed image content, showing
the manipulation traces, focusing on convolutional layers, and predicting manipulation
traces of pictures. AMTENnet, a fake face detector, was built to facilitate the integration of
AMTEN with a CNN. The CNN models are divided into three different categories: stacking
standard CNN modules for a certain fake image, using hand-crafted residual features
by different models, and improving the form of the convolution layer, forcing the CNN
to learn features from tampering traces. The results of the analysis showed good results
for AMTEN, while AMTENnet had an average accuracy of 98.52%, outperforming state-
of-the-art works. When the dataset contains face images with unknown post-processing
operations, the algorithm had an average accuracy of 95.17%. Even if the forensics cases
were simulated using post-processing methods, there are significant differences from real
cases, with Al-generated images sent all over social media platforms.

Yang et al. [44] pointed out the risks of fake videos presented on the internet, which
affect individual’s activities and relationships, and also pollute the web environment and
trigger public opinion. In some cases, they can become a national security threat. The
majority of the existing algorithms are based on convolutional neural networks, which
learn the feature differences between real and fake frames. The purpose of the analysis is
to create a multi-scale self-texture attention generative network (MSTA-Net) that is able
to track the potential texture trace in images and to eliminate the interference of deepfake
post-processing elements. Initially, a generator was created, which performs encoding—
decoding and disassembling, in order to visualize the traces, and finally merging generated
trace images with the original ones as input into a classifier with Resnet. The second part of
the tool is the self-texture attention mechanism (STA), which skips the existing connection
between the encoder and decoder. The final step is to propose a loss function known
as Prob-tuple loss restricted, which finds the probability of amending the generation of
forgery traces. To check the performance of the model, several experiments were performed,
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showing that the algorithm performs well on FaceForensics++, Celeb-DF, Deeperforensics,
and DFDC databases, having a high level of feasibility.

Rini [45] provided an explanation of deepfakes and their effects, and introduced the
idea of an epistemic backstop. Video and image recordings are an epistemic backstop,
having great availability and regulating testimonial practices. Deepfakes could affect the
democracy of information sharing and debates when key people could be deepfaked.
Unfortunately, deepfakes spread outside of the journalistic domain, entering computer
science, legal, and even academic domains. The recordings can facilitate the process of
correcting errors in past testimony and regulating ongoing practices. In the summer of 2019,
Deeptrace, a digital security company, tracked over 15,000 deepfakes on the web, almost
double compared with an earlier period of that year, of which 96% were videos. The most
dangerous applications of deepfakes are in politics. A few journalistic companies published
fake political news, where, for instance, Barack Obama called Donald Trump in an offensive
manner. In May 2018, the Flemish Socialist Party published a deepfake video where Donald
Trump insisted on the withdrawal of Belgium from environmental treaties. Later, the Party
tried to explain the purpose of the video, which was only a method of increasing interest
in the subject, and was not to fool somebody. In January 2018, John Winseman described
what could have been the first deepfake attempt with a political purpose, discussing gay
rights in Russia.

Yang et al. [46] believes fake detection is an acute problem, and discovered the texture
variations between real and fake images. Due to technology, our life has improved sig-
nificantly, but there are also threats, one of which is cybercrime. Deepfakes fabricate fake
events which are shared on the internet, causing problems with a big impact and chaos.
Using forensic methods, an algorithm for deepfake detection has been discovered, which
compares real and fake images in image saliency, extracting the face texture differences.
Resnet18, a classification network, was trained to identify the differences between images
and tested to find real and fake face images, and the accuracy was also evaluated. The
process is divided into two parts: the first focuses on full image training, while the second
has only face images, which are also added into the training dataset, and, after that, are
added to the Resnest18 algorithm. The evaluation was performed on 14,000 images and 140
videos, taking into consideration 2800 real images and 11,200 fake images. The Xception
trained model has an accuracy of approximately 0.52, while that of Mesonet is 0.72 and that
of Cozzolino is only 0.34. The Guided model, which was created by the researchers, has a
performance of 0.8.

Yu et al. [47] tried to improve face video forgery detection, in order to improve the gen-
eralization. There are already numerous face forgery algorithms that provide similarities in
forgery trace videos. The purpose of the research is to understand a completed generaliza-
tion in the detection of unknown forgery methods. Initially, a model called Specific Forgery
Feature Extractors (SFFExtractors) was trained separately for each of the given forgery
algorithms. Using the U-net structure, with various possible losses, the SFFExtractors
were tested to detect corresponding forgery methods. In the next step, another algorithm,
Common Forgery Feature Extractor (CFFExtractor), was trained, taking into consideration
the results of SFFExtractors, and the similarities between forgery methods were explored.
The results obtained by models on FaceForensic++ showed a great success of SFFExtractors
in face forgery detection. CFFExtractor was also run on multiple databases, and the results
proved that commonality learning is a good approach for improving generalization and
developing an effective strategy.

Johnson [48] explores the impact of Al in strategic decision-making processes and its
stability, presenting the risks and the adaptability of military forces to the latest technology.
An advantage of Al is that it replaces humans, who could be affected by empathy, creativity,
intuition, or other external events, in making decisions. An Al generative adversarial
network (GAN) could create deepfakes, which could create a crisis between two or more
nuclear countries by just creating an image or a video of a military leader with fake orders,
creating tensions and confusion between states. Deepfakes are already a tool used for
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disinformation and deception. It is very difficult, during a crisis, to understand the purpose
of the attacker. China’s fear of a US attack has made the Chinese to prioritize false-negative
scenarios instead of false-positive scenarios. False negative refers to misidentifying a
nuclear weapon as non-nuclear, and false positive is misidentifying a non-nuclear weapon
as a nuclear one. Technology not just provides deepfakes, but also bots and fake news,
which are used to exploit human psychology by creating false narratives, intensifying false
alarms, and trying to destabilize.

Table 13 presents the 10 selected documents with a number of citations greater than 30,
together with the title of the papers, data that were utilized in the research, and the scope
of the documents.

Table 13. Brief summary of the content of 10 selected documents.

Paper (First Author, Year,

No. Journal, Reference) Title Data Purpose
Datasets found on the internet To present the benefits and threats of
Chesney, Robert, 2019, Deepfakes and the New . . ’ deepfake technology, by providing
1 Forei . R . for instance cat pictures, or i
oreign Affairs [39] Disinformation War numerous examples, explaining the
any other large datasets .
GAN algorithm
To make people aware of the potential of
. deepfakes, which could affect the health of
Bimber, Bruce, 2020, . . .
2 ; . ’ The unedited public sphere No datasets have been used democracy, presenting examples of
New Media & Society, [40] . L L .
deepfakes and how social media is helping
to spread the information
Faceforensics++, . .
Y. . . MTD-Net: Learning to Detect DeeperForensics-1.0, To facilitate the process of detecting
ang, Jiachen, 2021, IEEE Transactions on deepfakes, by creating a new model called
3 . . I Deepfakes Images by Celeb-DF and DFDC - 4
Information Forensics and Security [41] - . 3 Multi-scale Texture Difference (MTD-Net)
Multi-Scale Texture Difference  databases have been included .
. . used for robust face forgery detection
in the analysis
To present a historical evolution of the
Deepfakes, Artificial domain and when it was used for the first
) Intelligence, and Some Kind time; it is one of the most used applications
4 Fletcher, John, 2018, Theater [42] of Dystopia: The New Faces of No data were used for face swapping; and how the
Online Post-Fact Performance technological evolution helped to create
increasingly complex deepfakes
Fake face detection via To create a detection model for deepfakes
5 Guo, Zhiging, 2021, Computer Vision and adaptive manipulation traces CelebA, CelebA-HQ datasets called adaptive manipulation trace
Image Understanding [43] P nip have been included extraction network (AMTEN), which has
extraction network
been tested and showed great results
To design a deepfake model detector called
. . multi-scale self-texture attention generative
Yang, Jianchen, 2022, IEEE Transactions I\t/’[STA—Net. F Orgery D etection FaceForensic++, DFDC, and network (MSTA-Net) since the actual
L ; y Generating Manipulation . .
6 on Circuits and Systems for Video . CelebDF and Deeperforesnics algorithms are not strong enough to detect
Py Trace Based on Multi-Scale . 4
Technology [44] . datasets have been utilized the latest deepfakes, which, thanks to the
Self-Texture Attention
actual technology, became more and
more complex
Deenfakes and the To explain the risks of deepfakes, and the
7 Rini, Regina, 2020, Philosophers” Imprint eprak No dataset has been used epistemic backstops, providing various real
Epistemic Backstop . T
and unreal examples, with various impacts
. . Detecting fake images by FaceForensic++, Face2Face . To create a new algorithm for decpfake
Yang, Jianchen, 2021, Future Generation A L9 X images, based on a new approach, based on
8 C j identifying potential and FaceSwap datasets have .
omputer Systems [46] > . . i the Resnet18 algorithm. The results of the
texture difference been included in the analysis; X .
model are compared with traditional models
. o . To generalize face video forgery detection,
Yu, Peipeng, 2022, IEEE Transactions on Improving G‘enerahza‘tlor} by FaceForensic++, DFDC, and using Specific Forgery Feature Extractors
9 . . Py Commonality Learning in CelebDF have been used to
Information Forensics and Security [47] . . and Common Forgery Feature Extractor,
Face Forgery Detection train and test methods .
which showed great performances
. . To express the trend of decision-making
Johnson, James, 2022 Delegating strategic rocesses, where humans have been
10 / g g decision-making to machines: No data were used P ’

Journal of Strategic Studies [48]

Dr. Strangelove Redux?

replaced by machines, and the impact of
deepfakes, fake news, and bots in society

Considering the entire database, a thematic map was generated based on the titles of
the papers using bigram word extraction. The results of this approach are visualized in
Figure 14.
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Figure 14. Thematic map.

The thematic map is divided into four quadrants representing niche, motor, emerging
or declining, and basic themes. Within the basic themes, several key areas can be identified.
Some focus on various types of deepfake detection, such as video deepfake detection
(e.g., “video detection”, “deepfake video/videos” bigrams) and image forgery detection
(e.g., “forgery detection”, “image forgery” bigrams). Others discuss the methods used to
address deepfakes, including machine learning, deep learning, artificial intelligence, neural

7o

networks, and convolutional neural networks (e.g., “machine learning”, “deep learning”,
“artificial intelligence”, “neural network”, “convolutional neural” bigrams).

Motor themes prominently feature generative adversarial networks, identified through
bigrams such as “generative adversarial” and “adversarial networks”, positioned at the
borderline between motor and basic themes. Additionally, manipulation detection is

highlighted as an emerging theme.

3.6.3. Three-Field Plots

The multifaceted relationships are described in Figures 15 and 16, showing the con-
nections between countries, authors, and keywords, and respectively between affiliations,
authors, and keywords.

As shown in Figure 15, it can be observed that the contribution of China to the research
area dedicated to deepfakes represents a large number of the overall contributions made in
the scientific literature.

Additionally, a series of keywords is listed, most of which are from the deepfake
field (e.g., “deepfake”, “deepfakes”, “deepfake detection”), and the domains in which the
deepfake can be encountered (e.g., “video”), along with the means to detect them (e.g.,

v

“machine learning”, “feature extraction”, “artificial intelligence”).
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4. Discussion and Limitations

The bibliometric analysis provided an overview of the deepfake domain. Despite
the recent appearance of the domain, it captured the interest of the academic community,
who have publishing their ideas in dedicated journals such as “IEEE Access”, “Applied
Sciences-Basel”, and “IEEE Transactions on Information Forensics and Security”. There are also
journals that recently started to accept documents related to deepfakes, such as “Multimedia
tools and applications” or “IEEE Transactions on Circuits and Systems for Video Technology” .

Taking into consideration the number of publications, a series of universities from
China are holding the first positions in terms of contributors, namely, Chinese Academy of
Sciences, Institute of Information Engineering, CAS, and Nanyang Technological Univer-
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sity. Egypt also has publications on the deepfake domain, mainly published by Egyptian
Knowledge Bank (EKB) and Al Azhar University.

The USA is the country with the highest number of citations on the deepfake domain,
with 1716 citations, almost 50% more than China, who has 1114 citations. Even though the
rest of the countries have fewer publications, the number of average citations is significantly
larger than the number of citations that China has. Thus, in Table 11, which presents the
five most cited papers in the world, we can observe that countries like the United Arab
Emirates ranks in sixth place with 131 citations. Moreover, in Table 11, we can notice
countries from two main regions, Europe and North America. Europe is represented by
three countries: Spain, Italy, and UK, while North America is represented by the USA.

In terms of content of the papers, it has been observed that most of the globally cited
documents focused on presenting the actual risks of deepfakes and provided various
solutions for detecting changes in images, voices, or videos. The power of deepfakes is
mainly thanks to artificial intelligence and deep learning, which facilitated the appear-
ance of software tools that, in a few hours, can change faces and voices or create fake
conversations, generating instability and fear in society, which could lead to political crisis.
Chesney and Citron [34] present the case of Emma Gonzalez, an activist and advocate for
gun control. She stepped into the spotlight when a fake image and video of her spread
across the internet. The fake image portrayed Emma ripping up the Constitution of the
USA, instead of ripping up a bullseye target. Due to this fake image, her speeches can no
longer have a positive impact, and her image was affected. Fortunately, as the deepfake
technology was still in its infancy, the people rapidly realized that they were manipulated.
Nevertheless, the incident of Emma Gonzales illustrates the negative impact that deepfakes
can have on our lives.

Furthermore, based on the information provided in this paper, it can be observed that
different approaches for studying deep forgeries can be considered, mostly taken from
computer science and machine learning, but also from other related research areas, such
as social sciences, or legal and ethical approaches to the matter. Given the complexity
of the issue, in order to address the prevalence of deepfakes, it might be necessary to
leverage strengths from multiple disciplines and to foster the collaborations between
researchers from various research areas and with various backgrounds. Developing a
better comprehension of deep forgeries could have an impact on better dealing with the
challenges imposed by the occurrence of this situation.

Nevertheless, it shall be stated that there are also some limitations to the research
conducted in the presented papers which might affect the results of this study. The most
important constraint is the database from which the dataset was extracted. Even though
the Clarivate Analytics Web of Science Core Collection (WoS) is recognized internationally
by the academic community, the exclusion of other databases could impact the variety of
subjects, reducing the dimension of the dataset. As Liu [49] explained, the keywords used
for filtering the WoS database also have some limitations regarding the availability of the
information, as WoS gathers data from journals that might not be fully available all the time.
This situation might occur due to two main factors: first, for the papers published years ago,
some information was not requested by the journals from the authors, and therefore, is not
available in some cases; and second, for all the papers in the database, some information
may not have been fully extracted from the journals when included in the database. As the
papers in our dataset are recently published papers—due to the novelty of the field—the
first situation does not apply in our case. As for the second situation, it was observed
that in the dataset we had 51.71% of the KeyWords Plus terms missing (302 KeyWords
Plus terms), 12.33% of the keywords missing (72 keywords), 5.82% of DOIs missing (34),
2.4% of the abstracts missing (14), three cited references missing (1.03%), and 0.68% of the
corresponding authors and affiliations (four each) missing. As a result, it should be stated
that these missing elements might have an impact on the obtained results.

Other limitations that could have altered the results of the analysis were related to
the language of the papers, because only documents published in English were kept. Dis-
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cussing the language of the documents included in the popular databases, Vera-Baceta [50]
presented a comparison between WoS and Scopus databases, and demonstrated that there
is no discrepancy between WoS and Scopus databases for English papers, and that a signifi-
cant difference exists for non-English documents, with Scopus having a greater coverage
than WoS for non-English articles.

Furthermore, we retained in the analysis only the documents that were marked as
“articles” by the Clarivate Analytics Web of Science Core Collection. In connection with the
type of document, it shall be mentioned that the database includes in the “article” type of
documents all the relevant research; thus, it does not necessarily exclude the conference
papers [51].

5. Conclusions

In this paper, we tried to assess the level of interest and attention exhibited towards
deepfake technologies in recent years. Even though the first step in researching the artificial
intelligence field was made in the 1950s, only after the recent developments in hardware
infrastructure could a steep increase in popularity for this subject be noticed. Currently, the
models using artificial intelligence are so advanced that it has become difficult for us to
distinguish between what is real and what is artificially generated. Unfortunately, artificial
intelligence was also used for improper or even harmful purposes, especially by falsifying
information with deepfakes. These techniques are designed to manipulate the masses of
people and influence their decisions.

Based on the research, the following can be highlighted:

e  The evolution of the papers included in the dataset showed an upward trend in the
analyzed period, with a peak in 2023, when 244 papers were included in the WoS
database, an increase of 45.23% compared to the previous year.

e  The most prominent authors based on the number of papers published in the area of
deepfakes are Javed A, Lu W, Ahmed S, Zhao Y, Irtaza A, Kietzmann J, Xia ZH, Yang
GB, Cui XH, and Guo ZQ, with papers numbering between 5 and 10. Furthermore,
considering the yearly number of publications of the most prominent authors, it can
be noticed that most of them contributed in 2023.

e  The most notable journals are “IEEE Access”, “Multimedia Tools and Applications”, “IEEE
Transactions on information forensics and security”, “IEEE Transactions on Circuits and
Systems for Video Technology”, and “1EEE Signal Processing Letters”. By analyzing the
content of the papers published in these sources and the scope of the journals, it can
be observed that most of them are in the areas related to multimedia and information
security. Moreover, the top-placed journal based on the number of published papers,
namely “IEEE Access”, provides a fast peer review and publication process that might
contribute to its popularity among the researchers in this area, which is characterized
by a fast evolution in terms of usage and creation of new detection approaches.

e  The countries that have collaborated the most in developing scientific articles are USA
and UK, followed by China and USA, China and Singapore, and Pakistan and Saudi
Arabia.

e  The most used KeyWords Plus terms are related to social media and networks (“net-
works”, “media”), the area of deepfake usage (“images”), and the methods used to
address this phenomenon (“artificial intelligence”). In terms of author keywords, it can
be observed that the most frequent words are related to deepfake detection, followed

Va7

by the method and/or techniques to address them (“deep learning”, “artificial intelli-

v

gence”, feature extraction”, “machine learning”), as well as the type of information
spread (“fake news”, “disinformation”, “misinformation”).

e  The universities who have published the most articles in the deepfake domain in a
series of affiliations have been identified from various parts of the world. For example,
in China “Chinese Academy of Sciences”, “Institute of information engineering, CAS”,

and “Nanyang Technological University” were identified; Egypt is represented by
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“Egyptian knowledge bank (EKB) “ and “Al Azhar University”; and Netherlands by
“University of Amsterdam”.

As demonstrated in this paper, there is significant global interest and extensive research
on the topic of deepfakes generated by artificial intelligence. Our analysis underscores
that deepfakes are a worldwide concern, drawing attention from various research com-
munities. Furthermore, through the use of the thematic map analysis, key areas, such
as deepfake detection methods, including video and image forgery detection, generative
adversarial networks, manipulation detection, and techniques involving machine learning,
deep learning, and artificial intelligence, are identified as either basic, motor, or emerging
themes.

The results obtained through this research could be of interest for the readers in the
field of information as it underscores the importance of multidisciplinary research and
collaboration in addressing the highly changing challenges posed by the deepfake field
nowadays and in the future. Given the expected continuous evolution of the deepfake field,
it is expected that the implications for connected fields, such as information systems, digital
communications, and trust in social environments, will continually grow. This will require
the interested parties to make continuous efforts to stay informed and engaged with the
latest developments in the field.

More specifically, considering the elements highlighted through the thematic map
analysis, the present study illustrates the current state in the deepfake research, but also
provides a future perspective on the themes that are likely to shape future research and
technological developments, which can be of interest for the readers and researchers in
information science. As a result of the thematic map analysis, it can be observed that
the basic themes identified—namely deepfake detection (both video and image forgery)
and the methods employed to counter these manipulations (e.g., machine learning, deep
learning, and convolutional neural networks)—serve as a basis for the research papers in the
field, highlighting the efforts made by researchers worldwide to preserve the information
integrity when dealing with the advancements in deepfake technology. Furthermore, the
presence of generative adversarial networks (GANS) at the verge of the motor and basic
themes suggests their dual role in the research associated with the deepfake domain—
the core component of deepfake creation [52]—but also as a possible central point for
developing countermeasures in the face of the deepfake avalanche [53].

Considering all the above-mentioned elements, we contend that addressing the ad-
verse effects of deepfakes necessitates vital collaboration among global research centers.
Thus, increasing interdisciplinary collaborations could represent a starting point in achiev-
ing this objective. In terms of developing collaborations, for instance, technology experts
could develop advanced detection systems, legislators could establish comprehensive regu-
latory frameworks, psychologists could examine the societal and individual impacts, and
educators could enhance awareness and promote digital literacy to mitigate the recognition
of deepfakes. This collaborative approach aims to leverage diverse expertise to effectively
tackle the challenges posed by deepfake technology.

Future analyses may include a wider range of applications, due to the continuous
growth in deepfake technologies. To conclude, we believe that understanding how these
technologies will evolve and devising methods to protect us against their harmful effects
has become a major requirement, which can only be achieved by sustained research in the
artificial intelligence field.

Furthermore, as future research directions, more in-depth analyses can be conducted
on various subareas of deepfakes—such as deepfakes in images or videos—in order to better
capture the specific interests of the researchers in each area and to gain more knowledge on
the particular methods used for deepfake detection and on the means to counteract them.
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