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Abstract: The rapid evolution of cybersecurity threats poses a significant challenge to organiza-
tions and individuals, necessitating strengthening defense mechanisms against malicious operations.
Amidst this ever-changing environment, the importance of implementing efficacious cybersecurity
awareness training has escalated dramatically. This paper presents the Integrated Cybersecurity
Awareness Training (iCAT) model, which leverages knowledge graphs, serious games, and gamifica-
tion to enhance cybersecurity training. The iCAT model’s micro-learning module increases flexibility
and accessibility, while real-time progress monitoring and adaptive feedback ensure effective learning
outcomes. Evaluations show improved participant engagement and knowledge retention, making
iCAT a practical and efficient solution for cybersecurity challenges. With an emphasis on adaptability
and applicability, iCAT provides organizations in search of accessible and efficient cybersecurity
awareness training with a streamlined approach.

Keywords: cybersecurity awareness training; innovative model; integrated framework; micro-learning
module; serious games

1. Introduction

In contemporary society, cybersecurity assumes a critical function by safeguarding
personal information, business and industrial data, intellectual property, and government
information against cybercriminals and hackers. A direct correlation exists between the
proliferation of technology and the escalation of cybercrime [1]. As the number of cyberat-
tacks continues to skyrocket, the primary aim of cybersecurity is to safeguard information
and reduce the likelihood of worldwide and calamitous repercussions [2,3].

Cybersecurity and preventing cyberattacks have been developing concerns for organi-
zations for several years. The entities that are susceptible to cyberattacks encompass a wide
spectrum, including major corporations and vital infrastructures. Higher education institu-
tions, as reported by the UK Government in its 2022 Cyber Security Breaches Survey, were
also subject to such incidents, with 62% encountering attacks or breaches every week [4].

Numerous prior studies have established that most cybersecurity incidents can be
attributed to the behaviors and actions of individuals [5-7]. Human error is frequently
recognized as a vulnerability in cybersecurity. Cybercriminals capitalize on human sus-
ceptibilities by employing social engineering strategies, specifically targeting ignorance or
errors in judgment [8,9].

The perpetual predicament individuals and organizations encounter is the ever-
evolving character of cyber threats. Constant innovation and adaptation of malicious
actors’ strategies necessitate an informed and proactive approach to cybersecurity [10,11].
Awareness training is of utmost importance as it provides individuals with the necessary
knowledge and abilities to identify, alleviate, and react efficiently to these continuously
evolving hazards [12]. Cybersecurity awareness training is an efficacious instrument that
reinforces this interpersonal connection, cultivating an organization-wide ethos of vigilance
regarding security that transcends individual hierarchies. Educating individuals regarding
the dangers and repercussions of cyber threats enables them to defend against potential
assaults actively [13].
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The ramifications of a successful cyber-attack extend beyond the immediate financial
losses experienced by organizations. Conspiracy-driven consequences of a security breach
may include harm to an organization’s reputation, legal ramifications, and declining
consumer confidence. Therefore, organizations need to establish a security culture and
reduce the potential vulnerabilities associated with human error by implementing a robust
cybersecurity awareness program [14].

Despite numerous existing models, there is a lack of integration of adaptive learning
paths and user-centric accessibility in cybersecurity training, which our proposed frame-
work aims to address. By conducting an extensive review of relevant scholarly works, this
article establishes the foundation for a nuanced comprehension of the present condition of
cybersecurity awareness training. Detailed descriptions of the innovative model’s design,
strategies, and evaluation criteria will be provided. The objective is to identify the critical
components of effective cybersecurity training systems and integrate these elements into a
cohesive framework to enhance training outcomes.

This study aims to answer the question: “How can a new model for cybersecurity
awareness training effectively enhance user engagement and knowledge retention?”. This
research makes the following key contributions:

Development of the iCAT model integrating knowledge graphs and gamification.
Introduction of a micro-learning module for enhanced flexibility.

Implementation of real-time progress monitoring and feedback mechanisms.
Comprehensive evaluation demonstrating increased engagement and knowledge retention.

The structure of this research study is as follows: The background section (Section 2)
provides contextual information. The literature study in Section 3 explores the methodology
used to choose articles, the progress made in cybersecurity, and the usefulness of gamifica-
tion and serious games. A discussion is included in Section 3.3 after this. In Section 4, the
suggested framework is presented, with an emphasis on the new micro-learning module.
The study is finally concluded in Section 5 with some conclusions and suggestions for
more research.

2. Background

Cybersecurity is a multifaceted issue that is substantially influenced by the actions of
non-technical end-users when engaging with online content. Insufficient protection against
online threats with technological countermeasures is uncommon due to security’s dynamic
and intricate nature. As an illustration, it is the duty of users to modify their privacy config-
urations, select robust passwords, and adhere to security protocols. Based on users” current
understanding of online risks and the technology they employ, these choices necessitate
foresight, informed decision-making, and the consideration of compromises [15-18].

Cybersecurity awareness is utilized to convey or distribute security obligations and
proper conduct to individuals [19], thereby instilling in them a degree of doubt when
confronted with unconventional or unusual circumstances [20]. It is not synonymous with
comprehensive understanding; rather, it aims to draw individuals” attention to a security
issue or collection of issues, prompting them to recognize their possible ramifications
and take appropriate action [21]. It is disseminated via diverse communication channels,
typically involving a condensed, less rigorous, and shortened duration compared to secu-
rity education and training [22]. Typically, its endeavors target wide-ranging audiences,
most of whom remain inactive recipients of the information. Cybersecurity awareness
produces immediate, specific, and short-term learning unless the exercises are performed
repeatedly [23].

In recent years, there has been a proliferation of evaluations that can be classified as
program outcomes and outputs. These assessments serve as potential indicators of the
efficacy of cybersecurity awareness initiatives. Numerous previous studies rely on the
measurement and evaluation of one or more of the subsequent variables in order to ascertain
the efficacy of a cybersecurity awareness program: the reduction in cybersecurity incidents
that transpired after the implementation of the program; the alteration in the audience’s



Information 2024, 15, 512

30f19

perception, knowledge, attitude, and behavior; and the quantification of audience interest
in cybersecurity awareness programs, typically expressed as the number of participants.
While the initial parameter is straightforward and indicates whether the audience was
pleased or dissatisfied with a cybersecurity awareness program, it needs to indicate whether
the awareness program had a tangible impact in practical terms. Similarly, the second
parameter cannot ascertain whether the decline in cybersecurity incidents that have affected
the audience since implementing a more robust firewall and network protection system is
attributable to a cybersecurity awareness program or another factor. Although complex, the
third parameter is the most significant. It measures and evaluates the audience’s changes
in security-related knowledge, attitude, and conduct [24].

Before anything else, increasing awareness requires measuring it within each targeted
group. Awareness measurements aim to assess cybersecurity awareness using a depend-
able methodology. Generally, awareness is assessed among an organization’s workforce
by amalgamating three distinct methodologies. Attitude, knowledge, and behavior are all
assessed via questionnaires and surveys [25]. In security, behavior modeling is examined
through survey-based research and model-driven approaches. This includes examining
information-sharing, compliance with security policies [26], and computer security behav-
ior during interaction with email attachments [27].

An effective cybersecurity awareness program should comprise sufficient training
that aligns with the organization’s goals, prioritizing enhancing employees’ cybersecu-
rity awareness. At the same time, they carry out their job responsibilities and facilitate
interactive communication among all stakeholders regarding any cybersecurity-related
issues. Similarly, awareness programs that fail to alter individuals’ perceptions of cyber
incidents and produce a positive effect on an organization may be deemed ineffective. A
cybersecurity awareness program is a long-term investment for an organization that will
contribute to developing a cybersecurity culture if training is provided consistently. An
even more dynamic conception of the awareness objective transcends the mere prevention
of cybersecurity incidents [28].

3. Literature Review

For the literature review, a systematic search was conducted on Scopus, spanning
the period from 2019 to 30 December 2023. The search focused on the intersection of
cybersecurity, awareness, and training, employing three specific queries: (1) “Cybersecurity
(Title) AND awareness AND training (Title, Abstract, Keywords)”, yielding 215 papers;
(2) “Cybersecurity (Title) AND awareness AND learning (Title, Abstract, Keywords)”,
resulting in 167 papers; and (3) “Cybersecurity (Title) AND awareness AND education (Title,
Abstract, Keywords)”, producing 189 papers. These searches aimed to comprehensively
cover literature related to cybersecurity awareness, including different aspects.

After removing duplicates from the 571 hits from the initial search, 380 unique papers
remained. After that, 129 papers remained after filtering criteria were used to keep only
original English articles and eliminate reviews, books, book chapters, and conference
papers. Subsequent screening excluded publications that mostly presented case studies in
favor of choosing those that explicitly proposed and evaluated a model or framework. A
further filtering procedure produced 25 papers that were included for in-depth examination.
The methodical selection of 25 papers from a literature review on cybersecurity awareness
is shown in Figure 1, with a focus on models and frameworks.

The 25 articles address a variety of topics related to cybersecurity awareness training,
including serious games, platforms like MaCySTe [29], novel models like PipCKG-BS [30],
research on vulnerabilities like YOLOV5 [31], and serious games [32]. Additionally, they
investigate frameworks, learning management system integrations, and simulations like
SimPCNL [33], providing valuable insights and customized methods to the sector to solve
various cybersecurity training concerns. A succinct overview of several cybersecurity
awareness training papers is given in Table 1.
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®Scopus search (2019 to December 30, 2023)
®Resulting in 571 papers

Removing Duplicates

380 unique papers

Applying Inclusion and Exclusion Criteria

25 papers for detailed analysis

Figure 1. Selection process for model/framework evaluation.

Table 1. Summary of cybersecurity awareness training papers.
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[30] prompt-based learning, (NER), relation extraction ~ Blockchain systems methods in CTI extraction
NER, RE (RE) models, PLMs for blockchain CKG.
Engaging and personalized  Serious game for 79% learned new things,
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Godot engine educational content O .
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or commitment.
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studies
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Table 1. Cont.

Concepts Supporting

Study the Model Tool’s Components Context Findings
HIL technology, real WonderICS, G-ICS, APT Industrial control Platforr.ns. for. awareness
[41] demonstrator, real and training in SCADA
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of quick games
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simulation audiences with specific
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Awareness methodologies,
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Recently, a growing emphasis has been placed on creating novel cybersecurity aware-
ness training methods. Scholars have investigated diverse approaches to augment indi-
viduals’ comprehension and readiness to confront dynamic cyber hazards. Li et al. [30]
contributed significantly by introducing PipCKG-BS, a pipeline-based method for building
a reliable cybersecurity knowledge graph (CKG) especially suited for blockchain systems.
This innovative approach achieves superior performance in extracting and organizing
critical cyber threat intelligence (CTI) information by utilizing cutting-edge techniques like
named entity recognition (NER) and relation extraction (RE), as well as contextual features
and pre-trained language models (PLMs).

This method tackles the critical requirement for effective knowledge graph generation
in blockchain, where complicated cybersecurity data necessitates advanced techniques.
PipCKG-BS demonstrates how cutting-edge methods such as NER and RE, in conjunction
with contextual features and PLMs, can produce high-quality CKGs that greatly increase
cybersecurity awareness [30].

3.1. Cybersecurity Advancements

Researching SCADA (Supervisory Control and Data Acquisition) systems, Puys et al. [41]
suggested hardware-in-the-loop platforms for training and raising cybersecurity awareness.
WonderICS and G-ICS use hardware-in-the-loop (HIL) technology to imitate industrial
situations realistically. Running the firmware of genuine devices without physical hard-
ware is made possible by incorporating firmware emulation. This creative method closes
the gap in critical infrastructure protection by giving complete training and awareness
demonstrations for SCADA cybersecurity.

A machine learning-based cybersecurity situational awareness framework was pre-
sented by Nikoloudakis et al. [45] and implemented in Software-Defined Networking
(SDN). The framework leverages SDN’s real-time awareness capability to identify and
evaluate network-enabled items in real-time. Prediction accuracy is increased by using
neural networks trained on heterogeneous data. A real-world evaluation of the system
showed a 4% increase in total prediction accuracy, demonstrating the potential of machine
learning to improve cybersecurity situational awareness.

Zhang et al. [53] investigated cybersecurity awareness training initiatives concurrently
using a framework for cost-benefit analysis. Their analysis divided programs into four
categories—negligible, consistent, rising, and diminishing—based on benefits and three
categories—constant, complementary, and compensatory—based on expenses. The results
emphasized how different program advantages contribute to preserving, improving, or
decreasing an organization’s security posture. This nuanced viewpoint helps businesses
optimize the trade-off between cost and security and customize cybersecurity awareness
initiatives to their unique needs.

Moreover, SYNAPSE, a Twitter-based streaming threat monitor, was suggested by
Alves et al. [46] to raise cybersecurity awareness. This creative method analyzes tweets
to produce a dynamic overview of a monitored asset’s threat landscape. With a true
positive rate of over 90%, SYNAPSE effectively recognized tweets about security while
offering pertinent and timely summaries of possible dangers. A modern and thorough
approach to cybersecurity awareness is demonstrated by incorporating social media data
into threat monitoring.

3.2. Serious Games and Gamification for Effective Cybersecurity Awareness

Enhancing cybersecurity awareness and training using gamification and serious games
is a dynamic and successful technique. Hodhod et al. [34] presented CyberHero, an adaptive
serious game whose purpose is to assess how well it raises awareness of cybersecurity issues.
Positive results were obtained from the game’s captivating story, as reported by 79% of
players who learned new information. A total of 84% of participants thought the backstory
was interesting, 68% said the gameplay was enjoyable, and 84% said they would suggest
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the game to friends. These findings highlight the potential of serious games to provide an
interesting and pleasurable learning environment in addition to dispensing knowledge.

Sharif and Ameen [35] created the Security Power Lab (SPL), a serious game that
provides personalized content, real-time feedback, and an immersive experience in a
similar spirit. SPL was rated a useful training tool for enhancing cybersecurity knowledge
and skills, with a system usability score of 74.09%. The game’s position in serious games
for cybersecurity training is further cemented by its inclusivity in customizing content to
each user’s preferences, abilities, and knowledge.

Abu-Amara et al. [42] introduced a SETA-based gamification framework with an
interactive video game named Cyber Shield, moving toward creative frameworks and gam-
ification tactics. The game showed a 51.4% increase in workers’ cybersecurity awareness
across levels of password complexity, social engineering, phishing assaults, and physical
security. This gamified approach outperformed conventional techniques by offering an
interactive and captivating platform for cybersecurity training.

With their conceptual Cybersecurity Awareness Framework for Academics, Khader
et al. [43] contributed to this field. This framework is centered on enhancing cybersecurity
knowledge integration in university courses. Its focus on creating, incorporating, distribut-
ing, and evaluating cybersecurity information provides educational institutions with a
model for raising graduate awareness. This all-encompassing strategy ensures a constant
and changing process of cybersecurity education by aligning with the dynamic nature of
cyber threats.

3.3. Discussion

The effectiveness of cybersecurity awareness training programs as they are now
implemented is hampered by several issues. Many training programs take a one-size-fits-
all approach and lack customization [30,34]. This restriction might make it more difficult
for individuals to participate and comprehend because it disregards their unique learning
preferences and current knowledge bases. Moreover, investigations by Longo et al. [29] and
Lee et al. [31] have shown that static content and inadequate real-world simulation lead to
knowledge gaps by falling behind the quickly changing cybersecurity scene because static
content can easily become outdated and inform users about new risks and defenses.

Traditional training approaches still need help with engagement and interactivity,
and some programs need the dynamic components required for participants to participate
actively. The findings of Douha et al. [38] and Sharif and Ameen [35], which highlight
the significance of individualized and interesting experiences for successful cybersecurity
training, serve as examples of this. Wang et al. [36] expressed concern that the lack of
established measurements makes it difficult to measure effectiveness and evaluate the
long-term effects of programs. Resource limitations, employee reluctance, and compliance
issues make these obstacles even more difficult, especially for small and medium-sized
businesses. These findings are consistent with those of Hijji and Alam [40] and Ortiz-
Garces et al. [39]. Future cybersecurity awareness training programs should emphasize
personalization, dynamic information, and more interactivity to solve these issues. They
should be modeled after cutting-edge models like PipCKG-BS, CyberHero, and Security
Power Lab. MaCySTe and the YOLOvVS vulnerability assessment prove that integrating
real-world simulations can offer useful insights into cybersecurity scenarios. According
to Wang et al., standardized parameters for measuring are essential for evaluating long-
term efficacy. Furthermore, as shown by Ortiz-Garces et al. [39] and Hijji and Alam [40],
overcoming resource limitations and cultivating an involvement culture will be critical to
the success of upcoming training projects.

4. Proposed Framework

It is frequently difficult for traditional cybersecurity training to keep participants
interested, personalized, and flexible enough to accommodate different learning preferences.
Acknowledging these difficulties, iCAT integrates tried-and-true elements that have shown
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effectiveness in earlier frameworks to transform cybersecurity awareness. iCAT creates
a strong and adaptable basis by fusing serious games, knowledge graphs, gamification,
learning management systems, and CTF challenges.

4.1. Design

Proven elements from popular cybersecurity awareness frameworks are seamlessly
integrated into the Integrated Cybersecurity Awareness Training (iCAT) framework. Each
integrated component adds a special dimension to create a thorough and productive train-
ing environment. The iCAT framework’s integrated design process is depicted in Figure 2,
which combines gamification, knowledge graph utilization, serious game development,
CTF component, and micro-learning modules into a unified cybersecurity awareness train-
ing method. Figure 2 illustrates how these elements work together to form a training
system that is coherent. The adaptive learning paths ensure that training is personalized to
individual learners” pace and comprehension. In contrast, user-centric accessibility ensures
that all users, regardless of their technical proficiency, can benefit from the training.

Initiate

|

Serious Game Development +——

Incorporate

}

Knowledge Graph Integration

Utilize

!

|—> Gamification and LMS Integration

Break down content Integrate Integrate

I— CTF Component Integration ————

Develop 41 I— Integrate
|— Micro-Learning Module J

Figure 2. Design steps for the iCAT framework.

4.1.1. Serious Game Component

Inspired by the popularity of the CyberHero serious game [34], the iCAT framework’s
Serious Game Component is a ground-breaking educational tool. With the help of gamifica-
tion components, this adaptive program turns conventional cybersecurity training into an
exciting adventure that encourages engagement and individualized learning. The adaptive
algorithms of the component dynamically adjust tasks according to each participant’s
success, guaranteeing a personalized and demanding experience that corresponds with
their ability level. According to CyberHero’s success, real-world cybersecurity scenarios
immerse users in real-world challenges and promote a thorough grasp of potential threats
and weaknesses.

Extending the ideas found in CyberHero, iCAT incorporates the gamification com-
ponents that worked well to keep participants interested. The Serious Game Compo-
nent keeps its gamified features, effective learning prompts, and captivating backstory
to improve participant motivation and immersion. By adapting CyberHero’s success-
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Personalized Learning Paths and Adaptive Progression

ful aspects, iCAT guarantees a consistent and efficient method for raising cybersecurity
awareness through serious gaming. This integration keeps participants interested in the
always-changing cyberspace and makes it easier to move from theoretical understanding
to real-world application.

There are numerous advantages to the Serious Game Component of iCAT. Embedded
gamification components raise motivation and participation and guarantee that participants
stay interested over time. Reinforcing learning outcomes, the practical application of
information in real-world circumstances bridges the gap between theory and practice.
Furthermore, because the game is adaptive, players can advance at their own speed
and create customized learning routes based on their ability levels. The Serious Game
Component of the iCAT Framework is used in an integrated and useful way to improve
participant engagement and individualized learning, as shown in Figure 3. This diverges
into Engaging Story and Real-World Scenarios and Gamification and Adaptive Module
before coming together at Seamless Integration and Consistent Approach. With an arrow
looping back to the core box, this central element relates to Shapes Participants, Personalized
Learning Paths, Adaptive Progression, and Elevated Motivation and Practical Application
of Knowledge. This demonstrates how various components work together to produce a
flexible and interesting learning environment.

Serious Game Component
Inspiration (CyberHero Game)

Gamification & Adaptive Module

V4

Engaging Story & Real-World Scenarios

~

Seamless Integration & Consistent Approach

Elevated Motivation and Practical Application of Knowledge

|-| VAN

Facilitates

u Influences

M
Shapes

U |
Participants

Figure 3. iCAT framework—serious game integration.

4.1.2. Knowledge Graph Component

Understanding that cybersecurity training requires organized data, it incorporates
the idea of a cybersecurity knowledge graph (CKG) [30]. Contextual characteristics and
pre-trained language models (PLMs) are added to this component to improve its accuracy
in extracting and organizing data from cyber threat intelligence (CTI). While PLMs improve
the performance of named entity recognition (NER) and relation extraction (RE) models,
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improving the accuracy and efficiency of the information extraction process, contextual
features enrich the CKG by adding metadata about cybersecurity concepts.

The Knowledge Graph Component is a dynamic resource that provides participants
with an organized and integrated view of cybersecurity information throughout the learn-
ing experience. Participants gain from a well-structured knowledge base that makes it
easier for them to traverse and comprehend challenging cybersecurity subjects. Incorporat-
ing modern NER and RE algorithms ensures accurate entity and relationship identification
within the CKG. In order to navigate the constantly changing world of cyber dangers, par-
ticipants need to have a deeper and more practical understanding of cybersecurity topics,
which is fostered through interaction with the CKG. Figure 4 shows how users interact
with the Knowledge Graph Component to develop a thorough comprehension of related
cybersecurity ideas using sophisticated named entity recognition and relation extraction
algorithms. In addition to contributing to Structured Information Retrieval and Advanced
named entity recognition and relation extraction (RE) Techniques, this component dynam-
ically navigates and comprehends an interconnected view of cybersecurity information.
These processes enhance the interconnected view, which in turn engages participants and
helps them gain a comprehensive understanding of cybersecurity concepts.

Contributes to

l

Knowledge Graph Component —l

Serves as

l

Structured Information Retrieval Dynamic Resource

Contributes to

Navigates and Understands

l

Interconnected View of Cybersecurity Information

Participants Gain a Comprehensive Understanding
of Interconnected Cybersecurity Concepts

'

Participants

17 Engages with 4,

—— > Advanced NER and RE Techniques

Figure 4. Knowledge Graph Component interaction in cybersecurity training.

The Knowledge Graph Component makes training materials more adaptive and
relevant to changing threats and scenarios. When paired with cutting-edge NER and RE
approaches, its function in structured information retrieval greatly enhances the efficacy
and efficiency of knowledge dissemination and information extraction.

4.1.3. Gamification and Learning Management System

Based on the Gamification-Based Course [37], CyLMS [50], and the Serious Game
Component [34], the gamification and Learning Management System component of the
iCAT framework seamlessly combines components from successful models. This integra-
tion aims to improve training efficacy overall, participant motivation, and engagement.
By implementing gamification concepts, iCAT turns the training process into an engaging
and dynamic game-like environment by introducing game mechanisms like leaderboards,
badges, and point systems. By creating an engaging and rewarding learning environ-
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ment, these components—derived from the Gamification-Based Course—hope to increase
participant immersion and retention of cybersecurity topics.

A strong Learning Management System modeled after CyLMS’s accomplishments
forms the core of iCAT’s organizational structure. The Learning Management System,
centralized and designed with cybersecurity awareness in mind, guarantees participant
progress tracking, streamlined content distribution, and effective management of training
resources. Similar to features in the Serious Game Component, real-time monitoring tools
help instructors keep tabs on student accomplishments, engagement levels, and completion
rates. The Learning Management System enables a methodical and well-structured training
program, giving users quick access to educational materials and customized tests that are
tailored to the particular difficulties and goals of cybersecurity training.

Furthermore, gamification and Learning Management System integration in iCAT go
beyond solitary learning scenarios. iCAT encourages collaborative learning opportunities
within the gamified framework, drawing inspiration from the collaborative nature of the
Platform for Learning Cybersecurity. Enhancing the social aspect of learning, participants
can participate in group challenges, exchange thoughts, and work together to address
cybersecurity problems. The Serious Game Component inspired the real-time feedback
mechanism, which ensures that participants receive feedback immediately on their ac-
complishments and opportunities for growth. Table 2 overviews the key components,
models/strategies, instruments, and metrics for the iCAT framework’s Gamification and
Learning Management System component.

Table 2. Integrated gamification and Learning Management System model.

Element Strategy Implementation Tools Evaluation Metrics
Game Mechanics Model Gam1f1cat1on.p1atform, Point Participation rates, Pomts.
. system algorithm earned, Leaderboard rankings
Gamification Elements - - —
Narrative Design Model Storyboarding tools, Scenario  Participant engagement, Story

creation software progression assessment

Learning Management System

Learning Management System
platform (e.g., Moodle,
Canvas)

Usability feedback,
Navigation efficiency, and
User satisfaction surveys

User-Friendly Interface Model

Content management system,
SCORM compliance

Content completion rates,

Content Delivery Model Timely delivery assessment

Completion rates, Time spent
on modules, Assessment
scores

Learning analytics tools,

Progress Tracking Model Progress tracking features

Collaboration tools (e.g.,
forums, chat), Group project
platforms

Forum participation, Group
project completion, Peer
assessment scores

Collaborative Learning Model

Integration Approach

Custom integration scripts,
API connections

Integration efficiency, Data

Holistic Integration Model > .
consistency, User experience

4.1.4. Capture the Flag (CTF) Component

By incorporating successful elements from the study by Ortiz-Garces et al. [39], the CTF
component of the iCAT framework seamlessly integrates practical cybersecurity challenges.
By capitalizing on the competitive and interactive characteristics of CTF activities, iCAT
augments its participants’ abilities and practical implementation of theoretical knowledge.
Consistent with the micro-learning module, the CTF component facilitates a transition for
participants from the fundamental knowledge acquired via serious games and knowledge
graphs to the practical challenges that require active engagement.

Using this interactive learning environment, practical skills vital for recognizing and
mitigating potential hazards are refined, and theoretical concepts are reinforced. The
challenges are situated within wider objectives for cybersecurity awareness training, guar-



Information 2024, 15, 512

12 of 19

anteeing that participants are involved in situations specifically pertinent to their edu-
cational goals. The CTF element provides an all-encompassing and adaptable learning
environment by collaborating effectively with other components, including serious games
and gamification. Furthermore, the competitive advantage of CTF activities inspires in-
dividuals to consistently improve their abilities, cultivating a proactive attitude towards
cybersecurity risks.

Including feedback mechanisms within the CTF component allows participants to
monitor their progress by providing real-time insights into their performance. Participants
are duly informed regarding their strengths and areas that require further development
using this feedback cycle. In addition, incorporating performance monitoring into the
overarching Learning Management System provides a thorough evaluation of the progress
made by the participants. The CTF challenges have been intentionally crafted to corre-
spond with the micro-learning module, promoting a smooth progression from theoretical
comprehension to hands-on implementation.

4.1.5. Enhanced Flexibility through Micro-Learning

The micro-learning module segments information into bite-sized, manageable units to
improve retention and engagement. Acknowledging the intrinsic difficulties in retaining
knowledge and making cybersecurity training accessible, the iCAT architecture presents a
novel micro-learning module. This cutting-edge element is carefully crafted to move around
roadblocks found in current frameworks, giving participants a customized and adaptable
learning environment. The iCAT framework’s micro-learning module is distinguished by
its deliberate division of content into manageable modules, provision of adaptive learning
pathways for customized experiences, and guaranteeing user-centric accessibility. Together,
these features augment the effectiveness and accessibility of cybersecurity training (Table 3).
It is feasible to help participants comprehend and remember important cybersecurity
topics by breaking the training material into digestible segments. Because of the module’s
flexibility, users can progress at their own pace, meeting a range of timetables and rates of
development. There is also an emphasis on accessibility, because the module provides brief,
targeted lessons that make it easier for learners to understand cybersecurity education.

Table 3. Micro-learning module features in the iCAT framework.

Micro-Learning Module

Segmentation into

Component Bite-Sized Modules Adaptive Learning Paths User-Centric Accessibility
Bite-sized Content v
Personalized Learning v
Interactive Delivery v

By drawing inspiration from the Serious Game Component of CyberHero [34], iCAT
recognizes the necessity for a solution that promotes the long-term retention of knowl-
edge. The micro-learning module simplifies intricate cybersecurity principles into concise,
targeted modules. This methodology guarantees that participants are presented with in-
formation in manageable segments, augmenting their capacity to comprehend and retain
crucial insights.

By incorporating the principles of gamification and the Learning Management System,
iCAT endeavors to enhance the accessibility of cybersecurity training. The micro-learning
module grants users immediate access to succinct instructional modules, allowing them
to independently progress through the subject matter. The capacity to alter caters to
various learning styles and schedules, thereby promoting a training experience that is more
inclusive and focused on the learner.

Expanding upon the achievements of gamification tactics, the micro-learning module
integrates components that augment the motivation and involvement of participants.
Concise and targeted modules offer participants attainable milestones, fostering a feeling
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of achievement. Implementing gamified components, including progress monitoring and
incentives, enhances motivation to maintain a steady commitment to the training material.

In order to strengthen the theoretical understanding gained from the micro-learning
lodule, iCAT effectively incorporates practical, hands-on experiences that draw inspiration
from the CTF component. Through CTF challenges, participants can implement the micro-
learned concepts in real-world scenarios. This integration reinforces learning by bridging
the divide between theoretical comprehension and practical implementation.

Through implementing the micro-learning module, iCAT embraces a learner-centric
approach to instruction. The participants are granted the independence to traverse the
modular content at their own pace, specifically emphasizing areas that pique their interest
or are pertinent to their respective duties. Implementing this learner-centric model enables
individuals to take charge of their education by customizing and adapting the training pro-
cess to suit their specific requirements and inclinations. The iCAT micro-learning module
workflow is depicted in Figure 5. It includes module selection, evaluation, and feedback
stages, all of which contribute to providing a customized cybersecurity training experience.

Participants choose a module to begin
learning.

Modules deliver bite-sized, focused

v

..
- —

content for easy comprehension.

i

Self-paced learning enables progress at I

the participant's speed.

)
©

Interactive tasks apply knowledge in

assessment (quiz or task).

—T_ S i i
=N ( = practical scenarios.
Each module concludes with an ) |
| B (o Feedback provides insights into areas of
& = improvement.

Participants proceed to the next module

or complete the session based on their

A

progress and goals.

Figure 5. Micro-learning module workflow.

5. Implications

Separately proven components are combined in the iCAT framework to produce a
complete and successful cybersecurity training program. The iCAT framework includes
a Serious Game Component, Knowledge Graph Component, gamification and learning
management system, CIF Component, and micro-learning module. Every element adds
special advantages to the framework, improving participants’ learning results and par-
ticipation (Figure 6). This integrated approach aims to enhance both practical skills and
theoretical understanding, making cybersecurity training more effective and engaging. To
improve comprehension, the Knowledge Graph Component uses methods like named en-
tity recognition and relation extraction to organize and structure cybersecurity knowledge.
To encourage and involve students, the gamification and learning management system
component has features like leaderboards, badges, and point systems. The CTF Component
offers real-time feedback, competitive challenges in a practical setting, and an environment
that encourages the application of theoretical knowledge. The multifaceted approach not
only addresses the urgent need for enhanced cybersecurity awareness, but also fosters
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a more profound comprehension of intricate concepts, thereby equipping individuals to
more effectively navigate the changing digital landscape [54,55].

—{ Serious Game Component H Gamification Elements H Adaptive Algorithms
Contextual Characteristics
Pre-trained Language Models (PLMs)
~{ Knowledge Graph Component H Cybersecurity Knowledge Graph (CKG) }-
Named Entity Recognition (NER)
Relation Extraction (RE)
Leaderboards
Gamification Elements }— Badges

Point Systems

~{ Gamification and Learning Management System

Progress Tracking

Learning Management System i—

Resource Management

Collaborative Learning Tools

Practical Skills

Theoretical Knowledge Application

~{ Capture the Flag (CTF) Component H CTF Challenges }-

Integrated Cybersecurity Awareness Training (iCAT) Framework
[

Competitive Environment

Real-Time Feedback

Bite-Sized Content

Adaptive Learning Paths

Micro-Learning Module H Micro-Learning Modules }—

User-Centric Accessibility

Content Distribution ‘

S r— E—— ——— N E—— E——" p— S —— E—— S ] n——— —— ) E——— ——— —

Gamified Components

Figure 6. iCAT framework.

Learning experiences can be improved, and student engagement has been demon-
strated by serious games like those that use augmented reality (AR) technologies [56]. These
games aim to offer immersive, interactive activities that promote learning through satisfy-
ing, emotionally compelling encounters [57,58]. Since cooperative gameplay is crucial to
improving both technical knowledge and soft skills like communication and strategic think-
ing, serious game development has shifted to prioritize team-centric approaches [59]. Game
components like points, badges, and leaderboards help gamification—that is, increase mo-
tivation, engagement, and information retention—among students [60,61]. Combining
successful models like the Gamification-Based Course and CyLMS will help educational
institutions build a dynamic and interactive learning environment that promotes stu-
dent engagement, skill development, and general academic achievement. Gamification
components included in LMS can transform conventional teaching strategies and support
inclusive and exciting learning environments for every learner. Using adaptive gamification
components from the CyberHero game, the iCAT framework’s Serious Game Component
improves traditional cybersecurity training by providing interesting, customized, and prag-
matic learning opportunities. While tracking progress, managing resources, and improving
social learning via forums and chat for a well-structured program, the Gamification and
Learning Management System component blends game mechanics from models like the
Gamification-Based Course and CyLMS with LMS functionalities offering leaderboards,
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badges, and points for an interesting training environment. Studies indicate that gamifi-
cation not only improves motivation but also improves the overall learning experience,
resulting in improved academic outcomes [62,63]. Nevertheless, the potential of gamifica-
tion is clear; however, it is imperative to conduct ongoing research to gain a comprehensive
understanding of its long-term effects and to resolve any implementation obstacles [64].

In cybersecurity, knowledge graphs combine disparate and scattered data to enable
the investigation of links between many entities and provide in-depth analysis [65]. These
graphs are built by extracting structured ontology from scientific publications, including
latent patterns and observable information, using hierarchical and semantic non-negative
matrix factorization, and generating a multi-modal knowledge graph particular to the
cybersecurity domain [66]. Knowledge graphs are not limited to cybersecurity, as seen by
the German Tourism Knowledge Graph, which combines travel-related data from many
sources to provide a well-chosen knowledge base for several uses [67]. Knowledge graph
optimization improves the prediction of correlations between goods, vulnerabilities, and
cybersecurity domain weaknesses. For example, the threat knowledge graph aggregating
data from common threat databases improves the prediction of associations between
products, vulnerabilities, and cybersecurity domain weakness [68].

By combining useful tasks that improve participants’ abilities and application of
theoretical information, the CTF component significantly contributes to cybersecurity ed-
ucation [69-72]. These challenges offer a progressive learning curve that lets students
grasp difficult vulnerabilities and create advanced exploits, expanding their cybersecu-
rity knowledge [69]. Using open-source tools helps maximize CTF events by providing
participants with effective, scalable, and interesting experiences, improving the whole
learning process [70]. Studying human behavior during CTF games can offer insightful
analysis of decision-making processes, behaviors, and personal traits, thereby helping to
blame and disrupt attackers [72] more accurately. Including CTF in cybersecurity training
courses, including the DICYSTECH project, allows students to evaluate their competencies,
monitor their development, and hone their cybersecurity skills using practical experiences
in realistic virtual environments [71].

Using micro-learning modules breaks down knowledge into easily digestible bits,
therefore providing a disciplined and succinct method of instruction. These courses have
been extensively used in many fields, improving retention and involvement by concentrat-
ing on particular materials without overwhelming the students. Particularly in cybersecu-
rity training, the research on the application of micro-credentials in professional education
systems [73] emphasizes the need for flexible and adaptive programs that satisfy the needs
of the labor market, so aligning to address issues in knowledge retention and accessibility.
Combining these strategies will help cybersecurity training be improved using bite-sized,
interesting courses encouraging effective learning and retention.

6. Future Research

Although thorough and all-encompassing, the iCAT framework requires empirical
validation to confirm its effectiveness and applicability in several environments. More
research helps to improve the structure and influence of cybersecurity education.

Future research will mostly concentrate on thorough surveys and assessments. These
surveys will gather both qualitative and quantitative information from those with iCAT-
training. The evaluation will include user involvement, knowledge retention, skill applica-
tion, and training satisfaction will be evaluated. This information aids in the identification
of strengths and shortcomings of frameworks.

Proof of the iCAT framework’s effectiveness depends on thorough empirical research.
The performance and retention of iCAT and conventional training methods are compared
using controlled assessments. Post-training assessment results, long-term memory, and
practical skill application will all affect the framework’s efficacy. Testing the framework’s
adaptability through demographics like technical skill and age is vital.
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Future studies must look at the scalability and adaptability of the iCAT paradigm.
Scholars must assess the structure of small businesses, big companies, and other sectors.
Implementation calls for technical support and interface simplicity with current cybersecu-
rity training initiatives. Finding scalability and flexibility helps one to create frameworks
that make it successful and accessible for a large audience.

Future studies on advanced technology integration into the iCAT framework are
underlined. Artificial intelligence and machine learning techniques could dynamically
modify material depending on real-time performance data to customize training. VR and
AR could make CTF challenges and realistic, engaging, serious games more appealing.

Longitudinal studies are required to ascertain the long-term effects on cybersecurity
awareness and behavior of the iCAT architecture. Participants in this research will be
tracked over time to find out how faithfully they apply framework information and skills.
These studies will help to hone the long-term efficacy framework. The iCAT framework will
be developed and refined, in part by multidisciplinary cooperation. Experts in cybersecurity,
psychology, and education can assist in creating improved training courses. Group studies
might offer fresh technology and training approaches to enhance the experience.

7. Conclusions

An examination of twenty-five papers about cybersecurity awareness training has
unveiled a heterogeneous array of pioneering methodologies. The effectiveness of gamifi-
cation and serious games in fostering participant engagement and knowledge retention has
been demonstrated using CyberHero. Incorporating Al techniques and knowledge graphs,
such as PipCKG-BS, has enhanced the organization and extraction of data in cybersecurity.
Practical training platforms, such as CTF and virtual testbeds, enhance hands-on expe-
riences and equip individuals with the necessary skills to tackle authentic cybersecurity
situations (MaCySTe). Further investigation into integrating micro-learning modules and
adaptive learning strategies may provide viable solutions to the difficulties associated with
content retention and comprehension.

The proposed iCAT framework expands upon these discoveries by providing a com-
prehensive and flexible methodology. Through integrating effective elements from multiple
frameworks, iCAT offers a comprehensive training experience. By integrating serious
games, knowledge graphs, and micro-learning, both engagement and adaptability can be
significantly increased. However, potential obstacles include the resource demands for
hosting and maintenance and the complexity of integrating diverse components seamlessly.
Although the modular design facilitates flexibility, participants may encounter a period of
adjustment as they become accustomed to the framework’s various components.

Future studies on the iCAT framework will focus on how well it works in various
organizational contexts and how it affects participant engagement, knowledge retention,
and skill application in real-world situations. Its ongoing growth will also be aided by
investigating ways to map participants’ cybersecurity competency development and mod-
ify the framework to fit various organizational and cultural situations. Our future work
will include conducting surveys and evaluating the proposed framework to ensure it is
effective and flexible in various settings. It will empirically validate the framework through
rigorous evaluation methodologies.
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