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Abstract: Nowadays, technology allows people to connect and communicate with each other even
from miles away, no matter the distance. With the increased use of social networks that were rapidly
adopted in human beings’ lives, they can chat and share different media files. While the intent for
which they have been created may be positive, they can be abused and utilized in a negative way.
One form in which they can be maliciously used is represented by cyberbullying. This is a form of
bullying where an aggressor shares, posts, or sends false, harmful, or negative content about someone
else by electronic means. In this paper, we propose a solution for bullying detection in GIFs. We
employ a hybrid architecture that comprises a Convolutional Neural Network (CNN) and three
Recurrent Neural Networks (RNNSs). For the feature extractor, we used the DenseNet-121 model that
was pre-trained on the ImageNet-1k dataset. The obtained results give an accuracy of 99%.
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1. Introduction

The digital world provides unlimited ways of communication people can be involved
in [1] and a lot of opportunities for learning, research, and exploration [2]. Although there
are many benefits that arise from virtual interactions, like knowledge sharing, social
support, and cross-cultural exchange [3], there are risks for young people, specifically the
potential for bullying [4], as the youth spend much more time online these days than in the
past [5].

Students who are cyberbullied report feeling anxious and afraid. They are not able
to focus on and be attentive at school [6]. Moreover, they have difficulties as regards
socialization, and they can start drinking alcohol, using drugs, or eating at irregular
hours [7]. It has been observed that the victims tend to abandon school, receive detention,
or even come with a weapon to school [8]. According to the following study [9], a person
who is involved in a cyberbullying activity, either as a victim or aggressor, will have
problems concerning their quality of life with regard to well-being and belonging.

According to Pew Research Center [10], nearly half (46%) of teens aged 13-17 have
been bullied or harassed online in 2022. Many studies in the field have outlined that
individuals who are bullied might feel negative psychological consequences [11,12], such
as depression, anxiety, or lower self-esteem.

Bullying may be defined as somebody abusing, harassing, threatening, or frightening
another person. Cyberbullying achieves the same things as the previous statement but
with the help of electronic means [13]. Though anyone could be a victim of cyberbullying,
teenagers, and specifically students, are more likely to be its target [14]. According to [15],
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there are multiple forms of cyberbullying. They could be provocation, disparagement, mas-
querade, deception, segregation, cyberstalking, and cyberterrorization [16]. Unfortunately,
victims of cyberbullying often choose not to report it to anyone, including their parents
and any agency that could take appropriate measures [17].

To improve our understanding of the phenomenon, it is required to define it in a way
it can be identified correctly, that is, as “an aggressive, intentional act carried out by a group
or individual, using electronic forms of contact, repeatedly and over time against a victim
who cannot easily defend him or herself” [18]. It is important to identify the characteristics,
such as aggressor and victim anonymity, the digital channel of interaction, aggression
persistence, and intention to cause harm [19]. Considering that the occurrence rate ranges
from 6 to 57.5%, based on 63 different studies [20], it has become an expanding behavior,
affecting our society and especially young age groups. To reflect on recent years, it is
necessary to bring into the discussion the effect of the COVID-19 crisis. Due to the stress
factors related to infection, symptoms, and protective measure enforcement, it natural to
assume that the cyberbullying rate increased based on the overall psycho-emotional impact.
However, it is notable that support groups had an increased prevalence as well, and social
distancing measures resulted in better supervision in public areas from organizations and
in private areas through family interactions. One meta-analysis paper concluded that the
effect of digital aggression was reduced, considering the high priority of physical and
mental health [21]. Even so, the assessment formats were not identical; participants were
tested under different conditions, which results in non-equivalent comparison between the
data samples.

Many researchers have studied the consequences of cyberbullying on teenagers [22,23],
and different solutions have been developed to automatically detect this behavior [24,25].
However, these systems also have to consider the new aspects of social media platforms,
whose landscape has changed a lot in recent years. For instance, recent studies [26]
showed that social media applications like Facebook or Instagram and limited-time message
apps such as Snapchat are widely used by teenagers. As over 70% of all web traffic is
represented by both image and video content [27], their significant usage has been noted
in cyberbullying activities [28]. One of the things that came to our attention while doing
some research concerning this subject was the fact that there is an increasing prevalence of
image/video content in cyberbullying [29].

To our knowledge, at the time of writing, there are no other proposed solutions in
the literature that treat the problem of bullying content in Graphics Interchange Format
(GIF) files. As these are widely used due to their animation and short sizes, a system
for the identification of malicious content should be designed. In comparison with other
multimedia file types (e.g., AVI, MP4), GIF files have a shorter duration and the resolution
is lower. This means that during the model training, we can analyze a larger number of
frames of a lower quality (we reduce the training time). Also, the inference time for the
analysis of a GIF file will be lower compared to that of other types of multimedia files.

In this paper, we propose a bullying detection solution for GIFs. We employ a hybrid
architecture that comprises a CNN and three RNNs.

The key contributions of our paper are outlined below:

¢ Created a dataset of bullying GIFs.

*  Proposed a model based on the Convolutional Neural Network—Recurrent Neural
Network (CNN-RNN) architecture that receives as input the GIFs and generates the
classification result at the output (non-bullying or bullying).

e For the feature extractor, we used the DenseNet-121 model that was pre-trained on
the ImageNet-1k dataset. The accuracy of our proposed solution is 99%.

The paper is structured as follows. In Section 1, we present a short overview of the
bullying phenomenon in our society. Section 2 presents a critical analysis of similar papers
that deal with the detection of cyberbullying material. Moreover, in Section 3 we present
our proposed solution, and in Section 4 we present the experimental setup and analyze
the obtained experimental results. In Section 5, we discuss the potential limitations of our
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solution. Finally, in Section 6, we draw conclusions regarding the results of the solution
and identify future research opportunities.

2. Related Work

Cyberbullying belongs to the category of malicious Internet behavior, and it can be
of many types, like trolling, hate speech, cyberaggression, and offensive language [30,31].
In this section, we discuss some work carried out by other researchers in the field concerning
cyberbullying detection. This section is divided into multiple subsections, depending on
the material type used: (i) text, (ii) image, (iii) both image and text, (iv) both emoji and text,
and (v) video. Table 1 summarizes the scientific papers presented in this section.

2.1. Text-Based Cyberbullying Detection

In [32], the authors proposed a solution for cyberbullying detection using machine
learning algorithms (ML). They collected the data from the Formspring.me platform and
labeled it using Amazon’s Mechanical Turk. They obtained a dataset of 2696 posts for
training and 1219 for testing. The authors have utilized the following machine learning
algorithms implemented in Weka: J48, JRIP, K-nearest neighbors, and Support Vector
Machine (SVM). The highest accuracy, 78.5%, was obtained by using the J48 and K-nearest
neighbors algorithms.

The authors of [33] propose a cyberbullying detection solution based on machine
learning (ML). In their study, they employ a variant of Denoising Autoencoder that is
semantically enhanced. Concerning the dataset, they use Twitter-labeled data, collected
from Kaggle. It is split into 80% for training and 20% for testing. The researchers use
various ML algorithms, and the highest accuracy is obtained for the SVM (i.e., 86.5%).

In another study [34], the authors propose a supervised ML model for cyberbully-
ing detection in posts from the MySpace platform. They employ an SVM classifier that
considers language features specific to each gender (i.e., male, female). They use Weka
for the implementation of the machine learning (ML) model. Concerning the dataset,
they utilize 2200 MySpace posts. A total of 34% of them were written by females, while
66% were written by males. The obtained results show that the features related to the
gender-specific language improved the baseline accuracy as follows. The recall increased
by 6%, the F-measure was improved by 15%, and the precision increased by 39%.

A machine learning (ML)-based solution for cyberbullying detection in a social media
platform (i.e., Twitter) is proposed in [35]. They use two datasets collected from Kaggle.
One has 11004 tweets, and another has 24783. There are many more non-offensive than
offensive instances for each of the datasets. To set up the experimental environment, they
use the Anaconda3-2021 version, with Conda 4.7.12 and Python 3.9. As a text editor,
they utilize Jupyter Notebook. They employ the following ML classifiers: Bagging, SGD,
Decision Tree, Random Forest, and K-Neighbors. They obtain the highest accuracy for
SGD (i.e., 92.9%) and the highest precision for Bagging (i.e., 96.7%). However, they do not
mention the features used by the ML algorithms.

The authors of [36] propose a cyberbullying detection solution based on machine learn-
ing (ML) algorithms. Their study focuses on Hinglish Facebook posts. In the conversion
process of words into numerical values for natural language processing, the researchers
have used Term Frequency-Inverse Document Frequency (TF-IDF). They have chosen
several algorithms for classification: Naive Bayes, Random Forest, SVM, Decision Tree,
and linear regression. The highest accuracy has been obtained for SVM, at 87.53%.

In [37], the authors propose a cyberbullying detection and prevention solution based
on supervised machine learning models. Their method contains three main steps: prepro-
cessing, feature extraction, and classification. To extract the features of the input data, they
use TF-IDF. Further, the Text Blob library is used for the extraction of the sentences’ polarity.
Moreover, the proposed approach uses NGram for handling various word combinations.
For classification, the researchers employ SVM and Neural Networks (NNs). The dataset
contains 1608 instances from the Formspring platform. A total of 80% is used for training,
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while 20% is used for testing. The highest accuracies were obtained for SVM with 4-Gram:
90.3% and for NN with 3-Gram: 92.8%.

Another paper [38] describes a cyberbullying detection and prevention solution based
on supervised machine learning algorithms. The proposed approach employs SVM and
Logistic Regression classifiers. The features the authors selected and analyzed are TF-IDF,
sentiment analysis, profanity expressions, and the percentage of words related to cyberbul-
lying in a sentence. The dataset contains tweets from the Internet Archive. The authors
used SVM to train the model and Logistic Regression to select the best combination of
features. The highest accuracy (i.e., 75.17%) was obtained when TF-IDF was used along
with sentiment analysis techniques.

2.2. Image-Based Cyberbullying Detection

The authors of [39] propose a solution for cyberbullying detection in real-world
images. They first collected a dataset with 19,300 pictures. These were labeled with
the help of users from Amazon Mechanical Turk. Further, they tested five solutions for
cyberbullying detection from the market (i.e., DeepAl, Google API, Amazon Rekognition,
etc.), and they observed these obtained poor detection rates. Thus, the authors proposed
a system that could improve the accuracy and fill the detection gaps of the previous
solutions. They identified features that could bring more efficacy (e.g., facial expression,
body position, gestures). The researchers employed four classifiers for cyberbullying
detection. The highest accuracy, 93.36%, has been obtained by the multimodal classifier. It
takes as input both the image and the identified features.

2.3. Image- and Text-Based Cyberbullying Detection

In their work [40], the authors propose a multi-modal cyberbullying detection solution.
The system is designed to handle multilingual users and takes as input memes that contain
both text and images. The authors create their own dataset based on Reddit and Twitter
platforms. Besides cyberbullying detection, they want to recognize emotions, analyze
sentiments, and detect sarcasm in meme posts. To achieve these, the researchers implement
the following two frameworks: CLIP-CentralNet and BERT+ResNET-Feedback. They use
70% of the data for training, 10% for validation, and 20% for testing. Experimental results in-
dicate an accuracy of 74.17% for CLIP-CentralNet and 66.74% for BERT+ResNET-Feedback
models. The Inter-modal Attention modality was used along with these classifiers.

In [41], the authors design a cyberbullying detection solution that considers both the
textual and visual features. Concerning the first category, the researchers used Linguistic
Inquiry and Word Count (LIWC), which provides services such as informal language
identification, word count and categorization, and punctuation frequency. For the visual
features, the authors utilize Microsoft’s Project Oxford, which identifies the image type,
existence of pornographic or racist content, and many other attributes. The dataset has
699 media sessions from Instagram, and it contains the following: the image, caption,
and associated comments. A total of 66% of the data has been used for training, while the
rest was used for testing. For classification, the researchers used the Bagging algorithm
from Weka. The highest accuracy, 81.4%, was obtained when both the textual and visual
features were considered.

The authors of [42] proposed a multi-modal solution for cyberbullying detection.
The dataset has 2100 images along with the associated comments. It was collected from
different social media platforms (i.e., Instagram, Twitter, Facebook) and Google searches.
The authors employ a CNN. They use Term Frequency-Inverse Document Frequency
(TF-IDF) to transform the text words into a vector. The image convolution is represented
in two dimensions. Thus, among the available variants, the most efficient solution was
to transform the word vector into a matrix with two dimensions. The best results were
obtained for a CNN with one layer and a filter of 2048. In this situation, the Recall for the
bullying class was 74%.
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Table 1. Research papers for cyberbullying and cyberaggression detection.

Data Type ML Algorithms Benefits Drawbacks
Text J48, JRIP, K-nearest neighbors, SVM [32] Took into account the prevalence of words related to cuss and insult. The num.ber of mStan.C s used.for training is small. They did
not take into account information related to context.
Text Decision tree, Random Forest, Naive Bayes, SVM [33] Reported results are good Considered only content-based features
Text SVM [34] They utilized as features information related to age and gender. The obtained results related to precision are not high.
Text Bagglng, SGD, Decision Tree, Random Forest, K- Obtained results are good Their dataset is not balanced.
Neighbors [35]
Text SVM, Logistic Regression, Naive Bayes, Decision Tree, Multilingual consideration Their solution can be applied only to text written in Hinglish.

Bagging, Random Forest [36]

Image and text

Bagging Classifier [41]

They use both textual and visual features for cyberbullying predic-
tion

The training dataset is very small

SVM and Neural Network each of them with 2, 3 and

Text 4 Gram [37] They use TFIDF and sentiment analysis techniques Considered only content-based features
. . They propose a method for the image dataset collection, evaluate 5 . . . -
Image Baseline Model, Factors-only Model, Fine-tuned Pre- state-of-the-art solutions for cyberbullying detection, identify new The dataset is heavily unbalanced: 4719 cyberbullying images

trained model, Multimodal Model [39]

factors for cyberbullying in images

and 14,581 for the other category

Image and text

Multi-layered CNN model [42]

They use a 2-D representation of both the text and image for the
CNN. They use a unified approach that combines both text and
image.

Pretty poor results

Text

SVM and Logistic Regression [38]

They use TFIDF and sentiment analysis techniques

Considered only content-based features

Text and emoji

Bidirectional GRU + CNN + Attention layer [43]

They propose a deep learning model that has high accuracy.

They do not mention the size of the dataset

Image and

(Memes)

text

BERT + ResNet-Feedback and CLIP-CentralNet [40]

Their research brings improvements in terms of accuracy and preci-
sion in comparison to other solutions that consider just images or
text.

The dataset is unbalanced and the results are pretty poor

Image and text

CNN + Binary Particle Swarm Optimization (BPSO) +
Random Forest [44]

They use the BPSO algorithm that takes just the most important
features.

Pretty poor results

Image and text

OpenCV + CNN [45]

They use various Apache technologies for storing and processing
data.

They do not mention the accuracy or other performance met-
rics of the proposed solution.

Video

CNN based on EfficientNet-B7 + BILSTM [46]

Obtained results are good

They do not consider textual or audio features.

Video

Generative Adversarial Networks [47]

They utilize Mel-frequency cepstral coefficients to obtain the audio
features

The obtained results are poor.
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In [45], the authors propose a multimodal solution for harmful content detection.
The researchers leverage text- and image-based features, and they utilize a crawler to
obtain the necessary data. They use OpenCV and a Convolutional Neural Network (CNN)
to extract the visual features. The gathered data are collected and processed by various
Apache technologies. The authors do not mention the accuracy or other performance
metrics of the system.

2.4. Video-Based Harmful Content Detection

The authors of [46] propose a harmful content detection system for YouTube videos.
Their dataset contains videos that belong to various categories: benign, pornography,
and violence. For feature extraction, the researchers use a Convolutional Neural Network
(CNN) based on the EfficientNet-B7 model. All of the video frames were rescaled to a
dimension of 224 x 224. For classification, the authors used Bidirectional Long Short-Term
Memory (BiLSTM). The highest accuracy, 95.66%, has been obtained when using BiLSTM
with 128 hidden units.

In [47], the authors propose a solution for harmful content detection. It is intended to
make a safer environment for children and prevent them from viewing content that could
disturb them. Their dataset contains 2000 YouTube videos. A total of 80% of the data is
used for training, 10% for testing, and 10% for validation purposes. Their proposed system
achieves an accuracy of 74% by using Generative Adversarial Networks (GANSs).

The authors of [44] present a multi-modal cyberaggression detection solution. They
employ a framework built on Binary Particle Swarm Optimization (BPSO) and a CNN
to classify posts into different levels of aggressiveness. The dataset contains 3600 images
along with the associated comments. For feature extraction from images, the researchers
leverage a pre-trained VGG-16, while as regards the text, they utilize a CNN with three
layers. The Random Forest algorithm was used to evaluate the accuracy of the system. It
reached an F1-Score of 74%.

2.5. Emoji- and Text-Based Cyberbullying Detection

The authors of [43] propose a cyberbullying detection solution for comments that
might contain both texts and emojis. Their system is made of multiple layers: BiGRU,
the attention layer, CNN, the full connection layer, and the classification layer. The text
dataset was gathered from Kaggle, while the emoji one was crawled from social networks.
The emojis included in the comments are converted to their corresponding CLDR Short
Name according to the Unicode Consortium. The results show that the classification
accuracy of the model is 91.07%. The authors used the Scrapy framework to crawl comments
from social media.

3. Solution Design and Implementation

In this section, we describe the data we collected for this study first, and then, we
present the architecture of the proposed system.

3.1. Data Collection and Processing

To create our dataset, we first used the UCF101 dataset (www.crcv.ucf.edu, accessed
on 29 July 2024), which is an action recognition set of videos collected from YouTube
that has 101 action categories. Given the resource constraints (i.e., storage, processing,
memory), we have taken videos just from the following categories: Handstand Pushups,
Pull Ups, Rowing, and Kayaking. We have combined the Handstand Pushups and Pull Ups
categories under Bodybuilding, while the Rowing and Kayaking ones are combined under
Water sports. These videos represent normal human activities, and they can be categorized
as non-bullying materials.

As regards the bullying media files, we have used the GIPHY Scraper from Scrapera
(https:/ /github.com/DarshanDeshpande/Scrapera, accessed on 29 July 2024) to obtain
GIFs that are associated with bullying activities. This script allowed us to search for GIFs on
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the Giphy platform (https://giphy.com, accessed on 29 July 2024) by specifying a keyword
(or query), such as bullying. In this research, we utilize dynamic GIF files. They are images
represented in the form of an animation.

Our dataset comprises 512 media files we collected from the previously mentioned
sources: the UCF101 dataset and Giphy. We have used 80% of the data for training and 20%
for testing. Tables 2—4 describe the number of files in each class used for training and testing
for all RNN models.

Table 2. Training and validation processes for RNN model 1.

Bodybuilding Bullying Water Sports
Nr. video train 154 80 176
Nr. video test 38 20 44
Total 192 100 220

Table 3. Training and validation processes for RNN model 2.

Kayaking Rowing
Nr. video train 88 88
Nr. video test 22 22
Total 110 110

Table 4. Training and validation processes for RNN model 3.

Pull Ups Pushups
Nr. video train 80 74
Nr. video test 20 18
Total 100 92

The labeling for the non-bullying media files was automatic since they were taken
from the UCF101 dataset, which contains already-labeled videos for various human actions.
The labeling for the bullying media files was manually performed by the authors of this
paper and an outside expert. Each video was analyzed by every author, who gave a certain
label: either bullying or one of the non-bullying categories. In the end, the greatest number
of votes for a label of a certain category decided the final label.

Figure 1 shows a non-bullying GIF file that has been removed from the dataset after
four people voted that it is non-bullying, and just one person considered it bullying.

- 7;..

Figure 1. Non-bullying GIF removed from dataset.

As far as we know, there are no publicly available datasets for the highlighted problem.
Therefore, we had to create one that we utilized to train and evaluate the model we
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proposed. As some of the obtained GIF files did not truly depict bullying behavior, we had
to manually filter them out and select just the appropriate ones. Some examples of such
files with anti-bullying content are presented in Figure 2. Some examples of GIF files with
bullying content are presented in Figure 3.

Sogethen
E RIS

GAINST BULLY;

(a) Frame with anti-bullying content. (b) Frame with anti-bullying content.

Figure 2. GIF files with anti-bullying content (giphy.com, accessed on 29 July 2024).

SRUNCH, PUNGH, PUNCH;
PUNCH, WEDGIE! »

(a) Frame with bullying content. (b) Frame with bullying content.

Figure 3. GIF files with bullying content (giphy.com, accessed on 29 July 2024).

Tables 5 and 6 present dataset details.

Table 5. Description of non-bullying dataset.

Group Category No. of Media Files
a1 Handstand Pushups 100
Bodybuilding Pull Ups P 9
Rowin, 110
Water sports Kayaki r%g 110
Total - 412

Table 6. Description of dataset.

Class No. of Media Files
Non-bullying 412
Bullying 100

Total 512
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3.2. Overview of Proposed Approach

The proposed hybrid architecture learns the GIFs’ representation to classify them
into one of the following categories: bullying and non-bullying. Below, we discuss the
architecture’s main components, and then, we present how it works.

3.2.1. Input Preparation

The proposed system takes GIFs as input. After reading each media file, we extract
the frames and insert them in a tensor of three dimensions. Since the number of frames
may vary from video to video, we employ the following method as a baseline:

¢  Read the video frames.

e Take the frames from the video until the maximum number of frames is reached.

e If the number of frames in the video is less than the maximum frame count, then the
video is padded with frames filled with zeros.

We set the maximum frame count to 20. In our approach to bullying detection, we
considered the action represented in a GIF file. This action can be categorized as bullying
or non-bulling. To analyze and determine the action type in each video, we used 20
consecutive frames, considering that most of our files have 30 frames/s. Therefore, twenty
consecutive frames are analyzed in about 0.667 s. Here, a trade-off must be ensured between
the number of frames explored by the algorithm and the total training time of the model.
Using the empirical method of trial and error, we concluded that a value of 20 frames gives
very good results, as we present in Section 4 as performance metrics. The training time was
not extremely long. The more frames are analyzed from a GIF, the better the model will
identify the action that is represented. Figure 4 shows a cyberbullying GIF decomposed
into frames.

Figure 4. Cyberbullying GIF decomposed to frames.

Before loading the train/test data into the model, we first build a feature extractor
based on DenseNet-121 (www.tensorflow.org, accessed on 29 July 2024), and it was trained
on the Imagenet dataset. Concerning the feature extractor, we apply global average pooling
to the output of the last convolutional block. As video frames represent the input of the
model, their width and height are resized to 169 pixels, and then, they are inserted into a
matrix of 169 x 169 x 3 size, where 3 represents the number of channels in a color image.

As neural networks understand numbers, we convert the labels of the videos from
string format to numerical representation. To do that, we use StringLookup, a preprocessing
layer from TensorFlow that maps string features to integer indices. To read the frames
from videos, we used the OpenCV'’s VideoCapture() method (docs.opencv.org, accessed on
29 July 2024).
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In the proposed architecture, the CNN is responsible for the feature extraction process
for the input media files, while the RNN models are used for classification. The CNN is
based on DenseNet-121.

3.2.2. The Convolutional Neural Network

Convolutional Neural Networks have evolved very much in a relatively short period.
The first step in Al was taken by Frank Rosenblatt with a neural network that had only
one layer, the Perceptron, in 1958. Then, in the 1980s, the idea appeared of hidden layers
between the input layer and the output layer in the architecture of the Multilayer Perceptron.
In 1998, a new big step was taken in the evolution of Al by Yann LeCun, who introduced
the LeNet5 model, which can recognize handwritten digits. Moving into the 21st century,
progress has been established by further complicated models, like AlexNet, VGGNet,
ResNet, and in 2017, DenseNet121. The last model, the one that we used in our experiments,
was proposed by Gao Huang et al., and it is composed of two major structures:

e  Dense Block;
e  Transition Block.

The architecture of DenseNet121 uses four Dense Blocks and three transition layers
between the Dense Blocks. One of the main problems that arises when the CNN becomes
too deep and has many hidden layers is the vanishing gradient. This phenomenon appears
at the first layers of the network when the gradient that makes the corrections to the weights
becomes too small. These small gradients lead to a poor rate of convergence and a problem
with the training process, which becomes extremely slow, or in the worst-case scenario,
it can even stop by entering a suboptimal solution, a local minimum of the loss function.
To solve this issue, the authors of DenseNet propose the idea of dense connectivity, which
means that each layer in a Dense Block should be connected to all of the layers that follow
it. To implement this architecture, the input of any layer in the block is concatenated with
the output of the layer, an approach that comes with the restriction of maintaining the
same dimensions of the feature maps between all the layers of the Dense Block. To manage
the increasing size of feature maps generated by a Dense Block, the Transition Block was
implemented, which is composed of two major elements:

* al x1convolution layer which reduces the number of feature maps (the depth);
*  apooling layer that downsamples the dimension of each feature map by half.

In our model of bullying detection, we used DenseNet121, which was trained on
the large visual database Imagenet. This database contains over 14 million images from
over 20,000 classes. The weights obtained by training on this database were frozen in the
training process of our three CNN-RNN models to save time and computational resources.

3.2.3. The Recurrent Neural Networks

RNN s represent a type of neural network where the output of the previous layer is the
input for the current one. As in traditional neural networks, the input and output values
are independent of each other; in the case of RNNSs, there is a relationship between them.
The most important component in RNNs is the hidden state. It knows information about a
sequence such as the input of the previous layer. In an RNN, the input parameters are the
same for all layers since the same tasks are performed on all inputs.

RNNSs are made of neurons. They work together to accomplish an established task.
RNNSs have input, output, and hidden layers. The input layer receives the information,
while the output one generates the result. The hidden layers are responsible for data
processing, analysis, and prediction.

RNNSs have, for each time step, an activation function unit. Every unit has a hidden
state that keeps information about the state of the network from the past until that specific
time step. The mathematical formula for computing the current state is defined below:

hidden_state; = f(hidden_state; 1, inputy)
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*  hidden_state; represents the current state of the network;
*  hidden_state; 1 represents the previous state of the network;
*  input; represents the input of the current state.

Table 7 presents the hyper-parameters of the RNNs we used.

Table 7. Hyper-parameter settings for RNN model.

Description Value
Activation functions ReLU, softmax
Dropout rate 0.4
Learning rate 0.001
Loss function Sparse categorical crossentropy
Optimizer Adam
Epoch 50

3.2.4. System General Architecture
Figure 5 presents the general architecture of the system.

Build feature
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Extract features
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’
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RNN model 1
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P4 = Water sports

P, = Bullying

P4 = Bodybuilding

P4 = Rowing

P5 = Kayaking

Pg = Handstand Pushups
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Final decision: J [ Final decision: J

Rowing Kayaking

Final decision: Final decision:
Pushups Pull Ups

Figure 5. Overview of the proposed approach.
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First of all, a feature extractor is built to obtain the characteristics from each frame
of a video. It is based on a DenseNet-121 network. Second of all, each video file in the
dataset is decomposed into frames that pass through the feature extractor so that their
characteristics are obtained. These are stored in a matrix of 1024 columns and 20 rows.
The first dimension, 1024, represents the number of features it uses, while the other size, 20,
represents the number of frames it takes from each video. This matrix represents the input
to the first RNN model that was trained on the entire dataset, which comprises videos from
the bullying, Water sports, and Bodybuilding categories. If the highest probability is P>, then
the evaluated video file is classified as bullying. Otherwise, if the highest probability is Py,
then the feature matrix is further used as input for the second RNN model that was trained
on the Water sports group. In this case, the output of the model will be an array that contains
two probabilities that correspond to the Rowing and Kayaking categories. On the other hand,
if the highest probability is P3, then the feature matrix is further used as input for the third
RNN model that was trained on the Bodybuilding group. For this situation, the output of
the model will be an array of two probabilities that correspond to the Handstand Pushups
and Pull Ups.

4. Experimental Results and Analysis

In this section, we discuss the obtained results while classifying media files as bullying
or non-bullying. Our proposed system consists of a CNN and three RNNs. It takes as
input a GIF file, processes it, extracts the features, and classifies it. Our dataset contains
100 files belonging to the bullying category, and 412 that are part of the non-bullying one.
A total of 80% of the dataset is used for training, while 20% is used for testing purposes.
For each RNN model, we have used a dropout layer of 0.4 between the second GRU layer
and the first Dense layer to prevent overfitting. An alternative for the dropout layer would
be the training of more neural networks that have different architectures such that the final
result is a weighted average of all predictions of the analyzed neural networks. However,
this approach is much more costly as regards the execution time and the computational
power. The dropout layer simulates the training of more neural networks without having
the previously mentioned disadvantages that the other approach would have.

4.1. Experimental Setup

The code of our proposed solution for bullying detection in GIFs using a deep learn-
ing approach is based on the following implementation from GitHub (https://github.
com/keras-team /keras-io, accessed on 29 July 2024). We came up with the following
contributions and improvements to the code:

*  We have implemented a functionality at the beginning of the program that randomly
chooses files from the dataset and puts 80% of them in the directory used for training
and 20% of them in the folder used for testing.

e  We have used three RNNs instead of one, as the author used. In our scenario, the first
RNN is used for classifying a media file into Water sports, Bodybuilding, and bullying
categories. If the file belongs to the Water sports category, then the second RNN
is utilized to further classify it into Rowing or Kayaking. If the file belongs to the
Bodybuilding category, then the third RNN is employed to further classify it into
Handstand Pushups or Pull Ups.

*  We have decreased the number of pixels from the side of a square that is cropped from
the frames of the video. The variable is called IMG_SIZE, and we reduced it from 224
to 169.

*  We have used more epochs. Initially, there were 10, but we increased the number to 50.

The source code of our solution and other related files can be found on our GitHub
repository (https://github.com/Razvan96/GIFs_Bullying_detection/tree/master, accessed
on 29 July 2024). To be reproduced, the project can be downloaded from that URL, which
redirects to the master branch. All the necessary files for reproducing the project are there.
The project from GitHub contains both the source code of the Python scripts (e.g., for classi-


https://github.com/keras-team/keras-io
https://github.com/keras-team/keras-io
https://github.com/Razvan96/GIFs_Bullying_detection/tree/master

Information 2024, 15, 446

13 of 19

fication, the confusion matrix) and the dataset with the media files (i.e., GIF files for the
bullying class and video files for the non-bullying classes).

The pseudocode of our solution is displayed in Algorithm 1. In the beginning, there
are declared variables that refer to the number of frames from a GIF that are analyzed,
the number of features from a GIF that are processed by the CNN model, and the size of a
square side that is cropped from each video frame. Then, the feature extractor function is
initialized with the DensetNet121 model. Each video is loaded, and its frames are extracted,
cropped, and sent to the future extraction process. Afterward, the three RNN models are
generated, and these are finally used for video classification.

Algorithm 1 The pseudocode of our solution.

MAX _SEQ_LENGTH <+ 20
NUM_FEATURES <+ 1024
IMG_SIZE < 169
featureExtractor <— DenseNet121()
trainData + ][] > initialize an empty array of lists for the RNN models
trainLabels < [|[| > initialize an empty array of lists for the RNN models
for each videoPath € videoPaths do > iterate through the video paths that are specific to
each RNN model
video <+ loadVideo(videoPath)
trainLabels[video Path.index].append(extractName(videoPath))
frames + ] > initialize empty lists
videoFeatures <— ] > initialize empty lists
for each frame € video do
frames.append(cropCenterImage(IMG_SIZE,IMG_SIZE))
if length(frames) == MAX_SEQ_LENGTH then
break
end if
end for
if length(frames) < MAX_SEQ_LENGTH then
frames.concatenate(blackFrame, MAX_SEQ_LENGTH — length(frames))
end if
for each frame € frames do
videoFeatures.append(featureExtractor(frame))
end for
trainData[videoPath.index).append(videoFeatures)
end for
RNN_model_1 = GRU(MAX_SEQ LENGTH,NUM_FEATURES)
RNN_model_1.fit(trainData|0], trainLabels[0]) > Generate the RNN model for the
bullying, Water sports, and Bodybuilding classes
RNN_model_2 = GRU(MAX_SEQ_LENGTH,NUM_FEATURES)
RNN_model_2.fit(trainData[1], trainLabels[1]) > Generate the RNN model for the
Water sports class
RNN_model_3 = GRU(MAX_SEQ LENGTH,NUM_FEATURES)
RNN_model_3.fit(trainData|2], trainLabels[2]) > Generate the RNN model for the
Bodybuilding class
if RNN_model_1.predict == bullying then
RNN_model_1.printProbabilities() > Print probability values for bullying, Water
sports, and Bodybuilding classes
else if RNN_model_1.predict == Watersports then
RNN_model_2.printProbabilities() > Print probability values for the Water sports
class
else if RNN_model_1.predict == Bodybuilding then
RNN_model_3.printProbabilities() 1> Print probability values for the Bodybuilding
class
end if
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For the experimental setup, we use a virtual machine having the specifications de-
scribed in Table 8. On the Windows virtual machine, we install PyCharm IDE [48]. There,
we developed our system based on deep learning models. We used TensorFlow and Keras,
as other authors utilize in their implementations [48]. The former is a platform that helps
create and run different machine learning models. The latter is used in implementing
neural networks. To capture the frames of a video, we used the VideoCapture() method
from OpenCV.

Table 8. System specifications.

System Type (01} Architecture CPU Memory
Virtual Machine Win. 10 64-bit 4 cores 4 GBRAM
Host Win. 10 64-bit Intel-i9 32 GBRAM

4.2. Classification Results

We proposed a system for bullying detection in GIFs using a deep learning-based
approach. Our solution uses a hybrid architecture that is made of a CNN and three
Recurrent Neural Networks (RNNSs). The first RNN model classifies the GIF into one of
the following categories: Water sports, Bodybuilding, and bullying. If it belongs to the first
category, then the second RNN model is considered, which further classifies the GIF into
Rowing or Kayaking. If the GIF is part of the second category, then the third RNN model is
run, which classifies the GIF into Handstand Pushups or Pull Ups. If the GIF is classified as
bullying, the program ends.

We compared the proposed solution, which has one CNN and three RNN models,
with the one that has one CNN and one RNN model. Table 9 highlights how the solution
we designed is much more efficient than the other we compared with, in terms of different
performance metrics. In the table, we assigned the name of each category to a symbol,
as follows: Bullying to (B), Bodybuilding to (BB), Water sports to (WS), Kayaking to (K), Rowing
to (R), Pull Ups to (Pull), and Handstand Pushups to (Push). Moreover, in the table, first
there are the performance metrics for the three proposed RNN models (i.e., Proposed RNN
model no. 1, Proposed RNN model no. 2, Proposed RNN model no. 3), and finally, the
results for the model that uses one single RNN model (i.e., Simple RNN) are described.
The architecture that employs one CNN and one RNN model has the following five classes:
Bullying, Kayaking, Rowing, Pull Ups, and Handstand Pushups.

Table 9. Performance metrics for the RNN models.

RNN Model No. Accuracy Precision Recall F1-Score
99.02% 95.24% (B) 100% (B) 97.56% (B)
Proposed RNN model no. 1 100% (BB) 97.37% (BB) 98.66% (BB)
100% (WS) 100% (WS) 100% (WS)
97.7% 95.65% (K) 100% (K) 97.77% (K)
Proposed RNN model no. 2 100% (R) 95.45% (R) 97.67% (R)
100% 100% (Pull) 100% (Pull) 100% (Pull)
Proposed RNN model no. 3 100% (Push) 100% (Push) 100% (Push)
51.96% 64% (B) 80% (B) 71% (B)
48.39% (K) 68.18% (K) 56.61% (K)
Simple RNN 51.28% (Pull) 100% (Pull) 67.8% (Pull)
0% (Push) 0% (Push) 0% (Push)
28.57% (R) 10% (R) 14.82% (R)

Table 10 presents the obtained results when a test video was classified as belonging to
the Pull Ups category. Here, we used the proposed architecture that employs one CNN and
three RNN models.

Another way of evaluating the performance of our system is by using confusion
matrices. Figure 6 displays the confusion matrix for the entire system where all classification
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categories are implied. We can observe from there that just one video was wrongly classified.
It was of type Bodybuilding, but the system classified it as belonging to the bullying category.

Table 10. Classification results for a test video using the proposed solution.

RNN Model Number Category Accuracy
Bodybuilding 99.74%
1 Bullying 0.16%
Water sports 0.10%
5 Pull Ups 98.21%
Handstand Pushups 1.79%

Confusion Matrix
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Figure 6. Confusion matrix for all classification categories.

Figure 7a displays the confusion matrix for the Water sports category. We can observe
that just one video was wrongly classified. It was of the Rowing type, but the system
classified it as being Kayaking. Figure 7b displays the confusion matrix for the Bodybuilding
category. We can observe that all of the videos were correctly classified.

Confusion Matrix Confusion Matrix

|125
~-10.0

kayaking
pullUps

True labels

True labels

rowing
pushUps

kayaking rowing pullUps pushUps
Predicted labels Predicted labels

(a) The Water sports category. (b) The Bodybuilding category.

Figure 7. Confusion matrix.

Figure § displays the confusion matrix for the architecture that uses just one RNN model.
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Figure 8. Confusion matrix for the architecture that uses just one RNN model.

5. Limitations

In our research for bullying detection, the proposed architecture does not consider
multimodal techniques, relying only on the processing of GIF images. Aspects such as text
and sound are not taken into account, thus resulting in a loss of multimedia information.

The architecture we designed represents a proof of concept for the proposed solution.
In the real world, there are many more classes than the ones we considered in this research.
Our bullying class is heterogeneous in comparison with the other two classes of model
one (i.e., WaterSports and Bodybuilding). Thus, we can suppose that various GIF files
belonging to other categories that were not considered in this study have a greater chance
of being classified as bullying.

For instance, we tested our proposed solution against a GIF file containing a dog that
jumps. As our dataset does not have a class related to jumping, the model has not been
trained on GIF files that contain this action. Moreover, our dataset for bullying is very
heterogeneous in comparison with the other classes where the files are similar to the others.
Taking all of these into account, our solution classified the GIF as bullying.

Figure 9 displays a test of the proposed solution against a GIF file related to jumping.
The classification results are described in Table 11.

o} L5 z P .y, - N -

Figure 9. Test GIF file related to jumping.

Table 11. Classification results for a test GIF related to jumping.

RNN Model Number Category Accuracy
Bullying 96.60%
1 Water sports 2.07%
Bodybuilding 1.34%

6. Conclusions and Future Work

In this paper, we propose a novel bullying detection solution for GIFs using a deep
learning approach. To our knowledge, at the time of writing, there is no other solution in
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the literature that detects bullying content in GIFs. The main contributions of this research
can be summarized as follows.

Firstly, we create a dataset of bullying GIFs. With the help of a web scraping tool, we
took GIFs related to bullying from the GIPHY platform and filtered them until the most
relevant ones remained. Secondly, we create a system with a hybrid approach. The accuracy
of the proposed system is 99%. It can classify GIFs into bullying, Bodybuilding, and Water
sports. Moreover, our solution can further classify the files of the last two categories.
The former can be further classified into Pull Ups or Handstand Pushups, while the latter can
be classified into Rowing or Kayaking.

We can conclude that our solution is one step forward in the research and devel-
opment of security systems, especially for the mitigation of bullying attacks via GIFs.
Our design outperforms the majority of classical video classification systems by using a
hybrid architecture.

Possible use cases that might benefit from our proposal include the detection of online
bullying or harassment in public or private environments, such as universities, hospitals,
hotels, or corporate buildings. Our proposal adds value to Internet users by providing
advanced capabilities for bullying detection in GIFs.

In terms of future work, we intend to extend the dataset with both a higher number
of classes and more GIF files for each of them. We also propose to elaborate a clustering
algorithm that can split the dataset into a specific number of classes based on the similarity
degree of videos. Further, we intend to develop an architecture that quantifies the impact
of both the sound and text of the video in the bullying identification tasks.
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CNN-RNN  Convolutional Neural Network-Recurrent Neural Network
GIF Graphics Interchange 67 Format
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ML Machine Learning

RNN Recurrent Neural Network

SVM Support Vector Machine
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