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Abstract: Social network analysis (SNA), or the application of network analysis techniques to social
media data, is an increasingly prominent approach used in computational public health research.
We conducted a systematic review to investigate trends around SNA applied to social media data
for public health and epidemiology while outlining existing ethical practices. Following PRISMA
guidelines, we reviewed articles from Web of Science and PubMed published between January 2019
and February 2024, leading to a total of 51 papers surveyed. The majority of analyzed research
(69%) involved studying Twitter/X, followed by Sina Weibo (16%). The most prominent topics in
this timeframe were related to COVID-19, while other papers explored public health topics such as
citizen science, public emergencies, behavior change, and various medical conditions. We surveyed
the methodological approaches and network characteristics commonly employed in public health
SNA studies, finding that most studies applied only basic network metrics and algorithms such as
layout, community detection, and standard centrality measures. We highlight the ethical concerns
related to the use of social media data, such as privacy and consent, underscoring the potential of
integrating ethical SNA with more inclusive, human-centered practices to enhance the effectiveness
and community buy-in of emerging computational public health efforts.

Keywords: public health; epidemiology; COVID-19; social network analysis; social media

1. Introduction

Social media platforms allow users to share information, socialize, and collaborate [1].
In 2023, an estimated 4.9 billion people used social media globally, with the average user
maintaining 8.4 social accounts and spending approximately 145 minutes per day on these
platforms [2]. The increasing popularity of social media has rendered these platforms as use-
ful tools for public health researchers, offering a powerful means both to analyze network
effects related to health surveillance and to disseminate health-related information and
education among target populations [3] and the general public. However, the pervasiveness
of social media has also facilitated the spread of misinformation on several health issues,
including vaccines, substance use, and diseases [4], negatively impacting individuals and
communities [5]. During health crises such as the COVID-19 pandemic, misinformation
about the virus, preventive measures, and treatments were widely circulated, causing
confusion and harmful behaviors [6].

Social network analysis (SNA) is a popular method of studying such phenomena on
social media. SNA consists of the application of network analysis algorithms and concepts
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to social media data. SNA involves the investigation of the connections and relationships
between actors within a social network to understand the network’s structures and fea-
tures, interaction patterns, and influential nodes [7,8]. This approach typically involves
visualizing connections (edges) between actors (nodes) in a network graph followed by
applying mathematical and statistical methods for further analysis. Historically, SNA
has been employed in epidemiological research to trace the spread of diseases by map-
ping the interactions and connections among individuals and communities. This allows
researchers to identify key influencers, understand information dissemination patterns,
monitor real-time trends in disease-related behaviors, and enhance surveillance strategies
for early outbreak detection [9,10].

Because social media platforms rely on a foundation of user relationships, SNA has
emerged as a natural methodology for analyzing social media datasets. SNA can be used to
investigate health-related information dissemination and identify influential entities within
public forums, offering insights into connections and interactions among individuals and
communities. In such research, the networks are typically created as directed networks
based on platform user interactions (e.g., mentions, retweets, likes) or as undirected the-
matic networks based on topics discussed (e.g., hashtags as nodes, linked if they appear
in the same tweet). Table 1 provides concise definitions of primary SNA approaches and
introduces relevant algorithms and metrics for the study.

Table 1. Overview of common social network analysis methods.

Family of Methods Description Examples

Layout algorithms

These algorithms aim to produce a visually
useful arrangement of nodes and edges in a

graphical display. This arrangement is
designed to visually depict relationships in

a way that is easy to understand and
analyze, highlighting patterns like clusters,

central figures, and isolated nodes [11].

Force-directed Layouts are
dynamic layouts where nodes repel each

other like charged particles, while edges act
like springs holding nodes together. This
results in a layout that naturally separates
clusters and displays tightly knit groups

closer together. For example,
ForceAtlas2 is specifically designed for the

visualization of large graphs, enhancing
readability by distributing nodes in a

manner that reflects their relational metrics,
emphasizing clustering based on node

interactions [12].

Community detection algorithms

These algorithms cluster nodes within a
broader network, guided by the

relationships or interactions among the
nodes. This approach seeks to uncover the

inherent social structures within the
network, thereby enhancing our
comprehension of information

dissemination and the formation of
influential groups within the network [13].

Modularity Optimization is used to detect
community structure in networks by
optimizing modularity, a metric that

quantifies the strength of the division of a
network into communities. For example, the

Louvain Method iteratively optimizes
community structure for maximum

modularity [14].

Centrality metrics

These metrics aim to identify the most
important nodes within a graph. Centrality

metrics are crucial for understanding the
influence of particular nodes in network

structures [15].

Betweenness Ccentrality measures the
extent to which a node lies on paths between

other nodes. It quantifies the number of
times a node acts as a bridge along the

shortest path between two other nodes [14].

SNA has the potential to improve public health communication strategies by providing
insights beyond simple analytics metrics such as the number of retweets, followers, or likes
on Twitter/X [16]. When combined with techniques like topic modeling and sentiment
analysis, SNA enables researchers to monitor real-time trends in public health behaviors
and sentiments [17].
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Despite its widespread use in public health research, significant gaps remain in the
ethical frameworks governing social media-based research, lacking universally agreed-
upon norms or best practices [18]. The inability of users to easily delete their data once they
are scraped off social media and in the hands of researchers poses a risk to user privacy [19],
consent, and data ownership [20]. In most studies, the user data are typically safeguarded
through anonymizing social media data by removing personally identifiable information
(PII) such as user IDs, names, age, and location information [21]. Obtaining informed
consent from the users [19] is often deemed impractical considering the volume of data
often collected [22] and the methodological limitations that the reduction in sample size can
lead to [23]. With the ongoing academic debate surrounding the ethics and bias of social
media analysis research, especially in light of the Cambridge Analytica scandal [24], there
has been a significant reduction in the availability of social media data to researchers. API
access to user data has been restricted on many platforms to prevent any potential misuse
of user data. This puts more responsibility on the researchers to ethically use the data
while safeguarding participant information, particularly in health-related contexts [25].
Another critical issue is the lack of representativeness in social media data. It is important
to recognize that social media usage differs by socioeconomic demographics and the user
base may not accurately represent the broader population [26]. This has the potential to
introduce sampling biases, constraining the applicability of research outcomes or harming
marginalized populations.

Given these considerations, we sought to systematically review the state of scientific
inquiry utilizing SNA on social media data in the domain of public health and epidemiology
using PRISMA guidelines, with a critical eye towards ethical best practices. We sought
answer to the following research questions (RQs):

• (RQ1) What social media platforms are used to collect data relevant to public health
and epidemiology?

• (RQ2) What are the health domains that these analytical techniques are commonly
applied to?

• (RQ3) What are the prevalent structural characteristics of the networks created from
social media platform data, and what SNA methods and software are applied to study
these networks?

• (RQ4) What are the ethical trends and concerns around using social media data for
SNA research for public health?

While previous reviews have examined the use of SNA in broader health contexts,
this study focuses on the application of SNA methodologies during the COVID-19 era,
leading to an enrichment of COVID-related content in this review. Thus, we highlight
modern public health challenges such as misinformation and vaccine debates that were not
previously central to healthcare-related SNA reviews.

2. Methods
2.1. Search Strategy and Selection of Studies

The data collection process (Figure 1) for this systematic literature review adhered
to the PRISMA guidelines. We searched the Web of Science and PubMed databases in
March 2024. We performed the initial informal search, which was followed by iterative
keyword searches within both databases to identify relevant papers. The search string
encompassed terms related to “Social Media”, “Social Networking”, “Social Network”,
“Social Networks”, “Social Network Analysis”, “Network Science”, “Public Health”, and
“Epidemiology”, due to their direct relevance to the chosen topic of study.
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Figure 1. Identification of public health literature related to SNA using PRISMA guidelines.

Specifically, the search query we used for the Web of Science database was: (TS =
“Social Media” OR TS = “Social networking” OR TS = “Social network” OR TS = “Social
networks”) AND (TS = “Social network analysis” OR TS = “Network science”) AND (TS
= “Public Health” OR TS = “Epidemiology”). We restricted the query to include journal
articles published in English between 1 January 2019 and 29 February 2024.

Similarly, in PubMed, our search strategy involved Medical Subject Headings (MeSH)
terms and text words. The detailed search string was: ((“Social Media”[MeSH Terms]
OR “Social Media”[Text Word] OR “Social networking”[MeSH Terms] OR (“Social net-
work”[Text Word] OR “Social networks”[Text Word] OR “Social networking”[Text Word]))
AND (“social network analysis”[Text Word] OR “network science”[Text Word]) AND
(“public health informatics”[MeSH Terms] OR “epidemiology”[MeSH Subheading]) AND
(“public health”[MeSH Terms] OR (“public”[All Fields] AND “health”[All Fields]) OR
“public health”[All Fields])). We restricted the query to include only full-text journal articles
published in English between 1 January 2019 and 29 February 2024.

We utilized the PICO Portal to analyze articles based on predefined inclusion and ex-
clusion criteria. Initially, we screened titles and abstracts screened for eligibility. If a paper’s
abstract was considered irrelevant, it was excluded from further analysis. Conversely, if
abstracts were deemed relevant, the full text of the paper underwent eligibility review. We
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discarded the papers meeting exclusion criteria. Reviewers were divided into groups, with
each paper reviewed by two reviewers. Papers with discrepancies or coded for inclusion as
“maybe” were revisited by four reviewers to reach a consensus.

2.1.1. Inclusion Criteria

We set stringent inclusion criteria for the systematic review. Studies had to be reported
in English and published within the last five years, between 1 January 2019 and 29 February
2024. Additionally, all studies needed to focus on the utilization of social media data
subjected to SNA and be peer-reviewed scholarly journal articles without demographic
restrictions. The scope was confined to the fields of public health and epidemiology.

2.1.2. Exclusion Criteria

We excluded the studies that did not employ SNA, did not utilize social media plat-
forms’ data, or were not relevant to the field of public health or epidemiology. Additionally,
we excluded studies lacking explicit mentions of the metrics and algorithms used in the
SNA of social media data. Furthermore, we excluded reviews or meta-analyses, such as
scoping reviews, systematic reviews, or bibliometric/citation analyses.

3. Results

A total of 416 records were initially identified through the search process, of which we
removed all the duplicate records (n = 46), leaving us with 370 unique records for consider-
ation based on their titles and abstracts. We excluded articles if their titles or abstracts did
not contain one or more of the search terms utilized. Additionally, papers for which we
could not access the full text were excluded at this stage (n = 6). Subsequently, we evaluated
abstracts for eligibility and excluded papers if they were (i) reviews, (ii) did not utilize social
media data or SNA, or (iii) were not within the field of public health/epidemiology, broadly
defined. The remaining articles, deemed eligible, underwent full-text review, resulting in a
total of 51 studies eligible for inclusion, as illustrated in Figure 1.

Tables 2–4 list the papers we included in the systematic review, outlining the categories
pertinent to our research questions; detailing the different topics discussed on each platform;
showing information on network directionality, layout, community detection, centrality
algorithms, and other metrics used for analysis; and identifying the ethical considerations
relevant to each publication. We grouped the papers into tables based on the (i) social
media platform and (ii) public health topic examined.



Information 2024, 15, 690 6 of 19

Table 2. Research papers using Twitter/X data.

Public Health Topic:
COVID-19 Pandemic Paper Directed/

Undirected Layout Community
Detection Centrality Other

Metrics
Ethical

Implications

Social response and key
actors (US, Canada,

Mexico)
Yum, 2023 [27] Directed N/A Clauset–Newman–

Moore

In-degree,
betweenness,
eigenvector

N/A N/A

Sentiments (topics) Hung et al., 2020 [28] Undirected N/A N/A
Degree, closeness,

betweenness,
eigenvector

N/A N/A

Evolutionary trend of
information spread Xing et al., 2021 [29] Directed ForceAtlas 2; Yifan

Hu Multilevel Clustering coefficient

Degree, weighted
degree, in-degree,

out-degree
eigenvector

Average path length,
k-core analysis N/A

Pandemic and food
poverty topics

Eskandari et al.,
2022 [30] Undirected

Network
visualization
(unspecified)

Unspecified N/A N/A Anonymized users

Discourse on science and
health Durazzi et al., 2021 [31] Directed ForceAtlas 2 Louvain Out-degree Largest connected

component N/A

Discourse & influencers Yum, 2021 [32] Directed * N/A Clauset–Newman–
Moore Betweenness N/A N/A

Masks discourse-
influential users Ahmed et al., 2020 [33] Directed * Harel–Koren Fast

Multiscale
NodeXL clustering
based on mentions Betweenness N/A

Anonymized users
(that are not public

fig-
ures/organizations)

Public discourse Pascual-Ferrá et al.,
2020 [34] Directed *

Distributive
Recursive Layout

(DrL)
Modularity Degree

in-degree, out-degree
Diameter, density,

reciprocity, N/A

Public discourse (Italy) Massaro et al.,
2021 [35] Directed ForceAtlas 2 Unspecified N/A N/A N/A

Health condition:
COVID-19

misinformation
Paper Directed/

Undirected Layout Community
Detection Centrality Other

Metrics
Ethical

Implications

Plandemic
misinformation campaign

Nazar and Pieters,
2021 [36] Directed OpenOrd, ForceAtlas

2,Yifan Hu Multilevel Modularity
In-degree,

out-degree,
betweenness

N/A Anonymized users,
redacted links

Bots vs. human,
communication patterns

Weng and Lin,
2022 [37] Directed Gephi visualization

(unspecified) N/A
In-degree,

out-degree,
betweenness

N/A N/A
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Table 2. Cont.

Public Health Topic:
COVID-19 Pandemic Paper Directed/

Undirected Layout Community
Detection Centrality Other

Metrics
Ethical

Implications

COVID-19 and 5g
conspiracy Ahmed et al., 2020 [38] Directed Harel-Koren Fast

Multiscale
Clauset–Newman–

Moore Betweenness N/A Anonymized users

Conspiracy theory Gruzd and Mai,
2020 [39] Directed * Gephi visualization

(unspecified)
Fast Unfolding

community detection N/A N/A N/A

Information diffusion
(including

miss/disinformation)
Kothari et al., 2022 [40] Directed * N/A Modularity Degree

Diameter,
degree of distinction

among network
clusters

Anonymized users

Misinformation in
Pennsylvania Alieva et al., 2023 [41] Directed * N/A Louvain Degree N/A N/A

Spread of misinformation Duzen et al., 2023 [42] Directed * N/A Girvan-Newman
Degree, in-degree,

out-degree, closeness,
betweenness

N/A Anonymized users

Conspiracy theory & bots Ahmed et al., 2020 [43] Directed Harel-Koren Fast
Multiscale

Clauset–Newman–
Moore

In-degree,
out-degree,

betweenness
N/A N/A

Health condition:
COVID-19 Vaccines Paper Directed/

Undirected Layout Community
Detection Centrality Other

Metrics
Ethical

Implications
Vaccine Debate in Turkiye Seckin et al., 2024 [44] Directed N/A Louvain In-degree N/A N/A
Vaccine misinformation

in Turkiye
Durmaz and

Hengirmen, 2022 [45] Directed N/A N/A In-degree,
betweenness N/A Changed names of

users
Vaccine trial- opinions

and behaviors Boucher et al., 2021 [46] Directed N/A Louvain N/A N/A Anonymized users

Vaccination in Chile Villegas et al., 2022 [47] Directed N/A Clustering coefficient Betweenness,
PageRank N/A N/A

Misinformation on AZ
vaccine & blood clot Hobbs et al., 2024 [48] Direcred,

Undirected ForceAtlas 2 N/A
In-degree,

out-degree,
eigenvector

N/A Anonymised datasets

Magnetic Vaccine
Conspiracy Theory Ahmed et al., 2023 [49] Directed ForceAtlas 2 Clauset–Newman–

Moore Betweenness N/A
Top 4 account not
anonymized for
accountability

Health condition:
Other Paper Directed/

Undirected Layout Community
Detection Centrality Other

Metrics
Ethical

Implications

Brain tumor Feliciano et al.,
2020 [50] Directed * Gephi visualization

(unspecified) N/A Out-degree N/A N/A
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Table 2. Cont.

Public Health Topic:
COVID-19 Pandemic Paper Directed/

Undirected Layout Community
Detection Centrality Other

Metrics
Ethical

Implications

79 conditions Zhang and Ahmed,
2019 [51] Directed Harel–Koren fast

multiscale
Clauset–Newman–

Moore N/A N/A N/A

Breastfeeding Moukarzel et al.,
2021 [16] Directed * Modularity * Modularity * Degree N/A

Dataset is not public
due to the threat of

deanonymization by
copy/pasting the text

Ebola Liang et al., 2019 [52] Directed * N/A N/A Degree, authority N/A N/A

Turkiye earthquake
response

Aktuna and
Bahar-Özvarış,

2023 [53]
Directed * N/A Clauset–Newman–

Moore

In-degree,
out-degree,
eigenvector,
betweenness

N/A N/A

HPV vaccine discussions
in COVID-19 times Boucher et al., 2023 [54] Directed * N/A Louvain N/A N/A N/A

World Breastfeeding
Week

Moukarzel et al.,
2021 [55] Directed * Modularity Modularity

Degree, in-degree,
out-degree,

betweenness,
N/A

Data is available for
other researchers

only upon request to
protect the users’

privacy
Stroke Awareness Month Goyal et al., 2022 [56] Unirected * ForceAtlas2 N/A N/A N/A N/A

Asthma Pratiwi et al., 2024 [57] Directed Fruchterman-
Reingold N/A

In-degree,
out-degree,

betweenness
N/A Anonymized users

Citizen science in health Martínez-Martínez
et al., 2023 [58] Directed k-core graph

decomposition Louvain
In-degree,

out-degree,
Betweenness

N/A

Non-project,
institution or official

organization
username

anonymized

Melanoma Gomaa et al., 2022 [59] Directed * Harel–Koren fast
multiscale

Clauset–Newman–
Moore

In-degree,
out-degree,

betweenness

Edge weight-
reciprocity between

users
N/A

Obesity-Related Behavior
Change Park, 2022 [60] Directed

OpenOrd,
Fruchterman

Reingold
N/A N/A

Edge weight-
number of

interactions

Anonymized users,
modified quotations

* This information was not explicitly stated in the paper but was instead implied.
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Table 3. Research papers using Sina Weibo data.

Health Condition
COVID-19

Misinformation
Paper Directed/

Undirected Layout Community
Detection Centrality Other Metrics Ethical

Implications

Bots vs. human,
communication
patterns during

COVID-19

Cai et al., 2022 [61] Directed UMAP optimized
layout N/A Degree, Intermediate

PageRank N/A N/A

Rumors during
COVID-19 Lv et al., 2022 [62] Undirected N/A N/A Degree N/A N/A

Health condition:
COVID-19 Vaccines Paper Directed/

Undirected Layout Community
Detection Centrality Other

Metrics
Ethical

Implications

COVID-19 Vaccine
Information
Forwarding

Sun et al., 2022 [63] Directed N/A N/A Degree, closeness,
betweenness

Average distance,
diameter, cohesion N/A

COVID-19 Vaccines Wang et al., 2022 [64] Directed Fruchterman
Reingold Degree of homophily In-degree,

out-degree N/A Anonymized users

Health condition:
Other Paper Directed/

Undirected Layout Community
Detection Centrality Other Metrics Ethical

Implications

Topic and emotion
propagation in

public emergencies
Cai et al., 2021 [65] Directed Fruchterman

Reingold Modularity

Degree,
PageRank,

network diameter,
eigenvector

Diameter,
Average path length N/A

Depression Shi and Khoo,
2023 [66] Directed N/A Louvain

Degree
in-degree,

out-degree,
betweenness

Global efficiency,
average clustering

coefficient
N/A

Public sentiment on
emergencies Li et al., 2020 [67] Directed N/A N/A Degree Density N/A
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Table 4. Research papers using multiple or other platforms (health conditions ordered alphabetically).

Platform(s) Health Condition Paper Directed/
Undirected Layout Community

Detection Centrality Other Metrics Ethical
Implications

Facebook Anti-vaccination
sentiments

Hoffman et al.,
2019 [68] Undirected *

Gephi
visualization
(unspecified)

Modularity Degree,
betweenness Density N/A

Twitter; Sina
Weibo

COVID-19 public
concern discourse

Deng and Yang,
2021 [69] Directed *

UCINET 6
visualization
(unspecified)

N/A Degree,
betweenness N/A N/A

Twitter, Reddit,
YouTube

COVID-19 vaccine
side effects

Kwon and Park,
2023 [70] Undirected Fruchterman

Reingold Louvain N/A
Edges weight-

Jaccard similarity
score

Anonymized
data, Modified

quotations

YouTube COVID-19
Anti-Vaccine Videos

Gruzd et al.,
2023 [71] Undirected N/A

Fast Unfolding
community
detection,

Newman’s
modularity

class detection
algorithm

In-degree LOLOG (Latent
Order Logistic) N/A

WeChat
Health (injury)

education for parents
of children 0–3 yo

(China)

Feng et al.,
2023 [72] Directed N/A N/A

Centrality, point
centrality,

betweenness,
closeness

Density, distance,
coreness, basic ego
measure, cohesion

subgroup
(components,

cliques, structural
hole)

N/A

Baidu Tieba
Online psychological

and physiological
disease communities

Yao et al.,
2022 [73] Directed * N/A

Louvain,
average

clustering

Degree,
in-degree,

out-degree,
closeness,

betweenness

Coefficient, average
path length, weight, N/A

Baidu Tieba
Public and

government
participation during

COVID-19
Fu et al., 2022 [74] Undirected * Agglomeration

subgroups N/A Centrality Density N/A

Twitter, Sina
Weibo

Smoking,
Hypertension,

Vaccination, Nutrition
influence

maximization

Ahmed and
Lugovic, 2019 [75] Directed N/A N/A Degree, authority

Cascade size, scale
and

depth
N/A

* This information was not explicitly stated in the paper but was instead implied.
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3.1. (RQ1) Social Media Platforms

We found that the majority of papers reviewed (65%; 38/51) used Twitter/X as the
primary platform of study. The next most common platform was Sina Weibo (20%; 10/51),
followed by Baidu Tieba (4%; 2/51), Facebook (2%, 1/51), WeChat (2%, 1/51), Reddit, and
YouTube (2%, 1/51), all being used separately or in combination with each other [46,70,71].

3.2. (RQ2) Health Domains

As shown in the Tables 2–4, the majority (63%; 32/51) of the reviewed papers in
the period from 2019 to mid 2024 were dedicated to topics related to COVID-19 such as
(i) public communication and perception of COVID-19 (22%; 11/51), (ii) mis/disinformation
spread and conspiracy theories (16%; 8/51 papers), (iii) vaccine-related topics (20%;
10/51 papers), identifying bots vs. humans posting about vaccines (6%; 3/51 papers),
and (iv) the intersection of COVID-19 and food poverty (2%; 1/51). This distribution can
be attributed to the timeline of this review: the pandemic and post-pandemic era.

A few other papers focused on social media discussions and sentiments around non-
COVID-19 topics such as public emergencies [65,67], including earthquake responses [53];
HPV vaccines [54]; breastfeeding [16,55]; anti-vaccination sentiments [68]; health conditions,
such as brain tumor [50], Ebola [52], stroke [56], asthma [57], melanoma [59], psychological
and physiological disease [73], and depression [66]; social media education for parents
of children (0–3 years) around injuries [72]; obesity-related behavior change [60]; citizen
science for health care [58]; and smoking, hypertension, vaccination, and nutrition influence
maximization [75]. These results collectively illustrate how SNA can be applied to a broad
range of health conditions and public health inquiries.

3.3. (RQ3) Structural Characteristics of Networks and Analytical Methods

The majority of the reviewed studies performed SNA on directed networks (84%;
43/51). While some explicitly stated this, for others (annotated with * in Tables 2–4), the
structural characteristic of the network was inferred based on the narrative around network
analytics.

Networks created from Twitter/X data typically operate as directed networks, mean-
ing that in visualizations of Twitter/X data, connections (links or edges) between users
(nodes) are often created when one user interacts with another (retweets, mentions, replies),
rather than when they mutually follow each other. This differs from Facebook, which
functions as an undirected network, where connections between “friends” are represented
as ties or edges [34]. Among the reviewed studies, those that performed analytics on the
undirected networks were predominantly thematic analyses, where topics or hashtags
(nodes) discussed in social media posts were linked based on their joint occurrences.

The reviewed Twitter/X studies tended to capture a subsection of the entire platform,
usually harvested through a set of topic-pertinent hashtags in a given time frame. By
analyzing these networks to uncover their structural characteristics based on user inter-
actions, researchers can identify key influencers within the community, understand the
outreach of the discourse, and examine how users cluster around specific topics or interests.
These methods illustrate the broader social dynamics at play and the potential impact of
information dissemination on public health behaviors.

Most of the studies applied at least one type of content analysis (qualitative, quanti-
tative, or machine learning) in addition to often different types of network analytics and
visualization algorithms to complement their findings. The most commonly used analyses
included sentiment, topic, temporal, and regression analyses.

To visually analyze the extracted networks, many studies utilized NodeXL Pro [76],
a SNA tool developed by the Social Media Research Foundation. Although the tool
previously included the free Twitter search API, this feature has since been discontinued.
Other tools utilized to visualize and analyze networks across the corpus included Gephi,
UCINET 6, VOSViewer, NetDraw, Netlytic, SocioViz, UCINET, and Python packages such
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as NetworkX, Networkit, and Twarc, while the last one was used to check the dataset for
deleted and suspended accounts.

The spread of COVID-19 misinformation on social media led to the emergence of
the terms ‘infodemic’ and ‘infodemiology’ [46]. Given the suspicion that bots contribute
to these discussions, some studies employed Botometer, a machine-learning platform, to
compute a bot likeliness ranking for Twitter accounts.

The majority of the papers covered by this review have applied network visualization
as a strategy to inspect the community structures that are produced in online discourse in
order to highlight key actors and relationships within the network, utilizing a combination
of centrality metrics to emphasize prominent users and interactions along with community
detection algorithms to distinguish different groups within the network.

Layout algorithms are used to visually represent nodes and edges, making community
structures and relationships clear for social network data in public health studies. ForceAt-
las 2 and Fruchterman Reingold were the most commonly used layout algorithms, applied
in 14% (7/51) and 12% (6/51) of studies, respectively, but not exclusively. The Harel–Koren
Fast Multiscale layout algorithm was also frequently used (12%, 6/51) for converting
large, complex networks into more understandable visual forms. Other algorithms utilized
included Yifan Hu Multilevel [29,36], OpenOrd [34,60], and ForceAtlas [77].

Community detection is used for identifying clusters of users or entities that interact
more frequently with each other than with those outside their group. The Louvain algo-
rithm was the most frequently used method (18%, 9/51) and is favored for its efficiency
in optimizing modularity to identify dense clusters of interactions such as user groups
on social media discussing similar health topics. The second most common community
detection method was the Clauset–Newman–Moore algorithm (16%, 8/51) for measuring
the fragmentation of a network into distinct communities, where a higher value indicates
greater separation between communities [34]. Less frequently used methods like Fast
Unfolding (4%, 2/51) and Newman’s modularity class detection (2%, 1/51) cater to large-
scale and specialized analyses, respectively, emphasizing computational efficiency and
highlighting the diversity in methodological approaches depending on the network size
and the specific research questions.

Layout and community detection algorithms selected for the network visualization
analytics are often attributed to the choice of software chosen for the analysis (e.g., studies
that used NodeXL often applied the readily available Clauset–Newman–Moore cluster-
ing algorithm [27,32,38,43,49,51,53,59] and the Harel–Koren Fast Multiscale layout algo-
rithm [33,51,59]).

Centrality metrics are used for identifying influential nodes in social networks. Be-
tweenness centrality was the most utilized metric (45%, 23/51), emphasizing its role in
identifying nodes that serve as bridges within the network. In-degree (39%, 20/51), general
degree (35%, 18/51) and out-degree centrality (33%, 17/51) were also commonly used
to measure the influence based on the number of connections. Other important metrics
included eigenvector centrality (13%, 7/51), closeness centrality (10%, 5/51), and PageRank
(6%, 3/51). Among other metrics that were reported in the studies, the most prominent
were density (12%, 6/51), average path (8%, 4/51), edge weight (8%, 4/51), and diameter
(8%, 4/51).

3.4. (RQ4) Ethical Use of Social Media Data

We reviewed the selected papers for potential ethical considerations, focusing on
mentions of keywords such as ‘privacy’, ‘ethic*’, and ‘anonym*’. References to Institutional
Review Board (IRB) statements were excluded, as some studies had protocol approval
while others were exempt due to the public nature of the social media data analyzed.

While ethical considerations are increasingly recognized for research involving social
media data, only 17 (33%) of the reviewed studies explicitly addressed ethical concerns.
These studies highlighted several key ethical practices, such as the anonymization/de-
identification of usernames and other personally identifiable information (PII) to protect
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user privacy. Some researchers took meticulous steps to anonymize data, ensuring that
users’ identities remained confidential, especially those not affiliated with public institu-
tions [30,33,36,38,40,42,46,48,57,58,60], while others emphasized the additional measure-
ment of protection for the social network users by altering direct quotes from social media
posts to prevent reverse identification via web searches [60,70]. Still, some studies stated
that their anonymization efforts were applied only to individuals, meaning not directed
towards projects, institutions, organizations [33,58], or public figures [30,33]. Such mea-
sures are crucial in maintaining the balance between leveraging rich social media data and
upholding ethical research standards.

The ethical landscape of health-related SNA also involves the handling of misinforma-
tion and the accountability of users spreading harmful content. Notably, one study did not
anonymize the top four Twitter/X accounts spreading conspiracy theories in order to hold
them accountable for their actions [49]. This decision highlights a critical ethical dilemma
in public health research: balancing user privacy with public accountability. The ethical
considerations extend beyond anonymization and privacy concerns to include issues of in-
formed consent and data ownership, which were sparsely discussed in the reviewed papers.
While obtaining informed consent from users on social media may become impractical due
to the sheer volume of data, there still lies some ethical responsibilities on the researchers
to adhere to platform terms of service and legal frameworks governing data use at a very
minimum. These findings collectively highlight the evolving ethical considerations in the
field and the need for standardized guidelines in utilizing social media for SNA in public
health.

4. Discussion
4.1. Social Media Platforms

Until recently, Twitter provided free access to its data through a user-friendly API,
offering a wealth of metadata such as user information, which researchers leveraged to
study numerous public health topics. The platform’s diverse user-interaction features,
such as retweets, follows, quotes, likes, and shared hashtags, enabled several types of SNA
studies. However, following its rebranding to X, data access has been restricted and is now
primarily available behind a paywall. This change is likely to constrain research to teams
with sufficient resources to purchase the data, potentially limiting the scope and inclusivity
of future studies.

Although relying on a single social media platform provides an incomplete picture of
public opinion, it is important to recognize that different platforms occupy different niches
when it comes to information exchange [70]. Each platform also caters to audiences with
different demographic backgrounds [78], limiting the ability to generalize findings across
the broader population. Unfortunately, only a few studies have conducted comparative
analyses across multiple platforms, highlighting a gap in the existing literature [69,70,75].

4.2. COVID-19 Analytics

While COVID-19-related subtopics dominated the literature during the reviewed
timeframe, the methodologies and insights drawn from it extend beyond the pandemic,
offering a roadmap for applying SNA to future public health challenges. The COVID-19
era served as a case study for understanding public health behaviors and challenges during
global crises. SNA has enabled the efficient tracking of information flow and analysis of
community behaviors, helping to quantify the spread of misinformation through social
media networks. SNA also allowed for real-time tracking of shifts in vaccine acceptance or
resistance, particularly in response to new policies, side-effect reports, or misinformation.
By targeting the right influential nodes and network interactions, public health campaigns
can ensure that accurate information reaches communities faster and more effectively.

The World Health Organization’s strategy for combating COVID-19 disinformation
and vaccine hesitancy emphasizes the need for efforts to be “community-led, data-driven, and
collaborative” [79]. Collaborative efforts between public health professionals and community
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members foster trust, encourage rich community participation, and enhance cultural
relevance and effectiveness of evidence-based programs. Such initiatives are critical for
marginalized and underserved communities [80], allowing health professionals to track
specific health data and intervention effectiveness, ultimately leading to more equitable
outcomes.

In addition, SNA can provide insights into public health compliance, mapping com-
munity responses to guidelines on social distancing, mask usage, and lockdowns. By
analyzing network interactions, researchers could trace how public health messages were
received and shared, assessing community adherence or resistance to recommendations.
Such insights are crucial for tailoring future interventions during health crises, ensuring
they are effective and well targeted.

4.3. General Structural Characteristics of Networks and Analytical Methods

Most, though not all reviewed SNA studies (Tables 2–4), have applied standard net-
work metrics or algorithms. Although advanced techniques in SNA have been developed
to study phenomena such as information diffusion, dynamic evolution, and complex mod-
eling strategies, these techniques are less frequently applied to social media data in public
health informatics. One reason for this could be that these advanced methods often rely
on detailed user behavior data related to actions and choices of individuals represented
as nodes in the network. Without such data, it becomes difficult to apply models that
depend on understanding the underlying actions and choices of network participants.
While social media platforms provide large datasets, particularly in terms of user interac-
tions, the availability of personal or ego-level information is limited. On platforms that
promote anonymity, such as Reddit, there is almost no personal information available,
further complicating the application of advanced SNA techniques.

Studies examining bot activity on Twitter have revealed a significant presence of
non-humans posting on many controversial topics. This prevalence of bots poses chal-
lenges for public health studies, particularly those monitoring user opinions or behaviors.
The inclusion of bot-generated content can distort research outcomes, especially as more
researchers are applying machine learning algorithms to analyze large datasets, which may
inadvertently obscure the presence of bot-made content, therefore skewing the results. The
increasing number of bots spreading health misinformation on social media emphasizes
the importance and urgency of developing improved verification and validation techniques
that ensure the accuracy of public health research data derived from these platforms.

4.4. Ethical Use of Social Media Data

The public nature of social media data can often harm the privacy and anonymity of
users, overshadowing consent in SNA research. This is especially critical when dealing
with sensitive health-related topics that raise ethical considerations and a risk of reinforcing
existing biases. This calls for a more comprehensive and inclusive approach in creating a
regulatory framework for the ethics of such research while also including the community
into the decision-making process for the downstream technical analyses. While this study
was not scoped to develop or implement an ethics framework, other studies in the field have
provided robust models to build on. For example, one study highlighted the importance
of informed consent for all participants as well as respect for recruited participants and
study communities [81]. Though these principles were developed in the context of human
subjects for clinical trials, they can be evolved to be applicable to a modern era of public
health research which includes utilizing large data samples from online repositories hosted
on social media platforms.

With regard to informed consent, a central challenge and corresponding opportunity
in the field is to glean to what degree researchers using web scraping for health research
purposes should hold themselves to moral standards of traditional clinical research and
explicitly engage (and enter into agreements) with content creators (i.e., people contribut-
ing to TikTok, X, and other social media platforms) about the collection and use of the
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information they are gathering from them [82]. In terms of respect for communities, the
authors [82] drew on the work of previous work [81] to define this as follows: “clinical
researchers can have obligations to research participants after they have been recruited and provided
informed consent, and may also have obligations to the communities from which those participants
come. For individuals, these can include confidentiality protections, the right to withdraw, com-
pensation for study-related harms, continued post-research medical services, and dissemination of
research results”. In the modern era of utilizing social media data for public health research,
these obligations could also include compensation for data use, options for being credited
for data use, and being informed about the outputs from the research. Ultimately, evolv-
ing and implementing practices such as informed consent and respect for communities
are foundational to building and maintaining ongoing trust with communities, and this
principle applies to SNA research as well.

4.5. Limitations and Future Research

This review has several limitations. First, some pertinent studies were overlooked,
particularly those utilizing Instagram (e.g., [83,84]) and Reddit (e.g., [85]) as platforms
for harvesting social media data. These platforms were not as widely represented in
the reviewed literature, which may be due to the restrictive nature of their public APIs.
Although we followed the rigorous systematic review methodology based on PRISMA
guidelines, not all relevant published literature were identified. This gap may have arisen
due to omissions in the indexing of papers or databases as well as limitations with our
search query. This review’s focus on widely available platforms may have unintentionally
led to the exclusion of smaller or emerging platforms that are now gaining traction in the
field of public health.

Furthermore, this review focuses solely on studies published in the English language
and in the five-year period around the COVID-19 pandemic, which may limit the applica-
bility of findings to other time periods. Because the pandemic dominated the types of SNA
research in public health during the review period, other important public health topics
may have been underexplored or overshadowed. Social media usage patterns and public
health concerns can evolve rapidly, impacting the relevance of the results over time. Finally,
the discussion of ethics related to SNA research conducted thus far may not be generaliz-
able to the broader population due to the specific user demographics of different platforms
and differing needs for ethical protections for certain marginalized populations [86].

Future research should investigate the trends in SNA research on social media data in
the periods preceding and following the time period covered in this review. This would
provide a more comprehensive understanding of the evolution of public health topics
since the inception of social media platforms. This could be supported by considering the
integration of SNA with other interdisciplinary methods and analytical frameworks that
could provide a more holistic understanding of public health issues.

Finally, changes in social media platform policies, such as those affecting data acces-
sibility and API usage, can influence the scope and feasibility of future research. Future
research could incorporate data from platforms like Instagram, TikTok, and other emerging
social networks, particularly as access to their data becomes more feasible. These plat-
forms may offer valuable insights into younger or different demographic groups that are
underrepresented in studies using Twitter and Facebook data.

5. Conclusions

Our goal in writing this systematic review was to identify the current trends in research
applying network analysis methods to social media data in order to facilitate public health
informatics. We found that, likely due to the time period that we reviewed, the majority
of the studies reviewed have focused on discourse related to COVID-19 on Twitter/X,
while other platforms and health conditions were sparsely represented in comparison. We
outlined the commonly used analytical approaches, algorithms, and software used by SNA
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researchers. Finally, we found that only 33% of reviewed papers explicitly considered the
ethical implications of their research.

In the field of public health, the ethical use of social media data is crucial for maintain-
ing trust within communities, protecting privacy, and ensuring accuracy of all health-related
information and research outcomes. Accurate data are crucial for epidemiologists and
public health practitioners to understand disease patterns, identify specific risk factors,
and develop effective public health interventions. The use of social media data without
proper ethical considerations may skew epidemiological findings as the usage of various
social media platforms may be more active in certain communities/populations, leading
to conclusions that do not accurately represent the broader population [34]. Therefore,
we highlight the need for more comprehensive and ethically sound research practices as
well as the importance of broadening the scope of future studies to encompass diverse
populations, by including multiple platforms in the analysis. Addressing these gaps will
further strengthen the integration of social media analytics into public health informatics,
ultimately contributing to more effective and timely public health responses.
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