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Abstract: The exponential growth of the Internet of Things (IoT) sector has resulted in a surge of
interconnected gadgets in smart households, thus exposing them to new cyber-attack susceptibilities.
This systematic literature review investigates machine learning methodologies for detecting malware
in smart homes, with a specific emphasis on identifying common threats such as denial-of-service
attacks, phishing efforts, and zero-day vulnerabilities. By examining 56 publications published from
2019 to 2023, this analysis uncovers that users are the weakest link and that there is a possibility of
attackers disrupting home automation systems, stealing confidential information, or causing physical
harm. Machine learning approaches, namely, deep learning and ensemble approaches, are emerging
as effective tools for detecting malware. In addition, this analysis highlights prevention techniques,
such as early threat detection systems, intrusion detection systems, and robust authentication proce-
dures, as crucial measures for improving smart home security. This study offers significant insights
for academics and practitioners aiming to protect smart home settings from growing cybersecurity
threats by summarizing the existing knowledge.
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1. Introduction

The Internet of Things (IoT) industry is seeing tremendous expansion with a significant
increase in networked devices and the creation of new applications in several industries.
IoT is a solution that allows individuals and objects to be connected continuously and
universally, utilizing any network or service [1]. It was initially used to automate individual
houses for enhanced comfort and convenience and is now being expanded to develop
Smart Cities. A smart network functions as a digital nervous system, linking devices to
facilitate data interchange, hence enhancing automation in settings ranging from homes
to huge cities [2]. According to Dell, the International Data Corporation estimates that
by 2025, 41.6 billion Internet of Things devices will be operational, with the capacity to
produce 79.4 zettabytes of data [3]. The present increase in home automation extends
beyond simple convenience. Smart homes can enhance energy efficiency and reduce
utility costs by automating functions such as lighting, temperature regulation, and security
systems. Moreover, functions such as remote access and automated scheduling contribute
to enhanced peace of mind and a more tailored living experience. The scope of this paper
will cover smart homes because smart homes have a substantial impact on sustainability
as they improve energy efficiency, support environmental cleanliness, and contribute to
the advancement of intelligent and sustainable communities. These technologies provide
advantages such as enhanced comfort, a variety of energy sources, and housing options
that are accessible to all [4]. Sustainable Development Goal 11 focuses on sustainable cities
and communities, striving to establish urban environments that are safe, resilient, and
sustainable. Smart houses, as essential elements of urban ecosystems, are crucial in attaining
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these goals. Smart houses immediately facilitate the achievement of SDG 11 by improving
energy efficiency and reducing greenhouse gas emissions. Moreover, their proven capacity
to preserve power and water corresponds with the overarching sustainability objectives
of urban development, underscoring their importance in the establishment of sustainable
cities and communities. However, smart homes can be a potential risk to the privacy
and security of data. According to the authors of [5], the attacks on smart homes are
growing. As new security flaws emerge, the ecosystem becomes increasingly unstable and
susceptible. In addition, human beings are widely recognized as the most vulnerable aspect
of cybersecurity.

To answer the research questions proposed, and based on smart home security, a
systematic literature review was performed via the application of the PRISMA method.
This approach is a rigorous one as it allows for the systematic and transparent identification,
selection, evaluation, and synthesis of the relevant literature. It is designed to provide
researchers with a complete methodology for obtaining primary studies in this field. This
systematic literature review aimed to identify and analyze the existing research related to
malware detection techniques in smart homes, to determine the different types of cyber
threats that affect smart homes, and to examine the efficiency of the detected malware
methods, also shedding light on the work issues that were not previously addressed in order
to provide some recommendations for improving smart homes. This study is expected to
make significant contributions in the field of smart home security by presenting a holistic
view of existing malware detection techniques and their effectiveness, identifying common
cyber threats in smart homes so that focused prevention strategies can be developed,
determining research gaps, and suggesting future research directions.

In this research, we review the current literature available on the detection of malware
in smart homes to accomplish the following:

• To systematically identify the common threats on smart homes;
• To analyze the methods used to detect these threats.

The findings of this research should assist in the following:

• Providing an in-depth understanding of the current machine learning methods used
to detect malware in smart home environments;

• Supporting researchers in developing user-centric preventive measures, as users are
often considered the weakest link in cyber security;

• Encouraging researchers to dedicate their efforts to improving the security of smart
homes and actively contributing to the United Nations’ Sustainable Development Goal
11 in order to promote global sustainability.

This article is organized as follows: the introduction will provide an overview and
discuss the importance of this study, and the problem statement will follow; the methodol-
ogy section will outline the research strategy and then give the outcomes; the discussion
section will explore the findings in more detail; and the conclusion section will summarize
the main points.

2. Problem Statement

With the continuous advancement of technology, home automation is set to have a
significant impact on the future of comfortable and efficient living. However, IoT systems
are struggling to cope with emerging security threats. Attackers are employing more diverse
methods to breach security systems. In 2022, a survey was conducted [6], and the authors
found that 40.3% of smart homes globally had five or more internet-connected gadgets,
and 40.8% of households had at least one susceptible item that poses a danger to the whole
home. The extensive data gathered by IoT devices pose significant privacy issues due to the
collection of personal information, behavioral patterns, and sensitive data from individuals.
The authors of [7] stated that the human factor is widely acknowledged as the most
vulnerable aspect of information security, especially in relation to emerging technologies
such as the IoT. Despite technological advancements, organizations still face data breaches,
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underscoring the crucial influence of human factors in security incidents [7]. Smart home
technologies are using Artificial Intelligence (AI) to improve energy efficiency and user
experience. AI models have the potential to enhance house design, optimize energy usage,
and automate a range of functions. AI has greatly enhanced the usability, convenience,
and environmental sustainability of smart homes, leading to a significant improvement
in quality of life [8]. However, smart homes are vulnerable to several cybersecurity risks,
especially when humans interact with AI and IoT technologies. Typical security risks, such
as DDoS assaults, can be identified by the use of machine learning models and can be
mitigated using secure user authorization methods [8].

Smart Home Networks (SHN) face wide-ranging cybersecurity threats, where malware
attacks are one of the common threats that pose a substantial risk to the security and privacy
of these networked devices. Malware developers have recently shown a growing interest
in IoT devices. For instance, the Mirai, Bashlite, and Silex viruses specifically targeted
IoT and smart home devices [9]. Malicious software on SHNs can manifest in different
forms to cause disruption, harm, or unauthorized access. Malware encompasses viruses,
adware, Trojan horses, spyware, and other harmful software that can damage computers
and online devices. During a malware attack, the hacker can break into the network and
gain full control without detection. According to the authors of [10], human error continues
to play a major role in the success of cyberattacks. Effective smart home security relies
on the essential cooperation between homeowners, device makers, and internet service
providers. With the ongoing expansion of the IoT ecosystem, it is crucial to prioritize
the resolution of these cybersecurity concerns to protect the privacy and data of users.
Machine learning (ML) is a widely used method for creating malware detection solutions.
It has demonstrated promising outcomes by learning common patterns to detect new and
unknown viruses. Malware detection utilizes two primary methodologies: static analysis,
which scrutinizes the code of applications; and dynamic analysis, which observes the
behavior of malware. Static analysis is characterized by its speed, but it is prone to being
compromised by obfuscation techniques. On the other hand, dynamic analysis is more
resilient, but it requires significant processing resources and is sensitive to anti-analysis
methods [11].

The findings of this analysis report that the successful execution of malware is due to
the result of humans as the weakest link and requires to be addressed by implementing
solutions such as two-factor authentication systems. Dynamic analysis approaches have
shown higher effectiveness in comparison to static analysis. Decision-tree-based algorithms,
namely, random forests, have achieved detection accuracies of up to 95.95% [12]. Users
are the weakest factor in cybersecurity, often unintentionally enabling the infiltration
of malware into networks. Although there have been significant breakthroughs, it is
important to note that no one method can identify all types of malwares. This emphasizes
the need for ongoing study and development in the area of malware detection. Deep
learning is a prevalent machine learning technique to detect malware, and it utilizes
Artificial Neural Networks (ANNs) consisting of multiple layers of artificial neurons. The
weights of these neurons are adjusted iteratively to achieve the desired output [13]. This
review will highlight the common machine learning approaches to detect malware in
smart homes through contemporary articles from different databases. The goal of this
systematic literature review is to gather a comprehensive understanding of the prevalent
cyber dangers, which are mostly caused by users’ mistakes because they are the weakest link
in the environment, as well as the most recent techniques used for detecting these threats.
Additionally, this research aims to provide recommended solutions for enhancing the
security of smart homes. Therefore, the following research questions have been formulated
to achieve our goal.

• RQ1: What are the common cyber threats that target smart homes?

Answering the first question will highlight the most reported cyber threats to smart homes.

• RQ2: What methods are applied in malware detection in smart homes?
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Answering the second question will identify the latest methods used in malware
detection in smart homes.

• RQ3: How can smart home security be improved?

Answering the third question will cover recommended solutions to improve smart
home security.

3. Research Method

A critical literature review is a crucial step that precedes any research study. It lays the
foundation for accumulating knowledge, facilitating the expansion and advancement of
theories, addressing research gaps, and identifying areas overlooked in previous studies.
A literature review is considered a systematic literature review when it is conducted with
stated research objectives, identifies and analyzes relevant research articles, and assesses
their quality using specific criteria. This review is an example of evidence-based research,
which is conducted in five phases:

• Selection of inclusion and exclusion criteria;
• Search terms and data sources;
• PRISMA flow diagram;
• Bias;
• Data analysis and coding strategy.

All these sections are thoroughly explained in the following subsections.

3.1. Inclusion and Exclusion Criteria

A systematic literature review (SLR) relies on a clearly defined set of criteria to identify
relevant and high-quality research. This section highlights the inclusion and exclusion
criteria as listed in Table 1 and it was developed to ensure that only high-quality articles
are included in this work.

Table 1. Inclusion and exclusion criteria.

Inclusion Exclusion

The paper should focus on the machine
learning approach to detect an anomaly.

Papers that do not focus on machine learning
approaches to detect anomalies.

The paper should focus on smart homes or
IoT environments.

Papers that are not in the context of smart
homes or IoT.

Papers published from 2019 to 2023. Papers that do not fall within the range of
specified publication years.

The paper should be written in English. Papers written in languages other than English.

3.2. Search Terms and Data Sources

A detailed and thorough study of existing research was conducted using a multidi-
mensional search method. This section outlines the comprehensive data sources used to
find pertinent and high-caliber research. A mix of reputable academic databases and a
generic academic search engine has been chosen to encompass a wide range of studies on
this topic. The included databases are

• Emerald;
• Science Direct;
• Taylor and Francis;
• ProQuest;
• IEEE explore.

These databases have been chosen based on the relevancy of the research topic and the
suitability of the keywords. The review will use Boolean operators (AND, OR) strategically
to narrow the search and select relevant papers. The specified search terms are “machine
learning” AND “malware” AND “smart home” OR “home automation”.
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3.3. PRISMA Flow Diagram

This review utilized systematic and explicit methods to identify, select, and critically
appraise relevant research. Statistical techniques were employed to integrate the results
of included studies in a systematic review like PRISMA (Reporting Items for Systematic
Reviews and Meta-Analyses). The PRISMA framework is universally acknowledged as a
crucial instrument for carrying out systematic literature reviews in several disciplines [14].
The technique offers a systematic methodology for searching, selecting, and analyzing
relevant papers. PRISMA improves the clarity and consistency of reviews by providing
a defined process and criteria for reporting. PRISMA is considered to be of great impor-
tance by researchers, with an average ranking of 8.66 out of 10 for its overall relevance.
PRISMA facilitates the identification of research gaps, the categorization of results, and the
proposal of future research orientations [15]. The fact that it is widely used in many areas
highlights its significance in consolidating and progressing knowledge across disciplines.
The framework guidelines of this SLR are depicted in Figure 1.
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3.4. Bias

Bias in research refers to systematic mistakes that have the potential to result in inac-
curate or deceptive results. It may manifest at any point in the research process, ranging
from the development of the study design to the final publication. Although study bias
is generally detrimental, researcher bias may sometimes be advantageous when well-
controlled [16]. The presence of bias in research is a significant issue as it may lead to
the production of erroneous results, which, in turn, might influence the development of
detrimental policies and practices. To reduce bias, researchers should use stringent method-
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ologies, guarantee transparency, and employ peer review and replication. Augmenting the
sample size may effectively mitigate random mistakes; however, addressing systematic bias
poses a more formidable challenge. Researchers must possess knowledge of many forms
of bias, including selection bias, operator bias, and publication bias, and make deliberate
efforts to reduce their impact via proper research design and analysis. Controlling bias
is essential for ensuring the accuracy and replicability of research. There were total of
17 papers which were excluded. This was mainly due to the fact that these papers were
either not peer reviewed, lack references, or are not related to the research topic, and one of
the papers was identified as biased.

3.5. Data Analysis and Coding Strategy

Thematic analysis is a research technique that involves coding data to uncover ideas,
meaning, and knowledge. Thematic analysis is a technique used to examine qualitative
data. The process entails recognizing and documenting patterns within a dataset, which
are subsequently analyzed for their underlying significance [17]. To begin a thematic
analysis, we thoroughly analyzed the data. This entails the organization and classification
of information from the provided articles. Initial codes are formed by finding repeating
patterns within the data. The codes are then categorized into overarching themes, facili-
tating a significant presentation of the results. Ultimately, these results are related to the
initial research questions. Analyzing data with precision is essential to comprehending
how machine learning can effectively identify malware in smart homes. In this research,
a hybrid coding approach was implemented, which combines inductive and deductive
methodologies, providing an effective tool for this research. Inductive coding facilitates the
immediate discovery of themes and patterns from the examined papers. This methodology
starts at the very beginning and may reveal new machine learning methods optimized
for the various difficulties found in smart home settings. It is beneficial to recognize new
data sources used for training models or advanced algorithms specialized in identifying
malware that targets smart devices. Deductive coding uses predefined categories based on
prior research using the search strategy keywords used in this review. This hierarchical
method offers a systematic framework for examination. The studies classify machine
learning techniques based on existing frameworks to facilitate comparisons and identify
gaps in current approaches [18].

4. Results

The output of the systematic process resulted in 56 articles in total. In Figure 2, the
papers are depicted according to their categories, which include journals and conferences.
A total of 42 out of 56 articles were published in journals, while 14 out of 56 articles were
published in conferences. This review analyzed papers published between 2019 and 2023.
Also, the figure below displays a timeline graph, illustrating the yearly distribution of
published publications from 2019 to 2023. The number of published articles remained
consistent in 2019 and 2021, with a minor rise observed in 2020. There is a significant rise
in the publication of articles relating to malware detection for IoT settings in 2022 and 2023,
indicating a notable concentration on this topic.

The comparative analysis listed in Table 2 includes the summary of research papers re-
lated to IoT malware detection using machine learning approaches. Authors used different
machine learning algorithms, such as anomaly-based, ensemble learning, deep learning,
and hierarchical ensemble adversarial learning, to detect various types of malwares in
Smart Homes, IoT Networks, and different types of IoT applications. Some potential
benefits are that these approaches are lightweight, provide high accuracy with robustness
against polymorphic or masked malware, and are successful in detecting malicious mal-
ware. On the other hand, they have some limitations, including assuming training phase
or requesting context. These approaches rely on the quality of the dataset for the training
mode, have a complex computational process, and lack practical deployment. In general,
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this categorization reveals that machine learning techniques are promising in enhancing
security in IoT against malware.
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Author Year Technique Environment Advantage Disadvantage

[19] 2021
An efficient spam

detection technique using
machine learning

Smart home
environments

The proposed approach
effectively detects spam

parameters affecting
IoT devices

Quality of the dataset and
the need for continuous

updates to the
detection algorithms

[20] 2019

This paper proposes an
ensemble intrusion

detection technique using
the AdaBoost ensemble

learning method

IoT environment

The proposed technique
effectively identifies
malicious events by

utilizing a set of features
derived from MQTT,

DNS, and
HTTP protocols

The performance of the
technique may depend on
the quality and quantity of

the training data used

[21] 2020

Anomaly-based Intrusion
Detection System (IDS)

using machine
learning techniques

Smart home

Lightweight
implementation is

suitable for
resource-constrained

IoT gateways

Assumes the IoT network
is not under attack during
the training phase, which

may not always be
the case
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Table 2. Cont.

Author Year Technique Environment Advantage Disadvantage

[22] 2019

This paper proposes a
deep learning-based
intrusion detection

system using
feed-forward

neural networks

IoT networks

High classification
accuracy for both binary

and multi-
class classifications

The model shows
confusion between certain

categories of attacks,
particularly

reconnaissance and
information theft,

indicating a need for
further refinement

[23] 2023

Machine Learning (ML)
and Artificial Intelligence

(AI) techniques for
Intrusion Detection

Systems (IDS) in
IoT environments

Internet of Things (IoT)
networks, including
various applications
such as industries,
home automation,

hospitals, and environ-
mental monitoring

Provides a
comprehensive review

of IoT layers,
communication

protocols, and their
security issues,

emphasizing the
necessity of IDS

Current ML-based IDS
methods have not been
evaluated in real-time

specifically for IoTs

[24] 2020
Using deep learning

techniques for detecting
phishing attacks

IoT networks

Enhanced detection
rates of phishing attacks
through the application

of deep learning

Possible computational
resource requirements that

could limit
implementation in

some environments

[25] 2020

Novel cross-architecture
MTHAEL (Multi-Task
Hierarchical Ensemble
Adversarial Learning)

IoT
High accuracy and

robustness in detecting
obfuscated malware

Lack of practical
implementation

[26] 2020
ensemble learning to

detect attacks
and anomalies

Smart home Robustness and
high accuracy

Computational
complexity

[27] 2020 IDS using
machine learning IoT Structured framework Implementation

complexity

[28] 2023 Malware detection using
machine learning IoT High accuracy Resource limitations

In Figure 3, a thematic analysis is depicted which graphically links the main research
questions of the study with their respective findings. The first research question seeks
to identify the common threats that smart homes face. The review process showed that
denial-of-service attacks, phishing attacks, zero-day attacks, information theft, botnets,
spam messages, worms, and brute-force attacks are the most frequent threats in smart
home setups. These graphics aim to pinpoint the most common threats that smart homes
face. The second research question aims to determine the existing techniques used for
detecting malware in smart homes. This study shows that machine learning, deep learning
algorithms, signature-based detection techniques, and ensemble learning approaches are
the main methods used for this goal. Comprehending these results is essential for obtaining
a thorough understanding of the latest developments in smart home malware detection.
The last research question explores possible strategies for improving smart home secu-
rity. This review found that early threat detection systems, intrusion detection systems,
blockchain technology, and strong authentication methods are viable ways to enhance
smart home security.
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5. Discussion

The systematic review procedure, outlined in the methodology section, has found
relevant studies to answer the initial research questions. An in-depth analysis and com-
bination of the results of this research offer specific answers to each question. This part
analyzed the common cyber threats that target smart homes, followed by an in-depth
examination of current and cutting-edge techniques for identifying malware in smart
home settings, and finally, an assessment of strategies to enhance smart home security.
This detailed review clarified the present knowledge of machine learning methods for
detecting malware in smart homes and pinpointed areas for further research. Cause and
effect analysis is performed and illustrated in Figure 4, utilizing a fishbone framework.
Malware poses a significant danger to smart home settings, and its spread is a multifaceted
problem influenced by different causes. Privacy risks arise from poor security measures
and possibly excessive data collection by devices, leading to the exposure of user data [29].
The development of efficient detection systems for smart home ecosystems is hindered by
the distinct characteristics of these systems, insufficient data for different device types, and
the constantly evolving approaches of malware developers. Current techniques may be
too general, concentrating on generic IoT settings rather than the distinct features of smart
homes. Outdated virus types and delays in implementing security updates worsen the
situation, making older systems more susceptible. Despite using machine learning, current
techniques may only be capable of recognizing known dangers, without the capacity to
proactively block malware from infiltrating the system entirely [30].
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5.1. Smart Home Adversarial Threat Model

The smart home threat model depicted in Figure 5 presents a scenario in which attack-
ers with different degrees of expertise, ranging from inexperienced hackers to government
entities, take advantage of vulnerabilities in the networked devices of a smart home. These
vulnerabilities may occur due to obsolete software on smart devices, making them prone
to known attacks [31]. Malicious individuals may also use email phishing or social engi-
neering strategies to deceive people into compromising their security. Inadequate setup of
smart home devices, such as the use of weak passwords or unsecured network connections,
might provide attackers with convenient entry points. The impacts of a successful assault
may be significant, including the theft of personal data such as camera video or use habits,
as well as the total loss of control over a home’s operations [32]. Consider a scenario
when a malicious individual gains unauthorized access to a smart home, therefore denying
entry, disabling the illumination, or even manipulating essential functionalities such as
thermostats or household equipment. Fortunately, homeowners may reduce these dangers
by using robust security systems like multi-factor authentication and complicated pass-
words. Consistently upgrading software and instructing users on smart home security best
practices are essential measures in establishing a safe and robust smart home environment.
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5.2. What Are the Common Cyber Threats That Target Smart Homes?

Malware is a common cyber threat capable of threatening the security of smart homes.
Such malware includes viruses, worms, Trojans, ransomware, spyware, and many other
forms of malware, as listed in Table 3. This malware can take advantage of vulnerabilities
in smart home devices, networks, or applications to gain unauthorized access to smart
home devices or controls, steal sensitive data pertaining to the user and the device, disrupt
operation, or use them as part of a botnet for launching large-scale attacks. The presence of
malware in smart homes increases with the increased number and complexity of connected
devices as well as user’s possible operational errors or negligence [33]. Understanding
the kinds of malware present in smart home environments is essential to formulating
appropriate security solutions [34]. Once we know the specific characteristics and behaviors
of potential smart home malware, we can then identify and study various machine learning
and deep learning techniques to determine which are most suitable to detect and mitigate
them and, subsequently, design effective malware detection systems with higher detection
accuracy and lower detection of false positives/negatives for smart home. Identifying these
dangers also enables researchers to sharpen their attention and create effective means of
reducing these hazards. Enhanced comprehension of cyber dangers enables the creation
of strong security protocols for smart homes, protecting privacy, safety, and the physical
integrity of residences.
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Table 3. Summary of reviewed articles.

Authors Threats Approach

[35] Botnets Decision tree, K-nearest neighbor, and random forest

[19] Spam Bayesian Generalized Linear Model (BGLM) and boosted
linear and eXtreme Gradient Boosting (XGBoost)

[20] Exploits and worms Ensemble learning and statistical flow features

[21] Brute force attacks, zero-day attacks, and port
scanning attacks Isolation Forest

[22] Probing attacks, denial-of-service attacks, and
information theft Feed-forward neural networks

[23] DDoS attacks, ransomware, eavesdropping, and
denial-of-service attacks Machine learning and Signature-based detection

[24] Phishing attacks Feed-forward neural network

[25] Malware Ensemble learning

[26] Distributed denial-of-service attacks, data probing,
and spying Ensemble learning

[27] Dos, eavesdropping, man-in-the-middle attacks, and
routing attacks

Signature-based approaches, specification-based
approaches, and machine learning approaches

[28] Malware Isolation Forest and K-means clustering

[36] DDos

Machine learning (logistic regression (LR), K-nearest
neighbours (KNN), decision trees (DT), support vector
machines (SVM), naive bayes, and random forest) and

deep learning

[37] Physical attacks, malicious code upload, data
transmit attacks, and DoS attacks Machine learning and deep learning

[38] Botnets Classification and Regression Tree (CART)

[39] Spoofing, DoS, and probing attacks Autoencoder and isolation forest

[40] Unauthorized access, data breaches, malware
attacks, DoS, and network intrusions

Hybrid Convolutional Neural Network with Long
Short-Term Memory (CNN-LSTM)

[41] Spyware, worms, ransomware, viruses, and
crypto miners CliqueNet model

[42] DoS, MiTM, botnet, and information leakage Federated Ensemble Learning (FEI) and adversarial
machine learning

[43] DdoS, malware behavior, and network attacks. K Nearest Neighbor (KNN)

[44] Zero-day attacks, DDoS, malware, and data breaches Fast Region-Based Convolution Neural Network
(Fast R-CNN)

[45] Malware Deep CNN and Xception CNN

[46] Adware, virus, trojan, worm, and backdoor Random forest voting of fine-tuning CNN

[47] MiTM, DoS, and botnets CNN and LSTM

[48] Adware, spyware, trojans, and rootkits. CNN-based transfer learning model

[49] Malware Random forest

[50] Trojan horse, worms, viruses, spyware, ransomware,
and DDoS. CNN

[51] Malware Federated Markov chains

[52] Cybercrime Logistic Regression (LR), random forest, Gradient Boosting
Machine (GBM), and artificial neural networks (ANN)

[53] Botnet Bidirectional-Gated Recurrent Unit-Convolutional Neural
Network (Bi-GRU-CNN)
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Table 3. Cont.

Authors Threats Approach

[54] Malware, DoS, unauthorized access, data breaches,
and network reconnaissance

Shallow Multilayer Perceptron (MLP), Deep Neural
Network (DNN), CNN, and LSTM

[55] MITM, DDoS, false data injection, intrusion
vulnerabilities, zero-day attacks, and routing attacks

Distributed deep learning, Support Vector Machines
(SVMs), Extreme Learning Machines (ELMs), Clustering

based on Self-Organized Ant Colony Network (CSOACN),
and unsupervised Optimum-Path Forest (OPF) classifier.

[56] Adversarial setups, data poisoning attacks, model
poisoning attacks, and Byzantine adversaries Federated learning

[57] Port scanning and DDoS NB, DT, and SVM

[58] Unauthorized access, data breaches, and
malware injection Reinforcement learning

[59] Android malware CNN and Convolutional Recurrent Neural
Network (CRNN)

[60] DDoS Multi-Layer Perceptron (MLP)

[61]

DoS, sybil attack, selective forwarding attacks,
wormhole attacks, blackhole attacks, sinkhole

attacks, jamming attacks, and false data
injection attacks

Convolutional Neural Network (CNN)

[62] DDoS and ransomware
Deep Recurrent Neural Networks (RNNs), Lightweight

Convolutional Neural Networks (CNNs), and
graph-based methods

[63] Ransomware
Self-supervised malware detection system, GAN-based

self-supervised malware detection system and adversarial
self-supervised malware detection system

[64] Viruses, Trojans, worms, bots, backdoors, spams,
spyware, and ransomware Machine learning classifier

[65] Malware within the context of IoT applications such
as malicious code and commands Convolutional Neural Network (CNN)

[66] DoS, DDoS, keylogging, OS fingerprinting,
service scanning

Logistic Regression (LR), Naive Bayes (NB), Decision Tree
(DT), k-Nearest Neighbors (KNN), Support Vector Machines

(SVM), Neural Networks (NN), and Random Forest (RF)

[67] Trojen horses, adware, spyware, worms, viruses
and ransomewares

K-Neariest Neighbors (KNN), Support Vector Machine
(SVM) and Logistic Regression (LR)

[68] DoS, DDoS, and Botnet LSTM

[69] DDoS and botnet Bidirectional long- and short-term memory (LSTM)
neural network

[70] DDoS, brute force, DoS, HTTP flooding, ACK
flooding, port scanning, and ARP spoofing Decision Trees (DT), AdaBoost, and gradient boosting trees

[71] Botnet Isolation forest and deep autoencoder

[72] Botnets and DDoS Hidden Markov model (HMM)

[73] Poer scanning, DDoS, DoS, information theft,
and keylogging Recurrent Neural Network (RNN)

[74] Zero-day attacks Support Vector Machine (SVM)

[75] Botnets and DDoS CNN

[76]
Spyware, worms, logic bombs, viruses, rootkits,
trojan horses, adware, backdoors, ransomware,

and bots
K-means, DT, and hybrid model

[77] DDoS and botnet CNN
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Table 3. Cont.

Authors Threats Approach

[78] Evasive malware, second-generation malware, and
basic malicious software SVM, NB, and DT

[79] Backdoors, spyware, trojans, and worms Artificial Immune System (AIS)

[80] Zero-day botnet Deep Neural Network (DNN)

5.3. What Methods Are Applied in Malware Detection in Smart Homes?

With the increasing popularity of smart home devices, strong security measures are
essential to counteract malware risks. Researchers have created a variety of methods to
detect and prevent harmful advanced methods like exploiting software vulnerabilities,
deploying malicious code, and integrating compromised devices into extensive botnets [81].
Attackers may attempt to steal personal information via methods such as data breaches,
intercepting device communications, or gaining physical access to carry out data transfer
assaults. Denial-of-service attacks may interrupt actions in these interconnected systems.
Machine learning is crucial in this battle. Machine learning models can identify anomalies
in device behavior that may indicate malware by studying historical data that includes
both benign and malicious activities. Decision trees are commonly used algorithms in this
field for anomaly detection due to their ability to provide transparent decision-making
frameworks. K-nearest neighbors detect suspicious activity by analyzing a device’s be-
havior in relation to its nearest neighbors based on historical actions and network traffic
patterns. Random forests leverage the advantages of multiple decision trees to provide
enhanced accuracy and resilience. Isolation forests, a type of anomaly detection algorithm,
are effective at identifying outliers that differ greatly from normal behavior patterns, pos-
sibly suggesting malware infection [82]. Deep learning, a complex method based on the
human brain’s structure and function, is being used for smart home malware detection,
going beyond traditional machine learning. Feed-forward neural networks, a form of deep
learning structure, can examine large quantities of network traffic data to detect subtle
patterns that suggest malicious behavior. These networks are proficient at understanding
intricate connections within data, which could result in more precise and flexible malware
detection when compared to conventional machine learning techniques. Some detection
methods utilize a combination of approaches. Signature-based detection, based on pre-
determined patterns of identified malware, can be combined with machine learning to
enhance overall efficiency. Machine learning can detect new malware variants without
assigned signatures, while signature-based detection is effective for identifying known
threats. This demonstrates the continuous development of malware detection techniques
as researchers aim to anticipate ever-changing threats in the smart home environment.

5.4. How Smart Home Security Can Be Improved?

Malware, such as viruses, Trojans, ransomware, and others (listed in Table 3), poses a
major security risk to smart homes. The main threat imposed by malware is unauthorized
access. By knowing the kinds of malware with which smart homes are mostly targeted
and their implications, stronger security mechanisms can be developed. This knowledge
can be used to design effective malware detection and prevention tools and also to make
users learn best practices while configuring their smart devices and home network such
that malware can be proactively handled and users’ threat from malware can be reduced.
Although technical improvements provide several ways to protect smart homes from
malware and other dangers, the human factor is a critical part that is sometimes ignored.
Users might sometimes be the most vulnerable point in the security process. Strong
authentication methods are crucial in reducing this vulnerability. Two-factor authentication
(2FA) is an advanced security measure that surpasses standard password-based logins.
Implementing 2FA with a combination of factors like password, fingerprint scan, or code
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delivered to a trusted device enhances security by making it considerably harder for
unauthorized users to access a smart home system [83]. Biometric authentication, such as
fingerprints, face recognition, or voice recognition, provides a safe and easy alternative to
standard passwords, which are vulnerable to phishing assaults and brute force cracking.
Recent research has been exploring Physical Unclonable Functions (PUFs) as a promising
way to enhance authentication systems in smart homes. Static random-access memory
(SRAM) PUFs use the natural manufacturing variations in a device’s SRAM to create a
unique fingerprint. This fingerprint is unique and cannot be readily copied or anticipated,
providing a secure and device-specific identification for authentication. By incorporating
SRAM PUF technology into smart home devices, the need for conventional passwords
or user-generated credentials might be minimized, hence reducing the human element
risk and establishing a more secure authentication environment. Enhancing smart home
security may be achieved by establishing strong authentication methods, educating users,
and investigating advanced technologies such as SRAM PUFs [83].

6. Summary and Conclusions

This systematic review examined three crucial study areas regarding smart home secu-
rity. Examining 56 publications released from 2019 to 2023 provided significant information
on the present state of risks and possible remedies. This research found a concerning variety
of risks affecting smart homes. Denial-of-service attacks, phishing efforts, zero-day vulner-
abilities, information theft, and many malicious software types present substantial dangers.
This highlights the critical need for strong security measures. This study then examined
current methods used for detecting malware. Machine learning, such as decision trees,
random forests, and isolation forests, has become a major method. Feed-forward neural
networks have shown potential in evaluating network traffic patterns to detect malicious
activities. Signature-based detection and ensemble learning methods were recognized as
useful tools. This study examined methods for improving smart home security. The results
emphasize the significance of early threat warning systems, intrusion detection systems,
and the promise of blockchain technology for safe data management. Strong authentication
methods like multi-factor authentication (MFA) and innovative technologies such as SRAM
PUFs are essential. These solutions may greatly reduce the risk related to human error,
which is frequently seen as the most vulnerable point in the security system. Ultimately,
this analysis provides a thorough overview of the present status of smart home security.
Researchers are working on improving detection methods and suggesting new security
solutions to address the existing danger.
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