

  information-15-00055




information-15-00055







Information 2024, 15(1), 55; doi:10.3390/info15010055




Article



IT Risk Management: Towards a System for Enhancing Objectivity in Asset Valuation That Engenders a Security Culture



Bilgin Metin 1, Sefa Duran 2, Eda Telli 3, Meltem Mutlutürk 1 and Martin Wynn 4,*





1



Department of Management Information Systems, Bogazici University, Hisar Campus, Bebek, Istanbul 34342, Turkey






2



Independent Researchers, 2628 TJ Delft, The Netherlands






3



Independent Researchers, Istanbul 34660, Turkey






4



The School of Business, Computing and Social Sciences, University of Gloucestershire, Cheltenham GL50 2RH, UK









*



Correspondence: mwynn@glos.ac.uk







Citation: Metin, B.; Duran, S.; Telli, E.; Mutlutürk, M.; Wynn, M. IT Risk Management: Towards a System for Enhancing Objectivity in Asset Valuation That Engenders a Security Culture. Information 2024, 15, 55. https://doi.org/10.3390/info15010055



Academic Editor: Rúben Pereira



Received: 20 December 2023 / Revised: 12 January 2024 / Accepted: 15 January 2024 / Published: 17 January 2024



Abstract

:

In today’s technology-centric business environment, where organizations encounter numerous cyber threats, effective IT risk management is crucial. An objective risk assessment—based on information relating to business requirements, human elements, and the security culture within an organisation—can provide a sound basis for informed decision making, effective risk prioritisation, and the implementation of suitable security measures. This paper focuses on asset valuation, supply chain risk, and enhanced objectivity—via a “segregation of duties” approach—to extend and apply the capabilities of an established security culture framework. The resultant system design aims at mitigating subjectivity in IT risk assessments, thereby diminishing personal biases and presumptions to provide a more transparent and accurate understanding of the real risks involved. Survey responses from 16 practitioners working in the private and public sectors confirmed the validity of the approach but suggest it may be more workable in larger organisations where resources allow dedicated risk professionals to operate. This research contributes to the literature on IT and cyber risk management and provides new perspectives on the need to improve objectivity in asset valuation and risk assessment.
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1. Introduction


IT risk management has been a fundamental discipline in most industry sectors for several decades, but its significance has come to the fore in recent years in the context of cybersecurity and the rapid growth of the associated risks to organisations and society at large [1]. Within IT’s functions, risk management may be an element within a wider disaster recovery plan, which may also be viewed as part of a business continuity plan at a corporate level. However, although risk management features in a number of industry standard methodologies, there is no universally agreed method for managing IT-related risk. It is nevertheless clear that the application of integrated risk management methods can support early risk identification and assessment, thereby minimizing threat-related costs and improving security outcomes [2].



Practically all company activities come with a particular risk associated with them. While not all risks are IT related, the majority of corporate risks have an IT component, usually linked to the current IT asset portfolio or the business processes underpinned by this technology. Senior management have become increasingly aware of the importance of IT risk management and the need to understand the risks that IT creates for a company. However, many companies prioritise the higher-profile risks to the detriment of assessing other threats and risks relevant to their business. There are a number of tools and approaches available to support risk management planning and execution, including the use of maturity models [3]. These may help companies to put appropriate security policies in place, to reduce risks and their impacts, and to ensure all processes operate smoothly.



Risk assessment is integrally linked with business continuity in the digital era. Many companies are using risk management methods that are not equipped to handle the complexity of IT risks associated with digitalisation, constituting a threat to business continuity or even company survival. The scope of cyber threats is growing, and the deployment of digital technologies is one of the main contributory causes. Carelton and Krishnamoorthi [4] (p. 3) observed that organisations now have more “digital touch points” with customers and business partners than ever before. The authors cite websites, email, blogs, e-commerce sites, social media, news pages, search engines, and mobile apps as potential touch points, providing an indication of the scale and scope of the issues that cybersecurity policies and measures have to recognise, embrace, and resolve. They found that “cyber-criminals exploit these touchpoints to trick people into sharing login credentials and personally identifiable information” and concluded that “organizations are also struggling to stay ahead of cyber-criminals who use APIs, fuzzing, link manipulation, phishing through search engines, and other techniques to make fake websites appear authentic”. This requires innovative and effective solutions if enterprises are to be adequately protected against cybercrime and IT-related risks.



A risk management committee can play a key role as the “gate-keeper” to ensure appropriate risk assessment and prioritisation, and effective decision making [5], which can help address the concern of subjectivity in the assessment of risk. In this research, a “segregation of duties” approach was used for asset valuation, which is based on the principle that no individual person, role, or group should be able to execute all aspects of the risk assessment process. Awati [6] (para. 1) defines this as “an internal control designed to prevent error and fraud by ensuring that at least two individuals are responsible for the separate parts of any task” and claims that this “involves breaking down tasks that might reasonably be completed by a single individual into multiple tasks so that no one person is solely in control”.



This paper addresses the need for methods that enhance objectivity in IT risk management practices. This has been the subject of research in other fields involving risk, notably in project management [7], and whilst the criticality of this subject in the context of IT security is evidenced in recent publications [8,9,10], this is one of the first studies to address the philosophical dilemma in IT risk assessment regarding the subject–object relationship. It points out the challenge of maintaining objectivity due to the inherent link between an asset and its owner. While stressing the importance of unbiased and complete information in assessments, the study also recognises the crucial role of human factors in cybersecurity. This situation presents a paradox: the need for impartial assessments that still consider the human aspects of asset ownership and risk. An improved security culture framework is put forward that incorporates a “segregation of duties” approach to reduce subjectivity and personal biases in risk assessments. This approach aims to provide a clearer and more accurate understanding of actual risks. The paper discusses the design of a system based upon this model and validates its effectiveness through a survey of 16 practitioners from both private and public sectors. Risks from supply chain attacks and asset valuation with enhanced objectivity are also incorporated within the conceptual model. By targeting this gap in the literature, the research outcomes detailed in this article contribute to the field of IT and cyber risk management, offering new perspectives based upon an eclectic conceptual model for improving objectivity in asset valuation and risk assessment processes. For clarity, the unified modelling language (UML) is used in the system design process.



The paper comprises seven sections. Following this introduction, the research method is outlined. Relevant literature and standards are examined in Section 3, and two research questions are set out. Section 4 then establishes the conceptual model for the system, which builds upon an established security culture framework. Section 5 outlines the system design and operation, and validation and related issues are discussed in Section 6, including the difficulty of balancing objectivity and subjectivity in IT risk management. The concluding section summarises the findings from the study and discusses limitations and possible future areas of research.




2. Research Method


The study adopted a pragmatic research philosophy, and the methods were qualitative and inductive, including four distinct phases (Figure 1). First, a scoping literature review was undertaken in January–March 2022 to identify key themes and relevant frameworks and standards. This type of review is “best employed when there is limited literature to inform the research question of interest” [11] and can help develop an overall research aim into more specific research questions. This was the case here as the review identified a range of literature sources, standards, and frameworks of relevance to the progression of the overall research aim.



The literature review was carried out between July and November 2023, employing the Google Scholar search engine. Appropriate search strings were utilised, such as “risk assessment”, “asset value”, “information security”, “security culture”, “subjectivity in risk assessment”, and combinations of the same. These keywords were carefully chosen to encompass key themes pertinent to the research aim and thereby capture a broad spectrum of relevant literature sources, frameworks, and standards.



As relevant sources were identified, references and relevant quotations were recorded on a spreadsheet, enabling the systematic organisation and evaluation of the literature. The spreadsheet was continuously updated and reorganised to align the source material around the key emergent themes identified in the literature and relevant standards.



The second phase entailed the development of a conceptual model which “lays out the key factors, constructs, or variables, and presumes relationships among them” [12] (p. 440). According to Greca and Moreira [13] (p. 5), a conceptual model can be seen as “an external representation created by researchers, teachers, engineers, etc., that facilitates the comprehension or the teaching of systems or states of affairs in the world”. More specifically, Wand and Weber [14] (p. 363), in the context of information systems, note that conceptual models have several purposes: supporting communication between developers and users, helping analysts understand a domain, and providing input for the design process. Conceptual models can connect several concepts in a network to investigate a phenomenon [15]. The cyber security culture framework put forward by Georgiadou et al. [16] was identified as a valid and appropriate starting point from which to develop the overall conceptual model for the research. Wand and Weber [14] put forward a framework for a systematic approach to conceptual modelling, including a “grammar”, a “method”, and a “script” (p. 364). Here, a more intuitive approach was pursued, in which the model was anchored on the framework developed by Georgiadou et al. [16], noted above, and other key components from the literature and existing standards were then incorporated, reflecting the interpretivist approach adopted in the research.



In a third phase, the conceptual model was used as the basis for a system design, using the unified modelling language (UML) as the graphic presentation tool. Such graphical presentation of information improves communication and interaction between parties involved in the analysis and facilitates the documentation of risk assessment results and the assumptions on which these results depend. More specifically, UML uses “elements” and associates them in different ways to form diagrams that represent the static or structural aspects of a system and behavioural diagrams, which capture the dynamic aspects of a system. A number of previous studies have used UML in risk management research [17]. The class diagram is the most commonly used UML diagram and features in several other risk management frameworks using UML [18,19].



Finally, the system design and the associated processes were validated via a survey of sixteen experts in the field of study. There are various perspectives on the number of respondents needed for such surveys, but Bertaux [20] argued that fifteen is the smallest acceptable sample size in qualitative research.



The online survey respondents were carefully selected for their extensive experience and diverse backgrounds in IT governance, information security audit, and IT risk assessment. Their collective expertise, spanning both the public and private sectors and ranging from 10 to 20 years of professional experience, provided a comprehensive perspective on the system’s design and security alignment. The roles of survey respondents, many of whom work in leading companies in Turkey, are given in Table 1.



The survey itself was designed to be straightforward, easy to respond to, and lacking ambiguity. In this context, Krosnick [21] (p. 95) notes that “an important aspect of validity is that the survey is designed in such a way as to minimise respondent error”. The survey took the form of 8 statements with which respondents were asked to state their agreement or disagreement on a 5-point Likert scale. The questions were relatively simple and designed to provide some indications from practitioners of relevance to the RQs. The survey was emailed to them, along with details of the system design, in September 2023. This was facilitated with the support of the ISACA Istanbul Chapter, with which the authors have established contacts. The results are discussed in Section 6 below.




3. Literature, Regulations, and Standards


3.1. Concepts and Methods


Both quantitative and qualitative techniques can be used to assess risk, but many companies lack access to the accurate financial data that are required to use quantitative methods to assess IT asset values. The factor analysis of information risk (FAIR) methodology, for example, helps organisations assess their exposure to cyber risk and quantify it in financial terms. Users are required to feed key data into FAIR’s mathematical algorithms, which then “calculate and quantify cyber-risk in terms of probable financial losses” [22] (para. 4). However, the required data input for quantitative assessments—for example, measures such as single loss expectancy, annualised rate of occurrence, and annualised loss expectancy—may not be readily available [23], and other limitations include complexity, limited scope, subjectivity, lack of standardisation, and cost [24]. Many organisations therefore often pursue a qualitative risk evaluation by assigning values to IT assets, including corporate information, which is one of the most important assets of an organisation [25]. This has been highlighted by the data breaches and attacks suffered by many organisations in recent years [26], and information security management is being increasingly viewed as an important tool in ensuring organisational continuity [27,28].



Risk analysis is an essential component of an information security management system (ISMS) that involves identifying assets, threats, and vulnerabilities as well as an assessment of the likelihood of those threats and vulnerabilities occurring. Such risks can be conceptualised as anything that may compromise the confidentiality, integrity, and/or availability of information. Risk management is the process of identifying the factors that lead to such risks and how to mitigate them. CORAS is one of the most cited methodologies in this context [29]. CORAS offers a specialised approach for performing security risk assessments. It includes a tailored language designed for modelling threats and risks, accompanied by comprehensive guidelines. These guidelines detail how to effectively utilise this language for capturing and modelling pertinent information throughout the different phases of the security analysis process [30]. However, qualitative risk assessment involves subjective prioritisation that may lead to inappropriate asset valuations that underpin important decisions regarding information security management.



Risk assessment can be conducted in two ways: scenario-based or asset-based assessment. Scenario-based assessment deals more with the circumstances of the threat [31], but Nost et al. [32] (para. 6) note that “modern vulnerability prioritization practices require an asset-centric approach, which is vital to identifying and remediating an organization’s biggest vulnerability risks. Unfortunately, organizations are still not taking advantage of asset data to contextualise vulnerability risk, as they lack context to calculate vulnerability risk.” Asset-based assessment focuses on the relevant assets (the information, systems, hardware, and associated infrastructure, etc.), using threat and vulnerability measures to calculate the risk [33]. Vulnerabilities are the weaknesses in corporate software and applications, as well as shortcomings in hardware and infrastructure, which may allow attackers to exploit these vulnerabilities and thereby access and harm the company systems themselves. A threat is the potential of an attacker being able to exploit a vulnerability.




3.2. Asset Valuation


Although there are numerous studies on risk assessment in the literature, only a few focus on determining asset value. Loloei et al. [34], for example, describe a process for business asset valuation that begins with quantifying tangible and intangible assets, which are then converted into qualitative assessments. Subsequently, business process criteria are evaluated in relation to the assets, resulting in the final qualitative valuation of the assets. Tatar and Karabacak [35] introduced a two-step asset valuation technique. The first step involves a top-down approach to identify assets, while the second step employs a bottom-up approach for asset valuation. This method categorises assets into three types—hardware, software, and information—and determines their values based on criteria related to confidentiality, integrity, and availability. Kassa and Cisa [36] introduced a strategy to assess and manage information system assets, emphasizing their confidentiality, integrity, and availability (CIA). They outline a method to identify, record, and sort these assets according to their CIA security objectives and the importance of the data they handle or transfer. Ruan [37] offers a modern approach to evaluating digital assets and managing cyber risks. It diverges from traditional methods by focusing on economic modelling for digital assets. Ekstedt et al. [38] introduce an asset modelling technique for identifying vulnerabilities and potential cyberattack targets within an organisation’s IT infrastructure. Few studies, however, calculate asset values by considering both the human factors and business perspectives, while also taking into account traditional approaches to achieve a more accurate risk assessment.




3.3. Third-Party and Supply Chain Cybersecurity


Third-party and supply chain cybersecurity risks are closely related but have distinct characteristics, and understanding the nuances between them is important for effective risk management. Third-party security risks can be mitigated using contractual agreements and access control countermeasures. However, managing supply chain risks often involves ensuring the security of products and services throughout their lifecycle, from design to disposal, which is difficult to control. It includes vetting suppliers’ cybersecurity practices, monitoring for threats across the supply chain, and planning for continuity in case of disruptions. Supply chain cybersecurity is now a crucial consideration for organisations across various sizes and industries [39].



In addressing the challenge of assessing security practices in large organisations, particularly when integrating third-party services, Edwards et al. [40] highlighted the limitations of traditional risk assessment methods like audits and questionnaires. These conventional approaches often fail to capture the dynamic nature of third-party security risks, which are exacerbated by the integration of external services involving the sharing of sensitive data and extensive network integration. Their study proposed an innovative approach using external measurements to construct per-organisational “risk vectors”, offering a more objective, quantitative, and non-invasive method of assessing these risks. This approach is particularly pertinent in the modern business landscape, where third-party collaborations are common and can inadvertently introduce vulnerabilities, underscoring the need for more effective risk assessment methodologies in organisational security management.



In the realm of cloud computing, the identification and management of third-party security risks are of paramount importance, as highlighted by Youssef [41]. The outsourcing of sensitive data to third-party providers in cloud environments introduces a complex array of security risks. This complexity is compounded by the diverse and numerous security controls inherent in cloud models. Despite the implementation of robust security measures, organisations continue to face challenges in establishing trust in cloud computing, largely attributable to the uncertainty regarding the consequences of these security risks. Traditional risk management frameworks often fail to adequately address the impact of cloud security risks on an organisation’s business objectives. Consequently, a focused approach towards identifying and mitigating third-party security risks is crucial for aligning cloud security strategies with organisational goals and objectives.



The research conducted by Dennig et al. [42] on open-source software vulnerabilities in large organisations underscores a broader concept in cybersecurity: the significance of identifying third-party security risks. This study reveals how vulnerabilities in external software components, often integrated into larger systems, pose substantial risks. It highlights the complexity and challenges in effectively detecting and managing these external vulnerabilities. This insight reflects a critical aspect of modern cybersecurity: the need for vigilant assessment and mitigation strategies for third-party security risks, emphasizing their potential impact on the overall security posture of organisations.



Goyal et al. [43] discuss leveraging machine learning to manage risks in complex engagements. They underline the importance of identifying third-party security risks in project management and propose machine learning as a tool to analyse past project data for risk identification. This approach addresses the challenge of managing risks in large organisations where different units often work in silos, thereby emphasizing the significance of a holistic and informed approach to third-party risk management. Hu et al. [44] highlight the criticality of understanding third-party security risks in digital supply chains. Through a data-driven approach, their study reveals how attributes of digital supply chains are significant predictors of enterprise cyber risk, emphasising the necessity for organisations to augment traditional internal cybersecurity assessments with external supply chain insights and highlighting the potential for third-party connections to amplify cyber risks.



In a similar vein, Khani et al. [45] emphasise the crucial role of identifying and mitigating third-party security risks in the realm of web services. In today’s interconnected digital environment, organisations increasingly rely on web services to integrate diverse functionalities and create composite services. This integration, while beneficial, introduces significant security vulnerabilities, particularly when involving third-party services. The authors put forward a proactive approach in selecting third-party web services, where the evaluation of potential security vulnerabilities is as critical as assessing performance. They propose the adoption of intrusion-tolerant composite web services tailored to specific functionalities, ensuring that third-party services are not only efficient but also secure. By employing penetration testing tools to assess these vulnerabilities, organisations can significantly reduce the risk of security breaches. Their research highlights the importance of a security-first approach in the selection and integration of third-party web services, underlining the need for rigorous security assessments to safeguard organisational assets and data.



The supply chain has rapidly evolved in the digital era, incorporating digital and electronic technologies throughout its entire end-to-end process [46]. Eyadema [47] investigated cyber threats to the supply chain, encompassing digital transformation, computer electronics, software updates, and network firmware applications. Cyber supply chain attacks were identified across the software development life cycle, the end-to-end electronic chip manufacturing life cycle, and supply chain management software. The results highlighted challenges within the supply chain, such as intricate IT/OT operations, the update paradox, delays in legacy system updates, the absence of integrated security solutions, and inadequate hardware/software network monitoring tools. Marcu and Hommel [48] explored the intricacies of fault management in the context of IT services outsourced to external providers. They emphasised the challenges arising from the division of services among multiple providers, each responsible for distinct aspects of service implementation, operation, and maintenance. The research highlights the critical need for effective inter-organisational fault management to address the complexities and autonomy inherent in multi-domain environments typical of outsourced IT services. The study underscores the importance of a robust fault management system at the system layer, essential for maintaining service quality and reliability in distributed service delivery settings. This study offers valuable insights for organisations relying on outsourced IT services.




3.4. Cyber Security Culture Framework and IT Governance


Asset valuation can reflect a range of differing issues, including the environment the business is operating in and the personnel responsible for doing the assessment. The segregation of duties approach engenders an objective assessment of IT asset values. This is an element of the cyber security culture framework (CSCF), as set out by Georgiadou et al. [16] (p. 3), which combines both “external” human factors and “internal” individual notions, at two levels: the organisational level and the individual level. The organisational level encompasses factors related to an organisation’s security infrastructure, operations, policies, and procedures. The individual level focuses on the attributes and characteristics of employees that directly impact their security attitudes and behaviours. Each level is further divided into different dimensions. The framework thus distinguishes between the organisational and individual levels, each consisting of multiple dimensions that collectively contribute to a comprehensive understanding and evaluation of an organisation’s security culture.



Information security is also closely related to IT governance. The COBIT (Control Objectives for Information and Related Technologies) framework, which was created in 1996 by the Information Systems Audit and Control Association (ISACA), aims to ensure that IT investments and activities align with strategic objectives. COBIT 2019 [49] is the latest version of the framework and was used in this study. It involves establishing decision-making structures, defining accountability, and setting policies and guidelines for managing IT resources and risks. It provides guidelines and best practices for organisations to ensure effective control and governance over their IT processes and mitigate IT-related risks. The need to adhere to these practices has led to the development of various software applications under the umbrella term “Governance, Risk and Compliance” (GRC). This is portrayed as a structured way to align IT with business goals while managing risks and meeting all industry and government regulations. It includes tools and processes to unify an organisation’s governance and risk management with its technological innovation and adoption. It is emerging as a new software system produced by niche players such as OneTrust [50] and Archer [51], or as a module within ERP systems like SAP [52] and Oracle [53].



A risk assessment of IT assets will normally entail the identification of vulnerabilities, threats, and asset values. As noted above in Section 2, UML can provide a useful communications medium for stakeholders to discuss and collaborate effectively during risk assessment. The CORAS model-based method, noted above [30], was one of the first methods for conducting security analyses that adopted a graphical or model-based approach [54].




3.5. Regulations, Legislation, and International Standards


In the USA, the new regulatory and compliance objectives issued by the Cybersecurity and Infrastructure Security Agency in 2022 [55] put renewed emphasis on the importance of effective asset inventory and vulnerability management. Indeed, vulnerability management is increasingly seen as an essential strategic necessity and was recently defined by cybersecurity company Rapid7 [56] as “the process of identifying, evaluating, treating, and reporting security vulnerabilities in business processes, web applications, and systems (as well as the software that runs on them)”. The company also notes that “this process needs to be performed continuously in order to keep up with new systems being added to networks, changes made to systems and applications, and newly discovered vulnerabilities over time” (p. 3).



In Europe, EU member states have recently revised the 2016 Network and Information Systems (NIS) Directive in response to several widely publicised and damaging cyberattacks. The NIS2 Directive [57] strengthens security requirements, and member states have until October 2024 to comply; it obliges companies to routinely evaluate cybersecurity risks, set up protocols for managing incidents, apply necessary technical and organisational safeguards, establish continuity strategies for business operations, and fortify the security of their supply chains. These directives are designed to proactively handle cybersecurity threats, efficiently manage cyber incidents, lower the chances of cyberattacks and information breaches, and guarantee the resilience of operations and the security of the supply chain. To “identify, assess and address your risks” is a recommended first step in achieving compliance [58] (p. 8). Further, the Digital Operational Resilience Act (DORA) [59] is a European Union regulation that came into effect on 16 January 2023 and is set to be fully implemented by 17 January 2025. Its primary objective is to strengthen cybersecurity measures in financial institutions, including banks and insurance companies. DORA requires these entities to institute a comprehensive ICT risk management framework to safeguard against various threats, such as unauthorised access. The management of these institutions is responsible for actively overseeing and updating this framework. The overarching aim is to guarantee robust digital resilience and reduce ICT-related risks within the financial sector. However, the DORA regulations do not offer any solution to the subjectivity issue related with the risk.



Of the international standards relating to risk management, international standard ISO 27001 [60] requires organisations to demonstrate their ability to manage various aspects of information security risk to attain the ISO certification. This involves providing evidence of managing information security risks, implementing actions to mitigate these risks, and applying suitable controls. Risk assessments are essential for compliance with ISO 27001 standards. While ISO 27001 does not provide a specific risk assessment methodology, ISO 27005 [61] offers detailed guidance on information security risk management, including the importance of accurately assessing and evaluating assets. ISO 27005 also guides organisations in identifying, assessing, evaluating, and addressing security vulnerabilities. While it does not specify a method to calculate an asset’s value, ISO 27005 underscores the importance of correctly understanding and evaluating assets in risk management. It also acknowledges that risk assessments can be subjective, with uncertainties stemming from the evaluator’s judgments.



ISO 27001 is also aligned with another international standard, ISO 31000 [62], which provides guidelines on how to organise risk management in organisations. ISO 31000 defines risk as the impact of uncertainty on objectives. This definition highlights that risk involves the potential for unpredictable events or conditions that affect the achievement of specific goals. It is not focused solely on information security risks, but rather can be applied to a wider range of business risk scenarios. Kosutic [63] has examined the relationship between the two standards and suggested a model demonstrating the overlap of some of the main areas of risk in organisations (Figure 2). Here, we are concerned with information security risk, which encompasses all of cybersecurity and a part of information technology.



Given the issues raised in the above discussion, this study addresses the following research questions (RQs):



RQ1. How can subjectivity in assessing IT asset values be addressed?



RQ2. Can the cyber security culture framework be used to design a flexible risk management system for valuing IT assets in organisations?





4. Conceptual Model: An Extended Cyber Security Culture Framework


The conceptual model for this study (Figure 3) combines elements of the CSCF [16] with asset valuation, supply chain risk, and enhanced objectivity concepts and comprises dimensions at two levels: organisational and individual. At the organisational level, these dimensions are:



Assets: People, buildings, machines, systems, and information assets. This dimension also includes policies that enforce different levels of confidentiality, availability, and integrity controls. Asset valuation by mitigating subjectivity is the approach adopted here.



Continuity: Aims to ensure the continuity of operations, services, and production for the organisation at predetermined levels. It also safeguards the reputation and interests of key stakeholders in the event of disruptive incidents.



Access and Trust: Focuses on appropriate access to resources across the organisation, clarifying different roles and permissions. It also addresses interactions with third-party entities such as suppliers, customers, and authorities. Supply chain cybersecurity issues are also taken into account here. Mitigating third-party security risks involves contractual agreements and access control measures, but managing supply chain risks encompasses securing products and services throughout their lifecycle, and involves challenges such as vetting suppliers’ cybersecurity practices, monitoring threats, and planning for continuity in disruptions.



Operations: Involves the administration of business practices to achieve the highest level of efficiency, while considering security aspects that protect the organisation’s final results.



Defence: Emphasises the importance of planned acquisition and proper configuration of technical assets necessary for the improvement and efficient operation of information security.



Security Governance: Encompasses measures taken to effectively plan, manage, and improve information security within the organisation.



The individual level dimensions, which are central to enhancing objectivity in asset valuation, are:



Attitude: Examines employees’ feelings and beliefs towards security protocols and issues.



Awareness: Evaluates employees’ understanding, knowledge, and awareness of security issues and activities.



Behaviour: Studies the security-conscious behaviour displayed by individuals in their workplace on a day-to-day basis.



Competency: Assesses employees’ abilities, skills, knowledge, and expertise that enable them to adhere to the organisation’s security policies and procedures.



The conceptual model also embodies principles of the COBIT 2019 framework for IT governance. The assets dimension is further classified under four categories; applications, information, infrastructure, and people, as in COBIT 2019, in which, the “build, acquire, implement” (BAI) domain focuses on defining, acquiring, and implementing IT solutions while integrating them into business processes [49]. “Applications” refers to the automated user systems and manual procedures that process the information. “Information” is the data, in all its forms, input, processed, and output by the information systems in whatever form is used by the business. “Infrastructure” is the technology and facilities (i.e., hardware, operating systems, database management systems, networking, multimedia, and the environment that houses and supports them) that enable the processing of the application. “People” are the personnel required for IT governance, including staff concerned with the acquisition and implementation of IT resources.



In summary, a conceptual model was developed to act as a basis for system design. To engender an objective assessment of IT asset values, the segregation of duties approach was incorporated into the system design, allowing for multiple perspectives on IT asset values and other variables. In addition, and in line with best practice, the system accommodates the IT management asset categories from the widely used COBIT 2019 BAI domain.




5. Results: System Design and Operation


5.1. System Design


The proposed asset-based risk analysis system builds upon the conceptual model and employs segregation of duties principles to increase the accuracy of human-factor asset value assignment and is aligned with the ISO 27001 standard. As regards risk assessment, ISO 27001 recommends organisations consider vulnerabilities and threats, evaluate the potential impacts of these threats, and then implement appropriate security controls. In this context, a specific risk calculation method is not mandatory, but organisations are required to consistently and effectively apply their risk management processes in a manner that meets their specific needs. A flexible risk assessment system, incorporating asset valuation and supply chain risk concepts, is portrayed in Figure 4, illustrating the class diagram for accommodating the six organisational level dimensions of the CSCF (Assets, Continuity, Access and Trust, Operations, Defence, and Security Governance). Companies can still continue to use their own risk calculation approach as a function of vulnerabilities and threats. In this study, the focus was on the most important parameter of the risk calculation: asset value.



More specifically, the system design comprises five interrelated object classes. The Asset object class contains ID, name, and description, but also “type” and “importance level” for each asset. “Type” is the asset categorisation taken from the COBIT 2019 Asset Management process [64]. “Importance level” considers the Continuity and Operations CSCF dimensions. (Asset ID will be numerical and will be auto-generated rather than user-given). “Importance level” is a number that ranges from zero to ten needed for impact analysis, with zero indicating no impact and ten indicating serious damages to business operations if something happened to that particular asset. In qualitative risk assessment, professionals often prefer to assign high, medium, and low importance levels. However, the proposed system requires numeric data to perform risk calculations. For this reason, the numerical priority level ranges can be classified as Low (0–4), Medium (5–7), and High (8–10) as default values.



The Vulnerability object is related to all four other object classes in the system (the Asset, Threat, Security Control, and Countermeasure classes), which ensures that any vulnerability is associated with at least one asset in the system, and every threat, security control, and countermeasure is related to at least one vulnerability. This contains the ID, name, description, and weight attributes. The weight attribute is related to the CSCF Defence parameter. For example, if low network security (vulnerability) exists, a hacker attack (threat) can be associated with it. Weight, like the asset priority level, is a numerical number ranging from zero to ten that is used to help calculate the severity of the exploitation of this vulnerability to the asset, with zero meaning no impact and ten meaning serious damages to the asset.



The Threat object class considers the CSCF Access and Trust dimension, which focuses on appropriate access to assets across the organisation, clarifying different roles and permissions. It also addresses interactions with third-party entities such as suppliers, customers, and authorities that could be threat sources. The Threat object class, similar to the previous classes discussed, has the ID, name, description, and impact attributes. Threat objects are associated with Vulnerability objects.



The Countermeasure and Security Control object classes consider the CSCF Security Governance dimension. The Countermeasure object has the ID, name, description, and weight attributes. The weight attribute has a numerical value which is subtracted from the calculated risk to find the final risk. Similarly, the Security Control object has the ID, name, description, and weight attributes. These security controls are supplied by the organisation and will reflect the organisation’s preferences, as included in the ISO 27001 information security management system standard. Some organisations might want to have certain controls involved that will seek to minimise a certain group of vulnerabilities, while others might find such minimisation not to be cost-effective and therefore issue a low weight score to the system to let it prioritise the risks accordingly.



The flow of the system is depicted in the activity diagram (Figure 5). It assumes the existence of a “risk management department” in the organisation. This may exist in several guises and may be located in the organisation’s finance or legal department or be part of the company secretariat. The system assumes four different types of user:



Non-risk department employee: These are typically staff in marketing, sales, administration, customer service, or other department-specific functions. They are experts in carrying out asset-related tasks in their job roles and thus can make a valid contribution to assessing asset values and risks.



Non-risk department manager: These are managers who oversee departments or units within the organisation but are not part of the dedicated risk management department. They have some involvement in risk-related decisions for determining asset values by consulting with non-risk department employees in their department. For example, a sales manager supervising a team of sales representatives or a department head overseeing a specific area like HR or finance.



Risk department specialist: These are individuals who work directly in the organisation’s risk management department. They confer with non-risk department managers for asset values.



Risk committee: The risk committee is likely to be made up of senior managers, some at board level, charged with overseeing strategic risk management and related policies. Members will come from various departments or areas of expertise, responsible for managing and making decisions related to risk management strategies and policies and providing guidance to the organisation.



The input from different users fulfilling different roles within the organisation helps improve the accuracy of value assignment in different parts of the system. The system starts with asset identification and data entry. It is assumed that a prior study on departmental assets has been conducted by the departments of the company separately.



End users are believed to be the most competent in evaluating the assets they use. The IT department plays a crucial role in the valuation assessment due to its control over key IT assets like network infrastructure, computers, and servers. However, a separate risk department, independent of IT, assesses risks across the entire organisation, including those related to finance, operations, legal matters, compliance, strategy, and reputation. These user departments require various software and hardware assets to support their business processes in a digitalised enterprise environment. As a result, the approach set out here not only directly addresses IT-related risks, but also indirectly covers a wide range of risk types in different departments that are associated with the use of IT assets to support business processes. Whilst the focus is essentially on information security as depicted in Kosutic’s model (Figure 2), the incorporation of the CSCF dimensions (Operations, Continuity, Governance) into the system design and operation (as shown in Figure 4) means that wider risks are considered in the context of their impact on the IT assets of the organisation.




5.2. System Operation


The non-risk department employees enter the assets one by one, using existing asset inventory records as appropriate, and the system sends the complete list to the relevant non-risk department manager. First, information assets are categorised, such as people, buildings, machines, systems, applications, information, infrastructure. Then, questionnaire responses are used to determine their criticality (an exemplar questionnaire is included in Appendix A; the non-risk department manager decides which questions are most appropriate). The non-risk department manager then checks the lists of assets and may approve all or approve some and update or erase some of the assets. After the asset list is completed, the non-risk department manager enters the values that apply to the assets and sends the list to the risk department specialist, who evaluates the asset list and the asset values and may approve all or approve some. If there are some unapproved assets that remain, the risk department specialist enters comments on what should be changed and sends them to the non-risk department manager to review. This process continues until all of the assets have been approved by the risk department specialist. In this way, an asset inventory is prepared for the department.



IT assets are categorised and prioritised based on their importance and criticality. This can be accomplished by using a survey or questionnaire to gather information from, and about, asset owners. An example of such a questionnaire is included in Appendix A. Part I of the questionnaire is aimed at determining asset values, whilst Part II gathers data relating to the asset owners, utilising individual-level questions to assess the qualifications and security awareness of asset owners in non-risk departments. To ensure objectivity in this prioritisation process, the non-risk department manager seeks guidance from a risk department specialist. The non-risk department manager sets specific threshold values for the priority categorisation, allowing room for experimentation with different levels and a review of the asset lists. Once the non-risk department manager determines the threshold, it is then submitted for approval by the risk department specialist.



When all of the asset lists are prepared, the risk department specialist creates vulnerability, threat, security control, and countermeasure checklists for each department separately. The risk department creates a vulnerability checklist first because threats can affect the business only if the related vulnerabilities are exploited. Different threats, vulnerabilities, security controls, and countermeasures are saved to the system library for reuse. Again, it is assumed that the risk department conducts prior research on the various risk factors that may impact the assets of the business and their controls and/or countermeasures. The completed checklists are sent to the non-risk department employee to review and so that they can enter the vulnerability weight for each of the marked vulnerabilities. The non-risk department employee can also add threats, vulnerabilities, security controls, and countermeasures, if necessary, and send the completed lists to the risk department after manager approval.



The risk department specialist then checks the additions made by the non-risk department employee. The risk department specialist may approve all of the additions or approve some of the additions. If some unapproved items remain, the risk department specialist sends the unapproved lists back to the non-risk department employee. After discussions between the non-risk department manager and risk department specialist, some items in the list may remain unapproved. Such items will be escalated to the risk committee for their evaluation and final decision. In addition, the overall list needs to be approved by the risk committee. When all of the lists are approved by the risk committee, the proposed system finalises the asset, threat, vulnerability, countermeasure, and security control tables. In this manner, the subjectivity of qualitative risk assessment is mitigated, since the inaccurate opinion of a solitary user is not utilised to determine asset values. Moreover, individual factors such as Attitude, Awareness, Behaviour, and Competency from the CSCF are duly considered.



The flow continues with the risk department specialist setting the company risk level. The risk level differs from sector to sector and from company to company. The risk level is the decisive factor that determines which risks will be disregarded and which ones will be regarded as significant. According to the risk level, the system will calculate the company risks and produce various risk-related reports. With this information, the risk department can acquire a top-line view of the company’s IT risk position and a breakdown at departmental level and take strategic decisions accordingly. If the risk department wants to see what-if scenarios by changing their risk appetite levels, they can reset the risk level to a higher or lower level, and the system will automatically recalculate the risks.



In this calculation, the asset priority level is utilised, as well as the severity of the threat (impact) and the weight of vulnerabilities. These factors are combined to derive a risk severity score for a specific asset. Next, the system calculates the probabilities of each threat happening depending on prior data. The system gathers past data regarding how often these threats were seen and calculates the probability of a risk.





6. Validation and Discussion


6.1. Validation Survey


The system outlined above is an example of how the principles embodied in the conceptual model can be mapped into an operational system. It is but one example and will not suit all environments, and many other options are possible. As noted in Section 2 above, 16 practitioners were contacted to gain some feedback on the value of the proposed design. The eight statements adopted a positive position as regards the proposed system, and overall, respondents were very supportive of these statements, with the vast majority of responses either strongly agreeing or agreeing with them (Table 2). The risk assessment method embodied in the proposed system was viewed as generally supportive of business sustainability (Statement 1), and all but one respondent believed it would minimise subjectivity in risk and IT value assessment (Statement 5). Other benefits relating to the utilised knowledge base, the value of different perspectives, and the raising of information security awareness were also supported (Statements 6–8).



When asked to comment on the suitability of the method for different company sizes, respondents were more negative as regards smaller companies, probably reflecting the fact that such companies may not have the resources for a risk management function and risk committee (Statements 2–4).




6.2. Conceptual Model Review


The conceptual model, upon which the system design is based, integrates the CSCF, asset valuation, supply chain risks, and enhanced objectivity approaches, facilitating a more holistic view of the IT risk assessment process as an extended CSCF. This is accomplished by conducting a thorough assessment of IT assets, while trying to ensure that the evaluation remains unaffected by potential inaccuracies or misjudgements stemming from individual viewpoints that may not be entirely correct or accurate. Furthermore, it allows a detailed, objective assessment of asset values in line with COBIT 2019 through UML modelling, with this being the first instance of such an approach. The system can be seen to reduce the individual assessment of risks by integrating a segregation of duties, while building upon the assumption that the people working at the risk department are competent and are aware of current technology trends. Although human error and/or poor communication may lead to inaccurate data input to the system, in general, the segregation of duties ensures a high degree of objectivity and cross-checking that minimises the risk of human error or personal differences of risk perception.




6.3. Balancing Objectivity and Subjectivity


This research highlights a philosophical dilemma in IT risk assessment related to the subject–object relationship, as emphasised by philosophers such as Heidegger and others [65]. This dilemma is evident in risk assessments owing to the relationship between the asset and its owner. An objective risk assessment should be devoid of personal opinions based on biased and incomplete information, thus eliminating subjectivity. Conversely, human factors play a pivotal role in cybersecurity, and the contributions of individuals must be acknowledged. This seems to present a contradiction: conducting an assessment independent of personal opinions while considering the contributions of asset and risk owners from a human factors’ perspective. The conceptual model put forward here tackles this dilemma by systematically incorporating human factors through surveys whilst minimising the margin of error from subjectivity by adhering to the principle of separation of duties.



Notably, standards such as ISO 27001, 27005, and 31000 recognise the issue of subjectivity but do not offer a concrete solution. These standards also recommend identifying the risk owner and considering the specific threats they face. Typically, the risk owner is also the asset owner, suggesting that information assets are intrinsically linked to the individuals managing them. Risk assessment should attempt to both minimise subjectivity and yet also integrate human factors. The approach put forward in this article aims to achieve this by applying the principle of separation of duties and gathering viewpoints from various employees to find the appropriate balance between objectivity and subjectivity for a better risk assessment.





7. Conclusions


In a technology-driven world with numerous cyber threats, effective IT risk management is vital. This paper introduces a model to enhance security culture and minimise personal bias in IT risk assessments. It proposes a “segregation of duties” strategy for more accurate asset valuation for risk evaluation, particularly effective in larger organisations with dedicated risk management teams. The model’s effectiveness is validated by feedback from professionals across various sectors. The conceptual model and system design discussed in this article respond to the two research questions set out in Section 2: How can subjectivity in assessing IT asset values be addressed (RQ1)? Can the cyber security culture framework be used to design a flexible risk management system for valuing IT assets in organisations (RQ2)? The system, which employs UML in the design to clarify the procedure, integrates a segregation of duties approach to reduce the subjectivity of IT asset and risk valuations. It helps to gather and improve company risk knowledge while engendering better-informed decision making. This study also highlights the value of using UML in an information security domain, the flexibility of UML allowing for customisation of the risk management system according to the size and specific needs of organizations. The system is based on a flow of tasks that makes the risk calculation process relatively simple and allows flexibility in setting up the system variables. The weights and the impacts are illustrative, allowing organisations to customise the system according to their IT and operational environments. In addition, the exemplar questionnaire (detailed in Appendix A) is based on the principles of CSCF for asset valuation. Data gleaned from such a questionnaire can provide insights into the security awareness levels of asset owners, enabling the enhancement of the company’s security posture through targeted training for these individuals.



The research presented here has its limitations. The method of risk assessment and related aspects makes certain assumptions that will not always apply in all organisations. Indeed, the survey feedback indicated that smaller businesses of less than 50 staff may find it difficult to provide the resources for the risk professionals required to run the proposed system and that this approach may better suit the medium- and larger-sized companies, where more resources are available for this type of activity. The scope of the study is also limited to a certain number of user types, and future research could usefully enhance the scope of the system by incorporating more user types, as well as additional human error factors within the types of vulnerability, for example. Indeed, the rationale and justification for the developed model and system design can be seen in the context of an attempt to address the issues of subjectivity in risk assessment noted in Section 6.3 above. The evident paradox of subjectivity vs. objectivity is one that challenges risk assessment in most business environments and has brought a range of responses, including new maturity models for risk assessment in project management [3] and, in quality management systems, new design elements that “can be incorporated into quality risk management tools that may help counteract the adverse effects of human heuristics” [66] (p. 76). The conceptual model and system design presented here are not seen as a definitive solution to this problem, but rather as a new way in which the challenge can be met in the context of IT security and asset valuation.



To some, in this age of digital transformation, with the metaverse and quantum computing on the IT horizon [67], the system outlined here may appear simplistic and outdated in its approach. It is maintained here that this is not the case. Rather, it reflects the dearth of proven approaches for mitigating subjectivity in IT asset valuation and risk assessment, as evidenced in the growing focus on this issue in the recent literature. As Nost et al. [32] (para. 8) note “to remediate vulnerabilities and security gaps and acquire a more accurate view of their overall security posture, firms must understand the criticality of business processes, which assets support them, and what compensating controls and security tools are on those assets”. The approach set out here entails a hybrid model that can be built upon and developed by other researchers and practitioners and is amenable to the incorporation of digital technology access and support (mobile, analytics, cloud).



There are also wider dimensions to this problem that warrant further research. The implications of integrated supply chains, where companies have access to each other’s systems and technologies [68], introduces further complexity that merits research and assessment. Equally, the provision of IT services and infrastructure through outsourcing moves the management of risk in large part to the third-party provider, but there remain some security risks in such arrangements that need addressing and managing via service-level agreements. As recently noted by ISC2 [69] (p. 7), a leading member association for cybersecurity professionals, “having visibility and a solid understanding of what must be protected, what access should be restricted, the available control mechanisms and how these may be abused is the foundation of all security controls. The professional should be able to apply the principles of confidentiality, integrity, availability, and privacy against these information assets”. It is hoped that the further development and application of systems like that outlined here—which include the consideration of additional human factors and business aspects—can make a small contribution to this endeavour.
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Appendix A. Exemplar Questionnaire for Asset Valuation


The questionnaire should be filled out by the staff in the non-risk department most closety related to the asset (the asset owners), and then this information should be reviewed by the manager of the non-risk department. It is subsequently shared with the risk department specialist. This process is depicted in the activity diagram, representing system operation, in Figure 4. In the survey, only one response should be marked for each question. If assets are grouped together, the questions should be answered considering the most critical and important asset in the group. The rationale for each selected response should be written in detail so that when it is presented to the risk department specialist or the risk committee, a more in-depth consideration can be conducted.



The survey questions should be answered assuming that Ideal conditions prevail as regards the business processes within which information assets are found and operate. This approach allows the calculation of asset values, assuming ideal process conditions. A comparison of actual vs. ideal process conditions can support a gap analysis that provides information about the asset’s risk status. Although the primary purpose of the survey is to determine the asset’s value, it can thus also be useful for risk assessment.



The survey consists of two sections. Part I (Appendix A.1) determines the asset values (Questions 1–17). Part II gathers data relating to the asset owners (Questions 18–21). Part II (Appendix A.2) utilises individual-level questions to assess the qualifications and security awareness of asset owners in non-risk departments. For instance, only when the awareness level of the non-risk department employee surpasses a certain threshold should the risk expert evaluate asset values by relying on his/her opinion. If this threshold is not met, the risk department specialist will advise the non-risk department manager to re-execute the analysis. This process helps to ensure the quality and reliability of the risk assessment. Answer choices a, b, c, d, and e, correspond to scores 1, 2, 4, 8, and 16, respectively, for each question. After answering all questions, the scores are added up. In Part I, the asset value is assessed as low, moderate, high, or critical (Table A1); in Part II, the asset owner’s value is rated as good/could be improved/should be improved/ must be improved (Table A2).





 





Table A1. Part I Asset Valuation (Questions 1–17).






Table A1. Part I Asset Valuation (Questions 1–17).





	Survey Score
	Asset Value





	25–50
	Critical



	50–75
	High



	75–125
	Medium



	>125
	Low










 





Table A2. Part II Asset Owner’s Valuation (Questions 18–21).






Table A2. Part II Asset Owner’s Valuation (Questions 18–21).





	Survey Score
	Asset Owner’s Value





	8–16
	Good



	16–24
	Could be improved



	24–40
	Should be improved



	>40
	Must be improved








Appendix A.1. PART I: Asset Valuation: Organizational-Level Dimension in CSCF







	1. 

	
Confidentiality: Potential damages that may occur if the most critical information processed by your asset group is disclosed or captured by unauthorised individuals:




	a)

	
No damage occurs, the organization and related individuals continue their activities;




	b)

	
Damages that may negatively affect the users of the asset occur.




	c)

	
Damages that may negatively affect the department of the asset occur.




	d)

	
Damages that may negatively affect the entire organization occur.




	e)

	
Damages that may negatively affect the entire organization and its stakeholders occur.










	2. 

	
Integrity: Potential damages that may occur if the content of the most critical information processed by your asset group is altered by unauthorised individuals:




	a)

	
No damage occurs, the organization and related individuals continue their activities.




	b)

	
Damages that may negatively affect the users of the asset occur.




	c)

	
Damages that may negatively affect the department of the asset occur.




	d)

	
Damages that may negatively affect the entire organization occur.




	e)

	
Damages that may negatively affect the entire organization and its stakeholders occur.










	3. 

	
Availability: What is the maximum duration of service downtime you can tolerate during peak usage periods for the services dependent on the assets in your group?




	a)

	
More than 48 h.




	b)

	
Between 24 and 48 h.




	c)

	
Between 8 and 24 h.




	d)

	
Between 4 and 8 h.




	e)

	
Less than 1 h.










	4. 

	
Answer questions for information asset categories such as people, buildings, machines, systems, applications, information, and infrastructure.




	A. 

	
Are there rules or guidelines (e.g., security policies, compliance requirements, operational guidelines) that help protect and manage the assets of our organization?




	a)

	
Yes, comprehensive rules/guidelines.




	b)

	
Yes, but they need improvement.




	c)

	
Neutral.




	d)

	
No, insufficient rules/guidelines.




	e)

	
No rules/guidelines at all.










	B. 

	
How would you rate the economic value of the assets (for which you are responsible) to our organization’s operations (such as software, information, facilities)?




	a)

	
Extremely valuable (purchase decision given by management board).




	b)

	
Very valuable (purchase decision given by CIO).




	c)

	
Moderately valuable (purchase decision given by department manager and IT manager).




	d)

	
Slightly valuable (purchase decision given by department manager).




	e)

	
Not valuable (purchase decision given by asset owner).










	C. 

	
How difficult is it to replace a specific IT asset in the event of malfunctions, security breaches, or other IT-related incidents? Please select the option that best describes your organization’s approach.




	a)

	
International Procurement (greatest difficulty): Requires sourcing the replacement from international vendors, involving extended delivery times and potentially complex logistics.




	b)

	
National Procurement: Involves obtaining the asset from vendors within the country but outside the local region, which can be time-consuming due to distance and shipping.




	c)

	
Regional Sourcing: The asset is sourced from suppliers outside the city or local area, necessitating additional time for procurement due to regional distance.




	d)

	
City-Wide Sourcing: Replacement can be found within the nearest big city but may require sourcing from specific vendors, offering a moderate level of difficulty and time commitment.




	e)

	
Quick, Local Procurement (lowest difficulty): The asset can be easily and quickly replaced from local stores or supermarkets, ensuring immediate availability and minimal downtime.
















	5. 

	
Business continuity: how confident are you in the resilience of our critical assets to ensure smooth business operations in the event of unexpected disruptions?




	a)

	
Very confident in the resilience and backup strategies of our critical assets.




	b)

	
Somewhat confident; some assets are well-protected, but others need more robust plans.




	c)

	
Neutral; unsure about the resilience levels of our assets.




	d)

	
Somewhat unconfident; many assets lack sufficient protection or backup plans.




	e)

	
Not confident at all; our critical assets are vulnerable to disruptions.










	6. 

	
Crisis management: What measures are in place to protect our key assets, thereby safeguarding our reputation and maintaining the interests of our partners during unexpected events?




	a)

	
Comprehensive crisis management plan.




	b)

	
Regular communication with partners.




	c)

	
Limited or no specific steps.




	d)

	
Not sure.




	e)

	
Nobody in the company knows.










	7. 

	
Access: How well do you think we control who can access our resources and information?




	a)

	
Very well (zero trust access management).




	b)

	
Adequately (identity access management solution is used).




	c)

	
Neutral (VLAN segmentation and we have a firewall).




	d)

	
Inadequately (no network segmentation but we have a firewall).




	e)

	
Poorly (we do not have a firewall).










	8. 

	
Trust: How do we make sure that our interactions with outside parties like suppliers and customers are secure and trustworthy?




	a)

	
SLA and regular audits and reviews.




	b)

	
SLA.




	c)

	
Basic security measures.




	d)

	
Verbal confirmation.




	e)

	
It does not exist.










	9. 

	
Data security: How confident are you in the security of the data and systems in your area of responsibility, which are shared with our third-party vendors?




	a)

	
Highly confident.




	b)

	
Moderately confident.




	c)

	
Neutral.




	d)

	
Somewhat unconfident.




	e)

	
Not confident at all










	10. 

	
Operations: Do our daily operational practices incorporate measures to protect and secure our key assets?




	a)

	
Always; asset security is a top priority in all our operations.




	b)

	
Often; we regularly consider asset security in our operational decisions.




	c)

	
Sometimes; asset security is considered, but not consistently.




	d)

	
Rarely; asset security is seldom a focus in our daily operations.




	e)

	
Never; we do not integrate asset security into our operational practices.










	11. 

	
Asset security: Are there any areas in our daily operations where you think security of our assets could be improved?




	a)

	
Yes, many areas.




	b)

	
Yes, a few areas.




	c)

	
Neutral.




	d)

	
Not many areas.




	e)

	
No, not at all.










	12. 

	
Technology protection: Do you believe that our current technology infrastructure enhances the security of our assets?




	a)

	
Strongly agree; our technology significantly enhances asset security.




	b)

	
Agree; our technology generally supports asset security.




	c)

	
Neutral; unsure about the impact of our technology on asset security.




	d)

	
Disagree; our technology does little to improve asset security.




	e)

	
Strongly disagree; our technology infrastructure weakens asset security.










	13. 

	
Security procedures: Are you aware of the procedures to follow in the event of a security breach or incident involving our assets in your responsibility?




	a)

	
Fully aware and trained.




	b)

	
Somewhat aware.




	c)

	
Neutral.




	d)

	
Not very aware.




	e)

	
Unaware.










	14. 

	
Governance: How well do you think we plan and manage our efforts to keep our information assets safe?




	a)

	
Very effectively.




	b)

	
Effectively.




	c)

	
Neutral.




	d)

	
Ineffectively.




	e)

	
Very ineffectively.










	15. 

	
Evaluation: Do we have effective methods to evaluate the success of our asset security management?




	a)

	
Yes, very comprehensive and effective evaluation methods.




	b)

	
Yes, but our evaluation methods could be improved.




	c)

	
Neutral; not sure about the effectiveness of our evaluation methods.




	d)

	
No, our methods for evaluating asset security are not very effective.




	e)

	
No, we lack any methods to evaluate asset security effectiveness.










	16. 

	
Leadership: How visible and involved are our senior leaders in promoting cybersecurity practices for asset security?




	a)

	
Highly visible and involved.




	b)

	
Moderately visible and involved.




	c)

	
Neutral.




	d)

	
Seldom visible and involved.




	e)

	
Not visible or involved at all.










	17. 

	
Empowerment: Do you feel encouraged to provide feedback or suggestions on our cybersecurity policies and practices?




	a)

	
Strongly encouraged.




	b)

	
Encouraged.




	c)

	
Neutral.




	d)

	
Discouraged.




	e)

	
Strongly discouraged.
















Appendix A.2. PART II: Asset Owner’s Valuation: Individual-Level Dimension in CSCF







	18. 

	
Attitude




	A. 

	
Do feel informed and involved in our organization’s cybersecurity policies and initiatives?




	a)

	
Very informed and involved.




	b)

	
Somewhat informed and involved.




	c)

	
Neutral.




	d)

	
Not informed or involved.




	e)

	
Completely unaware and not involved at all.










	B. 

	
Do you think the training and resources provided by our organization make you feel prepared to handle cybersecurity challenges?




	a)

	
Highly prepared.




	b)

	
Reasonably prepared.




	c)

	
Neutral.




	d)

	
Unprepared.




	e)

	
Completely unprepared.










	C. 

	
How responsible do you feel personally for maintaining cybersecurity in your daily tasks?




	a)

	
Strongly feel responsible.




	b)

	
Feel responsible.




	c)

	
Neutral.




	d)

	
Do not feel very responsible.




	e)

	
Do not feel responsible at all.
















	19. 

	
Awareness




	A. 

	
How well do you think you know and understand the organization’s information security policies and procedures?




	a)

	
Very well.




	b)

	
Moderately well.




	c)

	
Neutral.




	d)

	
Not very well.




	e)

	
Not at all.










	B. 

	
Are you aware of your specific roles and responsibilities in ensuring information security within the organization?




	a)

	
Highly aware.




	b)

	
Aware.




	c)

	
Neutral.




	d)

	
Not really aware.




	e)

	
Totally unaware.
















	20. 

	
Behaviour




	A. 

	
How often do you see people following our security rules and guidelines in their daily work? (Are you aware of, and actively report, any security policy violations or suspicious activities? Have you noticed any instances where security rules were not followed?)




	a)

	
Always.




	b)

	
Often.




	c)

	
Sometimes.




	d)

	
Rarely.




	e)

	
Not sure.










	B. 

	
Do you consistently adhere to the organization’s information security policies and procedures in your daily work?




	a)

	
Always.




	b)

	
Often.




	c)

	
Sometimes.




	d)

	
Rarely.




	e)

	
Not sure.
















	21. 

	
Competency




	A. 

	
How confident are you in your ability to follow our security rules and guidelines? (Do you feel equipped with the necessary skills and knowledge to comply with our organization’s cybersecurity policies?)




	a)

	
Very confident.




	b)

	
Confident.




	c)

	
Neutral.




	d)

	
Not very confident.




	e)

	
Not confident at all.










	B. 

	
Do you think your company provides enough training to help you understand and follow our security practices?




	a)

	
Training is very good.




	b)

	
Training is reasonable.




	c)

	
Neutral.




	d)

	
Training is not really good enough.




	e)

	
Training is poor and not fit for purpose.
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Figure 1. Research method: the four phases. 
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Figure 2. Information security risk and related risk areas. Source: Kosutic [63]. 
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Figure 3. The conceptual model for the research study. 
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Figure 4. Flexible risk assessment system object classes and relationship to CSCF dimensions. 
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Figure 5. Activity diagram representing system operation. 
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Table 1. Roles of survey respondents.
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	Senior IT auditor/consultant with 30 years’ experience



	Senior IT auditor/director at a major international consultancy with 20 years’ experience



	IT audit manager in a bank with 10 years’ experience



	Executive at IT security, risk and compliance department with 15 years’ experience



	Cyber security consultant at a major international consultancy with 3 years’ experience



	Manager at a major international consultancy with 13 years’ experience



	Information security assistant manager at a major international insurance company



	Head of IT audit at a leading Turkish banking group



	Head of IT audit in both public and private sector organisations



	Chief information security officer at a Turkish financial institution with 20 years’ experience



	Head of internal audit in a finance bank in Turkey with 5 years’ experience



	Senior cybersecurity expert with 15 years’ experience



	Director and IS audit leader at a major international consultancy with 15 years’ experience



	IT manager and auditor roles with 20 years’ experience



	Director and IS audit leader in several companies with 20 years’ experience



	IT security and audit expert in a university with 10 years’ experience










 





Table 2. Survey responses regarding the value of the proposed risk assessment method.
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	No.
	Statements
	Strongly Agree
	Agree
	Neutral
	Disagree
	Strongly Disagree





	1
	The risk assessment method is beneficial for business sustainability.
	8
	8
	0
	0
	0



	2
	The risk assessment method is suitable for small-s