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Abstract: Revocable attribute-based encryption (RABE) provides greater flexibility and fine-grained
access control for data sharing. However, the revocation process for most RABE schemes today is
performed by the cloud storage provider (CSP). Since the CSP is an honest and curious third party,
there is no guarantee that the plaintext data corresponding to the new ciphertext after revocation is
the same as the original plaintext data. In addition, most attribute-based encryption schemes suffer
from issues related to key escrow. To overcome the aforementioned issues, we present an efficient
RABE scheme that supports data integrity while also addressing the key escrow issue. We demon-
strate the security for our system, which is reduced to the decisional g-parallel bilinear Diffie-Hell-
man exponent (q-PBDHE) assumption and discrete logarithm (DL) assumption. The performance
analysis illustrates that our scheme is efficient.

Keywords: attribute-based encryption; cloud computing; data integrity; key escrow

1. Introduction

Cloud storage services provide major advantages in data management as data con-
tinues to grow and digitization processes accelerate, and more and more companies and
individuals are choosing to employ cloud storage services to satisfy their data storage
demands. Compared with traditional local storage, cloud storage has the advantages of
high storage efficiency, high scalability, and low management overhead. However, cloud
storage providers (CSP) may attempt to access sensitive data, which can lead to potential
privacy risks [1-3]. The key to solving this problem is to store the data in ciphertext. The
traditional method can only achieve one-to-one sharing. If the file is shared with several
users, it must be encrypted multiple times, which lacks flexibility and fine-grained access
control. Attribute-based encryption (ABE) [4] technology effectively solves this problem;
it can provide file confidentiality and a one-to-many sharing mechanism over encrypted
data. Data in an ABE scheme is encrypted using access policy. The user can decrypt and
achieve plaintext when the user’s attributes match the access policy in the ciphertext.
Therefore, the user fully utilizes cloud storage services to maintain data security and pri-
vacy. Ciphertext-policy attribute-based encryption (CP-ABE) [5] and key-policy attribute-
based encryption (KP-ABE) [6] are two types of ABE. In CP-ABE, the user’s attribute set
corresponds to the key, and the access policy corresponds to the ciphertext, while the op-
posite is true for KP-ABE. The user can decrypt only when the attributes match the access
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Currently, CP-ABE is widely used in healthcare, financial services, e-commerce, and
other scenarios, but in many practical application scenarios, CP-ABE is still confronted
with numerous challenges, such as user revocation [7] and key escrow issues. Revocable
attribute-based encryption restricts access to data by controlling user attributes such as
job titles or security clearance levels. It allows data owners to revoke access to certain users
when necessary, thus providing greater flexibility and fine-grained control over data shar-
ing, enabling greater data security and privacy.

1.1. Related Works

More and more programs are now focusing on the issue of revocation. Pirretti et al.
[8] developed a revocable encryption scheme that supports indirect revocation, where
each attribute in the scheme contains a valid time range and the authority periodically
updates the attribute and redistributes the user’s key information. Li et al. [9] constructed
a revocable scheme that introduces the concept of user groups to achieve efficient user
revocation, where the group administrator updates the keys of unrevoked users when any
user leaves, and the scheme outsources part of the computation to the CSP to reduce the
user computation burden. In [10], an efficient direct RABE scheme was provided. In the
scheme, a user revocation list and a time interval are added. The revoked users are added
to the revocation list and can not decrypt the ciphertext after the key time expires, and the
key of the unrevoked users will be updated. Xiang et al. [11] adopted version control tech-
nology to support real-time revocation and the private key for the unrevoked user is up-
dated by the subset covering technique. In [12], the data owner does not need to be online
during the revocation process, but the unrevoked user is required to update the decryp-
tion key frequently, and the data storage center needs to re-encrypt the ciphertext, which
is computationally intensive and not suitable for resource-constrained environments.
Xiong et al. [13] combined revocable encryption with cloud-assisted IoT, where the trusted
authority center manages a user revocation list. The identities and current time nodes of
these users will be added to the list once they have been deleted from the system. Using
key update parameters generated by the trusted authority center, users who are not re-
voked will update their own decryption keys. Lan et al. [14] constructed an efficient rev-
ocable ABE scheme with rich attribute representation. The proxy server is in charge of
partial decryption and receives a conversion key from the key generating center. When a
user’s attributes change or he or she is deleted from the system, both the decryption key
and the conversion key for unrevoked users need to be updated. The above scheme
achieves revocation by maintaining a revocation list or updating the key periodically, but
the length of the list increases with the rapid change of personnel flow, and this method
requires the user to update the key frequently online at any time, which has a large com-
putational overhead.

Sahai et al. [15] introduced the ciphertext delegation technique, in which the cloud
server achieves user revocation by re-encrypting the ciphertext, but the scheme cannot be
applied in CP-ABE. In [16], a server-assisted RABE scheme is constructed, in which the
ciphertext should be converted by the CSP using the relevant conversion key, and if the
user is removed from the system, the CSP will no longer be able to help him or her to
convert the ciphertext. The CP-ABE scheme in [17] applied a modular ciphertext delega-
tion method that allows third parties to convert ciphertexts under a stricter policy, ena-
bling user revocation. Ma et al. [18] constructed a revocable, secure data deletion and au-
thentication CP-ABE scheme. The scheme uses attribute association trees to reconstruct
new access policy and re-encrypts ciphertext data when a user is deleted, so that the de-
leted user is unable to decrypt the new ciphertext. In [19], a traceable RABE scheme is
constructed by uploading the revocation list along with the ciphertext to CSP. When a
user revokes from the system, the CSP updates the ciphertext using the update key trans-
mitted by the authorization center, and the user’s identity is related to the leaf node to
achieve user tracking. In [20], the CSP re-encrypts the ciphertext by combining the original
ciphertext with the updated material broadcast by the authority center using the
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ciphertext delegation algorithm. These schemes use the CSP to update the ciphertext to
achieve revocation, which saves computing resources to a certain extent. However, since
the proxy third-party server is honest and curious, there is no guarantee that the plaintext
data corresponding to the new ciphertext after revocation is consistent with the original
plaintext data, which is what we call the data integrity issue. Aiming to resolve this prob-
lem, Ge et al. [21] used a user-verifiable approach to construct a new RABE scheme that
supports data integrity. Based on Waters’ scheme [22], they encrypted both the plaintext
data and a random value, allowing the user to check the consistency for the plaintext data.
However, the scheme has a key escrow problem.

In addition, ABE schemes also come with the key escrow problem. In the traditional
ABE scheme, the key generation center (KGC) generates the decryption keys for the users,
which means that the KGC has the ability to access and decrypt data. To overcome this
issue, the schemes in [23,24] generate decryption keys for users by introducing multiple
authorization centers, each of which can only calculate partial keys. The scheme in [25]
used an unmanaged key issue protocol executed between the CSP and the KGC, but the
computational cost is too high. The scheme in [26] used an unmanaged key issue protocol
executed between the KGC and the user, solving the key escrow issue effectively. Re-
cently, some novel ABE schemes were presented, such as CP-ABE with shared decryption
[27], ABE with privacy protection and accountability [28], multi-authority CP-ABE [29,30],
and revocable blockchain-aided ABE [31].

Therefore, to address the integrity issue and the key escrow issue in revocation, we
constructed an efficient revocable ABE scheme that supports data integrity and solves the
key escrow issue. The specific contributions are as follows:

e  Data integrity: Under the new access policy, when the CSP performs the revocation
operation to generate the ciphertext, the user can check whether the plaintext corre-
sponding to the new ciphertext is the same as the original encrypted plaintext.

e Key-escrow free: Attribute authority was introduced, and a secure 2PC protocol is
executed between the key authority and the attribute authority to generate the user’s
private key. Neither side can get the complete private key, which solved the key es-
crow problem.

e Security and efficiency: Based on the assumption of decisional q-PBDHE, our
scheme is secure under chosen plaintext attacks. Performance analysis illustrates the
practicability and effectiveness of the proposed scheme.

1.2. Organization

We review some knowledge about topics like bilinear maps and linear secret sharing
in Section 2. We provide an overview of the security model and the system model in Sec-
tion 3. We present an efficient RABE scheme based on the Waters’ scheme in Section 4.
Sections 5 and 6 discuss the safety and feasibility of our scheme, respectively. Finally, we
summarize our work in Section 7.

2. Preliminaries

We focus on describing the specific construction of our RABE scheme, and the nota-
tion used in the paper is explained in Table 1.
Bilinear maps The bilinear map e:GxG — G, has the following properties:

e  Bilinear: Va,be G,u,ve Z,, e(a",b")z e(a,b)” holds.
e Non-degeneracy: e(a,b)#1.

e Computability: e(a,b) can be effectively calculated.

Bl

Access policy The set Ac 2Bl g called monotonous if Be A and Bc C , we

have Ce 4. The access policy is the monotone set 4 in all non-empty subsets for P, i.e.,
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AcC PAURERSLY \{@} . The sets are referred to as the authorization sets, otherwise, the sets

are referred to as the unauthorized sets.
Linear secret sharing scheme (LSSS) A linear secret sharing scheme Il on Z, meets

the following two conditions:
e Each participant’s share is the component of the vectoron Z, .

e Define a share generating matrix M,,, and for all je [Lm], we define a function

mxn

p():{L---,m} >{B,P, -, P}, wherel,2,-,m is the number of rows in M, _,. Ran-

mxn *
domly choosing vector i =(r,u,,"--,u,), where re Z, is a secret shared value,
u,,-u, € Z, was picked randomly. M -i represents m secret share values shared ac-
cording to II.

LSSS satisfies the linear reconfiguration property that members in the authorization
set S can recover secret as follows: For an access policy 4,let Se A4 be any authorized

set,and let 0={j:p(j)e S} c{L,---,m}, we can compute the constant set {77/.} » in pol-
Jje

ynomial time using the knowledge of linearity algebra such that »'7,{, =r, where
70
§ = (Mj. a7 ) In this paper, (M,,,,p) stands for access policy, and s can be recovered
only when the attributes of the user meet (M., p) .
Discrete logarithm assumption (DL) Let G be a group of prime order p, and g
be a generator. The DL assumption says, that given ( g, g"’) for randomly chosen ¢e Z,
, for the PPT algorithm A, Pr[A( g,g7)= (p} < ¢ isnegligible.

Decisional q-Parallel Bilinear Diffie-Hellman Exponent assumption (q-PBDHE) Let
a,d,,--,d,,re Z, be chosen randomly, and e:GXG — G, be a bilinear map. Given tu-

ple:

- _ r a a? aq+2 an
y_{gog g 8 5.8 AR 4 5
rd; a/d, a’ld, a’?/d, a*/d,
vlSing .8 g & e g
a-r-d;|d a"%d,/d,
vlsi,/iq,/;tig 8

The decisional g-PBDHE assumption means that there is no PPT algorithm to distin-
guish the distribution of ¥, Z{(fae(g,g)“q+l" )} and R :{(y,ﬁ)} , where R
be a random element in G, . The decisional q-PBDHE assumption was first defined and

proved to be safe in [22].

Table 1. Symbols Definition.

Symbol Description
G, G, Two multiplicative cyclic groups with prime order p
g A generatorin G
u Collection of all system attributes
|U| The number of elements of the set U
S Collection of user attributes
Scu S isasubsetof U
PPT Probabilistic polynomial time
2PC Two-party computing
Param Public parameters

MSK Master key
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SK User private key
cr Ciphertext
P={R,P, P} Participant set
M, A matrix with m rowsand » columns
M; The j-throw of M
(M,,..P) Access policy
[1,m] Asetof 1,2,---,m

3. System Model

We will give the roles of each entity, the formal definition, and the security model for
the RABE scheme.

Our RABE system includes five entities: Data Owner (DO), Data User (DU), Cloud
Service Provider (CSP), Key Authority (KA), and Attribute Authority (AA), which is illus-
trated in Figure 1.

DO: The DO sets an access policy for the data, generates file ciphertext using a com-
bination of symmetric encryption (AES) and the CP-ABE algorithm, and finally sends the
complete ciphertext to the CSP.

CSP: The CSP stores ciphertext uploaded by the DO and performs the revocation
operation.

DU: The DU downloads ciphertext from the CSP. If the attributes of the DU match
the access policy embedded in the ciphertext, he or she can decrypt the data to obtain
plaintext.

KA/AA: The KA and AA are responsible for system initialization and generating user
private keys.

© CSP %6
\\eﬂ\ Sy
e R
a Param, J SK> &
k- S
ah [
DO AA DU
"7/)]/ 2PC %\(,\

|

|

. |

KA

Figure 1. System structure for RABE.

3.1. Formal Definition
The algorithms in the RABE scheme are as below:

(1)  Setup _KA(A,U) — (Param,,MSK,) . This algorithm generates the public key Param,
and private key MSK, of the KA according to the security parameter A4 and system
attribute set U .

(2) Setup _ AA(Param,) — (Param,,MSK,) . This algorithm generates the public key
Param, and private key MSK, of the AA according to Param, .

(3) Keygen(MSK,,MSK,, Param,S) — SK . This algorithm generates the user’s private key
SK through a secure 2PC protocol.
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(4) Encrypt(Param,F,(M . .,p)) — CT . This algorithm encrypts data files F and up-
loads the ciphertext to the CSP.

(5) Decrypt, (SK,CT)— F . This algorithm inputs SK and CT, and outputs a shared
data file F* or a special symbol L.

(6) Revoke(CT,(M,,,,p)) — CT’. This algorithm inputs CT and a revocation access
policy (M, _.,p), and it outputs a revoked ciphertext CT’.

(7) Decrypt,,(SK’,CT,CT’) — F . This algorithm inputs updated private key SK’, CT
and CT’, and outputs a shared data file F' or a special symbol L.

3.2. Security Model

We define two security models for the RABE scheme, namely the selective plaintext
attack and the data integrity attack. These are described through the interactive attack
games (Game-I and Game-II) between adversary .4 and challenger (.

Game-I describes a security game under selective plaintext attack.

e Initialization: .4 chooses a challenge access policy (M~ . .,p") and sends it to

challenger C.

e  Setup: C executes the Setup algorithm to obtain the master public key Param
and returnsitto 4.

e  Private key query phase 1: .4 chooses a user attribute set S, which requires that

Scannotmeet (M . .,p"). C runsthe Keygen, and generates the private key SK

and returnsitto 4.
e  Challenge: .4 chooses two data files F; and F, of equal length to . C
chooses #€{0,1} randomly and encrypts F, to get the challenge ciphertext CT".

C returns the ciphertext CT" to 4.

e  Private key query phase 2: Similar to the previous stage, £ continues to answer .4
's query.

e Guess: .4 outputsits guess 8'€{0,1} for 6.

We define .4’s advantage in the above game as Adv =

Pr[¢' = 9]—%‘ .

Definition 1. Our RABE scheme is selective plaintext attack secure, if for all PPT adversary A,

L

the advantage Adv=|Pr[8"=6)]

is negligible.

Game-II describes a security game under data integrity attack.

o Setup: C executes Setup algorithm to get public parameter Param and returns it
to A.

e  DPrivate key query phase 1: .4 can perform the key extraction query on the user at-
tributeset S. € returns SK to .4 by executing the Keygen algorithm.

e Challenge: .4 sends the data file F and a challenge access policy (M,,,.p) to
C .Then C sends challenge ciphertext CT to .4 byexecutingthe Encrypt algo-
rithm.

e  Private key query phase 2: Similar with the previous stage, ¢ continues to answer
A''s query.

e Guess: .4 outputs attribute set S’ and revoked ciphertext CT’. .4 wins the in-
tegrity game if Dec,, (SK,,CT,CT )& {F,1}.

We define Pr[.4wins] torepresent the adversary .4’sadvantage in the above game.

Definition 2. The proposed scheme achieves the data integrity of ciphertext after revocation if for
all PPT adversary A, the advantage Pr[.Awins] is negligible.
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4. Our RABE Construction

1)

(2)

)

Setup _ KA(A,U) — (Param,,MSK,) . This algorithm inputs system security parameter
A, and attribute set U, generates two cyclic groups G, G, with prime order p
and bilinear map e:GxG — G,.Let g be a generator in G . The KA randomly se-
lects g,u,ve G, ab,a € Z; , hash function I:I:GT —>Z; and hl,hz,---,lﬂU‘ , then
the algorithm outputs

Param, =(G,GT,e,g,g”,ﬂ,V,{h,.|i =1,2,---, U|},gl’,E”‘ ,ﬁ) , MSK, =(e;,b).

The KA publishes Param, and keeps MSK, secretly, where E=e(g,g).
Setup _ AA(Param,) — (Param,,MSK,) . The AA selects &, € Z; randomly, outputs
Param, =(E™ ), MSK, =(, ). The AA keeps MSK, secretly and publishes Param,.

Then we have
Param =(G,Gy,e,g,8, v, {h |i=1,2,-+-,|U} ", E“, ), MSK = (e, ,,b),

where o=+, .

KeyGen(MSK,,MSK,, Param,S) — SK . In this algorithm, the KA and the AA use the
secure 2PC protocol to generate the user’s private key. Firstly, the KA inputs (¢,,b)
, the AA inputs ¢,, the protocol computes @w= (¢, +@,)b and returns @ to the
AA, where the KA does not know ¢, and the AA does not know (Otl,b) , then the
AA and the KA interact to generate SK,:

o The AAselects 1 € Z, atrandom, the AA computes X, =g”" =g " and
generates the knowledge proof of .7, then sends X, and PoK(@,t) to the
KA.

o The KA selects s,7€ Z, atrandom, computes 7, = X, = g @ T, =g,
then transmits 7;,7, and PoK(z,s,b) tothe AA.

e The AA selects t,€ Z, at random, computes X, =(7"T,)* =(g"“"*"g"")",
thensends X, and PoK(t,) to KA.

e The KA computes T, =X,"" =(g'“**'g")",sends PoK(r) and T, tothe AA.

e The AA calculatess D=T'">=g%" , and then the AA transmits
SK, ={D=g"g"} to the DU.

e The KA computes D, =g",D, =h',Vxe S andsends SK, :{DO =g',D = hx“'}
to the DU.

e The DU’s final private key is SK ={D =g"¢“,D,=g",D, =h'(Vxe S)} . The

above protocol is illustrated in Figure 2.
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ST EZ* Tl :X]rr‘h :g(ujﬂzz)r.’z,

|
i

2PC
< > w=(o+a,)b

PoK(w,1), X,

A

* _ ol (atay)bl
heZ,, X,=g" =g

p’

PoK(z,s,b), T, T
I=g

A J

fz e Z; ‘}(2 = (7-;!,7;)@ = (g[rzj wx:]rgwa)fz

I/t (e +ay) __saxt: POK(,I)’ XZ
L=X," =(g"™"g")"

A

PoK(1r), T,

A 4

D,=g".D_=h’VxeS B=F M=t

Figure 2. The proposed key issuing protocol.

(4)

©)

(6)

Encrypt(Param,F,(M,,,,p)) = CT . This algorithm inputs the shared data file F,
Param = (G,GT,e,g,g“,/l,V,{h,. |i = 1,2,---,|U|},gb,E”,ﬁ) and access policy (M, ,p)

, for each row of M, the function p associates rows of M _  to attributes, which

mxn’ mxn

is p:{1,2,---,m} - U. The algorithm encrypts the file F using the AES algorithm,
then gets the shared data ciphertext CF = Enc, (F), where ck is a symmetric key. The
DO selects a vector i = (r,u,, -,u,)€ Z; , ¢, €Z, randomly, computes é’/. =i-M,,
je[l,m]. Then

C1 =ck .Ear, C2 — gr, C3’j — h—cj.)ga;/ , C4,j — gt‘/ , vje [l,m], (/w5 :ﬂlfl(F)Vl:I(ck)’

(49

Let C= ((men,p),Cl,Cz,CS’j,CM,CS,je [l,m]), then the DO sends CT ={CF,C} to
the CSP for storage.

Decrypt, (SK,CT) — F . The DU runs the algorithm and decrypts the ciphertext CT
. The algorithm inputs private key SK ={D,D,,D (VxeS)}, CT ={CF,C}.If the at-
tribute set Ssatisfies (M,,,.p), lets O={j:p(j)e S} c{L,---,m}, calculates the con-
stant {77 j}jeQ such that X, .M, = (1,0, 0,---,0) , the algorithm computes

e(D,C,)
(I,.,e(Dy.C, ) €D,y . C )

pG)> 4,

ck=C,/

Then checksif C; =" v outputs ck and decrypts the shared file F further.
Otherwise, outputs L .If S does not satisfy (M,,,,p), decryption fails.

Revoke(CT,(M,,,,p)) — CT’. The CSP runs the algorithm. It inputs CT ={CF,C}, a

revocation access policy (M, .,p), and for each row of M defines the function

mxin mxn 7

p :{1, 2,---,n_1} — U. It outputs a revoked ciphertext CT’ under a revoked access
policy (M,...p"), where p":{,2,--;m’} > U, m'=m+m,n"=n+7n . Then, it ran-
domly selects u = (7,d,,,ii,)€ Z! and & eZ, for each je[lm’], computes

A

é’j =1 Mj', j€[1,m]. The algorithm computes C':
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7)

L=C,L,=C),L, =C,,, L =C,,, jellm], L =1;,L, =1, je[m+1n],

where 1. isthe identity element of G . Then the algorithm computes C:

K =E",K,=¢' K, =g h

p(])/ =gcjlvj€[17m,].
And computes C’:
C/=L-K, Ci=L,K,C,=L, K, C,

3,j7 - 4//

Let C'=((M,,..p").C..C; C3/,C4],C5,]e[lm]),outputs CT’={C’,CF}.

Vie[lL,m'],C!=C,.

Decrypt,,(SK',CT,CT'y > F . The algorithm inputs SK’ , CT={CF,C} and
CT’={C’,CF}, verifies whether C;=C;, if not, outputs L . Then, if the set of attrib-
ute S"of SK'meets (M’,p’),let O'={j:p’(j)e S’} c{l,---,m’}, and there is a con-

stant {n;}jeg, such that 2,77, - M’ =(1,0,0,---,0) . Then the DU computes:

e(D cl)

Ck = C],/ , A
(HjeQ’e(D(), ) e( P /)) !

otherwise, outputs L . Finally, checks if C; = u"“v# outputs ck, and decrypts

the shared file F further. Otherwise, outputs L.
Kim et al. [17] proved that (M’,p’) is a valid access policy with respect to a LSSS

scheme. Therefore CT’ is a valid revoked ciphertext.

5. Scheme Analysis

5.1. Correctness Analysis

In Decrypt,, algorithm:

e(D )

(IT,.pe(Dy, Cy ;) -e(D, ), C ))”/
e(g“g™.g")
(H/ege(g gug/hpm) e(hy .8 )"

_ Ear 'Esar
- ES"'):/EQ;/”/
— E(lr

ck=C | E.

5.2. Security Analysis

Theorem 1. Assuming that the decisional -PBDHE assumption holds, then our RABE construc-
tion described above is semantic secure under chosen plaintext attack.

Proof. Assume a PPT adversary A .4 exists with a non-negligible advantage to break the

security for our RABE construction, so we construct a polynomial time simulator & us-
ing .4 to break the decisional q-PBDHE assumption.

Init. & picks a bilinear map e:GXG - G;, and a,d,, --,d,,re Z, randomly. &

exposes:
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a*

)—}»={g,gr’ga,.“,ga‘7”ga‘f*z,.“,g >

>

ald, __.’ga /d,’

rd, a"*z/d az”/d
vlSing 8 g g

v ardfd; gaq"“dl/di }

1si12q,0% 8 PR

& randomly selects o€{0,1}, if 0=0, take Z=E"" let T=(y.2);if o=1,

takeZe G, andlet T=(y,Z), A picks a challenge access policy (M" . .,p") to &.

Setup. & picks ¢'e Z, randomly, computes E“=E*" -E“ . This implicitly sets

a=0+a™. & orchestrates group element hl,hz,---,}ﬂu‘ as follows: For attributes
1Sx£|U| , & chooses a value w, at random, let Y be the set of ;j such that

p()=x. & sets h_as

ko
aMJ_,(

hx :g“’xH H g d;

JeY 1sksn®

Because of the randomness of g™, &  is distributed randomly. If Y=, then

h =g" . Thesimulator & chooses ahash function H and 4,ve G randomly, re-
turns the public parameters

Param ={G,Gr,e,g,g“,,u,v,{hx |1 <x< |U|},gb,E“,ﬁ}

to A.
Private key query phase 1. .4 submits attribute set S, where S does not satisfy
‘ Simulator & chooses te Z, at random and finds the vector

m xn

772(771,772"",77”»)6 Z)" such that 7, =-1. For {j:p*(j)e S},we have 7j-M; =0.

& computes

thus, implicitly defining

_ q q-1 g—(n*=1)
s=t+ma +ma’ +1.a .

By defining s so that g“ contains g’“wl , the unknown term g” can be elimi-

nated when constructing D. & computes

;

D=g” gmﬁ( &)

j=2
Now compute D, for xeS.Ifthereisno ;j thatmakes p*(j)=x,then D =D™

; if there is multiple ; thatmakes p°(j)=x,since & cannotsimulate g“w/d’ ,itis

necessary to ensure that the expression for D, does not contain terms shaped like

a1 /d,;

. Because 7j-M; =0, everything in this form can be cancelled. Let

Y= {j,p*(j) = x} and calculate
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M*r

D, =D, w, HH (d'1d;) H (ga“‘*"‘/d, K

jey i=l I=1,-+,n#%
I12i

The simulator & returns SK ={D,D,,D (Vxe S)} to A.

e  Challenge. .4 selects two messages F, and F, of equal length. Simulator &
chooses a coin #€{0,1} randomly and encrypts the file F, using the AES algo-
rithm to generate the shared data ciphertext CF = Enc,(F,) ,where ck is a sym-

r

metric key, then C, =ck-Z-e(g’, g“),C,=g". & chooses

. ’ 2 ’ -1 ’
=(r,ra+uy,ra” +us,---,ra"" +u,, )€ Z;*,

where u},--,u, € Z, randomly, r is the secret value to be shared. In addition, &

ni

chooses #,1;,---,t;, € Z,, C;€ G atrandom, we define R, tobe thesetofall / sat-

pr’

isfying [# j suchthat p"(j)=p"(l),j=12,---,n", compute

o) (T )|

2<i<n” leR; 1<i<n

—rd g
C4,j =& ]gt/

3,j°4,j°

C=(C,G,.C,,,C, ,,Cs, j€ [1,m]) . The simulator returns CT ={CF,C} to .A.

*  Private key query phase 2. Similar with the previous stage, & continues to answer
A's query.
*  Guess. .4 outputs guess &'€{0,1}of 6. & outputs 0'=0 when =6, it

means Te T & outputs o'=1 when 6'#86,itmeans TeR_,,,,, -

q-PBDHE 7

When o=1, .4 does not obtain any information from &, so Pr[@' # 9|6 = IJ =%

When 626, & guesses o'=1, Pr[o“z 0'|0' = IJ =%
When o=0, .4 knows the ciphertext of F,, because the advantage of .4 is ¢,
Pr[é” =6lo= O} =%+8 .When €'=6, & guesses 0'=0, Pr[a’=a|0=0]=%+g
The advantages of & obtained from the above are

%Pr[o’= olo= O]—%Pr[o’= olo=1] =%(%+8j—%x% =§.
Therefore, Theorem 1 holds. [

Theorem 2. The proposed scheme supports data integrity under the DL assumption.

Proof. Assume a PPT adversary .4 exists with a non-negligible advantage to break the
security for our RABE construction, so we can construct a polynomial time simulator &
using .4 to break the DL assumption.

*  Setup. & obtains a discrete logarithmic tuple (G,GT, 0.8, g"’), and & attempts to
compute the value ¢. & generates public parameters through the following steps.
& sets a bilinear map e:GxG — G, , selects hl,---,}me G, a,abyeZ,, and
computes g“,g", E”, u=g’,v=g”. & picks hash function H:G, — Z, at ran-

dom, and returns
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Param =(G,Gr,e,g,g“,ﬂ,v,{hi|i=1,2,---,|U|},g”,E",I:I)

to adversary 4.

*  Private key query phase 1. & selects an attribute set S , and executes
KeyGen(MSK, Param,S) — SK and returns SK to 4.

*  Challenge. .4 submits F and a challenge access policy (M,p) to & . & exe-
cute  Encrypt(Param,F,(M,, ,p)) —CT ={CF,C} , where C = g1 EyiE
CF = Enc(F,ck), C=((M,,,.p).C.C,, C,,.C,,.Cs,je[lm]). & returns CT to
A .

*  Private key query phase 2. Similar to the previous stage, & continues to answer .4
's query.

* Output. .4 outputs a revoked ciphertext CT'={CF’,C’} , where
CF'=Enc(F',ck’) , C'=(M,,.p).C.C;,Cs,,C. . CLje[lm]) . A wins if
F'e¢{F,1} and C,=C!.

If .4 wins, the simulator & selects the attribute set S’ that meets access policy
M]...,p). & generates the private key SK, , decrypts the ciphertext CT’ to get the
symmetric key ck’, and then gets the F’. According to C,=C; & v yt" =
yI@ 1 S computes @-(H(F)—H(F')) = y-(H(ck’)— H(ck)). Since F'e{F,1}, so
that means H (F)# H (F’). Finally, the simulator & gets ¢.

Therefore, Theorem 2 holds. O

6. Performance Analysis

The performance of our scheme is analyzed in terms of functionality, computational
cost, and experimental perspectives.

6.1. Functional Analysis

The functional analysis between our scheme and the schemes in [21,24,26] is shown
in Table 2. None of the comparison schemes can simultaneously meet the three functional
requirements listed in the table, that is, cannot simultaneously meet integrity, key escrow,
and revocation. The scheme in this paper can simultaneously meet the above three func-
tional requirements and adopts LSSS with strong expression ability as the access policy.
Therefore, from the perspective of functionality, our scheme is more suitable for practical
application.

Table 2. Functionality.

Scheme Integrity =~ Key-Escrow Free User Revocation Acc.e >
Policy
[21] x/ x \ LSSS
[24] x \ x LSSS
[26] x \ \ Tree
Ours v v v LSSS

6.2. Computation Analysis

In this section, we compare our scheme with other schemes in terms of calculated
costs, as shown in Table 3. It can be seen from Table 3, in the key generation phase, the
computational cost required by our scheme is consistent with that in [21,24], and lower
than that of [26]. In the encryption stage, our scheme has more advantages than those in
[21,24,26]. At the decryption stage, the computational cost of our scheme is consistent with
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reference [24] and lower than [21,26]. In the revocation phase, the calculation cost of our
scheme is lower than that of [21], which is almost the same as that of [26]. In general, the
approach in this paper has a low computing overhead, where m represents the number of
rows of the matrix in LSSS, y represents the number of leaf nodes in the access tree, both

m and y correspond to the number of attributes, so their meanings in Table 3 are the same.

Table 3. Calculations cost.

Scheme Key Generation Encryption Decryption Revocation
[21] (6bm+4)E, +2E, +2P 10E, +10P (12m+6)E, +4E, +4P
[24] (4m+)E +E, +P 5E,+5P —
[26] Qu+38)E, (Qy+4)E, +2E, +2P 8E, +8P (2y+4)E, +2E, +2P
Ours @Bm+3)E +E, +P 5E, +5P (6m+4)E, +2E,. +2P

InTable 3, u represents the number of attributes for the user, m represents the num-
ber of rows of the matrix in LSSS, y represents the number of leaf nodes in the access

tree, E, represents exponential operations in group G, E, represents exponential op-
erations in group G,, P represents bilinear pair operation.

6.3. Experimental Analysis

In this section, in order to better evaluate the performance of our scheme, we con-
ducted simulation experiments between our scheme and the scheme in reference [21](ab-
breviated as RI-CP-ABE). The experimental environment configuration is as follows:
AMD Ryzen 5 5600U with Radeon Graphics2.30 GHz, 16.0 GB RAM, Windows 10 operat-
ing system. Our scheme used the Intelli]IDEA2018 tool, jPBC2.0 open-source encryption
library, and we selected a Type A elliptic curve with group order bit length of 512 bits for
the experiment, the expressionis y* =x’ +x. We used JAVA language for programming,

and the LSSS access matrix is programmed in the form of a binary tree.

We conducted simulation experiments in the aspects of system establishment time,
key generation time, encryption time, decryption time, revocation time, and decryption
after revocation time. Since only scheme RI-CP-ABE has integrity, therefore, we compared
our scheme with RI-CP-ABE. The specific algorithm of reference in RI-CP-ABE is shown
in Appendix A. Because our computer runs with limited memory, the number of attributes
in the access policy is set to 4, 8, 16, and 32 (the number of attributes in the system). The
experiment was conducted 100 times in total, and the average value of the experimental
results of 100 times was taken as the final result of this experiment to ensure the accuracy
of the experiment.

The time cost of system setup is shown in Figure 3, indicating that the calculation
cost of the method in this article is basically the same as that described in the literature RI-
CP-ABE. The system key generation time overhead is illustrated in Figure 4. The results
of experimental simulations demonstrate that the calculation cost in our scheme is more
than that of the literature in RI-CP-ABE. Because we introduced the 2PC protocol to solve
the key escrow issue, which guards against the misuse of users’ private keys, it is more
useful in real-world applications. The figure shows that the time growth rates of the two
systems are nearly equal as the number of attributes increases. Furthermore, the key is
generated only once, and the impact on the overall system efficiency can be ignored.

The system encryption time and the initial decryption time overhead are shown in
Figures 5 and 6. The figures demonstrate that compared to the technique in RI-CP-ABE,
ours takes much less encryption and decryption time. Therefore, our scheme significantly
reduces the computing burden on users.

The system revocation time and the decryption time after the user is revoked over-
head are illustrated in Figure 7 and Figure 8, respectively. Our scheme requires less time
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calculation in the user revocation stage and the decryption step than RI-CP-ABE. As a
result, our scheme has higher efficiency in practical applications.

Setup time/ms

300
—&—Our CP-ABE
——R|-CP-ABE

250
200
150
100

50

0
4 8 16 32

Number of attributes

Figure 3. Setup time when the number of attributes increases [21].

Key generation time /ms

Figure 4. Key generation time when the number of attributes increases [21].

Encryption time /ms
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20
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4 8 16 32
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=—4— Qur CP-ABE
= R|-CP-ABE

1000
900 —&— Qur CP-ABE

800 ——R|-CP-ABE

700
600
500
400
300
200
100

0

4 8 16 32
Number of attributes

Figure 5. Encryption time when the number of attributes increases [21].
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Figure 6. Original decryption time when the number of attributes increases [21].
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1500
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Revocation time/ms

500

0
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Figure 7. Revocation time when the number of attributes increases [21].
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Figure 8. Decryption time after revoking user when the number of attributes increases [21].

7. Conclusions and Prospect

In this article, we construct an efficient RABE scheme that supports data integrity and
solves the key escrow problem. User revocation is achieved using the ciphertext delega-
tion algorithm, and the user can check whether the plaintext corresponding to the new
ciphertext is the same as the original plaintext. Compared with the previous scheme with
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integrity verification, our scheme is more efficient. In addition, we introduced an attribute
authority, and the key authority and attribute authority jointly generate private keys for
users, which solve the key escrow issue effectively. Finally, the safety of the scheme is
proved under the standard model and we give a performance analysis of our scheme. The
scheme in this paper only supports the integrity verification under user revocation. Our
next research will address the question of how to support the integrity verification under
attribute revocation.
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Appendix A

To facilitate the readers’ understanding, we give the algorithm flow of reference [21]
as follows:

(1) Setup(A,U): The authority center generates a bilinear pairing tuple (e,G,G;,g,p).
Chooses random value g,h,h,, -, h,,¢,0c G,a,ae Zp and a hash function

H:G, — Z,. Sets the master secret key msk = g“ and public parameters

PP:(eaGaGTagahla'"’hUa¢a¢’gaae(gag)a9H)

(2) KeyGen(msk, Att): The authority center chooses a random value se Z;, and com-
putes sk ={Att,K =g%g” K,=g",Vxe Att,K, = hx“'}.

(3) Enc(m,(M,f)): On input a message m and an access policy (M,f),M isan txk
matrix and f associates each row of M to an attribute. The algorithm selects two
random vectors [ =(r,y,,,y,)€ Z, and V=(F,7,,,y,)€ Z, . For each row M,
of M , computes A =ji-M, and A =v-M,, je[lLt]. Randomly chooses
r.i,eZ, for each  je[lt] and m'eG, . Then  computes

Co=mee(g.8)".C=8".C,; ="y}, Cy =g Ve [Le] o Dy=mle(g.2)”,

I3 a/Tj -7 _ T . ~ _ m m’
D,=g", D,;=g""h,,.C, =g".Vje[Lt],C=¢""p"").
Outputs the ciphertext as CT = ((M ,).C.,C,,C

3.2

C

.,»D.Dy.D; D, ,C.), je[Lt].
(4) Dec(sk,CT) : On input a secret key sk={A1,K,K,,K } and a ciphertext
CT=((M, f),C,.C,.Cy,,C, ,,D,, Dy, D

3.

R(Att,(M, f))=1.1f R(Aw,(M,[))#1, outputs an error symbol L . Otherwise,

DM,@,) , the recipient first checks whether
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©)

(6)

finds the set T c {l,---,t} and T ={ Jj:if(He Att} .Computes constant element
9/. € Z; , such that Z‘/GTHJ.M ;= (1, 0, O,M,O) . Then the recipient computes

e(K,C,)
(M, e(K,,C; )-e(K ), C, )

S 4

m=C,/ and

, K.D
m =D,/ o ) R
(I, e(Ky,D; ;) -e(K ), D, ;)"

Checks if C=¢""¢"", outputs m . Otherwise outputs an error symbol L .

Revoke(CT,(M, f )) : On input a ciphertext CT and a revocation access policy
(M,f), where M and M are txk and 7xk matrixes, outputs a revoked ci-
phertext for access policy (M’, f”).Sets (M’, ') as

M’— M —C]|O f,(j)_ f(.])’]gt

o M) fG=0.>t
where ¢, is the first column of M . Note that M’ is an ¢'xk’ matrix, where
{=t+7,k'=k+k.Computes C'=C,,C;=C,,

C; . =C,,,Cy,=C, . je (L]

C; =15,C =15, je[t+1,1]
where 1 is the identity element of group G.
Then selects a random vector i”=(r",y), -, yr)e Z’;'. For each row M/ of M’,
computes A”=j"-M/, je[l¢]. Randomly chooses re Z, for each je[l].

Then computes a random ciphertext CT” as

” ar” m »” m (2 mw ] . ’
C=e(g,2)" ,C/=¢",C, =g " h,,C,, =g, Vje [L7].

Then, computes
C=C-Crc=C)-Cr.C =Cy,-Cy.C, =C)-C Vje[Lr].

The value D/,D;,D;

3.

. Finally, outputs the revoked ciphertext

D} ,,je[L¢] canbe computed in the same manner. Sets C'=C

Cr'=((M",p").C/,C;,C; ,.C, D}, Dy, s,

D;,.C,je[Lr]).

Dec,, (sk’,CT,CT’): On input a secret sk’ of attribute set A, an original ciphertext
CT = ((M’f)’CI’CZ’C3,_[’C4,_/’D1’D2’D3sj’
CT'=((M",p),C!.C;.C; ,.C, D, D5, D, . D; ,C’) , it verifies whether C’'=C. If not,

3,024

DM,@,) and a revoked ciphertext

outputs an error symbol L and abort. Then, it checks whether R(An’,(M’, 7)) =1.
If R(Att',(M f ')) #1, outputs an error symbol L and abort. Otherwise, finds the
set T"c{l,--,} and T'={j:f'(j)e A’} .Computes constant element & e Z, ,
such that X_,.0'M’ =(1,0,0,---,0). Then, it computes

jeT’
o) e(K,C))

1

(I, e(K,,C;,) - e(K 1, Co )"

1) A
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. e(K,D5)
1 ’ ’ A
(I, e(Ky D5 ) e(K . D5 )

[ T4

Checksif C"=¢""¢""), outputs m . Otherwise outputs an error symbol L .
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