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Abstract

:

Edge–fog computing and IoT have the ability to revolutionize businesses across all sectors and functions, from customer engagement to manufacturing, which is what makes them so fascinating and emerging. On the basis of research methodology by Webster and Watson (2020), 124 peer-reviewed articles were discussed. According to the literature, these technologies lead to reduced latency, costs, bandwidth, and disruption, but at the same time, they improved response time, compliance, security and greater autonomy. The results of this review revealed the open issues and topics which call for further research/examination in order for edge–fog computing to unveil new business value streams along with IoT capabilities for the organizations. Only by adopting and implementing precisely these revolutionary will new solutions organizations succeed in the digital transformation of the modern era. Despite the fact that they are cutting-edge solutions to business operations and knowledge creation, there are still practical implementation issues to be dealt with and a lack of experience in the strategic integration of the variable architectures, which hinder efforts to generate business value.
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1. Introduction


The emergence of an intelligent society and the ongoing increase in societal demands have affected a variety of businesses and people’s everyday lives. The use of edge devices has impacted every element of society, including intelligent manufacturing, smart homes, autonomous vehicles, intelligent robots, etc. The outcome is a significant growth in the number of devices linked to the Internet. As it incorporates physical things into the networked society, the Internet of Things (IoT) is one of the most disruptive technologies presently available [1,2]. Sensors and actuators integration to “things” has been linked to exponential growth and great economic possibilities. As mentioned in [3], forecasts and reports show that by 2025, it is anticipated that there will be over 40 billion connected devices worldwide, with a related economic potential up to 1 trillion USD annually (with a growth rate more than 20 percent every year).



Data are the primary commodity in this new information technology era, and having more data often creates bigger value in firms that are data driven. Moving massive data from IoT devices to the cloud may not be effective or, in some situations, may even be impossible, owing to bandwidth limitations due to the data velocity and volume increase. However, as time-sensitive and location-aware applications (such as real-time manufacturing, cognitive assistance, patient monitoring, self-driving cars, or flocks of drones) become more prevalent, the distant cloud will not be able to scale to meet their data production needs or meet their ultra-low latency requirements [4]. Additionally, due to privacy concerns in certain applications, transmitting the data to the cloud might not be a viable option. There is a fundamental requirement for computing paradigms that occur closer to the connected devices in order to resolve the problems of high-bandwidth, geographically scattered, ultra-low latency, and privacy-sensitive applications. In order to address the aforementioned problems and to satisfy the demand for the foretold paradigms, both industry and academics commend to edge–fog computing [4,5,6]. By providing computing, networking, storage, and data management on network nodes in close proximity to IoT devices, edge–fog computing fills the gap between the cloud and IoT devices. Consequently, as data travel from IoT devices to the cloud, computing, storage, networking, decision making, and data management take place along the way [7].



IoT-related profits continue to be far lower than anticipated despite its significant value potential [3]. This gap is explained by Bilgeri and Wortmann [8] using 16 barriers to IoT business model innovation, including industrialization and the ensuing requirement for IoT solution value assessments. IoT solutions link tangible goods with digital services, shifting value generation to the latter and benefiting several stakeholders directly and indirectly [9,10,11,12]. Nonetheless, IoT solutions are employed in a wide range of process activities, such as process improvement or monitoring [13,14], in addition to numerous products and services. IoT solutions have substantial and ongoing development expenses but almost no costs for replication, distribution, and individual usage, which sets them apart from conventional physical products in a number of ways [15]. Therefore, IoT solutions must be submitted with a value assessment and business models that go beyond those used to evaluate traditional products, which frequently place more emphasis on one-time production costs than the true value generated [16,17].



Despite the fact that recent Information Systems (IS) research has produced a mature theoretical background on the business value of IT with regard to organizational effectiveness and competitive advantage [3,18], there is likewise agreement in the literature that value assessment of IoT solutions is essential [8,19]. For the cloud-, edge-, and fog computing-based IoT, a variety of survey approaches have been put out. However, as [8] notes, the value attributes of IoT solutions are currently not adequately identified, despite the fact that efficient commercialization requires a solid theoretical knowledge of the value provided by IoT solutions.



Earlier researchers on edge–fog computing, in particular, have focused their attention on the following topics: infrastructure and platform requirements; architecture benefits; use cases and applications; challenges, open issues, and opportunities; evaluation criteria; resource management and service allocation; as well as, IoT–edge–fog computing integration [7,20,21,22,23,24,25,26,27,28,29,30,31,32]. Two recent studies on edge–fog computing [4,7] provide a broad summary of the latest ongoing research projects and the long-term goals associated with them, covering all the points of interest, the pros and cons among with the limitations of most of these aforementioned work. However, neither these complete studies nor the cited surveys include in their findings and learned lessons a business aspect evaluation of these technologies, to highlight their potential value in promotion of their strategic implementation.



On the other hand, prior IoT research has mostly emphasized on the IoT’s technological components [6,33]. Additionally, previous studies have examined the IoT’s potential for integrating intelligent interfaces into the information network [33,34], increasing resource efficiency [35], and optimizing production mechanisms, services, and decision-making procedures [1,36]. Moreover, there are just a few contributions that map the business value of IoT or identify the factors that create value in IoT solutions [3,7,19,37,38]. Advanced domains of application, including data-driven monitoring, control, and predictive applications for enhanced transparency, problem prediction, and the creation of efficient countermeasures, have become available as a result of the introduction of IoT solutions in the industrial setting. Reviewing the cited literature, IoT has been proven to enable greater process flexibility, quality, and efficiency, which has resulted in improvements to overall performance and a decrease in unproductive activities among businesses. The advantages of IoT solutions go beyond process improvements, since they also present cutting-edge options for physical product customization or automation. According to Whitmore et al. [39] though, IoT is not adequately portrayed in management literature, and we still understand very little about how the IoT affects value creation, value streams, and value capturing from a business perspective.



Meanwhile, due to the nature of innovative business potential, parties engaged, customer needs, the changing business environment, and associated risks, evaluating and selecting from the various strategic options may be difficult [40]. Every organization uses a variety of procedures and operations to generate value [41,42]. The traditional approach often primarily emphasizes the company’s contribution to value creation, while the emerging stance additionally values the importance of customers and other business associates as equally important stakeholders [40]. The lifecycle value and business gains of collaborative solutions must be taken into account in a way that encompasses relationships, exchanges, and interactions between parties because the concept of value creation varies from different viewpoints and for multiple parties [41]. Realizing the potential for collaboration in value creation is crucial in this situation. Identifying how business models of different organizations might interact and locating a middle ground and win–win scenario in the value chain are the challenges at hand [2,40]. In the capital-intensive market, there continues to be comparatively limited innovation in joint proposal development.



Offering precise compositions for IoT optimization and strategic implementation with future networks, such as edge–fog computing, 5G networks, and further on, remains a significant task in addition to the numerous technical studies around the new technological innovations, that acted as the motivation for this report. The previous literature does not give a thorough overview of the different stages, problems, drivers, and enablers required for value generation through edge and fog computing and IoT; instead, it only addresses a part of the issue or focuses on a small number of use cases. Consequently, a roadmap for the IoT–edge–fog business value must include clearly defined phases, streams and explanations of each of these components. It is not difficult to comprehend the rationale behind edge and fog computing’s efforts to treat the pursuit of value as a matter of the utmost importance. [37,43,44,45,46,47,48].



As a result, the purpose of this paper is to highlight key aspects of the contribution of edge and fog computing to various viewpoints on the business value realized through IoT, and to address this noticeable research gap in the foretold link. In total, 124 sources were examined after being analyzed through the lens of the Webster and Watson methodology [49]. Companies all over the world face the challenging implementation of IoT, which is constantly evolving and necessitates special attention to all of its various value axes. As the IoT moves from conventional architectures to the revolutionary edge and fog computing, it is essential to keep a record of the current state of research on the business value generated through IoT at this time.



The present work is organized as follows: Section 2 describes the methodology that was utilized in order to carry out the literature review. Section 3. This section contains a discussion of the outcomes that were obtained from the analysis of the articles. Finally, Section 4 summarizes the findings of the research, presents the limitations, pronounces implications of this work, and concludes by inviting the scientific community to study in more detail the issues and relationships described in this conceptual model.




2. Methodology and Data


We conducted our research in accordance with the methodology of Webster and Watson’s [49] systematic literature review. It is a process that takes place in three stages: (1) An analysis of the most recent literature reviews was performed in order to locate databases and keywords. (2) After this, a comprehensive backward search was conducted to investigate citations, and a forward search was conducted to identify citations of the articles that had been chosen. (3) At the end of the process, all of the articles were categorized by concept, according to the content of each one, and potential research opportunities were found.



2.1. Prior Literature Reviews


To the best of our knowledge, no recent literature review has specifically discussed how edge and fog computing opens new potential in the business value of IoT. Rather, these reviews have investigated the phenomenon by investigating a wide range of factors that can affect this relationship. Existing literature reviews, on the other hand, place a greater emphasis on mapping the business value of IoT; a systematic review of the benefits and risks of IoT adoption (which uses Webster and Watson methodology); a comprehensive survey on sustainable edge computing development and a comprehensive survey on fog computing which provides the state of the art and research challenges of this technological field. All of these reviews are presented below (Table 1).



Data analytics, predicting, process management, intelligent manufacturing, planning and scheduling, visualization, and data security are the seven strategic key elements that Rajnoha and Hadac [44] identify as driving forces for higher value in the context of IoT intelligent manufacturing. The context of these elements in Industry 4.0 is currently being studied and will need to be further utilized. These seven strategic essential components and their correlation to the implementation of recent technologies and methods in IoT manufacturing can lead to higher levels of stability, productivity, and growth, which in turn can create higher levels of business value and a competitive advantage. However, this work does not provide any analysis on edge–fog computing solutions.



A systematic literature review was carried out by Brous and Janssen [45], based on the methodology developed by Watson and Webster [49], which provided an overview of the potential benefits and risks of IoT as well as insight into the duality of IoT. In particular, they present in depth (a) the benefits of adopting IoT within organizations, categorizing them as follows: automation of decision making, reduction in operational costs, etc., (b) the six organizational conditions of the IoT, which include the implementation of a data quality framework, data governance, the development of technical skills, etc., and (c) the organizational consequences, which include structural changes to data management departments, procurement policies, business processes, and strategy, among other things. Nevertheless, despite the fact that this study is focused on the strategic implementation of IoT, it also does not rely on or present any cited literature based on edge–fog computing.



Using a reference architecture model for edge computing, Hamm, Willner, and Schieferdecker [46] analyzed current initiatives by using explorative content analysis. Their work resulted in two major contributions to the field of study. First, they gave a presentation that characterized how current initiatives are, and second, they proposed a roadmap for sustainable edge computing by relating three dimensions of sustainable development to four cross-concerns of edge computing. Their research reveals that the majority of initiatives take the form of internationally coordinated software development projects; the telecom and industrial sectors are currently important branches; and the network virtualization layer is the topic that receives the most attention. The roadmap reveals a wide variety of opportunities and dangers associated with edge computing in relation to sustainable development. These include the utilization of renewable energy sources; biases; new business models; increases and decreases in energy consumption; responsiveness; monitoring; and traceability. However, no connection of further suggestion is made between this work and the potential value generation that is being studied around edge computing.



Mouradian et al. [23] present a comprehensive survey on fog computing. In it, they critically review the state of the art, and they identify related concepts and highlight the differences between them. They begin by introducing illustrative use cases that cover two distinct application domains, namely, the Internet of Things and Content Delivery Network, and then use these use cases as a foundation to derive a set of evaluation criteria for fog systems. They discuss the architectures as well as the algorithms that are used to make fog systems, and they provide insights regarding the challenges and research directions for this topic. In conclusion, they discuss the prospects in terms of the significant role that fog is likely to play in developing technologies such as the tactile Internet. Although the authors included several significant principles, the study is lacking other crucial elements, such as security and privacy.




2.2. Article Selection


The articles were retrieved from the Scopus, Science Direct and Web of Science databases by using a combination of the keywords Internet of Things (IoT), Industry 4.0, fog computing, edge computing, business value, and business strategy in the title, keyword, and abstract fields of the search queries. Each article was published in a journal that had been reviewed by other researchers or in the proceedings of a conference. Regarding the year of publication, there were no limitations imposed.



The search for the aforementioned keywords resulted in the collection of a total of 1252 articles. Following the application of the language, source, and category restrictions, there were a total of 810 articles remaining. After reviewing the contents of the remaining articles, we decided not to include 453 articles because of their titles, 177 articles because of their abstracts, and 89 articles because of their actual content. After that, four duplicate articles were eliminated, bringing the total number of articles down to 87. In addition to these, 19 articles were added as a result of the forward search, and 18 articles were added as a result of the backward search. This resulted in 124 articles being available for examination (Figure 1).



When recurring articles for the various keyword combinations were discovered, the search was completed. As a result, the appropriate quantity of articles had been acquired [49]. The final sample was analyzed using an Excel data extraction sheet in which the main outcomes and contributions for each publication were assembled along with the illustrative elements.




2.3. Classification Framework


A classification framework was applied to the investigation of one hundred twenty-four articles. All of the articles were organized into three overarching concepts, which are as follows: 1. edge and fog computing as value drivers of IoT; 2. challenges and resolutions to value generation; 3. value levers and streams. These concepts will assist future researchers and academics in expanding the associated research body by offering more information in this area and will deliver a better insight into the role of edge–fog computing in the business value achieved through IoT.





3. Results


3.1. Edge and Fog Computing as Value Drivers of IoT


We begin our study by describing both edge and fog computing from several viewpoints in order to address the confusion regarding the distinction between the two types of Computing. In the same way that fog and edge analytics bring useful insights closer to users, fog and edge computing processes data in close proximity to the source of the data [6,7,8,9,50,51,52,53,54]. It is no longer necessary to upload all of one’s data into the cloud in order to process it; instead, data can now be processed in close proximity to the location where it was originally created. This suggests that not all of the data produced by sensors should be considered significant. Edge analytics thus seeks to distinguish between important and irrelevant knowledge. Thus, some networks can save storage space and bandwidth by not transferring all of their data to the cloud [1], such as the facial recognition or movement detection algorithms running on the fog/edge layer. Fog–edge computing will therefore constitute the ideal choice for applications that need impermanent storage. Additionally, the fog–edge paradigm can have an impact in the IoT and wireless sensor networks of the future when they integrate heterogeneous devices and protocols to improve services [55].



Edge computing and fog computing are defined by some academics as the same (similar or identical) concepts with just slight nomenclature differences [50], while many distinguish them as two distinct conceptions. Some of the differences between the key characteristics of Cloud and edge–fog computing are presented below at Figure 2. Edge computing focuses on data processing at the edge of a network, whereas fog computing is located between the cloud and the edge cloud and therefore includes the edge. This is according to Goscinski et al. [56], who state that fog computing incorporates the edge. Contrarily, fog computing, according to Chiang et al. [57], is a throughout architecture that allocates computing, control, storage, and networking functions nearer to end users along the cloud-to-things continuum, whereas the edge refers to the edge network, which includes devices such as edge routers, house gateways, and base stations. Moreover, according to Pan et al. [58], fog computing is the foundation of the IoT in which cloud computing and other services are extended to gadgets such as routers, switches, etc. According to the core-edge topology, edge computing moves data, services, and applications from the core to the network edge [4,22,59]. Examples of edge computing applications include cloud offloading, smart cities, smart homes, and video analytics.



In essence, edge computing and fog computing share the similar research interests and mutually attempt to decentralize data processing from the cloud to the edge of the network. The following key elements are found in the fog/edge layer, which is typically situated between the cloud and the end users [50,60,61]: (a) Authentication and Authorization: identification of the regulations and policies for access control; (b) Offloading Management: outlines the different types of information that are offloaded, the partitions used for offloading, and how to create the best offloading scheme; (c) Location Services: that frequently learns the mobility model by relating the network to the physical spots; (d) System Monitor: to give the other components various information such as use, workload, and energy; (e) Resource Management, which is in charge of resource allocation, dynamic joining and departing of the fog node, resource maintenance, and resource provisioning; (f) VM Scheduling: This program tries to give users an ideal method for scheduling virtual machines. Fog computing operates its services across multiple layers, in contrast to edge computing, which operates its services in a single logical location [62]. Fog computing generally has more devices than edge computing, which is typically limited to a lesser number of peripherals [63].



Numerous billions or trillions of devices could be connected by the IoT [64]. As previously stated, these devices collectively produce enormous amounts of data [65]. Additionally, due to the limited resources of IoT devices, which are unable to perform computation and processing locally, energy consumption is a significant problem in wireless communication for new-generation applications that need quick response times, such video streaming, etc. [65,66]. Therefore, by offering storage, compute, and networking resources in data centers owned by big corporations such as Google, the centralized design does not satisfy the criteria of IoT application development. Additionally, the processing of the generated and processed data requires transferring it to the cloud. This requires a lengthy response time and has the potential to affect both the quality of the experience that the end user has and the overall experience. The IoT and cloud are two key technologies that improve our day-to-day lives by providing users of IoT with a variety of different services. This allows us to combine them into a single, worldwide technology known as the Cloud-IoT paradigm [7,67]. In an effort to integrate the cloud and the IoT, Botta et al. [68] allowed the cloud to offer IoT devices the necessary services, such as computation and storage. Along these same lines, Neagu et al. [51] proposed the idea of a health monitoring service that they called the HM-oriented Sensing Service scenario. This service would provide expansive medical facilities that were built on Cloud-IoT architecture. Ismail et al. [52] conducted research to determine how effective a task-scheduling algorithm and a virtual machine placement algorithm in the Cloud-IoT architecture were in reducing the amount of power required by data centers. Almolhis et al. [69] recently published an article that provided an analysis of the security flaws that are present in the Cloud-IoT system. The Cloud-IoT paradigm calls for users to connect directly to the cloud via the Internet and then begin transferring data over the network. This results in the rapid production of an enormous amount of data. The centralized cloud architecture, on the other hand, is inefficient when it comes to processing the enormous volume of data generated by IoT devices, which necessitates a very rapid response time. Edge computing is an alternative paradigm that processes data on linked devices or local gateways, and it has been utilized in order to get around this problem [4,22,28,47,59,62].



As it enables high-level communication and increased efficiency in edge networks rather than in clouds, the edge–fog computing paradigm is ideally suited for the current iteration of the Internet in general and the Internet of Things in particular [4]. It provides a wide array of IoT applications used today, notably those that call for quick responses. The goal of edge computing is to be the IoT solution of the future that addresses various problems, particularly those related to time-sensitive and computation-based applications. Six key factors for fog and edge environments have been identified by complementary studies [70,71], including task partitioning and offloading [71,72,73,74], sustainable power consumption [53,54], edge analytics [54,55], edge security [75,76,77,78,79], edge node and data exploration [80,81,82], and edge quality of service [83,84,85]. The advantages of data processing at the network edge include lowering networking load and communication latency, splitting the monopoly of large inventors [64], providing small and medium inventors the opportunity to support future innovations, lowering energy consumption of mobile nodes, relieving congestion inside the core network, and enhancing reliability, security, and privacy protection. As a counterpoint to the fragility of cloud computing, edge–fog computing has arisen as a promising alternative to fulfill the emergent demand to increase the processing, network, and storage capacity closer to end users [5]. Low latency, wide geographic distribution, heterogeneity, interoperability, real-time interactions, and scalability are edge–fog computing’s key qualities [63]. Nevertheless, there are still numerous obstacles to be solved in the research on the implementation of this contemporary computational paradigm [86].




3.2. Open Issues, Challenges, and Resolutions


3.2.1. Overview of the Open Issues


First of all, many promising IoT applications are still in the early stages of development. The IoT offers similar opportunities for research to create new algorithms and systems, much as work in analytics/data science and AI led to a wide range of creative applications. Interesting applications of IoT have started to emerge in smart cities, healthcare, smart supply chains, smart grids, smart transportation systems, and more [7]. The three Vs, or volume, variety, and velocity that are frequently associated with big data are essential components for creating these applications. Massive amounts of data are now being produced by sensors of various kinds, providing a variety of data streams that must be gathered, analyzed, and used as a basis for action. Each of these three Vs opens up a variety of research opportunities. Some of the challenges are identified in this study [87]. They break down all IoT applications into various subcategories, including real-time, offline, memory level, BI analytics, and enormous data, in order to contextualize the data challenges. Since data change quickly, the first subcategory of applications focuses on real-time analytics, which demands low-latency response times. In this subcategory, autonomous cars would be appropriate. Such IoT analytics applications are analogous to “complex event processing”. With CEP, one can examine numerous data streams as they come in and deduce an event or opportunity to take additional action from them. Complex event processing is a technique that researchers have been working on for a while [88] to assess data streams, generate alerts, and perhaps even start actions. Such analytics applications demand extremely effective modeling and storage techniques. The data and models one picks will also depend on the domain needs. Researchers are still looking into this topic.



Massive datasets used by the applications were also emphasized by authors in [89]. Overall, data volumes are increasing, necessitating the constant need for effective data-storage and management methods, as well as hardware for gathering, storing, curating, and getting rid of extra data. When working with IoT data, the data processing stage of the data mining process [7,9,12] is probably going to be much longer and more iterative. Even in the most basic data mining projects, there is a great deal of complexity involved in integrating the data from numerous sources, initially looking at or exploring the data, and deciding what to do with the data once it has been collected. Because of the significant increase in the volume of data coming from myriad sensors, the scale of the problem has significantly expanded [44,90].



The challenging field of the edge–fog computing paradigm is multidimensional. Along with the numerous technological obstacles and solutions, there is also a wide range of economic and political concerns, such as the change in the markets for information and communication technology or the development of a state’s digital economy [3,35,46,88]. These factors contribute to the complexity and ambiguity of words, standards, conventions, and understandings in the field of edge computing. Several initiatives addressing various facets of edge computing have emerged during the past few years. Among these are cross-border business partnerships, community-based software initiatives, or business-driven software projects. Fog computing, mobile edge computing, mobile cloud computing, and other paradigms were covered in the survey [77] of the partially concurrent edge computing paradigms. Due to the early adoption of the decentralized computing, many standards pertaining to the current concept of edge computing have been declared or are currently under active consideration. The most common and significant issues and objectives of fog computing are summarized in a recent article [63]. In the framework of this work, their analysis allowed for the identification of unresolved issues that call for additional study and research recommendations.



The difficulties in the area of fog and edge computing have been addressed in a number of surveys, ideas, and recommendations that have attempted to provide an overview of the papers in the field of fog computing, edge computing, or MEC (multi-access edge computing) [4,20,22,35]. With a focus on fog system architectures and techniques, the authors of [23] give a thorough assessment of recent research in fog computing. They go on to outline the potential uses of fog computing in relation to innovative technology, with a focus on the tactile internet. Baktir et al. [32] emphasize the value of collaboration between edge and cloud computing and explain how edge computing can be enhanced by software-defined networking (SDN). They mention the general technical difficulties in implementing an edge computing infrastructure and suggest using SDN as a solution. Additionally, the authors review publications that focus exclusively on edge computing and SDN to bolster their claims and provide guidance for SDN development in the future. Likewise, the authors in [29] gather a comprehensive review of current efforts in fog-enabled network architectures and provide numerous network applications of fog computing. Moreover, the authors in [30] look more closely at fog-assisted IoT applications, deliberate security and privacy challenges in fog computing, and review-analyze promising techniques to resolve both security and privacy issues in fog-assisted IoT applications. In addition, there are a few surveys in the area of MEC that also talk over related concepts to edge–fog computing [31,35,91]. These surveys introduce a thorough overview of computing technologies, including fog, cloudlets, micro data centers, and mobile edge and focus on the fundamental key enabling points in MEC. Furthermore, they evaluate the MEC reference architecture, list ongoing standardization initiatives, and provide key deployment scenarios.




3.2.2. Edge–Fog–IoT Capabilities Orchestration and Points of Concern


The real-time capability of edge–fog computing and the low-latency characteristics that it possesses are the primary factors that are driving its rapid expansion [4,46]. A social advantage of edge apps’ higher responsiveness when compared to cloud applications is the ability to respond in real time to user requests. Nonetheless, the widespread use of IoT and edge computing may result in ongoing scoring and monitoring, which could be harmful to people’s freedoms. In order to determine whether or not real-time data transfer contributes to a reduction in the amount of energy consumed, or whether it ultimately results in greater energy consumption, real-time applications need to be developed using a holistic approach [7,35,47]. Permanent data analysis and archiving would waste resources and energy in some applications. Several innovations, particularly those in the industrial or transportation sectors, call for a very consistent and efficient method of data processing that is physically no longer possible using the cloud or mobile data. Thus, providing edge computing solutions would provide current cloud computing solutions a significant competitive advantage. For instance, local vision-based human activity identification can be done using smart phone computing capabilities [1,38]. However, if responses occur too quickly or need to be readjusted, edge computing-dependent control circuits directing processes, such as microtrading in the financial industry, may become unstable. Implementing real-time solutions could jeopardize the stability of such control circuits because they need time to level their processes.



As previously explained, edge and fog computing technologies offer opportunities to improve data collecting and analysis [4,46,92]. When semantics are incorporated into the data, it is much easier to differentiate between data coming from different sources that are comparable to one another. For instance, very small edge devices are only able to suppress redundant data, whereas devices of a medium size or larger can provide software that is application specific [53]. Some edge technologies enable code mobility or maybe even the deployment of the same cloud-deployed containers on edge devices. From a sociological standpoint, caution is advised: There is a high risk of biases towards social groupings and the corresponding discrimination and exclusion when using people-related training data for predictions [3,7]. Several instances where machine-generated algorithm-based decisions have severely prejudiced persons and amplified racist and sexist behaviors have made media headlines. One must be conscious of the dangers that could arise if the training data is invalid or unreliable. For example, a facial recognition-based automated access system may operate flawlessly in a training environment, but it may not function properly in the real world, where people in wheelchairs or young children might not be able to use an interface that was designed for adults standing in front of a door. In addition, applications of learning can be used to promote environmental sustainability, such as optimizing and lowering energy use in homes and buildings [88,93]. To be able to compare energy usage holistically, it is necessary to take into account not only the energy used during implementation but also the energy used during the development of the learning algorithm, training, and storage of the training data. If one taught algorithm can reduce energy consumption by an amount greater than the energy it took to generate and train it, then this is positive for sustainable development. The utilization of learning and intelligent skills may facilitate the impact of scale economies. Once an algorithm can accurately anticipate specific behaviors, it may be applied to a variety of use cases, increasing the efficiency of many products or services without needing to make further investments [48].



Data visualization is typically one of the first outputs from analytics programs and is also a crucial step in the data processing process. It is already quite challenging to visualize massive datasets in analytics projects, and the challenge is exacerbated when we take into account IoT data with its variety of forms, immense volume, and variable collection rate [47,89]. One must create unique ways to show the data, look into techniques to minimize dimensionality, and come up with new ways to evaluate visualization results in order to find anything meaningful from visualizing such data streams. Automated Insights [60], for instance, has developed various pre-formatted methods for understanding Tableau graphics. The need of automated data interpretation will increase as IoT data volume and variety increase, necessitating further research.



The promotion and successful integration of the edge and fog computing is another significant management task [9,27,86]. Management techniques enhanced by edge computing may entail accessibility issues. Persons with special needs may experience difficulties using automatically managed systems without close human assistance. For example, blind people may be unable to understand textual instructions to use an edge application, and children or people in wheelchairs may be unable to access an interface. Decentralization should extend to the power supply as well as the computer capacity. Renewable energy sources may be locally utilized by decentralized power systems [48]. For instance, solar or wind energy could be used to power applications in cities. A nearby water power plant might be linked to intelligent manufacturing. At the same time, it is possible that the digitization of formerly analog processes will result in a rise in energy consumption. Additionally, researchers stress the need to take into account material consumption, in particular that of plastics and rare metals, as well as the concerns with recycling and global health brought on by e-waste [82]. At any level and hierarchy, the administration of an edge computing solution must be taken into account [46]. This mostly relates to agreements on edge computing efforts but also to applications generally. It concerns standards and interoperability. This goal includes not only technological solutions but also corporate cooperation and its effects on business decision making.



A cross-cutting surplus of edge computing for social, ecological, and economic sustainability is the potential for improvements in measuring and monitoring indicators for the sustainability dimensions, which can be used to trace back and forth between root causes and quantitative and qualitative impacts [93]. In order to be able to foresee and prepare for non-linear, unpredictable, or unanticipated changes in gradually complex social environments, monitoring might serve as the foundation for adaptive sustainable governance [46]. Careful consideration of these sustainability challenges makes determining whether or not an edge computing application is worthwhile being created in light of sustainability. Nevertheless, such systemic considerations must be made to guarantee that edge computing not only contributes to social and ecological well-being but also serves as a further engine for economic growth. This guideline is merely a preliminary idea for sustainable edge computing and needs further elaboration. It invites modifications and more discussion because it is neither exhaustive nor complete. Cloud computing generally utilizes a federation of public and private business providers connected via the Internet [94,95], extending resource availability as management complexity rises. Studies on this topic are few in the context of fog computing. Research on the use of standardized execution environments that facilitate error-free service execution through federated fog providers is particularly important because of the variety of devices that go into making up a fog environment.



Another concern to making IoT more practical and helpful is figuring out how to use (the) current analytics methodologies to more effectively manage data collecting and compilation techniques or to create a more accurate predictive model. For instance, researchers have looked into optimization models to identify the best locations for sensors in order to maximize coverage or minimize cost [96,97]. Researchers have additionally used analytical models to create improved data management techniques. For instance, to reduce data redundancy in a sensor network, the authors of [98] suggest and contrast a data-mining strategy with alternative strategies. Despite the fact that numerous papers have suggested an architecture for orchestration and presented the interactions between its modules, very few have used simulators to assess and contrast their suggestions with competing ones, and even fewer have evaluated their suggestions on actual testbeds [63]. It is impossible to build a database containing the history of service implementation on actual fog nodes using simulators. These databases, when used in conjunction with AI, can make it possible to develop prediction algorithms that can then be utilized by the optimization module of an orchestration framework [35,99]. As a result, only a small number of research papers that have been published have evaluated how their concepts for fog computing orchestration work in actual implementation contexts.



The infrastructure is now in place for enterprises to take advantage of the hyper-connectivity of the predicted 64 to 73 billion IoT-connected devices by 2025 [100,101], with 4G now available and 5G on the horizon. The smart home and healthcare markets hold the most promise for IoT development in the future, despite the fact that industrial IoT has already proved to be a profitable business model. While there are many benefits presented by this massive infrastructure of linked devices, we must address mounting privacy and security concerns [69,77]. The IoT extends previously constructed infrastructure as a technology, which raises the stakes in terms of security hazards for network administrators. IoT establishes numerous links to networks that were previously solely accessible by consumers through their own devices [97,102]. These extensions have the capacity to connect any device via automated processes without requiring human contact, resulting in a large number of access points from diverse devices that need to be guarded in order to safeguard the network. According to Gartner’s predictions, IoT-based devices will be involved in more than 25% of all cyber-attacks against enterprises [103]. Additionally, as connectivity grows, the variety, velocity, and volume of data will expand exponentially, further fueling the expansion of big data. Concerns over privacy will arise in relation to the types of data that businesses gather, handle, and keep as a result of this expansion but are further discussed in the next part of the article.



One of the most frequently mentioned objectives of fog orchestration is proper and effective resource management [104,105,106,107,108,109,110,111]. Indeed, there is a significant relationship between resource availability and operations such as service placement and computation offloading [112]. The assurance of Service Level Agreements is a further objective that is commonly stated (SLAs). This objective is referred to as delay reduction in several works [35,113]. Others have set the objective as an increase in application performance or reaction time [114,115], and some have said that they want to guarantee SLAs or Quality of Service (QoS) [109,116,117,118,119]. Some articles [90,120,121] mention service life cycle management as an additional objective. When a service is enrolled, its images are stored on a repository, delivered to an executing platform when requested, monitored for availability, and the appropriate actions are taken as needed (e.g., updating the image, migrating, or replicating the service), all while attending to previously agreed-upon requirements. Additionally, there are references in the papers analyzed to other particular objectives such as cost reduction [117,122], reduced energy use [114,117], increased application resilience [35,123], trustworthy orchestration [124], and implementation of the convergence of NFV, 5G, and fog [125].




3.2.3. Privacy and Security


When it comes to matters of privacy and safety, we have to be able to classify different kinds of worries and assess how urgently we need to take action. Data vary in their sensitivity even though their volume and variety are both expanding. Low-to-high sensitivity and harm categories can be used to classify privacy concerns [102]. Security risks can range from annoyances, such as a denial-of-sleep attack that keeps one’s phone battery from charging to physical threats, such as a hacker taking control of one’s IoT-enabled car and causing an accident [126]. A threat’s potential harm and its sensitivity are both subjective because they depend on the users’ perception of the potential outcomes [103]. Users may, for instance, view a denial-of-service attack as a physical threat if they are unable to access their application, and they may view an attack on an IoT pacemaker as a comparable threat if it endangers their lives. However, stakeholders other than end users, such as those that design IoT devices, offer IoT services, and other parties, may also be affected by the hazards. Therefore, we must decide who to protect before thinking about how to respond to risks to privacy and security.



Given that consumers have straight interaction with IoT devices and the personal data they supply, it is easy to understand the threat that privacy and security problems can pose to users. The use of IoT-enabled devices may expose users to security concerns or breaches of their personal information [127]. Due to an IoT security breach, their home security may be jeopardized or they may lose access to the services they depend on. IoT privacy and security breaches may have serious repercussions for the service provider or device manufacturer as well. It is the duty of providers to keep users and their devices secure [69,97]. Security breaches may lead to lawsuits, reputational damage, or even the closure of the organization. As previously stated, they also threaten outside parties who do not utilize IoT devices or were not involved in their development. Manufacturers have a binding obligation to “build in” security as much as feasible, even if they frequently place the cost of security on consumers. In today’s IT security industry, terms such as “cyber-physical systems” and “industrial IoT (IIoT) cyber-security” have gained popularity [103]. From automated manufacturing to IoT-enabled power grids, IIoT is still expanding [44,48]. An IoT manufacturing breach might cost a business millions of dollars and increase the cost of its consumers’ goods and services. Service interruptions or production shutdowns could have more serious effects, limiting or removing the customers’ right of entry to the products and services they require. Customers that depend on electricity from IoT-enabled power grids could lose power as a result of security breaches.



Edge computing in particular includes numerous security and safety concerns. It must be resistant to criminal attacks and unintentional applications, as well as robust and durable. Edge computing systems that operate safely and securely can guarantee fair processes in which all people are treated equally [1,7], for example, security cameras that analyze facial photos on-the-spot, which can increase societal stability. The ability to analyze and store data close to the data sources resolves a number of privacy-related problems because the data no longer need to be transmitted to a centralized server [78,87]. Data about people are therefore protected because they can no longer be aggregated and held centrally, which is advantageous for a socially sustainable development that complies with data protection and privacy laws. Permanent monitoring, though, raises privacy concerns, particularly when the procedures used to implement it are opaque to society or even undemocratic.



Edge computing requires the proper encryption and authentication based on the criticality, especially when installed in environments such as traffic or industrial production [48]. Due to the enormous number of IoT devices and sensors due to their ubiquity, higher energy consumptions would be required than for devices that are not secured. The best solution to this rise would be to use renewable energy sources, such as energy harvesting. In this regard, edge computing can inherently be put to use to consume energy where it is generated, thereby reducing the number of problems associated with the supply of energy at centralized data centers [7]. This is due to the fact that renewable sources of energy will be sourced in a decentralized manner, and it is difficult to distribute energy that comes from a multitude of small sources. Additionally, choosing encryption can result in resource savings. In this study [128], the authors analyzed and demonstrated that using elliptic curve cryptography to secure IoT situations can reduce energy usage by up to 50% when compared to Rivest–Shamir–Adleman.



Because computing is carried out over a distributed network in a decentralized architecture, it is more difficult to keep the same security standards than it is in a centralized computing center [99]. The security status of many field actors, and consequently, the circumstances for their clients, would be improved by the consistent and forceful adoption of the relevant standards. Additionally, security advancements for edge computing may serve as the foundation for fresh business strategies and a resilient digital economy [16]. In addition to being beneficial for customers and business partners, diversity in component, service, and application sources would also increase security because the same failures would not be repeated. Yet, the absence or shallow technological levels of security regulations could also be considered as an invitation to hackers, which is a matter requiring immediate attention [46].



The concerns of privacy and information security in the context of orchestration in fog computing also require further focus from academia. There are not many studies in the literature that have used authentication and authorization to confirm the identity of service requesters and protect data privacy [63,129]. Reallocations, replication, and migration of services might be required [35,130] in light of the tactics employed by an orchestration framework to handle user mobility, handle faults, and assure adequate service availability and performance. The risk of larceny or misappropriation may be significant [131] given the number of hops that data take or the number of machines they are copied to or shared with. Numerous ideas [63] have been put forward to address the situation of using the cloud layer when there are insufficient resources in the fog layer. One preferable option might be a federation of fog computing domains, because it can guarantee the benefits of fog computing, including lower latency. To increase data privacy, however, authentication and authorization must be strictly enforced. The literature on a federation of fog settings is extremely scant [104,105]; therefore, more research needs to be conducted on this scenario.




3.2.4. Influence on People


In addition to the previously mentioned factors, IoT developers have a mindset that is more concerned with gaining market dominance than improving people’s quality of life, even though the IoT and increased connectivity hold considerable promise for improving our quality of life and making it safer and more comfortable [132]. IoT technology has likewise developed as a machine-to-person technology with a variety of human interactions, while being first thought of as a machine-to-machine technology. Research demonstrates that as more areas adopt the IoT and change as a result, human interactions with it continue to change. Nevertheless, the authors of [133] note that research regarding how the IoT will affect people is still in its adolescence. As we have already explained, there are several human-centered concerns and what might be regarded as best practices for an effective, efficient, and secure IoT design. We examined the IoT literature from the perspective of human interaction with an emphasis on design issues that are human-centered [11]. In this study, we identified five groups of IoT traits and issues that designers should consider when creating IoT products and applications for human contact. These categories are: (a) types of environmental interactions, (b) semantic data selection, (c) smart device design, (d) interaction levels of smart devices, and (e) application trustworthiness. Individual expectations, values, and beliefs influence whether or not people trust IoT apps. To give IoT developers a wider view while creating IoT apps for human interaction, we summarize the following important criteria [11,103]. In particular, in the areas of human factors and computer–human interactions, these same five categories offer prospects for IS study. These areas are focused on how people engage with IoT devices, what information people or machines require to understand situations and respond appropriately, and how people perceive the legitimacy of those interactions [132]. All of these challenges pose a lot of questions, but they also present a lot of research opportunities for appropriate IoT goods, services, and solutions across the business value chain of modern enterprises.





3.3. Value Levers and Streams


Whether an organization chooses to use IoT to serve its internal or its external customers, the expenditure can only be considered justifiable if the produced value outweighs the investment that is required [3]. However, the idea of value must be broadened to cover the overall value generated for all stakeholders (such as employees, consumers, investors, and suppliers) in order to conduct a thorough investment appraisal of IoT [133]. Real world visibility and business process deconstruction are the two key ways in which organizations can derive business value from the IoT, according to [36]. The ability of IoT to connect physical and digital words is related to real words being visible. This allows for more effective optimization and better decision making by giving businesses real-time insights on what is happening in the outside world. Business process decomposition refers to the reality that more decentralized business processes are made possible by the dispersed nature of the IoT infrastructure, leading to improved scalability, performance, and creativity [37].



Unfortunately, adding value alone is insufficient. Value is only meaningful in an enterprise environment when it is captured and monetized [134,135] either directly or indirectly (as tangible benefits or intangible benefits). According to research such as [37], the primary forces behind value generation and value capture for traditional and IoT products can be captured (see Figure 3).



IoT solutions, in contrast to conventional products and services, generally generate value for many stakeholders [19,136] as they span organizational boundaries and intimately connect suppliers and consumers in ongoing interactions beyond the moment of sale [38,137]. IoT solutions, for instance, deliver value to both the provider and the user by offering at the same time several benefits. Additionally, the value therefore produced is greater than monetary compensation [138,139]. According to [140], when the IoT promotes ongoing client contacts, it creates a situation where both users and providers are influenced. Nonetheless, the authors of [45] demonstrated in their comprehensive study on the advantages and hazards of IoT adoption in enterprises that the lower acceptance rate of IoT solutions is related to associated risks (e.g., by policies, regulations, challenges, or mistrust). It is crucial to show the consumer the value and possible benefits of the IoT solution in order to mitigate these risks.



In light of this, the authors of [141] recommend that IoT solutions be conceptualized in a way that smart things are viewed as boundary objects that enable dual value creation. First, the user gains from the product’s front-stage usage by generating and capturing value while it is being used, whether through remote control, monitoring, or optimization. The supplier, on the other hand, profits from backstage analytics, such as data aggregation, data analytics, or decision making [141,142]. The vendor of the solution can then create value in the future by creating new and improved offerings based on ongoing client relationships and information learned from backstage analytics [140]. In turn, this raises the value of upcoming procedures, products and services. IoT solutions, sometimes referred to as front-stage value and backstage value, respectively, create value for both customers and enterprises (providers and XaaS). Figure 4 summarizes the main distinctions between the business value perspectives on IT and IoT.



Faster time-to-market and the availability of data and information undoubtedly influence value development significantly. Valuable IoT solutions decouple the information flow produced by the device from its physical attributes [133] and mix and integrate “thing”-based and IT-based capabilities [37]. As a result, information (data) generates value in and of itself by enabling data-driven service innovation, real-time customer interactions, and improved customer prediction [143]. The functionality of IoT devices that is based on IT undoubtedly contributes the most value, and the point that each device is linked to the network but also to one another enables the introduction of updates and new features “over the air”. This significantly shortens the innovation time to market, which is crucial for physical products with a longer lifespan than software.



IoT technologies also make it possible to build digital platforms where a variety of actors can profit from the astronomical amount of data that linked devices generate. The value of information is not limited in any way. Quite the opposite, it worsens as more of these technologies are utilized in daily life. IoT is the ideal platform for fostering inter-organizational partnerships and innovation, as well as for utilizing network effects that would eventually benefit all stakeholders due to the abundance of information available there [38]. Additionally, the IoT enables businesses to switch from unit-based revenue streams to value-based pricing, which is more adaptable and is based on the value of the service and the information offered to the end user [144]. This, however, suggests that the provider of the service can quantify the value considerations connected to particular services and offer clients a visible and understandable value proposition.



Eventually, the organization should be able to build a competitive advantage on the back of its IoT investments. This is not as easy as it seems to be in the IoT environment, success resides on the precipice between internal information management and open innovation and collaboration [145]. When the technology and competitive scene is constantly changing, this becomes even more difficult. The authors of [146] contend that organizations should enhance their capacity for integrating, constructing, and reconfiguring internal and external competencies in order to adapt to settings that change quickly. Potential configurations, meanwhile, depend on the particular context that an organization operates in [144]. Given that the effects of technology investments go much beyond the technical aspects of the business model, it is recommended that managers should establish and evaluate their own strategic approach to IoT.



To sum up all of the above, we provide a conceptual model that describes all the foretold relationships. Figure 5 gives a graphic overview of our methodology for value mapping in the IoT, which was modified based on the earlier sections of pertinent literature. This framework was created expressly to assist managers in determining the value of complicated IoT investments while also taking into account edge–fog computing in the foreseen relationship.





4. Conclusions


This article sought to investigate the role that edge and fog computing plays as a driver and enabler of an organization’s IoT-driven business value. We conducted a systematic literature review using a particular technique that has been widely utilized in the past to investigate information systems strategy and subjects related to digital transformation. According to our research, technical advancements in a firm’s surroundings frequently compel it to make technological changes, which amounts to a digital transformation. The ability of the organization to interact with its environment and adhere to new regulatory frameworks is no longer a choice, it is an urgent necessity. At the same time, edge and fog computing have been emphasized as significant enablers for the creation of new business value through IoT capabilities. In light of their usage frequency, particular challenges, resolutions, levers, and streams can be identified. Anyhow, implemented IoT solutions combined with edge–fog computing unlock new paths of value creation that must be studied from various complex perspectives to be able to offer businesses a substantial competitive advantage.



In order to summarize the literature and convey the theoretical and practical implications of this study topic, we built a conceptual model for evaluating the various aspects of value in IoT solutions, as it is also increased through edge–fog computing. It was observed that previous literature researches either emphasized on the technological aspect of the edge–fog computing and IoT or systematic mapping studies that provided narrative amount of knowledge in the strategic alignment of these technologies to business value. In order to serve as a springboard for future research, this paper is a study that offers a broader perspective on the research area, its evolution, and links across studies. This literature review is helpful to academics, practitioners, and general researchers who are already engaged in digital transformation research but are interested in examining more detailed insights into the area of current research topics in this literature and how they might contribute to them.



In terms of the theoretical implications of our research, it should be noted that the current investigation contributes to the solution of the problem posed by the lack of theoretical foundations for the interpretation and application of edge–fog–IoT technologies on a business scale. First, we have contributed to the existing body of research on the business value of IoT as well as the well-established IS research topic on the business value of IT by providing a conceptual framework for evaluating the three-way interaction of edge–fog, IoT, and value. In doing so, we have added to both of these areas of research. Our framework integrates the perspective on the front-stage and backstage value of IoT solutions with the perspective on value through IoT in internal processes and/or products and services. This allows us to provide a more comprehensive analysis of the value of IoT solutions. In addition to this, our work contributes to the existing body of knowledge on IoT-enabled business models by strategically integrating edge and fog computing. In the same vein, it serves as a starting point for additional theoretical and empirical investigations into how IoT solutions impact business performance and competitive advantage, which is a continuation of the tradition of the business value of IT research. In particular, in addition to front-stage value, backstage value should be further examined because it may result in a competitive advantage through long-term insights and ongoing client interactions. This is one of the reasons why front-stage value is important.



This research offers useful practical implications for firms to build and maintain a competitive advantage by proactively coordinating IoT resources and strategies, in addition to its theoretical contribution. Our results indicate that many value streams require further investigation in order to actually analyze the potential impact of IoT capabilities. In this way, it will help managers to evaluate possible investments in such technologies and businesses to foster greater performance and innovation. In the context of IoT, networks and data together are a major force behind digital transformation. If only the right organizational environment is built, IoT capabilities can have a beneficial impact (e.g., skills, management strategy, organizational structure, and methodological approach to business processes improvement). A high level of data quality can create significant value by increasing the transparency of information (completeness, accuracy, format, and currency). Edge computing enables fast access to the vast amounts of recent and pertinent data that are necessary for machine learning algorithms. With IoT sensors, adjustments to workflows and processes can also be performed instantly, allowing businesses to make informed decisions more quickly. It is possible to process and access data as near to the source as is practical in order to automate processes. Businesses can make and automate data-driven decisions thanks to the stability and reliability offered by edge and fog computing. Any situation where instant data processing is necessary might benefit from reduced latency, resulting in overall reduced response times. Additionally, edge and fog computing can help businesses avoid costs on computing expenses while also providing a cost-effective way to guarantee data quality, speed, and accuracy. Companies can handle data much more effectively by merely transferring data over short distances and carrying out the majority of the processing in a decentralized way. When raw data is managed at the network’s edge, less computational power and bandwidth are needed, which translates into lower expenses. The ability to process, analyze, and categorize data before sending it can result in significant savings in network and computation resources when managing the large amounts of data generated by sensors in an industrial setting. Further, edge and fog computing, which keeps sensitive data close to the source before transferring them, can benefit the cyber security efforts of businesses. This enables sensitive data to be examined and anonymized close to the source rather than transferring potentially revealing information to the cloud, bringing cloud accessibility to some companies with strong security and compliance standards. While non-sensitive data can be transferred to the cloud for processing, personal or sensitive data can be separated at the source, close to the device and handled locally there.



For academia, edge and fog computing provide a rare chance to refocus their research efforts on applied distributed computing in general, with a concentration on cloud and mobile computing in particular. It is challenging for academic research to concentrate on magnitude without creating conjectures that might not always be accurate. This is merely a result of the fact that numerous academic institutions and researchers are unable to use infrastructure that is owned by industry or the government to confirm and improve their findings. However, top academic institutions with trustworthy corporate and governmental relationships have generated more significant and useful research. An open coalition of business partners, including cloud service providers, equipment developers, and mobile operators, as well as interested academic partners, can spearhead research in the areas of edge–fog computing and the Internet of Things.



Regarding the limitations of this article, there might still be publications referencing IoT, edge–fog computing, and business value that do not include the term, or variations of it, in their title or abstract even though we looked for many combinations of the linked terms. Moreover, we rejected more technical papers by restricting our search to business-related topics. Additionally, we only looked at English-language papers, excluding works that contributed to the state of the art in other languages. Furthermore, we believe that the applications of IoT in industry, such as smart cities, the health sector, manufacturing, etc., deserve a lot more attention and needs a distinctive survey comparing the necessities, challenges and resolutions between the different fields.



Our study is concentrated upon the role that edge–fog computing plays in the generation of business value through IoT. Future research is advised to examine the aforementioned conceptual model both theoretically and empirically, paying close attention to each model substitution. This article offers a review of the literature from a different point of view, not actualized in current studies, while covering issues such as edge–fog computing, IoT, and business strategies. It might be seen as the first stage of further investigation, while future researchers might expand on this assessment of the literature and perform a bibliometric analysis, such as co-author or co-citation. Since we conducted an analysis of the most significant benefits and challenges of these technologies across industries, it could be also interesting for future studies to categorize the relationships and value streams that are created based on different use cases and applications for better strategic implementation among different scenarios.
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Figure 1. Article selection process. 
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Figure 2. Illustrates the primary differences between cloud computing and edge–fog computing. 
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Figure 3. Comparison between traditional product and IoT mindset considering value generation. 
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Figure 4. Appraisal of the business value of IT and IoT. 
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Figure 5. Conceptual framework. 
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Table 1. Prior literature reviews.
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	Authors
	Year
	Title
	Methodology
	Findings





	Rajnoha & Hadac [44]
	2021
	Strategic Key Elements in Big Data Analytics as Driving Forces of IoT Manufacturing Value Creation, A Challenge for Research Framework
	2 Databases

187 Articles
	Uncovers relations between BDA and IoT key components and identifies a research gap in terms of Industry 4.0 in the context of value creation within IoT intelligent manufacturing. It provides a comprehensive and holistic research with the sole goal of presenting a more detailed and systematic view on the situation and potential future trends in this issue.



	Brous & Janssen, Herder [45]
	2020
	The Dual Effects of the Internet of Things (IoT): A Systematic Review of the Benefits and Risks of IoT Adoption by Organizations
	4 Databases

Webster and Watson

102 Articles
	The findings lend credence to the dual hypothesis that utilizing IoT for asset management causes unexpected societal shifts that lead to the restructuring of an organization’s structural makeup. The IoT has the potential to offer numerous benefits to businesses once unforeseen risks have been mitigated and the necessary organizational adjustments have been implemented. Modifications need to be made to the organization’s systems, practices, and processes need to be modified in order for the Internet of Things to serve the organization’s goals and for the organization to be able to build its capabilities around them.



	Hamm, Willner & Schieferdecker [46]
	2020
	Edge Computing: A Comprehensive Survey of Current Initiatives and a Roadmap for a Sustainable Edge Computing Development
	Open Online search and Snowball sampling

75 Articles
	Important branches are currently the telecom and industrial sectors, and the most addressed topic is the network virtualization layer. The majority of the initiatives are software development projects that are internationally coordinated and organized. The roadmap reveals a large number of opportunities and risks associated with edge computing in relation to sustainable development. These include the utilization of renewable energy sources; biases; new business models; an increase or decrease in energy consumption; responsiveness; monitoring; and traceability.



	Mouradian et al. [23]
	2018
	A Comprehensive Survey on Fog Computing: State-of-the-Art and Research Challenges
	Open Online search

75 Articles
	Indeed, fog systems make it possible to experience lower latencies. The local processing that is made available by fog nodes helps save bandwidth and enables faster processing by slowing down or avoiding the turnaround with the cloud stratum altogether. It has been demonstrated that fog systems are very energy efficient. Lessons learned from an architectural perspective (semantic web technology, the absence of appropriate monitoring mechanisms, etc.), as well as the challenges faced by algorithm designers (alg. for decisions on design, managing QoS, need for large scale realistic scenarios, etc.).
















	
	
Publisher’s Note: MDPI stays neutral with regard to jurisdictional claims in published maps and institutional affiliations.











© 2022 by the authors. Licensee MDPI, Basel, Switzerland. This article is an open access article distributed under the terms and conditions of the Creative Commons Attribution (CC BY) license (https://creativecommons.org/licenses/by/4.0/).






media/file4.png
Location
Capacity
Energy consumption
Latency

Proximity of resources and
services

Applications

Service Cost

Comparison

Edge/Fog






nav.xhtml


  information-13-00427


  
    		
      information-13-00427
    


  




  





media/file2.png
Searching for previous
literature reviews:
Report gaps and avenues
for future research

Conducting search

Databases:
Scopus, Science Direct,
Web of Science

Search Terms:
Keywords regarding IoT,
Edge-Fog Computing,
business value

Sources:

Peer-reviewed journals, Conference

proceeding, Book chapters

!

Exclusion criteria:
Articles focusing only on
Business Management
field and Computer
Science

L

!

Articles for review:

Primary articles: 1252
Final articles: 124

Articles for review:

Backward search: 18 articles
were added

Articles for review:

Forward search: 19 articles
were added

Analysis and Synthesis of
the literature






media/file5.jpg
Traditional product mindset

Value Generation
Despondingly address current demands and £
[ =
Standalone productthat depreciats over time .
For requiremments of fulure products, oot
ingle point datais utilzed. D
Panio
Selltheupeoming product or device o
Possibly incorporates brand, IP Contrt
ovnership, and commodities beneits i
Benefit from cor skill,current o
resources, and procedures oo

IoT mindset

Predicively respond to urgent and emerging
demands

Onerdhe-si updates allow for product
refeshment and ha e synergitic henefits

“The experience for current products and
Service s creaed viainformation
‘comvergenc.

Increase effciency and generate income
Sream

Provides contentand personalizaton;
networks links beteen products and

Recognize how other ecosystem
partcipants generat revenue





media/file3.jpg
Capacity
Energy consumption
Lateney

Proximity of resources and.

Applications

Service Cost






media/file1.jpg
Searchin for previous
Titerature reviews:

Report gaps and avenues
for uture research

Conducing search
L 1
Search Terms: —
Databases Sources
Scopus, Science Direct, Keywords reganding 0T, | | pecr.eviewed journals, Conference
Web of Science Edge-Fog Compuling,

sines value

procesding, Book chapters

Exclusion aiteria:
Articles focusing only on
Business Management
feld and Compater
Science

L

Atictesforrevien:

Primary arices: 1252
Final aricls: 124

Artides forreview:

Backscard search: 15 articles
were added

Adtices for review:

Forward search: 19 rticles
were added

Analysis and Synthesis of
the literature






media/file7.jpg
IT ToT

= e
e

Howisv
Pl g mproing el procses contemporry v of et procs and deslopmentof e prceres.
pnts 1o e T putof e proposs rduc smd s tht ol el e B ol






media/file10.png
[ Infrastructure

IT

I

Data &
Analytics

Relational
Capital

T

] [ Human Capital ] [

J

L

Challenges
Availability

Energy
Management

Security &
Privacy

Edge-Al

Simulation
Platform

Edge & Fog
Computing

IoT
Resources
Interoperability

Enhancement
Levers

Business Strategy

IoT
Capabilities

[ Deployment ] [

Information
Governance

] [ Development ]

-

Value Generation

~

Streams
Planning & Intelligent Process Predicti Data Visualizati Data
Scheduling manufacturing Management redicting Analytics isuatization security
Success Criteria

Things
Providers | ~
¥

[ ]

Consumers

Functional
Value

Non Functional
Value

/

W

—»  Primary Relationship

Evaluation
Criteria

Heterogeneity

QoS

Management
Scalability
Mobility

Federation

- »  Feedback Relationship






media/file9.jpg
[rerom—

m\_—:’.'.ls;]:jzjw\_:

=) (== ) =)





media/file0.png





media/file8.png
Appraisal of the business value of IT and IoT
IT IoT

What does value perspective entail?

Things providers, XaaS, users and other stakeholders are all included

in the value chain perspective.

Where is the value generated?

Mostly from an internal, company standpoint

Mostly in internal operations; taking into account indirect effects on
market performance

How is value generated?

Primarily through improving internal processes; contemporary Improvement of current process and development of new procedures,
viewpoints also include IT as part of new proposals products, and services that could result in new business models

Who benefits from value generation?

Dual value creation facilitated by smart things, helps both the IoT
solution user and the businesses providing the IoT solution, i.e., the
user benefits directly (front-stage value) and the businesses profit
both directly and indirectly (frontstage and back-stage value)

In internal processes, as well as in products and services

Through value-in-use (front-stage value), the user of an IT solution
directly benefits from a one-way value generation stream






media/file6.png
Traditional product mindset

Despondingly address current demands and
lifestyle

Standalone product that depreciates over time

For requirements of future products,
single point datais utilized.

Sell the upcoming product or device

Possibly incorporates brand, IP
ownership, and commodities benefits

Benefit from core skills, current
resources, and procedures

Value Generation

Customer
needs

Offering

(—\

Path to
Profit

(—\

Control
Points

Capability
Development

IoT mindset

Predictively respond to urgent and emerging
demands

Over-the-air updates allow for product
refreshment and have synergistic benefits.

The experience for current products and
services is created via information
convergence.

Increase efficiency and generate income
stream

Provides context and personalization;
networks links between products and
services

Recognize how other ecosystem
participants generate revenue





