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Abstract: As a newly built city and the new capital of Indonesia, Ibu Kota Nusantara (IKN), is
expected to become known worldwide as an economic driver, a symbol of national identity, and a
sustainable city. As the nation’s capital, IKN will become the location for running central government
activities and hosting representatives of foreign countries and international organizations or institu-
tions. However, there is no concept of cybersecurity in IKN associated with existing functions and
expectations of the city. This study identifies the initial cybersecurity framework in the new capital
city of Indonesia, IKN. A PRISMA systematic review was used to identify variables and design
an initial framework. The initial framework was then validated by cybersecurity and smart city
experts. The results show that the recommended cybersecurity framework involved IKN’s factors as
a livable city, a smart city, and a city with critical infrastructure. We applied five security objectives
supported by risk management, governance, security awareness, and the latest security technology
to these factors.

Keywords: IKN; cybersecurity; smart city; livable city; critical infrastructure; security objective;
security technology; PRISMA

1. Introduction

Ibu Kota Nusantara (IKN) is the official name of the new capital city of Indonesia,
which will replace Jakarta. Officially, IKN will be a unique provincial-level regional govern-
ment unit as its territory will be the capital city of the Republic of Indonesia [1], and and it
will be managed by the IKN Authority. As the nation’s capital, IKN will be the place where
central government activities, representatives of foreign countries, and representatives of
international organizations or institutions are located.

As a newly built city, IKN will be expected to become an economic driver, a national
identity symbol, and a sustainable global city [2]. Regional development strategies, eco-
nomic development, social development, human resources, land, environmental protection
and management, infrastructure, displacement, and defense and security will all play a part
in achieving the expectations set for IKN. Regarding security strategy, although there is no
master plan for information security for IKN, there are at least three principle for the devel-
opment of IKN that can be related to security, namely: realizing urban infrastructure with a
circular and resilient system; creating a city that is safe, comfortable and affordable for all
residents including children, women, the elderly, and persons with disabilities; creating an
effective and efficient city based on technology to support governance, economic activities
and the activities of its residents. With regard to these three principles, the security referred
to in the IKN Master Plan is more related to having a livable city, the availability of access
to critical infrastructure, and a balanced occupancy ratio.

Critical infrastructure is defined as the essential manufactured assets related to infras-
tructure that support the survival and well-being of a country, such as energy, water supply,
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and communication [3]. Critical infrastructure is currently vulnerable to attack because of
the connection to the internet as a critical information infrastructure [4]. A livable city can
be defined as a comfortable place to live where various physical and non-physical activities
are available [5].

Another IKN security factor related to information technology can be seen in the
functions of IKN. Based on its function as the center for implementing central and local
government activities, IKN is also required to implement an electronic-based government
system, or SPBE [6], at the national level and the smart city concept at the world level [7].
Therefore, IKN security can also be seen as smart city security. A smart city is an urban area
with modern technology that uses various types of information technology to collect specific
data. The collected data is then organized to create information to manage assets, resources,
and services efficiently [8]. Boyd Cohen defines six domains representing strategic areas
in smart city development, which are smart government, smart living, smart economy,
smart mobility, smart environment, and smart people. Therefore, the development of smart
cities can be said to be the development of these domains based on innovations supported
by technology. Furthermore, considering the relationship between the development of
smart cities and the critical infrastructure of the government administration sector, part of
security for IKN can also be defined as critical infrastructure security.

Although security is needed to ensure the achievement of expectations for IKN, there
is currently a need for a cybersecurity concept that has proven compatibility with the IKN
principle. Finding a practical cybersecurity concept for IKN has posed some problems since
the concept is not widely discussed in scientific articles, and the phrase “new capital city”
isn’t a scientific keyword used in articles. Therefore, IKN cybersecurity needs to be viewed
as an edge case in cybersecurity for livable cities, smart cities, and critical infrastructure.

From the current literature, there are already security discussions for each of those
three fields in relation to IKN. There is a need for security in livability because many
systems in use are not designed to be robust against cybercrime [9]. The cybersecurity
body of knowledge defines cybersecurity as protecting information systems, their data,
and the services they provide from unauthorized access, harm, or misuse. In this definition,
an information system consists of hardware, software, and related infrastructure. This
cybersecurity definition was created from the point of view that activities require the
protection of information systems [10]. With this point of view, cybersecurity is organized
with the same goals or principles as information security. The type of security control used
for cybersecurity is similar to information security; however, it is used to mitigate cyber
security risks in cyberspace, such as cybercrime and safety [11].

This study identifies cybersecurity concerns for Indonesia’s new capital city. Identifica-
tion is made through a systematic literature review related to IKN as three factors: a livable
city, a smart city, and a city with critical infrastructure. A systematic literature review (SLR)
is a structured and planned literature study method on the results of specific studies [12].
The aim of the SLR is not only to collect all available evidence on the research question but
also to propose a framework based on the variables identified by the SLR.

This report is structured as follows. The Methodology section explains how to conduct
a systematic literature review. The Results section presents the results of the data analysis,
which is followed by a synthesis recommendation in the Discussion section. Finally, the
report ends with a defining answer to the research question and plans for future research
in the Conclusion section.

2. Methodology

This research referred to PRISMA (Preferred Reporting Items for Systematic Reviews
and Meta-analyses) [13]. PRISMA accommodates quality assessment for each literature
example and assesses the strength of evidence [14]. The literature-searching strategies were
developed to answer the research question, “What is the initial cybersecurity framework
for IKN?” The optimized searching strategies are presented in Table 1. For the results of



Information 2022, 13, 580 3 of 10

the SLR, we found 17 works of literature after conducting the SLR flow diagram illustrated
in Figure 1.

Table 1. Searching strategies.

Protocol Attributes Description

Keyword cybersecurity AND ((smart AND city) OR (livable AND city) OR
(critical AND infrastructure))

Publication Type Journal Article and Conference Proceeding
Years 2016 to 2022

Language English
Databases Emerald, IEEE Xplore, ProQuest, ScienceDirect, Scopus
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Figure 1. SLR flow diagram.

At the identification stage, a search was conducted using keywords and criteria
defined in the PRISMA protocol, and 1954 articles were obtained. The results were then
checked to determine whether there were similarities in the literature and whether the
search keywords were available in the title, abstract, and keywords using the reference
manager and spreadsheet software. For example, a similar article was found in ProQuest
and Emerald [15], Scopus and IEE Xplore [16], Scopus and ProQuest [17], Scopus and
Emerald [18], and Scopus and ScienceDirect [19]. After a thorough search using spreadsheet
software, no search keywords were found in the abstract and keywords of several articles;
thus, they had to be removed from the search results. The 5 articles above are an example
of articles that were removed. Additionally, 109 articles were selected during the screening
stage for the full paper to be downloaded and their quality tested.

At the screening stage, 92 articles were excluded. The screening stage removed articles
for which no full paper could be obtained [20], that had no model recommendations [21],
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and that had no connection to security [22]. The screening stage also eliminated articles that
refined, retested, or implemented recommendations from previous articles, such as [23].
The result of the literature review included 17 pieces for analysis.

In the final step of the research, the literature review results were used to identify each
variable’s correlation and to design a framework. Finally, the designed framework was
validated by conducting structured interviews with three experts who have worked or
researched cybersecurity in the government administration sector for at least ten years.

All the SLR phases were carried out collaboratively by all authors in an iterative
process considering each author’s assessments. Thus, any discrepancies were discussed
until a unanimous agreement was reached.

3. Results

The analysis began by looking for words related to the IKN factors and security objec-
tives for each factor. This analysis used the word cloud feature on NVIVO 12. This study
assumes that the higher the frequency is, the more scholars have the same understanding
of this concept [24]. In the initial investigation, the word livability was not found in any of
literature. For example, in the word cloud feature on the NVIVO 12, as seen in Figure 2, the
words “infrastructure” and “smart” were found commonly with the word city, but the word
“livability” was not. With further analysis using a word map, the word “infrastructure”
was found in many phrases, including the word “critical”. Although none of the literature
used the term “livable city”, two pieces of literature were associated with “livable city”
using the terms “sustainable city” and “smart living”.
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Next, for the investigation into cybersecurity objectives, “privacy” and “information”
were two words that often appeared in the word cloud and were mostly used with the
word “security”. Based on the information security objectives in ISO 27001:2022, privacy is
part of the objective of information security management systems alongside information
security [25]. Thus, there were four objectives found in the literature as a combination
of information security and privacy protection. Those objectives were confidentiality (C),
integrity (I), availability (A), and privacy (P). Other words in the word cloud, such as risk,
system, and management, could not be grouped into security objectives, so they were used
to identify the IKN factors or security control technologies.

The last stage of the analysis was carried out by identifying three IKN factors, the
cybersecurity objectives to be achieved, and what technology is used to control security.
The details of the results identified can be seen in Table 2. From 17 pieces of literature, we
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found that only 1 piece of literature did not discuss smart cities, while 2 pieces of literature
discussed livable cities supporting smart cities [26,27]. If associated with technological
developments, livability, security, and safety were the three issues related to smart cities [26].
Safety was added into objectives because this article clearly states that a livable smart city
must address security, environmental safety, and protection. In practice, livability is often
mentioned together with sustainability. Livability is an issue in smart cities related to the
focus of smart city development on quality of life and innovation ecosystems [27]. Aspects
of critical infrastructure are also widely found in life support [26,28] and government
services [28,29] in smart cities. These two critical infrastructure goals are often referred to
as safety and security in the literature.

Table 2. IKN factors and security objectives.

Literature Research Focus
IKN Factors Objectives

SC LC CI C I A P S

[26] Smart City Security x x x x x

[27] Information Security Technology x x x x x x

[28] Natural Risk Assessment x x x

[29] Critical Information Infrastructure
Protection x x x x

[30] Critical Information Infrastructure
Protection x x x x

[31] Information Security Objective x x x x x

[32] Security Standard x x x x x

[33] Cybersecurity Control x x x x x

[34] Information Security Technology x x x x x

[35] Cybersecurity Control x x x x

[36] Information Security Management
System x x x x

[37] Privacy Protection x x

[38] Blockchain Authentication x x

[39] Cybersecurity Framework x x

[40] Cybersecurity Measurement x x x

[41] Healthcare Application x x x

[42] Smart City Security x x

SC: Smart City, LC: Livable City, CI: Critical Infrastructure; C: Confidentiality, I: Integrity, A: Availability, P:
Privacy, S: Safety.

Most literature recommends specific safeguards for certain threats so that only
one [28,37–39,42] or two security objectives are discussed [26,29,40,41]. Although there
were only 8 pieces of literature, a combination of three security objectives, namely “confi-
dentiality”, “integrity”, and “availability”, were also widely found [27,30–36]. In addition,
some literatures combined them with privacy. Privacy was discussed if the security threat
related to people’s data. Another security objective identified was safety [26]. Safety was
found in the literature about livable cities, especially when discussing the threat to human
safety, such as a natural risk in the form of flooding.

As for technology that is used as a security control, based on the literature obtained,
eleven information technologies were identified in cybersecurity, as shown in Table 3.
Blockchain and Artificial Intelligence are the two most widely used information technolo-
gies. In addition, managerial technologies for risk assessment, governance, and awareness
are widely recommended.
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Table 3. Information technology for IKN cybersecurity.

No Information Technology Literature

1 Risk Assessment [26–28]
2 Big Data [28]
3 Governance [29,32,35]
4 Awareness [29–31]
5 Blockchain [33,37,38]
6 Biometrics [33]
7 Machine Learning [33,37]
8 Cryptography [33,39]
9 Network Security [34]
10 Artificial Intelligence [34,36,41]
11 Intrusion Detection [40,42]

4. Discussion

Based on the literature review related to cybersecurity in IKN, the interconnection
between all identified components is shown in Figure 3. Three main factors for IKN were
identified as “smart city”, “livable city”, and “critical infrastructure”. Most of the discussion
was about cybersecurity in smart cities, but there is a connection between smart cities,
livable cities, and critical infrastructure. A livable city is part of a smart city, focusing on
innovative ecosystems and quality of life. Those discussions mean that livability includes a
smart economy, smart living, a smart society, and smart governance in a smart city context.
In other words, a livable city covers four of the six aspects of a smart city.
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The discussion on cybersecurity and human safety found a relationship between
critical infrastructure and smart cities. The connectivity between infrastructure in smart
cities and the involvement of information technology makes smart cities inseparable from
critical infrastructure or, more specifically, critical information infrastructure. In the end,
critical infrastructure exists in every dimension of a smart city because, in a smart city, the
connectivity between service infrastructure is very high.
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The literature review also confirmed the objective of information security, as stated in
ISO 27001:2022, as a cybersecurity objective. Those cybersecurity objectives are confiden-
tiality, integrity, and availability. In addition, the analysis also found privacy and safety, so
overall, there are five cybersecurity goals in IKN, namely confidentiality, integrity, availabil-
ity, privacy, and safety. ISO 27001:2022 also mentions other possible security objectives and
several other possible objectives. Privacy and safety are not in the possibilities mentioned
in ISO 27001:2022, but by using the existing looseness of definitions, privacy and safety are
grouped under security objectives.

As for technology used in IKN cybersecurity, all cybersecurity technology is used in
smart cities, while securing critical infrastructure is more about the cybersecurity man-
agement of big data. An analysis of IKN’s factors found that livable cities and critical
infrastructure are part of a smart city. That is why the mapping of security technology
shows that more research is needed on the smart city aspect. Cybersecurity in critical infras-
tructure is more about security management through security governance, risk assessment,
and security awareness. Identification, management, and education about the importance
of securing critical infrastructure are necessary. Still, when implementing security, the
technology used differs from other cybersecurity technologies in smart cities.

Although only two pieces of literature discuss livable cities with risk assessment of the
technology, livable cities cannot be eliminated because this is part of the IKN development
principles. Moreover, based on the literature, there is a link between livable cities and smart
cities. Therefore, as shown in Figure 4, cybersecurity in IKN is implemented by seeing IKN
as a smart city, a livable city, and having critical infrastructure to ensure confidentiality,
integrity, availability, privacy, and safety by using existing security technology.
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We then interviewed the three experts to have them validate the cybersecurity frame-
work. The three experts represent the National Cyber and Crypto Agency (the organization
in charge of cybersecurity in Indonesia), practitioners whose role is to prepare smart city
master plans, and academics in the field of information security. From the interview, all the
experts agreed on three of the eight principles for IKN development related to cybersecurity
and the concepts of a livable city, a smart city, and critical infrastructure. Until now, the de-
velopment of Indonesia’s new capital city has been conducted based on document Perpres
63, “The Detail Masterplan for the Ibu Kota Nusantara”. Based on that document, at the
very least, cyber security can be linked to development principles 5, 6, and 7. There is also
a suggestion to use a standard cybersecurity framework such as NIST, but the proposed
framework complements the NIST framework by adding privacy as a security objective.
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The results of the interviews also recommend further researching the possibilities
of three sub-security objectives: accountability, authentication, and auditability. These
three security objectives can be described as support for confidentiality, integrity, and
availability. For example, confidentiality can be achieved by maintaining authentication
and auditability, and integrity is supported by accountability. The authentication method
supports a variety of data secrecy methods in a system. Auditability and accountability
will be used in case of a confidentiality or integrity breach.

From the validation process, all experts agreed to define the proposed technology on
the framework as the latest technology in cybersecurity. This technology can be replaced by
a new one in the future. These proposed technologies are implemented as a list of security
technologies standardized by Indonesian cybersecurity institutions. After determining
that cybersecurity technology in IKN is related to livable cities, smart cities, and critical
infrastructure, the specified security technologies can continue to develop according to
threat trends and developments in information technology.

5. Conclusions

The initial cybersecurity framework for IKN focuses on it being a smart city and livable
city and its critical infrastructure. Identified factors are in line with the 5th, 6th, and 7th of
the IKN development principles. The initial proposed framework is designed to preserve
confidentiality, integrity, availability, safety, and privacy. To support the achievement of
cybersecurity objectives, it is recommended to use big data, blockchain, biometrics, machine
learning, cryptography, network security, artificial intelligence, and intruder detection. IKN
cybersecurity also needs risk assessment, security governance, and security awareness so
that the selected security technology can achieve the expected goals.

This research used smart cities, livable cities, and critical infrastructure as replacement
concepts for the “Ibu Kota Nusantara”, or the new capital city of Indonesia. This concept
can also be used in other studies, noting that the phrases “Ibu Kota Nusantara”, IKN, and
new capital city that are not commonly used in scientific articles.

According to the Economist Intelligence Unit, there is a more detailed description
regarding the livable city, but there are limitations to research related to the livable city
assessment matrix. Therefore, future research can be carried out by further analysis using
the referenced assessment matrix or building a custom livability assessment index. Further-
more, cybersecurity keywords in the literature search also limit the information obtained
regarding technology trends. In addition, studies for the security of the new capital city of
Indonesia should also be conducted relating to smart city security or critical infrastructure
security technology.
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