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Abstract

:

This paper introduces a computational strategic game model capable of mitigating the adversarial impact of node misbehaviour in large-scale Internet of Things (IoT) deployments. This security model’s central concept is to preclude the participation of misbehaving nodes during the routing process within the ad hoc environment of mobile IoT nodes. The core of the design is a simplified mathematical algorithm that can strategically compute payoff embrace moves to maximise gain. At the same time, a unique role is given to a node for restoring resources during communication or security operations. Adopting an analytical research methodology, the proposed model uses public and private cloud systems for integrating quality service delivery with secure agreements using a Global Trust Controller and core node selection controller to select an intermediate node for data propagation. The initiation of the game model is carried out by identifying mobile node role followed by choosing an optimal payoff for a normal IoT node. Finally, the model leads to an increment of gain for selecting the regular IoT node for routing. The findings of the evaluation indicate that the proposed scheme offers 36% greater accuracy, 25% less energy, 11% faster response time, and 27% lower cost than the prevalent game-based models currently used to solve security issues. The value added by the proposed study is the simplified game model which balances both security demands and communication demands.
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1. Introduction


Mobile ad hoc network has witnessed significant attention for more than a decade owing to its cost-effective, non-infrastructure-based communication system [1]. Owing to the decentralised version of the network and topology, such a form of ad hoc network always has a higher security concern, irrespective of massive archives to state security solutions [2,3,4,5,6]. With changing time and demand for communication, cloud computing and the Internet of Things (IoT) have evolved [7]. The domain of IoT involves encapsulating multiple forms of wireless communication technologies, where a mobile ad hoc network is one of them [8]. However, a closer look into the majority of the existing studies shows that the concept implementation of IoT considers an independent node governed by its security and communication protocol [9,10]. The actual concept demands the presence of a mobile node with ad hoc features to be deployed under IoT and cloud environments. This is a challenging scenario owing to a different set of communication protocols in mobile ad hoc networks and IoT, where there is no generalised algorithm yet. It will eventually mean that security protocols for mobile ad hoc networks will not be completely functional when subjected to an IoT environment [11,12]. Hence, there is a need for a study that calls for constructing a generalised secure routing scheme when a mobile ad hoc network is deployed in an IoT scenario. Apart from this, the threats studied in mobile ad hoc networks differ from those of exponentially challenging threats in IoT [13]. Existing security protocols in mobile ad hoc networks cannot mitigate such threats in the IoT environment.



Various studies have introduced the mobility concept in IoT, emphasising mitigating security threats [14,15,16,17]. However, such studies are mainly encryption-based or use artificial intelligence [18,19,20]. Such a research contribution is beneficial only if the attacks are well-defined and not a challenging form of attack, e.g., node misbehaviour [21]. The most challenging aspect of node misbehaviour is that it is quite a computationally resource-consuming matter to identify the presence of a threat. At present, various studies are being carried out in the context of security for mobile ad hoc networks [22], node misbehaviour [23], cloud-based threats [24], and IoT-based threats [25]; however, they have not been studied together. At the same time, game theory is found to be one of the better and more evolving security alternatives compared to the more frequently adopted cryptographic scheme [26,27]. There are studies to prove that the application of game theory to wireless networks offers more promising results when it comes to modelling [28]. Adopting game theory provides better control of user behaviour, which also yields better cooperation among the wireless nodes in the network. This process can be reflected in the improved performance of the network. Various game-based models address security and non-security demands in a wireless network. There is a broader scope for developing better security models using game models. Therefore, the proposed scheme contributes a novel strategic game model capable of identifying and resisting the participation of misbehaved nodes.



The contribution of the proposed model is as follows:




	
The proposed scheme introduces a matrix of transactional records to access distributed storage systems and retain encoded sensitive information related to trust.



	
A novel dual controller scheme is introduced, viz. Global Trust Controller and Core node Selection Controller, to formulate a secure agreement system for validating the global trust of all nodes.



	
A unique payoff management scheme is introduced, which mainly performs speedy calculations, allocations, and updates, resulting in faster processing during routing operations.



	
The proposed scheme deploys IoT-based mobile nodes in an ad hoc manner considering the usage of both private and public clouds for role identification, payoff selection, and gain maximisation.



	
The results of the study are compared to existing game models with respect to accuracy, response time, energy, and cost, unlike any current security scheme in IoT.








The paper’s organisation is as follows: Section 2 presents a discussion on existing schemes, followed by highlighting identified problems in Section 3. Section 4 discusses the adopted research methodology, while Section 5 discusses system design implementation. Section 6 highlights the outcomes, while Section 7 summarises the conclusion with respect to the inclusion of the novel features presented by the proposed scheme.




2. Existing Approaches


Presently, there are various security strategies for resisting possible intrusion in a wireless network, especially concerning the ad hoc mode of connectivity. This section discusses some of the significant contributions in this regard.



2.1. Studies on Misbehaviour


At present, there are different security mechanisms for resisting node misbehaviour problems. When a specific node starts to exhibit misbehaviour, it drastically decreases the communication performance of the wireless network. During node misbehaviour, the node usually violates the assigned routing scheme and adopts an unprogrammed ruleset, which could be detrimental to the entire communication system. The recent work by Paul et al. shows the adoption of vulnerable conditions in mobile ad hoc networks [28]. The study introduced an authentication mechanism to mitigate node misbehaviour using a collaborative approach of diffusing information about the local selfish node. Behfarnia and Eslami [29] developed a voting game-based scheme to identify node misbehaviour. The technique implements a single-stage Bayesian game for capturing information related to node uncertainties. Abhishekh et al. [30] presented a solution for relay node misbehaviour in the IoT environment. This model discusses an intrusion detection system to securely uplink and downlink communication between relay nodes and IoT networks. A study on misbehaviour detection was also carried out by Sharma and Liu et al. [31] using a supervised machine-learning scheme in the IoT context. A similar line of work was also carried out using prototyping by Astillo et al. [32], where a ruleset of behaviour is formulated for IoT, followed up by using the Kalman filter for data estimation. Zhang et al. [33] presented a significant detection model for secure communication among mobile nodes in a vehicular network. The model evaluates the weight of dynamic trust for time-varying misbehaviour while the trusted vehicle is selected along with the differential allocation of resources. A similar direction of work toward vehicular networks was formulated by Nguyen et al. [34]. The integrated usage of reputation and learning schemes is also reported to be used for misbehaviour detection as per the work of Gyawali et al. [35]. The model implements evidence-based theory using reputation value to ascertain secure communication among the vehicles. Studies on misbehaviour detection found insecure communication can be mitigated using the detect-before-decoding principle, as noted in the work of Ding and Wang [36].




2.2. Game-Based Security Studies


There are a number of works of literature where game theory concept is harnessed specifically to secure the wireless network. Game theory is used to build a strategic mathematical model to understand the interaction among players involved in the communication process. This involves implementing game theory to identify and resist vulnerable conditions during communication [37,38,39,40]. There has been some interesting research using game theory which offers potential insight into its capability to model intrusive interactions among communicating nodes [41]. The work done by Subba et al. [42] developed a game model of multiple layers on intrusion determination in ad hoc networks, which they claimed was capable of identifying various forms of attacks. Sun et al. [43] developed a tree-based security model that considers communication and security as two essential attributes of the Bayesian Nash Equilibrium game. The work of Liu et al. [44] presents a game-based mechanism to resist byzantine attacks, which takes into consideration the uncertainty of identifying the attackers. The implementation of the Stackelberg game model to fight jamming attacks is seen in the work of Li et al. [45]. Their model offers a distinctive role for standard transmitters and attackers, while it also implements a genetic algorithm for the optimal usage of resources. Qi et al. [46] present a sophisticated game model using Bayesian and Stackelberg games to resist intelligence jammers. This strategy also determines the rate of decline of transmission and eavesdropping. A unique adoption of the Stackelberg game and learning mechanism is seen in the work of Qi et al. [47]. The model accomplishes an equilibrium stage using a log-linear learning scheme to define its access policies. Furthermore, they experimented with using game theory to resist denial-of-service attacks in vehicular networks [48], combating network layer attacks [49], and improving trust in IoT [50].




2.3. Evolving Studies on Ad Hoc Security


An ad hoc network is an integral part of cloud computing and IoT, which will eventually mean that it is now exposed to a higher range of security threats. The conventional security protocols for ad hoc networks are restricted in their capability when integrated with IoT, which is a massive-scale deployment compared to conventional ad hoc networks. Fog computing, another revised version of cloud computing, is increasingly used, also has security concerns associated with it. Feng et al. [51] developed a secure game model for resisting lethal threats in fog computing. A dynamic Stackelberg model was developed to improve the interaction among the actors in order to resist threats. A study on securing IoT was carried out by Wang et al. [52] using a collaborative game model: the stochastic Petri-net model. There are also other studies that have depicted the ongoing issues despite various existing IoT security schemes [53,54].



Hence, there is a need for a study to address the problems associated with different forms of security in the present state of challenging wireless networks. The following section highlights the problems identified.





3. Research Problems


Existing literature has some studies on resisting potential threats in a wireless network. However, specific open-ended issues are explored, which must be solved to mitigate the rising security concerns. The identified research problems are as follows:




	
Gap between IoT and ad hoc network security: The current state of security solutions in ad hoc networks is not applicable when integrated with cloud or IoT systems. Due to the progress of technologies, the necessary revision has not been carried out considering the practical deployment environment. For example, when a mobile ad hoc network (MANET) node is deployed in IoT, the security protocol for it [13] differs from the security protocol of IoT [50]. Moreover, the ad hoc network concept is not considered much while all nodes are deployed in the IoT scenario; they are considered in terms of individual nodes and not in the form of a network. Currently, there are more IoT security schemes than conventional ad hoc security.



	
Sophisticated Game Modelling: Studies prove that the game concept is one of the most rapidly evolving security solutions in the network [51,52]. However, most game concepts deployed to date associated the model with developing interactive game stages, including multiple steps. Although it was quite possible to use this multi-stage gaming model to address various traits of security, in the case of a complex environment, sophisticated measures had to be taken and there was less assurance of model sustainability. Hence, there is a need for a simplified and straightforward game model to perform better decision-making. Furthermore, it is notable that most of the existing game models have extensive payoff matrix computation, which also demands resources. Therefore, when applied to a sizeable practical network, such a sophisticated game model will call for a delay and higher response time. Thus, a lightweight game model is needed to secure a challenging communication environment.



	
Computational Burden not emphasised: There are two forms of threats in the network; one form is when the attacker’s identity is well-known based on their attack patterns, while the second form is unknown. Hence, security modelling confirming the presence of misbehaved nodes calls for an extensive set of observations to be carried out. Such threat monitoring calls for deploying a method with a lesser dependence on resources and the inclusion of smart operational processes geared towards identifying the attacker’s intention in the least amount of time possible.








Therefore, existing studies do not emphasise balancing the computational demand with security on dynamic networks.




4. Proposed Methodology


The main purpose of the proposed scheme is to develop a framework capable of resisting the participation of misbehaved nodes, as well as strategies that can identify any form of nodes with an unauthorised presence in the data-forwarding process other than regular nodes. The work is an extension of our previous research [55,56,57,58] in which game theory on MANET is incorporated in addressing security vulnerabilities due to the presence of misbehaving nodes in a much larger scenario involving mobile IoT systems and cloud environments. The framework architecture for this purpose is shown in Figure 1.



According to Figure 1, the study model contributes mainly to developing a transactional record matrix, which is essentially meant to retain all the essential transactional details for secure and simpler accessibility. The proposed scheme also develops a novel controller scheme which is completely based on trust evaluation over various roles of nodes. On the basis of resources as well as evaluated trust score, the scheme selects Core IoT Nodes (CIN), as well as defines the strategy of operation for RIN with its allocated payoff. The complete implementation cycle considers mobile nodes deployed in an IoT environment with an ad hoc network. The environment is also supported by private and public cloud ecosystems for rendering service availability. The core contribution of proposed scheme is to deploy a novel game mechanism in order to secure data transmission in an IoT environment with mobile nodes. The work adopts an analytical research methodology to develop a series of operations where the details are as follows:




	
Environment: The presence of both regular mobile IoT nodes and malicious nodes is regarded as misbehaving nodes by the environment. Nodes are assumed to adhere to any conventional on-demand routing scheme, which adds security to the existing routing scheme, and no mobile IoT nodes forward data on their own. Instead, a core IoT node is used to perform the task during the propagation process and thus save the most resources.



	
Core Actors: There are two types of core actors in the proposed system, which are Core IoT Nodes (CIN) and Regular IoT Nodes (RIN). An RIN collects all the data and forwards them to a destination node in an ad hoc manner if it is located within its communication range. Otherwise, the RIN takes the assistance of the CIN by sending a request control message to the latter as a part of the interaction between CIN and RIN. CIN does not participate in data aggregation or typical forwarding processes, unlike the intermediate nodes in conventional ad hoc networks. Instead, CIN are selected based on potential connectivity with a higher probability of linking to the destination node. Hence, any node with a high number of connected links (apart from RIN) and better residual energy is selected as a CIN. The proposed scheme entails the process of CIN selection by RIN based on newly formulated quality metrics and global trust. Therefore, from a security viewpoint, any node with a higher value of computed trust in a proposed scheme is finalised to be selected as a CIN. Upon receiving the information of the destination node from the CIN, the RIN forwards the data.



	
Transactional Record Matrix (TRM): Unlike existing schemes, the proposed method does not retain or process the transactional routing data in one area of storage units. Instead, it creates a distributed database system where all of the transactional information is split and stored. The majority of the essential security-based processed information (global trust, Quality metric, roles, payoff, gains) evaluated by the controller system is managed in distributed order to restrict any form of direct accessibility by any unauthorised node.



	
Cloud-Based Enabling Technologies: The proposed scheme makes use of both private and public clouds to improve privacy control and cost-effectiveness. Private cloud systems store information about the actors’ identified roles (primary level) and payments for RIN (secondary level), whereas public cloud systems store data on profit maximisation when it comes to selecting CIN (tertiary level). It should be noted that the cloud ecosystem is the underlying technology of the IoT environment, where the matrix of transaction records is explicitly maintained. Because of the discrete location, it becomes computationally extensive, making it impossible for any unauthorised node to intrude on both clouds at the same time.



	
Modelling Game Concept: The development of the proposed scheme’s security condition is based on a strategic game model considering the selection of CIN using a Core node Selection Controller (CSC) and Global Trust Controller (GTC). The value of GTC is obtained from CSC to find the potential CIN. The main idea is to confirm the legitimacy of the CIN by encouraging the participation of a good number of RIN. The allocation of payoff and gain computation is based on trust, quality, and roles observed over a limited channel capacity. Unlike any conventional game model, the operation involved in this model is relatively straightforward and does not involve any conditional logic, which could cause contradictions in discovering node misbehaviour.








The following section further illustrates an extended discussion of all the essential security processes to resist the participation of node misbehaviour.




5. System Design


The first part of developing the proposed scheme is constructing a matrix to store the transactional records, which will act as a shared database system. The novelty of this initial step is that the proposed model keeps the transactional records of data being exchanged by mobile nodes in an encoded form in a distributed yet highly connected database system. The proposed scheme implements a strategic game model to control node misbehaviour, which deploys an on-demand ad hoc protocol. The proposed concept of the strategic game model allocates two discrete roles of a mobile node in IoT, the CIN and RIN. The complete implementation of the proposed security model is carried out in three stages, viz. primary, secondary, and tertiary. The primary stage is responsible for determining the role played by each TRM, while the secondary stage performs the selection of the payoff for the RCN. The tertiary stage enhances the gain for the RCN. It should be noted that the operation carried out for the primary and secondary stages is carried out over the private cloud, which is not accessible to all nodes, while the tertiary stage is carried out in the public cloud, which is accessible to every IoT node in the environment. The scheme ensures that TRM is introduced in mobile IoT systems to perform various operation sequences, viz. (i) consistent validation of GTC scores exchanged by any mobile IoT nodes, (ii) efficient selection of CIN, and (iii) reliable allocation of payoffs for the CIN. The implementation is carried out using both public and private cloud ecosystems to retain better cost-effectiveness of the proposed strategic game model.



The study considers the deployment of TRM within an IoT hotspot, a type of an access point mounted within the environment with a coverage range slightly more than that of mobile IoT nodes. The realisation of the proposed model is carried out by developing a unique agreement system responsible for automating the predefined execution of programs within TRM. The two essential actors in this process are the GTC and CSC. The GTC is responsible for storing and updating the global trust value of all the mobile IoT nodes publicly. It will eventually mean that the proposed scheme assists in validating the shared value of global trust through any communicating IoT nodes. The CSC is responsible for aggregating the game strategies adopted by RIN and CIN, in order to select the upcoming CIN, thereby keeping the network updated. Furthermore, CSC also performs the aggregation and dispatching of the computed payoff from normal IoT nodes to their respective CIN to permit cooperation with each other. Further operation is discussed as follows.



5.1. Private Cloud IoT System


The proposed scheme assumes that any prevalent routing scheme, such as AODV and OLSR, is implemented, so that selecting the respective CIN can be carried out on the mobile IoT nodes, which ultimately assists in forwarding the routing information. The scheme also assumes that all the mobile IoT nodes maintain TRM to formulate its encoded address, which further enables communication with the agreement system. Additionally, the proposed scheme considers global trust (  G T  ) and quality metric (  Q M  ) parameters for identifying mobile IoT nodes. The quality of service is computed by obtaining the information from the control message for route discovery by mobile IoT nodes working in an ad hoc environment. The mathematical expression for computed quality metric α is as shown in Equation (1):


   α i  =  C i  ·  A i  ·  P i   



(1)







As shown in Equation (1), the computed quality metric of ith node    α i    depends upon residual channel capacity    C i   , adjacent nodes of ith node    A i   , and weight of specific mobility path of ith node Pi. Apart from this, it should be noted that computation of global trust is a representation of reliability factor based on previously exhibited behaviour of mobile IoT nodes. This is an essential security enhancement, as in case of node misbehaviour, the value of the quality metric will either rise or decline significantly. Hence, an abnormality of quality metric will be the primary indicator of misbehaved nodes in an ad hoc environment. Furthermore, it should also be noted that the value of the computed global trust fluctuates in different contexts. An attacker node can misuse this by sharing any random   G T   value (within the observed fluctuation) to get an illegitimate entry into the IoT ecosystem. This problem is addressed by using TRM, which assists in validating all the shared values of global trust.



The proposed strategic game framework amends the on-demand routing by incorporating only two forms of control message, viz. (i) the first control message    C  m s g 1    , which is required for preliminary route discovery by sharing node-based local information, and (ii) the second control message    C  m s g 2    , which is required for forwarding a command that is exchanged in the private cloud among RIN. This control message retains the information of the selected node in order to play the role of CIN and the payoff recommended by the RIN of each node. The RIN further processes this information to confirm the node’s intention towards a similar CIN. The size of both control messages is 31 bits. Figure 2a highlights the format of    C  m s g 1    , where   Q M   is a quality metric field while the   G T   field retains a global trust score. The CIN field exhibits the current role of a mobile IoT node to be a CIN. Figure 2b has fields of respective payoffs for the current CIN. As the complete operation is carried out over a private cloud system, there is no way such information could be easier to access by an attacker node. Even if the node misbehaves for this purpose, the value of each field in the control message will change, which will fail the validation process of shared information of global trust.




5.2. Public Cloud IoT System


This work employs game theory to deploy its security scheme based on global trust and the selection of CIN. To accomplish this, a simplified dual controller design, namely GTC and CSC, is used in the development of an agreement system. The following is an explanation of how these two controllers work:




	
Global Trust Controller (GTC): This controller system is responsible for managing all the updates for legitimate IoT nodes. The process is carried out over the public cloud system, making the operation in adherence to the agreement system as illustrated in Figure 3. A reliable source is provided to all nodes to perform the validation for the obtained controlled message.



	
The classification of dependable parameters, as shown in Figure 3, demonstrates that the entire validation process carried out by GTC is done using the address of the mobile IoT node and a list of all connected nodes maintained in TRM. To access the legitimate IoT node, obtain its global trust, and update its value, an explicit set of functions is built. The first function, ‘index legitimate IoT node,’ is in charge of indexing the legitimate mobile IoT node while also determining whether the target node is present in the list of node addresses in TRM. In the case of a new mobile IoT node, it configures the address of the mobile IoT node with the address of the destination mobile IoT node, along with initialising the default value of global trust. This information is then added to the list. The second function, ‘obtain global trust’, is responsible for validating the global trust score that finally returns the score of global trust stored in the public cloud system. The new value of the global trust is configured using this function’s agreement system, which is the prime operation of the third function, ‘update global trust score’.



	
Core node Selection Controller (CSC): This controller aggregates all the possible strategies of both the players, i.e., CIN and RIN, along with the constructs of the core structure that retain information about the RIN, CIN and local information of mobile IoT nodes. As shown in Figure 4, the core structure associated with the CIN maintains information about their respective identity and residual channel capacity. At the same time, the RIN holds information about the address of TRM and payoff. Furthermore, the dependent entities of CSC will consist of an object of CIN, as well as its respective address, as shown in Figure 4. The first function, ‘define CIN,’ is used to self-declare a mobile IoT node as a CIN in the public cloud. This function generates a CIN object by extracting the global trust score from GTC, while the second function, ‘obtain CIN,’ returns a list of all of the defined CIN. The third function, ‘Strategy,’ is used to build RIN.









5.3. Strategic Game Model


The incorporation of this strategic game model (SGM) optimises the selection process of CIN. The proposed SGM uses both public and private cloud ecosystems to select legitimate nodes cost-effectively and reliably. For any given adjacent nodes, each node in a distributed ad hoc environment of IoT is required to define its CIN and RIN along with its explicit roles. In contrast to all possible adjacent nodes, a specific ith node is needed to announce itself as a CIN, based on quality metric   Q M   and global trust   G T   attributes. For this purpose, a set of adjacent nodes   A  ( i )    is considered by the ith mobile node with an input of   Q M   and   G T  . A matrix is constructed for adjacent nodes consisting of   G T  ,   Q M  , and their respective identity information. An ith node announces itself as a CIN if its   Q M   score is found to be more than a cut-off value of the same as its adjacent nodes. A similar selection operation is carried out for a higher value of   G T   if both are found to be less than the cut-off, then the ith node announces itself as a RIN. All RIN must compare their features with respect to   Q M   and   G T   to make them deployable for RINs. Using this operation, a definite payoff is allocated to the RIN when it plays the role of CIN. This is one of the essential processes from a security and privacy perspective, as misbehaved nodes will never be able to announce themselves owing to the discrepancies in their   Q M   and   G T   scores. The empirical expression used for representing the degree of fluctuation between the CIN and RIN, i.e.,   Q  M  R I N − C I N     perspective, is as shown in Equation (2):


  Q  M  R I N − C I N   =  (  1 − Δ Q M  )  × 100  



(2)







Equation (2) shows that the variable   Δ Q M   represents the ratio of   Q M   for RIN to   Q M   for CIN. A similar mathematical strategy, shown in Equation (3), is applied for the expression fluctuation of   G T   for CIN and RIN as follows:


  G  T  R I N − C I N   =  (  1 − Δ G T  )  × 100  



(3)







As shown in Equation (3), the variable   Δ G T   represents the ratio of   G T   for RIN to   Q M   for CIN. The above two expressions are used to overcome the possible evolution of fluctuation and hence assist in normalising it. It should be noted that selection of CIN is carried out if an ith node consists of higher values than either of the above expressions in the least case or both expressions in the best case. The search and selection of the feasible CIN among the adjacent nodes in IoT are carried out by the ith node that announces itself as RIN. The RIN allocates an optimal payoff to the selected CIN based on their services. The value of the payoff to be assigned to the CIN is entirely equivalent to the legitimacy of the CIN, based on the   Q M   and   G T   scores stated in both Equations (2) and (3). The mathematical computation of the payoff for the RIN is expressed as in Equation (4).


   P  R I N − C I N   = m e a n  (  Q  M  R I N − C I N   ,   G  T  R I N − C I N    )   



(4)







There is also a possibility that the value of the payoff is to witness multiple acceptances by multiple numbers of RIN within the communication range of CIN. In such conditions, the RIN is required to compute the gain, G, for selecting the CIN, which is mathematically expressed as in Equation (5),


   G  R I N − C I N   =  [  θ  (   P  R I N − C I N    )  .   Q M  ]  −  P  R I N − C I N    



(5)







Equation (5) shows that the first component   θ  (   P  R I N − C I N    )    is equivalent to the individual payoff    P  R I N − C I N     divided by the total value of the payoffs    P  R I N − C I N     for all the adjacent nodes. The second component,   Q M  , is the summation of   Δ Q M   and   Δ G T   obtained from Equations (2) and (3). The actor, RIN, is the one that initiates the game by exploring the feasibility of CIN in the vicinity of their communication range, i.e., CIN(RIN). At the same time, it uses a private cloud to do so using its on-demand routing scheme for propagation. A misbehaved node cannot mimic this mechanism, as the complete operation is carried out over private networks of the IoT-cloud system. The method uses the function of obtaining CIN information from the CSC module to extract information from a group of all of the nodes with higher values of   Q M   and   G T   to be elected as a CIN. The system performs the computation of payoff    P  R I N − C I N     based on its respective attributes (i.e.,   Q  M  R I N − C I N    ,   G  T  R I N − C I N    ), considering all the CIN present in the set obtained from this function of CSC. Using a direct propagation of control message among the mobile IoT nodes in an ad hoc network, the system shares computed payoff    P  C I N − R I N     among its adjacent mobile nodes. For better cost control, this operation is carried out in the private cloud; however, the final calculated value of the adjusted payoff is stored in a public cloud system where this information is appended to the CSC module using a discrete function of ‘strategy’ shown in Figure 4.



After executing the above-mentioned step, the proposed system aggregates the RIN interested in cooperation. At the same time, their recommended computed individual payoff values are used for maximising the gain of the selected CIN. In this part of the implementation, the core target is to confirm that the RIN is capable of increasing the payoff of the CIN in adherence to the allocated channel capacity value in the IoT-cloud system. Under these conditions, the presence of any misbehaved nodes demands the usage of more channel capacity, which the system instantly identifies due to contraction of the logical condition formed for selecting CIN. Apart from this operation, the scheme assists in directly propagating computed payoff to the accepted CIN by the RIN. Applying the concept of game theory, the proposed system mathematically defines the motivation of the CIN in the form of utility, based on their interest/motivation with respect to   Q M  , GT, and  P . The expression for the utility of CIN is as written in Equation (6):


   ρ  C I N − R I N   =   ∑   i = 1  R   [   P   (  R I N − C I N  )  i   + Q  M   (  R I N − C I N  )  i   + G  T   (  R I N − C I N  )  i    ]   



(6)







Using the list consisting of game strategy (as a dependent function of CSC), the system represents the node’s interest with respect to their optimal payoff  P ,   G T  , and   Q M  . The initiation of the game is carried out by computing utility    ρ  C I N − R I N    ,   Q  M  C I N − R I N    , and   G  T  C I N − R I N    . The system then computes the proportion of utility with respect to the demanded channel capacity followed up by evaluating the summation of all of the required channel capacity from the interested RIN. In the preliminary stage of this process, it accepts the whole list of selected RIN, which is reduced down by the filtering process. In this filtering process, the system checks if the total demanded channel capacity of the interested RIN is found to be more than the residual channel capacity at the CIN. Finally, the system filters out the RIN with a reduced value of utility  ρ . At the same time, the ultimate set of RIN is deployed by the selected CIN in the CSC module to confirm the final RIN.



In the proposed SGM, the CIN announce its new role in the CSC module, which then computes the   G T   score in the GTC module. The identified role of the CIN is shared with the route-discovery control message that is exchanged with its adjacent mobile IoT nodes. All of the RIN validate the request message received from the CSC module using a function of obtaining CIN. The determination of the payoff is carried out by selecting CIN using the RIN after it gets a list of feasible CIN. The sharing of this payoff takes place in a private cloud among all of the RIN, which can further assist in fine-tuning their recommended payoffs and confirming the finally selected CIN. The announcement of the final CIN is carried out by the RIN, which updates all the nodes.



Hence, by adopting the SGM, the scheme ensures that no misbehaved nodes present in an ad hoc network environment will ever be able to distort or manipulate any form of routing information (both control message and data). Without using any form of conventional encryption mechanism, this system develops the first line of defense system restricting any form of participation of any illegitimate or unauthorised node.





6. Result Discussion


Whereas the preceding section posits the scheme as employing a novel game model, with the primary goal of identifying misbehaving mobile IoT nodes and then resisting their participation in the data-forwarding process, this section discusses the simulation environment and analysis strategy used, followed by a discussion of the results obtained.



6.1. Simulation Environment


The first step in developing a simulation strategy is to create a comprehensive IoT environment in a clustered form, as shown in Figure 5a, which depicts a sample of four IoT clustered zones. As shown in Figure 5, the RIN communicates with other nodes via single-hop communication, if it is closer to their transmission range, or it requires the assistance of CIN, whose selection process was discussed in the previous section. It should be noted that depending on the density of nodes in each cluster, there may be multiple IoT access points. However, the absence of a CIN will cause the RIN to communicate with the IoT hotspot, which will then search for the nearest CIN. The address of the new CIN is shared with RIN. An IoT hotspot is assumed to offer sufficient coverage for all types of nodes within each cluster. Figure 5a highlights the intra-cluster operation where the control message is propagated to look for the destination node. If the destination node is located within the cluster, the target mobile node follows the path (shared by CIN) to share the data with its destination node. Figure 5b highlights the inter-clustering operation where the source and destination node are located in different clusters. In such cases, the IoT hotspots assist in sharing the address of the next relay node located in different clusters and finally assist in offering proper path information. The proposed study considers Optimized Link Source Routing for this process owing to its lesser delay performance and suitability for dynamic change in ad hoc networks [59].



Table 1 highlights the simulation parameters considered for the analysis. It should be noted that the values of the simulation parameters were configured from observation carried out on the frequently implemented research work in the existing system.



All the values tabulated in Table 1 can be amended to suit any application demands in IoT. While analysed with a different range of values, the variation in numerical outcomes was found to be only a mere 5.27%, which exhibits the consistency of the proposed model implementation.




6.2. Analysis Strategy


The first strategy of analysing the results of the study is to compare it with existing game models, which are Nash equilibrium, Bayesian Nash Equilibrium, and Stackelberg Game. The main justification behind the selection of these three existing game models mentioned above is as follows:




	
Adoption of Nash equilibrium assists in accurately detecting the best payoff for a player based on the decision of the player and other players. Hence, when it comes to estimating global trust in ad hoc environments, Nash equilibrium offers an unbiased estimation of all the individual trust scores that can be applied for the cause of both routing and security in large IoT scenarios.



	
Adoption of Bayesian Nash Equilibrium depends on retaining a belief in target players aligned with the adopted strategies of remnant players. This is a better option than Nash equilibrium as the latter does not offer the players’ belief score specifications. Eventually, it means that Bayesian Nash Equilibrium leads the nodes to converge into perfect strategically formulated beliefs with better consistency when exposed to vulnerable conditions. Hence, any deviation in trust score and belief will directly indicate the presence of malicious/misbehaved nodes.



	
Stackelberg game is the most frequently implemented game model compared to other game models. According to this game mode, a sequential decision is prioritised over a simultaneous one. This model offers better decision making to the second mover, who can adopt a strategy based on action undertaken by the first mover. Apart from this, the best part of this model is the optimal acquisition of operational cost by the follower node. This eventually implies better decision making with higher clarity by the regular node, in order to perform secure routing upon detecting unknown/uncertainly behaved nodes in large-scale dynamic networks.








The secondary strategy for analysis is to incorporate 5–10% of total nodes as misbehaving nodes whose identities are not predefined or shared with adjacent nodes in each IoT cluster. This setting allows deploying an unknown attacker node in the simulation area, which must be identified and isolated from active routing operations. The tertiary strategy of the proposed scheme is to carry out the analysis using standard performance metrics of identification accuracy, energy consumption, cost, and response time. The rationale behind adopting these metrics is stated in the following subsection.




6.3. Result Accomplished


The complete implementation was carried out in a MATLAB environment on a standard 64-bit windows machine with an i7 processor. Observation of the results was carried out for 1000 iterations, and its numerical scores are represented in graphical analysis for better analytical representation. Each analysis was carried out in a similar test environment, considering four performance metrics and compared with three frequently adopted game models. The discussion of these outcomes is as follows:



6.3.1. Identification Accuracy


This parameter highlights the actual score of correctly identifying the proportion of misbehaved nodes after implementing the proposed scheme. Mathematically, the computation of accuracy was carried out using Equation (7):


  A c c u r a c y =    I n   T  × 100  



(7)







As shown in Equation (7), the computation of   A c c u r a c y   was achieved considering positively identified misbehaved nodes,    I n   , with respect to total nodes,  T . The outcome of this analysis is shown in Figure 6, which shows that the proposed system offers significantly higher accuracy in contrast to the existing game model.



The justification behind this outcome is that though adopting the Nash equilibrium model offers better detection of the payoff, the identified payoff does not remain the same during the attack, especially if the attackers employ a dynamic strategy. This problem is somewhat addressed using Bayesian Nash Equilibrium, where a better convergence rate is obtained due to better consistency in its belief-system formulation. However, the formulated belief and its respective consistency do not cope with the dynamic strategies adopted by the misbehaving nodes over time, which is one downfall of this approach. Nonetheless, this is one of the best approaches if the attacker’s behaviour is known, assuming it will not change until the allocation of payoff. A similar problem also exists in the Stackelberg game model.



On the other hand, the proposed scheme, by adopting the concept of distributed TRM, allows a faster progression towards the payoff computation upon finding any deviation in computed   G T   or   Q M  . Hence, the proposed scheme’s accuracy in identifying misbehaved nodes in large-scale deployment is relatively higher. Therefore, this scheme offers a reliable outcome when the mobile IoT nodes are deployed in an ad hoc manner in a large-scale deployment area.




6.3.2. Analysis of Energy Consumption


Energy is one of the essential resources while performing any form of node operation, be it routing or security implementation. Higher energy retention is always a necessary demand in the computation of game models to this end, owing to the mathematical computation involved. Apart from this, the proposed system performs three stages of operation, synchronised with private and public clouds, including multiple sequences of computing-updated   G T   and   Q M   based on the dual roles of nodes (CIN and RIN). For this purpose, the mobile nodes are assigned with an initial energy of 10 J, while they will consume 50 nJ for forwarding 1 bit of data. This condition is based on the first-order radio energy model [60]. The mathematical expression used for computing total energy,    E T   , consumption is written in Equation (8):


   E T  =  E  T X   +  E  R X   +  E  a g g   +  E  a m p    



(8)







In Equation (8), the dependable variables for the computation of energy are transmittance energy,    E  T X    , receiving energy,    E  R X    , aggregation energy,    E  a g g    , and amplification energy,    E  a m p     [60]. Figure 7 showcases that this scheme offers reduced energy consumption compared to other models observed over the entire iteration.



The prime reason for the consumption of energy during data propagation of nodes is mainly due to more retransmission attempts of control messages,    C  m s g    , in the case of non-availability of adjacent nodes, more usage of amplified energy,    E  a m p    , during the condition of signal attenuation, or higher fluctuation of mobility of IoT nodes. Considering the possibility of any of these circumstances, or all of them, the proposed system introduces a concept where IoT hotspots and CIN reduce the extensive load on route discovery and data propagation. Apart from this, the allocation and updating of payoffs are carried out via TRM, which is highly distributed, reducing the effort of either confirming the presence of misbehaved nodes or performing data delivery. Hence, there is less fluctuation from an identified path of propagation by mobile IoT nodes in the proposed system, resulting in higher retention of residual energy. On the other hand, all of the existing game models include highly sophisticated logical conditions for evolving with a secured strategy, resulting in extensive energy depletion.




6.3.3. Analysis of Cost


To assess the practicality of the proposed system, it is sufficient to understand the overall cost involved in the implementation. The proposed system defines the term cost as overall resources and operations involved in executing the proposed strategic game model in order to resist malicious node participation. The mathematical expression used for this purpose is as in Equation (9):


  C =    C  T R M   +  C  s t a g e s   +  C  p a y   +  C  C l o u d    n   



(9)







Equation (9) shows that the evaluation of cost, C, depends upon the cost of maintaining TRM,    C  T R M    , the cost of three stages of operation,    C  s t a g e s    , the cost of payoff computation, allocation, and updating,    C  p a y    , and the cost of dual-cloud-based game modelling,    C  C l o u d    , with respect to the total number of deployed nodes,  n . The proposed system uniformly allocates the hypothetical and dimensionless numerical value of one unit of consumed cost for each of the four operations. With each operation observed in 1000 simulation rounds, the analysis arrived at the outcome shown in Figure 8, which exhibits a lower cost for the proposed system.



From the observation in Figure 8, it can be noted that Nash equilibrium is not significantly different from Bayesian Nash Equilibrium. The prime reason for the higher cost involved in this existing system is that the Nash equilibrium strategy depends on all the known and correct strategies of other nodes. Such computation can never be carried out, especially if the intrusion type is highly dynamic, where a node could alter their strategy of attack even if they announce a different strategy during game interaction (to increase their payoff). Furthermore, a similar problem exists in Bayesian Nash Equilibrium. Still, other forms include extensive operation steps to compute payoffs usually maintained in a multi-dimensional matrix. Hence, the system takes more effort to compute the payoff and visit and re-visit the payoff matrix every time, increasing the value of the    C  p a y     parameter. Stackelberg’s game has an obvious advantage in this regard. However, the payoff still significantly reduces for the second mover. Hence, it has to carry out more operations to get an appropriate payoff, increasing the value of    C  p a y     and    C  s t a g e s    , incurring more costs to complete the entire security operation.




6.3.4. Analysis of Response Time


Response time is a critical parameter to consider, especially for security systems; higher response time is detrimental for any form of the network where a malicious node will have an opportunity to reframe its attack strategy further. The computation of response time is programmatically carried out as the time between the start point of the first request of the source node to propagate data (to the neighbouring node, or CIN or IoT access point) until the data are successfully forwarded to the destination node. Figure 9 highlights that the proposed system offers a superior performance of highly reduced response time compared to the existing scheme.



The outcome exhibited in Figure 9 shows that TRM’s contribution was more about incorporating the distributed scheme in order to maintain sensitive transactional information in distributed cloud storage in encoded form. However, a deeper insight into TRM shows that it offers faster availability of its service to store the sensitive payoff information, or to generate the information based on the request of RIN or CIN. It eventually means that the confirmation of security facts for any target node during data transmission is almost instantaneous because of TRM. Apart from this, both modules of GTC and CSC exchange information upon any event, which causes speedy delivery of services related to   G T  ,   Q M  , roles, the path of propagation, and optimally selected CIN. This operation to distribute service availability is quite challenging for any existing game model resulting in increased response time.






7. Conclusions


The proposed study model introduces a novel mechanism to thwart node misbehaviour in the ad hoc environment of the mobile IoT ecosystem. The scheme mainly focuses on better quality management the for secure deployment of on-demand routing protocol. Integrating public and private cloud modelling is carried out to manage cost-effective agreement systems, i.e., GTC and CSC. Interestingly, the scheme maintains a distributed security scheme to resist dynamic node misbehaviour. The novelty introduced by the proposed scheme is that: (i) it differs from any existing game modelling scheme, in that the proposed system allows the selection of CIN with more comprehensive ranges of scores (  G T  ,   Q M  , roles, payoff, gain) with highly reduced time spent on updating them; (ii) the introduction of TRM permits the first layer of security as well as service availability simultaneously where the encoded payoff information is only forwarded to the legitimate nodes, preventing higher processing time and service delivery; (iii) the maximisation of gain in the selection of CIN is one essential security contribution which balances both security demands and computational burden-reduction demand at the same time; (iv) the quantified results obtained suggest that our proposed scheme offers approximately 36% higher identification accuracy, a 25% reduction in energy consumption, 11% faster response time, and a 27% reduction in cost incurred compared to existing game models.
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Figure 1. Proposed strategic game model for resisting malicious node participation formatting. 
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Figure 2. Format of newly formulated control message: (a) format for Cmsg1; (b) format for Cmsg2. 
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Figure 3. Dependent entities and function of GTC. 
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Figure 4. Core structures, dependent entities, and function of CSC. 
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Figure 5. Simulation environment of the proposed scheme: (a) IoT cluster formation and routing initiation; (b) Inter-cluster data forwarding. 
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Figure 6. Comparative analysis of identification accuracy. 
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Figure 7. Comparative analysis of energy consumption. 
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Figure 8. Comparative analysis of cost. 
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Figure 9. Comparative analysis of response time. 
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Table 1. Simulation parameters.
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	#
	Parameters
	Values





	1
	Number of Nodes
	500–1000



	2
	Node deployment
	Random



	3
	Initialised Energy
	10 J



	4
	Iteration
	1000



	5
	Sensing Range of Node
	10 m



	6
	Sensing range of IoT access point
	100 m



	7
	Dimension of one unit of IoT Cluster
	100 × 100 m2
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