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Abstract


The number of channels is one of the important criteria in regard to digital audio quality. Generally, stereo audio with two channels can provide better perceptual quality than mono audio. To seek illegal commercial benefit, one might convert a mono audio system to stereo with fake quality. Identifying stereo-faking audio is a lesser-investigated audio forensic issue. In this paper, a stereo faking corpus is first presented, which is created using the Haas effect technique. Two identification algorithms for fake stereo audio are proposed. One is based on Mel-frequency cepstral coefficient features and support vector machines. The other is based on a specially designed five-layer convolutional neural network. The experimental results on two datasets with five different cut-off frequencies show that the proposed algorithm can effectively detect stereo-faking audio and has good robustness.
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1. Introduction


Audio forensics [1] is an important branch of multimedia security, which can be used to evaluate the authenticity of digital audio. Many audio forensics methods have been proposed for various speech operations in addition to common audio forgeries, such as double compression [2,3], pitch shifting [4,5,6], device source [7,8,9], replaying [10] and the detection of the operation type and sequence of digital speech [11]. Fake-quality detection is a very important part of the field of audio forensics, such as in [12], in which the authors recompressed low bit rate audio into high bit rate audio. Generally, a higher bit rate indicates better audio quality. Since increasing the bit rate will cause recompression, the authors in [12] proposed a fake-quality detection algorithm based on double compression tracing. As far as we know, however, there are no studies related to stereo-faking detection, which also belongs to the category of fake quality. Although fake stereo audio detection remains an unstudied field, there are many similar works in the audio field, such as audio forensics, speech recognition and speaker recognition.



In audio forensics, Mascia et al. [13] proposed a forensic algorithm that uses MFCC/LMSC features to detect the recording environment. The algorithm provides support for forensic analysts in verifying the authenticity of audio content. Vijayasenan et al. [14] proposed a forensic algorithm to study the effect of a wireless channel on physical parameter prediction, based on speech data. Speech data from 207 speakers, along with the corresponding speaker’s height and weight, were collected. A Bag of Words (BoW) representation, based on the log magnitude spectrum, was used for features. Support vector regression (SVR) predicted the physical parameters of the speaker from the BoW representation. The proposed system was able to achieve a Root Mean Square Error (RMSE) of 6.6 cm for height estimation, and 8.9 kg for weight estimation for clean speech. Hadoltikar et al. [15] proposed a forensic algorithm for recording device identification, aiming to optimize the MFCC parameters in device identification in an audio recording. Zhao and Malik [16] proposed a forensic algorithm for the identification of the acoustic environment (acoustic reverberation and background noise are usually used to characterize the acoustic environment). Inverse filtering was used to estimate the reverberation component, and particle filtering was used to estimate background noise from the audio recording. A multi-class support vector machine (SVM) classifier was used for acoustic environment identification (AEI). The experimental results show that the proposed system can successfully identify a recording environment for both regular and blind AEI. Jiang et al. [17] proposed a mobile phone identifier, called Weighted SVM with Weighted Majority Voting (WSVM-WMV), for a closed-set mobile phone identification task. By using Mel-frequency cepstral coefficients (MFCCs) and linear-frequency cepstral coefficients (LFCCs) as the feature vectors, the proposed identifier can improve identification accuracy from 92.42% to 97.86% and from 90.44% to 98.33%, respectively, as compared with the traditional SVM identifier, in identifying a set of 21 mobile phones.



In speech recognition, Mitra et al. [18] proposed an automatic speech recognition (ASR) algorithm, which improves the recognition accuracy of the automatic speech recognition system through the modulation of the medium duration speech amplitude (MMeDuSA) function. Athanaselis et al. [19] discussed the improvement of speech recognition in the presence of noise when a parametric method of signal enhancement is used. Subramanian et al. [20] proposed a method to optimize only a location-guided target speech extraction module along with a speech recognition module with ASR error minimization criteria. Fan et al. [21] proposed a gated recurrent fusion (GRF) method with a joint training framework for robust end-to-end ASR. Compared with the traditional method, the proposed method can reduce the relative character error rate (CER) by 10.04%, using only enhanced functions.



In speaker recognition, Toruk et al. [22] proposed a speaker recognition system based on time-delay neural networks (TDNNs). Compared with the traditional GMM speaker recognition system, its equal error rate (EER) value is improved. However, the relative improvement in the TDNN decreases while the test data duration decreases. Huang [23] proposed speaker characterization using four different data augmentation methods and time-delay neural networks and long–short-term memory neural networks (TDNN-LSTMs). The proposed methods outperform the baselines of both the i-vector and the x-vector. Jagiasi et al. [24] proposed a text-independent and language-independent speaker recognition system that was implemented using dense and convolutional neural networks and explored a system that uses MFCCs along with a DNN and CNN as the models for building a speaker recognition system. Desai et al. [25] found that adding watermarking technology to the speaker’s audio can effectively protect the authenticity of the speaker’s audio while ensuring its quality. Watermarking technology is 100% efficient in identifying an attack and verifying the authenticity of the speaker.



Stereo faking is one of many audio-quality-faking techniques and aims to convert mono audio into stereo. Mono audio is a single channel of sound, perceived as coming from one position. Stereo audio is the reproduction of sound using two or more independent audio channels in a way that creates the impression of sound from various directions, as in natural hearing. Stereo audio has almost completely replaced mono due to its superior audio quality. Until the 1960s to 1970s, and even earlier, due to the limitations of recording equipment, most audio recordings and movie soundtracks were monophonic, and their auditory effects were poor. To improve audio quality, one can create an artificial stereo audio from its mono version. With the development of audio editing tools, the quality of stereo audio can be very close to real stereo audio. This technique, however, is also manipulated by some criminals for illegal gain. Since 2010, there have been many complaints about fake stereo audio quality, most of which are from music websites and apps. For example, people can buy their favorite songs online. Often, these songs are in stereo format. The legitimate interests of consumers will be violated if the purchased songs are fake stereo created from mono audio.



As shown in Figure 1 and Figure 2, it is difficult to distinguish fake stereo audio from authentic stereo with a waveform or spectrogram, when the mono audio, which is the source of the fake stereo audio, is not given. However, when we listen to fake stereo audio, we can often feel a significant decline in perceived quality. Hence, it is necessary to design a detection algorithm for fake stereo audio. The detection strategy we adopt is to extract the acoustic features of each channel of stereo audio and combine and feed them to the classifier for recognition. In this work, a corpus for fake stereo audio detection is created from two real stereo datasets. Then, we propose two effective algorithms for detecting fake stereo audio: using (1) the combination of Mel-frequency cepstral coefficients (MFCCs) features and support vector machines (SVMs) (2) the combination of a five-layer convolutional neural network (CNN) and a three-layer fully connected, because SVMs and CNNs have been widely used in audio forensics, speech recognition and other acoustic fields. Wu H. et al. [4] proposed the use of a combination of MFCC features and an SVM classifier to detect electronic disguised voices. Reis et al. [26] used an SVM classifier for audio authentication. Lin et al. [27] used a convolutional neural network to detect audio recapture with high accuracy. Giuseppe Ciaburro [28] used convolutional neural networks to identify the sounds of underground garages. The purpose was to detect sounds to identify dangerous situations and activate automatic alarms to draw attention to the surveillance of the area. This method returned high accuracy in identifying car accidents in underground parking lots. Considering the information of audio sources and channels, eight various classification models are trained. The main contributions of this paper are as follows:




	
To our knowledge, this is the first forensic work to identify fake stereo audio in the field of fake quality forensics;



	
We provide a corpus for fake stereo audio detection. We have collected a large number of samples from the two most widely used fields (music and film recording) as datasets;



	
After studying the method of stereo forgery, we found that the cut-off frequency of different high-pass filters has little effect on the sound quality but can greatly affect the detection effect of the model. The detection algorithm we put forward based on this point has strong robustness, and can detect fake stereo audios with different cut-off frequencies of high-pass filters.








The rest of this paper is organized as follows. In Section 2, the detail of the fake stereo corpus is given. Section 3 describes an identification algorithm based on MFCC features and SVM classification. Section 4 describes an end-to-end deep algorithm for identifying fake stereo audio. In Section 5, we present the experimental results in various cases. Finally, the conclusions are given in Section 6.




2. Stereo Faking Corpus


To evaluate the performance of the proposed identification algorithm, a new fake stereo audio corpus was established as described below.



2.1. Stereo Faking


The aim of stereo faking is to convert mono audio into an artificial stereo. There are two typical methods to create fake stereo audio. One is called Channel Copy. First, a faked channel can be created by coping the original channel of the mono audio. Then, by integrating these two channels, the fake stereo audio will be obtained by Equation (1):


  Y =  {   x l  ,   x ^  l   }  =  {       x l  ,         l e f t   c h a n n e l         x ^  l  ,         r i g h t   c h a n n e l       ,  



(1)




where     x ^  l  =  x l  , l = 1 , 2 , 3 , … L  ,    x l    is the mono audio channel,     x ^  l    is the fake audio channel,  L  is the length of the audio, and   Y   represents fake stereo audio. It is easy to identify the fake stereo created by Channel Copy because the sample values of its two channels are always the same.



The Haas effect [29] is another method to create a more deceptive fake stereo audio. The Haas effect is a phenomenon where human ears perceive two sounds as being one. When we hear two sounds within 40 milliseconds of one another, human ears interpret them as being the same sound. Haas has shown through experiments that if the time difference between two sound waves from the same sound source reaching the listener is within 5~35 ms, one cannot distinguish between the two sound sources. If the delay time is 35~50 ms, the human ear begins to perceive the two sound sources. If the time difference is greater than 50 ms, the human ear can distinguish the position of the two sound sources. Haas’ description of how the different delays of the two sound sources reflect to the human ear is called the Haas effect. This effect helps to establish a stereo listening environment. In the specific implementation, we adopt a high-pass filter to simulate this delay effect. Additionally, the Haas effect can be expressed by Equations (2) and (3):


    x ^  l  = F  (   x l   )  , l = 1 ,   2 , 3 , … , L ,  



(2)






  Y =  {   x l  ,   x ^  l   }  =  {       x l  ,         l e f t   c h a n n e l         x ^  l  ,         r i g h t   c h a n n e l       ,  



(3)




where     x ^  l  ≠  x l  ,   l = 1 , 2 , 3 , … L  , and  F  denotes the high-pass filter to deal with the forged channel. A high-pass filter is a filter that allows frequencies higher than a certain cut-off frequency to pass while greatly attenuating lower frequencies. Unnecessary low-frequency components or low-frequency interference is removed from the signal. The high-pass filter  F  in this work can be defined as Equation (4):


    x ^  l  =  1  1 + 2 π  f  c u t − o f f   T    (   x l  −  x  l − 1   +   x ^   l − 1    )  ,  



(4)




where  T  denotes the cycle and    f  c o f     is the cut-off frequency (cof).




2.2. Real and Fake Stereo Datasets


The real stereo audio in the corpus comes from the following two resources: IMDbTop250 [30] movies and QQ Music [31] songs. IMDb (Internet Movie Database) is an online database about movie actors, movies, TV shows, TV stars and movie productions. Ten movies in the IMDb Top250, which are Shawshank’s Redemption, Hachiko, Jurassic Park, Seven Deadly Sins, Dream Stealing Space, Truman, Forrest Gump, Return of Tarzan, Detective Chinatown 2, and Number One Player, are considered in this work. First, the soundtracks of these movies were extracted, and then each of them was segmented into 30 min. Therefore, the first real stereo dataset consisted of a total 5 h of audio clips, which was named FILM. QQ Music is a music streaming platform in China. It provides tens of millions of songs. A total of 91 songs in QQ Music were downloaded as the second real stereo dataset, named MUSIC.



Each clip in the real stereo datasets was segmented into 1 s and used to create a fake stereo audio by the Haas effect mentioned in Section 2.1. Finally, we constructed a corpus for fake stereo audio identification. To ensure the validity and fairness, the corpus was randomly divided into training and testing datasets, which is shown in Table 1. The samples in the training datasets were used to train the model, and the samples in the testing datasets were used to test the performance of the model. It should be noted that the samples in the testing datasets were not included in the training datasets. The ratio of training datasets to testing datasets was about 7:3.



According to the description in Section 1, the cut-off frequency of the high-pass filter is a critical parameter in the Haas effect. On the other hand, since the counterfeiter may forge any channel in the stereo, the two channels in the stereo to be forged separately, and five kinds of cut-off frequencies in the high-pass filter are considered in order to comprehensively evaluate the performance of the algorithm. Specially, the cut-off frequency for the training set is fixed at 200 Hz, and the cut-off frequencies for the testing set are configured to 200 Hz, 400 Hz, 600 Hz, 800 Hz, and 1000 Hz, respectively. The format of each sample is WAV, a 44,100 Hz sampling rate, and 16-bit quantization.





3. MFCC Features and SVM Classification Algorithms


In this section, we first introduce the extraction of MFCC features. Then, the SVM classifier used as classification is briefly described. Finally, the proposed identification algorithm of fake stereo audio is presented, which is based on MFCC features and SVM classification.



3.1. MFCC Feature Extraction


Mel-frequency cepstral coefficients (MFCCs) are widely used in speech recognition functions. They were proposed by Davis and Mermelstein in the 1980s [32] and continue to be one of the most advanced technologies thereafter. Mel-frequency cepstrum is a linear transformation of the logarithmic energy spectrum based on the non-linear Mel scale of sound frequency. Mel-frequency cepstral coefficients (MFCCs) are the coefficients that make up the Mel-frequency cepstral coefficients. They are derived from the cepstrum of audio fragments. The difference between the cepstrum and Mel-frequency cepstrum is that the band division of the Mel-frequency cepstrum is equally spaced on the Mel scale, which is more approximate than the linearly spaced frequency band used in the normal cepstrum, the human auditory system. Such a non-linear representation can provide a better representation of the sound signal in multiple fields. Chowdhury et al. [33] provided a fusion of MFCC and Linear Predictive Coding (LPC) for speaker recognition. Sahidullah et al. [34] proposed a novel family of windowing techniques to compute MFCCs for automatic speaker recognition from speech.



The MFCC models the spectral energy distribution in a perceptually meaningful way. Before calculating the MFCC, in order to amplify the high-frequency components, a finite impulse response (FIR) high-pass filter should be used to pre-emphasize the input speech   X =  [  x  ( 1 )  , x  ( 2 )  , … , x  ( l )  , … x  ( L )   ]    as follows:


   x ′   ( i )  = x  ( i )  − 0.95 x  (  i − 1  )  ,  



(5)




where  L  is the size of the input audio.



Then, by multiplying each frame by the Hamming window, the emphasis signal    x ′   ( i )    is divided into overlapped frames. The Hamming window is:


  w  ( n )  = 0.54 − 0.46 cos  (    2 π n   N − 1    )  ,   0 ≤ n ≤ N − 1 ,  



(6)




where  N  is the length of the window.



Next, the frequency spectrum is obtained by applying Fast Fourier Transform (FFT) on each windowed frame. Then, the spectrum is decomposed into multiple sub-bands using a set of triangular Mel-scale bandpass filters. Let   E  ( b )  ,   0 ≤ b ≤ B   represent the sum of the power spectral coefficients in the   b t h   sub-bands, where  B  is the total number of filters.



The MFCC can be calculated by applying the discrete cosine transform (DCT) to the logarithm of   E  ( b )    as follows:


  C  ( s )  =  ∑  b = 0   B − 1     log   10    (  1 + E  ( b )   )  cos  (  s  π B   (  b + 0.5  )   )  ,   0 ≤ s ≤ S ,  



(7)




where  S  is the length of the MFCC. In this work, we extracted the MFCC features of the left and right channels of the stereo audio separately, and stitched the features of the right channel to the left channel, and finally we obtained   2 S   dimensional features.



In Figure 3, the boxplots of the MFCC features from the real and fake stereo audios are shown. Various cut-off frequencies of high-pass filtering are considered. It can be seen that the distributions of the MFCC features in FILM and MUSIC datasets have an obvious change between the real and fake stereo audios. Since the MFCC features can expose the effect caused by stereo faking, they are used to identify the fake stereo.




3.2. SVM Classification


An SVM [35] is a supervised learning technique that is a powerful discriminative classifier and it can be used in fake stereo audio detection. As shown in Figure 4, an SVM is a binary classifier which models the decision boundary between two classes as a separating hyperplane. In fake stereo audio detection, one class is made up of the MFCC features from real stereo audio (labeled as +1), and the other class comprises the features from the fake one (labeled as −1). With the labeled training datasets, the trained SVM classifier finds a separating hyperplane to maximize the  d  of separation between these two classes More detailed information about the SVM can be found in [35].



The classification decision function of an SVM can be defined as:


  f  ( c )  = s i g n  (   ∑  i = 1  N   α i   y i  K  (   c i  ,  c j   )  + b  )  ,  



(8)




where    y i    are the real output values,     ∑   i = 1  N   α i   y i  = 0   and    α i  > 0  . The support vectors    c j   , their corresponding weights    α i    and bias  b  are calculated on the training set. The kernel function   K  (   c i  ,  c j   )    can be defined as   K  (  c , y  )  = ⟨ c , y ⟩  ; this is actually the inner product of the original input space. The kernel function is to replace the inner product of the feature space with the inner product of the input vector, to achieve the purpose of mapping the input space data to a high-dimensional space. In a high-dimensional space, the two classes are easier to separate with a hyperplane. Finally, the sigmoid (  s i g n  ) activation function is used to obtain the final classification result.




3.3. Algorithm


A real and fake stereo based on the left channel in Figure 5 means that the real mono audio is used as the left channel of fake stereo audio, the right channel is faked, and vice versa. Considering that forensics do not know which channel the forger will use for forgery, it is necessary to train the left and right channels separately. Therefore, we used two SVM models for each dataset, called the first SVM classifier and the second SVM classifier.



Our algorithm is divided into the training and testing stages. In the training stage, the training dataset is composed of a real stereo dataset and two fake stereo datasets. MFCC coefficients are extracted from the training set as the detection features. The features are used as the training features to train two SVM classifiers. Additionally, each SVM classifier can be used to identify whether the testing stereo audio is faked or not. In the testing stage, the MFCC features from the real and fake stereo audio in the test dataset are extracted. Then, they are used as the input into the trained SVM classifiers. These two classification results are combined to obtain a final detection result. If both results are real, the testing stereo audio is identified as real. If at least one result is fake, the testing stereo audio is identified as fake.





4. End-to-End Deep Convolutional Neural Network


In this section, we give a general description of the end-to-end deep CNN model. Then, the Loss function is briefly described. Finally, the proposed identification algorithm of fake stereo audio is presented.



4.1. Network Framework


Deep learning is a branch in the field of machine learning. It has achieved many results in search technology, data mining, machine learning, machine translation, natural language processing, multimedia, speech, recommendation, personalization technology, and other related fields. It does not need to extract features in advance, because its convolutional layer can automatically extract features. The convolutional neural network is a classic model in deep learning. Lecun et al. [36] proposed LeNet-5 and achieved good results in MNIST digital handwriting recognition. In this work, we designed a CNN with a five-layer convolutional layer and a pooling layer. The convolutional layer is responsible for extracting acoustic features, and the pooling layer is responsible for reducing the dimensionality of the output of the previous convolutional layer and speeding up the convergence.



The end-to-end deep model  D  is designed to distinguish between real and fake stereo audio. As shown in Figure 6, the model consists of five convolution groups and three fully connected layers: each group includes a convolutional layer with 64 filters, followed by a LeakyReLU activation and a Max pooling (the pooling layer of the last group of convolutional groups uses average pooling, because this can effectively prevent overfitting). To control the size of downsampling, the size of the convolution kernel of each layer and the pooling window of the pooling layer are slightly different. The specific parameters are shown in Figure 5. Finally, fully connected layers coupled with a sigmoid layer are commonly used to generate an output class probability. A Dropout layer is added between the fully connected layers, and  p  is 0.5, which can also effectively prevent overfitting.




4.2. Loss Function


The purpose of the model  D  is to distinguish between real and fake stereo audio accurately. Hence, the loss function of the deep end-to-end model  D  can be defined as:


   L d  =  L α  +  L β  ,  



(9)




where    L α    represents to recognize real stereo audio as real, and    L β    denotes that the fake stereo audio is recognized as fake. The Binary Cross Entropy loss function (BCELoss) is adopted in this work:


   L α  =  t 1  l o g D  ( X )  +  (  1 −  t 1   )  l o g  (  1 − D  ( X )   )  ,  



(10)






   L β  =  t 2  l o g D  ( Y )  +  (  1 −  t 2   )  l o g  (  1 − D  ( Y )   )  ,   



(11)




where   D  ( · )    denotes the output of the deep end-to-end model,  t  represents the label output by the deep end-to-end model  D ; in this work,    t 1    is set to 1, and    t 2    is set to 0.  X  denotes the real stereo audio and the  Y  represents the fake stereo audio generated by the Hass effect.




4.3. Algorithm


Figure 7 is a flow chart of the proposed CNN algorithm. Similar to the algorithm in Section 3, in the training stage, we also train two CNN models for two channels. In the testing stage, we directly feed the test stereo audio to the two trained CNN models to obtain the classification probability and combine the results of the two CNN models to distinguish the authenticity of the testing stereo audio. For more details, see Figure 6 or refer to Section 3.3.





5. Experimental Results


In this section, we present the experimental results of the proposed method. First, the experimental setup is described. Then, the experimental results for intra-dataset and cross-dataset are given to evaluate the performance of the proposed method. Accuracy rate (ACC), false acceptance rate (FAR) and false reject rate (FRR), are adopted as evaluation metrics of our model. Specifically, the negative sample in this work is fake stereo audio and the positive sample is real stereo audio. Therefore, the FAR means the ratio of the number of negative samples incorrectly identified as positive samples to the total number of negative samples, and the FRR is the ratio of the number of positive samples incorrectly identified as negative samples to the total number of positive samples.



5.1. Experimental Setup


In our experiment, the fake stereo audio is created by the Haas effect. For the algorithm based on MFCC features and SVM classification, each dataset in the corpus is divided into two disjoint parts by the ratio of 6:4. The first 60% is the training set, and the remaining 40% is used for verification. For the extraction of its MFCC features,  S  is 40. For the SVM classifier, the penalty coefficient  C  is set to 0.4, and the linear kernel function is adopted. For the end-to-end deep algorithms, we implement our models using PyTorch [37] and used Nvidia GeForce GTX 1080Ti GPU with 3584 CUDA cores for training our models. The input dimensions of our network are 1 × 44,100 and the output dimension is 1 × 1. The learning rate is set to 0.00001, and the optimization algorithm uses adaptive moment estimation (Adam). The training epoch is 10 rounds.




5.2. Intra-Dataset Evaluation


This evaluation case means that the dataset for testing is the same as that for training. In this experiment, our detection ACC can reach up to 99%. Table 2 shows the identification performance of the proposed method. It can be seen that in the FILM dataset, the FAR of the CNN model is slightly higher than that of the SVM model, and the FRR is almost close to 0. The FAR of the CNN model in the MUSIC dataset reaches 0, which is significantly better than the SVM, and the FRR is maintained at around 1%. Hence, the experimental results indicate that the method’s performance is remarkable.




5.3. Various High-Pass Filter Parameters for Testing


In this experiment, two models are trained with left and right channels at the cut-off frequency 200 Hz. The stereo audio faked with various cut-off frequencies are tested. Since the positive samples are the same in this experiment, the FRR is consistent with Section 5.2. Hence, we mainly focus on the ACC and FAR. The experimental results for left and right channels are shown in Table 3 and Table 4, respectively. It can be found that the accuracy of the two algorithms also reached 99%. For the first model, in the FILM dataset, the FAR of the CNN model is slightly higher than that of the SVM model, while the FAR of the SVM model and the CNN model in the MUSIC dataset are both close to 0. For the second model, regardless of FILM or MUSIC, its performance is maintained at a high level, in which the ACC remains at 99%, and the FAR tends to 0. Meanwhile, it can be seen that the performance can be kept at a high and stable level with the increase in cut-off frequency. This shows that our proposed algorithm has a good robustness.




5.4. Cross-Dataset Evaluation


In practical forensic scenarios, the channels of suspected audio are variable in recording devices and environments. In our corpus, FILM is movie recording, and MUSIC is songs. Their recording equipment and environment are also different from each other. Hence, cross-database evaluation is necessary. Similar to Section 5.2 and Section 5.3, when using one of training dataset for training, the stereo from all testing datasets is tested. Note that the datasets used for training and testing are different. In view of the fact that the FRR is an evaluation index for positive samples, it cannot reflect the robustness of the model to Hass effect forgery methods. Therefore, we focus on the two indicators of the ACC and FAR in the cross-dataset evaluation.



The MFCC features and SVM classification algorithm detection performance of the cross-dataset evaluation is shown in Table 5 and Table 6. Compared with Table 2, the cross-dataset performance is a little worse than the intra-dataset case. In particular, the model trained in the FILM training dataset has an accuracy rate of less than 60% when detecting the MUSIC testing dataset, and the FAR is higher than 0.8. Only the model trained in the MUSIC training dataset shows strong robustness in all two testing datasets. The FRR fluctuates between 0% and 4%. This shows that at the MFCC feature level, the samples from the MUSIC datasets are more difficult to distinguish than the samples from the FILM datasets. Therefore, the SVM classifier trained on the FILM training dataset is not robust enough to effectively detect the MUSIC testing dataset.



The end-to-end deep algorithm detection performance of the cross-dataset evaluation is shown in Table 7 and Table 8. It can be seen that the recognition accuracy rate has reached more than 99%, and the FAR is also below 1%, even reaching 0%; the FRR is maintained at around 1%. It can be found that the robustness of the deep end-to-end algorithm is significantly better than that of the MFCC features and SVM classification algorithm. Additionally, the convergence speed of the deep end-to-end algorithm is less than that of the MFCC features and SVM classification algorithm. The reason why the CNN model is so robust is that the model does not need to extract handcrafted features in advance. The CNN model is trained to focus on the relationship between the two stereo audio channels. The features extracted by our five-layer convolutional layer also mainly reflect this relationship. The stereo audio forged by the Haas effect is produced through a series of operations on mono audio. Compared with the real stereo audio, the fake stereo audio produced by the Haas effect does not show this relationship between the two channels. In other words, the MFCC pays more attention to the characteristics of audio content, while our CNN model pays more attention to the characteristics of the relationship between stereo audio channels, while FILM and MUSIC are two completely different datasets in content. Therefore, the CNN model that mainly focuses on the relationship between the two channels has good robustness.





6. Conclusions


In this work, we proposed two algorithms for identifying fake stereo audio (1) MFCC features and SVM classification algorithm, and (2) end-to-end deep algorithm. The experimental results are given in the form of comparison between the two algorithms. After rigorous experiments, the results show that both of our proposed algorithms can effectively detect fake stereo audio. The recognition accuracy can reach 99%, and the minimum false acceptation rate can reach 0%. Additionally, the deep end-to-end algorithm is significantly better than the MFCC features and SVM classification algorithm in robustness. Combining all the experimental results, the end-to-end deep algorithm is more suitable for detecting fake stereo audio.



The possible practical use of this work is mainly for music websites, apps and their users. When these websites and apps collect some songs, they can use our model to detect whether the songs are faked or not. Similarly, when users download their favorite songs from music websites and apps, they can also use our model for fake stereo audio detection. In the future, our work has two goals: one is to improve the robustness, security and reliability of our forensics model, and the other is to conduct anti-forensics research on the forensics model.
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Figure 1. Audio waveforms. (a) Real mono audio; (b) fake stereo audio. 
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Figure 2. Audio spectrograms. (a) Real mono audio; (b) fake stereo audio. 
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Figure 3. Distributions of the MFCC components for the real and fake stereo audios (real denotes the real stereo audio, 200 to 1000 denotes the fake stereo audio (   f  c u t − o f f     are 200 Hz to 1000 Hz, respectively)). (a) First component of right channel in FILM (b) 2nd component of left channel in FILM (c) 1st component of right channel in MUSIC (d) 2nd component of left channel in MUSIC. 
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Figure 4. Principle of support vector machine (SVM). 
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Figure 5. MFCC features and SVM classification algorithm flowchart. 
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Figure 6. Architecture of deep end-to-end model. Stereo audio will first pass through five convolutional layers (group 1 to group 5—each convolutional layer contains 64 convolution kernels, LeakyReLU activation function and Max pooling, and the last layer uses average pooling). Then, the discriminant probability will be output through the three-layer fully connected layer and the sigmoid activation function. Size represents the size of the sample before it passes through each layer of the network. 
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Figure 7. Deep end-to-end algorithm flowchart. In the training stage, the dataset for training is composed of a real stereo set and two fake stereo sets (1st CNN classifier and 2nd CNN classifier). They are used as the training features to train two CNN classifiers. Additionally, each CNN classifier can be used to identify whether a testing stereo audio is faked or not. In the testing stage, the testing datasets are used as the input into the trained CNN classifiers. These two classification results are combined to obtain a final detection result. If both results are real, the testing stereo audio is identified as real. If at least one result is fake, the testing stereo audio is identified as fake. 
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Table 1. Information of two major datasets.
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	Corpus
	Training Datasets
	Testing Datasets





	FILM
	12,600
	5400



	MUSIC
	16,684
	5895










 





Table 2. FAR and FRR for intra-dataset evaluation (%).
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	FILM-SVM
	FILM-CNN
	MUSIC-SVM
	MUSIC-CNN





	1st
	0.02/0.00
	0.04/0.00
	0.08/1.42
	0.00/1.09



	2nd
	0.06/0.02
	0.09/0.00
	0.12/0.92
	0.00/0.75










 





Table 3. ACC and FAR of the 1st model with various    f  c o f     (%).
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	Cut-Off Frequency (Hz)
	FILM-SVM
	FILM-CNN
	MUSIC-SVM
	MUSIC-CNN





	200
	99/0.02
	99/0.04
	99/0.08
	99/0.00



	400
	100/0.00
	99/0.06
	99/0.00
	99/0.00



	600
	100/0.00
	99/0.44
	99/0.02
	99/0.00



	800
	100/0.00
	99/1.69
	99/0.02
	99/0.00



	1000
	100/0.00
	99/2.74
	99/0.00
	99/0.00










 





Table 4. ACC and FAR of the 2nd model with various    f  c o f     (%).
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	Cut-Off Frequency (Hz)
	FILM-SVM
	FILM-CNN
	MUSIC-SVM
	MUSIC-CNN





	200
	99/0.02
	99/0.09
	99/0.08
	99/0.00



	400
	99/0.00
	99/0.04
	99/0.00
	99/0.00



	600
	99/0.00
	99/0.04
	99/0.00
	99/0.00



	800
	99/0.00
	99/0.04
	99/0.00
	99/0.00



	1000
	99/0.06
	99/0.09
	99/0.00
	99/0.00










 





Table 5. ACC, FAR and FRR for the 1st SVM classifier (%).
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	FILM
	MUSIC





	FILM
	99/0.02/0.00
	55/88.00/0.75



	MUSIC
	99/0.00/0.30
	99/0.08/1.42










 





Table 6. ACC, FAR and FRR for the 2nd SVM classifier (%).
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	FILM
	MUSIC





	FILM
	99/0.06/0.02
	54/86.00/3.74



	MUSIC
	99/0.00/0.43
	99/0.12/0.92










 





Table 7. ACC, FAR and FRR for the 1st CNN model (%).
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	FILM
	MUSIC





	FILM
	99/0.04/0.00
	99/0.00/0.83



	MUSIC
	99/0.00/0.22
	99/0.00/1.09










 





Table 8. ACC, FAR and FRR for the 2nd CNN model (%).






Table 8. ACC, FAR and FRR for the 2nd CNN model (%).










	
	FILM
	MUSIC





	FILM
	99/0.09/0.00
	99/0.87/0.88



	MUSIC
	99/0.04/0.24
	99/0.00/0.75
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