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Abstract: In the Fourth Industrial Revolution era, data-based business management activities
among enterprises proliferated are mainly based on digital transformation. In this change, the in-
formation security system and its operation are emphasized as essential business activities of enter-
prises the research aims to verify the relationship among the influence factors of corporate infor-
mation security management based on the TOE framework. This study analyzes the effects of tech-
nical, organizational, and environmental factors on the intention, strengthening, and continuity of
information security management. To this, a survey was conducted on professional individuals who
are working in areas related to information security in organizations, and 107 questionnaires were
collected and analyzed. According to major results of the analysis on adopted hypotheses. In results,
as to the intention of information security management, organization and environment factors were
influential. In the other side, technology and environment factors were affected to the strengthening
of information security management. Hence this study pointed out that the environmental factors
are most significant for the information security administration of an organization. In addition, it
turned out that the strengthening of information security management was influential on the con-
tinuity of information security management more significantly than the intention of information
security management.

Keywords: information security management; information protection; TOE framework; continuity

1. Introduction

Disastrous situations such as natural disasters and the COVID-19 pandemic, which
are hardly expected, extend over a long period, and most enterprises pay keen attention
to the contact-focused business environment. Particularly in the Fourth Industrial Revo-
lution era, data-based business management activities among enterprises proliferated
mainly based on digital transformation, from big data to IoT, Al, and cyber currency. In
these backgrounds the information security system and its operation are emphasized as
essential factors for business activities among enterprises [1].

Information security activity in organization is regarded as one of the critical busi-
ness administration activities among business entities for maintaining and operating rel-
evant laws and institutions and for substantial alleviation of legal and financial risks [2].
Furthermore, highly advanced technology —innovative models such as secondary cell
batteries, smartphones, and semiconductors—have become common in industrial devel-
opment waves. Against this background, the importance of technology protection and
leakage preventive systems is emphasized. Recently, one IT security management service
operator in the U.S. has been exposed to ransomware attacks, with more than 1000 sub-
scribing enterprises incurring damages as a result. A large pipeline enterprise and a mul-
tinational refinery enterprise also were attacked by ransomware and paid a tremendous
amount of money to a hacking group. As business management activity relies heavily on
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IT and data technology in the digitalized industry, information security management is
increasingly emphasized.

For example, in South Korea, the necessity of technology protection became an issue,
and the Unfair Competition Prevention and Trade Secret Protection Act was established
in 1998 accordingly. In 2007, the Act on Prevention of Divulgence and Protection of In-
dustrial Technology was also established [3]. However, as ways to utilize international
standards based on an integrated technology security system are emphasized rather than
legal approaches among enterprises, the Korea Internet and Security Agency (KISA) de-
veloped the Information Security Management System (ISMS) based on the international
standard ‘ISO27001" in 2013. The ISMS includes criteria of 80 protective measures, includ-
ing those for cyberattacks, presenting legal requirements for information communication
businesses based on their annual sales and system operation conditions [4]. In addition,
the ISMS was integrated into the personal information security management system in
2019, which had been separated previously, and became the advanced personal infor-
mation and ISMS (ISMS-P) system. Accordingly, 22 more criteria of protective measures
were added [5].

However, such activities have limitations in protecting information and technology
assets. Furthermore, the importance of corporate management systems for information
security operation and strategic approaches is ever more emphasized than before due to
the lack of a specialized workforce and security knowledge among corporate executives
[6]. Every activity in planning, implementing, and inspecting the information security
management system process affects the performance of information protection directly
[7]. For this reason, enterprises have become determined to invest more in information
protection to manage IT disaster recovery, security incidents, and relevant items under
the information security management system (ISMS), an industrial standard for infor-
mation security management activity [8]. In addition, previous studies [9] have pointed
out that in organizational perspectives, information security awareness programs can in-
duce information security behaviors in the long run, thus rendering activities to raise
awareness on information security and related policies and promote compliance with se-
curity policies essential [10].

Nonetheless, there has been no clear research verifying the effects and essential fac-
tors of an information security management system to be introduced, so enterprises have
been reluctant to adopt or actively manage such an information security management sys-
tem [11]. Many empirical studies derive important factors for information security man-
agement to lead to information protection performance or business performance, organi-
zational effectiveness, or information protection. Many others also examine executives’
participation in such activity. However, it is also necessary to analyze management factors
in terms of business management system since strengthening and continuity of infor-
mation security management can affect sustainable management directly and substan-
tially.

Through this, ultimately, this study examines important factors most significantly
affecting information security management, specifically, those affecting the intention and
strengthening of information security management among technical, organizational, and
environmental factors. By deriving the importance of information protection continuity,
this study presents findings that can be utilized in establishing sustainable management
strategies for subjects that need to prepare for strategic approaches in this respect. Hence,
this study will suggest the implications of information security management to support
for sustainable business management, and to reduce actual legal or financial risks of cor-
porations.
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2. Literature Review and Hypothesis Development
2.1. Corporate Information Security Management

Securing the reliability of information protection affects the transaction reliability as
well positively. As such, ISMS (information security management system) certification af-
fects corporate values directly [12]. In addition, establishing and operating an information
security management system should be practiced continually and repeatedly according
to the PDCA cycle of plan, do, check, and act [13]. As long as the PDCA cycle continues
properly, its plan, do, and check steps can affect information security performance [14].
After all, as an enterprise obtains a certificate of the information security management
system, promoting it improves the corporate image indirectly and increases its sales.

Recently customers’ information protection is a key activity when it comes to corpo-
rate information security management. The measure to adopt protection technologies for
users’ personal information is one primary method in terms of active problem prevention
and information protection, which affects users’ awareness and thus may lead to increase
of corporate values positively [9]. Furthermore, ongoing information security manage-
ment is directly related to legal and financial risks in terms of sustainable management.
According to one previous study on the effect of information security incidents on the
enterprise’s revenues, such incidents affect the enterprise’s profits in the stock market [15].

Especially information security performance is an essential factor in the perspective
of concerning corporate information risk management, protection and corporate value in-
crease, and long-term management performance. Eloff and Von Solms [16] states that risks
to an information system is an attempt to avoid threats and reduce the effect of attacks
since such risks are substantial when organizational assets are in a state vulnerable to
threats or attacks. In literatures of the corporate security risk management and method
development, the perception of the necessity and importance of security risk management
plays a key role in an organization’s efficient security risk management [17]. In addition,
information security incidents in finance, education, and medicine significantly affect le-
gal risks such as lawsuits in accord with relevant laws [18]. For this reason, previous stud-
ies emphasize that to maintain information security management activity continually, it
is necessary to obtain and renew the certificates, widely adopted at home and abroad, and
manage businesses in terms of sustainability [19].

Thus, organizational activity of information security management can play an im-
portant role in managing the organization’s security risks [20]. Kritzinger and Smith [21]
conducted on the effects of information security administration on the factors; cost, secu-
rity, support from the management, and regulation, affect the willing and managing of
corporate information security. An enterprise is more likely to be willing to establish and
operate an effective information security management system if the method is appropriate
for the condition and principal business of the information security organization [22]. In
addition, security management perception factors —organization members’ security man-
agement behaviors, security compliance, perceived gain, social pressure, and security risk
experience —affect a company’s awareness of security risk management’s importance and
the intention of security risk management and method development. Further, if execu-
tives show active attitudes and behaviors towards information security management and
relevant issues, information security management on the level of the entire organization
will be more efficient and successful [23].

2.2. Corporate Information Security Management

The technology-organization-environment (TOE) framework is utilized widely by
several studies as a technology acceptance model that nicely explains the organizational
condition where new technology is adopted and implemented from the organization’s
perspective. Factors that affect the process where an organization adopts information
technology are divided mainly into three: technological, organizational, and environmen-
tal factors [24].
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According to previous studies that apply the TOE framework in information secu-
rity, compatibility is one technical factor to consider checking whether the newly intro-
duced technology suits the organization’s needs. First, technical factors include common
interpretation, proper use, and classification of shared information; information quality
variables in quality management; establishment and standardization of the informatiza-
tion system, and compatibility system quality components. Second, organizational factors
include the management’s perception and extent of support, the CEO’s interest, and in-
formation security’s maturity. Technical factors include the IT capability of the dedicated
team and its members [25]. Notably, such factors as operation resources of shared infor-
mation, budget, organizational innovation, and education/training directly affect the eas-
iness and usefulness of cyber security information management. Third, environmental
factors include policy makers’ supportive measures such as information security laws re-
garding TOE frameworks. Such factors as legal/institutional variables, information shar-
ing between organizations, and institutional prevention of shared information misuse
should be considered part of the security system and used as the legal basis for infor-
mation-sharing policies, procedures, and mechanisms. In addition, such factors as the cor-
porate culture of information security, attitude towards security technology acceptance,
maturity of information security, and IT ability of the dedicated team may be considered
[26].

Based on the TOE factors and related previous studies [27,28], this study established
the hypotheses on the basis the relationship between technology, organization, and envi-
ronment factors and intention, strengthening, and continuity of information security man-
agement.

An enterprise’s intention of information security management indicates to adopt the
developed system and determination to fulfill the intended behavior [29]. Based on the
TOE framework, Ullah et al. [30] selected factors of usefulness and easiness related to the
activity of internal leakage prevention of industrial technologies, relating that most factors
affected usefulness and easiness. Ahmad et al. [31], defined the variables based on the
TOE framework —compatibility, organizational scale, support from the management, and
policy regulations—and relates that compatibility which is a technological factor is most
influential on the intention of use. Following the definition that the TOE framework, as an
organizational characteristic of information security, related to the corporate intention of
information security management development and maintenance, the study as estab-
lished on the hypotheses below:

Hypothesis 1. Technological factors related to the corporate activity of information security man-
agement would positively (+) affect the intention of information security management.

Hypothesis 2. Technological factors related to the corporate activity of information security man-
agement would positively (+) affect the intention of information security management.

Hypothesis 3. Environmental factors related to the corporate activity of information security
management would positively (+) affect the intention of information security management.

Strengthening of information security management means for the organization to in-
troduce information technology and spread innovations. Steinbart et al. [32] emphasized
the importance of TOE influences to the facilitation of sharing information on cyber
threats. Further, Hong et al., [33] turned out that not only the CEO but also legal respon-
sibility, autonomy, and quality evaluation affected each of the technological, organiza-
tional, and environmental factors of essential information. Based on such findings of the
previous study, the following hypotheses were established:

Hypothesis 4. Technological factors related to the corporate activity of information security man-
agement would positively (+) affect the strengthening of information security management.
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Hypothesis 5. Organizational factors related to the corporate activity of information security
management would positively (+) affect the strengthening of information security management.

Hypothesis 6. Environmental factors related to the corporate activity of information security
management would positively (+) affect the strengthening of information security management.

Lebek et al. [34] defined the intention of acceptance can affect behaviors substantially
on the technology acceptance model (TAM). The intention of acceptance corresponds to
the intention of information security management, while actual behaviors correspond to
the strengthening of information security management. Sun et al. [35] also organizational
willing to information security operation can improve the corporate information security
management capability. Accordingly, in this study, Hypothesis 7 was designed.

Hypothesis 7. The intention of corporate information security management would positively (+)
affect the strengthening of information security management.

In addition, the intention and strengthening of information security management can
affect the continuity of information security management. According to one study by Pé-
rez-Gonzalez [36] regarding the continuity of information security management, the pro-
cess of the information security management system can be a part of the circulation cycle
of the security PDCA in a series of defined procedures such as establishing information
security policies, forming an organization, assigning responsibilities, identifying the scope
and assets, taking measures for risk and information security management, and conduct-
ing constant monitoring and reviews [37]. As explained in the above-stated definition, the
intention and strengthening of information security management affect the continuity of
information security management activity. Based on such previous studies, this study pre-
sents Hypotheses 8 and 9 as follows:

Hypothesis 8. The intention of corporate information security management would positively (+)
affect the continuity of information security management.

Hypothesis 9. The strengthening of corporate information security management would positively
(+) affect the continuity of information security management.

3. Methods
3.1. Research Model

This study empirically analyzes the effects of corporate information security’s tech-
nological, organizational, and environmental factors on the enterprise’s intention and
strengthening of information security management. To this end, three major factors—
technological, organizational, and environmental factors—were classified as independent
variables, and dependent variables included the intention of information security man-
agement, strengthening of information security management, and continuity of infor-
mation security management. The causal relations among such variables were assumed.
Figure 1 shows the designed research model.



Information 2021, 12, 446

6 of 13

Technology

Compatibility Hi1

System Quality

Intention of

Preparedness

Organization

Leader’s Support

Information Security

Continuity of

Information Security

Organizational

Financial Support Strengthening of

.

Laws & Regulations

Information Security

Institutional Support

Market Competition

Figure 1. Research model.

3.2. Measurement Variable and Data Collection

For the survey to analyze the hypotheses stated above, 36 questionnaire items were
developed in reflection of six major variables as listed in Table 1 below: As to technology
factors, three questions were developed respectively for each factor —compatibility, sys-
tem quality, and preparedness—based on Jeyaraj et al. [38], Kamal [39], Al-Natour and
Benbasat [40], and Hossain and Quaddus [41]. As to organization factors, three questions
were developed respectively for each factor—support from the leader, organizational in-
novativeness, and financial support—based on the previous studies of Ajzen [42], Alsene
[43], and Grandon and Pearson [44]. As to environmental factors, three questions were
developed respectively for each factor—laws and regulations, institutional support, and
market competition—based on the previous studies of Davis [45], Caldeira and Ward [46],
and Eze et al. [47]. As to the intention of information security management, three ques-
tions were developed based on the previous study of Rajab and Eydgahi [48]. As to
strengthening of information security management, three questions were developed
based on the study of Ritzman and Kahle-Piasecki [49], Jarveldinen [50]. As to the conti-
nuity of information security, three questions were developed based on the study of Ale-
ksandrova et al. [51]. The Likert five-point scale was applied: For each item, No. 1 indicates
‘not at all,” and No. 5 indicates ‘very much.’

Table 1. Research variables and survey items.

Factors Survey Items References
Jeyaraj et al.
(1) Various types for information security management activity; (2) the [38], Kamal
enterprise’s organizational culture and environment; (3) relevant technologies [39],
Technology appropriate; (4) managing in a centralized manner; (5) the technology Al-Natour and

operation system; (6) cooperation between organizations; (7) the capability to Benbasat [40],
conduct the activity; (8) the technical workforce; (9) IT infrastructures

Hossain and
Quaddus [41]
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(1) The executives show a solid; (2) the executives are well-aware;
(3) the executives provide active support; (4) various related departments

Ajzen [42],
Alsene [43],

Organization actively participate; (5) the organization and system capable of sharing and Grandon and
learning; (6) there is a process being operated; (7) clear plans; (8) capital
. Pearson [44]
budgets; (9) if necessary, other budgets too may be used.
(1) There are reasonable regulations and instructions; (2) the current
operating standards and procedures; (3) supportive measures in line with Davis [45]
governmental legislation; (4) various supportive policies of the government; Caldeira an, d
Environment (5) the government'’s institutional support related; (6) the government’s Ward [46]

policies; (7) a competitive edge over other competitors; (8) conducted in Eze et al. [47]
cooperation with partners or customers; (9) the current status of competitors )
is being monitored.

Intention of (1) Intending to increase the level;

Rajab and

information security (2) Willing to invest more in the activity; Eydgahi [48]

management (3) Recognized as one of the major strategic means.
Ritzman and
Kahle-Piasecki

[49]

)

)
Strengthening of (1) Transmission of information out of the acceptable range;
information security (2) Information asset is well-managed;
)
)
)
)

management (3) Laws, institutions, and regulations are well-complied with. Jirveldinen [50]
. Contl'nulty of ' (1) Relevant technologies appropriate con'tmue to be developed; Aleksandrova
information security (2) Follow-up measures are always established and taken; et al. [51]

management (3) Company-wide activity is conducted continually.

This study includes an online survey conducted among industrial security workers
in the IT/information communication industry in Seoul and the metropolitan area. The
survey was conducted for 14 days in total in August 2021. A total of 118 questionnaires
were collected, and 107 of them were analyzed with incomplete ones excluded. Technical
statistics and exploratory factors were analyzed employing SPSS 24.0. For hypothesis ver-
ification, confirmatory analysis and route analysis were conducted utilizing AMOS 25.0.

3.3. Demographic Information of the Data

Among survey participants, 96.3% were male and 3.7% were female. The majority
were in their 30-40 s. Those in their 40 s accounted for 55.1%, and those in their 30s 26.2%.
Those under 30 years of age accounted for 2.8%, and those in their 50 s or older were
15.9%. As to the career in the field, 42.1%, the largest percentage, had 15 or longer years
of work experience, 21.5% had 5-10 years, and 21.5% had 10-15 years of work experience;
most of them had long careers. As to the academic background, college graduates ac-
counted for 60.8%, those with a master’s degree 32.7%, and those with a doctor’s degree
6.5%. As to the position at work, executives accounted for 37.4%, the largest percentage,
managers 33.7%, general directors 20.6%, and employees 8.3%. As to the scale of the en-
terprises that they belonged to, 31.8% (the most significant percentage) were working at
an enterprise with 50-300 employees, 29.9% were working at an enterprise with 1000 or
more employees, 28% 50 or less, and 10.3% 300-1000 (see Table 2).

Table 2. Demographic information of survey participants.

Classification Frequency (n) Percentage (%)
Sex Male 103 96.3
Female 4 3.7
Less than 30 3 2.8
30-less than 40 28 26.2
Age
40-less than 50 59 55.1

50 or older 17 15.9
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1-less than 5 years 16 14.9
Working experience 5-less than 10 years 23 21.5
10-less than 15 years 23 21.5
15 or longer 45 42.1
College graduate 65 60.8
Academic background Master’s degree 35 32.7
Doctor’s degree 7 6.5
Employee 9 8.3
Position Manager 36 33.7
General director 22 20.6
Executive 40 37.4
Less than 50 30 28.0
Corporate scale (no. of 50-less than 300 34 31.8
employees) 300-less than 1000 11 10.3
1000 or more 32 29.9
4. Results

4.1. Analysis Results of Reliability and Validity

The range of factor loading was between 0.857 and 0.952. The value was over 0.5 in
general, which is satisfactory. The value of t was over 6.5, which is statistically significant.
The reliability was between 0.903 and 0.928, which is highly significant. The value of
Cronbach a was between 0.921 and 0.948; thus, the convergent validity was also secured
(see Table 3), and the reliability and validity of the measurement model were both satis-
factory. Regarding the fitness of the measurement model, the value of goodness-of-fit-
index (GFI) was 0.878, and that of adjusted goodness-of-fit-index (AGFI) was 0.862, which
was a bit lower than 0.9. The normal fit index (NFI) was 0.920, that of the Tucker Lewis
index (TLI) was 0.953, and that of the root mean square error of approximation (RMSEA)
was 0.083. Most values turned out to be statistically significant, and thus the model proved
to be reliable.

Table 3. Results of reliability and convergent validity test.

Non-

Variables Measurement Standard Stand.ard SE t Value p CR AVE Cronbach a
Item . Loading
Loading

T1-3 1 0.887

Technology T4-6 1.002 0.880 0.077 12.925 ok 0.907 0.765 0.939
T7-9 1.089 0.869 0.086 12.599 o
01-3 1 0.881

Organization 0O4-6 1.123 0.948 0.071 15.800 o 0913 0.778 0.948
07-9 1.088 0.874 0.102 10.661 o
E1-3 1 0.890

Environment E4-6 0.983 0.857 0.077 12.734 wEx 0.914 0.779 0.945
E7-9 1.043 0.925 0.068 15.265 o

Intention of DM1 1 0.889

3 1 L

1n£c;1;r:1§:;0n DM2 1.207 0.952 0.076 15.864 0903 0.756 0.921
DM3 1.156 0.862 0.091 12.717 ok

management

Strengthening DI4 1 0.900

of inforrr}ation DI5 1.064 0.948 0.063 16.796 o 0928 0810 0.941

security DI6 0.953 0907 0064  14.893

management
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Continuity of DS7 1 0.902

Informati DS8 0.967 0.903 0065  14.945 ot

nsorm?tlon 0904 0759  0.929
ecunty DS9 0.932 0.903 0062  14.965 oo

Management

Measurement model fit: x?(df) 204.800, x?/degree of freedom 1.736, RMR 0.049, GFI1 0.878, AGFI 0.862, NFI 0.920, TLI 0.953,
CFI 0.964, RMSEA 0.083. *** p < 0.001.

As shown in Table 4, The average sampling variance (AVE) value was between 0.759
and 0.810, which is satisfactory. As the correlation coefficient was analyzed, it turned out
that the correlation coefficient of each latent variable was significant. Hence, it was veri-
fied that the discriminant validity was secured.

Table 4. Correlation matrix and AVE.

Intention Strengthening of Continuity

Classification Technology Organization Environment of ISM ISM of ISM
Technology 0.765
Organization 0.853 ** 0.778
Environment 0.787 ** 0.890 ** 0.779
Intenti
posieys 0.696 ** 0.829 ** 0.800 ** 0.756
Strengthening
of ISM 0.740 ** 0.820 ** 0.860 ** 0.686 ** 0.810
C‘:;tllgl‘\‘fy 0.783 ** 0.900 ** 0.877 ** 0.834 ** 0.873 * 0.759

ISM information security management/The square root of AVE is shown in bold letters. ** p <0.01.

4.2. Analysis Results of Structural Model

As the fitness of the structure model was analyzed, x2(p) was 204.831, x?/degree of
freedom was 1.736, and the GFI was 0.897. The NFI was 0.920, the comparative fit index
(CFI) was 0.964, and the TLI, which indicates the structure model’s explanatory power
was 0.953. The root mean square (RMR) residual was 0.049, the AGFI was 0.879, and the
RMSEA was 0.083; thus, component values of the structural equation model turned out to
be significant.

Based on the result of hypothesis verification analysis, three out of nine hypotheses
were rejected. First of all, organizational factors (2.478, p <0.01) and environmental factors
(2.228, p < 0.05) positively affected factors of information security management intention.
However, it turned out that technology factors did not affect the intention of information
security management. As to strengthening of information security management, it turned
out that environmental factors were highly influential (4.436, p < 0.001), and technology
factors also (1.347, p < 0.05) showed significant effects; thus, the hypotheses were selected.
Organizational factors, however, failed to show any significant effect, and thus Hypothe-
sis 5 was rejected. It also turned out that the intention of information security management
affected the strengthening of information security management (-2.123, p < 0.05), but it
showed negative effects. Since the strengthening of information security management af-
fected its continuity (3.188, p < 0.001), Hypothesis 9 was selected. In contrast, the intention
of information security management did not affect its continuity (see Table 5).
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Table 5. Results of a hypothesis test.
Standardized Hvpothesis
Hypothesis (path) Regression t-Value (p) yP .
Weights Adoption
> ; ; ; ;
m Technology > Intention of information security 0348 1737 Rejected
management
0 Organization > Intention of information security 0.714 2478 ** Supported
management
3 Environment > Intention of information security 0.503 2008 * Supported
management
4 Technology > Strengthening of information security 0.394 1347 % Supported
management
5 Organization > Strengthening of information security 0102 0.335 Rejected
management
He Environment > Strengthening of information security 1.201 4,436+ Supported
management
. . . . S
H7 Intention .of mfc?rmatmn 'securlty Tnanagement 0,339 9103 % Supported
Strengthening of information security management
H8 Intention of 1n.format10'n securlty management > Continuity 0.244 1.953 Rejected
of information security management
. . . . S
Ho Strengthening of information security management 0.505 3188 *+* Supported

Continuity of information security management

Structural model fit: x?(df) 204.831, x?/degree of freedom 1.736, RMR 0.049, GFI 0.897, AGFI 0.879, NFI 0.920, TLI 0.953,
CFI 0.964, RMSEA 0.083. Note: * p < 0.05, ** p < 0.01, ** p < 0.001.

5. Conclusions

This study analyzed the essential factors that affect the intention and strengthening
of information security management based on the TOE model to establish continuous
strategies and operations to corporate sustainability. In addition, this study verifies the
effects of the intention and strengthening of information security management on the con-
tinuity of information security management. Three major findings derived from this study
may be summarized as follows:

First, as to the adopted Hypothesis 7, it turned out that the intention of information
security management negatively affected the strengthening of information security man-
agement. This finding is related to the previous study of Lindstrom et al. [52], where it
turned out that in every object institution with the intention of investment into infor-
mation security, risks of data leakage incidents were relatively high. Such inconsistency
is related to the assertion that investments in information security are not used for proper
types of information security regulation. In other words, as Mitchell et al. [53] mentioned,
the intention of information security management itself does not substantially affect the
strengthening of information security management. Only when the intention of infor-
mation security management leads to proper plans for implementation and practice of the
intention at proper times and places can it substantially affect the strengthening of infor-
mation security management.

Second, it turned out regarding the intention of information security management
that among TOE frameworks, organizational factors were the most influential. Most pre-
vious research [54,55] has explored information security on technology management and
adoption of the related law and regulation. Further, an information security system and
solutions have been introduced preferentially for tangible achievements [56]. However,
this result indicates that when it comes to information security management, the CEO’s
interest in information security is significantly influential in this regard. Such
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management activity can be highly effective when the entire organization and its mem-
bers positively support and accept the information security management system.

Third, it turned out that environmental factors most significantly affected the
strengthening of information security management. Kamal [39] suggest that the technol-
ogy factors such as compatibility and system quality is the most important to manage the
corporate information security system. In addition, Alsene [43] commented that corporate
governance must be considered for the information security management. However,
when it comes to strengthening information security management, legal risks such as pu-
nitive damages following relevant laws or institutions or introducing and strengthening
an information security system for a competitive edge contribute to positive financial ef-
fects and improvement of corporate trust and recognition. As research findings support
this, such environmental factors can be viewed as most influential.

Hence this study turned out that rather than the intention of information security
management, the strengthening of information security management affected the conti-
nuity of information security management significantly. These findings suggest that in
the corporate activity of information security management for sustainable business man-
agement, mere document-based seeming verification of an information security manage-
ment with no effectiveness verified cannot guarantee the continuity of powerful infor-
mation security management. Normally it is common that the environmental and mana-
gerial factors may be applied only for formality purposes of information security or ne-
glected for short-term goals. However, recently, enterprises need to consider the current
circumstances thoroughly and plan appropriate information security strategies. In order
to strengthen organizational information security, an information security management
system and organization should be supported in preventive administration approach.

In addition, in the long run, they also need to employ a specialized workforce, build
an efficient information security system, share the system among all the organization
members, and induce their active participation. In the governance perspective, the corpo-
rates should consider the corporate information security system and efficient factors as
the sustainable business discussion issues in enterprise’s decision-making process.

Because of the findings of this study, it is of great significance that in addition to legal
and institutional improvement and support regarding information security for sustaina-
ble business management, enterprises need to continuously implement effective infor-
mation security management to reduce actual legal or financial risks.

Despite such implications stated above, this study has the following limitations: First,
this study was conducted only among information security workers in South Korea. Sec-
ond, this study examines general components of technological, organizational, and envi-
ronmental factors based on the TOE model, however, it is necessary to consider more spe-
cific and differentiating factors of information security management. To overcome these
limitations, future studies need to include empirical research on information security
workers at global enterprises, improve research reliability, and present more generalized
research findings. In addition, research in the future needs to derive information security
management operation factors in applying the grounded theory method and present more
specialized and detailed information security management system factors.
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