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1 SCENARIO DESCRIPTIONS
1.1 Financial Services

You have to play the role of a tenant who would like to
move to the cloud their infrastructure to deliver home
banking and financial applications and data to their
customers.

You have the following security requirements related to
users” authentication and authorization:

e The cloud provider should support strong authen-
tication mechanisms for critical services,applications
and data

o The cloud provider should restrict access to critical
services, applications and data only to authorised
users

e The cloud provider should provide the ability to log
access to critical services, applications and data

e The cloud provider should prevent the execution of
malicious code

1.2 eCommerce

You have to play the role of a tenant (e.g online retailer)
who would like to move to the cloud their IT infrastructure
to run your online store.

You have the following security requirements:

e The cloud provider should protect the confidentiality
of data during transport and at rest

e The cloud provider should maintain a vulnerability
management program

e The cloud provider should support a strong access
control mechanism

e The cloud provider should regularly monitor and
test networks

1.3 eHealth

You have to play the role of a tenant (e.g healthcare
organisation) who would like to move to the cloud their
IT infrastructure to deliver clinical applications and data to

their patient.

You have the following security requirements:

The cloud provider should protect the confidentiality
of data during transport and at rest

The cloud provider should protect the privacy of the
clinical data

The cloud provider should protect the integrity of
data during transport and at rest

The cloud provider should guarantee the availability
of clinical applications and data
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End Time

Financial Services

You have to play the role of a tenant who would like to move to the cloud their

infrastructure to deliver home banking and financial applications and data to

their customers.

critical services, applications and data.
2. The cloud provider should restrict access to critical services, applications

and data only to authorized users.
3. The cloud provider should provide the ability to log access to critical

services, applications and data
4. The cloud provider should prevent the execution of malicious code

You have the following security requirements related to users’ authentication
1. The cloud provider should support strong authentication mechanisms for

and authorization:
http://www.surveygizmo.com/s3/1931194/cloud-post-A

Post-Task Questionnaire:

io Description

(a) Scenar
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2.2 eCommerce
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eCommerce Services

1. The cloud provider should protect the confidentiality of data during
2. The cloud provider should maintain a vulnerability management program

You have to play the role of a tenant (e.g online retailer) who would like to move
4. The cloud provider should regularly monitor and test networks

to the cloud their IT infrastructure to run your online store.
http://www.surveygizmo.com/s3/1931194/cloud-post-A

You have the following security requirements:

Post-Task Questionnaire:

(a) Scenario Description

seojNeg BosELIL

008

Jom0 pue saIEs]
“yored

oseafe) Yoe3 0SS o) 0} apell a1e sasEafR) NI

sanbes odn el ok o e
oA s s ana

e sayojed funoss
e € 5950y SO

1 21028 PR Y SO e S5

e

59| pue ‘suogeajdde ‘saomep Bunnduion inok 1o e ssoioe|

saigesa

woniosa: i’
BupieBa. y1S e opinoid op ai pue |2 0} SOA.

o4

HGoopogaur

ou1jo ued se-
pausopad 1 Buyse) uonesousd '
o Aq saBew oujeseq no isure

Aasnpu

1aKeruwe1sKs Bujeiado (690 1NPUOD N0k 0Q

s s f og
100 Gus) uonesousd fed v Aok
= ZSwOIDEI 150 Kisnpu K paqsard e KJEBal
aferyomeu od|
A o ¢soinpanoid uauwaeueu Aax ueiew ok oglg
- 5o 1e e 10 Uoidkoue Zeiueuen o o]
ouop oy, B )it wondliouo obeuew S 104 pue 155 10} ioq sy vaso %A nok og*
A0IS¥D0Ig 10 M POLOIS Eleq_ UodhiouD ‘Syiomou parsnaun ZseouEIsUL0sIRGRY pue syomal|
oits o b pow s s | PN | s pue s oo

o4

1noid so1nses pebeuews oy 10

ueva)

d sfoy vondisouel

NVIA B8 u91p 41049 91e(ost osie om

 B1Ep pUB SUUBISAS (UL
sopio1d 10 UOROU 0U 51 810U

e e o sondhous A anbun o uoneas moje ) asdes & aneu nok og|”
10 9% NOUNKS 957 BN © poPINGI 1 Jotorsnd oe3

s e suogeedo eoanL Ao run a a0 ¢sosoand

| ke on|  fonuoo ssazoe 1o saotopouiows oneoyisser eieplc

Wweua) pue Japinoid BUBIe o pouiaus & aey nok og|

Terep ueue

2| pue 1ei6 am ol U0 SLoda) pue ‘SIo)UOLY 'SIUAWNGP Y SO d
JoUEL oW} € Ul SWOTSAS PaBeUBLIY SO sosodind ssaursng]
S9BUBLD 9534 BUIPIEBa) /1S US oK@y 0Sfe M SIA| ol parowas sansua 594 s i

{1y 559201010 0940[GI0 POYPNE (U0} & SBY Y SO

ey a6 "
eroLuai fjow Buunsus e0eld w1 10U aney nok og|
uonson

8 J9piA0id 92495 PIOID

v 12piAoig 991AI9S PO

(c) Answers with Comments, Page 1

t 2 on eCommerce Serv

: Experimen

Figure 2



{2}
L
veo EP— m aco [ESTP—
; e o s oo oo o o o o s S oy carie § 259
(opn e d o) oo o oo, soue Basmeco opeweie ]
o ey ey
e e e ]
- . 2
0 s via o upoussalll o
LT oo oo oo B0 ¥ 9104 2ok ool & Kuboas Tl e oo ORI o
| oN| " 6 1do I -
o, eEpejaul U pue (12p €J8UICISND N0 Jo. spiepuels Asng uBije Aoijod AoeAUg IOk 5|
2 S p— o 2z e so - uspepuers Knnout i ouBe oo o ok
so4| soA| e 0 fue jo uonel01d out SejepUEw ) A010d AoBAUG B0}  SBY @ dSO
BN so| £59Ipa00Id JUGWIEBEUEW AGY UIEIUIEW N0k o] = ueoq " poupoen| ceep nou) poroedw aneyl
Q 58, saA|  Aew wene Koeaud e J Asnonipadxe siueua) Ajiou puele)
o] o 8 gso ot A S s <0
Al A ‘odsues e n usesT] Su0sseT] pue dn-mojjo- ‘9|
= T
- - Towoo 57 Ao 5
N N e o siop icous o sy Loikiovs a <
oA N oy e ot et ok o Qo stvs e 5950 g ol e,
oN| S2Al funoss o) aseuy nok ogf¢ n
<o <o , (2= 11800 “10622-051 L0008,

8 19pIA01d 93j010S PrOID.

'V 19pIAOId 09IAI9S POID uonsenn

8 19pIA0id 92/AI0S PROID.

¥ 19pIAOid 93IAI9S POID

1Ces

(d) Answers with Comments, Page 2

2.3 eHealth

S3C3A

D!

First Name:

Last Name:

Start Time:

End Time:

1ces

Healthcare Servi

ion) who would

You have to play the role of a tenant (e.g healthcare organi

al applications

5
2
T
]
&
2
E]
8
2
£
g
=]
T
-
3
2
&l
P
5
2
@
2
8
£
2
1%
=

H
g
T
a
B
ks
2
g
4
]
°
£
&

You have the following security requirements:

1. The cloud provider should protect the confidentiality of data during

2. The cloud provider should protect the privacy of the clinical data

3. Tl

The cloud provider should protect the integrity of data during transport

4. The cloud provider should guarantee the availability of clinical

applications and data

Post-Task Questionnaire:

http://www.surveygizmo.com/s3/1931194/cloud-post-A

(a) Scenario Description
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Table 1: Result for Experiment 1 on Financial Services
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Result for Experiment 2 on eCommerce Serv

Table 2



3.3 eHealth

csp

Choice  Availability
0.0286
0.0232
0.0451
0.0451
0.0249
0.0249
0.0353
0.0249
0.0249
0.0249
0.0451
0.0249

B 0.0451
0.0451
0.0249
0.0347
0.0249
0.0249
0.0205
0.0189
0.0249
0.0189
0.0126
0.0249
0.0286
0.0224
0.0286
0.0249
0.0242
0.0121
0.0134
0.0451
0.0451

A 0.0189
0.0249
0.0121
0.0073

Confidentiality
0.0464
0.0270
0.0379
0.0116
0.0327
0.0274
0.0348
0.0390
0.0327
0.0338
0.0379
0.0301
0.0366
0.0432
0.0270
0.0401
0.0166
0.0204
0.0259
0.0248
0.0164
0.0252
0.0315
0.0152
0.0270
0.0261
0.0301
0.0126
0.0315
0.0240
0.0252
0.0191
0.0186
0.0216
0.0211
0.0147
0.0143

Integrity
0.0526
0.0508
0.0250
0.0381
0.0346
0.0346
0.0250
0.0346
0.0346
0.0346
0.0250
0.0346
0.0250
0.0130
0.0346
0.0215
0.0346
0.0346
0.0346
0.0326
0.0346
0.0326
0.0305
0.0346
0.0195
0.0174
0.0195
0.0346
0.0180
0.0303
0.0176
0.0120
0.0130
0.0135
0.0085
0.0042
0.0051

Key Management
0.0360
0.0292
0.0266
0.0208
0.0486
0.0486
0.0553
0.0175
0.0153
0.0254
0.0192
0.0467
0.0141
0.0313
0.0124
0.0415
0.0151
0.0049
0.0413
0.0341
0.0202
0.0091
0.0293
0.0093
0.0358
0.0386
0.0268
0.0099
0.0295
0.0486
0.0129
0.0211
0.0068
0.0141
0.0416
0.0402
0.0222

Privacy
0.0266
0.0265
0.0460
0.0302
0.0294
0.0326
0.0364
0.0255
0.0294
0.0252
0.0249
0.0202
0.0221
0.0410
0.0255
0.0268
0.0319
0.0294
0.0163
0.0259
0.0255
0.0289
0.0280
0.0248
0.0377
0.0430
0.0272
0.0133
0.0320
0.0141
0.0376
0.0240
0.0184
0.0302
0.0294
0.0072
0.0071

Table 3: Result for Experiment 3 on Healthcare Services

Result
0.0423
0.0369
0.0343
0.0327
0.0323
0.0319
0.0316
0.0314
0.0309
0.0308
0.0304
0.0302
0.0295
0.0293
0.0292
0.0287
0.0286
0.0284
0.0278
0.0278
0.0277
0.0274
0.0271
0.0269
0.0261
0.0250
0.0245
0.0245
0.0243
0.0240
0.0215
0.0213
0.0202
0.0187
0.0184
0.0093
0.0081

Yes-Asnwers
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