
1

Selecting a Secure Cloud Provider: An Empirical
Study and Multi Criteria Approach –

Supplementary Material
Sebastian Pape, Federica Paci, Jan Jürjens, Fabio Massacci

F

1 SCENARIO DESCRIPTIONS

1.1 Financial Services
You have to play the role of a tenant who would like to
move to the cloud their infrastructure to deliver home
banking and financial applications and data to their
customers.

You have the following security requirements related to
users’ authentication and authorization:

• The cloud provider should support strong authen-
tication mechanisms for critical services,applications
and data

• The cloud provider should restrict access to critical
services, applications and data only to authorised
users

• The cloud provider should provide the ability to log
access to critical services, applications and data

• The cloud provider should prevent the execution of
malicious code

1.2 eCommerce
You have to play the role of a tenant (e.g online retailer)
who would like to move to the cloud their IT infrastructure
to run your online store.

You have the following security requirements:

• The cloud provider should protect the confidentiality
of data during transport and at rest

• The cloud provider should maintain a vulnerability
management program

• The cloud provider should support a strong access
control mechanism

• The cloud provider should regularly monitor and
test networks

1.3 eHealth
You have to play the role of a tenant (e.g healthcare
organisation) who would like to move to the cloud their
IT infrastructure to deliver clinical applications and data to

their patient.

You have the following security requirements:

• The cloud provider should protect the confidentiality
of data during transport and at rest

• The cloud provider should protect the privacy of the
clinical data

• The cloud provider should protect the integrity of
data during transport and at rest

• The cloud provider should guarantee the availability
of clinical applications and data
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2 MATERIAL PROVIDED TO THE PARTICIPANTS

2.1 Financial Services

ID: S1C1A 

 

First Name: ______________________________________________ 

Last Name: ______________________________________________ 

Start Time: ____:____ 

End Time: ____:____ 

 

 

 

Financial Services 

 
You have to play the role of a tenant who would like to move to the cloud their 

infrastructure to deliver home banking and financial applications and data to 

their customers. 

 

You have the  following security requirements related to users’ authentication  

and authorization: 

 

1. The cloud provider should support strong authentication mechanisms for 

critical services, applications and data. 

2. The cloud provider should restrict access to critical services, applications 

and data only to authorized users. 

3. The  cloud  provider  should  provide  the  ability  to  log  access  to  critical 

services, applications and data 

4. The cloud provider should prevent the execution of malicious code  

  

 

Post‐Task Questionnaire:  

 

http://www.surveygizmo.com/s3/1931194/cloud‐post‐A 
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F
in

a
n

c
ia

l 
S

e
rv

ic
e

s
C

1
B

1
1

N
A

1
2

N
A

1
3

N
A

1
4

1
5

1
6

1
7

1
8

1
9

2
0

N
A

N
o

.
Q

u
e
s
ti

o
n

C
lo

u
d

 S
e

rv
ic

e
 P

ro
v
id

e
r 

A
C

lo
u

d
 S

e
rv

ic
e
 P

ro
v
id

e
r 

B

D
o
 y

o
u
 p

ro
v
id

e
 t
e
n
a
n
ts

 w
it
h
 d

o
c
u
m

e
n
ta

ti
o
n
 o

n
 h

o
w

 y
o
u
 

m
a
in

ta
in

 s
e
g
re

g
a
ti
o
n
 o

f 
d
u
ti
e
s
 w

it
h
in

 y
o
u
r 

c
lo

u
d
 s

e
rv

ic
e
 

o
ff

e
ri
n
g
?

T
h
is

 q
u
e
s
ti
o
n
 i
s
 s

p
e
c
if
ic

 t
o
 a

 p
u
b
lic

 c
lo

u
d
 s

o
lu

ti
o
n
. 

Y
e
s

Y
e
s
, 

C
S

P
 B

 m
a

in
ta

in
s
 r

o
le

s
 w

it
h

in
 t
h
e
 a

p
p
lic

a
ti
o

n
 t
h

a
t 

c
u
s
to

m
e
rs

 c
a
n
 u

ti
liz

e
 t

o
 f

u
lf
ill

 t
h
e
ir
 S

o
D

 r
e
q
u

ir
e
m

e
n
ts

.

D
o
 y

o
u
 h

a
v
e
 a

n
ti
-m

a
lw

a
re

 p
ro

g
ra

m
s
 i
n
s
ta

lle
d
 o

n
 a

ll 
s
y
s
te

m
s
 w

h
ic

h
 s

u
p
p
o
rt

 y
o
u
r 

c
lo

u
d
 s

e
rv

ic
e
 o

ff
e
ri
n
g
s
?

T
h
is

 i
s
 f

o
r 

p
u
b
lic

 n
o
t 
p
ri
v
a
te

 c
lo

u
d

Y
e
s

D
o
 y

o
u
 e

n
s
u
re

 t
h
a
t 
s
e
c
u
ri
ty

 t
h
re

a
t 
d
e
te

c
ti
o
n
 s

y
s
te

m
s
 

w
h
ic

h
 u

s
e
 s

ig
n
a
tu

re
s
, 
lis

ts
, 
o
r 

b
e
h
a
v
io

ra
l 
p
a
tt
e
rn

s
 a

re
 

u
p
d
a
te

d
 a

c
ro

s
s
 a

ll 
in

fr
a
s
tr

u
c
tu

re
 c

o
m

p
o
n
e
n
ts

 w
it
h
in

 
in

d
u
s
tr

y
 a

c
c
e
p
te

d
 t
im

e
fr

a
m

e
s
?

T
h
is

 i
s
 f

o
r 

p
u
b
lic

 n
o
t 
p
ri
v
a
te

 c
lo

u
d

Y
e
s

D
o
 y

o
u
 r

e
s
tr

ic
t,
 l
o
g
, 
a
n
d
 m

o
n
it
o
r 

a
c
c
e
s
s
 t
o
 y

o
u
r 

in
fo

rm
a
ti
o
n
 s

e
c
u
ri
ty

 m
a
n
a
g
e
m

e
n
t 
s
y
s
te

m
s
?
 (

E
x
. 

H
y
p
e
rv

is
o
rs

, 
fi
re

w
a
lls

, 
v
u
ln

e
ra

b
ili

ty
 s

c
a
n
n
e
rs

, 
n
e
tw

o
rk

 
s
n
if
fe

rs
, 
A

P
Is

, 
e
tc

.)

Y
e
s

Y
e
s

A
re

 c
o
n
tr

o
ls

 i
n
 p

la
c
e
 t
o
 p

re
v
e
n
t 
u
n
a
u
th

o
ri
z
e
d
 a

c
c
e
s
s
 t
o
 

y
o
u
r 

a
p
p
lic

a
ti
o
n
, 
p
ro

g
ra

m
 o

r 
o
b
je

c
t 
s
o
u
rc

e
 c

o
d
e
, 
a
n
d
 

a
s
s
u
re

 i
t 
is

 r
e
s
tr

ic
te

d
 t
o
 a

u
th

o
ri
z
e
d
 p

e
rs

o
n
n
e
l 
o
n
ly

?
Y

e
s

Y
e
s

A
re

 c
o
n
tr

o
ls

 i
n
 p

la
c
e
 t
o
 p

re
v
e
n
t 
u
n
a
u
th

o
ri
z
e
d
 a

c
c
e
s
s
  
to

 
te

n
a
n
t 
a
p
p
lic

a
ti
o
n
, 
p
ro

g
ra

m
 o

r 
o
b
je

c
t 
s
o
u
rc

e
 c

o
d
e
, 
a
n
d
 

a
s
s
u
re

 i
t 
is

 r
e
s
tr

ic
te

d
 t
o
 a

u
th

o
ri
z
e
d
 p

e
rs

o
n
n
e
l 
o
n
ly

?
Y

e
s

Y
e
s

D
o
 y

o
u
 h

a
v
e
 a

n
 i
d
e
n
ti
ty

 m
a
n
a
g
e
m

e
n
t 
s
y
s
te

m
 i
n
 p

la
c
e
 

w
h
ic

h
 e

n
a
b
le

s
 b

o
th

 r
o
le

-b
a
s
e
d
 a

n
d
 c

o
n
te

x
t-

b
a
s
e
d
 

e
n
ti
tl
e
m

e
n
t 
to

 d
a
ta

 (
e
n
a
b
le

s
 c

la
s
s
if
ic

a
ti
o
n
 o

f 
d
a
ta

 f
o
r 

a
 

te
n
a
n
t)

?

N
o

N
o

P
la

n
n
e

d
.

D
o
 y

o
u
 p

ro
v
id

e
 t
e
n
a
n
ts

 w
it
h
 s

tr
o
n
g
 (

m
u
lt
if
a
c
to

r)
 

a
u
th

e
n
ti
c
a
ti
o
n
 o

p
ti
o
n
s
 (

d
ig

it
a
l 
c
e
rt

s
, 
to

k
e
n
s
, 
b
io

m
e
tr

ic
, 

e
tc

..
) 

fo
r 

u
s
e
r 

a
c
c
e
s
s
?

Y
e
s

N
o

P
la

n
n
e

d
.

D
o
 y

o
u
 a

llo
w

 t
e
n
a
n
ts

 t
o
 u

s
e
 t
h
ir
d
 p

a
rt

y
 i
d
e
n
ti
ty

 
a
s
s
u
ra

n
c
e
 s

e
rv

ic
e
s
?

Y
e
s

N
o

Is
 P

h
y
s
ic

a
l 
a
n
d
 l
o
g
ic

a
l 
u
s
e
r 

a
c
c
e
s
s
 t
o
 a

u
d
it
 l
o
g
s
 

re
s
tr

ic
te

d
 t
o
 a

u
th

o
ri
z
e
d
 p

e
rs

o
n
n
e
l?

Y
e
s

(d) Answers with Comments, Page 2

Figure 1: Experiment 1 on Financial Services
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2.2 eCommerce

ID: S1C2A 

 
First Name: ______________________________________________ 

Last Name: ______________________________________________ 

Start Time: ____:____ 

End Time: ____:____ 

 

 

 

 

eCommerce Services 

 

 
You have to play the role of a tenant (e.g online retailer) who would like to move 

to the cloud their IT infrastructure to run your online store. 

 

You have the following security requirements: 

 

1. The  cloud  provider  should  protect  the  confidentiality  of  data  during 

transport and at rest 

2. The cloud provider should maintain a vulnerability management program 

3. The cloud provider should support a strong access control mechanism 

4. The cloud provider should regularly monitor and test networks 

 

 

 

 

Post‐Task Questionnaire:  

 

http://www.surveygizmo.com/s3/1931194/cloud‐post‐A 
 

(a) Scenario Description
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(d) Answers with Comments, Page 2

Figure 2: Experiment 2 on eCommerce Services
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2.3 eHealth

ID: S3C3A 

 
First Name: ______________________________________________ 

Last Name: ______________________________________________ 

Start Time: ____:____ 

End Time: ____:____ 

 

 

 

 

Healthcare Services 

 

 
You have  to play  the  role of  a  tenant  (e.g healthcare organization) who would 

like to move to the cloud their IT infrastructure to deliver clinical applications 

and data to their patient. 

 

You have the following security requirements: 

 

1. The  cloud  provider  should  protect  the  confidentiality  of  data  during 

transport and at rest 

2. The cloud provider should protect the privacy of the clinical data 

3. The  cloud provider  should protect  the  integrity of data during  transport 

and at rest 

4. The  cloud  provider  should  guarantee  the  availability  of  clinical 

applications and data 

 

 

 

Post‐Task Questionnaire:  

 

http://www.surveygizmo.com/s3/1931194/cloud‐post‐A 
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Figure 3: Experiment 3 on Healthcare Services
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3 RESULT OF OUR APPROACH

3.1 Financial Services
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Table 1: Result for Experiment 1 on Financial Services
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3.2 eCommerce
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Table 2: Result for Experiment 2 on eCommerce Services
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3.3 eHealth

CSP Choice Availability Confidentiality Integrity Key Management Privacy Result Yes-Asnwers
29 0.0286 0.0464 0.0526 0.0360 0.0266 0.0423 17
2 0.0232 0.0270 0.0508 0.0292 0.0265 0.0369 16
1 0.0451 0.0379 0.0250 0.0266 0.0460 0.0343 20

32 0.0451 0.0116 0.0381 0.0208 0.0302 0.0327 13
5 0.0249 0.0327 0.0346 0.0486 0.0294 0.0323 20
8 0.0249 0.0274 0.0346 0.0486 0.0326 0.0319 20

31 0.0353 0.0348 0.0250 0.0553 0.0364 0.0316 19
15 0.0249 0.0390 0.0346 0.0175 0.0255 0.0314 17
23 0.0249 0.0327 0.0346 0.0153 0.0294 0.0309 18
26 0.0249 0.0338 0.0346 0.0254 0.0252 0.0308 17
18 0.0451 0.0379 0.0250 0.0192 0.0249 0.0304 17
6 0.0249 0.0301 0.0346 0.0467 0.0202 0.0302 18

17 B 0.0451 0.0366 0.0250 0.0141 0.0221 0.0295 15
10 0.0451 0.0432 0.0130 0.0313 0.0410 0.0293 19
12 0.0249 0.0270 0.0346 0.0124 0.0255 0.0292 15
4 0.0347 0.0401 0.0215 0.0415 0.0268 0.0287 18

30 0.0249 0.0166 0.0346 0.0151 0.0319 0.0286 14
21 0.0249 0.0204 0.0346 0.0049 0.0294 0.0284 14
22 0.0205 0.0259 0.0346 0.0413 0.0163 0.0278 13
11 0.0189 0.0248 0.0326 0.0341 0.0259 0.0278 20
28 0.0249 0.0164 0.0346 0.0202 0.0255 0.0277 16
25 0.0189 0.0252 0.0326 0.0091 0.0289 0.0274 14
20 0.0126 0.0315 0.0305 0.0293 0.0280 0.0271 17
34 0.0249 0.0152 0.0346 0.0093 0.0248 0.0269 15
3 0.0286 0.0270 0.0195 0.0358 0.0377 0.0261 16

27 0.0224 0.0261 0.0174 0.0386 0.0430 0.0250 15
35 0.0286 0.0301 0.0195 0.0268 0.0272 0.0245 14
16 0.0249 0.0126 0.0346 0.0099 0.0133 0.0245 8
7 0.0242 0.0315 0.0180 0.0295 0.0320 0.0243 18

37 0.0121 0.0240 0.0303 0.0486 0.0141 0.0240 13
14 0.0134 0.0252 0.0176 0.0129 0.0376 0.0215 17
36 0.0451 0.0191 0.0120 0.0211 0.0240 0.0213 12
33 0.0451 0.0186 0.0130 0.0068 0.0184 0.0202 11
24 A 0.0189 0.0216 0.0135 0.0141 0.0302 0.0187 15
9 0.0249 0.0211 0.0085 0.0416 0.0294 0.0184 17

13 0.0121 0.0147 0.0042 0.0402 0.0072 0.0093 7
19 0.0073 0.0143 0.0051 0.0222 0.0071 0.0081 8

Table 3: Result for Experiment 3 on Healthcare Services
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