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Abstract: Scarce and niche in the literature just a few years ago, the blockchain topic is now the main
subject in conference papers and books. However, the hype generated by the technology and its
potential implications for real-world applications is flawed by many misconceptions about how it
works and how it is implemented, creating faulty thinking or overly optimistic expectations. Too
often, characteristics such as immutability, transparency, and censorship resistance, which mainly
belong to the bitcoin blockchain, are sought in regular blockchains, whose potential is barely
comparable. Furthermore, critical aspects such as oracles and their role in smart contracts receive
few literature contributions, leaving results and theoretical implications highly questionable. This
literature review of the latest papers in the field aims to give clarity to the blockchain oracle problem
by discussing its effects in some of the most promising real-world applications. The analysis
supports the view that the more trusted a system is, the less the oracle problem impacts.
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1. Introduction

“Is the blockchain the greatest technological innovation since the internet...or the greatest load of hype
ever raged around the history of technology?... Both” (Andreas Antonopoulos). Blockchain’s primary
innovation is that it allows business partners to transfer digital assets without the need for a
centralized third party [1]. However, as blockchain can execute only simple transactions, “smart
contracts” are necessary to settle the terms of an agreement [2,3]. Although available on bitcoin since
2012 with the introduction of Pay-to-Script-Hash (P2SH), smart contracts have become easier to
program and more versatile thanks to the Ethereum Virtual Machine (EVM) [4,5]. With smart contract
advanced features, above digital payments, blockchain projects could involve supply chain and
traceability [6,7], healthcare [8,9], energy [10], intellectual property rights (IPRS) [11], contracting and
law [12,13], academic records [14,15], and media and entertainment [16,17]. However, “buried” under
the blockchain euphoria lies a fundamental issue with smart contracts rarely addressed in business
and the literature. As blockchains are blind to the real world, they are always dependent on “Oracles”
[18]. Oracles are centralized and trusted third parties that constitute the interface between
blockchains and the real world [19]. As oracles reintroduce the concepts of trusted third parties and
centralization, their implementation is often seen as a “problem” [20,21]. Although all real-world
blockchain applications are affected by the oracle problem, it is unusual to read about how a business
can overcome the oracle problem or how this issue can be overcome in the literature [22,23]. As a
matter of fact, the oracle problem not only undermines the feasibility of a project, but it constitutes a
severe threat to investors, consumers, and academics. A recent study from Pennsylvania University
compared the blockchain codes of the fifty largest initial coin offerings (ICOs) by amounts raised in
dollars with what the creator promised, and they discovered that an important portion was not even
programmed for the attended purpose [24]. It was also shown that just 20% of the ICOs had
mechanisms to protect investors embedded in the code [25]. Being aware of the principles underlying
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smart contracts and issues related to the oracle problem could prevent investors from funding
fraudulent projects, redirecting investments to more worthy and rewarding ICOs. Blockchain
applications for traceability in food, chemical, and luxury areas, for example, claim to provide
consumers with transparent and direct access to the supply chain, ensuring the safety and
genuineness of products [1,26,27]. However, the oracle problem enables companies to decide what
information is retrievable through the blockchain, leading to a more dangerous and controversial
scenario. Consumers may end up trusting producers and products that, using former selection
mechanisms based on experience, would have never been considered as safe or genuine [28]. In the
end, from an academic perspective, we are seeing an overwhelming production of papers regarding
blockchain and business implementation that, apart from a few contributions [3,19,21,22], rarely
address the oracle problem. A recent systematic literature review on the subject showed that from a
sample of 142 journal papers discussing blockchain real-world applications, only 15% considered the
role of oracles, and less than 10% underlined the limitations of the oracle problem [23]. This emerging
gap may lead to a considerable portion of the literature following a biased stream. Discussing the
most recent literature on blockchain and real-world applications use cases, this paper aims at
providing a broad understanding of the oracles and the oracle problem. As the oracle problem
impacts differently according to the sector, a discussion on the selected cases should give a broad
overview of the conditions and consequences of this issue.

The study supports the view that the more trustworthy a system is, the less the blockchain oracle
problem impacts. Considering the almost complete absence of academic papers focused on the oracle
problem, this work should provide a useful contribution for further research. The article proceeds as
follows. Section 2 introduces blockchain technology as well as smart contracts. Section 3 outlines the
concept of oracles and narrows the oracle problem. Section 4 gives a broader introduction of how the
oracle problem affects the main real-world applications. Section 5 provides a discussion on the
subject, while Section 6 concludes the paper, providing directions for further research.

2. Theoretical Background

2.1. What Is a Blockchain?

A blockchain records data in a sequential archive. The first blockchain was created by a man or
a group of people under the pseudonym of Satoshi Nakamoto to provide the technical infrastructure
for Bitcoin cryptocurrency [29,30]. On the blockchain (Bitcoin), all the full-nodes share the same copy
of the ledger, where changes are immediately reflected for all the participants in the network [31].
When an agent creates a new transaction, it is broadcasted to the network, on which miners perform
the verification and auditing tasks through a proof-of-work consensus mechanism. Once the
transaction is approved, it is added (along with others) to the chain in a new block. A record of the
transaction is then saved in all the full-nodes of the decentralized network [6]. On the bitcoin
blockchain, data forgery is very unlikely to happen. The consensus mechanism (proof-of-work)
requires a considerable amount of computing power for blocks to be added. Since every block is
added (sequentially) every ten minutes (in media), a change in a previous block would require a
computing power whose costs would largely exceed the benefit of the forgery [32]. The structure
proposed by Nakamoto embodies essential characteristics that are indeed a source of hype around
the technology [33].

e Decentralization of consensus: There is the absence of an authority that constitutes a single
point of trust/failure to approve transactions.

e  Transparency: Records are auditable by all the participants in the network.

e  Security and Immutability: Only private-key owners can start a transaction, and once added to
the blockchain, forgery is very unlikely to happen.

. Censorship resistance: The system is meant to prevent invalid transactions, not invalid users,
so anyone—human, corporation, or even Al—may operate on the blockchain.
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e  Borderless: A blockchain network is not affected by distance or national borders. Even though
the transaction happens in the same room or between two “poles”, the rules remain the same

[5].

Although blockchain has become famous and has generated massive hype because of these
specific characteristics (which strictly belong to the Bitcoin network), currently there is not a
universally accepted definition of blockchain in the literature [34]. Not all blockchains embody the
same characteristics, as some (like private ones) operate under entirely different and often unknown
rules. Communities of blockchain enthusiasts are often reluctant to recognize the validity of private
blockchains. However, experiments, pilot projects, and innovation in the business field are indeed
mostly managed with private blockchains (e.g., IBM/Hyperledger), whose lower costs and higher
flexibility better match the uncertainty of the market [35,36]. Regardless of its type, blockchain can be
implemented in many areas. Swan [37] represents at least three valuable implementations of the
technology. The first is currency, along with remittances and e-payments. The second is social
applications such as notary, voting, and healthcare. The third is smart contracts, which will be
outlined in-depth in the next section.

2.2. From Blockchain to “Smart” Contracts

The idea of smart contracts comes from the cryptographer Nick Szabo [2], who provided the
following definition: “a set of promises, specified in digital form, including protocols within which
the parties perform on the other promises”. However, the idea did not see the light until the
emergence of blockchain technology [38]. The main aim of a smart contract is to automatically execute
the terms of an agreement once the specified conditions are met. On the blockchain, smart contracts
are defined as “self-executing code...that automatically implements the terms of an agreement
between parties” [39]. Willing to be overcritical, those running on the blockchain should not be called
smart contracts. Smart contracts are a piece of code executed without any “smart” implication, and
usually without legal value. However, as time passed, the term “smart contract” somehow stuck [18].
Compared to traditional contracts, smart contracts do not rely on a trusted third party to operate,
resulting in low transaction costs. Of particular interest regarding smart contracts are their immutable
and deterministic components [1]. Once deployed, the smart contract code is immutable, and
although it is possible to delete the contract, the transaction history remains embedded in the
blockchain on which it operates. A contract’s outcome is also the same for anyone who runs it, and
even the contract creator has no exclusive right over it. To better explain how smart contracts
function, it is mandatory to understand the separation between externally owned accounts (EOAs)
and smart contracts. EOAs are accounts controlled by users through private keys, thanks to which
they can execute transactions.

On the other hand, although created by an agent, smart contracts are self-owned. Smart contracts
are not controlled by any private keys and cannot self-execute. While a smart contract could activate
other smart contracts, the initial input can only be given by an EOA. A crypto swap (Figure 1)
constitutes a classic example of how a smart contract operates.

. A

Figure 1. Example of a swap between waves and Neutrino USD (USD-N).

If an agent fears a market downturn and wishes to convert some volatile crypto such as waves
into some stable coin such as USD-N, they send waves to the swap smart contract address, and once
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processed, they receive USD-N back. It is not a smart operation and does not have a legal value, but
it is immutable as the term of the contract is not subject to variation, and it is deterministic because it
always operates under the same rule regardless of who operates the contract. Furthermore, in case
the contract is deleted, the swap operation will always be available for auditing. Thanks to their
flexibility, smart contracts can be implemented in a wide variety of applications, such as

e  Certificates, ownership and digital identity [15,40],
e Intellectual property rights [30,41],

¢  Energy production [42],

e  Healthcare [8,43],

e  Contracting and law [19,44], and

e  Supply chain and data provenance [45,46].

Although deterministic and immutable, smart contracts are not perfect and trustless. Their main
point of failure consists of the communication channel with the real world, the oracles, whose role
and characteristics will be outlined in the next paragraph.

3. Understanding the Oracle Problem

3.1. What Are Oracles?

The term “oracle” comes from Greek mythology and refers to someone able to communicate
directly with god and see the future. In ancient stories, people did not have enough information to
make decisions, and turned to oracles for knowledge beyond their understanding [47]. In the
blockchain environment, oracles are systems that provide blockchain with information coming from
the real world. If smart contracts do not deal with crypto exchange but with a decentralized
mechanism involving weather, stock prices, or political events, a gateway from the external world is
needed [48]. As the blockchain problem is to reach consensus, extrinsic information cannot be
provided along with transaction data, since other nodes would detect information coming from an
“untrusted” source. Therefore, information coming from the real world should come from a third-
party univocal source, whose reliability is undisputed for all nodes: the oracle. Unlike Greek
mythology, oracles (on the blockchain) do not predict the future but retrieve information from the
past. Oracles are not specific programs or devices, but “concepts”. Anything providing external data
to the blockchain can be classified as an oracle. To be precise, oracles, in general, do not insert
information into the blockchain directly; conversely, they gather and store data from the real world.
When a smart contract concerning extrinsic data is executed, the code then calls for the right
information from a trusted oracle. Examples of oracles are IoT systems such as probes and sensors,
platforms such as ERP, or in the case of private data, the very human that operates directly on the
blockchain. Oracles act as a bridge that can digest external and non-deterministic information into a
format that a blockchain can understand [49]. Examples of data gathered by oracles comprise the
following:

e  Lottery winners;

e  Natural disasters along with risk measurements;
e  Price and exchange rate of real/crypto assets;
e  Static data (e.g., country codes);

. Dynamic data (e.g., time measurements);

e  Weather conditions;

e  DPolitical events;

e  Sporting events;

¢  Geolocation and traceability information;

e  Accidents;

e  Events in other blockchains.
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To better understand how oracles are necessary for smart contracts, recall the trading example
made in the last paragraph, involving waves and USD-N stable coins. In that case, critical information
for the smart contract to succeed, such as the waves/USD-N exchange rate, was missing (Figure 2).
Data such as these are external to the blockchain, and without an oracle that updates rates, the
contract could not be executed.

Figure 2. Crypto swap including an oracle.

This (decentralized) oracle’s trustworthiness is somehow objective since, even if the oracle sets
the price autonomously by merely browsing exchange prices online, any agent can verify if the
exchange rate is correct or not. Different is the case where smart contracts operate in a situation in
which oracles provide information that is hardly verifiable by the agents (centralized oracles). In
those environments, the trustworthiness of oracles is fundamental. If the contracts involve highly
valuable agreements, the oracle’s chance to be compromised to benefit a particular party increases
dramatically [50]. When all the parties cannot verify the oracle’s data, and contract value increases,
the oracle itself becomes a “problem”.

3.2. Narrowing the Oracle Problem

The oracle problem is not a new concept in software testing. Anything able to verify the correct
execution of a test application is called an “Oracle” [51]. According to Barr et al. [52], the problem
arises when test oracles are unable to run in complete automation. If oracles are not automatized, an
agent intervention is needed to determine whether the observed behavior is correct. Since human
discretion is unable to foresee any possible outcomes, the uncertainty of data provided takes the name
of “the oracle problem” [53,54].

Regarding blockchain and smart contracts, the oracle problem involves the trustworthiness and
reliability of oracles. Curran [49] defined the oracle problem (in the blockchain) as “the security,
authenticity, and trust conflict between third-party oracles and the trustless execution of smart
contracts”. To the best of the author’s knowledge, the construct’s origin can be spotted in a Reddit
post by Dalovindj [20], definitely before the Ethereum environment for smart contracts was launched.
The blogger realized that when executing an application on the bitcoin blockchain, regarding
crowdfunding or gambling, verifying the reliability of extrinsic information without altering the
consensus mechanism was indeed a problem: “I think of it as “The Oracle Problem’”.

In his dissertation, Egberts [28] extensively explained the drawbacks of the oracle problem,
mainly describing it as a “two step-back from decentralization”. As oracles are not distributed, they
reintroduced the single-point-of-failure. Additionally, since they operate on non-deterministic data,
their reliability needs to be trusted, removing trustless peer-to-peer interaction. Their implementation
through smart contracts into the blockchain could also jeopardize users’ trust who consider the
blockchain as more reliable than legacy systems. Brilliantly shown by Antonopoulos [55], a system
built on oracles can also fail in two ways. If the oracle is trusted and cannot be compromised, there is
still a chance that the data on which it is working have been altered, and then, although being a
trustworthy device, it will feed the smart contracts with data that are untrue.

On the other hand, if the data are trusted and verified, the oracle may fail to operate correctly
on the smart contract either due to malfunction or deliberate tampering. From a game-theoretical
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approach, it can be shown that the higher the value of the smart contract, the higher the incentive for
the system to be compromised [50]. The oracle problem is also triggered in the case of attaching real
assets on the blockchain through smart contracts. In a well-known article, Song [56] explained that in
decentralized contexts (e.g., blockchain/smart contracts), linking a physical to a digital asset, whether
it be fruit, cars, or houses, constitutes a critical issue. Tangible assets are regulated by the jurisdiction
in which they reside, meaning that they are subject to something else (in some case, predominant)
other than the smart contract. Indeed, this implies trusting something in addition to the smart
contract. If, for example, a smart contract involves the property transfer of a house between two
agents, the code will indeed swap the certificate between parties.

On the other hand, what happens in the real world may not be affected by the smart contract, as
the former owner could refuse to leave the house. Without the involvement of a third party (e.g.,
government) that supervises the smart contracts, their enforcement is indeed not ensured. The need
to trust a third party removes the “killer feature” of trustless applications, which in environments
plagued with corruption represents a significant limitation. A considerable attempt to limit the oracle
problem was made by Chainlink [57]. The start-up proposed a system of decentralized oracles, based
on reputation, to reproduce the consensus mechanism of a blockchain. When deciding which data to
upload on the blockchain, it takes into account the majority of oracles with the same data and the
reputational level of each oracle. The data confirmed by the majority of the oracle are then uploaded
on the chain [58]. This powerful system effectively addresses oracle malfunction or failures; however,
deliberate data tampering or collusion could still be performed by the companies controlling the
service. When decentralization is not sufficient to address the oracle problem, and data authenticity
cannot be objectively verified, a “trust model” is needed for the smart contract environment to keep
a certain degree of reliability [18]. As explained in a recent paper, a trust model is an intuitive scheme
that outlines the reasons why the smart contract application should be trusted [22]. Failing to address
the oracle problem poses a severe threat to investigating and developing real-world blockchain
applications.

4. How the Oracle Problem Affects Real-World Applications

Although heterogeneous, almost all real-world blockchain applications suffer from the oracle
problem. However, the negative impact varies according to the nature of the business and institution
involved. In this section, some of the most discussed smart contract applications are outlined,
showing how and to what extent the oracle problem may affect their further development. The
sectors under analysis are chosen according to their peculiar characteristics and oracle problem
setbacks. Although real-world blockchain applications are countless, considering other sectors would
have probably led to redundant results. Arguably, the outcomes of the analysis should reach a
satisfying level of saturation.

4.1. IPRS Protection

As Yermack [29] showed, the original purpose of the blockchain, before the crypto ‘era’, was to
“register” intellectual property rights. In the early 1990s, Haber and Stornetta [59] proposed the
digital timestamping of documents in sequence to authenticate authorship of intellectual property.
Nakamoto [60] then referred to this type of structure as a “chain of blocks” that we now call
“blockchain”. Overshadowed by financial applications, the IPRS protection role of blockchain again
aroused interest after smart contract platforms (e.g., EVM) became operative. The music industry is
thought to be the most affected by blockchain due to the unfair practices of record labels and the
digital revolution [61]. Blockchain promises artists the ability to independently determine prices and
autonomously license their works in a “direct-to-fan” fashion [30]. Examples and pilot projects are
Micelii, Monegraf, PoE, and UJO. Those platforms let the authors directly receive the royalties shared
according to the smart contract [62]. However, as Fink and Moscon [30] underlined, this procedure
will not eliminate intermediaries but will simply create new ones. The critical aspect of this system
consists of what Shatkovskaya [41] referred to as the “Attestation Service” (Oracles).
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As soon as data about the IPRs are on the blockchain, assuming the system works perfectly, they
are protected against tampering and efficiently share revenues among authors. The point of failure
of this whole system remains the gateway between the author and the blockchain. Basically, anyone
uploading a piece of art is recognized as the owner of the digital record. However, the system does
not verify if the creation has been stolen or just given by someone else. Proof of authority (PoA), for
example, offers the artist timestamped evidence of a digital creation that can be used for IPR claims
but is unable to verify the real authorship of original productions. In the case of someone recognizing
his work as registered by someone else, there will always be the need for a legal system that
supervises the IPRs and enforces violations. In the absence of enforcing authorities, blockchain may
end up being a first-come-first-serve platform, where the only thing that counts is to be the first to
upload the creation. It is improbable that the system can be wholly automatized and self-sufficient.
However, the decentralization of the service may reduce the power of centralized authorities and
help artists to have more control over their creations. It is still hard to determine whether the record
label or the authors themselves should constitute the most trustworthy oracle (Figure 3).

Blockchain

Figure 3. Selecting the appropriate oracle.

4.2. Academic Transcript

A considerable part of the non-financial blockchain application is dedicated to developing a
better system in the education/academic field [14]. In particular, decentralized technologies are
sought to solve issues related to privacy, security, and vulnerability in the “ubiquitous learning
environment” [63]. Blockchain-based applications could enhance the digital accreditation of personal
and academic learning [64], easing complex credit management such as European Credit Transfer
Accumulation System (ECTS) [65]. In a recent paper, Ocheja et al. [15] showed that the most advanced
institutions in that field are

e  MIT University Media Lab that developed Blockcert on the Bitcoin protocol;

¢  The University of Nicosia, part of the Blockcert consortium that improved Blockcert also on the
bitcoin protocol;

e  Sony Corporation that developed Sony Global Education in cooperation with IBM Hyperledger
Fabric.

Although Ethereum is the standard for smart contracts, the most advanced institutions in the
field preferred the bitcoin network to store their information, despite the lower scalability and higher
costs of Bitcoin blockchain. As Ocheja et al. [15] hypothesized, the reason bitcoin is preferred to create
academic transcripts is that, since bitcoin is associated with robust financial investment, it has a better
chance of survival. Blockcert, for example (built on bitcoin blockchain), aims to double the
authenticity assurance of academic records. When a certificate is released, it is uploaded on the
blockchain (Figure 4) and is ready for audit [40]. It is enough to go to the university website and
upload the document to verify the certificate’s genuineness and spot any tampering or mystification.
The oracle problem, in the academic field, is indeed controversial. From a general point of view, its
impact is maximum. As directly uploaded by the certifying institutions, we are unable to verify the
integrity of the data. As Antonopoulos and Woods [18] stated, for academic applications, “the
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universities are themselves Oracles”, whose discretion cannot be altered or limited. However, for
academic blockchain applications, what is perceived as a point of failure may well constitute its
strongest characteristic. Universities as oracles have a long-standing reputation, which makes their
information more or less reliable depending on their history. In general, if a certificate is on a
blockchain, the authenticity can indeed be proven (Figure 4).

Trusted
blockchain
data

Figure 4. Academic institutions as trusted blockchain oracles.

What cannot be established is the truthfulness of the data that the certificate reports. If students
obtain their degree from a low-ranked university, the fact that the certificate is on the blockchain does
not give a higher value to their record. If a degree has been bought, the document will still show as
“authentic” on the blockchain. The extrinsic value of an academic document is still given only and
exclusively by the reputation of the institution issuing the certificate. The literature lacks a
decentralized approach to recognizing the “skills” owned by students whose value could indeed
exceed any degree or transcript. In this type of application, again, the role of the oracle is critical.

4.3. Supply Chain and Traceability

Blockchain applications for secure data provenance have been investigated and supported by
many articles [46,66]. An immediate consequence was implementing the data provenance system for
physical products, which has rapidly aroused the interest of scholars, institutions, and firms [26,45].
The security and immutability features of blockchain should help to ensure provenance and safety
for shipments of drugs, food, and critical components [67]. However, in a recent speech,
Antonopoulos [55] brilliantly explained why and how linking a real product to the blockchain should
raise concerns on the reliability of this traceability system. When dealing with cryptocurrencies, the
“provenance” of a bitcoin is guaranteed, since it has been issued on the blockchain. Every movement
has been tracked in the immutable and transparent ledger from the first issuance. Regarding a real
product, such as a “mango” sitting on a store shelf, this product’s provenance is unknown to the
blockchain, and data should be inserted by oracles [68].

For supply chain applications, oracles belong to the company producing goods that are being
tracked, and this, for sure, constitutes a substantial conflict of interest. Blockchain/oracle service may
be outsourced to a third party [27], but the control over information is indeed in the hands of the
producing company [21]. Companies decide, then, what information to upload on the blockchain,
and it is improbable to spot unwanted or inconvenient data [69]. It is plausible to deduce that, for
tangible goods, information is immutable but not unquestionable, and information is as reliable as
the company that owns the supply chain. In a recent paper, Kumar [1] also voiced doubts about the
reliability of blockchain applications for supply chains due to the oracle problem, which emerges
regardless of the blockchain type (public/private). However, the oracle problem for traceability can
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be partially overcome by creating the right trust model [18]. Research on the subject [22] outlines that
for some products subject to a “disciplinare” (procedural guideline), providing false information
would result in fines or license revocation (Figure 5).

Supervising
Authority

Blockchain

Figure 5. Example of a trust model [22].

Thus, the likelihood that information on the blockchain could diverge from reality is eventually
low. It should be clear why the company has little incentive to cheat information provided on the
blockchain through a trust model. The literature should then investigate the relationship between
oracles, firms, and blockchains, understanding the mechanism through which companies should be
incentivized not to cheat on the blockchain, which is unfortunately possible.

4.4. Energy

The most claimed advantages in introducing blockchain within the energy sector regard
reduction in costs for the marketplace as well as increased transparency and decentralization [70].
Projects such as Energy internet and the notable Brooklyn micro-grid are undoubtedly raising
expectations [71-73]. However, “details” of how blockchain could help to achieve those results are
often neglected or even unmentioned. Surprisingly, to date, there is still no contribution that has
addressed the oracle problem in the energy field, whose role is particularly critical for the system’s
complexity [23]. The oracle problem for the energy sector is, in fact, “dual”. It affects inbound
transactions as well as outbound transactions [19]. To understand in detail how complicated this
system is, we may take as an example the case of a prosumer (Figure 6). The agent acquires energy
from a centralized provider while having some equipment to produce his own (e.g., photovoltaic,
hydro plant). He then sells to a marketplace the part that exceeds his consumption [61]. We also
assume that this platform/marketplace operates on a blockchain. To let data about the prosumer
contribution be uploaded on the blockchain, we may need at least one (inbound) oracle to collect data
from his house. Having the oracle in his possession gives the agent the highest incentive to
manipulate the sensor to send false data about its contribution [50]. For this anticipated event, the
platform should have a second oracle to double check the data received from the agent or have a
maintenance service that periodically checks the state of the sensors.
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Figure 6. Example of the “dual” oracle problem.

While the platform could be decentralized and independent from a central authority (since
nodes are spread globally, and their exact position is uncertain), oracles are unlikely to also be
decentralized and autonomous [18]. Furthermore, oracles have to be localized where the event
occurs, and, of course, their position is to be known to provide exact data about consumption and
contribution [44]. The chance for those centralized sensors to be free and independent from a central
authority, which can be an energy provider or the government, is indeed quite low. However, this
problematic situation constitutes just half of the problem, since more insidious is the “outbound”
oracle problem [19]. Considering the same example of a prosumer, we may also hypothesize that in
a period where his production is insufficient, he would like to buy some energy from the blockchain
platform using his cryptocurrencies. In that case, the transaction will be promptly executed by the
blockchain, and the crypto transferred to the platform account. The blockchain should then
communicate with an external platform or system to ensure that the exact amount of energy is sent
to the agent. However, from that point, countless events may alter the procedure. Starting from a
simple sensor malfunction, we may encounter a scarcity of resources, failures of the electric plants,
wires sabotage, authority denial, or even the system could not exist at all! Even the absence of
infrastructure in the real world may not prevent the smart contract from executing successfully [18].
An external authority monitoring those procedures is essential for the system to work correctly.
Additionally, it may ensure that the agent is refunded in the case of malfunction [74]. Again,
assuming that this external authority or organization is free or independent from the government is
also very unlikely. Hypotheses of blockchain applications in the energy sector comprise many
examples other than the prosumer case; however, the inbound/outbound oracle problem is shared
among all of them. Efforts and contributions to the literature should then converge on how, and if, it
is possible to maintain a blockchain platform that is decentralized and independent. Recognizing the
role of oracles and building the appropriate “trust model” should also be prioritized.

4.5. Contracting and Law

According to Guadamuz [44], the first attempt to regulate smart contracts has been made in
Arizona. There, smart contracts are defined as “event-driven programs, with a state that runs on a
distributed, decentralized, shared and replicated ledger, and that can take custody over and instruct
transfer of assets on that ledger” [75]. Stating that smart contracts run on “something” obliges the
legislator to also define the platform on which they operate. They described the blockchain platform
as “distributed ledger technology that uses a distributed, decentralized, shared, and replicated ledger, which
may be public or private, permissioned or permissionless, or driven by tokenized crypto-economic or token-less.
The data on the ledger is protected with cryptography, is immutable and auditable, and provides an uncensored
truth” [76]. As the literature still does not have a univocal definition of blockchain, this overly general
statement bears a few contradictions. If private, a blockchain is not an open ledger and not distributed
either [77].

Furthermore, the concept of “uncensored truth” is quite controversial; if the system runs well,
we may have immutability, but the veracity of the information contained in the ledger can hardly be
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proven. From that point onward, papers realized that the interaction of smart contracts with the real
world triggered the “so-called oracle’s problem” [78,79]. Legally speaking, the literature eventually
recognized that the problem with a smart contract involving data from the real world consists of the
presence of third parties (oracles) external to the contractors whose legal state is yet to be identified
[68]. When executing smart contracts, parties cannot fully trust each other, and an oracle is in the best
position to manipulate data and collude with one of the parties. Damjan [19] noted that services
offering oracles (e.g., Oraclize, Reality Keys) do not guarantee oracle impartiality and the veracity of
the information provided. They thus negate the two necessary conditions for smart contracts to be
legally viable. In his essay, Frankenreiter [3] underlined that even when hypothesizing the good faith
of oracles, at least four critical issues could be identified. First, as an oracle is to be trusted, its identity
is to be known, which poses a threat to its impartiality and independence. While the government
cannot change information on the blockchain, it can influence oracles by exerting pressure on the
organization controlling them [80]. Second, linking some real assets to a blockchain token is
something that cannot be done without the intervention of legal authorities. As shown in the
household example, successfully executing the smart contract does not guarantee that the property
is also switched [56]. Third, as the system involves the oracles, which can be sensors or humans, they
are not 100% reliable, even if trustworthy. In the event of a malfunction (or if the contract is not
executed correctly), the platform cannot restore the original state or compensate for a breakdown.
Cases like the DAO and ETC are classic examples of those recurring issues [81-83]. The presence of
an authority capable of enforcing a malfunctioning smart contract is then necessary for parties to
completely trust the system. Lastly, the decentralization of platforms on which smart contract run
make them dependent on miners’ actions. Miner contribution to the network is subject to
compensation and highly influenced by market shocks. A decrease in the price of the currencies may
result in a weakening of the platform due to the exit of miners, thus jeopardizing the reliability of the
whole legal system [84]. What the literature still needs to conceptualize is the preferred legal nature
of the oracles, whether they should be independent or legal entities. Secondly, due to the complex
nature of the oracle’s relationship with the contractor, it can hardly be coded with a smart contract
and probably needs a formal contract to be legally viable. Lastly, some smart contracts, involving
gambling activity, have proven to be nearly untraceable by legal authorities, raising a few concerns
about exploitation for illegal purposes.

4.6. Healthcare

An interesting article by Radanovic and Likic [85] forecasted the possible implementations of
blockchain in the healthcare domain. Supported also by the recent literature and pilot projects,
technology integration may involve health records [66], health insurance [43], biomedical research
[86], drug supply [87], and medical education [88]. Despite proposing different applications, the
shared opinion is that blockchain technology could grant privacy and security improvements in the
healthcare sector [89,90]. The aim is indeed justified since in the field of healthcare, privacy and
security breaches exponentially increase every year. Recent research showed that 37 million medical
records were illegally accessed between 2010 and 2017, with 300 violations only in 2017 [91,92].
Furthermore, there is still no unified system to store and distribute patients’ information between
various healthcare facilities [93]. Countless proposals and concepts of blockchain applications have
been discussed to overcome those issues.

Among those, the following projects [94] are the most known and successful:

¢  Dentacoin ensures, through a system of stringent reviews, that the doctors are qualified to
operate in the dental industry.

e Solve.Care provides a platform that manages accesses, care, and payments, making healthcare
more handy and affordable

e  Medibloc provides a private and reliable blockchain to store and distribute medical data.

e  Medicalchain offers a solution for personal health records storage, also providing a direct link
with insurance companies.



Information 2020, 11, 509 12 of 19

e  Blockpharma ensures the traceability and authenticity of drugs using blockchain and IoT (Quick
response code).

¢  Humanscape ensures cooperation between researchers to develop cures to tackle over 7000
incurable diseases.

Arguably, those projects may effectively store and share information in a secure way, using
blockchain. However, just like all other real-world applications, the limit lies in the interface between
the real world and the blockchain [19]. Discussing the oracle problem in the case of health records,
which, according to a recent literature review, has received most of the academic contributions [95],
the outcome is quite controversial. Assuming that the system will be based on a unique and private
blockchain to protect patient privacy, in the long run oracles should, in theory, be distributed as
shown in Figure 7.

Blockchain

Figure 7. Example of distributed oracles.

As discussed before, distributed oracles are a powerful way to ensure that data uploaded on the
blockchain have not been tampered with [96]. However, this is true if oracles process the same
information and if data are publicly available and verifiable. For sensitive and private data, which
are not publicly verifiable, having distributed oracles processing different information increases the
chance of data tampering and leakage. Alternatively, the system may work with a single oracle, and
all health institutions could communicate with it through legacy databases. However, confirming the
inefficiency of a legacy database in the healthcare sector, Radanovic and Likic [85] also debated that
mixing on-chain and off-chain data may undermine the very need for a blockchain in the healthcare
sector. In order to tackle this issue, Solve.Care recently signed an agreement with Chainlink for using
external oracles to supervise sensitive data inserted on the blockchain [97]. Although promising, the
reliability of this project is yet to be verified.

5. Discussion

The real-world blockchain applications described above have helped shed light on the
circumstances that create problems when implementing oracles on the blockchain. For academic
transcripts, the oracle impact is directly proportional to the institution’s reputation. As universities
are themselves oracles, data on the blockchain are then as trustworthy as the university itself [18].
Arguably, what makes information on the blockchain more reliable is the level of trust that we
directly put on the oracle (institution). Considering trust, not a dummy variable, the degree of trust
owned by an oracle proportionally affects the reliability of the information stored on the blockchain.
For supply chain management, since companies (apart from multinational) are only known in the
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area where they operate, there is the need for a third-party to supervise and ensure data integrity on
the blockchain [97]. Their relationship should then be formalized through a “trust model” [18,22].
From a game-theoretical approach, the model should describe the reason why an oracle is not
incentivized to cheat on the blockchain [50].

In the IPR field, which constitutes the first blockchain application, oracles still represent an issue
[41]. On the other hand, numerous prototypes have already shown promising results [30]. The
problem here is to understand and define “who”, between the artist or the legal authority, should
cover the role of the oracle. In the first case, companies such as recording firms would lose their power
in favor of artists. In the second case, the situation will remain the same as it is at the moment. From
a technical point of view, both oracles are valid, as they can be considered as twins. The choice of the
oracle, however, has hugely different social outcomes [74]. However, it is clear that the legal aspect
of protecting the IP is unlikely to be separated from central authorities [3]. The law literature offers,
in fact, many contributions to the oracles and their legal implications [23]. As parties cannot fully
trust each other, it is clear that neither of them can cover the role of the oracle. A third party is then
necessary to settle the terms of a smart contract with legal value. The problem is that, according to
law, contracts should be enforceable and not immutable [44]. This makes it necessary to establish a
hierarchy of oracles thanks to which illegal agreements can be reverted. Technically, on the one hand
we do not have many examples of smart contract reversions in history, and on the other hand, the
chance of smart contracts being reverted would indeed limit their power [81,83]. However, recent
studies have shown the implications of smart contracts as a means to speed up the law processes [79].

In the healthcare sector, as described in the last paragraph, blockchain could be implemented in
many areas [85]. In some of them, the oracle problem impacts very similarly to other real-world
applications. The presence of overlapping areas also supports the view that the analyzed sample has
reached a sufficient heterogeneity and saturation level. For the traceability of drugs, in fact, a trust
model could be sufficient to address the oracle problem. At the same time, given the importance of
some pharmaceutical companies, as in the case of academic institutions, they may cover the role of
oracles themselves [18,22]. For the problem of doctors’ trustworthiness, an effective approach could
be very similar to those offered by academic institutions for student credentials [98]. On the other
hand, health record applications present some critical issues. First, as in the IPRS sector, it is not clear
“who” between the patient and the institution should upload data on the blockchain [30]. Since
information is sensitive and private, active blockchain projects leave, in fact, discretion to the patients
for personal health data to be uploaded in the public ledger [93]. Using multiple oracles may
undermine the safety and privacy of data inserted on the blockchain from a security point of view. It
also erases the main reason for the blockchain to be implemented in the healthcare sector [85].

Lastly, the energy field is surprisingly more abstract in the literature, and the oracle problem,
which for this field is undoubtedly critical, to the best of the author’s knowledge, is not mentioned in
any publication [23]. Since the oracle problem in the energy field is also dual, it seems very unlikely
that the blockchain platform could operate without the supervision of an external authority. Solving
the inbound oracle problem without solving the outbound oracle problem (or vice-versa) undermines
data reliability on the blockchain regardless [19]. Unfortunately, we still lack ad hoc empirical
research to better understand how to efficiently address the “dual” oracle problem in the energy and
other sectors. Drawing upon the selected literature, it is possible to extend the conditions described
by Frankenreiter [19] and Egberts [28], for which the oracles represent a problem. Table 1 summarizes
the findings of this review.

Table 1. Oracle problem: conditions and implications.

Condition Description Implication Example Source
To what extent a Untrusted oracle Academic Antonopoulos
Trusted - . -
Oracle specific oracle is leads to untrusted Institutions, and Woods [18],

perceived trustworthy blockchain data Supply Chain Mougayar [69]
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Condition in which .
. K Tampering or
oracles intervene in .
. malfunction of one Resource
Dual two (or more) different .
oracle would management Damjan [19]
Oracle and unrelated stages of undermine the (e, energy)
the blockchain =X &Y
. whole process
application
Practical for
Data are verified and publicly available
Multiple uploaded on the data, proventobe a Health Records, Dale [58],
Oracle blockchain by multiple  point of failure for Entertainment Shawdagor [99]
oracles sensitive and
private data
. Certain oracles have Smart contracts . Frankenreiter
Hierarch . . Contracting and
predominance over may be denied or [3], Guadamuz
Oracle Law
others reverted [44]
The choice of oracle Fink and
. Oracles are equally .
Twin . gives more power . Moscon [30],
valid but are IPRS Protection
Oracle substitutes to one party over Shatkovskaya
the other [41]

It is indeed evident that the oracle problem is hardly addressable from only a technical point of
view. In the case of twin oracles, for example, it has only social impacts. A project like Chainlink is
exceptionally effective against data tampering and oracle malfunction, but it can hardly fight
“distrust”. Arguably, having a trustworthy rather than a “bug-free” environment constitutes a better
starting point to address the oracle problem.

6. Conclusions

Too often, the words bitcoin and blockchain are confused, and it is evident that most of the
papers address characteristics that strictly belong to Bitcoin, rather than to regular blockchains.
Furthermore, the literature neglects that when implemented in the real world, smart contracts need
oracles to operate. This paper investigates the roles of oracles in real-world applications. Oracles are
the only means of communication for blockchain with the real world, and unlike blockchain nodes,
they are centralized and exposed to tampering and manipulations. The risk of oracles being
compromised and feeding the blockchain with false information is called the “oracle problem”. The
oracle problem biases all real-world applications, but its impact varies according to the application
itself. The most promising and discussed smart contract applications, such as IPR protection, energy
production, healthcare, supply chain management, academic transcript, and legal contracts, are thus
analyzed. The analysis provided in this study supports the view that the oracle problem inevitably
affects real-world applications. However, the impact is different, and it strictly depends on the
trustworthiness of the system in which it is implemented. As hypothesized by Antonopoulos and
Woods [18], although less decentralized, the academic sector is one in which the oracle problem
represents the lowest threat. On the other hand, in the energy sector, in which the oracle problem is
dual and control over production is decentralized, the oracle problem represents a real issue.

By investigating the oracle problem within real-world blockchain examples, the following
research question also emerge:

e IPRs: Who should supervise the oracles when uploading patents on the blockchain? Can the
system be self-sufficient?

e ACADEMIC RECORDS: Considering reputation as the main counter to the oracle problem, is
it possible to create a shared platform for systems such as ECTS? Can student skills be recorded
on the blockchain?
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e ENERGY: Considering oracles as weak points, is it possible to manage an energy market
platform without a central authority? Can a trust model ensure the system to be self-sufficient
and entirely decentralized?

e  SUPPLY CHAIN: Can a firm reputation alone counter the oracle problem? If oracles are unable
to prevent the upload of unwanted information, who will benefit from blockchain
implementation?

e HEALTHCARE: Can patients themselves be oracles? Can a distributed system also guarantee
privacy and security?

e  LAW: What is the legal role of oracles? How can smart contracts be enforceable? How does one
prevent illegal smart contracts?

Utilizing a sophisticated system such as Chainlink indeed reduces the chance of oracle
malfunction; however, collusion or deliberate data tampering would still represent an issue.
Counterintuitively, as Tsankov [74] explained, the solution to the oracle problem should be more
social rather than technical. If research in the blockchain field has to go further, a significant effort
from the academic and practitioner communities is required to readdress the focus of the analysis to
the oracle problem. Cooperation between experts of social and technical sciences could also constitute
a robust approach. On the other hand, journals could play a critical role by creating ad hoc special
issues to address the oracle problem.
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