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Abstract: The challenge to enhance the use of Information Communication Technology (ICT) in
the Brazilian Federal Public Administration involves not only technological issues but also staff
training, adaptation to new culture, and understanding of processes. Furthermore, knowledge must
be well aligned and articulated so that ICT resources are applied efficiently and effectively, meeting
the needs of society, ensuring the provision of quality public service and, above all, providing
better conditions for the exercise of functions performed by employees. This article presents an
account of the implementation of the ICT processes in a State Company based on the ICT Governance
Kit proposed for the Secretariat of Coordination and Governance of State Companies. During the
execution of the case study, we surveyed the initial diagnosis of the processes performed by the
State, as well as brainstormings and semi-structured interviews to help the implementation process.
The diagnosis made it possible to identify the level of maturity of the existing ICT processes in the
State and to verify if they were being carried out in the best possible way. The driving dynamics
worked as a pilot, allowing the exchange of knowledge between teams, improvements suggestion
in some processes of the Kit and the definition of a proposed methodology for the implementation
of the Kit that could serve as a model to be used by other States which will implement the Kit.
Lastly, the processes contemplated in the Kit were considered adherent by the execution team
(State employees specialists in ICT Governance who participated in the implementation process), and
the suggested artifacts were validated.

Keywords: ICT Governance Kit; implantation methodology; ICT processes; State Companies;
lessons learned

1. Introduction

Information and Communication Technologies (ICTs) have undergone constant processes of
modification, updating, and innovation, inherent to their nature. The use and processing of information
in the Brazilian Federal Public Administration (FPA) also evolve according to the technologies, and
cannot represent a high cost for the public budget, so that FPA application must follow the continuous
improvement of its processes [1]. The visions and goals for the use of ICT in the public sector are broad,
related to efficiency, effectiveness, and the strengthening of the functions performed. The achievement
of such a diverse set of goals requires an efficient mechanism to provide the means and measurement
of the use of ICT resources as well as top management to understand the various roles that ICTs have
and how they should be managed and monitored [2].
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ICT has been consolidating itself as a strategic asset, integrating resources, processes, methods,
techniques to obtain, process, store, disseminate, and make use of the information [3]. From this
point of view, ICT Governance guarantees the excellent and regular management of ICT services,
which are deployed to meet the corporate strategy of an organization. However, this alignment is only
feasible with a structured planning that reflects how the ICT will contribute, through the achievement
of its goals and actions, to the achievement of the organizational purposes. Thus, it is pertinent and
relevant to develop the maturity of the technologies used by the information systems, as well as the
management and governance processes associated [4].

In order for ICT assets to perform well in an organization, the existence of transparency is essential
in the information managed and should be made available to society. State Companies of the Brazilian
Federal Executive Administration, in the context of coordination and governance of these companies by
the State Companies Coordination and Governance Secretariat (SEST), aim to achieve this transparency.
Currently, there are more than 130 state-owned companies with several formations and histories,
where transparency in the managed information and making it available involve technology and
process solutions. These processes might respond to the heterogeneity of State situations and their
different degrees of maturity, related to their ICT Governance and Management.

The size of the state-owned companies and their turnover and investments justify the research
for innovative solutions that improve transparency and contribute to the economic efficiency of these
companies. This research has particular motivation, in terms of the economic potential in the public
administration, and the return of benefits to the population, since economies in this context can have a
significant impact on the daily life of citizens [5].

ICT’s advances in information processing are of interest to SEST and are of high relevance to the
activities of this Secretariat. Specialists generally consider ICT as a critical success factor in securing,
recording and providing timely and secure information needed to meet the strategic objectives of
organizations and in the execution of management, tactical and operational processes of organizations.
Moreover, government people can no longer treat ICT advances from state-owned companies as
exclusive to their ICT area, but rather as factors with potential impact on their business activities.
ICT is a significant and transforming agent in the knowledge and management production process,
with a consequent impact on the primary functions of Public Companies.

Considering the relevance of these state-owned companies, SEST defined a project that aims to
identify the information needs for the best execution of processes related to the coordination and
governance of state-owned companies. SEST has proposed an innovative technological environment
that enables the safe exchange of information, aiming at implementing a model for improvement
of ICT Governance practices for SEST and State Companies. Thus, Canedo et al. proposed an ICT
Governance kit to implement in SEST and state companies [6].

This kit defines a set of processes and artifacts to guide in improving and pursuing the maturity
of ICT processes and improving the management of ICT resources. The final result of the Kit contains
24 sets of artifacts, templates, and auxiliary material for the implementation of ICT governance and
management. The authors grouped the guidelines into three kits [6,7]. The first one considers the basic
processes destined to the organizations with little or no maturity in ICT (Levels 0–2). The second one
is for organizations that aim to progress to the intermediate maturity level (Level 3). Moreover, in the
third Kit are the guidelines regarding the implementation of processes associated with the improved
ICT maturity level (Levels 4–5), according to the maturity model proposed by Capability Maturity
Model Integration (CMMI) [8,9].

This paper presents an account of the execution of a pilot project carried out at Brazilian
Guarantees and Fund Management Agency (ABGF) State Company. The aim was to implement
some processes of the ICT Governance Kit [6] developed for the Secretariat of Coordination and
Governance of State Companies in partnership with the University of Brasília (UnB) (Decision Making
Technologies Laboratory, LATITUDE).
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The main contribution of this work is the development/proposal of a methodology for
the selection and implementation of ICT processes in Brazilian State Companies based on the
documentation provided by the ICT Governance Kits. We present the lessons learned during the
execution of a pilot and propose a methodology for the implementation of ICT management and
governance processes. Both public and private companies, interested in the implementation of any of
the processes, can use the methodology contemplated in the Kit.

This paper is organized as follows. In Section 2, we present the contextualization of the ICT
Governance concepts on the scenario of the pilot application. Section 3 offers the method used
for the implementation of the processes in the case study. Section 4 presents a discussion of the
results obtained, as well as the lessons learned during the pilot implementation. Section 5 presents
the methodology proposed for the implementation of one or more ICT management or governance
processes, which includes the documentation (artifacts, templates, and auxiliary material) in the
Governance Kit published by SEST in its portal. Lastly, Section 6 presents the final considerations of
this work, as well as future works.

2. Contextualization

2.1. Brazilian Public Administration

The Brazilian Public Administration manages public resources of the interests of the community,
promoting quality and meeting the needs of the population through public services. The public
domain is an arena of public debate in which there are discussions of general interest, and people
try to converge the different opinions to reach agreement, necessary for active participation and the
democratic process. In the public sphere, administration involves, in addition to the management,
delivery, and execution of public services, the direction and exercise of the intention to achieve a
useful purpose. It comprises both the administrative function, exercised through the administrative
organs, and the political function, which is exercised by the governmental agencies [10]. Public
Administration is the whole state apparatus, foreordained to the accomplishment of its services,
aiming at the satisfaction of the collective needs [11].

Brazilian Public Administration refers to the concrete and immediate activity that the State
develops under a totally or partially public legal regime. The aim is to achieve collective interests
(objective sense), as to the set of organs and legal entities to which the law attributes the exercise of the
administrative function of the State (subjective sense) [12].

According to the System of Organization and Institutional Innovation of the Brazilian Federal
Government, the government people decided to reformulate the arrangement of the current Brazilian
government. Thus, the guidelines were defined to guide the strengthening processes of institutional
capacity in organizational structures: those focusing on the organization of government action by
programs; elimination of overlaps and fragmentation of actions; increased efficiency, efficacy and
effectiveness of public spending and administrative action; rationalization of hierarchical levels and
increased range of command; guidance for government priorities; and alignment of the proposed
measures with the competencies of the organization and the results intended by the Brazilian Public
Administration [13].

Figure 1 presents the current structure of the Brazilian Federal Government. The Federal State
Enterprises discussed in this paper are part of the Secretariat of Coordination and Governance of
State Enterprises (SEST), the Special Secretariat for Privatization and Divestment, of the Ministry of
Economy [14].



Information 2019, 10, 327 4 of 18

Figure 1. Organizational structure of the brazilian public administration.

2.2. ICT Governance

Information and Communication Technologies (ICT) have given as many challenges as
opportunities to organizations. Many companies are becoming dependent on ICT to develop their
activities daily. This dependency creates requisitions such as availability, assurance of continuity,
security, efficiency, quality of delivery and support, controls, compliance, and consistency. Thus,
ICT must have an essential role in implementing the organization’s strategies, since reliable and
accurate information must be available for all business processes [15].

According to http://www.isaca.org/About-ISACA/IT-Governance-Institute/Pages/default.
aspx IT Governance Institute (ITGI), ICT Governance is a structure of relationships and processes
that monitors and controls an organization in order to promote business value by balancing risk
and return on ICT investments. The software industry is increasingly using ICT Governance as
a framework model for this management task through its frameworks based on best practices in
software development and adhering to external regulations. ICT Governance and the alignment of
ICT management go hand in hand with strategic planning as a way of adding value to the use of ICT
products and services through the optimal investment to obtain competitive advantage and financial
return; concepts more related in most cases to private companies than public sector agencies [16].

Previous works define ICT Governance as a governance vision that ensures information and
related technologies support and enable the organization’s strategy and the achievement of corporate
objectives. It also includes functional ICT governance, such as ensuring that ICT capabilities are
delivered efficiently and effectively [17,18]. ICT has been developing in a fast way to require
organizations to transform their internal and external business processes, enabling users to meet
their expectations and stay in the market. As a result, ICT expenditure can account for a significant
portion of an organization’s expenditure [19]. This reality suggests that the focus on control and
monitoring, driven by ICT Governance, is continuously needed and executed by organizations. It also
indicates that the implementation of an adequate system of governance by organizations is a movement
of strategic importance and fundamental for its survival [20].

The implementation of an ICT Governance system modifies the organization’s structure of power,
and this change can generate internal conflicts and implies sharing and control, leading to the need
to create clear rules of responsibilities definitions. Even after implementation, ICT Governance is
permeated by situations where there is competition among stakeholders, which can also generate

http://www.isaca.org/About-ISACA/IT-Governance-Institute/Pages/default.aspx
http://www.isaca.org/About-ISACA/IT-Governance-Institute/Pages/default.aspx
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conflicts of interest [21]. Thus, the basic principle of ICT Governance is the alignment between ICT
and business, which organizations use as a tool to mitigate the frustrations resulting from the misuse
of ICT investments and obtain competitive advantages [22]. The search for alignment occurs through
cohesion between ICTs, functional areas and other stakeholders, fostering a relationship that intensifies
with the implementation of an ICT Governance system, thus this relationship can be understood as a
set of interactions between the interested parties [23].

2.3. ICT Governance in Brazil

ICT Governance plays an increasingly important role in organizations and the Federal Public
Administration (FPA), and its role is as vital as any other activity [4]. The ICT Governance in the
Brazilian FPA is the responsibility of the top management (directors and executives), and there must
be an alignment between the ICT and the strategies and objectives of the organization. Thus, efficient
and effective management promotes the achievement of organizational goals. In Brazil, the primary
inductor of ICT Governance practices in the Federal Public Administration is the Federal Court of
Accounts (TCU), which carries out a biannual evaluation of entities related to the Federal Government
Administration. However, the implementation of ICT Governance practices in the Federal Public
Administration lacks objective guidance, and it is necessary to identify critical success factors in the
implementation of good governance practices.

Organizations belonging to the public sector should seek the best possible use of available
resources, be they financial, structural or human resources. Furthermore, they must provide
transparency, allowing due control by stakeholders, i.e., there is a need for these resources to be
used correctly and focused at the achievement of organizational objectives [12]. ICT Governance
provides this [24]. The surveys carried out by TCU point to a trend of evolution in the implementation
initiatives of ICT Governance in the FPA. However, the TCU itself argues that this situation is far from
desired, suggesting that this tendency of evolution presents a rhythm less than expected.

In the public sector, to measure ICT results, the TCU had the initiative of establishing the IT
Governance index (iGovIT), calculated according to the answers of the evaluation questionnaires sent
to organizations every two years. The purpose of the evaluation is to analyze the dimensions and
structure, as shown in Table 1. In the Dimension column the dimensions proposed by the TCU are
displayed, in the Context column there is a description of each dimension and, in the column Specific
Themes, the specific theme of each dimension is informed. From the iGovIT calculation, organizations
are grouped into three levels: iGovIT-TCU < 0.40: low IT maturity; iGovIT-TCU between 0.40 and
0.59: intermediate maturity; and iGovIT-TCU > 0.59: improved stage [7,25]. In this context, TCU
Judgment number 3051/2014 deals with IT audits carried out in different agencies and entities of
the Federal Public Administration and makes several recommendations for the improvement of IT
processes. Subsequently, the TCU in other judgments, e.g., Judgment number 1771/2017, returns
to the subject and indicates that the TCU Secretariat, responsible for audits (Sefti), will continue
with the monitoring. Thus, both on its own initiative and by determination of the TCU, federal
public organizations increasingly must provide for the improvement of their ICT management and
governance processes. Thus, by supporting and contributing to initiatives in this direction, SEST and
Latitude have developed the ICT Governance Kit containing guidelines and supporting material for
the implementation of ICT processes by the State Companies.
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Table 1. Specific Dimensions and Themes Proposed by TCU to Calculate iGovIT [25].

ID Dimension Context Specific Themes

1
Leadership
of Senior
Management

Evaluates key elements of
corporate governance and ICT.

Corporate Governance System, ICT Governance
System, ICT Results, ICT Risks, ICT Personnel,
Transparency of Management and Use of ICT,
Monitoring of ICT Governance and Management,
and Internal Audit Capability.

2 Strategies
and Plans

Evaluates the management
controls of strategies and
corporate and ICT plans.

Strategic Planning and ICT Planning.

3 Informations
Evaluates information
management controls, including
transparency practices.

Computerization of organizational processes and
Transparency of information on the management
and use of ICT.

4 People Evaluates people management
controls.

Development of ICT skills, ICT staff performance
and how ICT management is in the hands of the
people within the effective framework of the
organization.

5 Processes Refers to process management
controls in ICT.

ICT Service Management, ICT Service Level
Management, ICT Risk Management, Information
Security Management, Software Process, ICT
Project Management, ICT Contracting, ICT
Contracting Process, Process of Management of ICT
Contracts and ICT Hiring Profile.

6 ICT Results
Refers to the organization’s
performance in the management
and use of ICT.

Assesses the organization’s ability to define and
achieve ICT objectives, manage ICT projects,
provide services that support organizational
processes, and provide citizen/client services via
the Internet.

2.4. State Company of the Implementation Pilot

The pilot of the ICT Governance Kit was conducted at the Brazilian Guarantees and Fund
Management Agency (ABGF), which is a public company, in the form of a corporation, created by
Decree number 7.976/2013, as authorized by Law number 12.712/2012, with an indefinite term and
for the purpose, among others, to manage guarantee funds and provide guarantees for diluted risk
operations in areas of great economic and social interest [26].

ABGF aims to contribute to the dynamism of Brazilian exports, to the financing of infrastructure
projects, to the provision of guarantees and to the management of official guarantee funds in Brazil,
complementing the market’s performance [26].

Its mission is to act in the provision of guarantees and the management of guarantee funds,
complementing the insurance and guarantees market, as well as contributing to the dynamism of
exports and to the development of the country’s infrastructure [26].

The State’s vision is to be recognized for excellence in risk management and guarantee funds,
acting as the official Brazilian agency for export credit insurance and guarantees for infrastructure
projects and others, focused on the country’s development. The values of ABGF are: ethics,
professionalism, accountability, transparency, sustainability, and innovation [26].

3. Research Methodology

We used the method suggested by Yin [27] to perform an explanatory case study on SEST [27]
According to Yin, a case study is an empirical method that investigates a contemporary phenomenon
(the “case”) in depth and within its real-world context, especially when the boundaries between
phenomenon and context may not be evident. We chose the case study method because we sought to
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analyze a real-world case to understand if the State Companies of the Brazilian Federal Government
implemented the ICT Governance Kits proposed by SEST, and otherwise identify which of these ICT
processes the State Companies had not implemented. If the case study companies were not following
the suggested ICT processes, we intended to suggest a methodology that facilitates the implementation
of the processes by the State-owned companies.

During the execution of the case study, we followed the phases of Plan, Design, Prepare, Collect,
Analyze, and Share [27]. During 2018 and 2019, we analyzed the complexity of SEST activities and
documents. In conducting the case study, we used semi-structured interviews [28] with SEST and State
Company employees to identify which ICT processes the State company had already implemented,
as well as the difficulties they faced in implementing the processes. We also conducted a focus
group [29] with some team leaders from SEST and the State Company to understand how they
performed ICT processes within the State Company and to identify the improvements while following
the ICT implementation processes, suggested by the Governance Kit [6,7]. Besides, we surveyed [30]
with SEST’s employees to identify the maturity level of ICT processes of these Companies. All authors
of this work participated in the project execution at SEST.

3.1. Case Study

The execution of the pilot in the State Company was carried out with the participation of the
Administrative Financial Superintendence (SUAFI), Executive Management of Governance (GEGOV),
Information Technology Management (GETEC) of ABGF, SEST leaders and Latitude (researchers
involved in the elaboration and implementation of the ICT Governance Kit) teams. Table 2 presents
the profile of the team participating in the Pilot deployment.

We chose the pilot participants according to their experience in the activities carried out within
the organization. It was important for professionals to have experience in performing ICT governance
and management activities. They also had experience in modeling ICT processes. The professor
and master’s students who participated in the pilot were chosen because they had experience in ICT
and knew the organizational processes of SEST and ABGF. They acted as process implementation
consultants. Thus, the choice of participants was directed so that everyone could collaborate and
suggest improvements in the proposed processes, as well as in their implementation. It was also
necessary to have participants from different areas within the organization.

Table 2. Profile of the case study participants.

ID Profile ICT Governance Experience

1 SUAFI 15 years
2 SUAFI 3 years
3 GEGOV 20 years
4 GEGOV 5 years
5 GETEC 10 years
6 GETEC 2 years
7 SEST 19 years
8 SEST 19 years
9 Professor 15 years

10 Master Student 2 years
11 Master Student 2 years

The ICT governance processes that make up the proposed Governance Kits for SEST—Kits 1,
2 and 3—were defined according to their maturity level as defined by the Capability Maturity Model
Integration (CMMI) [8]. Thus, the proposed processes were classified for the Kits according to their
level. Maturity Level 2 processes make up Kit 1, maturity Level 3 processes make up Kit 2, and
maturity Level 4 and 5 processes make up Kit 3. Decisions for this classification were presented by
Canedo et al. [6]. Kit 1 is made up of six processes, Kit 2 is composed of ten processes and Kit 3
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comprises eight processes. The Kits have common processes since an early part of the process runs
at a lower maturity level and the other artifacts run at another maturity level. Figure 2 presents the
processes that make up each Kit (1, 2 and 3) according to its level of maturity and the mapping of the
processes that are common to them.

Figure 2. Processes of the ICT Governance Kit.

The first activity carried out in the pilot deployment was the meeting with all the participants
(Stage 1 in Figure 3) presented in Table 2. The purpose of the ICT Governance Kit developed by
SEST and the objective to be achieved with pilot implementation was clarified. Furthermore, all
processes and their artifacts were presented to ABGF members (Stage 2 in Figure 3). A Survey was
conducted to enable ABGF contextualize SEST and researchers about the current situation of the State
Company with respect to its maturity of ICT processes (Stage 3 in Figure 3). Thus, all the processes
and artifacts covered by the Kit were addressed in the survey questions. After understanding the
existing processes and already implemented in the ABGF, SUAFI, GEGOV and GETEC participants
agreed on which processes of the Kit would be implemented during the pilot with the support of the
researchers (Stage 4 in Figure 3). With the list of processes that the ABGF intended to implement, the
elaboration and implementation activities were started. Several meetings were held between the teams
and the artifacts elaborated (Stage 5 in Figure 3). At the end of the artifacts elaboration and norms
of each process, the artifacts generated were validated with the team of researchers, SEST and ABGF
(Stage 6 in Figure 3). At the end of the activities, the lessons learned were recorded, as well as the
improvements suggested by the participants (Stage 7 in Figure 3).

Figure 3 presents the stages and activities that were followed for the pilot deployment in the
ABGF. The activities were developed using techniques such as survey, brainstorming, focus group and
semi-structured interviews.
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Figure 3. Methodology adopted in the Implementation of the Pilot in the ABGF.

3.2. Survey

The survey questions were elaborated according to the guidelines proposed by
Kitchenham et al. [31]. The survey was answered by the ABGF team responsible for implementing the
pilot. The survey contained 36 closed questions. Some questions addressed the processes and their
artifacts, where the respondent could choose which processes the State Company had implemented,
as well as which of the artifacts that comprised the process were contemplated in the State Company.
Process questions were sorted according to the maturity level proposed by the Kit (28 questions in
total), Levels 1, 2 and 3. Five questions were related to the team’s perception of the relevance of Kit
implementation and were made using the Likert scale [32], in which the participant could choose one
of the alternatives: I totally agree, Agree, Neutral, Disagree and Strongly Disagree [33]. The last three
questions of the survey were related to the time needed for the implementation of the Kit by the State
Company. The purpose of these three last questions was to validate the time required by SEST to
enable a State Company to implement all the processes and artifacts of the Kit.

After an analysis of the diagnosis obtained with the survey, the team of managers of the ABGF
chose the processes to be implemented during the pilot. The chosen processes were approved by SEST
and the team of researchers. Table 3 shows the selected processes, their identifier in the ICT Governance
Kit and their maturity level according to the Kit (Kit 1, Basic; Kit 2, Intermediate; and Kit 3, Advanced).

Table 3. Processes to be implemented in the pilot.

Process ID in the Kit Process Name Kit

04 Continuity Management of the ICT Services 3
01 ICT Risk Management Process 2

06 and 07 Software Development Process 1 and 2
06 Project management 3
08 Change management 3

In addition to a diagnosis of the State Company’s current situation from the survey conducted,
it was possible to conclude that the ICT Governance Kit proposed by SEST was well accepted
by the State and considered relevant for improving the maturity of the processes and that the
stipulated deadlines (1–18 months) were considered acceptable and amenable to implementation.
Thus, the deadlines defined by SEST and the team of researchers were validated with the survey.

3.3. Brainstorming

During the pilot’s execution, the team of researchers and SEST, together with the staff of the
state-owned ABGF, carried out some brainstormings with the purpose of conducting the discussions
about the processes and artifacts to be built by the teams. Brainstorming is a group dynamics that
is used in many organizations as a technique for solving specific problems, for developing new
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ideas or projects, for gathering information and for stimulating creative thinking. The brainstorming
technique [34] proposes that a group of people come together and use their thoughts and ideas to
reach a common denominator in order to generate innovative ideas that lead to a particular project or
process. No idea should be discarded or judged as wrong or absurd; all must be in the compilation or
annotation of all ideas occurred in the process; and then they evolve to the final solution [35,36].

At the end of each brainstorming, the Latitude team of researchers presented a synthesis of the
ideas discussed for the elaboration of the artifacts, listing the needs presented by the members of
the session. For example, in the brainstorming to define the processes and artifacts to be executed
during the pilot, there was a consensus on the part of the teams of which process artifacts should
be elaborated and the order of elaboration to be adopted by the ABGF. The discussion during the
meeting did not diverge from the proposed order on the mental maps of the Kit proposed by SEST.
Thus, the processes with their respective artifacts implemented at the ABGF followed the order defined
in the stages provided by the Kit. While conducting the work of implementing the processes, in
some moments, a certain artifact had its elaboration interrupted with the objective of complementing
some information that was in a certain artifact of another process; for example, in the elaboration of
the PDICT, the elaboration of the plan of goals and actions for the management of people had to be
interrupted, since the management plan of people of the state company was in charge of the sector
of human resources and we had no way to define the goals without the delivery of the responsibility
artifact of another area. Thus, we can conclude that the step-by-step approach proposed in the SEST
Governance Kit met what was expected in the execution of the pilot, since all the processes that were
the responsibility of the ICT governance area and the ICT coordination of the ABGF were carried
out in the proposed order. The processes with ID 04 and 08 (Table 3) were developed using the
brainstorming technique.

3.4. Focus Group

The focus group represents a source that intensifies access to information about a phenomenon,
either by the possibility of generating new conceptions or by the analysis and problematization of an
idea in depth. It develops from a dialectical perspective, in which the group has common goals and its
participants seek to approach them by working as a team. In this conception, there is an intentionality
to sensitize participants to operate in the transformation of reality in a critical and creative way [29].

The studies that used the focus group demonstrate that this is a space for discussion and
exchange of experiences around a certain theme. Furthermore, the group encourages discussion
among the participants, allowing the topics covered to be more problematic than in an individual
interview situation. Participants, in general, listen to the opinions of others before forming their
own, and constantly change their position or base their initial opinion better when involved in group
discussion. This technique has been used to explore participants’ conceptions and experiences and can
be used to examine not only what people think, but how they think and why they think so. The focus
group may also facilitate discussion of topics that are often poorly explored or even avoided, as they
tend to generate more critical comments, and more extroverted participants are usually able to engage
and stimulate others [37].

In this perspective, the assumption that the focus group has one of its greatest riches is based on
the human tendency to form opinions and attitudes in the interaction with other subjects. This contrasts,
in this sense, with data collected in questionnaires or interviews, in which participants are summoned
to express opinions on subjects that they may have never previously reflected. As regards its limits,
it is observed that in some cases group discussion may repress certain positions that are dissenting
from the other participants, but disagreements within the groups can be used to encourage the defense
of their points of view. Other limits associated with the use of the technique may be listed, such as
the difficulty of ensuring total anonymity, the possibility of interference with the value judgments of
the researcher, and the risk that the discussions will be diverted or dominated by a few participants,
resulting in a distortion of results [38].
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Similar to other techniques, the focus group is not able to condition or influence the design
of research objects and objectives. This evidence does not imply the assertion that technique is a
secondary element of research, but rather that it lacks the methodological autonomy to govern or
define its own use. These considerations show that the attributions of the focus group coordination
team need to be well defined in order to plan, evaluate and redirect the meetings according to the
group development. The role of the coordinator or moderator is significant in the dynamization of
groups and is related to preparation and instrumentalization in all phases of the process, such as
the definition of a topic guide, which consists of a summary of the objectives and the issues to be
addressed, besides a guiding scheme of the meeting [29].

It is important that the focus group meeting environment is welcoming and ensures privacy
to facilitate discussion and deepen discussions. Likewise, it is suggested that the chairs or seats be
organized around a conference table, a circle or other arrangement that promotes the participation and
interaction of those involved. With regard to the number of meetings, some important aspects need to
be considered, such as the organization of at least two groups for each topic considered pertinent to the
topic; the realization of groups until the information obtained is no longer new; and the development
of groups in each geographical region in which it is considered that there is an important difference.
It is suggested that the duration of each of the meetings be 1–2.5 h [29].

For the composition of the focus group, it is necessary to consider that the members have at least
one important common characteristic, and the criteria for the selection of the subjects are determined
by the objective of the study, being characterized as an intentional sample. In this context, it is
suggested that the number of participants is between six and fifteen, and, when it is desired to generate
as many ideas as possible, it is more enriching to opt for a larger group, whereas, if the goal is to
achieve the depth of expression of each participant, a small group would be more indicated. Most
researchers recommend homogeneity in focus groups in order to enhance thinking about common
experiences. However, it may also be advantageous to bring together a diverse group to maximize
different perspectives within a group, although the professional hierarchy, class, and schooling, among
others, may interfere with the expression of the data [29,38].

The pilot implementation was carried out in the focus group with the specialists of each ICT
process to be implemented, respecting all the suggestions and guidelines mentioned in the literature,
with the objective of collecting quantitative and qualitative data for the conduction of the process.
The processes added, with IDs, 01, 06 and 07 (Table 4), were developed using the focus group technique.
The participants in the focus group are presented in Table 2. All participants were selected because they
have knowledge of all company ICT processes and have good experience in the ICT Governance area.

3.5. Semi-Structured Interviews

For the Processes of Management of Continuity of ICT Services and Project Management, we
chose to use semi-structured interviews based on semi-open questions. Semi-structured interviews
have as main objective to understand the meanings that the interviewees attribute to the issues and
situations related to the topics of interest [28]. The semi-structured interview has as characteristic
the basic questions that are supported in theories and hypotheses that are related to the researched
subject. The questions provide assumptions based on participants’ responses. The main focus of the
process was placed by the investigator-interviewer. The semi-structured interview favors not only the
description of the social phenomena, but also its explanation and the comprehension of its totality,
besides maintaining the conscious and active presence of the researcher in the information gathering
process [39].

The questions of the semi-structured interviews sought to understand the concept of the processes
to be elaborated from the perspective of the ICT managers of the ABGF and how ICT Governance
is exercised in the State Company through its critical decisions and structural, procedural and
relationship skills. Fifteen questions were elaborated, besides the characterization of the respondents.
The adopted questions were distributed in categories, according to the artifacts of the process to be
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elaborated. The processes with IDs 04 and 06 (Table 3 Kit 3) were developed using the semi-structured
interviews technique.

4. Results

During the implementation of the ICT Service Continuity Management process, it was identified
that Business Continuity Management had not been included in the proposed Governance Kit. In turn,
the state-owned ABGF decided together with the team of researchers to add the elaboration of this
process and its respective artifacts before beginning the elaboration of the management process of the
ICT Continuity of the Services. In turn, business continuity planning is of fundamental importance
to the state and there was no possibility of elaborating the continuity of ICT services, without first
defining how the business should behave in the case of the need for continuity in adverse situations.
All norms and procedures were defined so that in critical situations, all essential services of the State
Company could be resumed without financial and/or administrative damages.

During the elaboration of the ICT Risk Management process, the State Company identified
that the ICT Committee process did not contemplate the necessary artifacts for the process and
needed to update the ordinance of the Creation Internal Standard of the ICT Committee; the Internal
Rules of the ICT Committee; the participating members of the ICT Committee; and their respective
responsibilities, since the documents in this case were out of date and there were no records of the
minutes of meetings held.

The Information Communication Technology Master Plan process (ICT) (PDICT) also needed to
be updated during pilot deployment, as the coverage period was out of date and the PDICT support
documents were not in accordance with those suggested by the SEST ICT Governance Kit. Thus,
the State Company’s team identified the need to carry out the updating of this process during the
pilot’s implementation in order to update the State Company ICT principles, guidelines and objectives.

During the execution of the pilot, eight processes were implemented in the state company. Table 4
shows all the processes implemented during pilot execution. For each process implemented, all artifacts
and standards were prepared and approved by the team.

Table 4. Processes implemented in the pilot.

Process ID in the Kit Process Name Kit

Added Business Continuity Management 1
04 ICT Service Continuity Management 3
01 ICT Risk Management Process 2
01 ICT Committee 1
04 Information Communication Technology Master Plan (ICT) (PDICT) 1

06 and 07 Software Development Process 1 and 2
06 Project management 3
08 Change management 3

4.1. Discussions and Lessons Learned

The accomplishment of the pilot in the State Company allowed us to list some lessons learned,
such as:

• The application of the Diagnostic Questionnaire to identify the State Company’s ICT Governance
processes may not represent the real scenario in relation to its maturity. In response to the
questionnaire, the State Company identified processes as fully implemented, i.e., with all the
artifacts proposed by the Kit. In the execution of the pilot, it was concluded that important artifacts
were not implemented. In some cases, even the basics of the process, such as the processes of the
ICT Committee and the Information Communication Technology Master Plan (PDICT) were not
complete.
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• The pilot’s deployment needs to be planned with the State Company and its collaborators. At the
time of deployment, the employees were running in parallel all their daily activities and this
undermined the progress of the deployment.

• It was identified that a process had not been contemplated in the Kit, the Business Continuity
Process, which is important for defining the services provided by the State Company.

• In the process of Software Development, some artifacts are dependent on how the State Company
works, i.e., in relation to software development. In the case of being through software factory or
cooperation term, some proposed artifacts may be the contractor’s responsibility.

• The stipulated deadline for the implementation of the kits may be adequate, provided that in the
State Company there is a team available for its elaboration and deployment.

• The definition of the rules and artifacts of each process are sensitive to the context of the State
Company information, e.g., the Risk Management Plan of the State Company pilot is quite complex
because it deals with a State Company that works with a large movement of financial resources.

• The Change Management process was applied in practice during the pilot’s execution, since the
State changed its address and several IT services had to have a contingency plan for possible
incidents that could occur, such as changes and location the state company, as well as its
storage servers.

The implementation of the pilot, with the accompaniment of the elaboration team, allowed us to
validate the artifacts that were proposed. It leads us to believe that the need for full implementation of
the Governance Kit can contribute to the management of the State Company ICT services, providing
them with an efficient mechanism for monitoring and performing their ICT resources and management.

The adoption of the focus group and semi-structured interviews with SEST staff and team leaders
allowed us to identify all ICT processes that the State Company had already implemented. Moreover,
it was possible to see what needed to be developed and implemented for the company to achieve
better results with its ICT resources. Finally, the survey execution allowed us to identify the maturity
level of the State Enterprises and to suggest to them which ICT processes should be implemented to
improve their maturity level.

5. Proposal of a Methodology for the Implementation of ICT Processes from the ICT
Governance Kits

To define a methodology for the development and implementation of an ICT Governance
mechanism, it is necessary to make a survey based on the organization needs, which can be conducted
through information gathering techniques [40]. In the implementation of the pilot, we conducted the
activities through these four techniques: survey, brainstormings, focus group and semi-structured
interviews. From the lessons learned, presented in Section 4.1, we defined a methodology for the
implementation of the Kit in a State Company using the techniques available in the literature. Figure 4
presents the suggested methodological protocol for the implementation of the ICT Governance Kit in a
State Company.
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Figure 4. Proposed methodology for the implementation of the ICT Governance Kit.

Figure 5 displays the detail of the Define Deployment Method sub-process. This process should be
performed according to the state profile. Some processes and artifacts have specific characteristics and
according to the sensitivity of the information handled by the State Company, the choice of technique
to develop this process can be altered. In cases where the information is common knowledge of all
involved, the techniques of survey, brainstorming and semi-structured interviews are appropriate.
In situations where the State Company has confidential information and/or needs to be evaluated
and discussed with the specific managers of the subject, the use of the focus group is indicated.
The technique chosen by the State Company should be performed with the participation of a specialist
in the subject and those responsible for the areas of the processes to be implemented. The participation
of specialists all of the techniques is important because they will know how to conduct the activities
and will have a vision of the norms and guidelines that the process must contain.

Although it has been applied to a single state-owned company, the proposed methodology for
implementing ICT processes can be used by any organization that needs to implement an efficient
ICT governance process, since the processes are defined by best practices and are adherent to all
organizations, whether private or public. Depending on the type of organization, minor adjustments
may be required, not compromising the efficiency of the proposed methodology.

Figure 5. Sub-process details.
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6. Conclusions

The role, increasingly important in organizations, played by ICT implies that its management
is carried out efficiently and effectively in order to promote the achievement of organizational
objectives. As a significant inducer of the adoption of ICT Governance practices in the Federal
Public Administration (FPA), the TCU conducts a biannual evaluation of entities related to the FPA.
However, the implementation of ICT Governance practices in FPA requires objective guidance and
a clear protocol for improvements to be implemented. Based on that, this work had the objective of
executing a pilot for the implementation of ICT processes documented in the Governance Kit published
in the SEST portal, as well as the elaboration of a methodology that guides other State Companies
interested in the implementation of ICT processes from the Governance Kit.

Through the survey, brainstorming, semi-structured interviews, and a focus group, it was possible
to obtain the perception of the managers of the State Company and the ICT Governance team
concerning the processes proposed by the SEST ICT Governance Kit and classify the level of maturity
of existing ICT processes from the State Company. Then, we identified their needs in the context of the
implementation of the ICT Governance Kit, and it was possible to validate the proposal of the time
necessary for the implementation of Kits 1, 2, and 3 by the State Company.

The pilot execution allowed the identification of a necessary process that was not contemplated in
the Kit. We added the process to the proposed Kit and its elaborated artifacts. The execution of the
pilot allowed us to evaluate the scenario of a sophisticated State Company. At first, it was believed to
have several processes implemented, but, while conducting the works, the team responsible for the
ICT Governance of the State Company realized that the initial analysis carried out was in disagreement
with the reality of the State Company. That is, some of the ICT processes that the State Company
believes to be mature and fully implemented were incomplete and outdated.

As shown in Section 5, we proposed a methodology to be adopted by the State Company in
the implementation of the ICT Governance Kit proposed by SEST. Although we applied the pilot
to a single State Company, we believe that the methodology would be appropriate for other State
Companies, since the State Company of application of the pilot was a large state and working with a
large volume of information and standards.

As future work, we suggest implementing the Kit (Kits 1, 2 and 3) and all its artifacts in one State
Company so that the goals achieved in the implementation of this pilot are consolidated. Moreover,
the lessons learned will be carried out in other experiments, allowing us to consolidate the results
obtained and to lead the State Company to a satisfactory result of their level of maturity when evaluated
by TCU. Furthermore, the execution of other pilots will allow us to validate the methodology proposed
in this work.

As a second future work, we intend to implement all proposed ICT processes in a private
organization and compare it with the results obtained in the implementation of ICT processes in
state-owned companies. By doing so, we will create a knowledge base that can be consulted by
organizations that wish to implement Governance Kits.
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