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Abstract: Due to limited communication, computing resources, and unstable environments, tradi-
tional cold chain traceability systems are difficult to apply directly to marine cold chain traceability
scenarios. Motivated by these challenges, we construct an improved blockchain-based cold chain
traceability system for marine fishery vessels. Firstly, an Internet of Vessels system based on the
Iridium Satellites (IoV-IMS) is proposed for marine cold chain monitoring. Aiming at the problems of
low throughput, long transaction latency, and high communication overhead in traditional cold chain
traceability systems, based on the Practical Byzantine Fault Tolerance (PBFT) consensus algorithm,
a Node-grouped and Reputation-evaluated PBFT (NR-PBFT) is proposed to improve the reliability
and robustness of blockchain system. In NR-PBFT, an improved node grouping scheme is designed,
which introduces a consistent hashing algorithm to divide nodes into consensus and candidate sets,
reducing the number of nodes participating in the consensus process, to lower communication over-
head and transaction latency. Then, a reputation evaluation model is proposed to improve the node
selection mechanism of NR-PBFT. It enhances the enthusiasm of nodes to participate in consensus,
which considers the distance between fishery vessels, data size, and refrigeration temperature factors
of nodes to increase throughput. Finally, we carried out experiments on marine fishery vessels, and
the effectiveness of the cold chain traceability system and NR-PBFT were verified. Compared with
PBFT, the transaction latency of NR-PBFT shortened by 81.92%, the throughput increased by 84.21%,
and the communication overhead decreased by 89.4%.

Keywords: blockchain; marine fishery vessel; traceability; PBFT

1. Introduction

Traditional marine cold chain traceability systems often store data related to various
stages in centralized databases. The storage method does not guarantee transparency
between enterprises, connectivity of upstream and downstream information, or the security
and reliability of data. Fraud in marine cold chain products is often reported, which could
impact food safety [1]. Developing a trustworthy, transparent, and decentralized marine
cold chain traceability system is a crucial research topic that urgently needs to be solved by
the academic community and food regulatory agencies [2].

The marine cold chain traceability system is specifically designed to trace and monitor
the entire process of cold chain products in the marine environment, from fishing and pro-
cessing to transportation [3]. The system ensures that fishery products are always in optimal
condition during transportation and storage by monitoring and recording parameters [4,5].
However, traditional marine cold chain traceability systems often face problems such as
data opacity, information silos, and traceability difficulty, leading to food safety hazards.
Blockchain technology is fundamentally a distributed ledger that combines multiple core
technologies, including P2P networks, consensus mechanisms, cryptographic algorithms,
and smart contracts [6]. It features decentralization, immutability, and traceability [7].
The concept of blockchain was first proposed by a scholar named Satoshi Nakamoto in
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2008 [8]. With the development of related technologies, blockchain has incorporated smart
contracts and cryptographic algorithms. Due to the high reliability and decentralization
of blockchain, combining it with traditional marine cold chain traceability systems can
solve many problems faced by traditional cold chain traceability systems [9]. It is also
applied to fields such as cybersecurity [10], healthcare [11], cold chain management [12],
and agricultural traceability [13], offering new solutions for traditional fishery product cold
chain traceability problems [14]. Based on different application scenarios and participant
permissions, blockchain is categorized into public, private, and consortium chains [15].
Public chains are fully decentralized, allowing any individual or organization to
participate in or exit the network. Private chains are used within specific entities or
organizations, with participation requiring authorized permission [16]. Consortium chains,
which lie between public and private chains, consist of a group of known and trusted nodes,
and any node or organization must obtain authorization to join. Consortium chains provide
participants with a secure, efficient, and trustworthy environment, ensuring transparency
and information sharing among organizations [17]. Compared to public chains, consortium
chains have advantages such as high throughput, fast transaction speed, and privacy
protection. The comparison of the three types of blockchain is shown in Table 1 below [18].

Table 1. Comparison of the characteristics of the three blockchains.

Blockchain Type Participation Permission Decentralization Level Transaction Speed Consensus Algorithm
Public Chain Open to everyone Fully decentralization Slow PoW /PoS/DpoS
Private Chain Specified individuals or companies Centralization Fast PBFT/RAFT

Consortium chain Consortium members Polycentralization Fast PBFT/RAFT

Each of the three blockchain types has its unique application scenarios and advantages.
In the marine environment, limited communication, computing resources, and unstable
environments on fishery vessels affect data transmission and processing and lead to sys-
tem performance degradation and operational delays, impacting overall efficiency and
reliability [19]. Current research shows that consortium chains reduce the complexity and
bandwidth consumption of data transmission by limiting the number of participating
nodes and selecting trusted nodes [20]. Therefore, consortium chains are promising for
cold chain traceability scenarios. Leveraging the unique characteristics and advantages
of consortium chains, many researchers have begun to apply them to traditional fishery
product cold chain traceability systems, thereby facilitating their widespread application in
the field. Zhang et al. developed a fishery product traceability system based on blockchain
and the Internet of Things (BIOT-TS), which enhanced data management efficiency and
ensured data security and reliability. However, the BIOT-TS system did not optimize
the consensus algorithm based on actual scenarios. As the number of nodes increases,
the system’s response slows down when dealing with a large number of transactions,
affecting traceability efficiency [21]. Facing challenges such as traceability difficulties and
data tampering in the fishery supply chain, PK. and colleagues improved the traceability
efficiency and the quality safety of fishery products by integrating blockchain technology
with traditional fishery product cold chain systems. Although it solves the problems of
traceability difficulty and data tampering, it ignores the optimization of the consensus
algorithm, resulting in high communication overhead [22]. Syam, M.M. and others used
mini containers for the cold chain transportation of vegetables and fruits, reducing energy
consumption and greenhouse gas emissions, and avoiding food and energy waste caused
by cold chain failures. Although the safety issues of cold chain food have been resolved,
further improvement is needed in terms of cold chain traceability efficiency [23]. M and
others applied blockchain technology to the fishery supply chain, constructing a traceability
system that reduced the possibility of data tampering, which enhanced food safety. But the
consensus algorithm is not optimized, resulting in low efficiency [24]. Liu and Yu used the
theory of stochastic Petri nets to construct a blockchain e-commerce cold chain traceability
system model, solving the problem of difficult e-commerce cold chain traceability. However,
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the model not only has high complexity but also fails to consider consensus algorithm opti-
mization, which may result in latency issues when handling transactions [25]. The above
studies highlight the application of blockchain with traditional traceability systems. They
seldom explore the security and efficiency problems of consensus algorithms in traditional
cold chain traceability systems. In the practical environment of the marine fishery, the
distance between fishery vessels, data size, and refrigeration temperature factors of nodes
can affect communication quality and data transmission. Directly applying blockchain to
marine cold chain traceability systems faces problems of low throughput, long transaction
latency, and high communication overhead.

Consensus algorithms are the cornerstone of ensuring the security and reliability
operation of blockchain networks [26]. Their primary function is to ensure that every node
in the blockchain network records and stores data according to unified standards [27].
Current research shows that the PBFT algorithm has good fault tolerance in consortium
chains. Therefore, the PBFT algorithm is one of the most widely applied consensus algo-
rithms in consortium chains [28]. Compared to other consensus algorithms like Raft [29]
and Kafka [30], PBFT demonstrates superior fault tolerance in the presence of Byzantine
nodes. However, in the PBFT algorithm, the selection of the primary node is usually
conducted through a round-robin mechanism, which could potentially allow malicious
nodes to become primary nodes. If a malicious node becomes the primary node, it can
pose a serious threat to the entire network’s consensus algorithm [31]. Moreover, as the
number of participating nodes in the marine cold chain traceability system increases, using
the traditional PBFT algorithm will significantly increase the communication overhead of
the system, making it unsuitable for large-scale environments [32].

To solve the problems of low throughput, long transaction latency, and high communi-
cation overhead in the marine cold chain traceability scenarios, we propose an improved
consensus algorithm—NR-PBFT. Firstly, a node grouping scheme is designed based on a
consistent hash algorithm to reduce the number of consensus nodes. Then, a reputation
evaluation model is proposed, considering the distance between fishery vessels, data size,
and refrigeration temperature factors in marine scenarios, to select highly reliable nodes.
Finally, the node grouping scheme is adopted to optimize the consensus protocol process-
ing of the PBFT algorithm in the preparation stage, submission stage, and response stage.
NR-PBFT improves the throughput and reduces the transaction latency of the original
PBFT algorithm. Some properties of the study which differ from the previous ones are
summarized as follows:

(1) Animproved PBFT consensus algorithm is proposed for a blockchain-based marine
fishery cold chain traceability system.

(2) A node grouping scheme is designed based on a consistent hashing algorithm. It re-
duces the number of consensus nodes, improves the scale supported by the blockchain
network, and optimizes the consensus protocol processing of the PBFT to reduce the
communication overhead.

(3) To select highly reliable nodes, a reputation evaluation model is proposed. It updates
the selection mechanism of consensus and leader nodes to reduce the probability of
malicious nodes becoming leader nodes and the transaction latency.

The remainder of the paper is organized as follows: Section 2 describes the design of a
blockchain-based cold chain traceability system for marine fishery vessels; Section 3 pro-
poses an NR-PBFT algorithm; Section 4 analyzes the results of experiments; and Section 5
provides corresponding experimental conclusions and future work directions.

2. Design of a Blockchain-Based Cold Chain Traceability System for Marine
Fishery Vessels

2.1. Communication Method
2.1.1. IoV-IMS Architecture

The IoV-IMS architecture is designed for marine cold chain monitoring. As illustrated
in Figure 1, the IoV-IMS architecture is primarily composed of three major components: the
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shipboard data acquisition system, the shipboard data processing and transmission system,
and the shore-based data receiving system. These components work together to achieve
communication between the vessels and shore-based facilities. By using the S1-I Iridium
Short Burst Data (SBD) module, communication between vessels and the shore is achieved.
The module transmits data to the Iridium Ground Gateway. Iridium Ground Gateway not
only improves signal stability but also decodes and preliminarily processes data. Finally,
the data are transmitted to the shore-based storage server through the core switch.

Iridium S1-I Satellite

; Iridium Ground Gateway
Core Switch

o — [E

iy

Shore-Based Data Storage
Server

Marine Shore-Based :
S a e e e e e = 1

Figure 1. IoV-IMS architecture.

2.1.2. Data Acquisition System

Figure 2 shows the communication architecture of the data acquisition system, aimed
at collecting and transmitting critical data. The system employs many devices including
RFID reader—writer devices, GPS modules, weight sensors, time-recording modules, as
well as temperature recorders and sensors within three refrigerated warehouses. These
components are directly connected to the shipboard personal computer (SPC) by a 485 bus.
The data include detailed information obtained through RFID devices, geographic locations
by GPS modules, the weight of the catch measured by weight sensors, and temperature
data of the refrigerated warehouses monitored by temperature sensors. Temperature
recorders provide comprehensive records of refrigeration temperatures. All critical cold
chain transportation data are transmitted to the shore-based storage server by the Iridium
S1-I terminal connected to the SPC.

To monitor the temperature in the refrigerated warehouses, PT100 sensors are selected
for the study. Operators can set upper and lower temperature thresholds on the SPC. Once
the temperature inside the refrigerated warehouses exceeds or falls below the set threshold,
the system will automatically trigger an alarm mechanism. The temperature data collected
by the PT100 sensors are recorded by the temperature recorders. Finally, these data are
transmitted to the SPC.
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Figure 2. Architecture of data acquisition system.

2.1.3. Data Processing System

For a marine cold chain traceability system, key data such as refrigeration temperature,
species and grade of catches, and quantity of catch are crucial. These data are transmitted
to the Iridium Ground Gateway through the Iridium S1-I terminal connected to the SPC.
The number of bytes of each data point is shown in Table 2.

Table 2. The number of bytes of key data.

Attribute Bytes

—_

Vessel number
Species and grade of catches
Catching position
Catching time
Quantity of catch
Processing time
Refrigeration temperature
Refrigeration time
Uploading position
Uploading time

—
Q1

N0 AN OYWOo

Vessel number, occupying 1 byte; species and grade of catches, occupying 3.5 bytes;
catching position: the position of a vessel in longitude and latitude, represented as 0.5 bytes
(range), 1.5 bytes (degrees), 1 byte (minute), and 1 byte (second), for a total of 8 bytes;
catching time, including year, month, day, hour, minute, and second, represented by one
byte each, totaling 6 bytes; quantity of catch, expressed in kg, sharing 3 bytes; processing
time, including year, month, day, hour, minute, and second, represented by one byte each,
totaling 6 bytes; refrigeration temperature: the temperature is a signed number, accurate
to one tenth of a degree, occupying 2 bytes; refrigeration time, including year, month,



J. Mar. Sci. Eng. 2024, 12,1371

day, hour, minute, and second, represented by one byte each, totaling 6 bytes; uploading
position: the position of a vessel in longitude and latitude, represented as 0.5 bytes (range),
1.5 bytes (degrees), 1 byte (minute), and 1 byte (second), for a total of 8 bytes; uploading
time, including year, month, day, hour, minute, and second, represented by one byte each,

totaling 6 bytes.

2.2. Design of the Blockchain-Based Cold Chain Traceability System

How to construct a transparent cold chain traceability system is challenging in marine
fisheries. This study designs a blockchain-based cold chain traceability system for marine
fishery vessels, including catching link, shipboard processing, shipboard refrigeration,
marine transportation, and fishing port unloading. The system not only ensures the
transparency of information but also solves the problems of the low throughput, long
transaction latency, and high communication overhead of the cold chain for marine fishery
vessels. The design of the cold chain for marine fishery vessels is shown in Figure 3.

J

Regulatory Authorities ]4—
Forward tracking Forward tracking Forward tracking Forward tracking Forward tracking
Catching link Shlpboz}rd Sh_lpboa{'d Marmc. Fishing port
processing refrigeration transportation unloading

Refrigeration
temperature

Vessel number

Catching position

Processing time

Species and

Vessel number ]

Unloading time

Refrigeration
temperature

Uploading position

|
(

Species and grade of catches Species and grade - -
Ttmetien erade of catches of catches Quantity of catch Quantity of catch Query
synchronous k2 ¥ ] T verification
Trading pool ]

Smart contract

—¢

Smart contract Smart contract Smart contract Smart contract
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Consensus mechanism

Distributed ledger
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[
)

Blockchain backend
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Figure 3. Cold chain traceability system model for marine fishery vessels.

The description of the procedures of the cold chain traceability system for marine
fishery vessels is as follows:

@

@

®)

4)

Catching Link: The locations of catches are recorded using GPS devices, with the data
input into blockchain nodes. Through communication technology, the catch data are
shared and broadcasted to the blockchain network for consensus. Once consensus is
achieved, the messages are packaged into blocks.

Shipboard Processing: During shipboard processing, sensors monitor environmental
data such as temperature. These data are input into the blockchain. The cold chain
information is synchronized to the blockchain network, where nodes authenticate
blocks and update the ledger using consensus algorithms, ensuring that the data for
each step are up-to-date and immutable.

Shipboard Refrigeration: A temperature control system is used to monitor the temper-
ature of the refrigerated warehouses. These data are transmitted to the blockchain,
ensuring the stability and transparency of the cold chain traceability system.

Marine Transportation: During transportation, IoT devices collect relevant data to
ensure the quality of the catch.
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(5) Fishing port unloading: Upon unloading at the fishing port, RFID technology is used
to scan each tag, recording the unloading information into the blockchain.

3. Design of NR-PBFT Consensus Algorithm

Castro M. and Liskov B. proposed the PBFT algorithm in a paper titled “Practical
Byzantine Fault Tolerance” [33]. The algorithm reduces the complexity of the Byzantine
fault-tolerant algorithm from the exponential to polynomial level and is considered one of
the best algorithms to solve Byzantine problems. It consists of a consensus protocol, view
change protocol, and checkpoint protocol [34]. However, in the practical marine fishery
environment, the PBFT algorithm still has some limitations, including low throughput,
lack of an effective reputation evaluation model, and the arbitrariness of the primary
node selection process. These drawbacks not only increase the communication cost of the
algorithm but also reduce the consensus enthusiasm of nodes, as it cannot reward loyal
nodes or punish malicious nodes. At the same time, malicious nodes may become the
primary nodes, further reducing the consensus efficiency of the entire system [35].

Aiming at the above problems, we propose a Node-grouped and Reputation-evaluated
PBFT (NR-PBFT). The NR-PBFT algorithm consists of a node grouping scheme, consensus
process, reputation evaluation model, and Byzantine node detection mechanism.

3.1. Node Grouping Scheme

As shown in Figure 4, initially, the identifiers (vessel number) of the marine fishery
vessel nodes are hashed to generate hash values. Subsequently, multiple virtual nodes
are introduced for each actual node to enhance the uniformity of the hash ring, thereby
avoiding data skew problems caused by the uneven distribution of actual nodes. Following
this, both actual nodes and virtual nodes are arranged on the hash ring according to their
hash values, forming an orderly hash ring [36]. Finally, nodes are grouped based on their
positions on the hash ring. The blockchain network comprises N nodes in total, with
the number of consensus nodes denoted as A and the number of candidate nodes as B,
maintaining a ratio of A:B = 3:2. The nodes are divided into m groups, with m nodes
randomly selected to serve as the initial leader for each group. Nodes within the candidate
node set only update their local states upon reaching consensus and temporarily do not
participate in the consensus process. Assuming that there are a total of 30 nodes in the
blockchain network divided into five groups, the grouping process of nodes is presented in
Figure 5.

)
2N
61 N,

Figure 4. A hash ring with virtual nodes.
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Figure 5. Grouping process.

3.2. NR-PBFT Consensus Process

The overall process of NR-PBFT is illustrated in Figure 6. Initially, all marine fishery
vessel nodes are initialized and grouped into consensus and candidate sets. During the
consensus process, groups validate and achieve consensus on request from clients. If a
group timeout occurs, the process is reinitialized; if not, each group randomly selects a
leader node. The group first reaches consensus within the consensus set, and then the
leader node participates in consensus outside of the consensus set. It checks whether the
consensus processing times out; if the transaction of any node times out, it is added to a
danger list. If no timeout occurs, the consensus processing concludes. After the consensus
concludes, each node’s score and state are updated. Then, the system’s leader node is
optimally selected to reduce the possibility of Byzantine nodes becoming leader nodes.

Whether the
consensus
has timed ou

Initialize all nodes

I

i

I

I

I

I

I

I

I

I

I

I

I

I

} A mechanism for
| putting timed-out nodes
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

Divide consensus sets and

into the danger list
candidate sets

L Consensusis complete

Update the scores,
consensus sets, and
candidate sets for each

Whether the
rouping timed out

Select the leader node Select the leader node

l

Consensus within a
consensus set

Detect malicious nodes

Y

Consensus out of consensus
set

Carry out the next round of
consensus

Figure 6. Flowchart of NR-PBFT.
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3.3. Reputation Eevaluation Model

In marine fishery satellite communication, the distance between fishery vessels, data
size, and refrigeration temperature factors of nodes can affect the communication quality.
Therefore, to analyze the impact of factors on communication quality, we consider factors
for the reputation score calculation formula.

As for NR-PBFT, each node starts with an initial reputation score of 60. The higher the
reputation score, the more trustworthy the node is considered. Nodes are categorized into
five status levels based on their reputation scores: Excellent, Good, Normal, Abnormal, and
Malicious. According to the different status of each node, corresponding weight coefficients
are different, as shown in Table 3.

Table 3. Five types of node hierarchy criteria and corresponding weights.

Reputation Score Node Status Weight Coefficient
Gp >90 Excellent 15
80<Gp <90 Good 1.2
70 < Gp < 80 Normal 1.0
60 < Gp <70 Abnormal 0.7
Gp <60 Malicious 0

Normal nodes have a reputation score between 70 and 80, which is the minimum
standard to ensure participation in consensus. Nodes with scores below the range will be
expelled from the blockchain system. Rewards and penalties for nodes are allocated based
on their performance during the consensus process and their respective reputation levels.
The specific formula for calculating the reputation score of a node is as follows:

(1) Punishment Rules
If the leader node or any node within the group fails to participate in the consensus

outside the group, or if the nodes within the group do not successfully synchronize data,
the reputation score calculation formula is expressed by (1):

Gp(k+1) = aGpy(k), (0 <a<1) (1)

When a node sends different messages to different nodes or incorrect messages, the
reputation score calculation formula is expressed by (2):

Gp(k+1) =0 )

(2) Reward Rules

The parameters that affect satellite communication as standardized, such as the dis-
tance between fishery vessels, data size, and refrigeration temperature, to be between 0
and 1:

The standardized formula for the distance D between fishery vessels is expressed
by (3):

D
Dnorm = T (3)
max

where Dy, = 50, unit: nmi.
The standardized formula for the size S of data is expressed by (4):

S
Snorm = (4)

Smax

Here, S;0x = 300, unit: Byte.
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The standardized formula for refrigeration temperature T, is expressed by (5):

Tr - Tr,min

Tr,max - Tr,min

Tr,narm = (5)
Here, T, iy = —30 °C and T} j0x = 10 °C.
When a new block is generated, the reputation score of the node based on various
factors is expressed by (6), and each factor is expressed by (7) and (8), respectively:

GP (k+1) = Gp(k)(l + f(Dnorm, Snorm)&(Tr,norm)) (©)
f (Drorms Snorm) = 1 ?
norms, Onorm) = 1+ e(DnO,,,ﬁSnovm)
1
(T norm) = 1 + eTrnom ©

In this context, G, denotes the reputation score of node p, k + 1 refers to the k + 1
round of consensus, and « is the penalty index, which is set to 0.8 in this study.

To ensure that the reputation score G, (k + 1) is between 0 and 100, the reputation
score calculation formula is expressed by (9):

Gp(k+1) = min(100, max(0, Gp(k+1))) )

Although the individual performance of nodes is crucial when selecting a leader
node, the level and weights of the nodes within the group help to balance the competitive
relationships between nodes, ensuring that the chosen leader node has higher overall
credibility and reliability. The final reputation score calculation formula for the leader node
is as follows:

==

Ry =BG, (k) +(1—B) + % W,Gi(k) (10)

l
=

Within the framework,  serves as a proportionality constant, B = 0.6. A greater R,
score represents the possibility of a node being elected as the leader, which is instrumental
in avoiding the participation of Byzantine nodes in the consensus process, improving
reliability and robustness.

3.4. Optimized Consensus Protocol

The NR-PBFT consensus algorithm includes the original PBFT’s prepare, commit, and
reply phases and further divides the three stages into intra-group and out-group processes,
as illustrated in Figure 7. The optimized consensus protocol of NR-PBFT comprises seven
steps, described as follows:

The client C sends a transaction message < REQUEST, ty, t,c, CS,'g > to each leader
node of the consensus set, where t, represents the transaction content, ¢ is the timestamp, ¢
is the client identifier, and Cj;, is the client’s signature.

Upon receiving the transaction message, the leader node verifies and orders the
client message. Subsequently, it encapsulates this into a prepare message designated for
the consensus set < IN — PREPARE, n,v,t,D(m) > L;, and broadcasts it to intra-group
members. Here, 1 is the message sequence number, v is the view number, D(m) is the
message digest, and L; is the signature of the leader node i.

After receiving the message, intra-group members verify its correctness and reasonable-
ness. If it passes verification, they will send a commit message, < IN — COMMIT, n,v,t,
D(m) > R;, back to the leader node, where R; is the signature of the intra-group node i.
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Figure 7. Seven-stage process of NR-PBFT algorithm.

Once the leader node receives a sufficient number of confirmations from the consensus
set members and verification is successful, it signifies that the intra-group consensus is com-
plete. The leader node then participates in the global consensus on behalf of each consensus
set and broadcasts the prepared out-group message < OUT — PREPARE, n,v,t,D(m) > L;
to all leader nodes.

Each leader node receives and verifies the incoming messages. If a message fails
verification, it is cleared. If more than 2f validated messages are received, then an
<OouT — COMMIT,n,v,t,D(m) > L; message is broadcast to other leader nodes.

Each leader node validates the received messages, and upon receiving more than 2f
validated messages, it broadcasts the packaged < IN — RESPONSE, n,v,t,D(m) > L; to
the intra-group nodes.

The leader node finally responds to the client with < OUT — RESPONSE, n,v,t,D(m) >
L;, marking the end of the consensus process.

3.5. Byzantine Node Detection Mechanism

In the blockchain network of the marine fishery, nodes are categorized into leader
nodes, replica nodes, candidate nodes, monitor nodes, and Byzantine nodes. Leader nodes
represent the consensus group in external consensus participation. Replica nodes first
achieve consensus within the group before broadcasting the consensus results to the leader
nodes. Candidate nodes are potential consensus participants. Monitor nodes primarily
coordinate view changes within the network and collect reputation information sent by
the leader nodes. Byzantine nodes represent those that are malfunctioning or exhibiting
malicious performance due to system failures.

The mechanism’s overall flow is shown in Figure 8 below. The Byzantine node detec-
tion mechanism is initiated before the start of the next consensus round. The leader node
sends a probe message < TEN — REQUEST, t,¢,], Lsjg > to all nodes; ¢ is the timestamp,
c is the content of message, | represents the identifier of the leader node, and Lsjq is the
leader’s signature.
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Figure 8. Flow chart of the Byzantine node detection mechanism.

If the leader node receives a response from any node, it is necessary to verify the
authenticity and consistency of the response. The process starts with the validation of the
node’s signature to ensure that the message is indeed from that node and has not been
altered. Subsequently, the content of the messages from different nodes is compared to
check for consistency. Nodes that provide consistent responses are rewarded accordingly;
if the leader node does not receive a response or receives a malicious message, appropriate
penalties are applied. Following this, the scores and statuses of the nodes are updated.

4. Experimental Results and Discussion
4.1. Experimental Setup and Parameters
4.1.1. Experimental Scenario

To verify the performance of the improved PBFT algorithm in the constructed marine
cold chain traceability system, we carried out experiments on marine fishery vessels from
Zhoushan Ningtai Marine Fisheries Co., Ltd. in Zhoushan, Zhejiang Province, China.
Marine fishery vessel nodes communicate with the shore-based server by Iridium satellites
to upload the related data. Marine fishery vessels operate in the North Pacific, Southeast
Pacific, Southwest Atlantic, and Indian Ocean regions. These vessels are equipped with
advanced temperature control systems to ensure the freshness and high quality of the
catch, as illustrated in Figure 9. Figure 9a displays the temperature data, number of
packages, and capacity of the warehouse. The red number indicates an alarm when the
temperature exceeds the upper and lower limits, while the white number indicates a
normal temperature.
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Figure 9. Temperature monitoring system: (a) onboard monitoring software and (b) temperature
monitoring host.

4.1.2. Experimental Parameters

PBFT, KBFT, GPBFT, and the proposed NR-PBFT are applied to the marine cold
chain traceability system for comparative analysis. The comparison focuses on four key
metrics: transaction latency, throughput, communication overhead, and security. The initial
reputation score for all nodes is set to 60. During the experiments, clients concurrently
sent 500 transactions, with every 50 transactions being packed into a single block. The
configuration details for the experiments are shown in Table 4.

Table 4. Experiment setting.

Experiment Setting Configuration
CPU Intel Core i5-12450H 2.0 GHz
Memory 16GB DDR4
Operating System Windows 11
Total number of nodes 20-60
Number of groups 4-12
Initialize reputation score 60

4.2. Transaction Latency

In a blockchain system, transaction latency refers to the time it takes for a transaction
request from a client node to reach consensus among all nodes in the blockchain network.
In the experiments, the number of nodes increases from 20 to 60, with a step size of
5. To ensure generality, 20 transactions are repeated under different numbers of nodes,
and the final transaction latency value for different numbers of nodes is the average of
20 transactions. A lower transaction latency implies a faster consensus process. The latency
formula is expressed as follows:

Deluyt = lopd — Tsturt (11)

In Equation (11), Delay, represents the transaction latency of transaction t, T,,,; denotes
the time taken for the block containing the transaction to be confirmed, and Ts,,+ indicates
the time at which the client sends the transaction.

Figure 10 illustrates the variation in transaction latency for PBFT, KBFT, GPBFT, and
the proposed NR-PBFT as the number of nodes in the network increases. The abscissa
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Figure 10. Comparison of transaction latency of NR-PBFT, GPBFT, KBFT, and PBFT.

It is observed that at the same node count, PBFT, KBFT, and GPBFT exhibit a higher
transaction latency compared to NR-PBFT. As the number of nodes varies while processing
the same volume of transactions, the transaction latency for all algorithms increases with
the number of nodes. The transaction latency for the improved PBFT consistently remains
lower than that of PBFT, KBFT and GPBFT. When the number of nodes is below 35, the
transaction latency for the four consensus algorithms ranges between 100 ms and 500 ms.
As the number of nodes in the network continues to grow, the transaction latency of PBFT,
KBFT, and GPBFT rapidly increases. When the number of nodes reaches 60, the transaction
latency of PBFT increases to 3226 ms, the transaction latency of KBFT increases to 934 ms,
and the transaction latency of GPBFT increases to 754 ms. In contrast, NR-PBFT maintains
a transaction latency of 583 ms, which is 81.92%, 37.58%, and 22.67% lower than PBFT,
KBFT and GPBFT, respectively.

Due to the lack of an effective node grouping scheme and the optimization of consen-
sus protocol, the transaction latency of PBFT, KBFT, and GPBFT increases rapidly with the
increase in the number of nodes. In contrast, the NR-PBFT algorithm, with its improved
node grouping scheme and optimized consensus protocol, limits the selection of leader
nodes to those with high credibility. It not only reduces the possibility of Byzantine nodes
becoming leader nodes but also decreases the frequency of view changes, thus maintaining
a lower transaction latency. Therefore, under the same network conditions, the transaction
latency of PBFT, KBFT, and GPBFT is higher than that of NR-PBFT.

4.3. Throughput

Throughput refers to the number of transactions that a system completes within a
unit of time. It is a key indicator for evaluating the transaction processing speed of a
blockchain and is typically denoted by Transactions Per Second (TPS). In the experiment,
the number of nodes is set to increase from 20 to 60, with a step size of five, and for
generality, 20 transactions are repeatedly conducted under different numbers of nodes.
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The final transaction latency value for different numbers of nodes is the average of these
20 transactions. The calculation formula is as follows:

TXtotal

TPS =
Ttotul

(12)

In Equation (12), T X,y represents the total number of transactions and T}, denotes
the total time spent on the exchange. The unit of throughput is Ty /s.

To evaluate the performance of NR-PBFT in terms of throughput, the study com-
pares PBFT, KBFT, GPBFT, and NR-PBFT across different numbers of nodes. The higher
throughput indicates that the network can process more transactions, demonstrating greater
processing efficiency. Figure 11 shows the trends in throughput changes for PBFT, KBFT,
GPBFT, and NR-PBFT as the number of nodes increases. The abscissa represents the total
number of nodes in the network, while the ordinate represents the throughput.
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Figure 11. Comparison of throughput of NR-PBFT, GPBFT, KBFT, and PBFT.

It can be seen that, under the same experimental conditions, NR-PBFT consistently
exhibits higher throughput than the other three algorithms. When the number of nodes
is 20, the difference in throughput among the four algorithms is the most significant.
The throughput of NR-PBFT is 106TPS higher than GPBFT, 191TPS higher than KBFT,
and 399TPS higher than PBFT, respectively. As the number of network nodes increases,
the throughput for all algorithms shows a declining trend. When the number of nodes
reaches 60, PBFT’s throughput is 27TPS, KBFT’s is 101TPS, GPBFT’s is 126TPS, and NR-
PBFT’s is 171TPS, which is 84.21%, 40.93%, and 26.31% higher than PBFT, KBFT, and
GPBFT respectively.

Due to the lack of a specific reputation evaluation model, PBFT, KBFT, and GPBFT
are unable to effectively reward or penalize nodes. This deficiency prevents the system
from prioritizing consensus nodes and leader nodes with good reputations, thereby failing
to achieve improvements in transaction processing speed and efficiency. The reputation
evaluation model of NR-PBFT is designed specifically for traceability scenarios in marine
cold chains. Considering the distance between fishery vessels, refrigeration temperature,
and data size in the traceability scenario of the marine cold chain, the reliability and
robustness of the system are improved.



J. Mar. Sci. Eng. 2024, 12,1371

16 of 20

4.4. Communication Overhead

Communication overhead refers to the amount of communication generated by nodes
during the consensus process. The NR-PBFT consensus algorithm reduces communication
overhead by decreasing the number of consensus nodes and optimizing the consensus
protocol within the PBFT consensus algorithm.

4.4.1. Analysis of PBFT Communication Overhead

The communication overhead of PBFT mainly occurs during the pre-prepare, pre-
pare, commit, and reply phases. Assuming there are N nodes in the system, during the
pre-prepare phase, the primary node communicates (N — 1) times; during the prepare
phase, each node sends a message to all other nodes except itself, resulting in (N — 1)2
communications; during the commit phase, each node broadcasts a message to all other
nodes, amounting to N (N — 1) communications.

Let the total number of communications in PBFT be denoted as C;; the calculation is
as follows in Equation (13):

Ci=N-1+(N—-1)*+(N)(N—-1) =2N2-2N (13)

4.4.2. Analysis of NR-PBFT Communication Overhead

The improved PBFT adds a grouping phase, and the node consensus process includes
stages such as intra-group prepare, intra-group commit, out-group prepare, out-group
commit, intra-group response, and out-group response. Assuming there are m consensus
sets in the system, during the intra-group prepare phase, the number of communications is
[(% - ) /m— 1} * m; in the intra-group commit phase, each member of the consensus
set sends a message to the lead node for commit, and the number of communications
is [(% - ) /m — 1} * m; in the out-group prepare phase, each lead node broadcasts a
prepare message to other lead nodes, and the number of communications is m (m —1);
and in the intra-group commit phase, each lead node verifies the received messages and
broadcasts them to other lead nodes, and the number of communications is m (m — 1).

Let the total number of communications in NR-PBFT be denoted as Cy; the number of
communications in NR-PBFT is as follows:

3N -5

C2=m+2*[ —1}*m+2m(m—l) (14)

Assuming m = % where m is any positive integer greater than 3, and g denotes the

number of members in the consensus set (7 = 5) when N > 20, C; < Cj.

Figure 12 shows the change in consensus communication overhead of four consensus
algorithms when there are more and more system nodes.

The abscissa represents the total number of nodes in the network, while the ordinate
represents the communication overhead. When the number of nodes is 20, the difference in
communication overhead among the four algorithms is the smallest. The communication
overhead of NR-PBFT is 116 times lower than GPBFT, 257 times lower than KBFT, and
536 times lower than PBFT. As the number of nodes increases, the communication overhead
of the four algorithms tends to increase. The communication overhead of PBFT increases
the fastest, while the growth rate of NR-PBFT is the slowest. When the number of nodes
reaches 60, PBFT’s communication overhead is 7080, KBFT’s is 1350, GPBFT’s is 1047,
and NR-PBFT’s is 748, which is 89.4%, 44.5%, and 28.5% lower than PBFT, KBFT, and
GPBFT, respectively. The reduction in communication overhead in the marine cold chain
traceability system not only improves the traceability efficiency of the system but also
reduces the operating costs of the system.
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Figure 12. The communication overload of four consensus algorithms.

4.5. Security

Due to the lack of a reputation evaluation model, the PBFT consensus algorithm fails
to effectively penalize Byzantine nodes, allowing them to persist in the blockchain network
and thus weakening the overall system security. To solve the problem, the NR-PBFT
algorithm introduces a Byzantine node detection mechanism. Through this mechanism,
once the system detects a malicious node, it immediately reduces the node’s reputation
value to zero and removes it from the blockchain network. It reduces the possibility of
Byzantine nodes becoming primary nodes, thereby enhancing the security of the blockchain
network. The comparison of the number of Byzantine nodes in the PBFT and NR-PBFT
consensus algorithms is shown in the following Figure 13.

To evaluate the performance of NR-PBFT in terms of security, Byzantine nodes are
deliberately introduced into the system, and the trend of the number of Byzantine nodes
changes with the increase in consensus rounds observed. The total number of nodes is set
to 45, and the NR-PBFT consensus algorithm randomly divides the nodes into groups using
the consistent hashing algorithm, with the ratio of consensus node set to candidate node
set being 3:2, resulting in 27 consensus nodes. Since the PBFT and NR-PBFT consensus
algorithms all have a certain fault tolerance to Byzantine nodes, the number of Byzantine
nodes is set to six. It is assumed that the six Byzantine nodes are initially consensus nodes;
the number of consensus rounds increases from 0 to 30, with a step size of five.

The experimental results show that as the number of consensus rounds increases, PBFT,
due to the lack of a reputation evaluation model and Byzantine node detection mechanism,
maintains a constant number of Byzantine nodes. NR-PBFT not only limits the selection
of nodes to those with high reliability but also takes advantage of a Byzantine detection
mechanism to detect malicious nodes, thereby reducing the possibility of malicious nodes
becoming leading nodes. The improvement not only reduces the risk of Byzantine attack
systems but also enhances the overall stability and reliability of the system.
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5. Conclusions

This study focuses on the problems of low throughput, long transaction latency, and
high communication overhead in the blockchain-based cold chain traceability system for
marine fishery vessels. To solve the above problems, a NR-PBFT consensus algorithm is
proposed. NR-PBFT includes a node grouping scheme, which is designed based on the
consistent hashing algorithm to reduce the number of consensus nodes participating in the
consensus process. Then, it presents a specific reputation evaluation model that considers
the distance between fishery vessels, data size, and refrigeration temperature factors of
nodes in marine scenarios, enhancing the reliability and robustness of the blockchain-based
cold chain traceability system. Clear experimental results were found demonstrating that,
compared with PBFT, NR-PBFT presents an 81.92% reduction in the transaction latency,
an 84.21% increase in the throughput, and an 89.4% reduction in the communication
overhead. Thus, the study makes improvements in terms of the blockchain system for
marine cold chain traceability. In future work, we will further optimize the proposed
algorithms for large-scale marine cold chain traceability scenarios. Moreover, the security
of smart contracts will be enhanced.
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Abbreviations

Character  Description
TIoV-IMS The Internet of Vessels system based on the Iridium Satellites

PBFT Practical Byzantine Fault Tolerance
NR-PBFT  The Node-grouped and Reputation-evaluated PBFT
SBD Short Burst Data
SPC Shipboard personal computer
Gyp The reputation score of node p
k The round of consensus
o The penalty index
D The distance between fishery vessels
Diorm The standardized value of distance between fishery vessels
Dinax The maximum distance between fishery vessels
S The size of data
Snorm The standardized value of data size
Simax The maximum value of data size
T, The refrigeration temperature
Ty norm The standardized value of refrigeration temperature
T, min The minimum value of refrigeration temperature
Ty max The maximum value of refrigeration temperature
Ry The possibility of a node being elected as the leader
B The proportionality constant
m Number of node groups
N Total number of nodes
W; The weight of the node i
Delay, The transaction latency of transaction t
Tond The time taken for the block containing the transaction to be confirmed
Tstart The time at which the client sends the transaction
TPS Transactions Per Second
T X otal The total number of transactions
Tiotal The total time spent on the exchange
G The total number of communications in PBFT
Cy The total number of communications in NR-PBFT
q The number of members in the consensus set
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