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Abstract: In the maritime domain, hydrogen fuel cell propulsion and autonomous vessels are
two important issues that are yet to be implemented together because of a few challenges. It is
obvious that there are several individual safety studies on Maritime Autonomous Surface Ships
and hydrogen storage as well as fuel cells based on various risk assessment tools but the combined
safety studies that include hydrogen fuel cells on autonomous vessels with recent risk analysis
methods are extremely limited. This research chooses the “System-Theoretic Process Analysis” (STPA)
method which is a recent method for potential risk identification and mitigation. Both hydrogen
and autonomous vessels are analyzed and assessed together with the STPA method. Results are
not speculative but rather flexible compared to conventional systems. The study finds a total of
44 unsafe control actions (UCAs) evolved from human and central control unit controllers through
STPA. Further, the loss scenarios (LS) are identified that lead to those UCAs so that loss scenarios can
be assessed and UCAs can be mitigated for safe operation. The objective of this study is to ensure
adequate safety for hydrogen fuel cell propulsion on autonomous vessels.

Keywords: safety; System-Theoretic Process Analysis (STPA); autonomous ship; hydrogen; fuel cell;
concept of operations (CONOPS)

1. Introduction

Maritime Autonomous Surface Ships (MASS) are one of the emerging research areas
in the maritime industry. With the advancement in information and communication
technology, updated computing systems, and technical improvement, core technologies for
MASS have already been developed and demonstrated for both short and long routes, and
the commercial operation of MASS is also expected soon.

IMO (2018) [1] defines MASS as “a ship which to varying degrees, can operate indepen-
dently of human interaction”. Though various degrees of autonomy have been explained
by [2,3], IMO (2021) [4] describes four degrees of autonomy level as follows:

e  Degree 1: ship with automated processes and decision support with seafarers on board
to operate and control.
Degree 2: ships are remotely controlled with seafarers on board.
Degree 3: the ship is controlled with remote operation from another location and no
seafarers are on board.

e Degree 4: fully autonomous ship. The operating system of the ship can make decisions
and determine actions.
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As human involvement in MASS is highly limited or eliminated, MASS is expected to
improve the safety of ship operations because (80-90) % of marine accidents occur directly
or indirectly due to human factors [5]. Autonomous ships have a significant impact on
trade and commerce due to cost-effectiveness and efficiency. Statistically, 20-30% of a ship’s
budget accounts for crew costs which can be cut by autonomous ships [6]. In addition, it
increases the efficiency of maritime transportation as there is no accommodation, galley, or
mess room for the crew, so the vessel will be able to carry more cargo [7,8]. Autonomous
ships also contribute to reducing air pollution [9], as they are planned to operate with
zero-emission alternative fuel. Reducing or eliminating human involvement on board will
also reduce air pollution that can occur due to human activities.

The vision of autonomous ships into reality reached the limelight with the project
“Maritime Unmanned Navigation through Intelligence in Networks (MUNIN)” [7] and
“Advanced Autonomous Waterborne Applications Initiative (AAWA)” by Rolls-Royce [10].
International Maritime Organization (IMO) addressed autonomous ships for the first time
in March 2018 and initiated the work on autonomous ships for safe, secure, and environ-
mentally friendly operations [1]. Many international organizations have come forward to
cooperate with the users, researchers, and authorities who have an interest in developing
and promoting autonomous ships. From the very beginning, MASS has received significant
attention from academic researchers [11], and recently from the industry. An overview of
autonomous ships is presented by Vakil [12], and Yang et al. 2023 [13] delineate the dynamic
maintenance and safe operation. Wrébel et al. [14] evaluated the safety of autonomous
maritime navigation. On 30 May 2023, a symposium was held to establish and strengthen
the contemporary IMO MASS code, and the event was co-hosted by IMO and the Republic
of Korea [15]. The goal of the symposium was to adopt a mandatory MAAS code under
“Safety of Life at Sea (SOLAS)” in the future. MASS code will establish a robust safety
regime for MASS that ensures the safety of life at sea, as well as the safety of cargo on board
and the MASS itself. Moreover, recently Japan’s maritime industry has taken significant
strides in the commercialization of full-scale autonomous ships with the MEGURI2040
Autonomous Ships project [16].

Though there are several studies on MASS [14-22], they are still in the initial stage.
Some autonomous inland vessels and ferries are already in operation although these are
under strict observation. Due to a large ship’s potential to cause damage as well as the
value of the ship and its cargo itself, autonomous ships need to consider safety with high
importance [23]. Recently, IMO regulation for autonomous ships [24] has been imple-
mented. Regulations are associated with the operation, maintenance, technological issues,
and so on where all these aspects are implemented to ensure enough safety. Fan et al. [25]
proposed a framework that enlisted navigational risk factors of remotely controlled MASS
for four operational phases including voyage planning, berthing and unberthing, port
approaching and departing, and open sea navigation. Chae et al.’s [26] study on techno-
logical developments of MASS suggests improvements in six research fields that cover
all technological shortcomings. Risk analysis by system theoretic analysis (STPA) and the
functional resonance analysis method (FRAM) is one of the significant research fields of the
study that ensures adequate safety. Ventikos along with his team illustrate how a single
control action failure affects the level of safety with the increase in autonomy level by
the STPA method [27]. In addition, Veitch and Andreas highlight that human interaction
has an active role in ensuring autonomous ship safety by including 42 studies [28]. Their
study also suggests that STPA and Bayesian Networks are the most common and effective
risk assessment tools for autonomous vessel safety. Unknown risks for autonomous ships
emerge from the transfer of decision-making and action from the crew to either intelligent
software and/or remote operators based on the shore [29]. Krzysztof Wrébel and his team
analyzed a total of 46 control functions, affecting 24 high-level components of the MASS
system based on STPA [30]. According to the study, the majority of the safety constraints
can be articulated as technical issues, because new technology in the system can create
new complexity and unknown hazards. Chang et al. quantify both technical and human
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failure risk levels by combining Failure Mode Effects and Analysis (FMEA), Evidential
Reasoning (ER), and Rule-based Bayesian Network (RBN) during MASS operation [31].
Hence, the Norwegian Maritime Authority has introduced guidance in connection with
the construction or installation of automated functionality [32]. The guidance mentions
all the required documents and principles related to autonomous and fully or partially
remotely operated vessels. The aim is to ensure the same or more safety for MASS than
that of conventional vessels. Compliance with the ISM Code is mandated in chapter 9 of
the regulation, and as such, a Safety Management System (SMS) must be in place for any
MASS that satisfies all the requirements of SOLAS, 1974. Due to the lack of specific rules
and standards for the new technology of MASS, the European Maritime Safety Agency
(EMSA) focuses on an alternative design approach where individual flags may have clear
interpretations to create different safety levels [33]. To perform a functional study, EMSA
has contracted DNV. The purpose of that study is to develop a risk-based assessment tool
(RBAT) and software for MASS specifically.

Reducing the emission of gases from vessels is another emerging research area in the
maritime industry. One of the major sources of the world’s carbon footprint is due to the
transportation sector. Among the total carbon emissions of transportation, about 71% of the
impact is from maritime transportation as it is a major source of global trade [34]. For marine
propulsion, long-term used conventional fuels have a high amount of sulphur content
and release toxic gases when burnt [35]. To reduce greenhouse gas emissions, sulphur,
and nitrogen contents, IMO [36] has envisaged reducing the carbon emission to zero level
by 2050 in the world maritime industry. Very recently IMO has adopted a revised GHG
reduction strategy that opens a new chapter towards maritime decarbonization [37]. It has
been reported that the aim is to reduce the total annual GHG emissions from international
shipping by at least 20%, striving for 30% by 2030 and at least 70%, striving for 80% by
2040 compared to 2008. There are many measures to reduce GHG in the maritime industry
such as route planning optimization, efficient port operations, slow steaming, energy on
board saving, etc. [38] but the best way is to transition to renewables and cleaner sources
of fuel. As a result, alternative fuels that emit zero carbon, and low or no toxic contents
are under trial, and some have been implemented already to execute the greener ship
plan of IMO. Some common alternative fuels are hydrogen, battery, liquefied natural gas
(LNG), liquefied petroleum gas (LPG), biofuels, methanol, solar energy, nuclear energy, etc.
Most of the fuels are very recent in the maritime industry. The purpose of alternative fuels
was also clearly discussed by DNV [38]. In addition to accelerating the greener ship plan,
several opportunities and challenges of maritime alternative fuels have been described by
Foretich et al. [39]. Among these alternative fuels, hydrogen is one of the most promising
alternative fuels for zero-emission shipping. Being a renewable energy, cleaner as well as
greener, and abundant in nature, hydrogen has the potential to play a central role in the
energy transition [40]. Hydrogen fuel can be used with “Internal Combustion Engines (ICE)
and fuel cells” for marine propulsion. Among these, the use of hydrogen fuel cells is more
competitive and safer [41,42]. Hydrogen fuel cells are used to produce electricity from
hydrogen fuel for propulsion. American Bureau of Shipping defines a fuel cell as a device
that continuously converts an oxidizing fuel (hydrogen, methane, etc.) into electricity and
water through an electrochemical reaction [43]. The proton Exchange Membrane Fuel Cell
(PEMFC) seems to be the best candidate for use in naval applications when operated with
hydrogen [44] because PEMFC can operate with low-temperature fuel cells and hydrogen
fuel is preserved and operated at very low temperatures. The performance of PEMFCs
depends on the catalyst, bipolar plate, membrane electrode, and sealing materials [45]. The
first hydrogen-powered ferry “MF Hydra” for a short route was introduced in 2023 [46].
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It has been accepted globally that hydrogen (H2) is a clean energy carrier. Hence, more
than 1500 hydrogen-related projects were initiated globally by mid-2022, while more than
60 countries have already developed or are developing hydrogen strategies [47]. Hydrogen
is considered highly versatile and efficient in production and utilization [48]. According
to the International Renewable Energy Agency (IRENA), hydrogen is capable of meeting
up to 12% of global energy demands by 2050 [49]. In the past decade, green hydrogen
has been a popular alternative fuel. However, risk analysis on the key technologies of
hydrogen-driven vessels related to the power source, hydrogen production, hydrogen
storage, and hydrogen safety is in progress [50]. Consequently, a noticeable rise in the
number of operations in short as well as large vessels is now a matter of time. The use of
hydrogen as fuel may require a completely new and specific ship design to meet the safety
challenges [50]. Safety rules for using hydrogen are very limited. Especially for the use
of hydrogen and fuel cells on board ships, there are no established regulations [51] and
risk analysis is also very limited. Hence, the International Code of Safety for ships using
gases or other low flashpoint fuels (IGF) is followed [51]. In the aforementioned study,
the probable risks associated with hydrogen and fuel cell-driven vessels are presented.
In addition, hazard identification on hydrogen storage and hydrogen fuel cell vehicles to
determine the accident scenarios is performed [52,53]. Cui et al. [52] used failure mode and
effect analysis (FMEA) to identify hazards while Shen et al. [53] carried out both hazard
and operability (HAZOP) and FMEA. Leakage control is the major challenge in the use and
transportation of hydrogen. Data on the hydrogen system leakage frequencies are available
from the Sandia National Laboratories HyRAM [54]. The leakage or diffusion laws and
distribution of hydrogen in the compartments of fuel cell ships are different in different
situations, which was determined by the software FLUENT [55]. It identified that risks
are also different in different locations and instruments, and the hydrogen concentration
near the leakage point is near about 100% after around 60s. A significant discussion is
presented by Balestra et al. [56] where it is shown that the most leak-prone area is the tank
connection space (TCS) of a hydrogen-powered vessel. Hydrogen leakage creates potential
risks because of its high flammability in the air. However, there are also several hazards
involved with operating liquid hydrogen, e.g., fire, explosion, asphyxiation in indoor
accidents, and frostbites due to exposure to extremely low temperatures [57]. Liquefying
hydrogen consumes about 30% of the energy content of hydrogen. A very low temperature
(=253 °C under 1 bar) is needed to preserve and transport liquid hydrogen [58]. During
huge energy consumption, liquid H; faces challenges that occur at the time of liquefaction
and in the loss of Hj through boil-off during storage [48]. Moreover, good insulation and
evaporation are required. Hence, the cryogenic state is formulated for liquid hydrogen.
Cryogenic hydrogen is a condition where the density of the liquid hydrogen is twice that of
the compressed hydrogen at 70 MPa. Millet presents a detailed overview of the cryogenic
storage tank [59].

Based on the two emerging research areas, the focus of this study is the combina-
tion of autonomous operation and hydrogen fuel cell propulsion. The purpose of this
combined operation is to make a safe, efficient, and cost-effective voyage with the help
of an autonomous vessel and to make the autonomous vessel greener with the help of
hydrogen fuel cell propulsion. The application of alternative fuel in autonomous vessels is
a huge revolution [60]. Of particular importance is the use of a liquid form of hydrogen
as an alternative fuel because the regular form of hydrogen takes up a huge amount of
space to store due to its extremely low density (0.0883 kg/m? at atmospheric temperature
and pressure), whereas liquid hydrogen (LH;) has a density three orders of magnitude
higher (70.9 kg/m3) compared to atmospheric conditions [61]. The use of hydrogen fuel
cell propulsion on autonomous ships will be unique in the maritime industry. DNV records
that “new vessel operational concepts based on the autonomous and remote control of
vessel functions shall have a level of safety equivalent or better, compared to conventional
operations of vessels concerning safeguarding life, property, and the environment” [62].
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As there are an extremely limited number of safety studies on this combined system, an
adequate safety analysis is required.

There are several individual safety studies on MASS and hydrogen storage as well as
fuel cells based on various risk assessment tools, but combined safety studies on hydrogen
fuel cells for autonomous vessels based on the STPA method are extremely limited. There-
fore, the objective of this ongoing study is to ensure adequate safety for the hydrogen fuel
cell propulsion on autonomous vessels for long-route vessels with the help of the STPA
hazard analysis method. The analysis presents insights into two major controllers which
are “emergency shutdown and speed control of the vessel”. The unsafe control actions
(UCAsS) of these controllers can have a detrimental effect on MASS safety because these are
involved not only in preventing collision but also in maintaining autonomous navigation
as well as hydrogen propulsion. This study also delineates the potential reasons that lead
to the UCAs so that risk mitigation steps can be followed easily.

Section 2 of this article explains the methodology of the study where the STPA method
is implemented along with the operational scenario of the whole system based on the con-
cept of operations (CONOPS). Section 3 illustrates the results where UCAs are determined
from the two significant control actions’ failures. Section 4 provides a concise as well as
precise discussion based on the result and a comparison of the STPA method based on the
ongoing study and the existing literature. Section 5 delineates the conclusion of the study,
including opportunities for future research.

2. Methodology

This section presents data collection and analysis procedures and a brief discussion of
STPA methodology as well as specific safety studies on different terrains based on STPA.
The operational procedure of the whole system of this study is also described with the
concept of operations (CONOPS).

2.1. Data Collection and Analysis

Primary data collection commenced using the existing literature and the author’s
expertise as well as brainstorming. Later, there were meetings with academic researchers
and industrial practitioners to develop significant results. This study includes a company
that is going to commercialize hydrogen fuel cells onboard ships in the near future. In
addition, the author visited the company to observe safety tests and had a discussion with
the project members of the company. This company also commissioned an internal risk
analysis by a third party and the analysis report was shared with the authors and used as a
secondary data source for this ongoing study.

All the data, workshops, and discussions were theorized and used to conduct this
study with the STPA method to analyze data.

2.2. STPA

STPA (System Theoretic Process Analysis) is a modern hazard analysis approach to
prevent accidents and is more effective in modern and complex systems. It is a hazard
analysis technique based on the System-Theoretic Accident Model and Processes (STAMP)
theory which is described in detail in [63]. Earlier accidents were mostly attributed to
component failures or human errors. At that time, most of the conventional systems were
electro-mechanical and relatively simple compared to contemporary software-intensive
socio-technical systems [64]. Most modern software-based systems are complex, and
they often create unexpected situations or hazards from control-related issues. The main
principle of the STPA technique is that “accidents are not failure problems” but “control
problems”. That is why the main aim of this method is to analyze unsafe control actions
and loss scenarios [63]. According to many authors, STAMP-based approaches are capable
enough to identify or predict more possible hazards than conventional methods, from
early to advanced stages of system development [63—-67]. This method has commonly
been used in unmanned systems for safety analysis such as autonomous ship safety [14],
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aviation [68,69], and so on. In addition, Zhou et al. [70] conclude that the STPA is the
most promising hazard identification method for software-intensive systems compared
to traditional methods such as Fault Trees Analysis (FTA) and Failure Modes and Effects
Analysis (FMEA). For example, an unidentified event cannot be prevented by HAZID
analysis [71] while STPA can prevent it. As autonomous vessels are contemporary as
well as software-intensive approaches, the application of hydrogen fuel cell propulsion
on a ship creates a new dimension. The STPA method fits the best to assess formal safety
because STPA uses a functional model that is based on a holistic representation. Moreover,
this method can identify major and maximum possible hazardous contexts with limited
information [63]. Another advantage of STPA is that it can generate safety constraints and
involved requirements, and the result can be reviewed for feasibility and effectiveness [72].
The STPA method is based on modeling a hierarchical control structure of the system and
identifies unsafe situations that lead to accidents.
There are four steps in STPA analysis:

Define the purpose of the analysis.
Model the control structure.
Identify unsafe control actions.
Identify loss scenarios.

LN

Step 1: Purpose of the Analysis

The first step of STPA is to define the purpose of the analysis. This step defines the
purpose of the whole system. The major purposes of this step are included at the beginning
of this analysis along with the system boundary and goal [11]. In this step, a system
description is formulated, and based on this, possible losses and system hazards along
with system constraints are identified. The system description is presented in Section 2.3
in the CONOPS for a better understanding of the entire system for analysis. System-level
hazards during speed change and emergency shutdown actions of the MASS operation are
presented in the results section.

Step 2: Model of the Control Structure

This step aims to capture functional relationships and interactions by modeling the
system as a set of feedback control loops [63]. The structure is illustrated based on the
responsibilities of all model elements and functional requirements. The concepts of the
design of hydrogen propulsion on remotely controlled ships (no seafarers onboard) are still
being developed. Hence, the final structure of the diagram is based on the brainstorming
workshop with experts and a few earlier published studies.

Step 3: Unsafe Control Actions

Unsafe control actions (UCAs) generally define the control actions in the control
structure and how they lead to losses which are presented in Step 1 [11]. Leverson and
Thomas report [64] that “an unsafe control action is a control action that, in a particular
context and worst-case environment, will lead to a hazard”. In this study, the Central
Control Unit (CCU) and Human Operator (HO) are two controllers whose wrong control
actions for different actions can create UCAs.

Step 4: Loss Scenarios

A loss scenario represents the specific and structured reasons that lead to unsafe
control actions and hazards [63]. Moreover, loss scenarios also show why the control
actions are executed improperly or not executed. Two types of loss scenarios need to be
accounted for.

1. The reasons for the unsafe control actions.
2. The reasons for not executing or wrong execution of control actions that lead to hazards.
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The probable reasons why and how CCU and HO create the UCAs are the loss
scenarios for this analysis.

2.3. Concepts of Operations (CONOPS)

Through CONOPS, the operational procedure of the whole system along with the
components of the system and system illustration have been presented for clear conception.

2.3.1. System Descriptions

This study focuses on the risk analysis of a hydrogen propulsion system through a
fuel cell where supplied hydrogen fuel is stored in the cryogenic tank in liquid form. More
significantly, the whole system is controlled under an autonomous system (Autonomy
degree 3—remotely controlled ship with no seafarers onboard).

The very first step of the system begins with the production of liquid hydrogen (LH2).
The electrolysis process is used for production which is not part of this analysis. The
liquid form of hydrogen on board is stored in a cryogenic tank as it requires a very low
temperature (—253 °C). This study commenced with the cryogenic storage tank. Integrating
the system in the vessel design, combining technical aspects with a safety barrier analysis,
a cryogenic tank is placed under the deck [73]. Next, there is a tank connection space (TCS)
that encloses the valves coming from a liquid hydrogen (LH2) tank in a ventilated box. It
allows for hydrogen venting in a controlled space able to withstand cryogenic temperatures.
After that, hydrogen passes through the vaporizer which turns the liquid hydrogen into a
gaseous state to feed into the fuel cell. A sufficient amount of pressure of hydrogen flow is
regulated by a regulator that is included as a part of the internal sensors. Later, hydrogen
enters the fuel cell where all the required components are combined to produce electric
power for the propulsion system. All the internal and external components are controlled
under the internal sensors of the autonomous system. The fuel cell is located at the top
of the board inside a fuel cell frame where a series of fuel cells are included parallelly
as per the power required for the ship. On top of the fuel cell, a vent mast is included
so that excessive or unused hydrogen gas can exit. With the fuel cell, an external circuit
is connected and the purpose of it is to convert AC/DC as well as to pass electricity for
propulsion. The system ends with the propulsion motor that rotates the propeller of the
vessel. As a part of the autonomous system, there are a few external sensors that control
the vessel’s navigation and maintain communication with the shore operator through
the satellite.

Although primary power is derived from the battery to initiate the whole system,
this study specifically focuses on hydrogen fuel cell propulsion as well as the autonomous
system. Analysis of the battery is not within the scope of this study and is left for future
discussion. It is also to be considered that the study is partially conceptual, especially with
the design and placement of the major elements of the vessel.

2.3.2. System Configuration

This section is included for the clear visualization of the aforementioned system
description. The visualization is presented in Figure 1 where the configuration starts with
the production of hydrogen and ends with the propulsion system along with autonomous
system operation. Though the current study does not focus on every step, components are
illustrated for clear conception and visualization.
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In this study, the system boundary is associated with the hydrogen fuel cell propulsion
system on a remotely controlled ship with no seafarers onboard (autonomous level 3).
As an alternative fuel, the use of liquid hydrogen with a fuel cell onboard is new and
the same context applies to the autonomous vessel, hence the purpose is to carry out the
safety analysis of the whole system so that risk-free as well as cost-effective operations are
performed. In this step, at first, the possible losses that can occur from the operation of the
whole system are pointed out. Individual loss is identified with the letter “L”. The losses
are not limited to the autonomous ship itself but also to other ships. After that, system-level
hazards that lead to these losses and system-level constraints that restrict these losses are
established and presented in Table 1.

Table 1. System-level hazards and system-level constraints.

System-Level Hazards

System-Level Constraints

H-1: Vessel generates inappropriate propulsion (thrust)
power. (L-1, L-2, L-3, L-4, L-5)

SC-1: The vessel must generate appropriate propulsion (thrust)

power to run the engine appropriately.

H-2: The vessel approaches being approached too close to
an obstacle or other vessel. (L-1, L-2, L-3, L-4, L-5, L-6, L-7)

SC-2: The vessel should always keep a minimum distance from
obstacles or other vessels to avoid collision.

H-3: The vessel loses its intact stability. (L-2, L-3, L-4)

SC-3: The vessel should never lose its intact stability.

H-4: Human operation is inactive or inappropriate while
needed. (L-1, L-2, L-3, L4, L-5, L-7).

SC-4: Human operator/s should take active and appropriate action as
per the requirement to maintain a smooth voyage.

H-5: Unauthorized access to the vessel. (L-1, L-2, L-3, L-5,

L-7,L-8)

SC-5: Unauthorized access must be prevented.
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Control command. ———p

Losses:

L-1: Loss of life or serious injury to people of another vessel.

L-2: Loss of or damage to the ship.

L-3: Loss of or damage to objects outside the ship.

L-4: Loss of time.

L-5: Loss of acceptance and approval of the autonomous ships.

L-6: Environmental pollution or damage.

L-7: Loss of cargo.

L-8: Loss of confidential information about the vessel and the mission.

3.2. Step 2: Model the Control Structure

The functional control structure during the voyage is shown in Figure 2. The control
structure mainly acts in four specific sections of the model. These are (1) the remote-control
center (RCC), (2) internal control system (ICS), (3) energy system, and (4) propulsion system.

» Navigation plan RCC

| Human operator |

» Take action in
Feedback — ;m Byl Operational information =
own .
Controlled process —» sensing/activating) Alarm or signal
I Remote control station | received.
. . . . 4 3
Em'cy shut down (during CCU failure) » Navigation command l » Navigation information
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Activate alarm to shore operator.
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e —_
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External Internal power control). q ) : Intex-'m‘limformahon |
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information | parameter I
1
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» Em’cy shut down Propulsion
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: Ship motion
Energy system Propulsxon system P o
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Flow of | Motor | | Propeller |
electrical
energy
Thrust power.
v
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Figure 2. Control structure model of the system.

3.2.1. Remote Control Center (RCC)

RCC is controlled by one or more human operators depending on the job functions.
Human operator/s practically command the navigation where the major control actions
are included in the navigation plan and emergency shutdown. The navigation plan means
specifying the voyage routes as well as the port of arrival and departure. This action
also includes speeding up and speeding down the vessel depending on the stakeholder’s
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requirement as well as collision or piracy avoidance. Next, another vital action is the
emergency shutdown of the vessel during a critical situation.

3.2.2. Internal Control System (ICS)

This system receives a command from the RCC and executes it to the next system by
a few specific control action units of the internal system. The Central control unit, also
known as the virtual captain, is a software algorithm that commands the other sub-control
action units to increase or decrease the power of the vessel. Increasing and decreasing the
power means speeding up or speeding down the vessel as per the navigation plan. It also
shuts down the system or vessel during an emergency by decreasing the power supply
to zero level. The Power Management System (PMS) of this control unit plays a vast role
which mainly includes commanding the internal regulator of this section to regulate the
electricity flow of the fuel cell. PMS not only commands the internal regulator but also
controls the power distribution system of the entire vessel.

3.2.3. Energy System

The energy system executes the command actions received from the ICU by controlling
the flow of energy. Initially, the valve regulates the fuel supply amount depending on
the required speed. When high speed or low speed is required, it increases or decreases
the fuel supply, respectively. The valve also receives the emergency shutdown command
directly from the RCC when there is a malfunction in the central control unit. It executes
the command by directly cutting off the fuel supply to the fuel cell, and therefore, no power
is produced from the fuel cell for propulsion. The emergency shutdown confirmation
feedback is also directly sent to the RCC through a flow meter sensor. In this system, the
fuel cell performs a significant role because the internal regulator commands the fuel cell
unit to speed up or speed down as well as perform emergency shutdowns. In an emergency
shutdown situation, the produced power is supplied to the battery. During the speed-down
situation, extra power is also supplied to the battery. During the speed-up situation, the
fuel cell receives additional fuel from the storage tank through the valve or takes additional
power from the battery (which is not part of this analysis).

3.2.4. Propulsion System

The propulsion system performs straightforward functions. Motor rotation speeds
up or speeds down or stops as per the functional command. This system is synchronized
by the “frequency converter to control speed” command. Hence, low, high, or no thrust
power is generated.

3.2.5. Responsibility, Process Model, and Feedback

This section presents the responsibilities of the human operator and central control unit
(CCU) controllers in a structured way in Tables 2—4. In addition, when these responsibilities
need functioning is also included with the identification of the process model along with
the feedback.

Table 2. Responsibility, process model, and feedback of human operator during speed change.

Human Operator

Responsibility Process Model Feedback
Unexpected obstacles.
Speed up the vessel with a feasible Approaching unauthorized entry Location/heading/increase energy or
h towards the vessel.
propulsion system (SC 2) (SC 4) (SC 5). . o, power supply.
e  Required to maintain voyage plan.

Heavy weather conditions.
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Table 2. Cont.

Human Operator

Responsibility Process Model Feedback

Unexpected obstacles.
Approaching unauthorized entry
towards the vessel.
Speed down the vessel (SC 2) (SC 4) (SC 5). *  Requiredto maintain. voyage p lan.  Location/heading/decrease energy
Heavy weather conditions. or power supply.
Propulsion equipment (fuel cell,
motor, etc.) is overheated
or overloaded.

Table 3. Responsibility, process model, and feedback of Central Control Unit during emer-
gency shutdown.

Central Control Unit (CCU)
Responsibility Process Model Feedback

o  Fuel cell is overloaded or overheated
(due to fire).
e  The intact stability of the vessel is lost.
Activate the emergency shutdown (SC1) (SC3) e  Uncontrollable fire onboard Fuel or power supply cut off.
e  Vital internal equipment is damaged by
the external substance.
e  Fuel storage tank leakages or damages.

Intact stability of the vessel is
maintained after an emergency. Fuel or power supply flow.
e  Emergency situation is controlled.

Deactivate the emergency shutdown or start
the vessel (SC 1) (SC 3).

Table 4. Responsibility, process model, and feedback of Human operator during emer-
gency shutdown.

Human Operator

Responsibility Process Control Feedback

The intact stability of the vessel is lost, uncontrollable fire,
fuel cell overload or overheated, storage tank leakages Fuel supply cut off.
along with the internal control system (ICS) failure.

Activate the emergency shutdown
directly via the valve (S5C 1) (SC 3).

3.3. Step 3: Identifying Unsafe Control Actions (UCAs)

This step identifies UCAs that originate from emergency shutdown and speed-related
control actions. The human operator and CCU perform the responsibility of the system.
Control actions are structured at different conditions initially. Later, all the unsafe control
actions related to those two control actions are determined according to the varied condi-
tions in a structured way. Table 5 demonstrates an example of how the UCAs are identified
while the “Emergency shutdown” action is executed by the “CCU” under varied conditions
(not provided, provided, too early, too late too short, and too long). In Table 5, there are
four major columns. The first column contains the ID numbers related to the specific
controller’s actions. The second column mentions the specific action of that controller (such
as CCU here). The third column is for the two different conditions during the execution
of the control action. The column has two sub-conditions such as whether the execution
of the control action is required or not and whether the power supply is favorable or not.
The fourth column is used to identify the unsafe control actions (UCAs), which is the
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aim of this analysis. The column has six sub-columns that are the varied context of the
control action (emergency shutdown activate) execution. Based on the two conditions,
in some contexts the execution of the control action is unsafe while in some contexts the
execution is safe, or execution is not applicable. For example, at “CA.CCU.009”, control
action “Emergency shutdown activation” is required and there is no power, but the control
action is not provided. Hence, it is unsafe (UCA). In the next slot, in the same condition,
the action is provided as it is required, so it is a safe action. The red marking written as
“Unsafe” slots are our investigated UCAs. The entire analysis is presented in Appendix A.

Table 5. Identification of UCAs.

Controller: CCU

Condition Unsafe Control Actions
D Control Activati iuel or Not
Action ctivation ower (] .
Required Supply Provided Provided Too Early Too Late Too Short Too Long
Cut Off?
Unsafe Unsafe Unsafe
CA.CCU.009 Yes Yes (H1) Safe N/A N/A (H1) (H3)
Unsafe Unsafe Unsafe
CA.CCU.010 Emergency Yes No (H1) (H1) N/A N/A N/A (H1)
shutdown
. Unsafe
CA.CCU.011 activate No Yes Safe (H1) N/A N/A N/A N/A
CA.CCU.012 No No Safe U(rl‘{s;)fe N/A N/A N/A N/A

Similarly, three more control actions which are “speed up, down, and emergency
shutdown directly via valve” of the human operator and one control action (shut down,
deactivate, or start the vessel) of CCU are analyzed, and UCAs that evolve from those
are determined. The number and percentage of UCAs from the two controllers during
the specific control actions are presented in the following Tables 6-8, and Figure 3a,b, and
Figure 4. In Table 6, the number of UCAs from human operator/s during “speed up, down,
and emergency shutdown” actions are presented. The number of UCAs from individual
actions is almost the same. In the same way, Table 7 presents the number of UCAs from the
CCU during two control actions (emergency shutdown activate and deactivate) and the
numbers of UCAs are exactly the same. Figure 3a,b compares the percentage difference of
UCAs from the individual control actions of human operator/s and CCU, respectively.

Table 6. Total unsafe control actions from human operator/s.

UCAs from Human Operator

Control Actions No. of UCAs
Speed up 10
Speed down 9
Emergency shutdown directly via valve 9

Table 7. Total unsafe control actions from the central control unit.

UCAs from CCU
Control Actions No. of UCAs
Emergency shutdown activated 8

Emergency shutdown deactivated or start the vessel 8
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Table 8. Combined UCAs from HO and CCU.

UCAs from Both Controllers

Controller No. of UCAs
Human Operator 28
CCU 16

UCAs from Human Operator

Emergency shut down

Speed down 32% /

= Speed up
= Speed down
= Emergency shut down directly via valve

(a)
UCAs from CCU

! !own activate

= Emergency shu

= Emergency shut down
deactivate or start the vessel

(b)

Figure 3. (a) Percentage of UCAs of HO from individual control actions. (b) Percentage of UCAs of
CCU from individual control actions.

UCAs from both the controllers

B Human Operator ® CCU

Figure 4. Percentage of UCAs from both CCU and HO.
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Table 8 represents the total number of UCAs from the human operator/s and CCU
and Figure 4 compares their percentage difference. The number of UCAs from HO is
significantly more than the number of UCAs from the CCU. HO (3) also executes more
control actions than CCU (2).

3.4. Step 4: Loss Scenarios

In this section, major possible loss scenarios that lead to unsafe control actions re-
garding the two discussed controllers are presented. The loss scenarios are demonstrated
systematically with the following Table 9 and Figures 5 and 6. In Table 6, four reasons for
loss scenarios are specified, and the number of loss scenarios that may arise due to these
reasons is also mentioned. Figures 5 and 6 illustrate the specified number of loss scenarios
and compare their percentage for better understanding.

Table 9. Number of loss scenarios from individual factors.

Loss Scenarios

Reasons for Loss Scenarios No. of Loss Scenarios
Physical failure 9
Power failure 8
Sensor failure 29
Flawed algorithm 5

Loss scenarios

Reasons of loss scenarios

[\ B
) (e

(e

No. of loss scenarios

m Physical failure Power failure

M Sensor failure m Flawed algorithm

Figure 5. Number of LSs from individual factors.

No. of loss scenarios

i Physical failure Power failure

M Sensor failure M Flawed algorithm

Figure 6. Percentage of LSs from individual factors.
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CCU is the controller of the onboard autonomous system and creates UCAs by giving
the wrong command to the hydrogen fuel supply. Hence, the major focus of this study is
CCU which performs the fully autonomous functions along with the alternative fuel. CCU
creates a total of 16 UCAs, where 8 are activated during emergency shutdown activate
actions and 8 are during emergency shutdown deactivate or start the vessel actions. The
prime reasons for UCAs from CCU are presented in Table 10 in a structured manner.

Table 10. Loss scenarios leading to UCAs from CCU.

Unsafe Control Action ID

Reasons for UCAs & Wrong
No. of UCAs or Not Execution of Control Loss Scenarios
Actions

UCA.CCU.009 (H, H3)

LS.HO.009.001: CCU does not activate emergency
shutdown when it is required because of the
physical damage to the internal system though the
fuel or power supply is cut off.

(a) Physical failure

LS.HO.009.002: Due to power failure in the control
3 (b) Power failure or internal system, CCU fails to activate emergency
shutdown when it is required.

LS.HO.009.003: CCU provides the emergency
(c) Wrong execution of the shutdown command for too long or too short a
command. period due to the wrong execution of the
internal system.

UCA.CCU.010 (H1)

LS.CCU.010.001: Power failure restricts CCU from
activating emergency shutdown when it is required.

LS.CCU.010.002: CCU commands to activate
(b) Wrong interpretation of ~ emergency shutdown but the internal valve makes
the feedback. wrong interpretation and does not cut the fuel or

power supply.

(a) Power failure

UCA.CCU.011 (H1)

LS.CCU.011.001: CCU provides the wrong
command of emergency shutdown by cutting off
fuel or power supply due to the wrong
interpretation of the feedback

—_

(a) Wrong interpretation

UCA.CCU.012 (H1)

LS.CCU.012.001: CCU provides emergency
shutdown without fuel or power supply cut off
flawed algorithm of the specified system when

shutdown is not required.

1 (a) Flawed algorithm.

UCA.CCU.013 (H1, H3)

LS.CCU.013.001: CCU does not start the operation

(a) Controller does not after an emergency shutdown when it is required

receive feedback. because CCU does not receive any feedback from
the internal sensors.

LS.CCU.013.002: CCU receives wrong feedback and
as a result deactivates the emergency shutdown too
early when there is a flow of fuel or power supply.

(b) Controller receives
incorrect feedback.

UCA.CCU.014 (H1, H3)

LS.CCU.014.001: Due to central power failure, CCU
(a) Power failure. does not start the vessel with the flow of fuel or
power supply after an emergency shutdown.

LS.CCU.014.002: Due to external damage to the
2 (b) Physical failure. internal system, CCU does not deactivate the
emergency shutdown when it is required.

LS.CCU.014.003: CCU deactivates the emergency
shutdown too early because it receives the wrong
feedback from the internal system.

(c) Controller receives
incorrect feedback.
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Table 10. Cont.

Reasons for UCAs & Wrong

Unsafe Control ActionID No. of UCAs or Not Execution of Control Loss Scenarios

Actions

UCA.CCU.015 (H1)

LS.CCU.015.001: CCU deactivates the emergency
shutdown or starts the vessel operation in the
(@) Incorrect execution of the ~ emergency shutdown situation with the flow of fuel
control action. or power supply because CCU provides the correct
information, but the internal actuator
responds incorrectly.

UCA.CCU.016 (H1)

LS.CCU.016.001: CCU provides emergency
shutdown deactivation, or the vessel operation start
command when it is required but fuel or power
supply is not started due to the wrong interpretation
of the feedback by the storage tank valve.

(a) Incorrect interpretation
of the feedback.

4. Discussions

This study was conducted to determine major possible UCAs and loss scenarios that
derive from STPA risk analysis methods associated with the hydrogen fuel cell propulsion
on a third-degree autonomous vessel (remotely operated vessel with no seafarers on board).
The purpose was to ensure safety and create reliability by introducing and mitigating the
UCAs. Ghaderi [73] concludes with the necessity of advanced technology and competencies
to design, build, and operate unmanned vessels. He also indicates the challenges in
maintenance, navigation systems, and cyber security. This study analyzes the specific
competencies for operation and extends the maintenance area. Specific components are also

discussed to implement a risk-free design and cyber security is taken into consideration
through STPA.

4.1. STPA Risk Factors

At the very beginning, this analysis introduced a total of eight losses that can evolve
from the whole system. After that, five system-level hazards were introduced which led to
those losses. As STPA discusses control failure, control actions of human operator/s and
autonomous systems are analyzed. The onboard central control unit (CCU) is the main
controller of the autonomous system. Two major control actions are analyzed by these
controllers. The control actions are (1) speed control and (2) emergency shutdown.

Due to uncontrollable external natural environments, currents, uncertainties, wrong
actions, and executions, risks to MASS operations can arise [74]. To reduce this type of
uncertainty, speed control plays a vital role. Therefore, speeding up and down was one of
the major control actions for this study.

A total of 44 unsafe control actions were identified from the two controllers. Among
these, 19 unsafe control actions were determined from the wrong control actions of the
human operator (HO) during speed up and speed down and 9 unsafe control actions were
identified during emergency shutdown via valve. Sixteen unsafe control actions were
identified by the wrong control actions of the central control unit during the emergency
shutdown. These unsafe control actions arise due to various loss scenarios. A total of
51 fundamental loss scenarios are discussed which lead to the earlier mentioned UCAs.
Most of the reasons behind these loss scenarios are physical failure, power failure, incorrect
feedback, wrong interpretation, and so on.

From STPA, all 44 unsafe control actions are potential risks. These UCAs are probable
depending on the loss scenarios. Fifty-one loss scenarios presented in the result section
are the fundamental loss scenarios that have the highest probability of being directed
toward the UCAs. Depending on the circumstances, there can be a huge number of loss
scenarios. However, maximum UCAs are related to “providing” the command when
not required and “not providing the command” when required or making late or long-
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duration commands. These UCAs can lead to five potential hazards. These hazards are
related to the “inappropriate propulsion power, collision, loss of intact stability, inactive
HO and unauthorized access to the vessel” and arise due to the wrong control actions of
HO and CCU.

From the analyses, CCU failure or UCAs of CCU are the potential risks or hazards as
they take the primary and majority of the automatic control actions.

From STPA, CCU is analyzed for the emergency shutdown action. During emergency
shutdown and deactivation of shutdown or operation start, CCU may command a total of
16 UCAs which are marked with the ID numbers UCA.CCU.009 to UCA.CCU.016. Fourteen
loss scenarios are discussed which lead to these UCAs by the CCU. The main reasons for
these loss scenarios are (1) physical failure (2), power failure (3), wrong execution of the
command by the actuator, (4) wrong interpretation of the feedback (5), flawed algorithm,
and (6) controller receives incorrect feedback from the sensors.

Hence, theorizing the analysis, the common reasons for CCU failure, or UCAs of
CCU are:

1. Power failure.
2. Wrong or flawed algorithm.
3.  Sensor/s failure.

This study combines two novel processes where a recent as well as effective analysis
method has been applied that produces more accurate and significant results. The safety
analysis of autonomous ships and hydrogen fuel cells with the STPA method creates unique
results that need to be considered while implementing this combination. Some unique
results are:

e Human operator/s lead to two-thirds of the unsafe control actions compared to
the software.

e  The addition of CCU is one of the major differences between autonomous vessels
and manual vessels. The number of UCAs from CCU and HO related to emergency
shutdown is almost similar, even slightly less.

e Most of the UCAs are evolved due to the sensor failure of the autonomous system that
must be taken care of with correct monitoring and maintenance.

e  Availability of hydrogen fuel supply has a significant role in maintaining adequate
safety. Compared to conventional fuel, hydrogen is more prone to leakage. Hence, a
lack of hydrogen supply to the fuel cell may arise now and then.

e Analysis with STPA helps to identify all possible control-related failures that are
very difficult to detect with the help of conventional methods. Furthermore, tradi-
tional methods, for instance, FMEA, focus on hazards from single-component failure
whereas STPA focuses on hazards that are caused by and without component failure
or multiple-component failure in addition to the single-component failure. For exam-
ple, H5 of this study is that unauthorized access to the vessel may arise without any
component failure.

4.2. Limitations of the Study

The major limitation of this study is the unforeseen hazards that can evolve because of
this unique system. The hydrogen fuel cell propulsion system on autonomous vessels is
fairly new. Though parts of this whole system are under trial, the whole system is still in
the conceptual stage. So, during the trial period or practical operation, unknown hazards
may arise. In addition, the power management system plays a vital role in the whole
system and power failure is a major detrimental reason for the hazard to the whole system.
This study is not sufficient to identify the depth analysis of PMS. Finally, the battery power
system also has a significant role in this whole analyzed system. Without battery support,
this system cannot be completed. However, a detailed analysis of the battery system is yet
to be conducted.

Another limitation is associated with the STPA method. This method is qualitatively
prone and needs enough brainstorming. Hence, quantification of the losses is challenging.
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Moreover, even though STPA has been shown to identify possible accident causes, they
have not been demonstrated in controlled experiments [72]. The method also needs a huge
team of experts for the execution [75].

5. Conclusions

This study explores possible control failure-related risk factors associated with hy-
drogen fuel cell propulsion on autonomous vessels using a system-based hazard analysis
method. The aim was to provide sufficient operational safety and create reliability, which
is one of the challenges because of the wide acceptance of hydrogen fuel cell propulsion
autonomous vessels by a group of stakeholders based on this point.

UCAs related to two major control actions, “emergency shutdown and speed control”,
have been manifested with the aid of the STPA analysis method. UCAs take place mostly
when an action needs to be provided but it is not provided and vice versa. Power or fuel
supply also plays an important role, especially when there is no or inadequate fuel or power
supply. The identified control action failures arise due to some particular loss scenarios that
obstruct the execution of the specific control actions. Apart from physical failure, other loss
scenarios are mostly technical such as sensor failure, incorrect feedback, flawed algorithm,
etc. UCAs evolving from HO at RCC are foreseeable and some unforeseen hazards with
the addition of CCU can be overcome with strict monitoring, maintenance, and awareness.
In some cases, redundancy is quite an effective remedy. The result of the study shows
that compared to the conventional vessel and fuel, an autonomous vessel with a hydrogen
fuel cell is also acceptable but needs additional training and awareness for the operators
from RCC.

Normally, traditional, and established methods have been mandated or recommended
for risk analysis of autonomous vessels, and the use of the STPA method has been limited
to academia only. However, the 107th Maritime Safety Committee (MSC) in 2023 agreed to
allow flexible use of various risk analysis methods for autonomous ships, so this study is
expected to open the door to apply it in the maritime industry.

Further research on the same framework can make the whole system more widely
reliable and acceptable. For example,

e  The study is fully qualitative. So, with the availability of sufficient specific data
and other convenient methods (such as Failure Mode and Effect Analysis, Fault Tree
Analysis, Event Tree Analysis, and so on), quantitative analysis can be conducted
to quantify the UCAs based on the intensity of hazards and establish numerical
loss scenarios.

e As the whole system is also strongly dependent on the battery system, in-depth
quantitative as well as qualitative risk analysis is required further for the battery
application as a part of the whole system.

e The use of liquid hydrogen as an alternative fuel and hydrogen fuel cell for au-
tonomous ships require more focus on analyzing individual components and sub-
components to create adequate and subsequent safety.

e  For hydrogen fuel cell propulsion vessels, a bunker station in the designated port
is solely required. A lot of known and unknown risk factors can evolve during the
bunker operation. Hence, risk analysis for the establishment of hydrogen fuel stations
and bunker operations is important.

e “Pilot” operation plays a significant role for the autonomous vessel. Pilotage operation
can be safer and acceptable with the combined analysis of HAZID and STPA.
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Appendix A

In this section, the entire analysis along with the structured presentation of the analysis
is represented.
Identifying Unsafe Control Actions by STPA Analysis

Controller: Human Operator

Condition Unsafe Control Actions
D Control =y eedUp  Speed U Not
Acti peed Up peed Up o .
ction Needed Feasible Provided Provided Too Early Too Late Too Short  Too Long
CA.HO.001 Yes Yes Unsafe (H2) Safe Unsafe (H2) Unsafe (H2) N/A N/A
CA.HO.002 Speed Yes No Unsafe (H2) Unsafe (H1) Unsafe (H1) N/A N/A N/A
_ eed u
CA.HO.003 P P No Yes Safe Unsafe (H2) Unsafe (H2) N/A N/A N/A
CA.HO.004 No No Safe Unsafe (H1) Unsafe (H1) N/A N/A N/A
Controller: Human Operator
Condition Unsafe Control Actions
ID Control Speed Energy Not .
Action Down or Power . Provided Too Early Too Late  Too Short Too Long
Provided
Needed Supply
CA.HO.005 Yes Increase Unsafe (H2) Unsafe (H1) Unsafe (H1) N/A N/A Unsafe (H1)
CA.HO.006 Speed Yes Decrease Unsafe (H2) Safe Unsafe (H3) N/A N/A N/A
CA.HO.007 down No Increase Safe Unsafe (H2) N/A N/A N/A N/A
CA.HO.008 No Decrease Safe Unsafe (H1)  Unsafe (H1) N/A N/A N/A
Controller: CCU
Condition Unsafe Control Actions
D Control Activati l;)uel or Not
Action ctivation ower o .
Required  Supply Cut Provided Provided Too Early  Too Late Too Short Too Long
Off?
CA.HO.009 Yes Yes Unsafe (H1) Safe N/A N/A Unsafe (H1)  Unsafe (H3)
CA.HO.010 Emergency Yes No Unsafe (H1)  Unsafe (H1) N/A N/A N/A Unsafe (H1)
———————— shutdown
CA.HO.011 activate No Yes Safe Unsafe (H1) N/A N/A N/A N/A
CA.HO.012 No No Safe Unsafe (H3) N/A N/A N/A N/A
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Controller: CCU

Condition Unsafe Control Actions
D Control Deactivati l;)uel or Not
Action eactivation ower o .
Required Supply Provided Provided Too Early Too Late  Too Short Too Long
Flow?
CA.HO.013 Emergency Yes Yes Unsafe (H3) Safe Unsafe (H1) N/A N/A N/A
CA.HO.014 shutdown Yes No Unsafe (H3)  Unsafe (H1) N/A N/A N/A N/A
CA.HO.015 deactivate or No Yes Unsafe (H1)  Unsafe (H1) N/A N/A N/A Unsafe (H1)
CA.HO.016 start the vessel No No Safe Unsafe (H1) N/A N/A N/A N/A
Controller: Human Operator
Condition Unsafe Control Actions
Control Fuel
ID .
Action Shutdqwn Is Supply N(.)t Provided Too Early  Too Late Too Short Too Long
Required? Provided
Cut Off??
CA.HO.017 Emergency Yes Yes Unsafe (H1) Safe N/A N/A Unsafe (H1)  Unsafe (H3)
CAHO.018  ¢hutdown Yes No Unsafe (H1)  Unsafe (H1) N/A N/A N/A Unsafe (H1)
CA.HO.019  directly via No Yes Unsafe (H1)  Unsafe (H1) N/A N/A N/A N/A
CA.HO.020 valve. No No Safe Unsafe (H3) N/A N/A N/A N/A

Unsafe control actions: All the unsafe control actions that are determined from the

above systematic identification table are mentioned in full sentences with UCAs code.

UCA.HO.001:

Human operator does not provide the speed-up command when speed-up is required
within a feasible context. (H2, H5).

Human operator provides the speed-up command too early when speed-up is required
within a feasible context. (H2).

Human operator provides the speed-up command after a long-time delay when
speed-up is required within a feasible context. (H2)

UCA.HO.002

Human operator does not provide the speed-up command when speed-up is required
but speed-up is not feasible. (H2)

Human operator provides the speed-up command when speed-up is required but
speed-up is not feasible. (H1)

Human operator provides the speed-up command too early when speed-up is required
but speed-up is not feasible. (H1)

UCA.HO.003

Human operator provides the speed-up command when speed-up is not required
within a feasible context. (H2).

Human operator provides the speed-up command too early when speed-up is not
required within a feasible context. (H2).

UCA.HO.004

Human operator provides the speed-up command when speed-up is not required and
feasible. (H1)

Human operator provides the speed-up command too early when speed-up is not
required and feasible. (H1)

UCA.HO.005

Human operator does not provide the speed-down command when speed-down is
required and energy or power supply is increased. (H2)



J. Mar. Sci. Eng. 2024, 12, 1007

21 of 25

Human operator provides the speed-down command when speed-down is required
but energy or power supply is increased. (H1)

Human operator provides the speed-down command too early by increasing energy
or power supply when speed-down is required. (H1)

Human operator provides the speed-down command for a long time by increasing
energy or power supply when speed-down is required. (H1)

UCA.HO.006

Human operator does not provide the speed-down command by decreasing energy or
power supply when speed-down is required. (H2)

Human operator provides the speed-down command too early by decreasing energy
or power supply when speed-down is required. (H3)

UCA.HO.007

Human operator provides the speed-down command by increasing energy or power
supply when speed-down is not required. (H2)

UCA.HO.008

Human operator provides the speed-down command by decreasing energy or power
supply when speed down is not required. (H1)

Human operator provides the speed-down command too early by decreasing energy
or power supply when speed-down is not required. (H1)

UCA.CCU.009

Central control unit does not provide emergency shutdown activation when the
activation is required, and fuel or power supply is also cut off. (H1)

Central control unit provides emergency shutdown activation for a too short period
when the activation is required, and fuel or power supply is also cut off. (HI)
Central control unit provides emergency shutdown activation for a too long period
when the activation is required, and fuel or power supply is also cut off. (H3)

UCA.CCU.010

Central control unit does not provide emergency shutdown activation when the
activation is required and also fuel, or power supply is not cut off. (H1)

Central control unit provides emergency shutdown activation when the activation is
required but fuel or power supply is not cut off. (HI)

Central control unit provides emergency shutdown activation for a too long period
when the activation is required, and fuel or power supply is also not cut off. (H1)

UCA.CCU.011

Central control unit provides emergency shutdown activation by fuel or power supply
cut off when the activation is not required. (H1)

UCA.CCU.012

Central control unit provides emergency shutdown activation when the activation is
not required, and fuel or power supply is also not cut off. (H1)

UCA.CCU.013

Central control unit does not provide emergency shutdown deactivation or start the
vessel when deactivation is required and there is a flow of fuel or power supply. (H3)
Central control unit provides emergency shutdown deactivation command too early
when deactivation is required and there is a flow of fuel or power supply. (H1)

UCA.CCU.014

Central control unit does not provide emergency shutdown deactivation command
or start the vessel when deactivation is required and also there is no flow of fuel or
power supply. (H3)
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e  Central control unit provides emergency shutdown deactivation or starts the vessel
when deactivation is required but there is no flow of fuel or power supply. (H1)

UCA.CCU.015

e  Central control unit does not provide emergency shutdown deactivation or start
the vessel when deactivation is not required but there is a flow of fuel or power
supply. (H1)

e  Central control unit provides emergency shutdown deactivate or start the vessel when
deactivation is not required and also there is a flow of fuel or power supply. (H1)

e  Central control unit provides emergency shutdown deactivation or starts the vessel
for a too long period when deactivation is not required and there is a flow of fuel or
power supply. (H1)

UCA.CCU.016

e  Central control unit provides emergency shutdown deactivation or start the vessel
when deactivation is not required and there is no flow of fuel or power supply. (H1)

UCA.HO.017

e  Human operator does not provide emergency shutdown command directly via valve
when shutdown is required, and fuel supply is also cut off. (H1)

e  Human operator provides emergency shutdown command directly via valve for a too
short period when shutdown is required, and fuel supply is also cut off. (H1)

e  Human operator provides emergency shutdown command directly via valve for a too
long period when shutdown is required, and fuel supply is also cut off. (H3)

UCA.HO.018

e  Human operator does not provide emergency shutdown command directly via valve
when shutdown is required, and fuel supply is also not cut off. (H1)

e  Human operator provides emergency shutdown command directly via valve when
shutdown is required but fuel supply is not cut off. (H1)

e  Human operator provides emergency shutdown command directly via valve for a too
long period when shutdown is required, and fuel supply is also not cut off. (H1)

UCA.HO.019

e  Human operator does not provide emergency shutdown command directly via valve
and shutdown also is not required but fuel supply is also cut off. (H1)

e  Human operator provides emergency shutdown command directly via valve when
shutdown is not required, and fuel supply is also cut off. (H1)

UCA.HO.020

e  Human operator provides emergency shutdown command directly via valve when
shutdown is not required, and fuel supply is also not cut off. (H3)
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